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Application Notes for Eastcom Systems Comprehensive
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Manager - Issue 1.0

Abstract

These Application Notes describe the configuration steps required for Eastcom Systems
Comprehensive Alarm Monitoring System (CAMS) to interoperate with Avaya
Communication Manager.

Eastcom CAMS is designed to provide comprehensive centralized alarm monitoring within the
most complex and mission-critical automation environments. With outstanding features such
as built-in workflow escalation alerts, CAMS can be configured to send primary and
secondary alarm notifications via SMS or email to an administrator for immediate
acknowledgement.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

The objective of this interoperability compliance testing was to verify that Eastcom Systems
Comprehensive Alarm Monitoring System (CAMS) can interoperate with Avaya
Communication Manager 5.1.

Eastcom CAMS uses Avaya Site Administration to poll Avaya Communication Manager
systems for active alarms. The alarms are then filtered based on severity and type, and
notifications are sent to registered users via short message service (SMS).

Figure 1 illustrates the network configuration used to verify the Eastcom CAMS solution. Site A
is comprised of an Avaya S8500 Server and Avaya G650 Media Gateway, and has connections
to the following: Avaya 9630 IP Telephones, Avaya 2400 Series Digital Telephones, and an
ISDN-BRI trunk to the PSTN. Eastcom CAMS is installed on a server running Microsoft
Windows Server 2003 with Service Pack 2. Site B is comprised of an Avaya S8300 Server with
Avaya G350 Media Gateway, and has connections to Avaya 4621SW IP Telephones. The Avaya
C364T-PWR Converged Stackable Switch provides Ethernet connectivity to the servers and IP
telephones and Layer 3 IP routing between the two sites. An H.323 IP trunk is configured
between Site A and B for the users to call between the two sites.

Avaya S8500 Server running Site A
Avaya Communication Manager

Avaya G&50 Media Gateway \SD“'E
/ Site B

10.1.20.0/24

Avaya C364T-PWR Converged

Stackable Switch / Layer 3 Router .
Avaya S8300 Server running

Avaya Communication

Manager in G350 Media '-"'
10.1.10.0/24 110 Gateway

3
: = } Avaya 4621SW
w ; IP Telephone
EastCom CAMS x20001
Server with GEM Avaya 4621SW
Modem
Avaya 2420 e ':(E;Ig;l;ne
Digital Telephone Avaya 9630
x10004 IP Telephone
ﬁ x10002 ﬁ
Avaya 9630 Avaya 9630
IP Telephone IP Telephone
x10003 X10001
Figure 1: Test configuration
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2. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment

Software

Avaya S8500 Server

Avaya Communication Manager
5.1
(Service Pack 01.0.414.3-15962)

Avaya G650 Media Gateway

—  TN2312BP IP Server Interface HWO07, FW044
- TN799DP C-LAN Interface HWO01, FW026
—  TN2302AP IP Media Processor HW?20, FW117
-~ TN2214CP Digital Line HWO08, FW015
- TN2793B Analog Line 000013
Avaya S8300 Server Avaya Communication Manager
51
(Service Pack 01.0.414.3-15962)
Avaya G350 Media Gateway 28.17.0

Avaya 4600 Series IP Telephones

- 4621SW 2.8.8.7 (H.323)
Avaya 9600 Series IP Telephones

- 9630 1.5 (H.323)
Avaya 2400 Series Digital Telephone -
Avaya C364T-PWR Converged Stackable Switch 45.18
Avaya Site Administration 5.0.11 SP2.01
Eastcom CAMS 3.0

3. Configure Avaya Communication Manager

This section describes the steps needed to configure Avaya Communication Manager to
interoperate with Eastcom CAMS. This section describes the steps to create a login account and
a SAT User Profile for CAMS to access Avaya Communication Manager to retrieve the alarms.
The steps are repeated for each Avaya Communication Manager system.

3.1. Configure SAT User Profile

A SAT User Profile specifies which SAT screens may be accessed by the user assigned the
profile and the type of access to each screen. As Eastcom CAMS does not modify any system
configuration, create a SAT User Profile with limited permissions to assign to the CAMS login

account.
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Step | Description
1. | Enter the add user-profile n command, where n is the next unused profile number. Enter
a descriptive name for User Profile Name and enable Category H by setting the Enbl
field to y. In this configuration, the user profile 20 is created.
add user-profile 20 Page 1 of 41
USER PROFILE 20
User Profile Name: CAMS
This Profile is Disabled? n Shell Access? n
Facility Test Call Notification? n Acknowledgement Required? n
Grant Un-owned Permissions? n Extended Profile? n
Name Cat Enbl Name Cat Enbl
Adjuncts A n Routing and Dial Plan J n
Call Center B n Security K n
Features C n Servers L n
Hardware D n Stations M n
Hospitality E n System Parameters N n
IP F n Translations O n
Maintenance G n Trunking P n
Measurements and Performance H | Usage Q n
Remote Access |1 n User Access R n
2. | To further restrict the permissions assigned to the CAMS login account, set the
permissions of all objects in Category H to *--’ (i.e. no permission) except for the alarms
object, which is assigned the permission ‘r-’. Submit the form to create the user profile.
add user-profile 20 Page 3 of 41
USER PROFILE 20
Set Permissions For Category: H To: -- Set All Permissions To:
"-"=no access "r"=list,display,status "w"=add,change,remove+r "m"=maintenance
Name Cat Perm
aesvcs link A -
aesvcs-server A -—
agent B -—
agent-loginiD B -
alarms H
alias station M -
alphanumeric-dial-table J -
alternate-fril C -
amw all G -—
amw asai G -
amw audix G -—
amw pms G -—
analog-testcall board G -—
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3.2. Configure Login Group

Create a Login Group to correspond to the SAT User Profile created in Section 3.1.

Step | Description

1. | Using a web browser, enter https://<IP address of Avaya Server> to connect to the Avaya

Server being configured and log in using appropriate credentials.

A https://10.1.20.10/cgi-bin/login/webLogin - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help -a‘
aiddress | &) hitpsy/f10.1,20. 0jcgibinjloginweblogin M- E
AVAYA Integrated Management
Standard Management Solutions
i Help This Server: [1] s8300-sysB I
n
n Logon

Logen1o: [

2001-2008 Avaya Inc. All Rights Reserved.,

@ Done =] ‘j Local intranet

2. | Click Launch Maintenance Web Interface. This will open up the Maintenance Web

3 Standard Management Solutions - Microsoft Internet Explorer

: Rl Edit  View Favorites Tools  Help

- Adress | ] https://10.1.20.10jcg-binjunifed

EE&
-ar

v‘Go

Pages in a new window that will allow the user to complete the configuration process.

AVAYA

w Installation Launch Avaya Installation Wizard Launch Avaya Installation Wizard
The Awvaya Network Region Wizard Launch Avaya Network Region
allows you to quickly administer Wizard
network regions,

CM The Native Configuration Manager Launch Native Configuration
oy : allows you to administer this system Manager
Administration using a araphically enhanced SAT
applet.
SES The Administration Web Intsrfacs Launch SES Administration
asllows you to administer this SES Interface

Administration Sipran

Maintenance The Maintenance Web Interface allows Launch Maintenance Web
you to maintain, troubleshoot, and Interface

configure the server.

Upgrade The Upgrade Tool allows you to Launch Uparade Tool
upgrade all servers, Survivable
Processars, G700 Media Gateways, and
G350 Media Gateways.

2001-2008 Avaya Inc. All Rights Reserved.

Integrated Management
Standard Management Solutions

! Help Log Off

&) Done

8| % Local intranet
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Description

From the navigation panel on the left side, click Administrator Accounts. Select Add
Group and click Submit.

2} Administrator Accounts - Microsoft Internet Explorer

[ Qe - O -HE G

¢ addres= (@] https/10.1,20. 10/carbinfsechcinAcentin_adnindccnt

Alarms
Current Alarms
Agent Status
SNMP Agents
SNMP Traps
Filters
SNMP Test
Diagnostics
Restarts
System Logs
Ping
Traceroute
Netstat
Modem Test
Network Time Sync
server
Status Summary
Process Status
shutdowm Server
Server Date/Time
Software Yersion
server Configuration
Configure Server
Restore Defaults
Eject CD-ROM
server Upgrades
Manage Software
Make Upgrade Permanent
Boot Partition
Manage Updates
BIDS Upgrade
Data Backup/Restore
Backup Now
Backup History
Schedule Backup

Backup Logs

View /Restore Data

Restore History

Format CompactFlash
Security

Administrator Accounts

Login Account Policy
Change Password
Login Reports
Modem

Server Access

A~

I3

CER
D search <z Favortes @) | (- Lo T [ L S w
VB
Integrated Management
Maintenance Web Pages
This Server: [1] sB300-sysB
] A
w Administrator Accounts A
The Administrator Accounts web pages allow you to add, delete, or change administrator logins and Linux groups
Select Action:
O add Login
O privileged Administrator
2 Unprivileged administrator
O AT Access Only
O web Access Only
2 Modem Access Only
3 CDR Access Only
O CM Messaging Access Only
 Business Partner Login (dadmin)
O Business Partner Craft Login
@ custam Login
O change Login | select Login v
O Rremave Lagin |Se\ecl Login V|
OlLock/Unlock Login | Select Login v
CrRemave Group | Select Group v
v
2 % Local intranet

@Eack L > |

2} Administrator Accounts -- Add Group - Microsoft Internet Explorer

¥ & @ P search

Select Add a new access-profile group and select prof20 from the drop-down box to
match the user-profile created in Section 3.1 Step 1. Click Submit. This completes the
creation of the login group.

=7 Favarites R EBLE 3 ",t

o =2

v|Go

Alarms
Current Alarms
Agent Status
SNMP Agents
SNMP Traps
Filters
SHNMP Test

Diagnostics
Restarts
System Logs
Ping
Traceroute
Netstat
Modem Test

: Address !@ https:ff10.1.20,10/cgi-bin/secAdminAccnt v _admindccnt

Network Time Sync

Server
Status Summary
Process Status
Shutdown Server
Server DatefTime

oftware ¥Yersion

server Configuration
Configure Server
Restore Defaults

Integrated Management
Maintenance Web Pages

This Server: [1] s8300-sysB

Administrator Accounts -- Add Group

This page allows you to add a new access-profile or non-access-profile Linux group. An access-
profile group is used to control permissions within applications, such as the SAT and the web
interface (Web Access Mask),

—' Select Action:

Add a new access-profile graup

) pdd anew non-access-profile group:

{500 to 60000}

Group Narme:

Graup Murmhber:

é ‘:‘ Local intranet
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3.3. Configure Login
Create a login account for Eastcom CAMS to access the SAT.

Step | Description

1.
Login and SAT Access Only and click Submit.

7} Administrator Accounts - Microsoft Internet Explorer

L QB r D - W@ ] Lseatn deravores @ | @

From the navigation panel on the left side, click Administrator Accounts. Select Add

EEIX

]
i

Adeiracs @] https:/f10.1.20.10/cg-binjsechdmincent fw_sdmindcent

v B=

Alarms
Current Alarms
Agent Status
SNMP Agents
SNMP Traps
Filters
SNMP Test
Diagnostics
Restarts
System Logs
Ping
Traceroute
Netstat
Modem Test
Network Time Sync
server
Status Summary
Process Status
Shutdown Server
Server Date/Time
oftware Yersion
Server Configuration
Configure Server
Restore Defaults
Eject CD-ROM
server Upgrades
Manage Software
Make Upgrade Permanent
Boot Partition
Manage Updates

Administrator Accounts

Select Action:

Add Login
O Privileged Administratar
) Unprivileged Administratar
[Elsat acsess only
Owreb bocess Only
© Madem Access Only
) CDR Access Only
) CM Messaging Access Dnly
O Business Partner Lagin (dadmin)
) Business Partner Craft Login
O custom Login

BIOS Upgrade
Data Backup/Restore

Backup Now O change Login | Selact Login ~
Backup History
A hedilE R R O Remove Login | Select Login ~
Backup Logs
view/Restore Data g
e et 2 O Lock/Unlack Login | Selact Lagin |
Format CompactFlash

Security O add Group
Administrator Accounts o
T Remave Group | Select Group ~

cthange Password
Login Reports
Modem

Server Access

The Administrator Accounts web pages allow you to add, delete, or change administrator logins and Linux groups.

Integrated Management
Maintenance Web Pages

This Server: [1] s8300-sysB

|

3| & Local intranet
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Step | Description

2. | On the Administrator Accounts -- Add Login: SAT Access Only page, configure the login
as follows:

e Login name: Specify the login name to create. In this configuration, the login
cams was created.

e Primary group: users [Limits the permissions of the login]

e Additional groups (profile): prof20 [Select the login group created in Section
3.2]

e Select type of authentication: Password [Uses a password for authentication.]
e Enter password or key / Re-enter password or key [Define the password]

Click Submit to continue. This completes the configuration of the login.

A Administrator Accounts - Add Login: SAT Access Only - Microsoft Internet Explorer
[ Q@pak - O - AR | Powth Fereoks @ @-RBLE 3 I

i Address | &] https:/f10.1.20.10)cgi-binfsecAdminAcentw_admindccnt v B ks & customiz »
AVAYA Integrated Management
Maintenance Web Pages
This Server: [1] s8300-sysB

&
Current Alarms =,
Agent Status
SNMP Agents
SNMP Traps This page allows you to create a lagin that is intended to have access only to the Communication Mansger Systsm Administration Terminsl (SAT)
Filters interface.
SNMP Test
Diagnostics
Restarts ;
System Logs Login name ”:ams |
Ping
Traceroute —_
ot L O susers

Modem Test usErS

Network Time Sync

Server Additional il A
Status Summary itianalgtaups:(Frchls) |‘ prof20 | v “fou must assign a profile

Process Status that has no web access if you
Shutdown Server want a login with SAT access
server Date/Time only.

Software Version

Administrator Accounts -- Add Login: SAT Access Only

Server Configuration U Lail

G inux she R R {E

aﬂntf'ﬂ“"g Sf"‘;f" ipt/sos/bin, | This shell setting does NOT
estore Defaults

Eject CD-ROM
Server Upgrades

disable the "go shel" SAT
command for this user.
Manage Software
Make Upgrade Permanent Horme directory Faferenae I
Boot Partition

Manage Updates

BIOS Upgrade Lock this account O
Data Backup/Restore
Backup Now Date after which account is [ |
Backup History disabled-blank to ignore I ——
Schedule Backup CAAY-HIM-DD)
Backup Logs
Yiew/Restore Data Select type of
Hesinns lisjaey authentication [Erassnors
Format CompactFlash O 8s6: enter key
Security
Administrator Accounts © 436: Auta-generate key
Lagin Account Policy - :
Change Password Enter password or key |eseeses | |

Lagin Reports

Modem

Server Access I

Syslog Server

License File Force password/ikey B yes
i change on next login

Re-enter passward or key |eseeses | |

i re
Install Root Certificate =
Web Access Mask
\Media Gateways pu |

& £ 84 Localintranet
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4. Configure Avaya Site Administration

This section describes the steps needed to configure Avaya Site Administration to poll the alarms
from the Avaya Communication Manager systems.

Step | Description

1. | Start Avaya Site Administration by clicking on Start > All Programs > Avaya > Site
Administration. From the menu, click File > New > Voice System to start the Add
Voice System Wizard configure a new Avaya Communication Manager system.

L?;. Avaya Site Administration
File Edt Wiew Swstem Ackion

=10l

ols  Window Help

i Chrl+M
Qpen it [Messaging System,.,
Save Ctrl4+5 Generic Device. .,

Save Configuration F12

Folder

Irport

Eieporti s Label Text. ..

Glear History:
Expart Histary.

Print Setup...
Bt Preyiew
Print..

Advanced
Fault & Performance

1 "f\‘{ Tasks IBE Tree

Al[ Seyerit | DatefTime | Syskem Descript\on

WA TR History A Schedule . Connection Status
Create a new Yaice System for administration ,_ ’_ ,_ Z

2. | Specify a name in the Voice System Name field and click Next.

Add Yoice System I 1[

Enter the name of the Yaice S_l,lstem.

*'ou can make this name up. or you can use the name that your
arganization has already given to thiz spstem.

Yaice System Name: “SBEDI] |

Thiz narme will appear in &vapa Site Administration windows to
represent this Voice Spstem. |t does not have any effect on the
actual Yoice System,

Shared Systems
¢ Lacal System

" Shared Spster

< Back | Cancel Help
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Step

Description

Select Network Connection and click Next.

Add Yoice System

Hows are pou connecting the Aayaya Sike Adminiztration corputer to
the Yoice Suztem’?
" Modem or data module

Choose thiz option if your computer will dial into the Yoice
System uzing a modem or data module.

" Direct serial port connection

Chonoze thiz option if pour computer will be connected directly
to the Yoice System via a senal cable.

Choose thiz option if your computer and your Yaice Spetem
are connected via a computer network.

[T Connect via 856G Guard [ IsESS Server
[ Support launching of Avaya 54 with parameters
[T Use script file to login
|E:'\Ducuments and 5 ettings' Adrminiztratorapplic _I

X

< Back Hext = I Cancel | Help

Enter the IP address of the first Avaya Server for the field FQDN or IP address and click

Next.

Add ¥oice System

Metwark Connection

Y'ou have indicated that you will be connecting paur Awapa Site
Adminiztration computer to this Yoice System through a computer
network,

Avapa Site ddministration must know the "fully qualified domain
name" [FODM] of the Woice Spstem, or itz [P address.

EODH or IP address: I'IEI.'I.1EI.'IE| |

Far example, an FODOM might be:
computername. department. company. con

Optionally, vou can enter the |P address. Faor example:
10021212321

If pou do not know the FODM or IP address, azk the people in your
arganization who zet up the Yoice System, ar the people who set up
your computer nebwoark.

x|

< Back Mest » I Cancel Help
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Step | Description

5. | Check Use SSH and click Next. SSH is enabled by default on the Avaya Server. Click

Add ¥oice System

Next on the next screen (not shown) to accept the default values.

MHetwork Connection

Aryapa Site Administration must alzo khow the TCPAP port number of
the Yaice Spster.  The port iz bazically a number for a zoftware
program that, when combined with the FODM or IF address, enables
hwo devices on a nebwark to communicate.

Computers commonly uge TCRAP port number 23 far making telnet
conhections. Towuze a different port number, enter it below:

TCP/P Port Mumber. |5072

IV lUze 55H Mote : 55H iz not supported on Modular Messaging
Suztems

If you chooze '"Uze SSHY, the manual login aption will be dizabled
for syztems other than Generic devices.

If wou do not know the TCRAIR port number, ask the people in pour
organization who zet upthe Woice System, or the people who zet up
wour computer network.

x|

< Back Cancel | Help

6. | Select I want Avaya Site Administration to log me in automatically and click Next.

intervals.

Add Yoice System

‘when you uze Avaya Site Administration, each time you perform an
activity on the Voice Spstem, it will ask for & login 1D and password.

Chooze the option vou want.
v EI waht &vaya Site Adminiztration ta log me in automaticall

This option saves pou from having to enter a login 1D and
pazsword everny time vou need to access thiz Yaice System.
Hawwerer, your Yoice System iz vulnerable to unauthorized uze
if anyone manages to gain access to vour computer and knows
your Avaya 58 pazsword,

It iz the only allowed option if "Support Launching of Aawapa 54
With Parameters' or "Uze zoript file tologin'' haz been
checked.

waht to log in manually each time

~

Thiz option pratects the Yoice Spstem from unauthorized uze.
Hawever, you will be required to enter a login ID and
pazzword every time vou perform an action an this Voice
Syztem, and it prevents pou from scheduling activities to run
in your abzence,

This is required so that the display alarms reports can be scheduled to run at periodic

x|

< Back Cancel Help
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Step | Description

7. | Select Password for Authentication Methods and enter the login created for Eastcom

Add ¥oice System

CAMS in Section 3.3 for the fields Login, Password and Password (again). Click Next.
On the next screen (not shown), click Next and then click Finish on the summary screen
(not shown) to complete the wizard.

=

~ Authentication: _
Authentication Methods: Login:| c.ams

> IF'assword | LI Passwnrd:

Pasaword [again]:

Fin:

i

—55H Client Pararneters:
K.ey Exchange:

|lse Bulk Cipher Compression:

| Dieffie_Helman ¥ | |4ES = o

8.
ol }iélp'
(&= |&) ses00
|
| [ Advance | |
TR [E]
:’:Il Severit [ DatefTime [ System [ Description |
Tl 3 History i Schedule Ji Connmection Status [
e o
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Step

Description

Enter display alarms for Command(s) and select Export screen capture to file. For the

field Export to file, click “...” to input the filename.

Report Properties
 Command(s]:

|]|:Ii$|:ula_l,l alarms i L] Ok

" Screen capture to default printer Canioel

Export zoreen capture to file Help
" Export fields o file

Pl

Export ta file:
|I::'\D|:|cuments and Settingz \AdministratorAppli J
[ Append to existing file? | Append Date to filename?

[~ Append to existing file always?
[~ Send report output file to e-mail address(es]:

Email Infarmation

Enter e-mail address(ez] to be used for notification.
Multiple email addresses should be seperated by ] .
For example; person @domain. com;personz2ieidomain. com

To
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Step | Description
10. | In the Open screen, browse to the folder D:\EASTCOM\CAMSPRO\ALARMFILES\
and enter the File name in the format <Customer ID>_<Location ID>_<Monitor
ID>_<Alarm Ref#>.txt. See Section 5 for the configuration of the fields in Eastcom
CAMS. The alarm file will be polled at periodic intervals by Eastcom CAMS. Click
Open.
Open E|g|
Loak in: | ) ALARMFILES | & Eer E-
L
by I;|ecent
Documents
?-_?
L
Dezktop
~
Iy Documents
48
Devcon5P3
Q L |
My Netwark— Fie pame “h\-’AYA_SPD_ALAHM_de | | Open |
Files of type: IData Export [* bt LJ Cancel
JC; Reviewed: Solution & Interoperability Test Lab Application Notes 14 of 25
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Step | Description
11. | At the Report Properties screen, click OK.
Report Properties [g]

Command(z]:

]display alarms LJ

™ Screen capture to default printer Cancel |

+ Expart screen capture bo file Help |

" Expart fields to file

E=poart ta file:

|HEI"«.-'-‘-.L.ﬂ-.FHMFILES‘«.&V.&Y.-’-‘-._SF'D_.-’-‘-.L.-’-‘-.FEM_1.t:-:t J

[ Append to exizting file? [ Append Date ta filename?

[ &ppend to existing file always?

[ Send report output file to e-mail address(es):

Email Information

Enter e-mail addrezs(es)] to be wuzed for notification.

Multiple email addrezses should be seperated by ;] .

For example; personl@domain. com;personZ@domain. com

To
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Step | Description

12. | At the Scheduler screen, check Frequent for Recurrence Pattern and set the report to
run every 10 minutes. Check Disconnect from system after task has been processed so
that Avaya Site Administration will not permanently use up a SAT session. Click OK.
Leave Avaya Site Administration running so that the reports will be run at the scheduled
intervals.

Scheduler E]

[~ Start

1 :J Enter the date and time at which you wizh this schedule to commence.

O pae | Thursday . Movember 20,2008 » |  Time: | S46:48PM ——

Recurence Pattern

- © Once The tazk will run at the dat.e and time specified
above, and then repeated:
Frequent
C el Ewermn r hoir(z] ]T- minte(z]
" Monthly

Disu:u:-nneu:t from zyztemn after tazk haz been processed?

Cancel Help

13. | Repeat Step 1 to Step 12 to configure Avaya Site Administration for the second system at
Site B. This completes the creation of the display alarms report.
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5. Configure Eastcom CAMS

This section describes the configuration of Eastcom CAMS.

Step | Description

1. | From the Eastcom CAMS server, click Start > All Programs > Eastcom > CAMS
Manager (or click on the CAMS icon on the desktop) to launch the CAMS application
and log in using a user 1D with administrative privileges. From the CAMS window, click
Master > Customer.

Comprehensive AlanmMonitenng Systenm

Locatlen
Handphone
Aarens Moty

CAMS 5 30 SppICaon Which NEIRS the ertemrse - alarms & delver the
Upan receipt of the alarm, CAMS converts the alamm to meaningfl text (using the
Basil-in Knowledge Base) & send e Short

CAMS has the capabilty lo recetve acknowledgements from Engincers or
escalate bazed on pre-defined condifions

Eastcom Systems Pte Ltd
C Eastcom 167 Jaian Bukdt Meran, Connection 1, Tower 4, #02-13, Singapore 150167
Tel | (65)6323 2322 Fax - (65]6274 8504
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Step | Description

2. | Enter the customer information in the fields provided. The following fields need to match
the configuration for Avaya Site Administration in Section 4 Step 10.

e Customer Id
e Alarm File Folder

Click Submit.

Customer Master

Customer Id

Customer Mame EAVAYA |

Contact Person i b1 azon |

Address [Scierse Park Drive |
Plaza By The Park, '

City Singapore

State %apure

Zip Code 600235 '

Alarm Profile

Alarm File Folder | DAEASTCOMACAMSPROMGLARMFILES |||
Fillered Atarm Eils Coldey | DAEASTCOMACAMSPROVALARMFILTERED] [ |
SMS Feedback Inbox Path | DAEASTCOMACAMSPRD | S

3. | From the CAMS window, click Master > Monitor (not shown) to create a new monitor
configuration. Specify a value for Monitor ID and Monitor Name. The field Monitor ID
needs to match the configuration for Avaya Site Administration in Section 4 Step 10.

Monitor Configuration

Monitor 1D ALARM

Monitor Hame ALARM MONITOR]
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Step | Description
4. | From the CAMS window, click Master > Location (not shown). Enter the Customer ID
created in Step 2. Specify the Location ID and Name. Select Active for Status and click
Add. The field Location ID needs to match the configuration for Avaya Site
Administration in Section 4 Step 10. In this configuration, the Location IDs for the
systems in Site A and Site B are SPD and S8300 respectively.
Location Master [ciear [etete J[Fro JHcin ) 6ot ]
Customer 1D
Location 1D E=00E [
Name | ETS
Status [hsd ] Clew
Location 1D | Mame | Stalus
ISPD SINGAPORE Active
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Step | Description
5. | From the CAMS window, click Master > Handphone (not shown). Enter the following
information:

e Customer ID: Set to the value defined in Step 2.

e Location ID: Set to the value defined in Step 4.

e Monitor ID: Set to the value defined in Step 3.

e Escalation Time: The purpose of this field is to monitor the receipt of the alarm
files to be received from the Avaya Site Administration. This should either match
the value administered in Section 4 Step 12 or set to 5 or 10 minutes later than the
file creation time set in the Avaya Site Administration. In the event that the alarm
file is not received from the Avaya Site Administration, the CAMS system will
automatically generate and send an SMS to notify the administrator.

Define the users that will receive the alarm notifications using the fields Name, Mobile
Number, User Type and Status. In this configuration, the alarm notifications will be sent
to two users for the system at Site A.
Mormitor ID ALARK ] : ;"':'"L'é"HM :
Ezcalation Time . [Minutes]
Name [Jason
Mobile Number I+é598539? =
Uzer Type !.I.-:.ngineer v
Status I-"l"-Dtl‘fE_ _\; [ Update ][ Clear ][ Delete ]
Hame Mohile Humber UserType Status
_Hussain | +BR306719 _Engineer _ Aictive
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Step | Description

6. | From the CAMS window, click Master > Alarms Identify (not shown). On this screen,

the types of alarm (MAJOR, MINOR, WARNING) and the text to be sent out are defined.
Enter the following information:

e Alarm/Error Ref#: Specify an alarm reference. This field needs to match the
configuration for Avaya Site Administration in Section 4 Step 10.
Description: Provide a description for this alarm.

Customer ID: Set to the value defined in Step 2.

Location ID: Set to the value defined in Step 4.

Monitor ID: Set to the value defined in Step 3.

The sections that follow are customized by Eastcom engineers for each customer
installation and will not be discussed in detail. In this configuration, any major alarms for
the system in Site A will trigger an SMS notification to the engineers defined in Step 5.
Multiple alarm types can also be specified through this screen.

Alarms Identify

Alarm/Ermor Refit _ . :

Dezcrption .-'f-.‘u-’-.-i'-.Y.-’-".M.-’-'-:JEIFE .-'1':.L.-'-‘«F| M -

I

Customer ID AN () |avara
Location 1D SFD :SING.-’-".F'DHE
Monitor 1D | .

Condition to identify the Alarm / Error from the device Log

Description | atart | ke | Value Condition

(&)

Digit_| Digit | Code

Engineer Alarm / Error Hotification Text from the device Log

A
Dezcrption [5):3:: | I[E)?c:::t | Condition Code | Remarks
Alarmn Text 1 1 7 AMD L

Alarm Text 2

Alarm Text 3
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6. Interoperability Compliance Testing

The interoperability compliance testing included feature and serviceability testing. The feature
testing evaluated the ability of Eastcom CAMS to process the alarm reports retrieved by Avaya
Site Administration and send out the alarms to the assigned users. The serviceability test
introduced failure scenarios to see if Eastcom CAMS can resume operation after failure
recovery.

6.1. General Test Approach

The general test approach was to manually cause various types of alarms to occur on the Avaya
Communication Manager systems, and verify that Eastcom CAMS sends out the alarms
accurately to the assigned users. For serviceability testing, the network connection on the
Eastcom CAMS server was disconnected, and the Avaya S8500 servers and Eastcom CAMS
server were also rebooted.

6.2. Test Results
All feature and serviceability tests passed.

7. Verification Steps
The following steps may be used to verify the configuration:

7.1. Verify Avaya Site Administration

In the Schedule tab at the bottom of the window, verify that the display alarms report is
scheduled to run at the required interval.

L Avaya Site Administration

File Edit Wiew Swskern  Action Tools ‘Window Help
olel=| @ »|=(ex|e| |2
|E) sas00

=

General

Advanced

x| Skate l Dake/Time System I Type | Marme | Skatus Recurrence I
@ waiting 1142102008 3:17:2,,, 58500 Report  Report (display alarms) Every 10 minute(s), from 11/,
® Waiting 11/21j2008 3:25:0..,  S8300G350 Report  Report (display alarms) Ewety 10 minute(s), from 11)2...

D, Histary Schedule # Connection Skatus f

IReady |_ i | [ e |
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7.2. Verify Eastcom CAMS

In the CAMS window, verify that the alarm reports from Avaya Site Administration are being
processed. Verify that the assigned users received the alarm notifications on their mobile phones

as SMS when there are alarms on the Avaya Communication Manager systems.

8 cams Pro 1

ocation

FileN ame

[ Location

58300

58500

AVAT_SFDLALAR 19/08/2008 1:
VA 55300 AVb_SBI00_ALARM_T bt 19/08/20081.17 PM | 19/08/2008 1,17 Fhd
ey SFD A_SPD_ALARM 1t TS/08/ 2008 118 PM | 19/08/2008 118 Fh
| aveiva 54300 AVYA_SBI00_ALARM_T bt 19/08/20081:13 PA | 19/08/2008 1:19 Phd
VAT 55300 AV_SBI00_ALARM_T bt 19/08/2008 1:21 PM | 19/08/2008 1:21 PM
VA SFD A_SPD_ALARM 1t T3/08/2008 121 PM | 19/08/2008 121 FM |
ey 58300 A A_SEI00_ALARM_ bt 19/08/20061:25 PM | 19/08/2008 1:25 Ph
VAT SFD AVEY_SPD_ALARM 1wt 19/08/2008 1:27 M | 19/08/2008 1:27 Ph
o P T
Eiietoer B [Loc oo FileName pracaes Sttt H | Rroemss el

@fas.ffqrn

IPR Owned by :

Eastcom Systems Pte Ltd

167 Jalan Bukit Merah, Connection 1, Tower 4, #02-13, Singapore 150167

Tel - (85)8323 2322 Fax - (65)6274 8504

8. Support

Technical support for Eastcom CAMS can be obtained by contacting Eastcom’s Support Desk at

+65 63232822, or sending an e-mail to support@eastcom-systems.com.

9. Conclusion

These Application Notes describe the procedures for configuring the Eastcom CAMS to
interoperate with Avaya Communication Manager. Eastcom CAMS successfully passed the

compliance testing.
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10. Additional References
This section references the Avaya documentation that is relevant to these Application Notes.

The following Avaya product documentation can be found at http://support.avaya.com.

[1] Administrator Guide for Avaya Communication Manager, Release 5.0, Issue 4.0, January
2008, Document Number 03-300509.
[2] Avaya Site Administration Reference, Issue 5, June 2008, Document Number 14-300610.
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their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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