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Abstract

These Application Notes describe the configuration steps requiréddotalkApS TeamView
Unified Operator 2.@ interoperate with Avaya Aura® Communication Manager®Qand
Avaya Aura® Application Enablement Services 8.0.

The compliance testing focused on the voice integration with Avaya Aura® Commun
Manager via the Avaya Aura® Application Enablement Services Telephony Se
Application Programming Interface.

Realers should pay attention ®ection 2, in particular the scope of testing as outlined
Section2.1aswell as any observations notedSection2.2, to ensure that their own use cas
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect com
testing and additional technical discussions. Testimg wonducted via the DevConnd
Program at the Avaya Solution and Interoperability Test Lab.
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1.l ntroducti on

These Application Notes describe the configuration steps requir&téotalkApS TeamView
Unified Operator 2.@0 interoperate with AvayAura® Communication Manager 8fP1 using
Avaya Aura® Application Enablement Services 8.0.

TeamView Unified Operator is part of the TeamView Application Suite which provides
switchboard users with information about different sources, including:

1 PBXs,via Computer Telephony Integration (CTI).

9 Directory information, via Microsoft Active Directory and LDAP.

1 Calendar Information, via Microsoft Exchange and Lotus Notes.

1 Presence, via Microsoft Skype4Business UCMA

TeamView Unified Operator is a switchboanderator application which, using the Telephony
Services Applications Programmers Interface (TSAPI) of Avaya Aura® Application Enablement
Services, allows an attendant to monitor and manipulate calls and devices.

TeamView Unified Operator can also bedise log in as an AvayAura® Communication
Manager Agent (using TSAPI functions).

2.General Test ARpsaoadcls and Test

The general test approach was to validate successful handling of inbound VDN calls using
TeamView Unified OperatofThis was performd by calling inbound to a VDN and/or outbound
from the elite call center usingeamView Unified Operatao answer calls. Where applicable,
agent actions were performed using TeamView Unified Operataclient.

DevConnect Compliance Testing is conaucjointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standas#sl interfaces pertinent

to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is notntended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
compl eteness of a DevConnect memberds solutio

Avaya recommends our customergpiement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products. Readsrshould consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in amAwvaga solution compomg is
the responsibility of each individual vendor. Readers should consult the appropriate vendor
supplied product documentation for more information regarding those products.
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For the testing associated with this Application Note, the interface betwegma Aystems and
ScantalkTeamView Unified Operatadid not include use of any specific encryption features as
requested Y Scantalk

2.1.

Interoperability Compliance Testing

The testing focuses on the following areas:

T

—- = —a _a

2.2.

ChangeAgent statei Login, Ready AUX, After Call WorkusingTeamView Unified
Operator.

Inbound Calls T Answer calls usingeamView Unified Operator

Outbound Callsi Make calls using eamView Unified Operator

Hold/Transferi Place callers on hold and transfer uslieamView Unified Operator

Serviceability - Verify the ability of TeamView Unified Operatdo recover from
disconnection and reconnection to the Avaya solution.

Test Results

All test cases were executed. The following were observatiomgamView Unified
Operatorfrom the compliane testing.

l

1
2.3.

TeamView Unified Operator software requitede-connecimanually afterthe
connectiorto the Avaya solutiomvas interruptedby choosng Connectfrom the menu
showing by righiclick on the phone Icon in left bottom corner

TeamView Unified Operator does not support Conference

Support

Technical support can be obtained for the TeamView Unified Operator solution as follows:

T

Email: support@scantalk.com

1 Website: www.scantalkcom

T

Phone:  +45 7022 20 80
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3. Ref erence
The configuration used for the compliance testing is showigure 1. The detailed

Configuration

adminstration of basic connectivity between Communication Manager and Application

Enablement Services.

The devices used in the compliance testing are shown in the table below.
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4. EqQui pment and Software Validated

The following equipment and software were used for the sample configupatiaided:

Equipment/Software

Release/Version

Avaya Aura® Communication Manager in
Virtual Environment

8.0.1.0.0 (8.0 FP1)

Avaya G450 Media Gateway

40.10.1

Avaya Aura® Media Server in
Virtual Environment

8.0 SP2

Avaya Aura®Application Enablement Services in
Virtual Environment

8.0.1

Avaya Aura® Application Enablement Services
TSAPI Client

8.0.1

Avaya 9608G & 9641G IP Deskphone (H.323)

6.8

ScanTalkApS TeamView Unified Operator Client

ScanTalkApS TeamViewi AD Lookup

2.0.18.570

3.2.193
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5 Configure Avaya AuraE Communicat.i

This section provides the procedures for configuring Communication Manager. The
procedures include the following areas:

1 Verify license

1 Administer CTI link

1 Administer vectors and VDNs

5.1. Verify License

Log into the System Access Terminal to verify that the Communication Manager license has

proper permissions for features illustratedhinets e Appl i cati on Not-es. Use
parameters customerpt i ons 0 ¢ 0o mma n@omputer TelephonyfAdjuncth at t he
Linkscust omer opti Bagedi sl fsetthit® dipytdoi @om i s not set
Avaya sales team or busisgsartner for a proper license file.
display system - parameters customer - options Page 4 of 12
OPTIONAL FEATURES
Abbreviated Dialing Enhanced List? y Audible Message Waiting? y
Access Security Gateway (ASG)? n Authorization Codes? y
Analog Trunk Incoming Call ID? y CAS Branch? n
A/D Grp/Sys List Dialing Start at 01? y CAS Main? n
Answer Supervision by Call Classifier? y Change COR by FAC? n
ARS?y  Computer Telephony Adjunct Links? y
ARS/AAR Partitioning? y Cvg Of Calls Redirected Off -net?y
ARS/AAR Dialing without FAC? y DCS (Basic)? y
ASAI Link Core Capabilities? y DCS Call Coverage? y
ASAI Link Plus Capabilities? y DCS with Rerouting? y
Async. Transfer Mode (ATM) PNC? n
Async. Transfer Mode (ATM) Trunking? n Digital Loss Plan Modification? y
ATM WAN Spare Processor? n DS1 MSP?y
ATMS?y DS1 Echo Cancellation? y
Attendant Vectoring? y
(NOTE: You must logoff & login to effect the permission changes.)
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5.2. Administer CTI Link

Add a CTI link using thedd cti-link n command, whera is an available CTI link number.
Enter an available extension number inEx¢ensionfield. Note that the CTI link number and
extension number may vary. En&DJ-IP in theType field, and a descriptive name in the
Namefield. Default values may be usedthe remaining fields.

addcti -link1 Page 1of 3
CTI LINK
CTI Link: 1
Extension: 79999
Type: ADJ -IP
COR: 1
Name: aes8

5.3.  Administer Hunt Group and Agent

This section shows the steps required to add a new service or skill on Communication Manager.
Services are accessed by calling a Vector Directory Number (VDN), which points to a vector.
The vector then points to a hunt group associated with an agenfollbleng sections give
step bystep instructions on how to add the following

1 HuntGroup

1 Agent

5.3.1.Add Hunt Group

To add a new skillset or hunt group typdd hunt-group X, wherex is the new hunt
group number. For example, hunt grdwi®is added for th&oice Servicequeue. Ensure
thatACD, QueueandVector are all set ty. Also, thatGroup Type is set toucd-mia.

add hunt - group 2 Page 1 of 4
HUNT GROUP
Group Number: 2 ACD?y
Group Name: Voice Service Queue?y
Group Extension: 88100 Vector? y
Group Type: ucd - mia
TN: 1
COR:1 MM Early Answer? n
Security Code: Local Agent Preference? n
ISDN/SIP Caller Display:
Queue Limit: unlimited
Calls Warning Threshold: Port:
Time Warning Threshold: Port:
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OnPage 2ensure tha$kill is set toy as shown below.

add hunt - group 2 Page 2 of
HUNT GROUP

Skill? y Expected Call Handling Time (sec): 180
AAS7 n

Measured: none
Supervisor Extension:

Controlling Adjunct:

Multiple Call Handling: none

Timed ACW Interval (sec): After Xfer or Held Call Drops? n

5.3.2.Add Agent

To add a new agertypeadd agentloginID x, where xis the login id for the new agent.

add agent -loginID 80000 Page 1 of 3
AGENT LOGINID
Login ID: 80000 AAS? n
Name: Voice Agent AUDIX? n
TN: 1 Check skill TNs to match agent TN? n
COR: 1
Coverage Path: LWC Reception: spe
Security Code: LWC Log External Calls? n

AUDIX Name for Messaging:

LoginID for ISDN/SIP Display? n
Password:
Password (enter again):
Auto Answer: station
MIA Across Skills: system
ACW Agent Considered Idle: system
Aux Work Reason Code Type: system
Logout Reason Code Type: system
Maximum time agent in ACW before logout (sec): system
Forced Agent Logout Time:
WARNING: Agent must log in again before changes take effect

OnPage 2add the required skills. Note that the sRils added to this agent so when a
call for Voice Serviceis initiated, the call is routed correctly to this agent.
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add agent - loginID 80000 Page 2 of 3
AGENT LOGINID
Direct Agent Skill: Service  Objective? n
Call Handling Preference: skill - level Local Call Preference? n
SN RL SL SN RLSL SN RLSL SN RLSL
1. 2 1 16: 31: 46:
2: 17: 32: A47:
3: 18: 33: 48:
4: 19: 34. 49:
5: 20: 35: 50:
6: 21: 36: 51:
7. 22: 37: 52:
8: 23: 38: 53:
9: 24: 39: 54:
10: 25: 40: 55:
11: 26: 41: 56:
12: 27: 42: 57:
13: 28: 43: 58:
14: 29: 44. 59:
15: 30: 45: 60:

5.4. Configure SIP Stations

To monitor the status of SEhdpoints in TeamView Unified Operator, the SIP station must be
administered for'8 Party Call Control. Enter the commagigange station x where x is a SIP
station, and navigate ®age 6 Set theType of 3PCC Enabledto Avaya, as shown below.
Perform tls for every SIP station to be monitored by TeamView Unified Operator.

change station 1300 Page 6 of
6
STATION
SIP FEATURE OPTIONS
Type of 3PCC Enabled: Avaya
SIP Trunk: 2
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5.5. Configure Directed Call Pickup Access Code

In order for operators to pick up calls ringing on other consoles, the Directed Call Pickup Access
Code needs to be administered. Enter the commiaaige featureaccesscodes onPage 2
assign a code appropriate to the diaplan aBtteeted Call Pickup Access Code

change feature - access - codes Page 2 of

10
FEATURE ACCESS CODE (FAC)

Contact Closure Pulse Code:

Data Origination Access Code:
Data Privacy Access Code:
Directed Call Pickup Access Code: *15
Directed Group Call Pickup Access Code:
Emergency Access to Attendant Access Code:
EC500 Self - Administration Access Codes:

Enhanced EC500 Activation: Deactivation:
Enterprise Mobility User Activation: Deactivation:
Extended Call Fwd Activate Busy D/A Al Deactivation:

Extended Group Call Pickup Access Code:
Facility Test Calls Access Code:
Flash Access Code:
Group Control Restrict Activation: Deactivation:
Hunt Group Busy Activation: Deactivation:
ISDN Access Code:
Last Number Dialed Access Code:
Leave Word Calling Message Retrieval Lock:
Leave Word Calling Message Retrieval Unlock:
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6. Configure Avaya AuraE Application

This section provides the procedures for configuring Application Enablement Services. The
procedures include the following areas:

Launch OAM interface

Verify license

Administer TSAPI link
Administer H.323 gatekeeper
AdministerScantalkuser
Administer security database
Administer ports

Administer TCP settings
Restart services

Obtain Tlink name

= =2 =4 -8 _9_9_95_°5_2°_-2

6.1. Launch OAM Interface

Accessthe OAMwelb ased i nterface by-addregsdbhenURLh HfAht
browser window, wherg-addressis the IP address of the Application Enablement Services

server.

ThePlease login herescreen is displayed. Log in using the appaercredentials.

AVAyA Application Enablement Services

Management Console

Please login here:

Username

Copyright A® 2009-2018 Avaya Inc. All Rights Reserved.
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TheWelcome to OAM screen is displayed next.

Welcome: User cust
Last login: Tue Mar 26 15:40:17 2019 from 10.128.224.55

- - - Number of prior failed login attempts: 0
£\VAyA Apphcatlon Enableme"t Ser\ﬂces HostName/IP: aes8.hcm.com/feB0::250:56ff:feb7:8ca7%eth2
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.0.1.0.0.5-0

Server Date and Time: Tue Mar 26 15:47:40 1CT 2019
HA Status: Not Configured

Home Home | Help | Logout

AE Services

Communication Manager Welcome to OAM
Interface

High Availabili . . L . .
9 L The AE Services Operations, Administration, and Management (OAM) Web provides you with tools for managing the
Licensing AE Server. OAM spans the following administrative domains:

* AE Services - Use AE Services to manage all AE Services that you are licensed to use on the AE Server.

Maintenance - =i - ]
*« Communication Manager Interface - Use Communication Manager Interface to manage switch connection and

Networking dialplan. ) - .
« High Availability - Use High Availability to manage AE Services HA.
Security * Licensing - Use Licensing to manage the license server.
* Maintenance - Use Maintenance to manage the routine maintenance tasks.
Status » Networking - Use Networking to manage the network interfaces and ports.
* Security - Use Security to manage Linux user accounts, certificate, host authentication and authorization,
User Management configure Linux-PAM (Pluggable Authentication Modules for Linux) and so on.
* Status - Use Status to obtain server status informations.
Utilities » User Management - Use User Management to manage AE Services users and AE Services user-related
resources.
Help » Utilities - Use Utilities to carry out basic connectivity tests.

* Help - Use Help to obtain a few tips for using the 0AM Help system

Depending on your business requirements, these administrative domains can be served by one administrator for all
domains, or a separate administrator for each domain.

Copyright A© 2009-2018 Avaya Inc. All Rights Reserved.

6.2. Verify License

SelectLicensing A WebLM Server Accessn the left pane, to display the applicable WebLM
server log in screen (not shown). Log in using the appropriate credentials and navigate to
display installed licenses (not shown).

Welcome: User cust
Last login: Tue Mar 26 15:40:17 2019 from 10.128.224.59

- - - Number of prior failed login attempts: 0
A\VAyA Apphcatlon Enablement Services HostName/IP: aes8.hcm.com/fe80::250:56ff:feb7:8ca7%ethz
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console W Version: 8.0.1.0.0.5-0

Server Date and Time: Tue Mar 26 15:49:11 ICT 2019
HA Status: Not Configured i

ensing Home | Help | Logout

» AE Services

Communication Manager Licensing
Interface 1
High Availability If you are setting up and maintaining the WebLM, you need to use the following:

R .
Licensing + WebLM Server Address

WebLM Server Address If you are imperting, setting up and maintaining the license, you need to use the following:

WebLM Server Access « WebLM Server Accese

Reserved Licenses If you want to administer TSAPI Reserved Licenses or DMCC Reserved Licenses, you need to use the following:

» Maintenance + Reserved Licenses
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Selectlicensed productsA APPL_ENAB A Application_Enablementin the left pane, to
display thelicensed Featuresscreerin the right pane.

Verify that there are sufficient licenses TBAPI Simultaneous Users and Device Media and
Call Control, as shown below. The TSAPI license is used for device monitoring abiMB€E
license is used for the virtual IP softphones. Also verify that there is an applicable advanced
switch license, in this cagéeS ADVANCED LARGE SWITCH , which is needed for adjunct
routing.

yA & Us v  # Elements ~ £ Services + Widgets v Shortcuts

n Manager 8.0
Home Licenses

You are here: Licensed Products = Application_Enablement = View License Capacity
Licensed products

APPL_ENAB License installed on: December 28, 2018 11:22:53 AM +07:00

~ Application_Enablement
. . = License File Host IDs: 0-55-3B-33-B4-26-01
View license capacity
View peak usage
CE Licensed Features

» COLLABORATION_ENVIRONMENT

COLLABORATION_DESIGNER 13Items = Show All[~]
» Collaboration_Designer Feature (License Keyword) Expiration date | Licensed capacity
Device Media and Call Control
MESSAGING
VALUE_AES_DMCC_DMC permanent 1000
»Messaging AES ADVANCED LARGE SWITCH
permansent 1000
o VALUE_AES_AEC_LARGE_ADVANCED
: AES HA LARGE . 1000
»Media_Server VALUE_AES_HA_LARGE permanen
SYSTEM_MAMAGER AES ADVANCED MEDIUM SWITCH . 1000
VALUE_AES_AEC_MEDIUM_ADVANCED permanen
»System_Manager . .
Unified CC API Desktop Edition " 1000
SessionManager VALUE_AES _AEC_UNIFIED_CC_DEsSKTop ~ PSfmanen
: CVLAN ASAI
»SessionManager
< VALUE_AES_CVLAN_ASAI permanent 1000
Uninstall license AES HA MEDIUM . 1000
SN S VALUE_AES_HA_MEDIUM permanen
AES ADVANCED SMALL SWITCH . 1000
VALUE_AES_AEC_SMALL_ADVANCED permanen
Shortcuts
Help for Licensed products SJ:SUE s LG permanent 1000
TSAPI Simultanecus Users ermanent 1000
VALUE_AES_TSAPI_USERS P
CVLAN Proprietary Links
VALUE_AES_PROPRIETARY_LINKS permanent 1000
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6.3. Administer TSAPI Link

SelectAE ServicesA TSAPI A TSAPI Links from the left pane of thklanagement
Console to administer a TSAPI link. TRESAPI Links screen is displayed, as shown below.
Click Add Link .

Welcome: User cust
Last login: Mon Mar 25 17:38:53 2019 from 10.128.224.59

- - - Number of prior failed login attempts: 0
tsVAyA App|lcatl0n Enablement SerVIceS HostName/IP: aes8.hcm.com/fe80::250:56ff:feb7:8ca7%eth2

Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console ersion: 8.0.1.0.0.5-0
r Date and Time: Mon Mar 25 17:45:07 ICT 2019
Status: Not Configured

AE Services | TSAPI | TSAPI Links Home | Help | Logout

CVLAN TSAPI Links

oo [ tink | Switch Connection | SwitchCTilink# | ASATLinkVersion ] Security ]
DMCC
[_Add Link | [ Edit Link | [ Delete Link |
SMS
TSAPI

= TSAPI Links
= TSAPI Properties

The Add TSAPI Links screen is displayed next.

ThelLink field is only local to the Application Enablement Services server, and may be set to
any available number. F&witch Connection select the relevant switch connection from the
drop-down list. In this case, the existing switch connec@da8 is selectedFor Switch CTI

Link Number, select the CTI link number frolection5.2 Retainthe default values in the
remaining fields.

Welcome: User cust
Last login: Mon Mar 25 17:38:53 2019 Frc:m 10.128.224.59

- - . Number of prior failed login attempts:
AVAVA Application Enablement Services oo/ TP Aacs. har com/teE0 350 56ff feb7:EcaT%beth?

Server CFFerT e: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console i

r Date and Time: Mon Mar 25 17:53:54 ICT 2013
tus: Mot Configured

AE Services | TSAPI | TSAPI Links Home | Help | Logd

CVLAN Add TSAPI Links
25 Link 1 -
bMcc Switch Connection CM8 -
SMS5 Switch CTI Link Number 1«
TSAPI ASALI Link Version 9 -
= TSAPI Links Security Unencrypted -
= TSAPI Properties [ Apply Changes ][ Cancel Changes ]
TWS
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6.4. Administer H.323 Gatekeeper

SelectCommunication Manager Interface A Switch Connectians from the left pane. The
Switch Connectionsscreen shows a listing of the existing switch connections.

Locate the connection name associated with the relevant Communication Manager, in this

case ACMO, and sel ect t hedtHB3RIGateskpeperdi ng r adi

Welcome: User cust
Last login: Mon Mar 25 17:38:53 2019 from 10.128.224.59

- - - Number of prior failed login attempts: 0
V A Apphcatlol‘l Enablement Ser\llces HostName/IP: aes8.hcm.com/feB0::250:56ff:feb7:8ca7%eth2
A\ A\ Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console 2W Version: 8.0.1.0.0.5.0
Server Date and Time: Mon Mar 25 18:01:53 ICT 2019

HA Status: Mot Configured

Communication Manager Interface | Switch Connections Home | Help | Logout

» AE Services

-~ Communication Manager Switch Connections
Interface
Switch Connections Add Connection
Dial Plan Processor Ethernet Msg Period Number of Active Connections

High Availability | @ cMa |Yes

30

1

» Licensing [ Edit Connection ] [ Edit PE/CLAN IPs ] [ Edit H.323 Gatekeeper ] [ Delete Connection ] [ Survivability Hierarchy ]

» Maintenance

» Networking

TheEdit H.323 Gatekeeperscreen is displayed next. Enter the IP address eLANCcircuit
pack or the ProcessorlGAN on Communication Manager to use as the H.323 gatekeeper, in
this casel0.30.5.93s shown below. Clickdd Name or IP.

Last login: Mon Mar 25 17:38:53 2019 from 10.128.224.59

- - - MNumber of prior failed login attempts: 0
t&vt Ny‘s Appllcatlon Enablement Services HostName/IP: aes8.hcm.com/fed0:: 250:56ff:feb7:8ca7%eth2 |
Server Offer Type: VIRTUAL _APPLIANCE ON_VMWARE
Management Console fersion: 8.0.1.0.0.5-0
Date and Time: Mon Mar 25 18:04:25 ICT 2019
HA Status: Not Configured

Communication Manager Interface | Switch Connections Home | Help | Logou

» AE Services

. Communication Manager Edit H.323 Gatekeeper - CM8
Interface
Switch Connections 10.30.5.93
Dial Plan Name or IP Address
High Availability
» Licensing
» Maintenance
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6.5. Administer Scantalk User

SelectUser Managementd User Admin A Add User from the left pane, to display tield
User screen in the right pane.

Enter desired values fatser Id, Common Name Surname, User Password andConfirm
Password ForCT User, selectYesfrom the dropdown list. Retain the default value in the
remaining fields.

Welcome: User cust
Last login: Tue May 28 11:09:40 2019 from

H H 10.128.224.59
tsvtsyts Appl!catlon Enablement Number of prior failed login attempts: 0
Ser\“ces HostName/IP: aes95,/10.30.5.95
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.0.1.0.0.5-0

Server Date and Time: Tue Jun 04 15:45:57 ICT 2019
HA Status: Not Configured

User Management | User Admin | Add User Home | Help | Logout

» AE Services

Communication Manager Add User
Interface
T 1 *
High Availability Fields marked with * can not be empty.
= = * User 1d scantalk
} Licensing
* Common Name scantalk
} Maintenance
* Surname scantalk
b Networking * User Password tesnnene
)} Security * Confirm Password  ssssssss
b Status Admin Note
¥ User Management Awvaya Role Mone -
Service Admin Business Category
User Admin Car License
=« Add User CM Home
= (Change User Password Css Home
= List All Users CT User Yes w

= Maodify Default Users
= Search Users

Display Name
b Utilities
Employee Number
Hel
4 p Employee Type

Enterprize Handle

Department Number

NAQ; Reviewed Solution & Interoperability Test Lab Application Note 16 of 46
SPOC 7/24/2019 ©2019 Avaya Inc. All Rights Reserved. TVUO2-AES-CM8



6.6. Administer Security Database

SelectSecurity A Security DatabaseA Control from the left pane, to display ti&DB
Control for DMCC, TSAPI, JTAPI and Telephony Web Servicesscreen in the right pane.
Uncheck both fields below.

In the event that the security database is used by the customer with parameters already enabled,
then follow referenced] to configure accessipileges for theScantalkuser fromSection6.5.

Welcome: User cust
Last login: Mon Mar 25 17:43:45 20159 from 10.128.224.59

- - - MNumber of prior failed login attempts: 0
tsVAyA Appllcatlon Enablement Services HostName/1P: aes8.hcm.com/feB0::250:56ff:feb7:8ca7%eth2

Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console rsion: 8.0.1.0.0.5-0
Date and Time: Mon Mar 25 18:29:44 ICT 2019
& Status: Not Configured

Security | Security Database | Control Home | Help | Logout

» AE Services

Communication Manager SDB Control for DMCC, TSAPI, JTAPI and Telephony Web Services
Interface

High Availability ] Enable SDBE for DMCC Service
» Licensing [7] Enable SDE for TSAPI Service, ITAPI and Telephany Web Services

» Maintenance Apply Changes

» Networking

¥ Security
Account Management
Audit
Certificate Management
Enterprise Directory
Host AA
PAM
Security Database

= Control
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6.7. Administer Ports

SelectNetworking A Ports from the left pane, to display tiRorts screen in the right pane.

In theDMCC Server Ports section, select the radio button fdnencrypted Portunder the
Enabled column, as shown below. Retain the default values in the remaining fields.

Welcome: User cust
Last login: Mon Mar 25 17:43:45 2019 from 10.128.224.59

- - - Number of prior failed login attempts: 0
‘sVA A Appllcatlol‘l Enablement Services HostName/IP: aes8.hcm.com/fe80::250:56ff:feb7:8ca7%eth2 !
Server Offer Type: VIRTUAL _APPLIANCE_ON_VMWARE
Management Console SW Version: 8.0.1.0.0.5-0

Server Date and Time: Mon Mar 25 18:32:41 ICT 2019
A Status: Not Configured

Networking |Ports Home | Help | Logout

» AE Services

Communication Manager Ports
Interface

High Awvailability CVLAN Ports Enabled Disabled

} Licensing Unencrypted TCP Port 9599 @ ®
» Maintenance Encrypted TCP Port 99938
* Networking
- DLG Port TCFP Port 5678
AE Service IP (Local IP)
Network Configure TSAPI Ports Enabled Disabled
Ports TSAFI Service Port 450 @ ®

; Local TLINK Ports
TCP/TLS Settings oca °

TCP Port Min 1024
» Security TCP Port Max 1039
) Status Unencrypted TLINK Ports
TCP Port Min 1050
» User Management
TCFP Port Max 1065
» Utilities Encrypted TLINK Ports
» Help TCP Port Min 1066
TCFP Port Max 1081
DMCC Server Ports Enabled Disabled
Unencrypted Port 4721 @ @
Encrypted Port 4722
TR/87 Port 4723
H.323 Ports
TCP Port Min 20000
TCFP Port Max 29999
Local UDP Fort Min 20000
Local UDP Port Max 29999
NAQ; Reviewed Solution & Interoperability Test Lab Application Note 180of 46

SPOC 7/24/2019 ©2019 Avaya Inc. All Rights Reserved. TVUO2-AES-CM8



6.8. Administer TCP Settings

SelectNetworking A TCP/TLS Settingsfrom the left pane, to display tA€CP/TLS Settings
screen in the right pane. FBEP Retransmission Count selectfTSAPI Routing Application
Configuration (6), as shown below.

Welcome: User cust
Last login: Mon Mar 25 17:43:45 2019 from 10.128.224.59

- - - Number of prior failed login attempts: 0
£\VAyA App|lcatl0l‘l Enablement Ser\ﬂces HostName/IP: aes8.hcm.com/fe80::250:56ff:feb7:8ca7%eth2
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.0.1.0.0.5-0
Server Date and Time: Mon Mar 25 18:34:19 ICT 2019
HA Status: Mot Configured

Networking | TCP [ TLS Settings Home | Help | Logout]|

» AE Services

Communication Manager TCP / TLS Settings
Interface

High Availability TLSw1 Protocol Configuration
7] Support TLSv1.0 Protocol

[[] Support TLSv1.1 Protocol
Support TLSv1.2 Protocol

» Licensing
» Maintenance

¥ Networking

AE Service IP (Local IP) TCP Retransmission Count

Network Configure ) standard Configuration (15)

Ports @ TSAPI Routing Application Configuration (6)
TCP/TLS Settings

» Security [ Apply Changes ][ Restore Defaults ][ Cancel Changes ]

) Status Note: A smaller TCP Retransmission Count reduces the amount of time that the AE Services server waits for a TCP

acknowledgement before closing the socket.

» User Management Select the Standard Configuration setting unless this AF Services server is used by TSAFI routing applications.
» Utilities Warning: This setting applies to all TCP and TLS sockets on the AE Services Server and so it should be used with caution.

» Help
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6.9. Restart Services

SelectMaintenance A ServiceController from the left pane, to display tlgervice Controller
screen in the right pan€heckTSAPI Service and clickRestart Service

AVAYA

High Availability

» Licensing

¥ Maintenance
Date Time/NTP Server
Security Database
Service Controller
Server Data

» Networking

» Security

» Status

» User Management

» Utilities

» Help

NAQ; Reviewed
SPOC 7/24/2019

Application Enablement Services
Management Console

Maintenance | Service Controller

» AE Services

Communication Manager
Interface

Service Controller

Controller Status]

[C] AsAI Link Manager Running
[[] pMec service Running
[T cvian service Running
[ bLG service Running

D Transport Layer Service Running
TSAPI Service Running

For status on actual services, please use Status and Control

[ start |[ Stop || Restart Service || Restart AE Server || Restart Linux || Restart Web Server |

Solution & Interoperability Test Lab Application Note 200f 46
©2019 Avaya Inc. All Rights Reserved. TVUO2-AES-CM8



6.10. Obtain Tlink Name

SelectSecurity A Security DatabaseA Tlinks from the left pane. Thélinks screen shows a
listing of the Tlink names. A new Tlink name is automatically generated for the TSAPI service.
Locate the Tlink name associated with the relevant switch connection, which would use the
name of the switch conogon as part of the Tlink name. Make a note of the associated Tlink
name, to be used later for configuri@gntactPro

In this case, the associated Tlink namAVAYA#CM8#CSTA#AESS. Note the use of the
switch connectioil€M8 from Section6.3as part of the Tlink name

Welcome: User cust
Last login: Tue Mar 26 14:26:05 2019 from 10.128.224.59

- - - MNumber of prior failed login attempts: 0
tsVA ‘s Appllcatlon Enablement Services HostName/IP: aes8.hcm.com/fe80::250:56ff:feb7:8ca7%eth2
s Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console rsion: 8.0.1.0.0.5-0

ver Date and Time: Tue Mar 26 15:26:16 ICT 2019
HA Status: Not Configured

Security | Security Database | Tlinks Home | Help | Logout

» AE Services

Communication Manager Tlinks
Interface

High Availability Tiink Name
@ AVAYAZCME#CSTAZAESS

} Licensing

» Maintenance Delete Tlink

» Networking

 Security

Account Management
Audit

Certificate Management
Enterprise Directory
Host A4

PAM

Security Database

= Control

CTI Users

= Devices

= Device Groups
= Tlinks
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7.Configure Scantalk ApS TeamView U

7.1. Configure Database andJser

TheseApplicationNotes assume Microsoft SQL Server 2017 is already installed. SQL is used by
TeamView Unified Operator for directory purposes. Documentation provided by Scantalk
describes the method used to add a database, run the correct SQL script and add a user linked to
thedatabase. The screenshot below shows the EM8Bbase Propertiesafter being added to

SQL, note the&serverunder theConnectionsection, this will be used in AD Lookup and in the
TeamView Unified Operator configuration.

L@ Microsoft SOL Server Management Studio (Administrater) Quick Launch (Ctrl+Q) Pl = a x
File Edit View Debug Tools Window Help
|~ -2 | BNewauey ER R @@ L A9 -C-[H] Z
Object Explorer ) @ Database Properties - EMDE - [m] s
Connect~ ¥ i ¢ » itrEETTE T Sept @ He
= cript ~ elp
© @ TSTSRV (SQL Server 14.0.1000 - TSTSRV|ll &
= Databases & Files
System Databases & Filegroups : f}l |
J Options
Database Snapshots X ~
J¥ Change Tracking
= @ EMDBE £ Pemissions Last Database Backup None
Database Diagrams & Exended Propetties Last Database Log Backup MNone
Tables F Query Store v Database
Views Name EMDBE
External Resources Stalus Normal
5 Owner TSTSRV'Administrator
ynanyms Datc Created 0 19 15:12:39
Programmability Size 20.00 MB
Service Broker Space Available 4,35 MB
Storage MNumber of Users 5
Security Memory Allocated To Memory Optimized Obj| 0,00 MB
Security Memory Used By Memory Optimized Objects| 0,00 MB
Server Objects v Maintenance .
Replication Conneclion Collation Danish_Morwegian_CI_AS
PolyBase Server:
Management TSTSRV
%] XEvent Profiler Connection:
TSTSRV\Administrator
ﬁ Miew connection properties
Progress
Name:
Ready The name of the database.
o
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The screenshot below displaye emdb user administered.

B Login Properties - EMDE — O >
e IT Script - lﬂl Help
& Generl
& Server Roles
& User Mapping Login name: EMDE | Search. ..
& Securables
& Status
Password: |nunnnn-n |
Canfim passward: |-------------.- |
] Specify old password
[] Erforce password policy
Connechon
Server: Map to Credertial
TSTSRV L] Mep
Connection: Mapped Credentials Credential Provider
TSTSRVAdministrator
ﬁ View connection properties
Progress
Ready Default database: EMDE ~
Default language: English >
Concs
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The emdlUser Mapping andDatabase Roleare shown below with regards to the EMDB

database.
B Login Properties - EMDE — O >
Selecta poge IT Script - 9 Help
& General
& Server Roles
¥y lUzers mapped to this login:
& Securables Map Database Lser Default Schema
& Status EMDE EMDE o
[ master
[0  model
| msdb
[0  tempdb
Connection
Server:
TSTSRV Databaze role membership for: EMDB
Connection: [] db_accessadmin
TSTSRVAdministrator [] db_backupoperator
w¥ View connection properies db_datareader
| db_datawriter
db_d
_ddladmin
[ db_ddiad
[] db_denydatareader
[] db_derydatawriter
Progress db_owner
] db_securityadmin
Ready public
Cancel
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7.2. Configure Active Directory

The application note assumes active directory and a domain are already in place. The screenshot
below displays an active directory user administered witalephone Number

Published Certificates | Member OF | Password Replication | Dialin | Object
Securty | Environment | Sessions | Remote control
Remote Desktop Services Profle |  COMs |  Attribute Editor

General | Address | Accournt I Profile | Telephones I Organization

& Guang Mguyen

First name: |

Last name: |Ngu1_.ren

Display name: |Guang Mouyen

Description: |

Cifice: |

Telephone number: |T"DDD'I

E-mail: |

Web page: |
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7.3. Configure TeamView AD Lookup

TeamView AD Lookup is used to extract user dstadministered in the corporate Microsoft
Active Directory. For the purposes of this scenario, the AD Lookup application was configured
as shown below. Wheil@atabase Serveis the server connection details noted in the previous
section,Databaseis the SQ database created earlier, theer andPasswordare those created

in the previous section, tigase/Domainis the domain to which the both Active Directory

Server and the machine on which the AD LookUp tool is run, belongkiliee is the data in

the Active Directory which will be extracted by the tool and added to the EMDB database.

fa AD LookUp 3.2 Instance 1 — x
Files  Functions  Tools  License  Instances  Help
= IR

Server Phone Personal Organisation Address Options  AD View Bxclude Users |4 | *
Database Connection

Database Type I'H'Iicmsnﬂ 0L Server DT |
Database Server |12?.D.D.'I |

Database |EMDB |
[] Windows Integrated security

User | EMDE Password - |

ltem Source 1 o

Active Directory /£ LDAP

Platfom Microsoft Active Directony w
Base / Domain |J.f,.-1-,.:m_c,:,m |
Filter | (&(objectCategony=Person)objectClass=UserMelephoneNumber=7")) |
Domain * User |hcm.cnm"-.-’-‘u:|minist|‘c|tc|r | Password | |
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Check the connection to the SQL Server by clicking"f rnn the toolbar. The screenshot below
shows confirmation of a successful connection.

fa AD LookUp 3.2 Instance 1 — *
Files  Functions Tools License Instances Help
Ba ¢ v

Server Phone Personal Organisation  Address  Options  AD View  Exclude Users [+ 1 *
Database Connection

Database Type r-nicrc.sc-ﬂ SQL Server

Connection Check

Database Server |127.D.D.‘I |

Database [EMDE | _
[] Windows Integrated security Connection to server:

User |EMDB Password - | 127.0.0.1

ttem Source 1 o

testet SUCCESSESFULLY!

Active Directory / LDAP

Platform Microsoft Active Directory i
| _OK

Base / Domain |Hhc:n'|.com
Filter |{&{objedCategow= PersonjobjectClass=UserjtelephoneMumber=7") - |
Domain % User |hcm comAdministrator | Password | |

Click the AD View tab aml click on the yellow question markhe screen below will display
confirming entries found in Active Directory.

8 AD LookUp 3.2 Instance 1 --

Files Functions Tools License Instances Help

BA v 2
Server Phone Personal Organisation Address Options AD View Exclude Users | * | *

Name EMail Distinguisname

H323 - CN=H323 Quang.OU=DevConnect.D...

Huu Do - CN=Huu Do Tran.OU=DevConnect.D...

JR201 - CN=JR201 Phone1,0U=DevConnect...

Khuyen - CN=Khuyen Nguyen,OU=DevConnec... JVADSADM

Loi - CN=Loi Le,OU=DevConnect.DC=hcm...

Quang - CN=Quang Nguyen OU=DevConnect... Number of founds entries was 9

Station1 - CN=Station1 Agent,OU=DevConnect....

Tu Trong - CN=Tu Trong Ly,OU=DevConnect.D...

Voice - CN=Voice Agent,0U=DevConnect.D...
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Return to theServertab and click on the yellow exclamation mark, this will commit Active
Directory entries into the EMDB database.

& AD LookUp 3.2 Instance 1
Files Functions Tools License Instances Help
@@ ¢ v

Server Phone Personal Organisation Address Options AD View Exclude Users | ¢ 1’
Database Connection

Database Type Microsof’( SQL Server vl
Database Server [127.00.1 |

Database [EmDB |
[[] Windows Integrated security
User IEMDB Password e l 0 Update from Active Directory completed!
ltem Source 1 v
Active Directory / LDAP

Platform Microsoft Active Directory v

Base / Domain l //hem.com I

Filter [(&(objedCa!egory=Person)(objedClass=User)@e|ephone Number=7")) v ]

|

Domain \ User lhcm,com\Administfator | Password |
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7.4. Configure Scantalk TeamView Unified Operator
The application note assumes that the default installation of TeamView Unified Operator
software is performed. The following tasks are performed from the Windows PC on which
TeamView UnifiedOperator is installed. Configuration can be separated into the following
sections:

1 Install Avaya TSAPI Client

1 Install TeamView Unified Operator

1 Configure TeamView Unified Operator

7.4.1.Install Avaya TSAPI Client

The Avaya TSAPI client is available for downlofrdm the DevConnect Support Site. Double
click on thesetupapplication and follow the intuitive instructions. When &te Services
Server Configuration screen is displayed, enter tlieAddress of the Application Enablement
Services Server, arfébrt Number 450 and clickAdd to List, as shown below.

Avaya Application Enablement Services TSAP| Client - InstallShield Wizard >
AE Services Server Configuration
Configure wour PC for AE Services TSAP| access, AVAyA

For each AE Services server that pou wizh to use, enter the server's host name or [P address [for
example, asgerver.mydomain. com or 138.51.100.24) and the T5AFI Service port number.

The configured AE Services servers will be zaved in the TSLIB.IMI file.

Host Mame or [P Address: Port Mumber:
110.30.5.99 | 450 Add to List

Configured AE Services Servers:

Delete

< Back Cancel

Click Next and follow the instructions to complete the installation of the TSAPI client.
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7.4.2.Install Scantalk TeamView Unified Operator

Complete a default installation of TeamView Unified Operator, by douldking onsetup.exe
and following theself-explanatorysetup wizardWhen theConfigure SQL Serverscreen is
displayed, enter th8QL Server.

ﬁ Tearnview - Unified Operator — >

Configure SQL Server

Enter default SOL Server Connection % alues

SOL Server:
TSTERM

Cancel < Back
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7.4.3.Configure Scantalk TeamView Unified Operator

Launch the TeamView Unified Operatapplication from the Windows Start menu, as shown
below.

Upon the first run of the software, the screen below will be displayed adViserg is no
connection to the AES serveadministered, clickOK to continue.

Critical Error

There is no connection to the AES Server. Change configuration or contact your
administrator.

oK

TeamView® Unified Operator - Copyrights® 2000 - 2019 Scantalk ApS - Al rights reserved.
TeamView® Unified Operator is powered by TeamView® CSTACOM.
TeamView®is a registered trademark of Scantalk ApS, Denmark.

Version 2.0.18.570 Connecting to AVAYA AES Server
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The screen below will now display advisimgere are no active CSTA Line<lick OK to
continue.
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