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and Avaya Session Border Controller for Enterprise R6.2 to
support BT Ireland SIP Trunk Service - Issue 1.0

Abstract

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
trunking between an Avaya SIP enabled enterprise solution and BT Ireland SIP Trunk service.
The Avaya solution consists of Avaya Aura® Session Manager and Avaya Communication
Server 1000 connected to an Avaya Session Border Controller for Enterprise. BT Ireland is a
member of the Global SIP Service Provider program.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the necessary steps to configure Session Initiation Protocol
(SIP) trunking between an Avaya SIP enabled enterprise solution and BT Ireland SIP Trunk
service. The Avaya solution consists of Avaya Aura® Session Manager, Avaya Communication
Server 1000 (CS1000) and Avaya Session Border Controller for Enterprise (Avaya SBCE)
connected to the BT Ireland SIP Trunk service. Customers using this Avaya SIP enabled
enterprise solution with the BT Ireland SIP Trunk service are able to place and receive PSTN
calls via a dedicated Internet connection using the SIP protocol. This converged network solution
is an alternative to traditional PSTN trunks. The approach normally results in lower cost and a
more flexible implementation for the enterprise customers.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using an Avaya SIP
telephony solution consisting of Communication Server 1000, Session Manager, and the Avaya
SBCE. The enterprise site was configured to use the SIP Trunk service provided by BT Ireland,
with all PSTN traffic transiting via the BT Ireland SIP Trunk service.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

The interoperability test included the following:

e Incoming calls to the enterprise site from the PSTN were routed to the DDI numbers
assigned by BT Ireland. Incoming PSTN calls were terminated on Digital, UNIStim, SIP
and Analog telephones at the enterprise side.

e Outgoing calls from the enterprise site were completed via BT Ireland to PSTN
telephones. Outgoing calls from the enterprise to the PSTN were made from Digital,
UNIStim, SIP and Analog telephones.

Calls were made using G.729 and G.711A codecs.

Fax calls to/from a group 3 fax machine to a PSTN-connected fax machine using T.38
DTMF transmission using RFC 2833 with successful IVR menu progression.

Various call types including: local, long distance, international, toll free (outbound) and
directory assistance.

User features such as hold and resume, transfer, conference, call forwarding, etc.

e Caller ID Presentation and Caller ID Restriction.

e Call coverage and call forwarding for endpoints at the enterprise site.

CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 20f78
SPOC 6/9/2015 ©2015 Avaya Inc. All Rights Reserved. BTIRE_CS1KSMSBC



2.2. Test Results

Interoperability testing of the sample configuration was completed with successful results for the
BT Ireland SIP Trunk service with the following observations:

e The CS1000 default configuration will not allow a blind transfer to be executed (incoming
SIP Service Provider trunk to outgoing SIP Service Provider trunk) if the SIP Service
Provider in question does not support the SIP UPDATE method. With the installation of
plugin 501 on the CS1000, the blind transfer will be allowed and the call will be completed.
The limitation of this plugin is that no ringback is provided to the originator of the call for the
duration that the destination set is ringing. In addition to plugin 501, it is required that VTRK
SU version “cs1000-vtrk-7.65.16.22.-4.i386.000.ntl” or higher be used on all SSG
signalling servers to ensure proper operation of the blind transfer feature. The use of plugin
501 does not restrict the use of the SIP UPDATE method of blind transfer to other parties
that do happen to support the UPDATE method, but rather extends support to those parties
that do not. Note that plugin 501 is independent of and does not require the Global Plugin
Package 409.

e When there were no matching codecs in the SDP offer of an outbound call, “408 Service
Unavailable” response was returned from the BT Ireland network. The more commonly
used response is “488 Not Acceptable Here”.

e No inbound toll free numbers were tested, however routing of inbound DDI numbers and
the relevant number translation was successfully tested

e All unwanted MIME was stripped on outbound calls using the Adaptation Module in
Session Manager.

e No inbound toll free numbers were tested as none were available from the Service
Provider.

e No Emergency Services numbers tested as test calls to these numbers should be pre-
arranged with the Operator.

2.3. Support

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com.

For technical support on BT Ireland products described in these Application Notes, please
contact BT Ireland Customer Support at:

e Telephone: 1800 924 924

e Telephone: +353 1 4328846
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3. Reference Configuration

Figure 1 illustrates the test configuration. The test configuration shows an Enterprise site
connected to BT Ireland’s SIP Trunk service. Located at the Enterprise site is an Avaya SBCE,
Session Manager and CS1000. Endpoints are Avaya 1140 series IP telephones (with Unistim and
SIP firmware), Avaya 1230 series IP telephones (with Unistim and SIP firmware), Avaya IP
Softphones (Avaya 3456 IP Softphone, 2050 IP Softphone , Avaya Digital telephone, Analog
telephone and fax machine. For security purposes, any public IP addresses or PSTN routable
phone numbers used in the compliance test are not shown in these Application Notes.
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Figure 1: Test Setup BT Ireland SIP Trunk Service to Avaya Enterprise
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Avaya Equipment

Release/Version

Dell PowerEdge R620 running
Session Manager on VM Version 8

R6.3.10 - 6.3.10.0.631008

Dell PowerEdge R620 running
System Manager on VM Version 8

R6.3.10 - Build No. - 6.3.0.8.5682-6.3.8.4514
Software Update Revision No: 6.3.10.7.2656

Avaya Session Border Controller for
Enterprise

Version 6.2.1.Q18

Avaya Communication Server 1000
running on CP+PM server as co-
resident configuration

Avaya Communication Server 1000 R7.6
Version 7.65.P

Deplist: CPL_X21_07_65P

All CS1000 patches listed in Appendix A

Avaya Communication Server 1000
Media Gateway

CSP Version: MGCC DCO01
MSP Version: MGCM ABO02
APP Version: MGCA BA18
FPGA Version: MGCF AA22
BOOT Version: MGCB BA18
DBL1 Version: DSP2 ABO7

Avaya 1140e and 1230 UNIStim FW: 0625C8A
Telephones

Avaya 1140e and 1230 SIP FW: 04.04.10.00.bin
Telephones

Avaya IP Softphone 3456

Version 2.6 build 53715

Avaya 2050 IP Softphone Release 4.3.0081
Avaya Analogue Telephone N/A
Avaya M3904 Digital Telephone N/A

BT Ireland Equipment

Release/Version

BT Ireland SIP Trunk

Genband Q20 SBC R.8.3.2.0
Genband Experius Call Server R.17.0.18.3
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5. Configure Avaya Communication Server 1000

This section describes the steps required to configure Communication Server 1000 for SIP
Trunking and also the basic configuration for telephones (analog, SIP and IP phones). SIP trunks
are established between CS1000 and Session Manager. SIP trunks are also established between
Session Manager and the Avaya SBCE private interface. The Avaya SBCE public interface
connects to the BT Ireland’s SIP trunks. Incoming PSTN calls from the BT Ireland SIP Trunk
service traverse the Avaya SBCE and are directed to Session Manager, which directs the calls to
CS1000 (see Figure 1).

When a SIP message arrives at CS1000, further incoming call treatment, such as incoming digit
translations and class of service restrictions may be performed. All outgoing calls to the PSTN
are processed within CS1000 and may be first subject to outbound features such as route
selection, digit manipulation and class of service restrictions. When CS1000 selects a SIP trunk
for outgoing PSTN calls, SIP signalling is directed to Session Manager. Session Manager directs
the outbound SIP messages to the Avaya SBCE private interface. The Avaya SBCE public
interface manages outgoing SIP sessions onwards to BT Ireland’s SIP trunks.

Specific CS1000 configuration was performed using Element Manager and the system terminal
interface. The general installation of the CS1000, System Manager, Session Manager and Avaya
SBCE is presumed to have been previously completed and is not discussed here. Configuration
details will be provided as required to draw attention to changes in default system configurations.

5.1. Logging into the Avaya Communication Server 1000

Configuration on the CS1000 will be performed by using both SSH Putty session and Avaya
Unified Communications Management GUI.

Log in using SSH to the ELAN IP address of the Call Server with a username containing the
correct privileges. Once logged in type csconsole, this will take the user into the vxworks shell of
the call server. Next type login; the user will then be asked to login with correct credentials.
Once logged-in the user can then progress to load any overlay.

Log in using the web based Avaya Unified Communications Management GUI. Avaya Unified
Communications Management GUI may be launched directly via http://<ipaddress> where the
relevant <ipaddress> is the TLAN IP address of the CS1000. Avaya Unified Communications
Management can also be implemented on System Manager.
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The following screen shows the login screen. Login with the appropriate credentials.

sar lD | admin

JAV/AV/

PRssword eesssses

Shanas Fassnsis

The Avaya Unified Communications Management Elements page will be used for configuration.
Click on the Element Name corresponding to CS1000 in the Element Type column. In the
abridged screen below, the user would click on the Element Name EM on cs1kvl9.
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5.2. Confirm System Features

The keycode installed on the Call Server controls the maximum values for these attributes. If a
required feature is not enabled or there is insufficient capacity, contact an authorized Avaya sales
representative to add additional capacity. Use the CS1000 system terminal and manually load
overlay 22 to print the System Limits (the required command is slt ), and verify that the number
of SIP Access Ports reported by the system is sufficient for the combination of trunks to the BT
Ireland network, and any other SIP trunks needed. See the following screenshot for a typical
System Limits printout. The value of SIP ACCESS PORTS defines the maximum number of
SIP trunks for the CS1000.

System type is - Communication Server 1000/CP PM
CP PM - Pentium M 1.4 GHz

IPMGs Registered:
IPMGs Unregistered:

4
0

IPMGs Configured/unregistered: 2

TRADITIONAL TELEPHONES
DECT USERS

IP USERS

BASIC IP USERS
TEMPORARY IP USERS
DECT VISITOR USER

ACD AGENTS

MOBILE EXTENSIONS
TELEPHONY SERVICES
CONVERGED MOBILE USERS
AVAYA SIP LINES

THIRD PARTY SIP LINES
PCA

ITG ISDN TRUNKS

H.323 ACCESS PORTS

AST

SIP CONVERGED DESKTOPS
SIP CTI TR87

SIP ACCESS PORTS

RAN CON

MUS CON

120
16
10000
16
8
16
192
8
16
8
16
16
20
0
524
6652
16
16
524
90
120

LEFT
LEFT
LEFT
LEFT
LEFT
LEFT
LEFT
LEFT
LEFT
LEFT
LEFT
LEFT
LEFT
LEFT
LEFT
LEFT
LEFT
LEFT
LEFT
LEFT
LEFT

110
16
9954
13
8
16
185
7
13
8
12
16
18
0
524
6640
16
8
518
90
120

USED
USED
USED
USED
USED
USED
USED
USED
USED
USED
USED
USED
USED
USED
USED
USED
USED
USED
USED
USED
USED

OO O0OHNWMONOONOD O WRF JOOo

Load Overlay 21 and confirm the customer is setup to use ISDN trunks by typing the PRT and

NET_DATA commands as shown below.

REQ: prt
TYPE: net
TYPE NET DATA
CUST O

TYPE NET DATA
CUST 00
OPT RTD

AC1 INTL NPA SPN NXX LOC

AC2
FNP YES
ISDN YES
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5.3. Configure Codecs for Voice and FAX operation

BT Ireland’s SIP Trunk service supports G.711A and G.729 voice codecs. Using the CS1000
Element Manager sidebar, select Nodes, Servers, Media Cards. Navigate to the IP Network -
IP Telephony Nodes - Node Details > VGW and Codecs property page and configure the
CS1000 General codec settings as in the following screenshots. The values highlighted are
required for correct operation. The following screenshot shows the necessary General settings.

Managing: 192.168.27.2 Username: admin
System » IP Network » IP Telephony Nodes » Node Details » VGV and Codecs

Node ID: 200 - Voice Gateway (VGW) and Codecs

General | Voice Codecs | Fax

General

Echo cancellation: Use canceller, with tail delay: | 128v

Dynamic attenuation

Voice activity detection threshold: |-17 (-20 - +10 DBM

Idle noise level: 1-65 | (327 - +327 pBMY)
Signaling options: DTMF tone detecticn
[] Low latency mode
Remove DTMF delay (squelch DTMF from TDM to IP}
Modem/Fax pass-through
V.21 Fax tone detection
[[] R factor calculation

Move down to the Voice Codecs section and configure the G.711 codec settings. The following
screenshot shows the G.711 codec settings.

Managing: 192.168.27.2 Username: admin
System » IP Network » IP Telephony Nodes » Node Details » VGV and Codecs
Node ID: 200 - Voice Gateway (VGW) and Codecs
General | Voice Codecs | Fax
Voice Codecs i
Codec G711: Enabled (required)
Voice payload size: 20 v (milliseconds per frame)
Voice playout (jitter buffer) delay: '40 v 80 v\ {millisec
Nominal Maximum
Maximum delay may be automatically adjusted based on nominal
settings.
[] Voice Activity Detection (VAD)
CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 90f78
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Next, scroll down to the G.729 codec section and configure the settings.

Managing: 192.168.27.2 Username: admin
System » IP Network » |P Telephony Nodes » Node Details » VGW and Codecs

General | Voice Codecs | Fax

Node ID: 200 - Voice Gateway (VGW) and Codecs

Codec G729: [#] Enabled

Voice payload size: (20 ~ } {miliseconds per frame)

Veice playout (jitter buffer) delay: j40'7'v"f :80 v‘ (miliseconds

Nominal Maximum

Maximum delay may he automatically adjusted based on nominal

seftings.

[[] Voice Activity Detection (VAD)

Finally, configure the Fax settings as in the highlighted section of the next screenshot. Click on

the Save button when fi

nished.

Fax

Fax

Codec name:

Maximum rate:

Fax TCF method: |

playout nominal delay: |

FAX no activity timeout:

T.38 FAX
(14400 | (s0s)

|2 V‘
{100 ! {0 - 300 miliseconds)
120 | {10 - 32000 mi

Packet size: |30 v | (bps:
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5.4. Virtual Trunk Gateway Configuration

Use CS1000 Element Manager to configure the system node properties. Navigate to the System
- IP Networks - IP Telephony Nodes = Node Details and verify the highlighted section is
completed with the correct IP addresses and subnet masks of the Node. The call server and
signaling server have previously been configured with IP addresses. The Node IPv4 address is
the IP address that the IP phones use to register. This is also where the SIP trunk connection is
made to Session Manager. When an entity link is added in Session Manager for the CS1000, it is
the Node IPv4 address that is used (see Section 6.5 — Define SIP Entities for more details).

Managing: 192.168.27.2 Username: admin
System » IP Network » IP Telephony Nodes » Node Details

Node Details (ID: 200 - SIP Line, LTPS, PD, Gateway ( SIPGw ))

Node ID: |2 | *(0-9059)
Call server IP address: 192168272 . TLAN address type: & 1Py4 only
O IPv4 and IPv6
Embedded LAN (ELAN) Telephony LAN (TLAN)
Gateway IP address: '192,168_27_1 K Node IPv4 address: (10.10.9.21
Subnet mask: (25525652550 | Subnetmask: |255.255 2550
IP Telephony Node Properties Applications (click to edit configuration)

Voice Gateway (VGW) and Codecs

Quality of Service (Q0S)

LAN

SNTP

Numbering Zones

MCDN Aternative Routing Treatment {MALT) Causes

SIP Line

Terminal Proxy Server (TPS)
Gateway (SIPGw)

Personal Directories (PD}
Presence Publisher

IP Kedia Services

* Required Value. [ Save ] [Canced
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The next two screenshots show the SIP Virtual Trunk Gateway configuration, navigate to
System > IP Networks - IP Telephony Nodes - Node Details > Gateway (SIPGW)
Virtual Trunk Configuration Details and fill in the highlighted areas with the relevant settings.
e Vitrk gateway application: Provides option to select Gateway applications. The three
supported modes are SIP Gateway (SIPGw), H.323Gw, and SIPGw and H.323Gw
e SIP domain name: The SIP domain name is the SIP Service Domain. The SIP domain
name configured in the Signaling Server properties must match the Service Domain name
configured in Session Manager; in this case avaya.com
e Local SIP port: The Local SIP Port is the port to which the gateway listens. The default
value is 5060
e Gateway endpoint name: This field cannot be left blank so a value is needed here. This
field is used when a Network Routing Server is used for registration of the endpoint. In
this network a Session Manager is used so any value can be put in here and will not be
used
e Application node ID: This is a unique value that can be alphanumeric and is for the new
Node that is being created, in this case 200
e Proxy or Redirect Server: Primary TLAN IP address is the Security Module IP address
of Session Manager. The Transport protocol used for SIP, in this case is TCP
e SIP URI Map: Public E.164 domain names - National and Subscriber are left blank.
All other fields in the SIP URI Map are left with default values.

Managing: 192.168.27.2 Username: admin
System » IP Network » IP Telephony Nodes » Node Details » Virtual Trunk Gateway Cenfiguration
Node ID: 200 - Virtual Trunk Gateway Configuration Details
General | SIP Gateway Settings | SIP Gateway Semices
Vitrk gateway application: Enable gateway service on this node £
General Virtual Trunk Network Health Monitor
Vitrk gateway application: | SIP Gateway (SIPGw) v
: [[] Monitor IP addresses (listed below)
SIP domain name: |avaya.com )
= Information will be captured for the IP addresses listed
1 below
Local SIP port: |5060 “ (1 - 85535 2
' Monitor IP:
Gateway endpoint name: |cs1kvi9 )
: Monitor addresses:
Gateway password: |

Application node ID- |200 | *(o-0998

Enable failsafe NRS:

Note: F Erver e

v
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Proxy Or Redirect Server:
Proxy Server Route 1:

*h-::IP add};;s can have either IPv4 or IPv8 format based on the value of “TLAN

address type”

Port: 5060 (1 -65535)

Transport protocol: {TCP vy

Options: [] Support registration
[[] Primary CDS proxy

A
SIP URI Map: E
Public E.164 domain names Private domain names
National: | 1 UDP: |udp |
Subscriber: ’ ;‘ CDP: icdp_udp ‘
Special number: |PublicSpecial \ Special number: |PrivateSpecial |
Unknown: [PublicUnknown _‘ Vacant number: gf’rivateUnknown J
Unknown: {UnknownUnknown ‘
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5.5. Configure Bandwidth Zones

Bandwidth Zones are used for alternate call routing between IP stations and for bandwidth
management. SIP trunks require a unique zone, not shared with other resources and best practice
dictates that IP telephones and Media Gateways are all placed in separate zones. In the sample
configuration SIP trunks use zone 01 and IP and SIP Telephones use zone 02; system defaults
were used for each zone other than the parameter configured for Zone Intent. For SIP Trunks
(zone 01), VTRK is configured for Zone Intent. For IP, SIP Telephones (zone 02), MO is
configured for Main Office.

Use Element Manager to define bandwidth zones as in the following highlighted example. Use
Element Manager and navigate to System = IP Network = Zones = Bandwidth Zones and
add new zones as required.

Versgeg 192.96827.7 Userrare advw
System » P Network » Zores » Bandwiihy Zores
Bandwidth Zones
{ Add | ‘,',-':':'.‘ Z; Export | | Mantenance. | Retesn
Intiszong nirEone Inforzons ntagooe T Rsasned g
fong Bandwizn Strategy Ezrowdn Snateqs RasourtaTipe  Zonplotecd  Desooption Locaton Nams Black Sim
! 1 1006000 8Q 1000000 820 SHARED TR
10006000 89 1000000 80 SHARED LY 0

5.6. Configure Incoming Digit Conversion Table

A limited number of Direct Dial Inwards (DDI) numbers were available. The Incoming Digit
Conversion (IDC) table was configured to translate incoming PSTN numbers to four digit local
telephone extension numbers. The digits of the actual PSTN DDI number are obscured for
security reasons. The following screenshot shows the incoming PSTN numbers converted to
local extension numbers. These were altered during testing to map to various SIP, Analog,
Digital or UNIStim telephones depending on the particular test case being executed.

Varapng: 192848372 Usermame 3o A

Daing a2 Nurcerng Mans » Bdorneng Dk Transiaten » Castorer 30 » Gigt Comasrsion Tree C Configuraton

Digit Conversion Tree 0 Configuration

Reguia IDC tree
Sand caling party DID disshies

Add. | Deiste IDC tres | Rubegn

incamis Digts » Cometed Digts CEUD tiame PO equiae ~
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5.7. Configure SIP Trunks

Communication Server 1000 virtual trunks will be used for all inbound and outbound PSTN calls
to the BT Ireland SIP Trunk service. Six separate steps are required to configure Communication
Server 1000 virtual trunks:
e Configure a D-Channel Handler (DCH); configure using the CS1000 system terminal
and overlay 17
e Configure a SIP trunk Route Data Block (RDB); configure using the CS1000 system
terminal and overlay 16
e Configure SIP trunk members; configure using the CS1000 system terminal and overlay
14
e Configure a Digit Manipulation Data Block (DGT), configure using the CS1000 system
terminal and overlay 86
e Configure a Route List Block (RLB); configure using the CS1000 system terminal and
overlay 86
e Configure Co-ordinated Dialling Plan(s) (CDP); configure using the CS1000 system
terminal and overlay 87

The following is an example DCH configuration for SIP trunks. Load Overlay 17 at the CS1000
system terminal and enter the following values. The highlighted entries are required for correct
SIP trunk operation. Exit overlay 17 when completed.

Overlay 17
ADAN DCH 1
CTYP DCIP

DES VIR TRK
USR ISLD
ISLM 4000
SSRC 3700
OTBF 32
NASA YES
IFC SL1
CNEG 1
RLS ID 4
RCAP ND2
MBGA NO
H323

OVLR NO

OVLS NO
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Next, configure the SIP trunk Route Data Block (RDB) using the CS1000 system terminal and
overlay 16. Load Overlay 16, enter RDB at the prompt, press return and commence
configuration. The value for DCH is the same as previously entered in overlay 17. The value for
NODE should match the node value in Section 5.4. The value for ZONE should match that used
in Section 5.5 for VTRK. The remaining highlighted values are important for correct SIP trunk
operation.
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Next, configure virtual trunk members using the CS1000 system terminal and Overlay 14.
Configure sufficient trunk members to carry both incoming and outgoing PSTN calls. The
following example shows a single SIP trunk member configuration. Load Overlay 14 at the
system terminal and type new X, where X is the required number of trunks. Continue entering
data until the overlay exits. The RTMB value is a combination of the ROUT value entered in the
previous step and the first trunk member (usually 1). The remaining highlighted values are
important for correct SIP trunk operation.
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Next, configure a Digit Manipulation data block (DGT) in overlay 86. Load Overlay 86 at the
system terminal and type new. The following example shows the values used. Note: ISPN is set
to 0 as BT Ireland required a prefix of O to be inserted before the dialed number for outbound
calls. The value for Digit Manipulation Index (DMI) is the same as when inputting the DMI
value during configuration of the Route List Block.

Overlay 86
CUST 0
FEAT dgt
DMI 10
DEL O
ISPN 0
CTYP NPA

Configure a Route List Block (RLB) in overlay 86. Load Overlay 86 at the system terminal and
type new. The following example shows the values used. The value for ROUT is the same as
previously entered in overlay 16. The RLI value is unique to each RLB.

Overlay 86 —p | FCI O
CUST 0 FSNI 0
FEAT rlb BNE NO
RLI 10 DORG NO
ELC NO SBOC NRR
ENTR 0 PROU 1
LTER NO IDBB DBD
ROUT 1 IOHQ NO
TOD 0 ON 1 ON 2 ON 3 ON OHQ NO
4 ON 5 ON 6 ON 7 ON CBQ NO
VNS NO
SCNV NO ISET 0
CNV NO NALT 5
EXP NO MFRL 0
FRL O OVLL 0
DMI 10
CTBL 0
ISDM 0

Next, configure Co-ordinated Dialling Plan(s) (CDP) which users will dial to reach PSTN
numbers. Use the CS1000 system terminal and Overlay 87. The following are some example
CDP entries used. The highlighted RLI value previously configured in overlay 86 is used as the
Route List Index (RL1), this is the default PSTN route to the SIP Trunk service.

TSC 00353 TSC 18 TSC 800 TSC 08

FLEN 0 FLEN 0 FLEN 0 FLEN 0

RRPA NO RRPA NO RRPA NO RRPA NO

RLI 10 RLI 10 RLI 10 RLI 10

CCBA NO CCBA NO CCBA NO CCBA NO
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5.8. Calling Line Identification

This section documents basic configuration relevant to the BT Ireland configuration. Load
Overlay 15 at system terminal and enter the required values in bold. As shown below, CLID is
setto YES and ENTRY is set to 0. HNTN and HLCL match the required digits assigned by BT
Ireland and DIDN is set to NO.

Load Overlay 15
TYPE NET DATA
CUST 0
OPT
AC2
FNP
CLID YES
SIZE
INTL
ENTRY 0
HNTN 07689
ESA HLCL
ESA INHN NO
ESA APDN NO
HLCL 11010
DIDN NO
DIDN LEN 0
HLOC
LSC
CLASS FMT DN
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5.9. Configure Analog, Digital and IP Telephones

A variety of telephone types were used during the testing, the following is the configuration for
the Avaya 1140e UNIStim IP telephone. Load Overlay 20 at the system terminal and enter the
following values. A unique four digit number is entered for the KEY 00. The value for
CFG_ZONE is the value used in Section 5.5 for IP and SIP Telephones.
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Digital telephones are configured using the overlay 20; the following is a sample 3904 digital set
configuration. Again, a unique number is entered for the KEY 00 and KEY 01 value.
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Analog telephones are also configured using overlay 20; the following example shows an analog
port configured for Plain Ordinary Telephone Service (POTS) and also configured to allow fax
transmission. A unique value is entered for DN, this is the extension number. DTN is required if
the telephone uses DTMF dialing. Values FAXA and MPTD configure the port for T.38 Fax
transmissions.

DES 500

TYPE 500
CDEN 4D
CUST O
MRT

ERL 00000
WRLS NO
DN 6004
AST NO
IAPG 0
HUNT

TGAR 0
LDN NO
NCOS 0
SGRP 0
RNPG 0
XLST

SCI 0
SCPW

SFLT NO
CAC_MFC 0

CFTD
ICDD
GPUD
MBXD
NRWD

Overlay 20 - Analog Telephone Configuration

TN 100 0 00 03

CLS UNR DTN FBD XFD WTA THFD FND HTD ONS
LPR XRD AGRD CWD SWD MWD RMMD SMWD LPD XHD SLKD CCSD LND TVD

SFD MRD C6D CNID CLBD AUTU

CDMD LLCN EHTD MCTD

DPUD CFXD ARHD OVDD AGTD CLTD LDTD ASCD SDND
CPFA CPTA UDI RCC HBTD IRGD DDGA NAMA MIND
NRCD NROD SPKD CRD PRSD MCRD

EXRO SHI SMSD ABDD CFHD DNDY DNO3
CWND USMD USRD CCBD BNRD OCBD RTDD RBDD RBHD FAXA CNUD CNAD PGND FTTC
FDSD NOVD CDMR PRED MCDD T87D SBMD PKCH MPTD
PLEV 02
PUID
AACS NO
MLWU_ LANG 0
FTR DCFW 4
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5.10.Configure the SIP Line Gateway Service

SIP terminal operation requires the Communication Server node to be configured as a SIP Line
Gateway (SLG) before SIP telephones can be configured. Prior to configuring the SIP Line node
properties, the SIP Line service must be enabled in the customer data block. Use the
Communication Server 1000 system terminal and overlay 15 to activate SIP Line services
(SLS_DATA), as in the following example where SIPL_ON is set to YES.

SLS_DATA
SIPL_ON YES
UAPR 11
NMME NO

If a numerical value is entered against the UAPR setting, this number will be pre appended to all
SIP Line configurations, and is used internally in the SIP Line server to track SIP terminals. Use
Element Manager and navigate to the IP Network > IP Telephony Nodes = Node Details -
SIP Line Gateway Configuration page. See the following screenshot for highlighted critical
parameters.
e SIP Line Gateway Application: Enable the SIP line service on the node, check the box
to enable
e SIP Domain Name: The value must match that configured in Section 6.2
e SLG endpoint name: The endpoint name is the same endpoint name as the SIP Line
Gateway and will be used for SIP gateway registration
e SLG Local Sip port: Default value is 5070
e SLG Local TLS port: Default value is 5071

Managing: 192.168.27.2 Username: admin
System » IP Network » IP Telephony Nodes » Node Details » SIP Line Configuration

Node ID: 200 - SIP Line Configuration Details

General | SIP Line Gateway Seftings | SIP Line Gateway Semvice

SIP Line Gateway Application: Enable gateway semvice on this node

General Virtual Trunk Network Health Monitor

SIP domain name: |avaya.com E [] Monitor IP addresses (listed below)

SLG endpointname: |cs1kvi9

SLG Group ID: | Monitor IP:

. Monitor addresses:
SLG Local Sip port: |5070 (1-65535

SLG Local Tis port: 5071 (1-65535)
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5.11.Configure SIP Line Telephones

When SIP Line service configuration is completed, use the CS1000 system terminal and Overlay
20 to add a Universal Extension (UEXT). See the following example of a SIP Line extension.
The value for UXTY must be SIPL. This example is for an Avaya SIP telephone, so the value
for SIPN is 1. The SIPU value is the username, SCPW is the logon password and these values
are required to register the SIP telephone to the SLG. The value for CFG_ZONE is the value
used in Section 5.5 for IP and SIP Telephones. A unique telephone number is entered for value

KEY 00. The value for KEY 01 is comprised of the UAPR (set in Section 5.8) value and the
telephone number used in KEY 00.
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5.12. Save Configuration

Expand Tools = Backup and Restore on the left navigation panel and select Call Server.
Select Backup (not shown) and click Submit to save configuration changes as shown below.

AVAYA

- Qo8 Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces
-Engineered Values
+ Emergency Services
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
-Incoming Digit Translation
- Phones
- Templates
- Reports
-Views
- Lists
- Properies
- Migration
- Tools
- Backup and Restore
- Call Server

CS81000 Element Manager

B e s Esme S
- Network Address Translation 2 Managing: 192.168.27.2 Username: admin
Tools » Backup and Restore » Call Server Backup and Restore » Call Server Backup

Call Server Backup

Action !fBackup v [ submit |

| cancel |

The backup process will take several minutes to complete. Scroll to the bottom of the page to
verify the backup process completed successfully as shown below.

TEMUZ07

Backing up reten.bkp to “fvarfoptinonelicsifs/cf2/backupl/single”™
Database backup Complete!

Backup process to local Removable Media Device ended successfully.

Configuration of Communication Server 1000 is complete.
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6. Configuring Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. Session Manager is
configured via System Manager. The procedures include the following areas:

e Loginto Avaya Aura® System Manager.

e Administer SIP Domain.

e Administer SIP Location.

e Administer Adaptations.

e Administer SIP Entities.

e Administer Entity Links.

e Administer Routing Policies.

e Administer Dial Patterns.

It may not be necessary to create all the items above when creating a connection to the service
provider since some of these items would have already been defined as part of the initial Session
Manager installation. This includes items such as certain SIP domains, locations, SIP entities,
and Session Manager itself. However, each item should be reviewed to verify the configuration.

6.1. Log in to Avaya Aura® System Manager

Access the System Manager using a Web Browser by entering http://<FQDN >/SMGR, where
<FQDN?> is the fully qualified domain name of System Manager. Log in using appropriate
credentials (not shown) and the Home tab will be presented with menu options shown below.

My naging

|||||||
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Most of the configuration items are performed in the Routing Element. Click on Routing in the
Elements column shown above to bring up the Introduction to Network Routing Policy screen.

Home Routng *

| e

« Homs / Semests [ Roating

Introduction to Network Routing Policy

Fistwork Routing Pclicy consists of severs

The recommended ooder fo use the routing

Step 1: Creste "Domans" of typs SIP (other routing 2pplcatio

- SIP Enbties that are used 3= "Cutbound Proxies” =.2. = certain "Gatemsay” o "SIP Trunk”

- Create 31 “other SI2 Entties” (Session Manager. OV, SIEPSTH Gatevays. 5I° Trunks)

6.2. Administer SIP Domain

Create a SIP domain for each domain for which Session Manager will need to be aware in order
to route calls. Expand Elements = Routing and select Domains from the left navigation menu,
click New (not shown). Enter the following values and use default values for remaining fields.

e Name Enter a Domain Name. In the sample configuration, avaya.com was used.
e Type Verify SIP is selected.
e Notes Add a brief description [Optional].

Click Commit to save. The screen below shows the SIP Domain defined for the sample
configuration.

+ Home / Flaments |/ Rowting / Domeies
Domsasn Mamagement
Hew Mare Actany *

1 fhom . Fltar: Enalie

Nams Type Natsa

[ ayaya.com w ]
Select | All None
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6.3. Administer Locations

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purposes of bandwidth management and call admission control. To add a location, navigate to
Routing -> Locations in the left-hand navigation pane and click the New button in the right pane
(not shown). In the General section, enter the following values. Use default values for all
remaining fields:

e Name: Enter a descriptive name for the location.

e Notes: Add a brief description (optional).

The Location Pattern is used to identify call routing based on IP address. Session Manager
matches the IP address against the patterns defined in this section. If a call is from a SIP Entity
that does not match the IP address pattern then Session Manager uses the location administered
for the SIP Entity. In the Location Pattern section, click Add and enter the following values.
e IP Address Pattern Enter the logical pattern used to identify the location.
e Notes Add a brief description [Optional].

Click Commit to save. The screenshot below shows the Location VM_SMGR defined for the
compliance testing.

¢ Nome / temunts [ Souting [ Lecetions

Location Details Commi! Cance|

Motes:

Enabled:
Listed Dwectory Number;

Assocated M SIP Entity:

Managed Raadwidth Units Bitser ¥
Tatal Dandwidth:

Multimeda Bandwdth:

Aufio Calls Can Tuke Multimedia Bandwidth:
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6.4. Administer Adaptations

Adaptations can be used to modify the called and calling party numbers to meet the requirements
of the service. The called party number present in the SIP INVITE Request URI is modified by
the Digit Conversion in the Adaptation. The example below was applied to the Avaya SBCE
SIP Entity and was used in test to convert numbers being passed between the Avaya SBCE and
Session Manager.

To add an adaptation, under the Routing tab select Adaptations on the left hand menu and then
click on the New button (not shown). Under Adaptation Details - General:

e Inthe Adaptation Name field enter an informative name.

e Inthe Module Name field click on the down arrow and then select the <click to add
module> entry from the drop down list and type DigitConversionAdapter in the
resulting New Module Name field.

e Module parameter MIME =no Strips MIME message bodies on egress from

Session Manager
fromto=true Modifies from and to headers of a message

« Mome / Clamanty / Bouting / Adaptations

g
12

|| Canesd

Adaptation Details l;éi’

* Adaptation Name: ET_lreland
Module Name: DygrConversionAdapter

Module Parameter Type: Name Value Parametar ¥

Add| |Remove

] Matre - Valuw

Sedect - All, Nane

Egrass URI Paramoters:

Notes:

Scroll down the page and under Digit Conversion for Incoming Calls to SM, click the Add
button and specify the digit manipulation to be performed as follows:
e Enter the leading digits that will be matched in the Matching Pattern field.
e In the Min and Max fields set the minimum and maximum digits allowed in the digit
string to be matched.
e Inthe Delete Digits field enter the number of leading digits to be removed.
e Inthe Insert Digits field specify the digits to be prefixed to the digit string.
¢ Inthe Address to modify field specify the digits to manipulate by the adaptation. In this
configuration the dialed number is the target so both have been selected.
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Digit Conversion for Incoming Calls to SM
(4dd] [Remove)

~,

1ltem Filter: Enable

Notes

Select : All, Nane

This will ensure any incoming numbers will have the + 353 digits removed and 0 digit inserted
before being presented to the Communication Server 1000.
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6.5. Administer SIP Entities
A SIP Entity must be added for each SIP-based telephony system, supported by a SIP connection
to Session Manager. To add a SIP Entity, select SIP Entities on the left panel menu and then
click on the New button (not shown). The following will need to be entered for each SIP Entity.
Under General:
e Inthe Name field enter an informative name.
e Inthe FQDN or IP Address field enter the IP address of Session Manager or the
signalling interface on the connecting system.
e Inthe Type field use Session Manager for a Session Manager SIP entity, Other for a
Communication Server 1000 SIP entity and SIP Trunk for the Avaya SBCE SIP entity.
¢ Inthe Adaptation field (not available for Session Manager SIP Entity), select the
appropriate Adaptation from the drop down menu.
e Inthe Location field select the appropriate location from the drop down menu.
e Inthe Time Zone field enter the time zone for the SIP Entity.

In this configuration there are three SIP Entities:
e Session Manager SIP Entity
e Communication Server 1000 SIP Entity
e Avaya SBCE SIP Entity

6.5.1. Avaya Aura® Session Manager SIP Entity

The following screens show the SIP entity for Session Manager. The FQDN or IP Address field
is set to the IP address of Session Manager SIP signaling interface. Set the location to that
defined in Section 6.3 and the Time Zone to the appropriate time zone.

« Mome / Elements / Rowuting / SIP Entities
Help 7

SIP Entity Detalis (Comme]{Cancel
ral
* Name; Session_Manager
* FQDN or 1P Address: 10,10.3.19
Type:
Notes:
Location: VM_SMGR »
Outbound Proxy: v
Time Zone: Europs/Dublin v
Credential name:

SIP Link Monitoring: Use Session Manager Configuraton »
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Session Manager must be configured with the port numbers on the protocols that will be used by
the other SIP entities. To configure these scroll to the bottom of the page and under Port, click
Add, then edit the fields in the resulting new row.
e Inthe Port field enter the port number on which the system listens for SIP requests
e Inthe Protocol field enter the transport protocol to be used for SIP requests
e In the Default Domain field, from the drop down menu select avaya.com as the default
domain

Port
TCP Fallover port:
TLS Failover port:
i-’-.lniv [ Remove
3 Items  Refrest Fiker; Enat

] Pamt Protocol  Default Domam Notes

Select : All, None

6.5.2. Avaya Communication Server 1000 SIP Entity

The following screen shows the SIP entity for Communication Server 1000. The FQDN or IP
Address field is set to the Node IP address of the interface on CS1000 that will be providing SIP
signalling as shown in Section 5.4. Set the location to that defined in Section 6.3 and the Time
Zone to the appropriate time zone.

¢ Nome [ Elemmnts [ Reutisy 7 519 Fntities

SIF Entity Details (Commd [Eancel

Name: CSIK_7.6

FQON or 1P Address: 10.10.9.21

Type:

Notes:

Adaptation: v

Location: WM _SMGR w

Time 2one:  Europe/Dubin v

SIF Timer 8/F (in seconds): 4
Credential name:
Call Detail Recording: none ¥

CommProfile Type Preference: v

Loop Detection Mode:  OF v

SIP Lmk Monitoring: Lse Session Manager Corfigurason
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6.5.3. Avaya Session Border Controller for Enterprise SIP Entity

The following screen shows the SIP entity for the Avaya SBCE used for routing calls. The
FQDN or IP Address field is set to the IP address of the private interfaces administered in
Section 7 of this document. Set the location to that defined in Section 6.3, set Adaptation to one

created in Section 6.4 and the Time Zone to the appropriate time zone.

« Home / Elements [/ Routing / S1P Entiies

SIP Entity Details

= (=
{Commit] |Cancel|

seneral

' Name:
* FQDN or IP Address:

Type:

AvavaSeCE

loacbalance.avaya.com

Notes:

Adaptation:
Location:

Time Zone:

87 _lreland »

VM_SMGR %

Ewrope/Dubin v

* SIP Timer B/

SsivL

F (in seconds):
Credentinl nome:

Call Detall Recording:

Loop Detection Mode:

ink Momitoring:

-

sgress ¥

Off »

Use Session Manager Configurabon ¥
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6.6. Administer Entity Links
A SIP trunk between Session Manager and another system is described by an Entity Link. To
add an Entity Link, select Entity Links on the left panel menu and click on the New button (not
shown). Fill in the following fields in the new row that is displayed.
e In the Name field enter an informative name.
e Inthe SIP Entity 1 field select Session Manager.
e Inthe Protocol field enter the transport protocol to be used to send SIP requests
e Inthe Port field enter the port number to which the other system sends its SIP requests.
e Inthe SIP Entity 2 field enter the other SIP Entity for this link, created in Section 6.5.
e Inthe Port field enter the port number to which the other system expects to receive SIP
requests.
e Select Trusted from the drop down menu to make the other system trusted.

Click Commit to save changes. The following screen shows the Entity Links used in this
configuration.

+ Name / Elements / Rostong / Entity §imks
'

Entity Links Commit, Cance

L itsen O Filter: Enatila
Deny

DNS Connext
Name SIV Tntity ) Protacol Port SV Tntity 2 Owweride Port Palicy New  Notes
Service
[ AvaynSBcE * Sesmon Menager[=] TCR[=]  */300¢ * | AvaysSBir -! (] * 3060 trustes - —I
Select I
« Mome [ Elements [/ Routing / Entity Lnks

Entity Links Commt |Canced

1 Item Filter )
Deny

e i as® DNS oonection
Namns SLP Entity L Protacol 1 SLP Entity 2 Ow 4 ot Palicy New  Noles
arv
l K_R7.6 s0n_Maeager =] P - & . )l - o 50E0 trusted v
Select : All, Nor
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6.7. Administer Routing Policies
Routing policies must be created to direct how calls will be routed to a system. To add a routing
policy, select Routing Policies on the left panel menu and then click on the New button (not
shown).
Under General:
e Enter an informative name in the Name field.
e Under SIP Entity as Destination, click Select, and then select the appropriate SIP entity
to which this routing policy applies.
e Under Time of Day, click Add, and then select the time range.

The following screen shows the routing policy for Communication Server 1000:

|, Meme / Elements / Routing / Besting Pubces o}
Routing Policy Details ;L’“.".‘.’" E;_g_r__.:gl
ral
Name: to_CSIK_R.76
Disabled: [
Retries: O
Notes:
|Sebect|
Name FQON or 1P Address Typ Not
e I
\Add |Qamovel |vew GapsiOverispe
1Rem o Rlier: Ena
[ [ranking Mame "o Tue Wad ™u M Sat (O Start Twe End Towws Notes
3 ne & 4
Select | &, hane
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The following screen shows the routing policy for the Avaya SBCE:

|y Heme | Bamunts / Nowting / Reuterg Pulcies

[
Help ¥
Routing Pulicy Details (commd [Cance]
General
* Name: t0_AvayaSBCE
Disabled:
* Retries: 0
Notes:
SIP Entlty as Destination
Mtne FQODN or 11 Addvars Type Motes
VA/I-.;-'_-IT‘ loadbalence. avaye.com S Trunk l
Tine of Day
(A4 [Remove [Vaw Gapa/Cveriacd
1. - — S B B [ Eootte,
[ Kankng Narma Mun Tue Vol The [N Hum Start Tiane Sonil Taven LN
O 247 00100 2359 Tina Range 24
Select 1 Al bone
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6.8. Administer Dial Patterns

A dial pattern must be defined to direct calls to the appropriate telephony system. To configure a
dial pattern select Dial Patterns on the left panel menu and then click on the New button (not
shown).
Under General:

e Inthe Pattern field enter a dialed number or prefix to be matched.

e Inthe Min field enter the minimum length of the dialed number.

e Inthe Max field enter the maximum length of the dialed number.

e Inthe SIP Domain field select —ALL-.

Under Originating Locations and Routing Policies. Click Add, in the resulting screen (not
shown) under Originating Location select Locations created in Section 6.3 and under Routing
Policies select one of the routing policies defined in Section 6.7. Click Select button to save (not
shown).

The following screen shows an example dial pattern configured for the Avaya SBCE which will
route the calls out to the PSTN via the BT Ireland SIP Trunk service.

« Nome [ Elemants [ Routing / Dlal Patierns [+ ]
Heb 7
Dial Pattern Details 1'-_5_'2',’:5 JE‘E
2l
* Pattern: 061
" Minc 3
* Max: 15

Emergency Calk:
Emergency Priority:

Emergency Type:

SIP Domain: AL
Notes:
mating Locations and Routing Polices
1lem Flter: Enabils
Originsting Location Name . Orsginating Location Netes Routing Policy Name Rank “"‘;:.';';‘b;;";" ¥ [Routing Policy Destination Routing Policy Notes
VM_SMGR to_AvayaSECE o AvayaSECE
Select < A, None
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The following screen shows an example dial pattern configured for the CS1000. This dial pattern
will route the calls to the CS1000 endpoints.

o Home [ Elamests / Rauting | Dial Patteees -]
reg?
Déal Pattern Detalls (Commsd (Caneal
General
" Patterm; 01448
"M 5
© Max: 16
Emergency Calt
Emergency Priarity:
Emergency Type:
$1P Domaie:  -ALL- v
Notes;
Ornginating Locations and Rouling Polickes
1item o Flter: Enabie
7] 1Ovignsting Location Memve o |Ovigineting Lecation Motes | Rooting Policy Ness  Rank '““'.'"" PeRcY' msting Pelicy Destination | Routing Peficy Notes
L1 wm_swar to_C51K_R.76 o CSIK_R7.E
Selact ; AL Noow
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7. Configure Avaya Session Border Controller for Enterprise

This section describes the configuration of the Avaya SBCE. The Avaya SBCE provides security
and manipulation of signalling to provide an interface to the Service Provider’s SIP Trunk that is

standard where possible and adapted to the Service Provider’s SIP implementation where
necessary.

7.1. Access Avaya Session Border Controller for Enterprise

Access the Avaya SBCE using a web browser by entering the URL https://<ip-address>, where

<ip-address> is the management IP address configured at installation and enter the Username
and Password.

A\ Log In tu Avays Sessen Sorder Controfier for Erkorpetes

AVAYA =

Session Border Controller
for Enterprise

The main page of the Avaya SBCE will appear.

ve Cortintes fe Enteepime Wisdawe Interimt bxplares
O v AT iR

B OB e Fpotel N o

“ Wonthamte 1 v A O B

(Pt |y £ = O Gac Cartydl Commme £ From Ikl

. "
- @ temwgion e A\ Dot bow G- dosen Saisl I |

Session Border Controller for Enterprise

Osshboant Dassrboarnd
Admrentinton

BackugRestors
EORTTI— N

@ Yimrmt Rt
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To view system information that was configured during installation, navigate to System
Management. A list of installed devices is shown in the right pane. In the case of the sample
configuration, a single device named GSSCP_03 is shown. To view the configuration of this
device, click View (the third option from the right).

2 Sstom Mavegpemment — Avays Sensten Border Controles b Enterprme - Wisdews Imecimt [ xplarer
& v AT iR W cathausbre ) v 4 O £
BOER e Fpots Ix o
Pouries | 4 £ v O Gac Cartydl Commr £ Frem Wil
2\ S Maraaant - Aave Shuson ey (oo ol - O - e Wetre g @ "

Session Border Controller for Enterprise AVAYA
Oashbomrd System Mansgement
Adreestration

SackpRestore
System Managemant
Qiobal Paeammters

Global Proties

SIP Chaiter

el
GaacP @ 10 9.2 6 EZ10W  Commesiend [

DOormain Poloies
TLS Namagermant

Device Specic Setings

oo @ Vimmt v Nion -

The System Information screen shows the Appliance Name, Device Settings and DNS
Configuration information.

System Information: GSSCP_03 X

r General Configuration Device Configuration
Appliance Name GSSCP_03 HA Mcde No
Box Type SiP Two Bypass Mode Mo
Deplocyment Mode Proxy

r Network Configuration

P Public IP Netmask Gateway interface

10.10.3.20 10.10.2.20 255.265.255.0 10.10.2.1 Al
182.168.37.2 192.168.37.2 255.255.255.128 192.168.37.1 B1
10.10.2.3S 10.10.3.35 255.255.255.0 10.10.2.1 Al

r DNS Configuration Management IP(s)
Primary DNS 8888 [ P 10.10.2.55
Secondary DNS 10.10.7.100
DNS Location DMZ
DNS Client 1P 192.168.37.2
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7.2. Global Profiles
When selected, Global Profiles allows for configuration of parameters across all Avaya SBCE

appliances.

7.2.1. Server Interworking - Avaya

Server Interworking allows the configuration and management of various SIP call server-specific
capabilities such as call hold and T.38. From the left-hand menu select Global Profiles -2
Server Interworking and click on Add Profile.

Click on Next on the following screens.

CMN; Reviewed:
SPOC 6/9/2015

Enter profile name such as Avaya_SM and click Next (Not Shown)
Check Hold Support=None

Check T.38 Support

All other options on the General Tab can be left at default

Profile: Avaya X

Heold Support

180 Handling
181 Handling
182 Handling
182 Handling
Refer Handling

URI Group
3xx Handling

Diversicn Header Support
Delay=sd SDF Handling
Re-Invite Handling
T.28 Support

URI Scheme

Via Header Format

& None
O RFC2542-c=0.0.0.0
O RFC23284 - a=sendonly

G None SDP O No SDP

o
@ None O spDP

8]

No SDP

& None

Q

soF O No SDF

O

& None soP O No SDP

O

@ siF O TEL O ANY

o

&} RFC3261
O RFC2542
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Default values can be used for the Advanced Settings window. Click Finish

Profile: Avaya X

Record Routes

Topolegy Hiding: Change Call-ID
Call-Info NAT
Change Max Forwards
Include End Point IP for Context Lockup
CCS Extensions
AVAYA Extensions
NORTEL Extensions
Diversion Manipulation
Diversion Header URI
Metaswitch Extensions
Reset on Tslk Spurt
Resst SRTP Context on Session Refresh
Hss Remote SBC
Route Respense on Via Port

Cisco Extensions

'S

“/ None

o Y e
“/ Single Sid=s
®) :

‘¥ Both Sides

B O O

G I R | @ & @ EY 3

&

o O
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7.2.2. Server Interworking — BT Ireland
Server Interworking allows the configuration and management of various SIP call server-specific
capabilities such as call hold and T.38. From the left-hand menu select Global Profiles >
Server Interworking and click on Add Profile.

Enter profile name such as BT and click Next (Not Shown)

Click on Next on the following screens.

CMN; Reviewed:
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Check Hold Support = None

Check T.38 Support

All other options on the General Tab can be left at default

Profile: BT X

Hold Support

180 Handling
181 Handling
182 Handling
182 Hsndling
Refer Handling

URI Group
2xx Handling

Diversion Hesder Support
Delayed SDF Handling
Re-Invite Hsndling
T.38 Support

URI Scheme

Via Header Format

General

@ Nene
O RFC2542-0=0.0.0.0
O RFC3284 - a=sendonly

@ None O spDP O NoSDP
® Nene © spp © nosDP
® Nene O spP O No SDFP

® None © spP © NoSDP

O
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Default values can be used for the Advanced Settings window. Click Finish.

Profile: BT X

Record Routes

Topolegy Hiding: Change Csll-iD
Call-Info NAT
Change Max Forwards
Include End Point IP for Context Lockup
OCS Extensions

VAYA Extensions
NORTEL Extensions
Diversion Manipulation

Diversicn Header URI

Metaswitch Extensions
Reset on Talk Spurt
Reset SRTF Context on Session Refresh
Has Remote SBC
Route Response on Via Port

Cisco Extensions

- Nene
Single Side
Both Sides

@O

B A B B | B B A AR 3 090

S
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7.2.3. Routing

Routing profiles define a specific set of packet routing criteria that are used in conjunction with
other types of domain policies to identify a particular call flow and thereby ascertain which
security features will be applied to those packets. Parameters defined by Routing Profiles include
packet transport settings, name server addresses and resolution methods, next hop routing
information, and packet transport types.

Routing information is required for routing to Session Manager on the internal side and BT
Ireland addresses on the external side. The IP addresses and ports defined here will be used as
the destination addresses for signalling. If no port is specified in the Next Hop IP Address,
default 5060 is used.

Create a Routing Profile for both Session Manager and BT Ireland SIP trunk. To add a routing
profile, navigate to Global Profiles = Routing and select Add Profile. Enter a Profile Name
and click Next to continue.

In the new window that appears, enter the following values. Use default values for all remaining
fields:

e URI Group: Select “*” from the drop down box.

e Next Hop Server 1: Enter the Domain Name or IP address of the
Primary Next Hop server, e.g. Session Manager.

e Next Hop Server 2: (Optional) Enter the Domain Name or IP address of

the secondary Next Hop server.
e Routing Priority Based on

Next Hop Server: Checked
e Use Next Hop for

In-Dialog Messages: Select only if there is no secondary Next Hop server.
e Outgoing Transport: Choose the protocol used for transporting outgoing

signalling packets.
Click Finish.

The following screen shows the Routing Profile to Session Manager.

Routing Profiles: Avaya

L2ad | Fename || Cooe || Delze

Routing Profiies Chick here & add 2 desonpbon.

defauit 1
Aouting Profie

Avaga

BT_SBC A

Nexdt Hop Senver 1 Next Hop Server 2

BI_SEC B

10.10.319 —
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The following screen shows the Routing Profile to BT Ireland SBC A.

Routing Profiles; BT_SBC_A
(o) (Fera ] (e ] (Diete ]

Ak By 10 300 3 Sesomhion

ATfa

BY_SBC A

BT_SBC_B 192168 16,163

The following screen shows the Routing Profile to BT Ireland SBC B.

Routing Profiles: BT_SB8C_B
(Feane ) (Dorm | [Gote ]

CHOE NErs 10 3¢ 3 Gasonghion

sara
BY_SEC A
Nuet Hop Sarver ¢
HI_SBCR =K 8217216.179 = we  Et
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7.2.4. Server Configuration— Avaya Aura® Session Manager

Servers are defined for each server connected to the Avaya SBCE. In this case, BT Ireland is
connected as the Trunk Server and Session Manager is connected as the Call Server.

The Server Configuration screen contains four tabs: General, Authentication, Heartbeat, and
Advanced. Together, these tabs allow administrator to configure and manage various SIP call
server-specific parameters such as TCP and UDP port assignments, IP Server type, heartbeat
signalling parameters and some advanced options. From the left-hand menu select Global
Profiles = Server Configuration and click on Add Profile and enter a descriptive name. On
the Add Server Configuration Profile tab, set the following:
Select Server Type to be Call Server.

Enter IP Addresses / Supported FQDNs to 10.10.3.19 (Session Manager IP Address).
For Supported Transports, check TCP.

CMN; Reviewed:

TCP Port: 5060.

Click on Next (not shown) to use default entries on the Authentication and Heartbeat

Server Configuration Profile - General X

tabs.

Server Type

Separaie entries with commas

Supported Transports

TCP Port
UDP Port

TLS Port

IF Addresses / Supported FQDNs

| Call Server v

|18,18.3.18

SPOC 6/9/2015
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On the Advanced tab:
e Select Avaya for Interworking Profile
e Click Finish

Server Configuration Profile - Advanced X

Enable DoS Protection O

Enstle Grooming O

Intenworking Profile ‘,;’l,vaya v_‘

Signaling Manipulation Script VNrohe' iv,:

TCP Connection Type @ susip O PORTID O MAPFING
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7.2.5. Server Configuration — BT Ireland
To define the BT Ireland SBC as a Trunk Servers, navigate to select Global Profiles = Server
Configuration and click on Add and enter a descriptive name. On the Add Server
Configuration Profile tab, click on Edit and set the following:

e Select Server Type as Trunk Server

e Set IP Address to 192.168.16.163 (BT Ireland SBC A)

e Supported Transports: Check UDP

e UDP Port: 5060

e Hit Next (not shown)

Server Configuration Profile - General X

Server Type | Trunk Server v |

192.168.15.183

IP Addresses / Supported FQDONs
Separats entries Wi commMEs

O Tep
Supperted Transports UDP
O 1s
TCP Port
UDF Port 5060
TLS Port
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In the new window that appears, enter the following values as BT Ireland require authentication
to connect to their network:

Enabled Authentication:
User Name:

Realm:

Password

Confirm Password

Click Next to continue.

Server Configuration Profile - Authentication X

Checked

Enter username provided by the Service Provider
Enter realm details provided by the Service Provider
Enter password provided by the Service Provider
Re-enter password provided by the Service Provider

Enable Authentication
User Name TOMxooaﬂ
Realm
{Leave blank to datect from server challenge)
Password
{(Leave blank to kesp existing password)
Confirm Password
On the Advanced tab:
e Select BT for Interworking Profile
e Click Finish
Enable DoS Protection O
Enable Grooming O
Interworking Profile BT v
Signaling Manipulation Script tNgn‘eﬂ v
UDP Connection Type @ susip O PoRrTIC O MAPPING
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To define the second BT Ireland SBC B as a Trunk Servers, navigate to select Global Profiles
-> Server Configuration and click on Add Profile and enter a descriptive name. On the Add
Server Configuration Profile tab, click on Edit and set the following:

e Select Server Type as Trunk Server

e Set IP Address to 192.168.16.179 (BT Ireland SBC B)

e Supported Transports: Check UDP

e UDP Port: 5060

e Hit Next (not shown)

Server Configuration Profile - General X

Sarver Type | Trunk Server Vv

192.188.15.179

IP Addresses / Supported FQDONs
Separaz eniries Wit commss

O tep
Supported Transports UDP
O71s
TCP Port
UDP Port 5060
TLS Port
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In the new window that appears, enter the following values as BT Ireland require authentication
to connect to their network:

Enabled Authentication:
User Name:

Realm:

Password

Confirm Password

Click Next to continue (not shown).

Server Configuration Profile - Authentication X

Checked

Enter username provided by the Service Provider
Enter realm details provided by the Service Provider
Enter password provided by the Service Provider
Re-enter password provided by the Service Provider

Enable Authentication
User Name TOMxooaﬂ
Realm
{Leave blank to datect from server challenge)
Password
{(Leave blank to kesp existing password)
Confirm Password
On the Advanced tab:
e Select BT for Interworking Profile
e Click Finish
Enable DoS Protection O
Enable Grooming O
Interworking Profile BT v
Signaling Manipulation Script tNgn‘eﬂ v
UDP Connection Type @ susip O PoRrTIC O MAPPING
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7.2.6. Topology Hiding

Topology hiding is used to hide local information such as private IP addresses and local domain
names. The local information can be overwritten with a domain name or IP addresses. The
default Replace Action is Auto, this replaces local information with IP addresses, generally the
next hop. Topology hiding has the advantage of presenting single Via and Record-Route headers
externally where multiple headers may be received from the enterprise, particularly from Session
Manager. In some cases where Topology Hiding can’t be applied, in particular the Contact
header, IP addresses are translated to the Avaya SBCE external addresses using NAT.

To define Topology Hiding for Session Manager, navigate to Global Profiles > Topology
Hiding from menu on the left hand side. Click on Add and enter details in the Topology Hiding
Profile pop-up menu (not shown).

e Enter a descriptive Profile Name such as Avaya_SM.

e If the required Header is not shown, click on Add Header.

e Under the Header field for To, From and Request Line, select IP/Domain under

Criteria and Overwrite under Replace Action. For Overwrite value, insert avaya.com.
e Click Finish (not shown).

Topology Hiding Profiles: Avaya
A _fenane | [ Cone ) (Dol
CHor here o 8dd 5 descnption

Toposogy Meng

Toposgy Wang Profies
defaul

o 1 _profie

Cresrmrile Value

Hesdn
Avaye -

From IFDomain

ar

Refer-To IFDomain A —

s {FDomam Auto

spe FDomain Ao

Rafames-8y IFDomain At -

Requestine FDomam Oweraniie apa com
To IFDomain Owerariie SVEra com
Recorg-Route IFDomain A -

[Ea]
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To define Topology Hiding for BT Ireland, navigate to Global Profiles = Topology Hiding
from the menu on the left hand side. Click on Add and enter details in the Topology Hiding
Profile pop-up menu (not shown).
e Inthe Profile Name field enter a descriptive name for BT Ireland such as BT and click
Next.
e If the required Header is not shown, click on Add Header.
e Under the Header field for To, From and Request Line, select IP/Domain under
Criteria and Auto under Replace Action.
e Click Finish (not shown).

Topolegy Hiding Profiles: BT
Y (Fanarse | [ Toe | (Dot |
s | Toposogy Hdng
SR ‘ Haeadar C Raplace Acton Overwnie Vale
ays ‘ Frem @iDomam Aute ~
Y Refer-To PDomam e
‘ Wa WiDomam Ao =
S0P #Domam At
‘ Retemec-B8; FDomain e -—
‘ Reguest-ine #Domam At
To FDomain ano
Record-Roue IFDomain A -
| (=]
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7.3. Define Network Information

Network information is required on the Avaya SBCE to allocate IP addresses and masks to the
interfaces. Note that only the Al and B1 interfaces are used, typically the Al interface is used for
the internal side and B1 is used for external. Each side of the Avaya SBCE can have only one
interface assigned.

In the test configuration, two IP addresses were used on the internal interface so that different
server flows could be assigned depending on which interface address the SIP messages were
received on. These server flows were used to direct traffic to the two BT Ireland SBCs
separately.

To define the network information, navigate to Device Specific Settings = Network
Management from the menu on the left-hand side and click on Add IP. Enter details in the
blank box that appears at the end of the list

Define the two internal IP address with screening mask and assign to interface Al
Select Save to save the information

Click on Add IP

Define the external IP address with screening mask and assign to interface B1
Select Save to save the information

Click on System Management in the main menu

Select Restart Application indicated by an icon in the status bar (not shown)

Network Management. GSSCP_03

| taetsrorx Conngursece || interface Confguration |

GeSCE 03

MIECERGTE G Oed Bty O Wi TF OMrwnd (7 B ZE20CTMN ] Qalia Pl s AN wOh LAY 1R DD w Ty Wt ARy Ciun restarts Can De (Kuued nom

asietn Matagenui

| AT Medmiman 265 295 550 A2 Notmas DY Netmass | 255 265 25 104 B2 Moetmas)

Select the Interface Configuration tab and click on Toggle State to enable the interfaces.

Network Management: GSSCP_(3

RO BN | Fecroce Contonranon

GSSCP_03

Nare Admnsirgve Szhs
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7.4. Define Interfaces

When the IP addresses and masks are assigned to the interfaces, these are then configured as
signalling and media interfaces.

7.4.1. Signalling Interfaces

To define the signalling interfaces on the Avaya SBCE, navigate to Device Specific Settings 2>
Signaling Interface from the menu on the left hand side. Details of transport protocol and ports
for the internal and external SIP signalling are entered here.

To enter details of transport protocol and ports for the SIP signalling on the internal interface to
be used in the server flow for BT Ireland SBC A:
e Select Add and enter details of the first internal signalling interface in the pop-up menu
(not shown)
e Inthe Name field enter a descriptive name for the interface
e For Signaling IP, select one of the internal signalling interface IP addresses defined in
Section 7.3
e Select TCP port number, 5060 is used for the Session Manager

To enter details of transport protocol and ports for the SIP signalling on internal interface to be
used in the server flow for BT Ireland SBC B:
e Select Add and enter details of the internal signalling interface in the pop-up menu (not
shown)
e Inthe Name field enter a descriptive name for interface
e For Signaling IP, select the other internal signalling interface IP address defined in
Section 7.3
e Select TCP port number, 5060 is used for the Session Manager

To enter details of the external SIP signalling:
e Select Add and enter details of the external signalling interface in the pop-up menu (not
shown)
e Inthe Name field enter a descriptive name for the external signalling interface
e For Signaling IP, select an external signalling interface IP address defined in Section
7.3
Select UDP port number, 5060 is used for the SIP Trunk

Signaling Interface; GSSCP_03

GSSCP 03 —
| Acd )

. Sig A 1690330 5060 2080 Nane
£ _Sig 192 958372 8060 040 Nene
o _Sg B 1030335 5060 $060 - None
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7.4.2. Media Interfaces

To define the media interfaces on the Avaya SBCE, navigate to Device Specific Settings 2
Media Interface from the menu on the left hand side. Details of the RTP and SRTP port ranges
for the internal and external media streams are entered here. The IP addresses for media can be
the same as those used for signalling.

To enter details of the media IP and RTP port range on the internal interface to be used in the
server flow for BT Ireland SBC A.

e Select Add Media Interface and enter details in the pop-up menu

e Inthe Name field enter a descriptive name for the internal media interface

e For Media IP, select an internal media interface IP address defined in Section 6.3

e Select RTP port ranges for the media path with the enterprise end-points

To enter details of the media IP and RTP port range on the internal interface to be used in the
server flow for BT Ireland SBC B.

e Select Add Media Interface and enter details in the pop-up menu

e Inthe Name field enter a descriptive name for the internal media interface

e For Media IP, select an internal media interface IP address defined in Section 6.3

e Select RTP port ranges for the media path with the enterprise end-points

To enter details of the media IP and RTP port range on the external interface to be used in the
server flow.

e Select Add Media Interface and enter details in the pop-up menu

e In the Name field enter a descriptive name for the external media interface

e For Media IP, select an external media interface IP address defined in Section 6.3

e Select RTP port ranges for the external media path

The following screen shows the Media Interfaces created in the sample configuration for the
inside and outside IP interfaces.

Media Interface: GSSCP_03

GSSCP_6)
Magting or geeing 30 eantng modia iMaace wit Inques 4 000 Calon reglan Deftre MK0G ¢feCl ARNRCHSON PesEuTs Can D¢ (ksusd Rom Sysiam
Mungoemene

(%]

Name Meaa ¥ Feort Range
nt_Meda_a 10000 -51000

Ed_Mesia 10000 - 51000

nt_Meds_B 10000 - £1000

CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 60 of 78
SPOC 6/9/2015 ©2015 Avaya Inc. All Rights Reserved. BTIRE_CS1KSMSBC



7.5. Server Flows

Server Flows combine the previously defined profiles into outgoing flows from Session Manager
to BT Ireland’s SIP Trunk and incoming flows from BT Irelands SIP Trunk to Session Manager.
This configuration ties all the previously entered information together so that signalling can be
routed from Session Manager to the PSTN via the BT Ireland network and vice versa. The
following screen illustrates the flow through the Avaya SBCE to secure a SIP Trunk call.

SIP Trunk Servce Provider

Avaya SBCE

Two server flows are required for outgoing traffic and two are required for incoming. This is so
that traffic can be routed to both the network SBCs and can also be received from both network
SBCs. As mentioned previously, the network SBCs have been designated as BT Ireland SBC A
and BT Ireland SBC B for the purposes of the testing and documentation.

This configuration ties all the previously entered information together so that calls can be routed
from Session Manager to BT Ireland SIP Trunk service and vice versa. The following screenshot
shows all configured flows.

Subscriber Flows ] I Server Flows l

Hover over 8 row to see its description.
Server C ion: Avaya
Update

Flow Name URI Group Received Interface Signaling Interface End Point Policy Group Routing Profile

1 | call_servera - Ext_Sig Int_Sig_A defaultlow BT_SBC_A

2 | Call_Server B - Ext_Sig Int_Sig_B default-low BT_SBC_B

Server Configuration: BT_SBC_A

Flow Name URI Group Received Interface Signaling Interface End Peint Policy Group Routing Profile

1 | Trunk_Server_A = Int_Sig_A Ext_Sig default-low Avays View Clone Edit Delete

Server Configuration: BT_SBC_B

Priority Flow Name URI Group Received Interface Signsling Interface End Point Policy Group Routing Profile
1| Trunk_servecs . Int_Sig_B Ext_Sig defaultlow Avaya View Clone Edit Delete
CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 61 of 78

SPOC 6/9/2015 ©2015 Avaya Inc. All Rights Reserved. BTIRE_CS1KSMSBC



To define a Server Flow for Session Manager to each of the network SBCs, navigate to Device
Specific Settings = End Point Flows.

Click on the Server Flows tab.
Select Add Flow and enter details in the pop-up menu.

In the Name field enter a descriptive name for the server flow for the Session Manager,
in this case Call_Server_A was used.

In the Server Configuration drop down menu, select the Server defined in Section 7.2.4
for Session manager.

In the Received Interface drop-down menu, select the external SIP signalling interface
defined in Section 7.4.1.

In the Signaling Interface drop-down menu, select the first internal SIP signalling
interface defined in Section 7.4.1.

In the Media Interface drop-down menu, select the internal media interface defined in
Section 7.4.2.

In the Routing Profile drop-down menu, select the routing profile of BT Ireland SBC A
defined in Section 7.2.3.

In the Topology Hiding Profile drop-down menu, select the topology hiding profile of
the Session Manager defined in Section 7.2.6 and click Finish.

Flow: Call_Server_A X

Flow Neme Call_Server_A
Server Configuration Avaya v
UR! Group |~ V
Transport ° R
Remote Subnet [

Reocsived Interface Ext_Slg v/
Signsaling Interfscs :Int_Sig_A V

Medis Interface Int_Medié_A v

End Point Policy Group 'de'fautHow ]
Routing Profile BT_SBC_A i

Topology Hiding Profile Avaya |

File Transfer Profile 'None |

Repeat the above process for Call_Server_B, selecting the specific Call_Server_B entries for

serer flow configuration.
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To define Server Flows for the BT Ireland network SBCs (BT Ireland SBC A and BT Ireland
SBC B), navigate to Device Specific Settings = End Point Flows.

Click on the Server Flows tab.

Select Add Flow and enter details in the pop-up menu.

In the Name field enter a descriptive name for the server flow for BT Ireland SBC A, in
this case Trunk_Server_A was used.

In the Server Configuration drop down menu, select the Server defined in Section 7.2.5
for BT Ireland SBC A

In the Received Interface drop-down menu, select the internal SIP signalling interface
defined in Section 7.4.1.

In the Signaling Interface drop-down menu, select the external SIP signalling interface
defined in Section 7.4.1.

In the Media Interface drop-down menu, select the external media interface defined in
Section 7.4.2.

In the Routing Profile drop-down menu, select the routing profile of the Session
Manager defined in Section 7.3.

In the Topology Hiding Profile drop-down menu, select the topology hiding profile of
BT Ireland defined in Section 7.2.6 and click Finish.

Flow: Trunk_Server_A X

Flow Name ?T,’Llnk_sewer_.%.
Server Configuration JBT_S BCTA v
URI Group T ¥
Transport ® Vv,

Remote Subnet [*

Received Interface {Int_Sig_A ™
Signsling Interfacs |Ext_Sig
Medis Interface | Ext_Media -
End Peint Policy Group | defaultdow v
Routing Profile | Avqya vj
Topology Hiding Profile BT v
File Transfer Profile | None v

Repeat the above process for BT Ireland SBC B, selecting the specific BT Ireland SBC B entries

for server flow configuration.
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8. BT Ireland Configuration

The configuration of the BT Ireland equipment used to support the BT Ireland SIP Trunk service
is outside of the scope of these Application Notes and will not be covered. To obtain further
information on BT Ireland equipment and system configuration, please contact an authorized BT
Ireland representative.

9. Verification Steps

This section provides verification steps that may be performed in the field to verify that the
solution is configured properly.

9.1. Avaya Communication Server 1000 Verification

This section illustrates sample verifications that may be performed using the Avaya CS1000
Element Manager GUI.

9.1.1. IP Network Maintenance and Reports Commands

From Element Manager, navigate to System = IP Network - Maintenance and Reports as
shown below. In the resultant screen on the right, click the Gen CMD button.

C$51000 Element Manager

Node Maintenance and Reports

Medw © 200 P B 201052 Tolw slesmrn |

The General Commands page is displayed. A variety of commands are available by selecting
an appropriate Group and Command from the drop-down menus, and selecting Run.

To check the status of the SIP Gateway to Session Manager in the sample configuration, select
Sip from the Group menu and SIPGwShow from the Command menu. Click Run. The example
output below shows that Session Manager has SIPNPM Status “Active”.
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The following screen shows a means to view registered SIP telephones. The screen shows the
output of the Command sigSetShowAll in Group SipLine.

Moerigty BLIGITE  Deemare aies
Sewnm o ¥ Hgrenw » Nody Usrigege 4 Wgowty o Davers Camrent "
General Commands
Elamert # 150188372 Eigmgn ¥ Sazrgd oo B, Agwpe PPN
I Comvana ugSetSroadil v ] " |
2 e | 150 158 272 P——— 7;;’——1
Upes il Mesnld ™ Cliante ails  BesHandle Pas I ML Type
IF line
I¥ lines
L ¥

The following screen shows a means to view IP UNIStim telephones. The screen shows the
output of the Command isetShow in Group Iset.
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9.2. Verify Avaya Communication Server 1000 Operational Status

Expand System on the left navigation panel and select Maintenance. Select LD 96 - D-Channel
from the Select by Overlay table and the D-Channel Diagnostics function from the Select by
Functionality table as shown below.

AVAYA €S1000 Element Manager

~LCM Heowork Sanices = Vesgey MAEIE Veeave
o Tyetam s Unrwrarce
Links
tual Termana Maintenance
System
v Aarmre
-Martenmie
+Covm Equipment & Select by Overlay € Sefect oy Functionaity
~Perphant Equpment

g

-Eﬂg.’ﬂ!len vane
<Emecgence Sencen
+ Saksare
- Customan
- Rowtes end Trirky
~Routes a0d Trurks
-D-Chanrmis
=Dl Thunk Inkefics
- Dvatnng andd Nustrbwring Mlens
~ELeiortis Swhihd FMtia
~Flunitie Coos Maaron
~ Inareg DGR Tranalston
- fnones
~Tomplates

PECCLEELEEEEER s
DoDoobobDODDbDDLY
D 4>

~Repons

~Yhws

«Lub
Frapases
Ngratan

\D
o
0
\D s

Select Status for D-Channel (STAT DCH) command and click Submit to verify status of
virtual D-Channel as shown below. Verify the status of the following fields.

e APPL_STATUS Verify status is OPER

e LINK STATUS Verify status is EST ACTV

EVAVA €81000 Element Manager
4|

[ VCM hstaork Sarvicos 2 g MAIERLS Usertane s
[ Wt Fyview » Upgiengage » C-Crerrei Cogreatcy
(- ks
- usl Temings D-Channel Diagnostics
[ Systom
+Alyma
-amnyre Desgnostic Commmnds Command Paramefees

e T

~Parigheral Equemem

+IP tisdncrd

o lietaed — _——

ERQntansd Vdues rﬁzu---.:.wu. Facoer [ENL AUTO

+ Emaepang

+ Shuie
[ Customens | Estaion ©-Cramet =37 0CH
|- Routes and Truriy

~Aostes ard Trunks

-D-Cagmnls -

- Dl Trunk etacs © D) SF_DCHOF =57 AL uT
|- Chating and Nurraning Plans

-Elecronc Satehid Hstwon —

~Flanhn Cote Resvioom ARSI =

=Inceming DApt Transtation e
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[EAJERIERIEA| ©
-]
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9.3. Verify Avaya Aura® Session Manager Operational Status

9.3.1. Verify Avaya Aura® Session Manager is Operational

Navigate to Elements - Session Manager = Dashboard (not shown) to verify the overall
system status for Session Manager. Specifically, verify the status of the following fields as
shown below.

Munwe [/ Elamants [ Sessien Mamager | Dashboard 4]

Session Manager Dashboard

Ths jage providen the ovenl stanes 30d hasth summarny of asch admirimarse
Feascn Marage

session Manager Instances

|Service State *  Shutdown System *| As of 9:31 AM

S iem 2 Pam Alllv] iter: Eralile
Seasian Manager Type |TeSts PYp— Setarity service State Caltity Active Call |1 ctrmtions, D848 User luls Starege |\ cinn
Basa Ml st Saad Beoliadice Stalus
o aid 3 Accept M X 5 o
l Sssion Manager coe @ t/0/0  Up e 0/4 ) 343 v v & :....o.r..-x.w]

Seiect | Al Nooe

Navigate to Elements = Session Manager = System Status = Security Module Status (not
shown) to view more detailed status information on the status of Security Module for the specific
Session Manager. Verify the Status column displays Up as shown below.

Warme [ Elurmots | Sessam Mansger [/ System Status | Security Module Status [+]

Security Module Status

This page dllows pou Be e Bhe siatus of aach Seasion Mateger's Security Modue
#7d to perform certain actions,

Reset| Synchrence |Connecton Statuc

iltem O Show -:u.}; Filter; Enable
Detailt  Sessien Manapes Type States Coonections 1P Address VLAN | Dofaull Gateway NIC Sosding  Estity Links [expected / actual) Cestificate Used
[ Show Sewpien_Nanager sv up W IR IN3e 101033 Diuaded 44 Contomer CA ]
Select 1 Nane
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9.3.2. Verify SIP Entity Link Status

Navigate to Elements - Session Manager = System Status = SIP Entity Monitoring (not
shown) to view more detailed status information for one of the SIP Entity Links. Select the SIP
Entity for CS1000 from the All Monitored SIP Entities table (not shown) to open the SIP

Entity, Entity Link Connection Status page. In the All Entity Links to SIP Entity: Session
Manager table, verify the Conn. Status for the link is Up as shown below.

| Summary View

Status Details ter the selected Session Manager:

2 ftams  Feha Fiter
S Eniity N S Entity Resoboed B Pant Prots. Doy Corun Stats Porason Code Lk States
Avaya SBCE 1010320 5060 ce FaLSE e 200 Ox up
~ LS1K 2.0 16:10.9.21 060 P FALSE = 200 Ok U
' Cammunication Manager 10.108.67 5060 TCR FALSE ”» 200 Cx up
Messaaing 1010262 5060 TCP FALSE » 200 Cx

Verify the status of the SIP link is up between Session Manager and the Avaya SBCE by going
through the same process as outlined above but selecting the SIP Entity for the Avaya SBCE in
the All Monitored SIP Entities: table.

Summary View
| B mi i A |

All Entity Links to SIP Enfity: AvayaSBCE

Status Details for the selected Session Manager:

1Hems Refresh Fiker: Enable
i Resohed 1P s
_) Session Manager 10.10.3.30 5050 T FalSE ue 200 CK ue
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9.3.3. Verify Avaya Aura® Session Manager Instance

The creation of a Session Manager Instance provides the linkage between System Manager and
Session Manager. This was most likely done as part of the initial Session Manager installation.
To add a Session Manager, navigate to Elements = Session Manager => Session Manager
Administration in the left-hand navigation pane and click on the New button in the right pane
(not shown). If Session Manager instance already exists, click View (not shown) to view the
configuration. Enter/verify the data as described below and shown in the following screen:

In the General section, enter the following values:

e SIP Entity Name: Select the SIP Entity created for Session
Manager
e Description: Add a brief description (optional)

e Management Access Point Host Name/IP: Enter the IP address of Session Manager
management interface

The following screen shows Session Manager values used for the compliance test.

¢« Home / Elements / Session Manager / Session Manager Administration
Help 1}
View Session Manager [Return
General «
SIP Enbty Name
Destnpbon
Management Access Point Host Name/1P
Dract Routng to Endpoirts
VMware Virtual Mackine [
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In the Security Module section, enter the following values:
e SIP Entity IP Address: Should be filled in automatically based on the SIP Entity
Name. Otherwise, enter IP address of Session Manager
signaling interface

e Network Mask: Enter the network mask corresponding to the IP address of
Session Manager

e Default Gateway: Enter the IP address of the default gateway for Session
Manager

Use default values for the remaining fields. Click Save (not shown). The following screen shows
the remaining Session Manager values used for the compliance test.

Security Module »

SIP Entity IP Address 10.10.3.19
Network Mask 255.255.255.0
Default Gateway 10.10.3.1
Call Control PHB 45
QOS Pnonity 6
Speed & Duplex Aufo
VLANID

*SIP Firewall Configuration
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9.4. Avaya Session Boarder Controller for Enterprise Verification

This section contains verification steps that may be performed using the Avaya Session Border
Controller for Enterprise.

9.4.1. Incidents

The Incidents Log Viewer display alerts captured by the Avaya SBCE. Select the Incidents link
along the top of the screen.

Session Border Controller for Enterprise AVAYA
Dashooara Oashboard
SRREATIN e Ui e ———

BacupResive

Tyaten Tirw 1S 3021 AN OMT
System Management
& Vernaos niian

Giohal Paameters

Qb Fiofees Bak Dete Mon A3 44 1ASETIATT 2014

SIP Cluster

Y T
XATIN Fobces - )
Domam Folcie Moo U GASCE_0F. Wrmoa Postaed Out-of Durog

TLS Management

o o, Lo el Outat.
Device Spacisc Setings BEDUS 03 Weton Pantisg Oulat Doy

DGSIF_01 Vaetest Moadess Outob Disiog
USSR (0 mrov! Fas g Ont-of Dupog
DGSOF_0) Wetex! Prsvttes Out-et Duscy

W sgtes haere

The following screen shows example SIP messages that do not match a Server Flow for an
incoming message.

-
Incident Viewer AVAYA
Dérica AR | Caegory (All b |m| | Re#esh | | Generate Repar |
Displaying results 1 1n 15 aul of 603

Muesauge Droppe TOEAT1684087078 1010714 12 36 PM Pobcy OS8CP_03 No Sulzecnibar Floww Mustched

Mussnge Dropped TOEAT 1486002457 100/14 1209 PM Pokey asscP_0 Mo Sutsscnbar Flow Mutched

Meazage Dvopped TOGAT 15BN 101014 1206 P2 Foscy No Subvscribar Mow Matched

Message Dvopped T064TIZTTZ21118 1010/14  1202PM  Pokcy 140 Subvscriber Fiow Matched

Measage Dvopped T0G4AT 1005327165 1010/18 1154 A Fokcy No Subscnber Mow Matched

Massage Dvopped 7064709622023 10790/ 14 1150 A Polcy o Subscriber Flow Motched

Measage Droppod TOGATOTSS30 1280 1090414 1145 A Polkcy No Subvscrdbar Flow Matched

Menzagn Dropped TORATOE13337685 10070/14 11 40 AM Polcy No Submscriber Flow Mutched

Munznge Dropped TOGATOUGETATIEN 1010/14 1135 AM Palcy No Subsscnber Flow Mutched

ACK Mesxage Oue of Dinlog YOO8 TOIESR20028 109014 1132 AM Protocol Discrepancy Ganernl Method not atiowed Oue-Of-Dusfog

Meszngn Deopped TOBATO365820010 100/:14 1199 A Pokcy No Subscnber Flow Matched

Call Dervad TOB4TO3ISSTNEZ1T e 1132 Am Polcy GS8CP_D3 NG Subssctiber Flow Matched

Call Dorwed TOB4TOMTE50753 101014 1131 am Polcy GSS8CP_03 No Subscribar Flow Matched

Masaage Drvopped TOB4T02979323988 101014 1129 AM Pokcy GS8CP 03 Mo Subssctibar Flow Matched o>
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9.4.2. Trace Settings

The Trace Settings tool is for configuring and displaying call traces and packet captures for the
Avaya SBCE.
To define the trace, navigate to Device Specific Settings = Advanced Options =
Troubleshooting = Trace in the main menu on the left hand side and select the Packet
Capture tab.

e Select the SIP Trunk interface from the Interface drop down menu

e Select the signalling interface IP address from the Local Address drop down menu

e Enter the IP address of the network SBC in the Remote Address field or enter a * to

capture all traffic
e Specify the Maximum Number of Packets to Capture, 10000 is shown as an example
e Specify the filename of the resultant pcap file in the Capture Filename field

Trace: GSSCP_03

R (oo | [
[caiTise

GSscP Packat Captura Confguration X
Status Ready
Interface Bl »
< 192 168 12257 ¥

Ramota Addass
Cogon P B

Pt
Protocal Al -
Maximum Mumber of Packets 10 Capturs 10000

Capture Filaname

SIP_T 1
UNrg the teme =) ot axiiting Dotoe sl cearenie i SIP_Trark_Tesipcap

Start Copture | | Cloar v

To view the trace, select the Captures tab and click on the relevant filename in the list of traces.

Trace: GSSCP_03

erl era]ihdmcm | Caphates |

GSSCP_0

(et

Fie Suize (tytes)

0 September 16, 2014 12 1352 PM GMT

The trace is viewed as a standard pcap file in Wireshark. If the SIP trunk is working correctly, a
SIP response in the form of a 200 OK will be seen from the BT Ireland network.
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10. Conclusion

These Application Notes describe the configuration necessary to connect Avaya Communication
Server 1000 R7.6, Avaya Aura® Session Manager R6.3 and Avaya Session Border Controller
for Enterprise R6.2 to BT Ireland SIP Trunk service. BT Ireland’s SIP Trunk service is a SIP-
based Voice over IP solution providing businesses a flexible, cost-saving alternative to
traditional hardwired telephony trunks. The service was successfully tested with a number of
observations listed in Section 2.2.
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Appendix A — Communication Server 1000 Software
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