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Abstract

These Application Notes describe the configuration of a Voice over IP (VoIP) solution
consisting of Extreme Networks BlackDiamond 8800 Series, Summit X650 Series, Summit
X460 Series and Summit X450 Series switches with Avaya IP Office and Avaya [P
Telephones in a converged VoIP and data network. Emphasis was placed on verifying the
prioritization of VoIP traffic and voice quality in a converged VolIP and data network scenario.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration of a Voice over IP (VoIP) solution
consisting of Extreme Networks BlackDiamond 8800 Series, Summit X650 Series, Summit
X460 Series and Summit X450 Series switches with an Avaya IP Office and Avaya IP
Telephones in a converged VolP and data network. Emphasis was placed on verifying the
prioritization of VolIP traffic and voice quality in a converged VoIP and data network scenario.

2. General Test Approach and Test Results

The general test approach was to configure a Voice over IP (VoIP) solution consisting of
Extreme Networks BlackDiamond 8800 Series, Summit X650 Series, Summit X460 Series and
Summit X450 Series switches with Avaya IP Office and Avaya IP Telephones with emphasis
placed on voice quality. The configuration (shown in Figure 1) was used to exercise the features
and functionality listed in Section 2.1.

2.1. Interoperability Compliance Testing

Interoperability compliance testing covered feature functionality, serviceability, and QoS
performance testing.

Compliance testing emphasis was placed on verifying the prioritization of VoIP traffic and voice
quality in a converged VolP and data network scenario.

Feature functionality tested:

e QoS - Layer 3 DiffServ-based QoS and Layer 2 priority (802.1p)
e Open Shortest Path First (OSPF)

e Load balancing

e VLANS

e Rapid Spanning Tree

e DHCP relay
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The telephony features verified to operate correctly included:

e Attended/Unattended transfer

e Conference call add/drop/participation
e Multiple call appearances

e Caller ID operation

e (Call forwarding

e Call Park,/Call pick-up

e Bridged call appearances

e Voicemail using Avaya Voicemail Pro
e Message Waiting Indicator (MWI)

e Hold/Return from hold

e Direct I[P Media (Shuffling)

e G.711 and G.729 codecs

Serviceability testing:

e Serviceability testing was conducted to verify the ability of the Avaya/Extreme VolP
solution to recover from adverse conditions, such as power cycling network devices and
disconnecting cables between the LAN interfaces. In all cases, the ability to recover after
the network normalized was verified.

2.2. Test Results

All feature functionality, serviceability, and performance test cases described in Section 2.1
passed. VolIP traffic and voice features worked properly while traversing Extreme Networks
BlackDiamond 8800 Series, Summit X650 Series, Summit X460 Series and Summit X450 Series
switches.

2.3. Support

For technical support on Extreme Networks products, consult the support pages at
http://www.extremenetworks.com or contact the Extreme Networks at: 800-998-2408.
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3. Reference Configuration

The network diagram shown in Figure 1 illustrates the network environment used for the
compliance test.

The Avaya and Extreme components used to create the Control Room included:

e Avaya [P Office 500

e Avaya [P Office Manager running on a PC
e Communication Manager Messaging

e Avaya 96x1 Series [P Telephone (H.323)
e Avaya 1600 Series IP Telephone (H.323)
e Avaya 2410 Digital Telephone

e Extreme Networks Summit X650-24t

e Extreme Summit X450e-24p

e DHCP/HTTP/TFTP Server

The Avaya and Extreme components used to create Lab-A included:

e Avaya 9600 Series IP Telephone (H.323)

e Avaya 96x1 Series [P Telephone (H.323)

e Extreme Summit X460-48p

e PC connected to the Avaya 9600 Series IP telephone switch port

The Avaya and Extreme components used to create Closet-A included:

e Avaya 96x1 Series I[P Telephone (H.323)
e Avaya 5600 Series I[P Telephone (H.323)
e Extreme Summit X450e-24p

The Avaya and Extreme components used to create Closet-B included:

e Avaya 96x1 Series [P Telephone (H.323)

e Avaya 1600 Series IP Telephone (H.323)

e Avaya 5600 Series IP Telephone (H.323)

e Extreme Black Diamond 8810

e PC connected to the Avaya 1600 Series IP Telephone switch port
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Figure 1: Avaya IP Telephony Network traversing Extreme Networks enterprise Solution
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4. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration

provided:
Equipment ’ Software/Firmware
Avaya PBX Products
Avaya IP Office 500 7.0 (5)
Avaya [P Office Manager 7.0 (5)
Avaya Messaging (Voice Mail) Products
Avaya Voicemail Pro 7.0 (17)
Avaya Telephony Sets
Avaya 1600 Series IP Telephone (H.323) 1.3
Avaya 5600 Series IP Telephones 8.016
Avaya 9600 Series [P Telephones 3.110b
Avaya 96x1 Series IP Telephones 6.0
Avaya 2410 Digital Telephone NA

Extreme Networks Products

Extreme Networks Summit X650-24t

ExtremeXOS 12.5.1.6

Extreme Networks BlackDiamond 8810 with

-8500-MSM-24 management module

-8500-G48T-e 48-port 10/100/1000BASE-T RJ-45
module with optional PoE installed

ExtremeXOS 12.5.1.6

Extreme Networks Summit X460-48p

ExtremeXOS 12.5.1.6

Extreme Networks Summit X450e-24p

ExtremeXOS 12.5.1.6

MS Products

DHCP/HTTP/TFTP Server

Microsoft Windows 2003 Server
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5. Avaya IP Office Settings

This section was included to verify that Avaya IP Office was configured correctly. Except where
stated, the parameters in all steps are the default settings and are supplied for reference. For all
other provisioning information such as provisioning of the trunks, call coverage, extensions, and
voice mail, please refer to the Avaya IP Office product documentation in Section 10.

Step | Description
1. | Avaya IP Office is configured via the Avaya IP Office Manager program. Log into the
Avaya [P Office Manager PC and select Start — Programs — IP Office — Manager to
launch the Avaya IP Office Manager application. Log into the Avaya IP Office Manager
application using the appropriate credentials.
2.| Avaya IP Office Manager Window.

The main Avaya IP Office Manager window appears. The following steps refer to the
Configuration Tree, which is in the left pane of the window.

ﬁ Avaya IP Office R6 Manager D0EOD705641F [6.0(18)] [Administrator{Administrator)]

File  Edit  Wew Tools Help

7 - B B A O0EON70S5641F - User - RemoteManager -
IP Offices E RemoteManager:
=K BOOTP (1) User |'\n'0icemai| I DD | ShorbZodes I Source Numbers | Telephony | Forwarding I Dial In I ‘oice Recording I Eutton Pi
Operator {3)

= O0EOD70SE41F Mame IRemoteManager
E]'"F"-‘. SVStem (1) [k bk o ok ok
B-F7 Line (8) Password I
[F]- Contro! Unit {5} er b e I**********
-4 Extension (28)
[]---2 0} Full Mame I
[ :
518X Shert Code (58) Exctersion |

@ Service () =
B o, RAS (1) Locale I J
- Incoming Cal Route (6) Priority |5 j

Eﬂ WanPork {0)

o Directary (0} System Phone Rights INone j

L7 Time Profile (03 : -
I:I---@ Firewal Prafie (1) Prafile IBa5|c User J
&1l 1P Raoute (3) I~ Receptionist

i Account Code (0)
- Ree License (70) ™ Enable SoftPhaone

i Tunnel {0} I~ Enable one- Paortal Services

- Loglcall LA (0} ™| Enable one-% TeleCommuter
I:I---§ 3 User Rights (&)
B¢ ARS (1) [ Ex Direckory

- RAS Location Reguest () :
% E9L1 System (1) D%Vp';e | Device Type Unknown

User Rights
’7User Rights wigw IUser data j
== 1
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Step | Description

3.| Verify H323 Gatekeeper information.

The Avaya IP Telephones will get Differentiated Services information from the Avaya IP
Office. In the Manager window, go to the Configuration Tree and click System, select the
LANT1 tab, then select the VoIP tab. Verify that the DiffServ Settings for DSCP and SIG
DSCP are set to 46 and 46, respectively.

ﬁ Avaya IP Office RT Manager O0E0070564 1F [ 7.0{5)] [ Administrator{Administrator}]

File  Edit ‘iew Tools  Help

7T =] j AN 2 ‘| | ooeEoo7ose+tF * System * DOEOO70SE41F -

IP Offices ﬁ OOEO0705641F

=% BOOTP(1)
Cperakor (33
\ DOENO705641F LAM Settings  YoIP | Network Topology | SIP Redqistrar |
-4 System (1)
= DOEQO7OS641F
-7 Line (&)
-2 Contral Unit (5 V¥ SIP Trumks Enable
-4 Extension (32)
[
£
[

Systern  LAN1 |L.0.N2 I DMS I Yoicemail I Telephony I Direckory Services I Systern Events I SMTF

¥ Hzzs Gatekeeper Enable

v sp Registrar Enable
]ﬂ ser (30}

]g HuntGroup {13

t-- @3 Short Code (58) " RTP Port Number R.ange

..... i v H323 Auto-create Extn -
& E g:r;ﬂ(ci(ﬂ) Port Range (Minimum)  [49152 =1
[]---@ Incoming Call Route (&) ' H323 Auto-create User Pott Range (Maximum)  |53246 =

----- £8 wanPort (0

----- @m Directary (0) v Enable RTCP Monitaring

I Time: Profile {0) On Port 5005

[]---@ Firewsall Prafile {17 — DiffServ Settings
&= [l IP Route (2) - = -

_____ & Account Code (0] BE —=| DSCP{Hex) IFC =] DscPMaskiHex) B8 —= 515 DSCP (Hex)
[+ Licence (710 f T <

..... @& Tunnel (D) |4E‘ 37 DSCP |53 'I CSCP Mask 46 =1 SIGDSCP
-fig User Rights (8) —DHCP Settings
- ARS (1)

,,,,, # RAS Location Reguest (0) Primary Site Specific Option Number (SSOM) 176

- E911 System (1) Secondary Site Specific Option Mumber (SSOMN) 242

WLAM IDisabIed hd I

1100 Woice WLAM Site Specific Option Mumber (SS0OM)  |232

1100 Yoice YLAN IDs |266

—RTP keepalives
- - Periodic I—
Scope |D|sabled I Himeut 0
Initial Iﬁ
s Disabled =
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Step

Description

Disable DHCP server on Avaya IP Office.
Select the LAN Settings tab. Set the DHCP Mode to Disabled. Click OK to continue (not
shown).

ﬁ Avaya IP Office R7 Manager 00E00705641F [7.0(5)] [Administrator{Administrator)]

- & BOOTR (1)

s Operator (3

: NOEOD7OSE41F

I System (1)

<3y DOEDOTOS641F
B4 Line (6)

[#H-#=2 Control Unik {5)
[#--4fy Extension (32}
E-§ User (300
[
[+

3@ HuntEroup (1)
- @ Short Code (58)
@ Service (1)
[+ -y RAS (1)
- Incoming Call Route (8]
- wanPart (0)
- abm Direckory (00
f.“ Time Profile {03
@ Firewwall Profile (13
-l TP Route (2)
- Account Code (0)
- Licence (71)
- i Tunnel {07
ﬁ ; User Rights {3}
- BRS (1)
- RAS Location Request (0)
[-f% E911 System (1)

F1-TF
sy )

[l
)

F1-TF
sy )

’7DHCP Mode

YaolP | Metwork Topology | SIP Reqistrar |

|1|:|.32.5a.1

IP Address

IP Mask. [255 . 255 285 . o

Primary Trans, IP Address ID .0 .0 .o

RIP Mode

INnne ﬂ

" Enable MAT

Murnber OF DHCP IP Addresses |1 3:

 Server © Client ¢ Diglin ' Disabled

File  Edit  View  Tools  Help
- =] = v oo 2 F C onEnnToss4iF - System - OOEON7OS641F -
IP Offices i= 00E00705641

Advanced
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Step | Description

5.| Verify Direct Media Path.

From the Configuration Tree, select Extension. Click on the IP telephone extension to
verify. Select the VoIP tab. Verify that Allow Direct Media Path is checked. Click OK to
continue. The changes must be saved before they will take effect, click the & icon to save
the configuration.

ﬁ'i Avaya IP Office R7 Manager D0DEDD705641F [7.0(5)] [Administrator{Administrator)]

File Edit ‘Wew Tools Help

- o = 0 oo 2 B ooEno7osedtF ~ Extension ~ 5012 40020 -

IP Offices E H323 Extension: 8012 40020

R BOOTP (1) Extn  WoIP |
Operator (3)
O0EQD7OSE41F IP Address o .0 .0 .0 r WoIP Silence Suppression

-EF.St;omEélo)?oss‘nF MAC Address Joo o o wm w Enable Faststart for
o non-Avaya IP phones
H-14 Line (6] Compression Mode Inutomatic Select
#-2 Control Unit {5)

IR r ke nsion (32)

¥ out of Band DTME

TDM->IP Gair |Defaule

™ Local Tones

r IP-=TDM Gain Deefault
-5 HuntGroup (1) | ¥ allow Direct Media Path
#1-@% short Code (58) Supplementary Services INone .
..... B service (0) ™ Reserve Avaya IP endpoint license

Lef L Lef L

F-afy RAS (1) ' e
R 3rd party IP endpoint |
E]___e Incaming Call Route (61 eserve 3rd party IP endpoint license

----- @ ‘WanPart {0}

----- am Directory (0)

£.1°) Time Profile (0)
{8} Firewall Profile (1)
[+ Jill IP Route {2)

----- @ Account Code {0)
[+ %, Licence (71)

----- & Tunnel {0}

[-f3 User Rights ()
F-" g ARS (1)

----- # RA3 Location Request (0)
(- E911 System (1)
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6. Configuration Control Room Extreme Summit X650-24t

This section addresses how to configure the Extreme X650-24t Switch. The X650-24t Switch
will be used as the core router and will perform Layer 2 and Layer 3 forwarding, enforce QoS
policies, run OSPF and rapid spanning tree.

1. Log into the Extreme X650-24t Switch.

Connect to the Extreme X650-24t Switch. Log in using the appropriate Login ID and
Password.

Login:
Password:
X650-24t #

2. Remove all ports from the native VLAN Default.

X650-24t # configure Default delete ports all

3. Create and configure QoS profile qp7
e Create QoS profile gp7
e Configure dotlp type.
e Configure diffserv examination code-point for qp7
e Configure diffserv replacement priority for code-point 46
e Enable diffserv examination on port 6 to enforce L3 QoS

X650-24t# create qosprofile qp7

X650-24t# configure dotlp type 6 qosprofile QP7

X650-24t# configure diffserv examination code-point 46 qosprofile QP7
X650-24t# configure diffserv replacement priority 6 code-point 46
X650-24t # enable diffserv examination port 6
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4. Create and configure the OSPF VLAN that is present in the control room and Lab A.
e Create the name for the OSPF VLAN.
e Assigna VLAN ID for the OSPF VLAN.
e Assign an IP address for the OSPF VLAN.
e Enable ipforwarding for the OSPF VLAN.
e Assign ports to the OSPF VLAN.

X650-24t# create vlan vlanOSPF

X650-24t# configure vlan vlanOSPF tag 2000

X650-24t# configure vlan vlanOSPF ipaddress 10.90.10.1 255.255.255.252
X650-24t# enable ipforwarding vlan vlanOSPF

X650-24t# configure vlan vlanOSPF add ports 6 untagged

5. Create and configure the telephony VLAN where the Avaya telephony equipment will run.
e Create Vlan name.
e Assigna VLAN ID for the telephony VLAN.
e Assign an IP address for the telephony VLAN.
e Enable ipforwarding for the telephony VLAN.
e Assign ports to the telephony VLAN.

X650-24t# create vlan vlan268

X650-24t# configure vlan vlan268 tag 268

X650-24t # configure vlan vlan268 ipaddress 10.32.68.254 255.255.255.0
X650-24t # enable ipforwarding vlan vlan268

X650-24t# configure vlan vlan268 add ports 1 tagged

6. Create and configure the voice VLAN that is present in the control room and closets.
e C(Create the name for the voice VLAN.
e Assigna VLAN ID for the voice VLAN.
e Assign an IP address for the voice VLAN.
e Enable ipforwarding for the voice VLAN.
e Assign ports to the voice VLAN.

X650-24t# create vlan voicel

X650-24t# configure vlan voicel tag 75

X650-24t# configure vlan voicel ipaddress 10.32.75.254 255.255.255.0
X650-24t# enable ipforwarding vlan voicel

X650-24t# configure vlan voicel add ports 1, 4-5 tagged
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7. Create and configure the data VLAN that is present in the control room and closets.

e Create the name for the data VLAN.

e Assigna VLAN ID for the data VLAN.
e Assign an IP address for the data VLAN.
e Enable ipforwarding for the data VLAN.
e Assign ports to the voice VLAN.

X650-24t # create vlan datavlanl
X650-24t# configure vlan datavlanl tag 85

X650-24t# configure vlan datavlanl ipaddress 10.32.85.254 255.255.255.0

X650-24t # enable ipforwarding vlan datavlanl
X650-24t # configure vlan datavlanl add ports 1,4-5 tagged

8. Create and configure the vlanstpd VLAN that is present in the control room and closets for

rapid spanning tree.

e C(reate the name for the vlanstpd VLAN.

e Assigna VLAN ID for the vlanstpd VLAN.
e Assign ports to the vlanstpd VLAN.

X650-24t # create vlan vlanstpd
X650-24t # configure vlan vlanstpd tag 222
X650-24t # configure vlan vlanstpd add ports 1,4-5 untagged

9. Create and configure the Access list to give priority to the voice VLAN traffic when

communicating to IP Office.

From the X650-24t : CLI enter: vi SMPRI.pol
From the open vi session, enter the following information:

entry voicel {
if {
source-address 10.32.75.0/24;
destination-address 10.32.68.1/32;
} then {
permit;
qosprofile qp7;
replace-dscp;
replace-dotlp;
3
3
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10. Enable the access list, SMPRI.pol, created in step 9.

X650-24t# config access-list SMPRI vlan voicel

11. Configure Rapid Spanning Tree and add ports to stpd s0.
e Configure stpd mode
e Add VLANS to stpd
e Add ports to stpd
e Assign VLAN tag to stpd
e Enable stpd

X650-24t# configure stpd s0 mode dotlw

X650-24t # configure stpd s0 priority 0

X650-24t# configure stpd s0 add voicel

X650-24t # configure stpd s0 add datavlanl

X650-24t # configure stpd s0 add voicel ports 1,4-5
X650-24t # configure stpd s0 add datavlanl ports 1,4-5
X650-24t # configure stpd s0 tag 222

X650-24t # enable stpd s0 ports 1,4-5

X650-24t # enable stpd s0

12. Enable OSPF
e Assignrouter ID
e Configure OSFP area
e Enable direct cost
e Enable OSPF

X650-24t # configure ospf routerid 10.90.10.1

X650-24t# configure ospf add vlan vlanOSPF area 0.0.0.0
X650-24t# enable ospf export direct cost 2 type ase-type-2
X650-24t# enable ospf

13. Enable DHCP/bootprelay relay.
e Enable bootprelay
e Assign a bootprelay server.

X650-24t# enable bootprelay
X650-24t# configure bootprelay add 10.32.68.250

14. Save the configuration

X650-24t # save
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7. Configure the Extreme X450e-24p switch for Control Room

This section addresses configuring the Extreme Summit X450e-24p Switch (Control Room). The
Extreme Summit X450e-24p Switch will be configured as a Layer 2 switch, enforce QoS
policies and run rapid spanning tree.

1. Loginto the Extreme Summit X450e-24p Switch (Control Room)

Connect to the Extreme Summit X450e-24p Switch. Log in using the appropriate Login ID
and Password.

Login:
Password:
X450e-24p CR: #

2. Remove all ports from the native VLAN Default.

X450e-24p CR: # configure Default delete ports all

3. Create and configure QoS profile qp7
e Create QoS profile gp7
e Configure dotlp type.
e Configure diffserv examination code-point for qp7
e Configure diffserv replacement priority for code-point 46

X450e-24p CR: # create qosprofile qp7

X450e-24p CR: # configure dotlp type 6 qosprofile QP7

X450e-24p CR: # configure diffserv examination code-point 46 qosprofile QP7
X450e-24p CR: # configure diffserv replacement priority 6 code-point 46
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4. Configure QoS and dotlp replacement for port13.

X450e-24p CR: # enable dotlp replacement port 13
X450e-24p CR: # configure ports 13 qosprofile qp7

5. Create and configure the voice VLAN that is present in the control room and closets.
e Create the name for the voice VLAN.
e Assigna VLAN ID for the voice VLAN.
e Assign ports to the voice VLAN.

X450e-24p CR: # create vlan voicel
X450e-24p CR: # configure vlan voicel tag 75
X450e-24p CR: # configure vlan voicel add ports 2-3,24 tagged

6. Create and configure the data VL AN that is present in the control room and closets.
e C(Create the name for the data VLAN.
e Assigna VLAN ID for the data VLAN.
e Assign ports to the data VLAN.

X450e-24p CR: # create vlan datavlanl

X450e-24p CR: # configure vlan datavlanl tag 85

X450e-24p CR: # configure vlan datavlanl add ports 24 tagged
X450e-24p CR: # configure vlan datavlanl add ports 2-3 untagged

7. Create and configure the telephony VLAN that is present in the control room X450e-24p and
the control room X650-24t.

¢ Create the name for the telephony VLAN.
e Assigna VLAN ID for the telephony VLAN.
e Assign ports to the telephony VLAN.

X450e-24p CR: # create vlan vlan268

X450e-24p CR: # configure vlan vlan268 tag 268

X450e-24p CR: # configure vlan vlan268 add ports 24 tagged
X450e-24p CR: # configure vlan vlan268 add ports 12-13 untagged
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8. Create and configure the vlanstpd VLAN that is present in the control room and closets to
support rapid spanning tree.
e C(Create the name for the vlanstpd VLAN.
e Assigna VLAN ID for the vlanstpd VLAN.
e Assign ports to the vlanstpd VLAN.

X450e-24p CR: # create vlan vlanstpd
X450e-24p CR: # configure vlan vlanstpd tag 222
X450e-24p CR: # configure vlan vlanstpd add ports 24 untagged

9. Create and configure the Access list to give priority to the voice VLAN traffic when
communicating to IP Office.

From the X450e-24p CR: CLI enter: vi SMPRI.pol
From the open vi session, enter the following information:

entry voicel {
if {
source-address 10.32.75.0/24;
destination-address 10.32.68.1/32;
} then {
permit;
qosprofile qp7;
replace-dscp;
replace-dotlp;
3
3

10. Enable the access list, SMPRI.pol, created in step 9.

X450e-24p CR:: # config access-list SMPRI vlan voicel
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11. Configure Rapid Spanning Tree and add ports to stpd s0.
e Configure stpd mode
e Add VLANSs to stpd
e Add ports to stpd
e Assign VLAN tag to stpd
e Enable stpd

X450e-24p CR: # configure stpd s0 mode dotlw
X450e-24p CR: # configure stpd s0 priority 8192
X450e-24p CR: # configure stpd s0 add voicel

X450e-24p CR: # configure stpd s0 add datavlanl
X450e-24p CR: # configure stpd s0 add voicel ports 24
X450e-24p CR: # configure stpd s0 add datavlanl ports 24
X450e-24p CR: # configure stpd s0 tag 222

X450e-24p CR: # enable stpd s0 ports 24

X450e-24p CR: # enable stpd s0

12. Save configuration

X450e-24p CR: # save

TMA; Reviewed: Solution & Interoperability Test Lab Application Notes 18 of 30
SPOC 7/12/2011 ©2011 Avaya Inc. All Rights Reserved. Extreme-1PO




8. Configure the Extreme BlackDiamond 8810 switch for
Closet B

This section addresses configuring the Extreme BlackDiamond 8810 switch for Closet B. The
BlackDiamond 8810 switch will be configured as a Layer 2 switch, enforce QoS policies, run
rapid spanning tree and supply PoE to the Avaya IP Telephones.

1. Log into the Extreme BlackDiamond 8810 switch for Closet B.

Connect to the BlackDiamond 8810 switch. Log in using the appropriate Login ID and
Password.

Login:
Password:
BD-8810: #

2. Remove all ports from the native VLAN Default.

BD-8810: # configure Default delete ports all

3. Create and configure QoS profile qp7
e Create QoS profile gp7
Configure dotlp type.
e Configure diffserv examination code-point for qp7
e Configure diffserv replacement priority for code-point 46

BD-8810: # create qosprofile qp7

BD-8810: # configure dotlp type 6 qosprofile QP7

BD-8810: # configure diffserv examination code-point 46 qosprofile QP7
BD-8810: # configure diffserv replacement priority 6 code-point 46
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4. Create and configure the voice VLAN that is present in the control room and closets.
e Create the name for the voice VLAN.
e Assigna VLAN ID for the voice VLAN.
e Assign ports to the voice VLAN.

BD-8810: # create vlan voicel
BD-8810: # configure vlan voicel tag 75
BD-8810: # configure vlan voicel add ports 7:1, 7:10-14, 7:25 tagged

5. Create and configure the data VLAN that will is present in the control room and closets.
e (reate the name for the data VLAN.
e Assigna VLAN ID for the data VLAN.
e Assign ports to the data VLAN.

BD-8810: # create vlan datavlanl

BD-8810: # configure vlan datavlanl tag 85

BD-8810: # configure vlan datavlanl add ports 7:1, 7:25 tagged
BD-8810: # configure vlan datavlanl add ports 10-14 untagged

6. Create and configure the vlanstpd VLAN that is present in the control room and closets to
support rapid spanning tree.
e Create the name for the vlanstpd VLAN.
e Assigna VLAN ID for the vlanstpd VLAN.
e Assign ports to the vlanstpd VLAN.

BD-8810: # create vlan vlanstpd
BD-8810: # configure vlan vlanstpd tag 222
BD-8810: # configure vlan vlanstpd add ports 7:1, 7:25 untagged
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7. Create and configure the Access list to give priority to the voice VLAN traffic when

communicating to [P Office.

From the 8810 CLI enter: vi SMPRI.pol
From the open vi session, enter the following information:

entry voicel {
if {
source-address 10.32.75.0/24;
destination-address 10.32.68.1/32;
} then {
permit;
qosprofile qp7;
replace-dscp;
replace-dotlp;
}
}

8. Enable the access list, SMPRI.pol, created in step 7.

BD-8810: # config access-list SMPRI vlan voicel

9. Configure Rapid Spanning Tree and add ports to stpd s0.
e Configure stpd mode
e Add VLANS to stpd
e Add ports to stpd
e Assign VLAN tag to stpd
e Enable stpd

BD-8810: # configure stpd s0 mode dotlw

BD-8810: # configure stpd s0 priority 4096

BD-8810: # configure stpd s0 add voicel

BD-8810: # configure stpd s0 add datavlanl

BD-8810: # configure stpd s0 add voicel ports 7:1, 7:25
BD-8810: # configure stpd s0 add datavlanl ports 7:1, 7:25
BD-8810: # configure stpd s0 tag 222

BD-8810: # enable stpd s0 ports 7:1, 7:25

BD-8810: # enable stpd s0

10. Save the configuration

BD-8810: # save
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9. Configure the Extreme X450e-24p Switch for Closet A

This section addresses configuring the Extreme Summit X450e-24p Switch (Closet A). The
Extreme Summit X450e-24p Switch will be configured as a Layer 2 switch, enforce QoS
policies, run rapid spanning tree and supply PoE to the Avaya IP Telephones.

1. Log into the Extreme Summit X450e-24p Switch for Closet A.

Connect to the Extreme Summit X450e-24p Switch. Log in using the appropriate Login ID
and Password.

Login:
Password:
X450e-24p: #

2. Remove all ports from the native VLAN Default.

X450e-24p # configure Default delete ports all

3. Create and configure QoS profile qp7

e Create QoS profile qp7

e Configure dotlp type.
Configure diffserv examination code-point for qp7
Configure diffserv replacement priority for code-point 46

X450e-24p # create qosprofile qp7

X450e-24p # configure dotlp type 6 qosprofile QP7

X450e-24p # configure diffserv examination code-point 46 qosprofile QP7
X450e-24p # configure diffserv replacement priority 6 code-point 46
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4. Create and configure the voice VLAN that is present in the control room and closets.
e C(Create the name for the voice VLAN.
e Assigna VLAN ID for the voice VLAN.
e Assign ports to the voice VLAN.

X450e-24p: # create vlan voicel
X450e-24p: # configure vlan voicel tag 75
X450e-24p: # configure vlan voicel add ports 1-2, 10-11 tagged

5. Create and configure the data VLAN that is present in the control room and closets.
e C(Create the name for the data VLAN.
e Assigna VLAN ID for the data VLAN.
e Assign ports to the data VLAN.

X450e-24p: # create vlan datavlanl

X450e-24p: # configure vlan datavlanl tag 85

X450e-24p: # configure vlan datavlanl add ports 1-2 tagged
X450e-24p: # configure vlan datavlanl add ports 10-11 untagged

6. Create and configure the vlanstpd VLAN that is present in the control room and closets to
support rapid spanning tree.
e C(Create the name for the vlanstpd VLAN.
e Assigna VLAN ID for the vlanstpd VLAN.
e Assign ports to the vlanstpd VLAN.

X450e-24p: # create vlan vlanstpd
X450e-24p: # configure vlan vlanstpd tag 222
X450e-24p: # configure vlan vlanstpd add ports 1-2 untagged
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7. Create and configure the Access list to give priority to the voice VLAN traffic when

communicating to IP Office.

From the X450e-24p CLI enter: vi SMPRI.pol
From the open vi session, enter the following information:

entry voicel {
if {
source-address 10.32.75.0/24;
destination-address 10.32.68.1/32;
} then {
permit;
qosprofile qp7;
replace-dscp;
replace-dotlp;
}
}

8. Enable the access list, SMPRI.pol, created in step 8.

X450e-24p: # config access-list SMPRI vlan voicel

9. Configure Rapid Spanning Tree and add ports to stpd s0.

X450e-24p: # configure stpd s0 mode dotlw
X450e-24p: # configure stpd s0 priority 40960
X450e-24p: # configure stpd s0 add Voicel

X450e-24p: # configure stpd s0 add Datavlanl
X450e-24p: # configure stpd s0 add Voicel ports 1,2
X450e-24p: # configure stpd s0 add Datavlan1 ports 1,2
X450e-24p: # configure stpd s0 tag 222

X450e-24p: # enable stpd s0 ports 1,2

X450e-24p: # enable stpd s0

10. Save the configuration

X450e-24p: # save
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10. Configuration Control Room Extreme Summit X460-48p

This section addresses how to configure the Extreme X460-48p switch. The X460-48p switch
will be used as a secondary router and will perform Layer 2 and Layer 3 forwarding, enforce
QoS policies and run OSPF.

1. Log into the Extreme X460-48p switch.

Connect to the Extreme X460-48p switch. Log in using the appropriate Login ID and
Password.

Login:
Password:
X460-48p #

2. Remove all ports from the native VLAN Default.

X460-48p # configure Default delete ports all

3. Create and configure QoS profile qp7
e Create QoS profile qp7
e Configure dotlp type.
e Configure diffserv examination code-point for qp7
e Configure diffserv replacement priority for code-point 46
e Enable diffserv examination on port 1 to enforce L3 QoS

X460-48p # create qosprofile qp7

X460-48p # configure dotlp type 6 qosprofile QP7

X460-48p # configure diffserv examination code-point 46 qosprofile QP7
X460-48p # configure diffserv replacement priority 6 code-point 46
X460-48p # enable diffserv examination port 1
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4. Create and configure the OSPF VLAN that is present in the control room and Lab A.
e Create the name for the OSPF VLAN.
e Assigna VLAN ID for the OSPF VLAN.
e Assign an IP address for the OSPF VLAN.
e Enable ipforwarding for the OSPF VLAN.
e Assign ports to the OSPF VLAN.

X460-48p # create vlan vlanOSPF

X460-48p # configure vlan vlanOSPF tag 2000

X460-48p # configure vlan vlanOSPF ipaddress 10.90.10.2 255.255.255.252
X460-48p # enable ipforwarding vlan vlanOSPF

X460-48p # configure vlan vlanOSPF add ports 1 untagged

5. Create and configure the voice VLAN that is present in Lab A.
e Create the name for the voice VLAN.
e Assigna VLAN ID for the voice VLAN.
e Assign an IP address for the voice VLAN.
e Enable ipforwarding for the voice VLAN.
e Assign ports to the voice VLAN.

X460-48p # create vlan voice2

X460-48p # configure vlan voice2 tag 1133

X460-48p # configure vlan voice2 ipaddress 192.168.33.254 255.255.255.0
X460-48p # enable ipforwarding vlan voice2

X460-48p # configure vlan voice2 add ports 10-11 tagged

6. Create and configure the data VLAN that is present in Lab A.
e Create the name for the data VLAN.
e Assigna VLAN ID for the data VLAN.
e Assign an IP address for the data VLAN.
e Enable ipforwarding for the data VLAN.
e Assign ports to the voice VLAN.

X460-48p # create vlan datavlan2

X460-48p # configure vlan datavlan2 tag 1130

X460-48p # configure vlan datavlan2 ipaddress 192.168.30.254 255.255.255.0
X460-48p # enable ipforwarding vlan datavlan2

X460-48p t.avino@verizon.net# configure vlan datavlan2 add ports 10-11 untagged
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7. Create and configure the Access list to give priority to the voice VLAN traffic when

communicating to IP Office.

From the X460-48p CLI enter: vi SMPRI.pol
From the open vi session, enter the following information:

entry voice2 {
if {
source-address 192.168.33.0/24;
destination-address 10.32.68.1/32;
} then {
permit;
qosprofile qp7;
replace-dscp;
replace-dotlp;
}
}

8. Enable the access list, SMPRI.pol, created in step 7.

X460-48p # config access-list SMPRI vlan voice2

9. Enable OSPF
e Assignrouter ID
e Configure OSFP area

e FEnable direct cost
e FEnable OSPF

X460-48p # configure ospf routerid 10.90.10.2
X460-48p # configure ospf add vlan vlanOSPF area 0.0.0.0

X460-48p # enable ospf export direct cost 2 type ase-type-2
X460-48p # enable ospf

10. Enable DHCP/bootprelay relay.
e Enable bootprelay
e Assign a bootprelay server.

X460-48p # enable bootprelay
X460-48p # configure bootprelay add 10.32.68.250
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11. Save the configuration
X460-48p # save

11. Verification Steps

This section provides the steps for verifying end-to-end network connectivity and QoS. In
general, the verification steps include:

e Place calls between all the Avaya IP Telephones.

e Place calls between the Avaya 2410 Digital Telephone and the Avaya IP Telephones.

e Verify DHCP relay is functioning by confirming that the Avaya IP Telephones received
their IP addresses from the DHCP server.

12. Conclusion

These Application Notes describe the configuration steps for integrating Extreme Networks
BlackDiamond 8800 Series, Summit X650 Series, Summit X460 Series and Summit X450 Series
switches with an Avaya telephony infrastructure. For the configuration described in these
Application Notes, the Extreme Networks switches were responsible for enforcing QoS using
Layer 3 Differentiated Services and Layer 2 (802.1p), rapid spanning tree, and OSPF.
Prioritization of VolIP traffic and good voice quality was successfully achieved in the Avaya/
Extreme configuration described herein.
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