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Abstract

These Application Notes describe the steps for configuring Avaya IP Office with the AT&T IP
Flexible Reach with Business in a Box services. AT&T IP Flexible Reach service with
Business in a Box (SM) only supports MIS/PNT transport connection.

The AT&T IP Flexible Reach with Business in a Box service is one of several SIP-based
Voice over IP (VoIP) services offered to enterprises for a variety of voice communications
needs. The AT&T IP Flexible Reach service allows enterprises in the U.S.A. to place
outbound local and long distance calls, receive inbound Direct Inward Dialing (DID) calls
from the PSTN, and place calls between an enterprise’s sites.

AT&T is a member of the Avaya DevConnect Service Provider program. Information in these
Application Notes has been obtained through compliance testing and additional technical
discussions. Testing was conducted via the DevConnect Program.
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1. Introduction

These Application Notes describe the steps for configuring Avaya [P Office Preferred Edition (IP
Office) with the AT&T IP Flexible Reach with Business in a Box service. AT&T IP Flexible Reach
service with Business in a Box (SM) only supports MIS/PNT transport connection.

The AT&T IP Flexible Reach Business in a Box service, referred to AT&T IP Flexible Reach from
hereon, is one of several SIP-based Voice over IP (VolIP) services offered to enterprises for a
variety of voice communications needs. The AT&T IP Flexible Reach service allows enterprises in
the U.S.A. to place outbound local and long distance calls, receive inbound Direct Inward Dialing
(DID) calls from the PSTN, and place calls between an enterprise’s sites.

2. General Test Approach and Test Results

The test environment consisted of:

e A simulated enterprise with IP Office, Avaya phones and fax machines (Ventafax application).

e A laboratory version of the AT&T IP Flex Reach service, to which the simulated enterprise was
connected via MIS/PNT transport.

The main test objectives were to verify the following features and functionality:

¢ Inbound and Outbound calls between AT&T IP Flex Reach service and IP Office endpoints.

e (all and two-way talk path establishment between PSTN and IP Office phones via the AT&T
Flex Reach service.

¢ Basic supplementary telephony features such as hold, resume, transfer, and conference.

e G.729 and G.711 codecs.

e T.38 and G.711 fax calls from AT&T IP Flex Reach service/PSTN to Avaya IP Office G3 and
SG3 fax endpoints.

e DTMF tone transmission using RFC 2833 between IP Office and the AT&T IP Flex Reach
service/PSTN automated access systems.

e Inbound AT&T IP Flex Reach service calls to IP Office that are directly routed to stations, and
unanswered, can be covered to Voicemail Pro.

e Long duration calls.
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2.1. Interoperability Compliance Testing

The interoperability compliance testing focused on verifying inbound and outbound call flows (see
Section 3.2 for examples) between IP Office and the AT&T IP Flexible Reach service.

This compliance testing was based on a test plan provided by AT&T, for the functionality required
for certification as a solution supported on the AT&T network. Calls were made to and from the
PSTN across the AT&T network (see Section 3.2 for sample call flows). The following features
were tested as part of this effort:

SIP trunking

T.38 and G.711 Fax

Passing of DTMF events and their recognition by navigating automated menus
PBX features such as hold, resume, conference and transfer

Call redirection with Diversion Header

2.2. Known Limitations

1.

2.

s

G.711 faxing is not supported between IP Office and the AT&T IP Flexible Reach service. T.38
faxing is supported for both Group 3 and Super Group 3 fax.

Emergency 911/E911 Services Limitations and Restrictions - Although AT&T provides
911/E911 calling capabilities, AT&T does not warrant or represent that the equipment and
software (e.g., [P PBX) reviewed in this customer configuration guide will properly operate
with AT&T IP Flexible Reach to complete 911/E911 calls; therefore, it is Customer's
responsibility to ensure proper operation with its equipment/software vendor.

While AT&T IP Flexible Reach services support E911/911 calling capabilities under certain
Calling Plans, there are circumstances when that E911/911 service may not be available, as
stated in the Service Guide for AT&T IP Flexible Reach found at
http://new.serviceguide.att.com. Such circumstances include, but are not limited to, relocation
of the end user's CPE, use of a non-native or virtual telephone number, failure in the broadband
connection, loss of electrical power, and delays that may occur in updating the Customer's
location in the automatic location information database. Please review the AT&T IP Flexible
Reach Service Guide in detail to understand the limitations and restrictions.

Shuffling is not supported for SIP trunks in Avaya IPO 7.0

G.722 codec is not supported by Avaya IP Office 7.0.

Avaya IP Office Softphone should be configured in high bandwidth mode otherwise after
resuming the call back from hold for an inbound call, audio is lost from Avaya IP Office to
PSTN.
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2.3. Support

AT&T customers may obtain support for the AT&T IP Flexible Reach service by calling (877)
288-8362.

Avaya customers may obtain documentation and support for Avaya products by visiting
http://support.avaya.com. In the United States, (866) GO-AVAY A (866-462-8292) provides access
to overall sales and service support menus. Customers may also use specific numbers (provided on
http://support.avaya.com) to directly access specific support and consultation services based upon
their Avaya support agreements.
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3. Reference Configuration

The reference configuration used in these Application Notes is shown in the figure below and

consists of several components:

e [P Office provides the voice communications services for a particular enterprise site. In the
reference configuration, IP Office runs on an IP 500 V2. This solution is extensible to other
Avaya IP Office hardware too.

e Avaya “desk” phones are represented with Avaya 16161, 4625 and 9630 IP Telephones running
H.323 software, Avaya Digital Phones (1416, T7100 and 7316E), Avaya 6211 Analog
Telephone, Avaya SIP Phones (1140E and 1230) and PC based IP Office Softphone.

e Voicemail Pro provides the voice messaging capabilities in the reference configuration and its
provisioning is beyond the scope of this document.

e Outbound calls are originated from a phone or fax provisioned on IP Office. Signaling is
between IP Office and the AT&T SIP Trunk IP Address.

e Enterprise sites may have additional or alternate routes to PSTN using analog or digital TDM
trunks. However these trunks were not used in this reference configuration.

AT&T
MIS/PNT Transport
Network

AT&T IP Flex Reach Service

with Business in a Box ESTN

Q Enterprise Office :
Avaya 6211
AT&T R
Avaya 141 el (Analog) X207
(Digital) X202
Avaya T7100 - Avaya 7316E
(Dig?:al) X218 Avaya IP Office | LAN Port (Digital) X217
(. PRIVATE IP ADDRESS SPACE (Corporate) )
@ PC with IP Office L&
Manager and Voicemail Avaya 1230
PC with Pro = Avaya 4625 SIPx:;l‘tl) e
Ventafax _— IP Phone
Avaya 9630 X503
IP Phone A Avaya 1616
vaya 1140E
PC with IP Softphone X502 SIP Phone IP Phone
X504 X520 X501
Figure 1: Reference configuration
AT:Reviewed Solution & Interoperability Test Lab Application Notes 6 of 47

SPOC 08/17/2011 ©2011 Avaya Inc. All Rights Reserved. [PO70IPFRBIB




3.1. lllustrative Configuration Information

The specific values listed in the table below and in subsequent sections are used in the reference
configuration described in these Application Notes, and are for illustrative purposes only.
Customers must obtain and use the specific values for their own specific configurations.

Note - The AT&T IP Flexible Reach service SIP Trunk IP address shown in this document is an
example. AT&T Customer Care will provide the actual IP addresses as part of the AT&T IP
Flexible Reach service provisioning process.

Component Ilustrative Value in these
Application Notes
Avaya IP Office
Public IP Address 192.168.62.56
Private IP Address 10.80.130.56
Avaya [P Office Extensions 207 = Analog

501,502,503=H323
202,217,218=Digital
504=Softphone
520,521= SIP phones

AT&T IP Flexible Reach Service
SIP Trunk IP Address 135.242.225.210

Table 1: llustrative Values Used in these Application Notes
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3.2. Call Flows

To understand how inbound and outbound AT&T IP Flexible Reach service calls are handled by IP
Office, four basic call flows are described in this section.

3.2.1. Inbound

The first call scenario illustrated in the figure below is an inbound AT&T IP Flexible Reach service
call that arrive on IP Office, which in turn routes the call to a hunt group, phone or a fax.

A PSTN phone originates a call to an AT&T IP Flexible Reach service number.

The PSTN routes the call to the AT&T IP Flexible Reach service network.

The AT&T IP Flexible Reach service routes the call to IP Office.

I[P Office applies any necessary digit manipulations based upon the DID and routes the call to a
hunt group, phone or a fax.

el e

1 AT&T
IP Flexible Reach

PSTN
Phone

IP Office

Inbound - AT&T IP Flexible Reach

AT:Reviewed Solution & Interoperability Test Lab Application Notes 8 of 47
SPOC 08/17/2011 ©2011 Avaya Inc. All Rights Reserved. [PO70IPFRBIB



3.2.2. Outbound

The second call scenario illustrated in the figure below is an outbound call initiated on IP Office for
delivery to AT&T IP Flexible Reach service.

1. TP Office phone or fax originates a call to an AT&T IP Flexible Reach service number for
delivery to PSTN.

2. IP Office applies any necessary origination treatment (verifying permissions, determining the

proper route, selecting the outgoing trunk, etc.) and routes the call to AT&T IP Flexible Reach

service.

The AT&T IP Flexible Reach service delivers the call to PSTN.

4. PSTN delivers the call to a phone or fax.

[98)

AT&T
IP Flexible Reach

PSTN
Phone

IP Office

Phone

Outbound - AT&T IP Flexible Reach Service
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3.2.3. Call Forward Re-direction

The third call scenario illustrated in the figure below is an inbound AT&T IP Flexible Reach
service call that arrives IP Office and it routes the call to a destination station, however the station
has set Call Forwarding to an alternate destination. Without answering the call, IP Office
immediately redirects the call back to the AT&T IP Flexible Reach service for routing to the

alternate destination.

Note —AT&T requires the diversion header when a call is redirected to ATT IP Flexible Reach

service telephone number. (see Section 5.4.1).

1. Same as the first call scenario in Section 3.2.1.

Because the IP Office phone has set Call Forward to another AT&T IP Flexible Reach service
number, IP Office initiates a new call back out to the AT&T IP Flexible Reach service network.

3. The AT&T IP Flexible Reach service places a call to the alternate destination and upon answer,
IP Office connects the calling party (PSTN Phone) to the target party (Target Phone).

AT&T

IP Flexible Reach

Phone with w TZ

Alternate
Destination

Call Forward

IP Office

Re-directed (e.g. Call Forward) - AT&T IP Flexible Reach Call
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3.2.4. Coverage to Voicemail

The call scenario illustrated in the figure below is an inbound call that is covered to voicemail. In
this scenario, the voicemail system is Voicemail Pro software installed on a PC.

1. Same as the first call scenario in Section 3.2.1.
2. The IP Office phone does not answer the call, and the call covers to the phone’s voicemail. TP
Office forwards the call to Voicemail Pro.

1 AT&T
IP Flexible Reach
PSTN
Phone
2
IP Office » Voicemail Pro
Phone
Coverage to Voicemail
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4. Equipment and Software Validated

The following equipment and software was used for the reference configuration described in these
Application Notes.

Note — Although Avaya IP Office Preferred Edition was used during this testing; Avaya IP Office
Essential and Advanced Editions are also supported.

Component Version
Avaya I[P Office 500 V2 Release 7.0 (5) (Preferred Edition)
Avaya IP Office Manager Release 9.0 (5) (Preferred Edition)
Avaya IP Office Voicemail Pro Release 7.0 (17)
Avaya IP Office Voicemail Pro Client Version 7.0 (17)
Avaya 1616IP-Series Telephones (H.323) Release 1.3
Avaya 9630 IP Telephone Avaya one-X® Deskphone Edition
H.323 Version S3.11
Avaya 4625SW IP Telephone a25d01a2 9 1.bin
Avaya [P Office Softphone Release 3.1.2.17 59616

Avaya 1416 Digital Telephone -
Avaya T7100 Digital Phone -
Avaya 7316E Digital Phone -
Avaya 6211 Analog phone -
Avaya 1140E SIP Telephone 04.00.13.00 (SIP1140)

Avaya 1230 SIP Telephone 04.00.13.00 (SIP1230)
Fax device Ventafax Home Version 6.2
AT&T IP Flexible Reach Service using VNI 18

MIS/PNT transport service connections.

Table 2: Equipment and Software Versions
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5. Avaya IP Office

This section describes attributes of the reference configuration, but is not meant to be prescriptive.
The configuration steps described here are only for the fields where a value was changed. For all
the other fields default values are used. Additionally, the screen shots referenced in these section
may not be complete at times. Consult reference [[PO-INSTALL] for more information on the
topics in this section.

IP Office is configured via the IP Office Manager program. For more information on IP Office
Manager, consult reference [[PO-MGR]. From the IP Office Manager PC, select Start —
Programs — IP Office — Manager to launch the Manager application. A screen that includes
the following in the center may be displayed:

WELCOME to IP Office Administration

What would you like to do ?

Create an Offline Configuration

Open Configuration from System

Read a Configuration from File

Open the IP Office configuration, either by reading the configuration from the IP Office server, or
from file. The appearance of the IP Office Manager can be customized using the View menu. In

the screens presented in this section, the View menu was configured to show the Navigation pane
on the left side, and the Details pane on the right side.
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5.1. Physical, Network, and Security Configuration

In the reference configuration, the IP Office 500 V2 contains a VCM32 module,
COMBO6210/ATM4 module, and a TCM8 module. The VCM32 is a Voice Compression Module
supporting VoIP codecs. The COMBO6210/ATM4 was used in this reference configuration to
support digital and analog telephones or fax machines. The TCM8 module was used to support
heritage Avaya/Nortel digital phone extensions.

The following screen shows the modules in the IP Office used in the sample configuration. To
access such a screen, select Control Unit in the Navigation pane. The modules appear in the
Details pane. Inthe screen below, IP 500 V2 is selected in the Navigation pane, revealing
additional information about the IP 500 V2 in the Details pane.

IP Offices & IP 500 V2
- R BOOTP (5) Uit
+-{% Operator (3}
=%y OOEQO7OSCO35 Dievice Mumber 1
+- %) System (1) .
- Unit Type IP 500 vz
+-17 Line () ks
=== Cantral Unik (4} Version 7.0(5)
w2 WCM3E Serial Mumber 00e00705c035
w3 COMBOGZ10fATMS
i 10.80,130.58
5 TCME Unit IP Address
- Extension (32) Inkerconnect Mumber o
+ i User (32)
+ ’a HuntGroup (9) Maodule Mumber Control Unit

In this reference configuration, the IP Office LAN2 port (labeled as WAN port in Figure 1) is
physically connected to the public network at the IP Office customer site. The default gateway for
this network is 192.168.62.1.

1. Toadd an IP Route in IP Office, right-click IP Route from the Navigation pane, and select
New [not shown]. To view or edit an existing route, select IP Route from the Navigation pane,
and select the appropriate route from the Group pane. The following screen shows the Details
pane with the relevant default route using LAN2 as configured in Destination field (Refer
Section 5.3.2).
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IP Offices

R EBOOTR (5)
i Operakor (3)
[=)-=%p 00EOO7OSCO3S
-y System (1)
) 00EOO705CO035
9 Line (6)
[#-==r Control Unit (4)
A Extension (30)
ﬁ User (32)
ﬂ HuntGroup (9)
B Short Code {(61)

B Service (0
Ml RAS (1)

@ Incoming Call Route {10)

@ WanPort {0}

o Directory (0)

f:.“ Time Profile {0}
@ Firewall Profile {13
= [l TP Route (3)

Foooo

I+

IP Address

1P Mask
Gateway IP Address
Drestination

IMetric

[192 188 62 . 1 |

[Laniz

|n

[ Prowy &RP
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2. Another route for 10.80.130.0 subnet was added for the enterprise side LAN1 port (labeled as
LAN port in Figure 1) as shown in the screen below. All the IP devices were part of this
10.80.130.x network in this reference configuration.

IP Offices 10.80.130.0

R BOOTP(S) IP Raute |
1% Cperatar (3}

=)-%%p DOENDFOSCO3S 1P Address [0 &0 130 0 |
% System (1) IF Mask [es5 285 255 . 0 |
4 Line (6) .
<2 Contral Unit (4) Gateway IP Address | 10 an 130 1 |
Ay Extension (32
f User (32) ta2) [:3 Destination ||_,o,N1
ﬂ HunkGroup {93 Metric |D
@ Short Code (61)
@ Service () [ Proxy aRP

g RAS (1)
@ Incoming Call Rouke {107
ﬁﬂ ‘\WanPart {00
a4 Directory ()
£ Time Prafile (0)
@ Firewal Profile (1)
=il TP Raute {3}

3. For use of Avaya IP Office Softphone, navigate to File > Advanced > Security Settings and
login with proper credentials in the screen shown below.

Security Service User Login

IP Office & OOEOO7OSCO3S - IP 500 Ye

s

| .
Service User Mame |security |

Service User Password iuuuu| |

I [w]'s H Cancel ][ Help ]

4. After logging in, navigate to Services = HTTP and verify that Service Security Level field
is set to Unsecure + Secure. Note that this action may be service disrupting.

Security Settings Service : HTTP
= ] Security Service Details |
@ General R

5y Spstem [1) Name [HTTP

= Seross ) Host Spetem e
% Configuration —
@ Security Administration Service TCP Port |80, 443
@ Sustern Status Interface i : e
€% Enhanced TSPl pemace bectiin L evsl,| Unsacure + Sacure |
& il

o M ), Fras)

5. When complete, select File = Configuration to return to configuration activities.
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5.2. Licensing

The configuration and features described in these Application Notes require the IP Office system to
be licensed appropriately. If a desired feature is not enabled or there is insufficient capacity,
contact an authorized Avaya sales representative.

1. To verify that SIP Trunk Channels has sufficient capacity, navigate to License = SIP Trunk
Channels in the Navigation pane and confirm a valid license with sufficient Instances (trunk
channels) exist in the Details pane.

IP Offices = SIP Trunk Channels

% IPS00 Yoice Metworking Channe | | |jcenses |
W IPSec Tunneling
% Microsoft CRIM Integration (uset License Key | @yedROESEHORIPIIMpRLYZicZDLIFS09
W Mobile Worker

W Mobility Features License Type |3l
- oficeworker Il
e one-¥ Portal For IP Office

S Phane Manager Pro etanes —
W Phone Manager Pro (per seat) ........................................................................................
W Phone Manager Pro IP Audio En Expiry Date Mewer

W Power User

W Preferred Edition {YoiceMail Pro’
W Preferred Edition Additional Yoic
W Proactive Reporting

@ RAS LRQ Support (Rapid Respol
W Receptionist

W Report Viewer

License Status  |Walid

SIP Trunk Channels

2. To verify Avaya IP endpoints with sufficient capacity, navigate to License = Avaya IP
endpoints in the Navigation pane and confirm a valid license with sufficient Instances exist in
the Details pane.

IP Offices E Avaya IP endpoints

8% short Code (65) A | Licerses |

@ Service (0}
ol RAS (1) License Key | B40_@wdSMKy7nsedEka@cNsiPmiNsE2l1
@ Incoming Call Route (5)

ﬁﬁ WanPort (00 License Type |Avava IP endpainks

am Directory (0)

f:u-" Tirne Profile (0%
@ Firewall Profile (173
EB 1P Route (3)

i Account Code (0) E:xpiry Date |Never il
=% License (72)

W 1600 Series Phones

W 3rd Party IP Endpoints

& Advanced Edition

& Advanced Small Community Meb
W AUDIX Yoicemail

L W fvaya IP endpoints

Instances |255

|
|
License Status |\v'alid |
|
|
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3. The following screen shows the availability of a valid license for Power User features. In this
reference configuration, the user with extension 501 (Section 5.5.2) is configured as a Power
User and is capable of using the IP Office Softphone too.

. IPSO0 Yoice Mebworking Channe 4 | | Licanses
e IPSec Tunneling
e Microsoft CRM Inkegration {user License Key | DUH342yFLNSSLsW1ZM_g@datEyeyMre

% Mobile worker o} -
% Mobility Features License Type  |Power User

- ofcewoter 0 ) @
W one-¥ Portal for IP Office

M. Phone Manager Pro etancas -
% Phone Manager Pro (DBF seat) ........................................................................................
& Phone Manager Pro IP Audio En Expiry Date Terver

L M Power User

License Status  |Walid

5.3. System Settings

This section illustrates the configuration of system settings. Select System in the Navigation pane
to configure these settings. The configuration in following sections is for reference purposes only.

5.3.1. System Tab

With the proper system name selected in the Group pane, select the System tab in the Details pane.
The following screen shows a portion of the System tab. The Name field is used for a descriptive
name of the system. In this case, the MAC address is used as the name. The Avaya HTTP Clients
Only and Enable SoftPhone HTTP Provisioning boxes are checked to facilitate IP Office
Softphone usage.

K BOOTP(5) System |Lani | Lanz | oMs | veicemail | Telephany || Directol
i Operator (3)
(=% O0EQO7OSCO3S Mame 0OEOQ7OSC03S
=55 System (1] Contact Information
e DOEDD705C03
7 Line (8 Set conkact information to place System under special control
]
“=p Control Unik {4)
Ay Extension {30)
I User (32)
ﬂ HuntGroup {9)
BX short Code {61)
i service (0) TFTP Server IP Address 0 0 0 I
ol RAS (1)
HTTP 5 IP Add 1] o o |
@ Incoming Call Rouke {10} - L=
Eﬁ WanPort (0 Phong File Server Tvpe Mernary Card
ag Directory (0
£ Time Profile (0) Manager PC IP Address o ] ] |
@ Firewall Profile (1) fAvaya HTTP Clients Only
BB IF Route (3)
mm Account Code (00 Enable SoftPhone HTTP Provisioning
Se.. Licencs (64) Aukomatic Backup Command
@& Tunnel (0)
ﬁ 3 User Rights (8) Time Sekting Config Source “hoicennail Prn,l'Mar{:?er
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5.3.2. LAN Settings

In the sample configuration, LAN2 was used to connect the [P Office to AT&T Network and
LANI1 was used to connect to the enterprise network.

1. Select the LAN2 tab followed by the LAN Settings tab and configure as follows:
e [P Address — Set to 192.168.62.58 which is the IP address of IP Office known to AT&T
network
e IP Mask — Set to a valid value e.g 255.255.255.0
e Primary Trans. IP Address — Set to 0.0.0.0
e DHCP Mode — Select the Disabled radio button

IP Offices ﬁ 00EQ0705C035"

# & BOOTP (g) Syskem | LaM1 | LAMZ  |DMS | Vaoicemail || Telephony | Directory Services || System Events
47 Cperator (3)

% O0ENNTOSC03S LAM Settings | yoIP | Metwork Topology
(=559 Syskem (1)
192 165 62 58
%3y O0E0O705C035 IP Address

- Line (7] IF Mask ;|5 . z=5 o255 . 0
[#-<=> Conkrol Unit (4)
[+ Extension (30} Primary Trans, IP Address 1] 1] 1] a
g User (32) . .
& a HunkGraup (18) Fireswall Prafile <hone= A
- ¢ Short Code (61 RIF Maode Mone ~

B Service (0)
[y RAS (1) [ Enable MaT

- Incoming Call Rooke (19)
$8 wanPort (0)
am Directary () DHCF Mode

7 Tine: Profile (0) ‘ - o _
(-8} Firewall Profile (1) Brver =0 ol @ pisabls fidvanced

~

Nurnber OF DHCP IP Addresses |1 £
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2. Select the VoIP tab as shown in the following screen and configure as follows:

e SIP Trunks Enable — Check this box to enable the configuration of SIP trunks

e RTP Port Range (Minimum) — Set to 16384 (As required by AT&T)
e RTP Port Range (Maximum) — Set to 32766 (As required by AT&T). Although AT&T
requires the maximum value to be 32767, IP Office needs an even number to be entered in

this field

IP Offices

K BooTR(5)
{# Operator (3)
[=-#%y O0EO07O05C035

(=55 Swstem (1)
=) ODEOD70SC035
T4 Line (6]
“2v Contral Unit (4)
Ay Extension (30)
& user 3z
% HuntGroup (9)
X Short Code (61)
B Service (0)
o RAS (1)
3 Incoming Call Route (10
$8 wanPort (0
#m Directary (0)
£ Time: Profile (0)
) Firewall Profile (1)
EB 1P Route (3)
@ Account Code (0)
W Licence (64)
% Tunnel (0)

=] 00E007C
Swstem | LAM1 | LAMZ | DNS | Yoicemail | Telepharny | Directory Services | Sy
L&M Settings | ¥0oIP | Network Topolagy
[] H323 Gatekeeper Enable
SIP Trunks Enable
[[] SIP Registrar Enable
RTF Port Mumber R.ange
[] H323 Auto-create Extn =
Port Range (Minimum) (16384 3
H323 Auto-create Liser Port Range (Maximum)  [32766 =
Enable RTCP Monitaring
On Port S005
DiffSery Settings %
BS 3| DSCP(Hexd) [FC 3| DSCPMask(Hex) (88 3| SIGDscP
46 3| DacP 63 |3 DSCP Mask 3 3| slaDsce

3. Select the Network Topology tab as shown in the following screen and set Firewall/NAT
Type field to Open Internet. With this configuration, STUN will not be used but make sure to
leave STUN Server IP Address to its default value.

R BooTP (5) Swstem | LAM1 | LAMZ | DNS || Yoicemail | Telephory || Dired
¢ Operator (3)
[=)-*=9 DOEOOPOSCO3S LAk Settings | woIP | Mebwork Topology
[=-#57 System (1) Metwork Topology Discovery
%=y OOEOO7OSCO3SS
7 Line (6) STUN Server IP Address 69 a0 168 13
= Contro! Unit {4 Firewall{MAT Type ©pen Internet b
Ay Extension (300 i .
a User (32) Binding Refresh Time 0 ~
(seconds) *
ﬁ Hunt@roup {9}
8% shart Code (513 Public IP Address a a i n
@ Service (1) : =
o
M. RAS (11 Public Port v
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4. Select the LANI tab followed by the LAN Settings tab and set IP Address of the IP Office on
the enterprise side to 10.80.130.58 and IP Mask to 255.255.255.0. Check the DHCP Mode —

Disabled box.

IP Offices

K BOOTR ()

¢ Operator (3)

%=y OODEOO7OSCO3SS

3y System (1)
%=y OOEOO7OSCO3SS

7 Line (&)

2 Control Unit {4)

Ay Extension (30}

a User (32)

ﬂ Hunt@roup {9}

B short Code (515
@ Service (1)

ol RS (1)

@ Incoming Call Rouke (100
$8 wanPort (0}
#m Directary (0)

=

D

EaRE

System | LAML | LaNz | DNS | Yoicemaill | Telephare | Direct
LAM Settings |yoIP | Mebwork Topolagy | SIP Reqgistrar

IP Address 10 a0 130 55

1P Mask 255 255 255 0

Primary Trans., IP Address 0 0 0 0

RIP Mode Maone

] Enable MaT
Murber OF DHCP TP Addresses (2000 3
DHCP Mode
() server (O Client (O Dislin (%) Disabled

5. Select the VoIP tab as shown in the following screen and configure as follows:

e H323 Gatekeeper Enable — Check this box to allow the use of Avaya IP Phones
e SIP Registrar Enable — Check this box to allow SIP phones and IP Office Softphone usage
IP Offices Ei 00EO07C
K BOOTR (5) System | LAMNL [ LaMz | DNS || Voicemail | Telephony | Directory Services | Sy
i+ Operatar (3)
25y OOENO7OSC055 LAM Settings | ¥oIP | Metwork Topaology | SIP Regiskrar
[=]-#=p Syskem (1)
=) O0EQO70SCO35
% Line (5 H323 atekeeper Enable
“2 Contral Unit (47 [ s1P Trurks Enatble
<& Extension (30) SIP Registrar Enable
§  user(32)
8 HuntGroup (9)
@ Short Code (61) [ RTP Port Mumber Range
1 H323 Auko-create Exkn
€8 service (1) Port Range (Minimum) ~ [49152 3
o RAS (1)
e Incaming Call Rouke (10) H323 Auko-create User Port Rangs (Maximum) (53246 =
BE wanPart (0)
am Directary () Enable RTCP Manitaring
£ Time Profile (0} ©n Port 5005
{8 Firewall Profile (1) DiffServ Settings
EB IF Route (3) = =
& Account Cade (0) B8 3| DScP(Hex) FC S| DSCPMaskiHexy 88 5| sIGDSCP
S Licence (54) 46 2| psce 63 2| DSCP Mask 34 2| sepsce
& Tunrel (D)
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6. The Network Topology screen is set the same as it was set in Step 3.

IP Offices

K BOOTR(5)
i+ Operatar (3)
(=152 O0ENO7OSCO3S
(=)= Syskem (1)
iy O0EDO7OSCO3S

T4 Line (6)

= Contral Unit (4)

Ay Extension (30)

-§  User (32)

8 HuntGroup (9)

@ Short Code (61)
B service (0

ol RAS (1)

System | LANL ELANZ CNS | Woicemail | Telephany || [

LAM Settings | voIP | Metwork Topology | SIP Registrar

Firewal[NAT Tvpe
Binding Refresh Time

{zeconds)
Public TP Address | o ] 0 0
Public Port D &

7. Select the SIP Registrar tab and set the Domain Name field to avaya.com and leave all the
other fields to their default values. This domain name is used to register the SIP telephones.
Also, make sure that the Layer 4 Protocol field is set to Both TCP & UDP as Avaya IP
Softphone uses UDP and the SIP phones require TCP.

IP Offices

K BOOTP (3)
i Operator (3)
(=% O0EQO7OSCO3S
559 Syskem (1)

%20 D0EQO7OSCO3S
7 Line (&)
<2y Conkrol Unit {47
Ay Extension (300
I ser (32)
ﬁ HunkGroup (90
B short Code (61)
@ Service (1)
ol RAS (1)

[

5 R e R e R R

]

System | LANL ELAN2 CNS | Voicemail | Telephony

LAM Settings | ¥aIP | Metwork Topology SIF Reqistrar
Darmnain Mame iavaya.com

Layer 4 Protocol

TCP Park

UDP Port

Challenge Expiry Time (secs) ;10 &
Auko-create ExtnfUser F

8. Click OK [not shown] to commit.
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5.3.3. Voicemail

Select Voicemail tab and configure as follows:
e Voicemail Type — Set to Voicemail Lite/Pro from the drop-down list
e Voicemail IP Address — Set to 10.80.130.150, the IP Address of the PC running the Voicemail

Pro software.

IP Offices

K BOOTP (3)
i Operator (3)
(=% QOEQO7OSCO3S

Syskern || LAML

Yoicemail Tvpe

LaMz | DMS | Moicemail | Telephony | Directory Services | Sys

Woicemail Like/Pra

] nil)
F7 Line (&) Yoicemail Destination
|
- Cnntrn! i (4) ‘Woicemail IP Address 10 g0 130 . 150
[+ 48 Extension (301

5.3.4. System Telephony Configuration

Select the Telephony tab and in Telephony sub-tab configure as follows:
e Companding Law — Check the ULAW box for Switch field and ULAW Line box for the

Line field.

¢ Inhibit Off-Switch Forward/Transfer — Uncheck this box so that call forwarding and call
transfer to PSTN destinations via the AT&T Flex Reach service can be tested.
e Automatic Codec Preference — Use the default value of G.729(a) 8K CS-ACELP.

IP Offices

K BOOTP (5)
¥ Operator (3)
[=)-%=p OOEQOFOSCOS5
a9 System (1)
T4 Line (6)
<2 Control Unit (4)
Ay Extension (300
a User {32)
28 HurkGroup (9)
B2 short Code (61)
B Service ()
ol RAS (1)
@ Incoming Call Route (10}
¥ wanPart (0}
a4 Directory (0)
£ Time Prafile (0}
@ Firewall Profile {1}
BB IF Route (3)
@ Account Code {0)
W Licence (64)
& Tunnel {0}
ﬁ‘, User Rights (3}
“ ARS (1)
" RAS Location Request (0)
fix E911 System (1)

Syskern | LAMIL | LANZ | DNS

Analogue Extensions

Default Qutside Call Sequence
Default Inside Call Sequence

Default Ring Back Sequence

Dial Delay Time (secs)

Dial Delay Count

Default Mo Answer Time (secs)
Hold Timeout {secs)

Patk Timaout (secs)

Ring Delay (secs)

Zall Priority Promation Time (secs)

Default Currency

Automatic Codec Preference

Telephory | Tones & Music | Call Log

Mormal v
Ring Type 1 »
Ring Type 2 w

Restrict Analogue Extension Ringer Yoltage [

4

4

0

4%

15 |*
120 %
00 &
5 B
Disabled kS
LS v

G.729(a) 8K CS-ACELP v

B8 00E00705C035

Yoicemail | Telephony Directory Services || Syskemn Events | SMTP | SMDR. | Twinning | YO

Companding Law

Swikch Lime
&) ULAW (3) ULAW Line]
O ALAW () ALAW Line]

[ D55 Status
[1 auta Hald
Dial By Mame
Show Account Code
[ 1rhibit Off-Switch Forward Transfer
|:| Reestrict Metwark Interconnect
[] orop External Only Impromptyu Canfy

[ visually Differentiate External Cal
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5.4. SIP Line

This section shows the configuration screens for the SIP Line in IP Office Release 7.0. To add a
new SIP Line, right click on Line in the Navigation pane, and select New = SIP Line [not shown].
A new Line Number is assigned automatically..

5.4.1. SIP Line - SIP Line Tab
Select SIP Line tab as shown below for Line Number 17 used for AT&T and configure as follows:

ITSP Domain Name — Set to the [P Office LAN1 address (192.168.62.58) configured in
Section 5.3.2, Step 1 so that IP Office uses this IP address in the host portion of SIP headers
such as the From header and Diversion header.

In Service — Default is checked.

Check OOS - If this box is checked, it enables IP Office to use the SIP OPTIONS method to
periodically check the SIP Line and if no response is received, the SIP line is taken out of
service. See Section 5.9 for additional information related to configuring the periodicity of SIP
OPTIONS.

Send Caller ID - Select Diversion Header from the drop-down list which will ensure that in
case alternate destination is N11, NPA-555-1212, or 8xx number, the call can be properly
redirected by AT&T Flexible Reach service by inspecting the SIP Diversion header.

Refer Support — Uncheck this box.

Call Routing Method — Set to Request URI (default).

IP Offices Ei SIP Line - Line 17-
=R BOOTP (5) SIPLine |Transpork| SIP LRI YoIP | T38 Fax| SIP Credentials
+-¢7 Operator (3)
—J-%% 00EOO70SCO35 Line Number 17 v
==y System (1)
5y ODEOO7OSCO3S ITSP Domain Mame  |192.165.62.58 In Service
=17 Line (&) Use Tel URI O
e
16 Prefix Check 005
T 7
I_‘I g Mational Prefix 0 Call Routing Method Request LRI w
4
9 Originator number for
: 17 Country Code forwarded and twinning calls
#)-< 2 Control Unit (4) International Prefix |00
+- 4 Extension (30) S
% : Liser (32} Send Caller ID Diversion Header w
+- 33§ HuntGroup (9) Association Method | By Source IP address “
+- @ Short Code (61)
@B service (0) [] REFER Support
il RAS (1)
¥ e Incoming Call Route (10}
@ WanPort ()
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5.4.2. SIP Line - Transport Tab

Select the Transport tab and set the ITSP Proxy Address to the AT&T SIP Trunk IP Address.
The Use Network Topology Info parameter is set to LAN 2 which is configured in Section 5.3.2.
Default values are used for the other fields.

IP Offices Ei SIP Line - Line 17*
R BOOTP(S) SIP Line| Transport |SIP URI|YaIP || T38 Fax |SIP Credentials
{# Operator (3)
[=)-*%y DOENDFOSCO3S ITSP Proxy Address  |135.242.225.210
29 System (1)
=+ Line (&) Metwork Configuration
S — —
L' 6 Layer 4 Protocol UDP v|  SendPort 5060 x
e )| meveraftocl WP B ooemAFoRo o O
?‘. 7 Use Metwork Topolagy Info |LAN 2 w
-1| 8
g Explicit DS 5 o 0 0 0 ||l oD 0 0 o
-, 17 xplici erver(s) | |
<2 Control Unit {4) Calls Route via Registrar
A& Extension {300
§ veorzy 0
ﬂ Huntizroup (9) Separate Registrar
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5.4.3. SIP Line - SIP URI Tab

Select the SIP URI tab and click the Add... button [not shown] to add a new SIP URI. Configure

the New Channel section displayed a
e Local URI, Contact, Display Na
e Registration - Set to 0: <None>

s follows:
me and PAI — Set all these fields to Use Internal Data

¢ Incoming Group and Outgoing Group — Set to 100

IP Offices

- K BOOTP ()
+-¢# Cperator (3)
=-#%p O0EQO7OSCZ035
+ ) System (1)
=T Line (7)
15
16
17
18
"y, 9
", 10
y, 17
<2y Conkral Unit (4)
Ay Extension (30)
E User (32)
# HuntGroop (18)
B shork Code (A1)
@ Service ()
ol RAS (1)
+ @ Incoming Call Route (19)
E@) wanPart (0)
am Directary (0)
f.“' Time Profile {0)
T @- Firewall Profile (1)
+ -l 1P Route (3)
#m Account Code (0)
e Licence (64}
& Tunnel (00
+-fiy User Rights (8)
g ARS (2)
o RAS Location Request (0)
== E911 System (1)

-

+

+

B SIP Line - Line 17

SIP Ling || Transport | SIP URD \yalp || T38 Fax| SIP Credentials

Channel

Edit Channel
Wia

Local LRI
Contact

Display Mame
PAl
Reqistration
Incoming Group

Oukgaing Group

Groups
1 100 100

Max Calls per Channel 20 =

Wiz Local URI

flosn

192,168.62 .58

Use Internal Data

Use Internal Data

Use Internal Data

0: <Mone:=

100

100

Display Mame

PAL
M.,

Credential  Max Calls
0: <Mon... 20

In this reference configuration, the single SIP URI shown above was sufficient to allow incoming
calls for AT&T DID numbers destined for specific IP Office users via [P Office hunt groups.
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5.4.4. SIP Line - VoIP Tab

Select the VoIP tab and configure as follows:

e Compression Mode — Set to Automatic Select from the drop-down list.

e Fax Transport Support — Select T38 from the drop-down list.

e DTMF Support - Set to the default value RFC2833.

e VOIP Silence Suppression — This box is checked as AT&T Flexible Reach service requires
G729 as a preferred codec.

¢ Re-invite Supported — Check to allow for codec re-negotiation in cases where the target of an
incoming call or transfer does not support the codec originally negotiated on the trunk.

e Use Offerer’s Preferred Codec — Check this box so that the top codec offered to IP Office is
used if IP Office supports that codec.

IP Offices E SIP Line - Line 17

- K BOOTP (5) SIP Line| Transport || SIP URI| YOI [T38 Fax| SIP Credentials
+{# Operator (3)
=5y DOEOO7OSCO3S Compression Mode Automatic Select w WoIP Silence: Suppression

+-5%9 System (1)
=47 Line (6) Fax Transport Support T38 b

45 i = Use Offerer's Preferred Codec
e Call Initiation Timeouk {5} 4 >

17 [ codec Lockdown

T‘I s DTMF Support RFC2533 b

T

., 9
w, 17

Re-invite Supported

Since default values were used for T38 fax and AT&T IP Flexible Reach does not require
registration, the T38 Fax and SIP Credentials tabs need not be visited. Click OK (not shown) to
commit the SIP Line configuration.
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5.5. Users, Extensions, and Hunt Groups

In this section, examples of IP Office Users, Extensions, and Hunt Groups will be illustrated. In
the interests of brevity, not all users and extensions used will be presented, since the configuration
can be easily extrapolated to other users. To add a User, right click on User in the Navigation
pane, and select New [not shown]. To edit an existing User, select User and select the appropriate

user in the Navigation pane.

5.5.1. Digital Telephone User 217

The following screen shows the User tab for User 217. This user corresponds to a digital phone.

B Extn217: 217

IP Offices

- & BOOTP ()
(< Operator (3)
(=% O0EQO7OSCO3S
a0 Syskem (1)
7 Line (6)
+-2x Conkrol Unit (4)
[+ Extension {300
=2 : User (32)

: Mollser

: RemoteManager
201 Extnz01
202 Extnz02
203 Extnz203
204 Extnz04
205 Extnz0%
206 Extnz06
207 Extnz07
205 Extnz03
209 Extnz09
210 Extnz10
211 Extnz11
212 Extnz12
213 Extnz13
214 Extnz14
215 Extnz15
216 Extnz16
217 Extnz17
218 Extnz13
219 Extnz19
220 Extnz20
221 Extnz21
222 Extnz22
223 Extnz23
224 Extnz24

Telephony | Forwarding || Dial Ir|

User | voicemail | DMD || ShortCodes | Source Numbers
Mame Extnz17
Password
Confirm Password
Full tMame
Extension 217
Locale
Priority 5
System Phone Rights Tone
Profile Basic User
[] Receptionist
Enable SoftPhane
[] Enable one-x Portal Services
Enable one-# TeleCommuter
[] Ex Directary
Desice m T7316E
Tvpe
User Rights

User Rights view User data
WWorking hours time profile

‘Wharking hours User Rights

& 501 ExtnS01

Cuk of hours User Rights
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The following screen shows the SIP tab for User 217. In this sample configuration, the SIP Name
and Contact parameters are the user part of the SIP URI in the From header for outgoing SIP trunk
calls only. The SIP Display Name (Alias) parameter is configured with any descriptive name. If
all outgoing calls involving this user should be considered private, then the Anonymous box may
be checked to withhold the user’s information from the network. See Section 5.6.1 for an alternate
method of using a short code (rather than static user provisioning) to place an anonymous call.

IP Offices

K BOOTP(S) rs
{# Operator (3)
[=-%=p DDEOOFOSCO3S

a9 System (1)

T4 Line {6

<2 Control Unit {4)

A Extension (30}

= & User {32)

: Molser
: RemoteManager

201 Extnz0l
20z Extnz0z
203 Extnz03
204 Extnz04
205 Extnz0S
206 Extnz0f
207 Extnz07?
203 Extnz0g
209 Extnz09
Z10Extnz10
Z11 Extnzll
Z1ZExtnzlz
Z13Extnzl3
Z14 Extnzl4
Z1SExtnzlS

SIP Mame

Contact

SIP Display Mame (Alias) |Ex

7323660217

F3IZI6E0217

D Anonymous

=] Extn217: 217

Dial In | Yoice Recording | Button Programming || Menu Programming | Mobility | Phone Manager Options | Hunt Group Membership | Announcements | SIP

The following screen shows the Extension information for this user. To view, select Extension and
the appropriate extension in the Navigation pane.

IP Offices

(=)= OOEOO7OSCO3S
27 System (1)
1% Line (6}
<2 Contral Unik (47
(=) Extension (30}

A 25201
A 26202
A 27203
A 26204
A 29205
A 30206
Ay 31 207
A 32208
A 49200
A 50210
A 51211
&5zl
Ay 53213
A 54214
A 55215
A 56216

.

Extn
Extension Id 73
Base Extension 217

Caller Display Type

Reset Wolume After Calls F]
Device bype m
Module BD4
Part il
Disable Speakerphone F

ﬁ Digital Extension: 73 217
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5.5.2. IP Telephone User 501

The following screen shows the User tab for User 501. This user corresponds to an Avaya 1616 IP
Telephone that is configured as power user with IP Office Softphone features enabled as shown
below.

IP Offices = Extn501: 501

‘F BOOTP (S) A User | voicemail | DMD | ShorkCodes | Source Numbers || Telsphony | Farwarding | Disl Tn
i Operator (3)
%20 O0EQO7O0SCO3S Marme ExtnS01
559 Syskem (1)
F7 Line (8) Password R
|
“2p Conkrol Unit {47 Canfirm Password [r—
Ay Extension {30)
= i ser (32) Full tame
: Mollser
: RemoteManager Extension 50
§ 201 Extnzol L
§ 20z Extnzoz
$ 203 Extnz03 Priarity 5
§ 204 Extnzo4
a 205 Extnz05 System Phone Rights Mone
§ 208 Extnzos ]
a 07 Extrz07 Profile: Power User
a 205 Extnz03 |:| Receptionist
209 Extnz09
g 210 Eit:ZlD Enable SoftPhone
a 211 Extnz11l Enable one-¥ Partal Services
a 212 Extn212 Enable one-x TeleCommuter
§ =13Extnzi3
a 214 ExtnZ14 l:‘ Ex Directory
§ =215Extnzis .
§ z16Extn2is DTE“";E fvava 16160
§ 217Extnat? e
§ =z18Extnzis User Rights
§ =219Extnzio
a 290 Exkn220 Lser Rights view Iser daka
g 2;12 Extniié ‘Warking hours time profile
xtn
a 223 Extnzz3 ‘Wharking hours User Rights
§ 224 Extnzed

Cuk of hours User Rights
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Like the user with extension 217, the SIP tab for the user with extension 501 is configured with a
SIP Name, SIP Display Name (Alias) and Contact.

IP Offices B8 Extn§01: 501

R BooTR () || | Dial In | Yoice Recording || Button Pragramming | Menu Programming | Mability | Phone Manager Options | Hunt Group Membership | Announcements | SIP

{# Operator (3}

[=)-%=) Q0EDDFOSCO3S SIP Mame 7323680501
9 System (1) —
7 Line (&) SIF Display Mame (alias) |ExtnS01

<= Control Unit (4]
Ay Extension (30)
= ﬁ User (32)
frg riouser [ anorymous
I RemoteManager
201 Extn201
202 ExtnzZ02
203 Extn203
204 Extnz04
203 Extnz2035
206 Extn206
207 Extnz07
208 Extn208
209 Extn209
210 Extnz10
211 Extn211
212 Extn212
213 Extnz13
214 Extn214
215 Extnz1S
216 ExtnZ16
217 Extn217
218 Extnz18
219 Extn213
220 Extn220
221 Extnzz1
222 Extn222
223 Extn223
224 Extnzz4
501 ExtnS01

Contact F323680501

The following screen shows the Voicemail tab for this user. The Voicemail On box is checked,
and a voicemail password can be configured in the Voicemail Code and Confirm Voicemail Code
fields.

IP Offices B Extn501: 501
R BOOTP(S) 5 User Yaicernail EDND ShortCodes || Source Mumbers | Telephony | Forwarding | Dial In | Yoice Recordi
i Operator (3} : :
[=)-#=) O0EDO70SCO3S Yoicemail Code i Yoicernail On
50 System (1) -
7 Line () Confirm Yoicemail Code ™%t | [ voicemail Help
<2 Control Unit (4) Vaicemail Emai [] woicemail Ringback
Ay Extension {30) L
= a User (32) Yoicemail Email Reading
i HoUser [ ums web Services
: RemoteManager
§ 201 Extnzol
§ 20zExtnzoz o . i 0
§ 203Exnz03 o mrar =
@ 204 Extriznd DTMF Breakout
a ZOSExtR205 |mEEE Rt it .
§ 206 Extna06 Reception [ Breskout (DTMF0) |SystemDefauk) |
& 207 Extn207 Ereakout (DTMF 2) System Default ()
f 208Exn208 EEEEEEee e sssss—
§ 209Extnzo9 Breakout (DTMF 3) System Default ()
«a .- e PR Y
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Select the Telephony tab and Supervisor Settings sub-tab as shown below. To allow hot desking,
enter a Login Code.

IP Offices =] Extn501: 501
K BOOTP (5) 5 User | Woicemail | DMD ShortCodes | Source Mumbers | Telepharry éForwarding Dial In || Woice Recording || Button |
i Operator (3) ; - !
=% DOE0O7OSCO3S Call Settings | Supervisor Sethngs | Multiine Options | Call Log
iy Swstem (1)
17 Line (6) Login Code [1 Force Login
- Contro! Uit (4 Login Idle Period {secs) [ Force Account Code
<& Extension (30) s
= a User (32) Monitor Group | <Mone b
2 Holiser e
; Remaoteianager Coverage Group | <Mone b
201 Extnz01 e ————————— )
202 Extrcne SttusonNo-Answer |logged On(Nochange) v| O ougoing Callgar
203 ExknZ03 Reset Longest Ide Time [ 1nhibit QFf-Switch Forward TransFel
204 Exknz04 ® alcal [ Canrtrude
208 Extnz05 as
206 Extnz06 O Externaln ) Cannot be Intruded
207 Extn207 pieblotebsf [ can Trace Calls
208 Extnz0g
209 Exkn209 [ ccr agent
Z10Extnz10 I Automatic After Call wark
A penss 0 W e e O

Select the Call Settings tab as shown below. Check the Call Waiting On box to allow an IP

Office Softphone logged in as this extension to have multiple call appearances (necessary for call
transfer).

IP Offices B Extn501: 501

R BOOTR (5) “| |user | vaicemal | DND || ShortCades | Source Mumbers Telephory | Forwarding | Dial In || Voice Recording | Bu
% Operator (3} : |
[=)-*%) DOEOO7OSCO3S Call Settings | Supervisor Settings | Mulki-ine Options | Call Log
29 Syskem (1)
17 Line (6) CQutside Call Sequence Default Ring w Call waiting On
{
- Contro! Lnit (4] Inside Call Sequence Default Ring w Answier Call Waiting On Hold
A& Extension(3y | o/ === ]
= a User (32) Ringback Sequence Default Ring v [] Busy On Held
: WoUser (W s S T s e e e =
§m RemateManager Ma Answer Time (secs) 13 &l [ offhook Station
g gg; Eit:gg; Wrap-up Time (secs) 2 =)
§ 203 Extn20s Transfer Return Time (secs)  |[OFF = |l
a 204 ExthU"-} .........................................
§ =05 Extnzos Call Cost Mark-Up 100
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The following screen shows the Extension information for this user, simply to illustrate the VoIP
tab available for an IP Telephone.

IP Offices E H323 Extension: 8007 501

R BoOTP(S) Alllpan | vor |
1% Operator (3)
[=-*%=p DOEOD7OSCO3S IP Address | @ 0 0 0 | [ wolP silence Suppression

"= System ) MAC Address [ | Enable Faststart far
17 Line (8) ! O non-&vaya IP phones
= Control Unit (4) Compression Mode | Automatic Select Vl
=) -4f# Extension (30)
& 25201 TOM-=IP Gain | Defaulk v |
& 26202
£ 27203
£ 25204
& 29205
A 30206
& 21207
& 32 208
& 49209
& s0210
&5tz
£ 52212
£ 53213
£ 54214
A 55215
& 56216
£ 73217
& 74218
& 75219
& 76220
& 77221
& 732
& 79223
A B0 224
. BO07 501

ot oF Band DTMF

[ Local Tones

IP-=TDM Gain EDeFauIt w
L | Allows Direct Media Path

Supplementary Services iNone w
e ¥ L | [ Reserve Avaya I endpaint license

[] Reserve 3rd party IP endpoint license
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5.5.3. SIP Telephone User 520

The following screen shows the User tab for User 520. This user corresponds to an Avaya 1140E
SIP Telephone.

IP Offices ﬁ Extn520: 520*

& BoOTP(5) i User |Voicemail DhD ShortCodes | Source Mumbers | Telephony | Forwarding || Dial In | Yoice Recordin
{# Operatar (3)
[=)-%=p ODEQOZOSCO3S Marne |Extn52l3

w2y System (1)

17 Line (6) Password |""""‘***

<2 Control Unit (4)
4 Extension (300
= User (32) Ful lame |
: Mollser
: RemaoteManagsr Extension |520
201 Extnz01 Locale |
202 Extnz0z
203 Extnz03 Friority |5 v
204 Extnz04
205 Extnz0S Syskem Phone Rights |None v
206 Extnz0o
207 Extnz07
205 ExtnZ08 [] Receptionist
209 Extnz09
210 Extnz10
211 Extnz11 [] Enable one-% Partal Services
212 Extn212
213 Extn213
214 Extnz14 [ Ex Directory
215 Extnz215 .
216 Extn216 DTB;;;B
217 Extn217
218 Extn218 Lser Rights

219 Extnz219
220 Extnz20 User Rights view |Llser data w |

Confirm Passward |******

Profile

Enable SoftPhone

Enable one-¥ TeleCommuter

Arvaya 1140E Sip

221 Extn221
222 Extnzz2
ZZ3ExtNZ23 ‘orking hours User Rights | w |

224 Extnzz24
an 501 Exknsol Out of hours User Rights

working hours time profile

The following screen shows the Extension information for this user. Note that for a SIP telephone,
the [P Address configured for the phone needs to be specified. In this example, 10.80.130.51 was
assigned to the Avaya 1140E telephone. All other screens are configured the same way as in
Section 5.5.2.

IP Offices B SIP Extension: 8000 520
& BOOTR(S) | | Extn |\-'01P ....... |T38 Fax
i Operator (3)
=)=y O0EDO70SCO3S IF Address | 10 80 130 51 | [] wolIF Silence Suppression
a2y System (1) ; X
¥7 Line (6) Compression Mode |Automatic Select v| [ Local Hold Music
“= Contral Unit (4) Fax Transport Support [ mllov Direct: Media Path
(=4 Extension (30} i
& 25200 TOM->1P Gain [ Default v| [ Rednvite Supported
& 76202 !
& 27203 1P-=TOM Gain |DeFauIt 3 | [ Use OFferer's Preferred Codec
Ay 28204 DTMF Suppart |RFC2833 2 | Reserve Avaya IP endpaint license
A 29208 -
& 20205 [ reserve 3rd party IP endpoint license
AT:Reviewed Solution & Interoperability Test Lab Application Notes 34 of 47

SPOC 08/17/2011 ©2011 Avaya Inc. All Rights Reserved. [PO70IPFRBIB



5.5.4. Hunt Groups

Hunt groups were used in this reference configuration to make sure all different endpoints could be
exercised for incoming calls on a SIP Trunk from AT&T Flexible Reach service. To configure a
new hunt group, right-click HuntGroup from the Navigation pane, and select New. To view or
edit an existing hunt group, select HuntGroup and choose the appropriate hunt group from the
Navigation pane.

The following screen shows the Hunt Group tab for hunt group 4893. This hunt group was
configured to contain all of the endpoints used in this reference configuration. Since the Ring
Mode field is set to LongestWaiting, this will enable the telephones to ring in a round robin
fashion with a priority given to the longest waiting member of the hunt group. Click the Edit
button to change the User List. Once a user is part of a hunt group User List, it can be
enabled/disabled by checking/unchecking the box in the Extension field.

IP Offices Longest Waiting Group SonusTDM4893: 4893

=R BOOTP(5)
#-{# Operator (3)
=% O0ENO705C03S Name SorusTOM4333 [ cor agent Group

Hunt Group | voicemail | Fallback | Queding | Voice Recording || Announcements | SIP

+-#55p System (1)
+-T4 Line (6)

<2 Control Unit (4) Ring Mode Longestialting v Mo Answer Time (secs) 50
+ -4y Extension {30)
o User(32) Cverflow Mode Group w Cwerflow Time (secs) Off

=-ap HunkG )
Er HuntGroup (9 Hald Music Source No Change v Woicemail Answer Time (secs) (30
1&1 13 Billing

4§ 14 CustomerService QESEI:%&US itreae Tene he

gq ggggl\qlslsnl\lsﬂﬂg User List Crverflow Group Lisk
iﬁ 5010 W3MS010 Extension Marme Group Mame

fﬁ 12 Payables 207 Extn207

1&1 11 Receivables 217 Extri2i?

s01 ExtnS01

503 ExtnS03

521 ExtnS21

Extension 4893

AEARERANE S 2

i 4893 SonusTOM4E93
S 4594 SonusTOM4894
+ -8 Short Code (61)
B service (0
s RAS (1)
=+ e Incoming Call Route {10)
@ WanPort {0)
a4 Direckory [0}
(.“ Tirme Profile {0)
+ @ Firewall Prafile (1)
+- [l 1P Route (3)

@ Account Code (0) Edit... Remove Add... Remove

HEEEE

The following screen shows the SIP tab for hunt group 4893. The SIP Name and Contact are
configured with AT&T DID 7323684893. Refer to Section 5.7 where an incoming call route is
mapped to this hunt group for the calls to be delivered to the members of this group.
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IP Offices Longest Waiting Group SonusTDM4893: 4893*

R BOOTP (5) Hunt Group || Yoicemail | Fallback | Quewing || Woice Recording Announcements| sIp |
1+ Operator (3}
==y OOEQO7OSCO3S SIP Mame |?323684893 |

=0 System (1)
T4 Line (6)
<= Contral Unit (4) Contack |?323534393 |
Ay Extension (30)
§ User(3z)
(=5 HuntGroup (9} 1 anonymous

i 13 Biling

ﬂ 14 CuskomerService

4§l 200 Main

AF 5009 NSHS009

W 5010 NSNSO010

ﬂ 12 Pavables

4§l 11 Receivables

S 4593 SonusTDM4E93

SIP Display Mame {Alias) |SDnusTDM4893 |
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5.6. Short Codes

In this section, various examples of IP Office short codes will be illustrated. To add a short code,
right click on Short Code in the Navigation pane, and select New. To edit an existing short code,

click Short Code and select the code to be edited in the Navigation pane.

5.6.1. ARS Code

In this reference configuration, the Automatic Route Selection (ARS) feature was used for outgoing
calls. A short code was configured as follows:
Code — Set to 9N for access to ARS

Feature — Select Dial from the drop-down list
Telephone Number — Set to N. If this value is set to WN, then the calls sent via this route will

be sent as Anonymous.

Line Group Id — Set to 50:Main configured in Section 5.8.

So, when an IP Office user dials 9-1-303-538-1760 IP Office identifies it as an ARS call and refers
to the line group setup in this short code. Refer to Section 5.8 for how the call is handled after it get
to the ARS group.

I *43 A 1| short Code
| LRt
W *a5%N# Code E
LR
ox 47 Feature Diial
B *48 Teleghone Marber N
W 49
¥ *S0 Line Group Id 50: Main
91 *51
X *s52 Locale
B SN Force Accourt Code ]
P *STNE
ox *e7
9 TS
X TINE
X *30
W +e000*
W a1l
93 *92;
91 5
o *pssH
L ]
9% *5KN
X 4150
P 42500
L L
B
w1
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5.6.2. Meet-me Conference and Auto-attendant Codes

Features like Meet-me Conference and Auto-attendant are configured on Voicemail Pro and are
beyond the scope of this document. In order to access those features, short codes can be used. In
this reference configuration, for meet-me conference and auto-attendant Conference was
configured on Voicemail Pro. The following screens show the short code set for these features.
Conference module configured in Voicemail Pro handles both the conferencing and auto attendant
features and is beyond the scope of this document.

*890: Voicemail Collect

Short Code
Code *50
Feabure volcemal Collect b

Telephone Number | “Conference”
Lirws Group 1d o »

Locale w

Force Account Code [ ]

5.6.3. Voicemail Retrieval Code

To retrieve voicemails left in individual mailboxes, this code was configured in this reference
configuration. When a user enters, *17, they can retrieve the messages in their mailbox.
Additionally, this short code can be also in the Incoming Call Route configured in Section 5.7.

B *17: Voicemail Collect

Short Code
Code 7
Faature woacamnal Collact "

Telephore Humber (U
Line Group Id 0 w

Liocale w

Force Account Code [
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5.7. Incoming Call Routes

In this section, [P Office Incoming Call Routes are illustrated. Each Incoming Call Route will map
a specific AT&T IP Flexible Reach DID number to a destination user, group, or function on IP
Office. To add an incoming call route, right click on Incoming Call Route in the Navigation pane,
and select New [not shown]. To edit an existing incoming call route, select Incoming Call Route
and the appropriate route in the Navigation pane.

The screen shown below matches the AT&T IP Flexible Reach DID 7323684893 in the Incoming
Number field on the Line Group Id (100). The Line Group Id matches the Incoming Group
field configured in the SIP URI tab for the SIP Line to AT&T IP Flexible Reach service in Section
54.

IP Offices B 100 732

R BOOTR (5] Standard | yoice Recording || Destinations
i+ Operatar (3)
=% DOEON7OSCO3S Bearer Capability Any Yoice v

) Syskem (1)

- Line Group Id 100 w
7 Line (8) P
<= Control Unit (4) Incarming Mumber 7323684893
Ay Extension (30)
§  user(32) Incoming Sub Address

8 HuntGroup (9)

Incorning CLT
@3 Short Code (613 ncoming

B service (0 Locale v
o RAS (1)
=43 Incoming Call Route (107 Priority 1-Low M
@Po
> 1100000011001 Tag
e 1100000021002 Hald Music Source System Source w

@ 1100000031003
3 1100000041004
@ 1100000051005
3 100 3143325009
3 100 3143325010
B 100 3684594

1] 100 7323

Select the Destinations tab and a value can be either selected from the drop-down list or manually
entered. In the screen shown below, the hunt group configured in Section 5.5.4 was selected.

100 7323684893"

Standard | Yaice Recording | Destinations

TimeProfile Destination Fallback Extension

& Default Yalue iL: NUsTDM4593 w
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Similarly, in the screen below, any of the extensions configured in Section 5.5 can be used.

100 7323684893

Standard | Vaoice Recording | Destinations

TirmeProfile Destination Fallback Extension

4 Default Value 2073 Extn203 »

The following screen displays how a short code can be manually assigned in the Destination field
to route the call for voicemail retrieval. Similarly, a short code for Meet-me conference and Auto-
attendant features can be used in the Destination field to exercise those features.

B

= 100 7323684893*
Standard | Woice Recording Destinations
TimeProfile Destination Fallback. Extension
» Diefault Value |m b |

100 7323684893

Standard | Yoice Recnrdingi Destinations

TimeProfile Destination Fallback Extension

| » Default value *ap -

The following screen displays another mechanism to access the Meet-me conference and Auto-
attendant feature without using the short code. The Conference feature was configure in Voicemail
Pro and is beyond the scope of this document.

100 7323684893*

Standard | ¥oice Recording | Destinations i

TimeProfile Destination Fallback Extension

ra Default walue
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5.8. ARS and Alternate Routing

While detailed coverage of ARS is beyond the scope of these Application Notes, this section
includes basic ARS screen illustrations and considerations. In this reference configuration,
Automatic Route Selection (ARS) was used rather than the simple short code approach. With
ARS, secondary dial tone can be provided after the access code, time-based routing criteria can be
introduced, and alternate routing can be specified so that a call can re-route automatically if the
primary route or outgoing line group is not available. Although not shown in this section, ARS
also facilitates more specific dialed telephone number matching, enabling immediate routing and
alternate treatment for different types of numbers following the access code. For example, if all
1+10 digit calls following an access code should use the SIP Line preferentially, but other local or
service numbers following the access code should prefer a different outgoing line group, ARS can
be used to distinguish the call behaviors.

To add a new ARS route, right-click ARS in the Navigation pane, and select New [not shown]. To
view or edit an existing ARS route, select ARS in the Navigation pane, and select the appropriate
route name in the Group pane.

The following screen shows an example ARS configuration for the route named “Main”. The In
Service parameter refers to the ARS form itself, not the Line Groups that may be referenced in the
form. If the In Service box is un-checked, calls are routed to the ARS route name specified in the
Out of Service Route parameter. [P Office short codes may also be defined to allow an ARS route
to be disabled or enabled from a telephone. The configurable provisioning of an Out of Service
Route, and the means to manually activate the Out of Service Route can be helpful for scheduled
maintenance or other known service-affecting events for the primary route.

S e
+- K BOOTPR(5) ARS
H-q Operator (3)
=% O0EOD70SCO35 ARS Route Td Secondary Dial tone
=% System (1)
-1 Line (6) Raute Hame SystemTone b
=+ 20 Contral Unit {43
-« Extension (30) Dial Delay Time System Default (47 3 Check User Call Barring
£ g User {32)
£ ﬂ HuntGroup {5
I @ Short Code (61) In Service Ok of Service Route =None> v
@ Service (0)
41 RAS (1) l
5 e Incoming Call Route (10}
@ wanPart {00 Time Profile ey L 0 Holrs RoUke <None= v
s Directory (0)
£ Time Profile (0) l
m @ Firewall Profile (1)
+ [Ell 1P Route (3) Code Telephone Number Feature Line Group Id e
&, Account Code (0) AN il Dial 3K1 o
- W Licence (64) HHMAHA AN N Dial 3K1 ] Rsmove
W Tunnel {0} 1M; IN'@207.242.225. 210" Dial 3K1 100 Edit...
+ § 3 User Rights (8) O11LN; 011N'@207,242,225.210" Dial 3K1 o0
= ARS (1) 511 511'@207.242.225,210" Dial 3K1 100
“F7 50: Main 411 411"@207.242,225.210" Dial 3K1 100
«# FAS Location Request (0) ¥
% fx E911 System (1) < >
l
Additional Route <None> R4
AT:Reviewed Solution & Interoperability Test Lab Application Notes 41 of 47

SPOC 08/17/2011 ©2011 Avaya Inc. All Rights Reserved. [PO70IPFRBIB



Assuming the primary route is in-service, the number passed from the short code used to access
ARS (e.g., 9N in Section 5.6) can be further analyzed to direct the call to a specific Line Group ID.
Per the example screen above, if the user dialed 9-1-303-538-1760, the call would be directed to
Line Group 100, configured in Section 5.4.3. If Line Group 100 cannot be used, the call can
automatically route to the route name configured in the Additional Route parameter in the lower
right of the screen. Since alternate routing can be considered a privilege not available to all callers,
IP Office can control access to the alternate route by comparing the calling user’s priority to the
value in the Alternate Route Priority Level field.
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5.9. Privacy / Anonymous Calls and SIP OPTIONS Frequency
To configure IP Office to include the caller’s DID number in the P-Asserted-Identity SIP header

required by AT&T Flexible Reach service to admit an otherwise anonymous caller to the network
the following procedure may be used
From the Navigation pane, select User and then select the user named NoUser. In the NoUser
Details pane, select the tab Source Numbers. Press the Add... button to the right of the list of any
previously configured Source Numbers. Inthe Source Number field shown below, type
SIP_USE_PAI FOR_PRIVACY. Click OK
Similarly SIP OPTIONS frequency was configured by adding another source number by entering
SIP_OPTIONS PERIOD=2 in the Source Number field. This will set the frequency of the SIP
OPTIONS message sent by IP Office to 2 minutes

|’New Source Number

Source Number

OK

Cancel

The following screen displays the Source Numbers configured in this reference configuration

M- X[v|z|>
Menu Programming | Mobmtyl Phone Manager Optm5| Hunt Group Member5h|p| Announcementsl SIP | Personal Dwectoryl

SIP_USE_PAIL_FOR_PRIVACY

User |kf0|cema|||DND ShortCodes SOUFCE‘ Numbers Telephonylan'uard|ng|Dlalin|V0|ce Record|ng|Button Programming
Source Number
SIP_OPTIONS_PERIOD=2

Add...
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5.10. Saving Configuration Changes to IP Office

When desired, send the configuration changes made in IP Office Manager to the IP Office server,
to cause the changes to take effect. Click the “disk™ icon that is the third icon from the left (i.e.,
common “save” icon with mouse-over help “Save Configuration File”). Click Yes to validate the

configuration, if prompted.

IP Office Manager

N

The configuration has not been validated.
Perform validation before saving?

, ................ IES ................. HO |

Once the configuration is validated, a screen similar to the following will appear, with either
“Merge” or “Immediate” selected, based on the nature of the configuration changes made since the
last save. Note that clicking OK may cause a service disruption. Click OK if desired.

Send Configuration

IP Office Settings

Configuration Reboot Mode
(:) Merge

(%) Immediate

) When Free

) Timed

Reboot Time

Call Barring

QOEDO7OSCO3S

[ QK ][ Cancel ][ Help ]
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6. Verification Steps

The following steps may be used to verify the configuration:

6.1. General
e Place an inbound and outbound calls exercising the Sonus network, TDM gateway and NSN
network.

e Place an inbound call, answer the call, and verify that two-way talk path exists. Verify that the
call remains stable for several minutes and disconnect properly.

e Place an outbound call, answer the call at PSTN phone and verify that two-way path exists.
Verify that the call remains stable for several minutes and disconnect properly.

e Place an inbound call to an agent or phone, but do not answer the call. Verify that the call
covers to Voicemail Pro and messages can be retrieved using the appropriate short codes.

e Use the System Status application to verify the status of trunks, extensions and call progress.

e Use the Monitor application to monitor the activity on IP Office.

7. Conclusion

As illustrated in these Application Notes, Avaya IP Office can be configured to interoperate
successfully with the AT&T IP Flexible Reach service. This solution provides users of Avaya IP
Office the ability to support inbound and outbound calls over an AT&T IP Flexible Reach SIP
trunk service connection via MIS/PNT transport. Additionally the ability of Avaya IP Office to
provide SIP Diversion Header to the AT&T IP Flexible Reach service for certain out bound call
scenarios was demonstrated.

The reference configuration shown in these Application Notes is representative of a basic enterprise
customer configuration and is intended to provide configuration guidance to supplement other
Avaya product documentation. It is based upon formal interoperability compliance testing as part
of the Avaya DevConnect Service Provider program.
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8. References

This section references documentation relevant to these Application Notes. In general, Avaya
product documentation is available at http://support.avaya.com

[IPO-INSTALL] IP Office 7.0 Installation Manual, Issue 23k, May 22, 2011
Document Number 15-601042
https://support.avaya.com/css/P8/documents/100129376

[IPO-MGR] IP Office Release 7.0 Manager 9.0 Issue 26h, May 22, 2011
Document Number 15-601011
https://support.avaya.com/css/P8/documents/100129398

[IPO-SYSSTAT] IP Office Release 6.0 System Status Application, Issue 05a, February 12, 2010
Document Number 15-601758
http://support.avaya.com/css/P8/documents/100073300

[TPO-VMPRO] IP Office Release 7.0 Voicemail Pro Administration, Issue 26a, May 1, 2011
Document Number 15-601063
https://support.avaya.com/css/P8/documents/100129332

[IPO-MON] IP Office System Monitor, Issue 02b, November 28, 2008
Document Number 15-601019
http://support.avaya.com/css/P8/documents/100073350

Additional IP Office documentation can be found at:
http://marketingtools.avaya.com/knowledgebase/

AT&T IP Flexible Reach Service Descriptions:

[1]1 AT&T IP Flexible Reach
http://www.business.att.com/enterprise/Service/business-voip-enterprise/network -based-voip-
enterprise/ip-flexible-reach-enterprise/
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are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
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Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
program at devconnect@avaya.com.
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