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Application Notes for Configuring the Bluesocket Total
Wireless LAN Solution with Avaya IP Office and Avaya
3600 Series Wireless Telephones - Issue 1.0

Abstract

These Application Notes describe the configuration process for enabling interoperability
between the Bluesocket Total Wireless LAN Solution with Avaya IP Office and Avaya 3600
Series Wireless Telephones. Information in these Application Notes has been obtained through
DeveloperConnection compliance testing and additional technical discussions. Testing was
conducted via the DeveloperConnection Program at the Avaya Solution and Interoperability
Test Lab.
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1. Introduction

Integrating wireless telephony requires interoperability between the wireless telephony products
and the wireless networking infrastructure. The ability to overlay wireless telephony upon an
existing wireless network or at an initial deployment of a wireless network is crucial for wireless
hardware manufacturers.

These Application Notes describe the configuration process necessary to provide interoperability
of Avaya IP Office and Avaya 3600 Series Wireless Telephones with the Bluesocket Total
Wireless LAN Solution.

The Bluesocket Total Wireless LAN Solution is comprised of a controller and access points.
Bluesocket BlueSecure controllers provide reliable, policy-based wireless LAN (WLAN)
security, stateful firewalling, Quality of Server/Class of Service (QoS/CoS), Layer 3 intrusion
detection, and dynamic RF management. BlueSecure access points work in conjunction with
BlueSecure controllers for enterprise WLAN deployments. The BlueSecure access points (AP)
include dual radios supporting 802.11 a/b/g in a plenum-rated housing with fixed omni-
directional antennas (model AP-1500) and optional external antennas (model AP-1540).

1.1. Network Diagram

The network diagram shown in Figure 1 illustrates the testing environment used for compliance
testing. The network consists of an Avaya IP Office, an Avaya Voice Priority Processor (AVPP),
three different models of wireless IP telephones, a digital telephone, an IP telephone and the
wireless network infrastructure, which is described below.

The wired telephones include an Avaya 5620SW IP Telephone and an Avaya 2420 Digital
Telephone. The wireless IP telephones include the Avaya 3616, the Avaya 3620 and the Avaya
3626 Wireless Telephones. An Avaya Voice Priority Processor is attached to the wired portion
of the network. AVPP marks the voice traffic from the Avaya 3600 Series Wireless Telephones
with QoS parameters. A wireless laptop running Avaya IP Office Phone Manager Pro PC
Softphone is also connected to the network.

The wireless network is provided by the Bluesocket Total Wireless LAN Solution, which is
comprised of a single Bluesocket BlueSecure Controller 5000 (BSC 5000) and three Bluesocket
BlueSecure Access Point 1540 (BSAP 1540).
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Figure 1: Sample Network for Bluesocket Total Wireless LAN Solution
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2. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment Software
Avaya IP Office 4.0.5
Avaya IP Office Manager 6.0.5.0
Avaya IP Office Phone Manager Pro PC Softphone 4.0.15
Avaya IP Office Voicemail Pro 4.0.15
Avaya 2420 Digital Telephone N/A
Avaya 5620SW IP Telephone 2.3
Avaya 3616 Wireless Telephone 96.048
Avaya 3620 Wireless Telephone 96.048
Avaya 3626 Wireless Telephone 96.048
Avaya Voice Priority Processor 174.028
Avaya Configuration Cradle 2.11.03
Bluesocket BlueSecure Controller 5000 — BSC 5000 53.1.11
Bluesocket BlueSecure Access Point 1540 — BSAP 1540 | 5.3.1-1
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3. Configure Avaya IP Office

All of the telephones configured in the sample network in Figure 1 were administered as VolP
extensions in Avaya IP Office except for the digital telephone which was administered as a
digital extension. For complete references on how to administer these types of stations please
refer to Section 11 [1] and [2].

4. Configure Avaya 3600 Series Wireless Telephones

The Avaya 3600 Series Wireless Telephones provide two methods for configuration. The
telephones can be configured manually using the keypad on the telephone or the telephones can
be configured using the Avaya Configuration Cradle. The Avaya Configuration Cradle is a
device that connects to a computer via a serial cable. The Avaya Configuration Cradle has slots
where the Avaya 3600 Series Wireless Telephones can be placed for configuration. An
additional piece of software is needed on the computer to which the Avaya Configuration Cradle
is attached. For complete details about the Avaya Configuration Cradle refer to Section 11 [4].

The Avaya Configuration Cradle application is started by double clicking the application icon
once the software has been installed. Once the application is started, the Config Cradle page is
shown (see Step 1).
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Step

Description

From the Config Cradle page, configure the Avaya 3600 Series Wireless Telephones

with the parameters below. Once all the configuration data has been set, click the
button and then click the Write Phone button. The ESS ID: Static Entry field must
match the SSID field configured on the BSC 5000 in Section 6, Step 18. The Security
field must match the Authentication Type field configured on the BSC 5000 in Section
6, Step 18. Repeat this process for each telephone and modify the Call Server Extension
field to reflect the extension being provisioned. Three different security schemas were
tested: “None”, “WEP” and “WPA-PSK”. For details about configuring these options,
refer to Section 11 [4].

Call Server Extension “212”
Call Server Password “1234”
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Step

Description

The Avaya 3626 Wireless Telephones support the “Push-to-talk” feature. This feature
requires additional configuration which is shown below. Ensure that the check-boxes
labeled Admin Push-to-talk Enable and User Push-to-talk Enable have been checked.
Ensure that the check-box labeled Push-to-talk Enable Channel 1 has been checked.
Input “1” in the User Push-to-talk Channel field. This value must be configured on the
3626 Wireless Telephones using the feature. Once the parameters for “Push-to-talk” have

been configured, click the button and then click the Write Phone button to save the
configuration to the telephone.
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5. Configure Avaya Voice Priority Processor

The Avaya Voice Priority Processor is a device that marks the voice traffic from the Avaya 3600
Series Wireless Telephones with QoS parameters.

The initial configuration of the AVPP is administered through a console/serial cable connection
directly to the AVPP. Using a DB-9 female, null-modem cable, connect the AVPP to the serial
port of a terminal or PC. Using a terminal emulation program (such as HyperTerminal) initiate a
session with the following parameters.

Terminal Type  “VT-100”
Bits per second  *“9600”

Data bits “8”
Parity “None”
Stop bits “1”
Flow control “None”
Step | Description
1. Input the appropriate login credentials which can be found in the AVPP support

documentation in Section 11 [3]. Once connected, navigate to Network Configuration
by using the up/down arrow keys and press the Enter button.

NetLink SVP-II System
Hostname: [AVPPTR6], Address: 0.0.0.0

System Status

SVP-II Configuration
Network Configuration
Change Password

Exit
Enter=Select ESC=Exit Use Arrow Keys to Move Cursor
GsK; Reviewed: Solution & Interoperability Test Lab Application Notes 8 of 30
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Step

Description

From the Network Configuration screen navigate using the up/down arrow keys and
input the following information. Press ESC when all the configuration information has

been set.
IP Address “192.45.52.202”
Subnet Mask “255.255.255.0”
Default Gateway  “192.45.52.1”

Hostname:
Ethernet Address (fixed):
IP Address:
Hostname:
Subnet Mask:
Default Gateway:
SVP-I1I TFTP Download Master:
Primary DNS Server:
Secondary DNS Server:
DNS Domain:
WINS Server:
Workgroup:
Syslog Server:
Disable Telnet service:
Maintenance Lock:

Enter=Change S=SendAll

Network Configuration
[AVPPTR6] ,

ESC=Exit

Address: 0.0.0.0
00:90:7A:00:00:06
192.45.52.202
AVPPTRG6
255.255.255.0
192.45.52.1

NONE

NONE

NONE

NONE

NONE

WORKGROUP

NONE

N

N

Use Arrow Keys to Move Cursor
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6. Configure Bluesocket BlueSecure Controller 5000

To perform the initial configuration on the BSC 5000, plug the Protected port on the BSC 5000
into a DHCP enabled port on the network. Monitor the DHCP server logs and find the IP address
that was provided to the BSC 5000. If a DHCP server is not available on the network, the
Protected port on the BSC 5000 defaults to the IP address of 192.168.130.1. Note that the IP
address is also displayed on the front panel of the BSC 5000.

A command line interface (CLI) is not available on the BSC 5000. The configuration is made via
a web-browser. In the sample configuration, the BSC 5000 received a DHCP IP address of
192.168.77.100. Open a web-browser and input the IP address into the URL address field and
specify the admin.pl page (http://192.168.77.100/admin.pl). Once connected to the BSC 5000,
the IP address will be reconfigured to 192.168.77.30 as shown in Figure 1.

Step | Description

1. Login to the BSC 5000 by providing the appropriate login credentials, available in the
Bluesocket document found in Section 11 [5]. Once connected and logged in to the BSC
5000 the user can administer the wired and wireless configuration.

A Wirnless Admidnkstration Log In - Microsoft laternet [xplores
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Step | Description

2. To configure the BSC 5000 Protected port to use a static IP address, navigate to the Edit
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Protected Interface page by clicking Network and then Protected. Uncheck the check-
box labeled Obtain IP settings from a DHCP server for the interface?.
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Step | Description
3. Once the check-box labeled Obtain IP Settings from a DHCP server for this
interface? has been unchecked, the user is presented with the following screen to
configure the IP address and other parameters. To support the “Push-to-talk” feature
supported on the Avaya 3626 Wireless Telephones, make sure that the check-box labeled
Enable multicast for this interface has been checked. Once all the configuration
information has been set, click Save. In the sample network the BSC 5000 was configured
for the following:
IP Address “192.168.77.30”
Netmask “255.255.255.0”
Gateway “192.168.77.254”
Primary DNS *192.168.77.50”
Hostname “Bluesocket”
Interface Speed “100”
Duplex “Full”
B Hetwork P rotocted - [dit; Protectod | 192, 168 77,100 - Microsoft bnternet [xplomoer
Be Ede Yew Fpockes Tock  Heb
Qut - © WRAG Pmea e @ 3-5 5-JE 3
{lﬂl‘ns'fflaz N6, 77, 100 rbert oos L MUAd=A301 DI2GT, sthorrsedt vt _sctiorepant; _inberf.sce_Lyyvut=Mnberface_ide | r=hE i e
bluesocket =
EPTasmd Iepntied fot)
_ l'.:::::e-lﬂl: Ialr:lt-oc,n_vm'q.zzr}\dr be&.‘ l:l.ol:;:\-.l;\c.ltt‘.‘-
] cibtaen 1P sattngs from & DHCP server for the mterface? e i gl
L Current statis
e MAL Addvess: 00:15:17: Vachide
L b 1P Address: 192.168.77.100
W a Hetmask: 255.255.255.0
Broadcast: 192 169.77 255
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Coauo CHafFul
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Step | Description

4. The user may be presented with a screen that indicates the changes made to the system are
not active until they are made active. Since additional changes will be made, the
configuration process can continue before activating all the changes.

T retwnrkP rotocted - [dit; Protectod | 152 165 77100 - Microsoft bnternet [xplorer
B Edt Vew Fpoees Took  Hep

G- O 2 @ ) P yroeen @ 3-5 = -LJEH B
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5. To configure the BSC 5000 Managed port, click Network and then Managed. Use the

pull down arrow and select Managed-side VLAN. This will bring up a new page where
the VLAN information can be configured.
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Step | Description

6. From the Create a Managed VLAN page, check the Enable, Run DHCP Server, and
Enable multicast for this interface check-boxes. The Enable multicast for this
interface check-box needs to be checked in order to support the Avaya 3626 Wireless
Telephone “Push-to-talk” feature. In the sample network the BSC 5000 was the DHCP
server and two VLANSs were created with the configuration parameters listed below. Once
all the configuration information has been set, click Save. Repeat Step 5-6 for each
VLAN.

Name “VLAN 10” “VLAN 117
Tag lllO!! ‘51111
Type “802.19” “802.1g9”
IP address  “192.168.10.35” “192.168.11.35”
Netmask “255.255.255.0” “255.255.255.0”
fla e Yew Fzmln :nc- ek i
Q- O HMEAG Powa yrene @ 2-5 =-LJE S
] retpsr i 152, 168 77, 100 irterf ace. inusd=S 300057 acton=eit Save_SCharmpant;_interfscs_lyat=i]_fom_lapoutssdtnbeiface_ids-1; oty | i=ITs0WNPEZL4 ~ ﬂ e bl
T A sgiag VLN “
[T 0 WIS 0D Rt
an::::uusenm;
Mngn
FES BT LETE N
:g:c:d:‘:j;smuw otectid irtarf st addre:
Estable multieast for thes interface :
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Step

Description

Navigate to the Managed page by clicking Network and then Managed. This page now

shows the VLAN information. Click the 4 icon for one of the listed VLANS to configure
the DHCP server settings for that VLAN.

3H(-I'.'aurll.'u'.an.lu_u:d_ 15216877100 - Microsoff Mterned Explorer [ [{EF [0
B g Yew Fyerim ok b &
: y o | o o =
Q- D - o] (@ ) P Foroeen @) (3-45 = -LJE B
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5100 out. adie | Hily

bluesocket =

£ Br Authanncatan L

Acions  Hams Tiga Epasdled IE Adgress bigtmask WAk 1d
Cl ) LA = AN LAl uniter
0o/ Managed  PHYSICAL  Yes 192,168.160,1 255.255.255.0
NP1 vsan-lo e o5 192,168.10.35 2552552550 10
ji VLAN-IT VLA Yas 192.068.11.35 2552552550 11

Navigate to the DHCP Server page from the Edit VLAN page by clicking DHCP
Server.

Q- QO M@ Py @ 2-55 =-LJE B

it | ] bt (VU 92.068, 77, Bjinkeek e, e | 01572 1063 aciorescii_interdircs oot parvm_ssctioneegaint rUorn 00T | 62 inberface_idef;_form lwprat=edt

Irtertace Gne-ta-One HAT

Edit YLAN- 10 Imterfsco {ethl 10} Edit VLAN- 10 interface (eth1.10)

- | Complete thes form to configure this virtual LAH on the

managed sde of your network.
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Step | Description

9. From the DHCP Server page configure the First IP address and Last IP address fields
that will be used to dynamically assign IP addresses to the wireless devices. The values
used for the DHCP parameters for this sample network are listed below.

Name VLAN 10 VLAN 11
First IP address “192.168.10.150” “192.168.11.150”
Last IP address “192.168.10.175” “192.168.11.175”

Using the scroll bar on the right side of the screen, scroll down to the Advanced DHCP
Custom Options section. Two options are needed so that the Avaya 3600 Series Wireless
Telephones can successfully register with Avaya IP Office. DHCP Option 176 provides
the IP address of the Avaya IP Office system via the MCIPADD parameter and the port
to be used for communication via the MCPORT parameter. In the sample network the
value for Option 176 was set to “MCIPADD=192.168.42.1;MCPORT=1719". Option 151
provides the IP address of the Avaya Voice Priority Processor and was set to
“192.45.52.202” in the sample network. Once all the information has been set, click Save.

Repeat Steps 7-9 for each VLAN.
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Step | Description
10. | Navigate to the Roles page by clicking User Roles and then Roles. Every device that
connects to the BSC 5000 must have a role. Roles are used to place bandwidth/session
limits or schedules on the devices. Using the pull down arrow, select Role from the drop
down menu.
Do Gh ton roows hok te
Q- O M@ Py @ 2-35 =-LJE B
o | ] hittps: (152,168 77, Mifroleelement i e 25T AT actonmpaink i Sen grp I H wi flo e ®
ME:G':\.p
_Aions  Ngew Incoming BwW Outqong BW WP MLANTaG gg;:;g:; o
O b Al AL e Diestination Group
[] # W Uncegistored Mo Limit o Limit Hana ;ﬁ::::ﬁlb—m
0O W Guest 512 ¥bps §12 Kbps Hang Usor Locetion
[l # W OQuarantined Mo Limit No Limit e Lol cntisin G
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Step | Description

11.

for the roles are

Name
Action
Service
Direction
Destination
Schedule

User Location

B BN Yow Rpoekes  Jook

Qs -

listed below.

“IP Phones” “Data Clients”
“Allow” “Allow”
“Any” “Any”

“Both ways” “Both ways”
“Any” “Any”

“Any” “Any”

“Any” “Any”

ﬂ.l:uh:w'\'nhﬂ Create mow | 192 16E. 1730 - Mlcoosolt Imennet Explarer

el
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In the sample network two additional roles were created. One role was called IP Phones
for the Avaya 3600 Series Wireless Telephones and laptops running Avaya one-X
Desktop Edition and Avaya IP Softphone. The other role was called Data Clients for
background data clients to verify QoS for the voice traffic. The configuration parameters

From the Create a role page, input the parameters shown below. Once all the settings
have been set, click Save. Repeat the process for configuring the Data Clients role.

Create a roby

Elal:i..f Fasol rr | Servo and creto ancthed

M
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Bandwidth - Incoming Traffic (Pretected->Managed )
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Unchenged % [F]0vemide with per sérvice setting?
Bandwidth - Owtgoing Traffic (Managed = Protected)
{Bandwidth allacation
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(& Total for rale O3 Par user

(& Madium
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Step

Description

12.

Navigate to the VOWLAN General Settings page by clicking Voice and then General.
Uncheck the check-box labeled Prioritize Voice and Video Traffic. This check-box
enables the rewrite feature where the BSC 5000 will modify the QoS values set by the
wireless devices. Check the check-boxes labeled Enable H323 Voice Protocol and

Enable SIP Voice Protocol and then click Save.

D VoWLAMWGeseral | 192168 77.30 . Miorosoft Intermed Exploner

Be Edt Yew Fpockes Took  Heb

7 - R ! P _ &
e o %] (B] | et CrReetes £ [5- 05 (W g3

] e 152,160, 77, 20 vdan P D05 5, ACHONSANE S _SChONaDant; et ste_Urout =Ar=OMORLTE4T

vansi e

Wl s Feghly senaitve to the netwark delay, jier, erars,

last, and retransmitted packets. To corfigure QoS, mark the
Qus Prigrinae Voice and Video Traffic chackbos and than;
ToE WOl and Video Traffic
upparted Protodals

ﬂm M3 Voick Protacol 5510 page or the Create SSI0 page by selestng
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Step | Description
13. | Navigate to the IP Phones Settings page by clicking IP Phones. Check the check-box
labeled Enable support for SpectraLink/Avaya IP phones. Configure the IP address of
the Avaya Voice Priority Processor (see Figure 1). Using the pull down menu under
Role, select IP Phones. Click Save.
SpectraLink/Avaya gateway IP address or hostname  “192.45.52.202”
SpectraLink/Avaya SVP server IP address or hostname *“192.45.52.202”
D VoWLANUP Phoses | 192,168, 77,30 . Microsoft Internot Daplorer
[ R
Qe - O - [« 2 & - sewh P Feetes ) - A - b3
] s 152, 160 77, M0vowdan U= T EALE] 239 aChonenant e _BConenaing; ban_sud_ide ;_ag:_ubsssdreytalDn 7450
1P P atine
U‘se-‘unp Pa0% th configure BSC Supnort for Spachic Madets
SpectraLinkfAvaya 1P phune seltings et
nm support for Spedralinklivaya 1P phones By defaulr, [P phone users are suthenncsted mto the 1P
pectralick Myays gateway 1P address or hostname Phonies role. Refar to the Edit Role page for tha 1P Phonos
fale for iRformaton about cenhpurnG a fokl to enfode
Spodtravrifanara SWR sarver 9 address or hostname network usage polices for this role
ﬂ
Cisco IP phane Settings
[IEnable support for Cisen [P phonas
Woreras Badges Settings
[JEnable support far Vocera Badges
Policy settings
__

14. | Navigate to the User Authentication page by clicking User Authentication. Each device
that connects to the BSC 5000 requires authentication. In the sample network, MAC
address authentication was used. Using the pull down arrow select MAC Device.

B Authontication\A dml vir Lisers. ] |5 |5
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Step | Description

15. | From the New MAC Device page check the check-box labeled Enable MAC device.

B AuthomticationWMaC Device &uthentication - Creste new | 192168 77100 - Microsoft Internet Fxoploner
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bluesocket =

HNewr MAC device

IBm:L Rt [ Cwom ang cleu‘]nmnmnr

@nmm davies
e

MAC davice settings

e alwig LA
00:90 7A 01 DO-8e

DS
5 Normal cavica

) Permanently put this MAC in quaranting
Device maintenance

Expre device!

Mewnr -
Dlobe shown Deiow »

Yaar Morth Day Hiair MrnE
2007 | Fabruany (W] | 13 368 2] (M) |08
Bamtes

| 5on J[ Sove and cresis anomar

Wy MAC device

Comalete this form f you have wireless devices on your
network that do nok support legin wa a wab browser. The
BEC can suthenticate and assign these devices & role
based on thair media access contral (MaC) address.

Configure the Name and MAC address fields. Note that the MAC address format uses
the colon as the delimiter XX:XX: XX:XX:XX:XX. For information on obtaining the
MAC address of the Avaya 3600 Series Wireless Telephones, please refer to Section 11
[3]. Use the pull down arrow for Role and select IP Phones. Click Save. Every device
that connects to the BSC 5000 needs a MAC rule allowing access to the system. Repeat
this step for each wireless device that connects to the network.
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Step

Description

16.

Navigate to the Edit AP System Settings — Global page by clicking Wireless and then
Global. Each AP will inherit these global parameters. However, these global settings can
be overwritten for an individual AP using the Edit AP System Settings page (see Step
21). Ensure that the check-box labeled Enable SVP? is checked. Click Save.
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17.

Navigate to the SSID page by clicking Wireless and then SSID. Using the pull down
menu select SSID.

I Wirnlnss\SSI0 | 19216877, 30 - Microseli Inferoet Explorer
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18. | From the Edit SSID page, configure the SSID and VLAN fields. The SSID field value
needs to match the ESS ID: Static Entry field value configured for the Avaya 3600
Series Wireless Telephones in Section 4, Step 1. In the sample network, the SSID was set
to “blue” and VLAN was set to “10”. Using the pull down menus, configure the
Authentication Type and Cipher Type fields and then click Save. As shown below,
Authentication Type was set to “Open System” and Cipher Type was set to “Disabled”.
Refer to Section 11 [5] for additional information about authentication and cipher types
supported by the Bluesocket Total Wireless LAN Solution.
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Navigate to the AP page by clicking Wireless and then AP. The AP page lists the access

19.
points the BSC 5000 has found. In the sample network, no access points were connected
to the network. Therefore, no access points are shown.
Qe - [43 & St Sbeete ) (3-45 = - |, 2 S
e | ] et L52. 168,77, 10000 O RIS o ormpint e _actiorepart; oo bankmags =g/ E2T25% e v ®
bluemk“ A Sign out_gde | Helo
Artions  Mogel Ensbled AL RBBoMAC  HOEtnams LOCEUGH  Stetus Active Emor Fimwade  Hardwars  Messages UF-E00T CUETDmize
= A (A 5 . = un:fiter
No data found,

20. | A Bluesocket BlueSecure Access Point 1540 was plugged into the network and
configured to use VLAN 10. As shown below, the BSAP-1540 was recognized by the
BSC 5000. Click the 4 icon to edit the configuration information for the newly
discovered access point.

Qe - @ (K (@ @ P frreeen @) 3-5 =0 S
e | U] s 192, 1 60 77, M0far. piRusd= 22 | 20 LB Sctionspeaint; sve_sctionspaint;_inberfsos_Laycats =t R TG - f.a !
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Ol A AW - b b unefilter
:." BSAP-1540  Yes  O0:12:d:3d:44:ba _ UpTaDate Yes 53.1-1 1580 Channel scanning '
[ Enabie |[ Cisable |[ Delew | Apply | Fevom || Fessio Delauts || Upgrade |
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21. | From the Edit AP page, ensure that the check-box labeled Enable AP is checked. The
optional fields, Hostname and Location, can also be configured. Click Save.

The parameters highlighted with the blue background below are inherited from the Edit
AP System Settings — Global page (see Step 16).

In the sample network a total of three access points were used. Two access points were on
VLAN 10 and one access point was on VLAN 11. Repeat this process for the second AP
on VLAN 10 and for the AP on VLAN 11.
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22 | Once all the access points have been configured, return to the AP page by clicking
Wireless and then AP. Check the check-box found under the Actions column. This will
check all of the check-boxes for the known access points. Click Apply to update the
configuration for all of the access points.
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7. Interoperability Compliance Testing

The interoperability compliance testing focused on verifying interoperability of the Bluesocket
Total Wireless LAN Solution with Avaya IP Office, Avaya 3600 Series Wireless Telephones,
and Avaya IP Office Phone Manager Pro PC Softphone. Additional testing verified proper
operation between the Avaya 3600 Series Wireless Telephones with the Avaya 5620SW IP
Telephone and with the Avaya 2420 Digital Telephone. Network level tests included verifying
seamless roaming from access point to access point and validating Quality of Service for voice
calls in a congested network.

7.1. General Test Approach

The general test approach was to register the Avaya 3600 Series Wireless Telephones and Avaya
IP Office Phone Manager Pro PC Softphone with Avaya IP Office through the Bluesocket Total
Wireless LAN Solution. Calls were made between both wired and wireless telephony products
and specific calling features were exercised. To validate Quality of Service, low priority
background traffic was injected into the network and the Bluesocket Total Wireless LAN
Solution was verified to maintain voice calls while dropping the low priority traffic.

7.2. Test Results

The Bluesocket Total Wireless LAN Solution passed all test cases. Telephony products were
verified to successfully register with Avaya IP Office through the Bluesocket Total Wireless
LAN Solution. The compliance testing also focused on verifying Quality of Service for voice
traffic while low priority background traffic was competing for bandwidth. Avaya 3600 Series
Wireless Telephones were verified to roam successfully between access points on the same
network (Layer 2 roaming) and between access points on a different network (Layer 3 roaming)
while maintaining voice calls. Three different encryptions schemas were tested: Clear
Encryption, WEP-128 and WPA-PSK. Two codecs were used for testing: G7.11 and G.729. The
Avaya 3626 Series Wireless Telephone “Push-to-talk” feature was verified to operate correctly.
Telephone calls were verified to operate correctly with the media path direct between the
telephones and with the media path centralized through the Avaya IP Office. Calls were
maintained for durations over one minute without degradation to voice quality. The telephony
features verified to operate correctly included attended/unattended transfer, conference call
participation, conference call add/drop, multiple call appearances, caller ID operation, hold,
return from hold, leaving voicemail and retrieving voicemail.
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8. Verification Steps

Ensure that the SSID has been properly configured; see Section 4, Step 1.

Check Section 6, Step 15 and ensure that the MAC addresses of the wireless devices are
correct.

Verify that the User Authentication page shows that Enable MAC device is enabled,;
see Section 6, Step 15.

Ensure that the Call Server Extension and Call Server Password fields are
administered correctly; see Section 4, Step 1.

Ensure that the Avaya Voice Priority Processor is available on the IP network and
reachable from the subnets where the wireless telephones will be used. Issue an extended
ping, or a sourced ping, from the VLAN 10 and/or VLAN 11 IP addresses on the
Bluesocket BSC 5000.

After making any changes to the Bluesocket controller or Bluesocket access points,
ensure that the configuration changes have been applied; see Section 6, Step 20.

Ensure that “multicast” is enabled on the Protected port and on each VLAN on the BSC
5000; see Section 6 Step 2, Step 3, and Step 5.

Ensure that the configuration on the telephone is administered to support the “Push-to-
talk” feature; see Section 4, Step 2.

Note: Only the Avaya 3626 Wireless Telephones support the “Push-to-talk” feature.

9. Support

Technical support for the Bluesocket Total Wireless LAN Solution can be obtained through the
following:

e Phone: 1-781-328-0888
e Email: support@bluesocket.com
e \Web: http://www.bluesocket.com

10.

Conclusion

These Application Notes demonstrate how to build a sample VoIP enabled wireless network
using the Bluesocket Total Wireless LAN Solution with two VLANSs and Avaya 3600 Series
Wireless Telephones including enabling the “Push-to-talk” feature for the Avaya 3626 Wireless
Telephones.
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11. Additional References

The documents referenced below were used for additional support and configuration
information. The Avaya documentation was obtained from http://support.avaya.com. The
Bluesocket documentation was obtained from http://www.bluesocket.com (access to Bluesocket
documentation may require a support account).

[1] Avaya IP Office 4.0 Installation Manual, January 2007, Issue 15e, Document Number 15-
601042

[2] Avaya IP Office 4.0 Manager:02. Configuration Settings, January 2007, Issue 19k

[3] Avaya Voice Priority Processor for SRP Installation, Setup, and Administration, July
2005, Issue 1, Document Number 21-300637

[4] Avaya Configuration Cradle/Avaya 3600 Series Wireless Telephones Administrator
Guide, July 2005, Issue 1, Document Number 21-300630

[5] BlueSecure™ Controller Setup and Administration Guide, January 2007, Part Number
870-202TT-M00
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their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DeveloperConnection Program at devconnect@avaya.com.
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