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Abstract

These Application Notes describe the procedures for configuring Nuance Avaya Line Mapping
(ALM) service with Avaya Aura® Communication Manager and Avaya Aura® Application
Enablement Service.

ALM service used Application Enablement Service System Management Service (SMS) to
access Communication Manager configuration data to retrieve the list of registered stations
and writes collected data to the Line Mapping table on server and periodically checks the
Communication Manager and updates the database.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe a compliance-tested configuration comprised of an Avaya
Aura® Communication Manager, Avaya Aura® Application Enablement Services and ALM
Service.

ALM Service is a component of Nuance Voice Biometrics Server installed on Window 2008
Server that utilises Avaya Aura® AE Services System Management Service to access
Communication Manager Configuration data to:

- Retrieve the list of registered stations with dynamic IP addresses (DHCP), using the
service when the IP address of the RTP stream cannot be retrieved from the CT1 in real
time (e.g. station number, IP address)

- Update collected data to the Line Mapping table of the Voice Biometrics system,
periodically checking the Communication Manager and updating database.

ALM Service utilises the SMS web service to display changes that occur on Avaya Aura®
Communication Manager.

System Management Service (SMS) is a web service that exposes selected management features
of Communication Manager. SMS enables Simple Access protocol (SOAP) clients to display,
list, add, change and remove specific managed objects on Communication Manager. SMS allows
programmatic access, via a standard protocol , to functionality that is otherwise only accessible
via a proprietary low-level protocol (OSSI) or terminal emulation via system administration
(SAT) forms.

2. General Test Approach and Test Results

All feature test cases were performed manually. All fields and values in Communication
Manager are copied onto the Nuance Line Mapping database. ALM Service constantly checks
the Communication Manager to see if there are updated stations to be modified.

For the manual part of testing, user manually change the IP address of station, add and remove
registered station on Communication Manager. Verify ALM Service able to update Line
Mapping table with corrected data retrieved from Communication Manager.

The serviceability test cases were performed manually by restart ALM, 1IS and Voice Biometrics
Service and disconnect/reconnect Ethernet connection to Nuance Server.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
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DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing
The interoperability compliance test included feature and serviceability testing.

The feature testing focused on verifying the following on Nuance Server:

e Use of SubmitRequest (submitRequest) AES SMS command to access and retrieved list
of registered station (model <RegisteredIPStations>) on Communication Manager.

e Retrieved data is copied to Line Mapping database.

e Use of Release Request (release) to release resource after successfully retrieved database
from Communication Manager.

e Corrected IP address is updated to existing station in Line Mapping table if there is any
change in IP address of that station on Communication Manager.

e New registered station on Communication Manager is added to Line Mapping database.

e Deleted/Unregistered station is removed from Line Mapping database.

ALM service will retrieve the list of registered station information on Communication Manager
using SMS then published in Line mapping table.

The serviceability testing focused on verifying the ability of ALM service to recover from
adverse conditions, such as disconnecting/reconnecting the Ethernet connection to Nuance
Server and restart ALM, IIS and Voice Biometrics Service.

2.2. Test Results
All test cases was executed and verified. No errors were detected.

2.3. Support

Nuance customers adopting the ALM Service, can open incidents through the following website:
https://network.nuance.com/
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3. Reference Configuration

Figure 1 shows the network topology adopted during compliance testing. The Nuance server
was placed on the Avaya Telephony LAN. The SMS SDK on the AES provides the ALM service
an interface to retrieve station information Communication Manager.

A user looking at the Line Mapping table in the VVoice Biometrics database view the retrieved
data from the Avaya Aura® AE Services System Management Service.
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Figure 1: Nuance Voice Biometrics System with ALM Service - Test Sample Configuration
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software

Release/Version

Avaya Aura® Communication Manager 6.3.10
running on S8300 Server (w/ G450)
Avaya G450 Media Gateway :
MM710BP (DS1) HW11, FW044
MM712AP (DCP) HWO07, FW009
Avaya Aura® Application Enablement 6.3.3.0.10
Services (AES) Server
Avaya 9600 Series IP Phones:
9670 (H.323) 3.230A
9650 (H323) 3.230A
Nuance Avaya Line Mapping 931

MySQL
Window 2008 R2 OS

Workbench 6.3
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5. Configure Avaya Aura® Communication Manager

The detailed administration of basic connectivity between Avaya Aura® Communication
Manager and Avaya Aura® Application Enablement Services are not the focus of these
Application Notes and will not be fully described.

A new user for ALM service needs to be created on Communication Manager. Open a browser
session to Communication Manager and log in as shown below. Enter the proper credentials and
click on Logon.

- C  Eberm /103349 | ¢ =

** Apps & Bookmarks
VAYA Avaya Aura® Communication Manager (CM)
System Management Interface (SM1)

Thiz Servan DaviM3)

Once logged in click on Administration at the top of the page and select Server (Maintenance)
from the drop-down menu.
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®© 2001-2013 Avaya Inc. All Rights Reserved.

Copyright

Except where expressly stated otherwise, the Product is protected by copynght and other
laws respecuing propnetary nghts

Unauthonzed reproduction, transfer, and or use can be a cnminal, as well 35 3 vl
offense under the applicable law

In the left window select Security - Administrator Accounts. In the main window Select Add
Login, for the compliance testing Privileged Administrator was chosen, but any account with
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privileges to use SAT is all that is required in order for a Spotlight user to read and write to the

fields in Communication Manager.

Select Submit when done.
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6. Configure Avaya Aura® Application Enablement Services

Although ALM Service connection to the Avaya solution uses the SMS SDK on Avaya Aura®
Application Enablement Services (AES), there is no configuration required on the AES server.
The username and password utilised by ALM service is that which was created above in Section
5. There are no other configurations required on the Avaya solution.

7. Configure Nuance server

The initial configuration of the Nuance Voice Biometrics server is typically performed by
Nuance technicians or authorized installers. The procedural steps to install the VVoice Biometrics
products are available in the Nuance product manuals. It is assumed that Nuance Voice
Biometrics Server and Database, such as MySQL, are already in place and operational.

This document includes the following procedures:
e Install ALM Service

e Verify ALM Service
e Configure ALM Service

7.1. Install ALM Service

Download and double click on executed file NuanceALMServiceSetup.exe to install the service.

. NuanceflMServiceSetup

g( )v| ~ iCompuker ~ Local Disk (C) - Users - Administrator ~ Downloads - MuanceALMServiceSetup

Organize »  Includeinlibrary «  Share with +  Rlew Folder

"o Favorites hame ~ Date modified Type Size

Bl Desktop ﬁ%—l MuanceALMService Setup 6J&/2015 4:22 AM Windows Installer P... 1,280 KB
& Downloads
= Recent Places

- Libraries
| Documents
—, Iusic
k| Pictures

ﬁ Videos

/M| Computer

L‘;u Local Disk (C:)

t;‘n Metwark,
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Follow the instructions on the screen to install and complete the process of installing ALM
Service.

i'él NuanceAl MServiceSetup Setup !IEI E |

Welcome to the MNuanceALMSarviceSetup
Setup Wizard

The Setup Wizard will install NuanceALMServiceSetup on
wour compuber, Click Mext to continue or Cancel bo exit the
Setup Wizard,

Back I Mexk I Zancel

PM; Reviewed: Solution & Interoperability Test Lab Application Notes 90f 19
SPOC 8/25/2015 ©2015 Avaya Inc. All Rights Reserved. NuanceALMCM63



7.2. Verify ALM Service
Click Start > Administrator Tools = Services to verify ALM Service is properly installed.

|i! Evert Vower
{ W5 Intermet Information Services {11%) Manager
7 & 505 Ity
v >
S % Local Securty Polcy
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P . Cn Starage Exphoner o ro Z SRR A IONRNEL
Command Frompt [ system Conbiguration
Contral Danel . Task Schedder
o Servkes A ‘Wndows Frosall with Advanced Seauty
- Devces and Preers o ‘Windows Memery Diagroshe
a Teamewer 10 X ek PomeShall Noddes
O 'Windowss Server Badlup
Fant
e avd Support
o QudkTest S
» Al Frogans Windows Securty
[‘;eo'v)uvn:-;cms-y-d’tz-s P2  Logoif b
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In the Service, go to NuanceALMService, and verify that it is installed and started.

File  Action View Help
I =

., Services (Local) q Services (Local)

MuanceALMService Mame  ~ | Description Status | Startup Tvpe | Log On As
“CMet.Msmaq Listener Adapter Receives a... Disabled MNebwork Service

Stop the service “EkNet.Pipe Listener Adapter Receives a... Disabled Lacal Service

Restart the service “ChNet. Tep Listener Adapter Receives a... Disabled Local Service

b, Tcp Port Sharing Service Provides a... Disabled Local Service
% Metlogan Mainkains a... Marual Local System
C L Metwork Access Protection Agent The Metwo, .. Manual Metwork Service
bwork Connections Manages o... Started Manual Local System

Metwork List Service Identifies t...  Started Manal Local Service
“Eh-Netwark Location Aweareness Collects an...  Starked Aukomatic MNebwork Service
lNetwork Store Interface Service This servic...  Started Automnatic Local Service

ceALMServi Starked Automnatic
& lMuanceFSLoggerJervice Started Automatic \ddministrator
“EkNuanceFSSMMPListener Started Aukomatic A\ Administratar
Ch MuanceyolPAequisition Started Automatic Addrministr atar
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Right click on NuanceALMService, select Properties =2 Log On tab to setup the user account
for this service. In this example, NuanceALMService is running with the Administrator user, as
shown below. Please use members of the Administrators group.

MuanceALMService Properties (Local Computer) |
General LogOn | Heu:u:weryl Dependenciesl

Log on az:

" Local Systern account

[T | Allow service to interact with desktop

" Thiz account: I.\.&.dmiﬂiﬂtfatl:lf Browsze, . |

PaSSWD[d: IIII.“‘.III.“‘

I:l:lrlﬁrm paSSWDrdZ IIII.III.III.III

Help me confiqure uzer account log on ophions.

] I Cancel Lpply
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7.3. Configure Nuance Avaya Line Mapping

This section will describe steps to configure ALM Service to connect to the Avaya solution uses

the SMS SDK on Avaya Aura® Application Enablement Services (AES).

A config. file is saved for each interface instance and is used by the application at startup to
initialize services. The following information is necessary for NuanceALMService.exe file:

e AvayaSMS_URI: enter AES address (e.g. https://10.35.98.18)

e AvayaSMS_Login: enter user name created in Section 5 and Communication Manager

address (e.g. nuance@10.33.4.9)

e AvayaSMS_Password: enter encrypted** text password of user created in Section 5.
e AvayaSMS Password_plain (optional): enter plain text password of user create in

Section 5.

e AvayaSMS_Path, AvayaSMS_Actor: enter default data as shown below in the

screenshot.

e AvayaSMS_Timeout: enter the connection timeout to Avaya platform (e.g. 30000

seconds)

e AvayaSMS_ListBlockSize: enter the maximum number of extensions to be retrieved for

each request (e.g. 3 stations)

e AvayaSMS_RefreshPeriod: enter the period of time (in milliseconds) between two line

mapping refreshes (e.g. 120000 seconds)

** Nuance Encrypted password can be generated using a command line toolkit (MCLI), part of

the Voice Biometrics product.

.M“’ﬁtw;ce’-c Notepad
Me Tk Pomst Wew e

"xm| versione 1,0
configuations

TionGroun>

srManagenent Service, php
add kay="ava <. xmlsoap.org/soap/actar,/next
add kKay= Avayas
add kay="avayas
cadd haye"Avayas
add key="AvayasMs_R

<addd kay="
<add keys"Nuar onrigser” val
cadd key=""Nu: frenanerref tx u
cadd ic‘{-"N.u'v;:_i-c?rc:hi-"r erCycles” value="2"/
/AppSaTT Jl.}ﬂ >

startup>
supportediuntine versione"vd. 0" skue" NETFramewark ,versionevd. 5.1" /%
cSSTartup

alhost /ams anl Soystamanagenant service, phop<fvalug

: Properties. Settings>
«/appiicationSettings
</configurations

oup nates"applicationsettings” type="Systen.Configuration. ApplicationsettingsGroup
nane="AMServica.Properties. Settings* type="Systam.Configuration.ClientSectingsse
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8. Verification Steps

This section provides the tests that can be performed to verify proper configuration of Avaya
Aura® Communication Manager, Avaya Aura® Application Enablement Services, and ALM
Service.

The following steps are used to verify the configuration:
e Verify connection to Application Enablement Services Web Services SDK

o Verify list of all registered station on Communication Manager (use the list registered-
ip-stations command on the SAT)

e Verify Nuance Line Mapping table
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8.1. Verify connection to Avaya Aura® Application Enablement
Services Web Services SDK

Open a browser session to https://<AES Address>/smsxml/smsxml_test.php this will open a
web services test page as shown below.

Enter the proper credentials for the CM Login ID and Password. This will be the same
username and password for the user created in Section 5. The CM Login ID should be in the
format username@CMIPAddress. The SMS Host will be the IP Address of the AES server. Any
Model and Operation can be selected from ModelFields. In the example below Station and
List were chosen, simply to list the station. Click on Submit Request at the bottom of the
screen.

L C [ https://10.10.98.18/smsxml/smsxm|_testphp

I

% Apps S Bookmarks

XML Based - Web Service Request Form

SMS Resources

Model Documentation Connection Session Recording
Model Doc (No-Frames) Information
SMS XML WSDL Record SMS
SMS XML Schema CM Login ID nuance@10.33.4.9 | login@<[IPvé]:iport|hostnarne:port> Request
Record Result
Password = |sesssscccsses Data
SMS Host https:#/10.10.98.18 R Recoi\

SOAP Request
Timeout (Seconds) ) ..F!?.’..’B.EQ!‘LJ

Request Parameters

ModelFields
Model Station v Operation | list v
Field v Objectname
Qualifier
Value
Paosition Use For ArrayType Fields
ADD Field

ModelFields - Generated XML
Note: You may also manually enter valid ¥ML or modify the populated data, then click Update XML

_Update XML

<?xml wversion="1.0"7>

<modelFields>
<BStation/ >

</modelFields>

Submit Request | Release
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If the SMS SDK is operational it should come back with a Response such as that shown below.
If there is an issue an error message will be displayed.

Model Station - Operation | list v
i Ohject
Field - JE. _name
CQualifier
Walue
Position Use For ArrayType Fields
ADD Field

ModelFields - Generated XML
MNote: You may also manually enter valid $ML or modify the populated data, then click Update XML

Update XML

m

<reml version="1.0"7-

Submit Request | Release

Last Request Response

Session ID [278e87ech8a599:283081 Acddd09ed4dhae Duplicate Session

Besponze {
war fresult code
war fresult data
'orpml wersion="1.077-

1]

Response | &=
<result data-
LAtatiorn:
<Extension>5z150</Extension> M
<Typerl4le< / Typer p
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8.2. Verify list of registered phones on Communication Manager

The list registered-ip-stations command will show all active registered stations in
Communication Manager.

list registered-ip-stations

Station Ext
or Orig Port

REGISTERED IP STATIONS

Set Type/ Prod ID/
Net Rgn Release

TCP Station IP Address/
Skt Gatekeeper IP Address

52151 9630 IP Phone y 10.33.5.41
1 3.220Aa 10.33.4.9
52155 9650 IP Phone y 10.33.5.24
1 3.230Aa 10.33.4.9
52156 9650 IP_Phone y 10.33.5.64
1 3.230Aa 10.33.4.9
52158 4620 IP_API A y 10.10.98.18
1 3.2040 10.33.4.9
52159 4620 IP_API A y 10.10.98.18
1 3.2040 10.33.4.9
52163 4620 IP_API A y 10.10.98.18
1 3.2040 10.33.4.9
52164 4620 IP_API A y 10.10.98.18
1 3.2040 10.33.4.9
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8.3. Verify Nuance Line Mapping table

Verify that ALM Service retrieves and writes all the registered stations configured in
Communication in its Line Mapping table. Number of stations listed in this table should match
with the number of stations shown in Section 8.2.

L)

b At

B { 55 =3 .
STV LA SOMPOMEAR T AUNCTPE [LACTIE DEMITTEN
A ] | | Added by

b SmSwon G5 (U |we O Cinae. |

Acded by MAEervon

Addedby Astews |

Y 1y

AT

DOVPD) | OWOMEL AU STRCALI  CALLIN ITREAM IONT | CAULER ITREEN_IGON TIPS | MEMI_TTRRAPLE AN

3

9. Conclusion

These Application Notes describes the configuration steps required for Nuance Avaya Line
Mapping Service to successfully interoperate with Avaya Aura® Communication Manager R6.3

using the SMS SDK on Avaya Aura® Application Enablement Services R6.3.

Please refer to Section 2.2 to see the compliance test results and observations.
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10. Additional References

This section references the Avaya and Nuance Voice Biometrics product documentation that are
relevant to these Application Notes.

Avaya product documentation can be found at http://support.avaya.com:

[1] Administering Avaya Aura® Communication Manager, Document 1D 03-300509

[2] Avaya Aura® Communication Manager Feature Description and Implementation,
Document 1D 555-245-205

[3] Avaya Aura® Application Enablement Services Administration and Maintenance Guide
Release 6.3

Information on the Avaya Aura® Application Enablement Services SMS SDK can be found by
navigating to this link,
https://www.devconnectprogram.com/fileMedia/download/021e2e74-3726-4ce9-b3be-
Oedf5e4d4599

Other information on the Avaya Aura® Application Enablement Services SMS Web Services
can be found by navigating to this link,
https://www.devconnectprogram.com/site/global/downloads/index.gsp?item=9c¢899e0e-e0c8-
48eb-bd9d-3d1lea5db52c8

Further information about Nuance Voice Biometrics product line please visit
http://www.nuance.com
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ gare registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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