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Application Notes for configuring recordX from Oak
Telecom with Avaya IP Office R8 using a Passive Tap on
ISDN Q.931 Trunk - Issue 1.0

Abstract

These Application Notes describe the configuration steps for provisioning Oak Telecom’s
recordX trunk side call recorder to successfully interoperate with Avaya IP Office R8 using a
high impedance tap on an Integrated Services Digital Network (ISDN) Q.931 signalling
connection to PSTN.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required for recordX Call Recording
from Oak Telecom to successfully record telephone calls from Avaya IP Office R8 using ISDN
Q.931 signalling.

Oak Telecom’s recordX Call Recording (recordX) records telephone calls by monitoring ISDN
trunk groups. recordX uses OptiLogix PCI cards to capture and process voice data. The
OptiLogix PCI card is connected to an E1 trunk group by use of a high impedance tap.
Integration is achieved using ISDN Q.931 messaging over the D-Channel. Q.931 events are used
by recordX as triggers to control recordings on the B-Channels. recordX has a web interface,
through which the system may be configured and maintained and through which users can search
for and review recordings.

2. General Test Approach and Test Results

The general test approach was to manually place inter-switch calls, inbound trunk, outbound
trunk calls, conference calls, transferred calls, and forwarded calls to and from telephones
controlled by IP Office and verify that recordX records all telephone calls and places these into a
specified location for future playback. For serviceability testing, logical links such as Ethernet
connections to the LAN were disabled/re-enabled.

2.1. Compliance Test Cases

The principle objective of Interoperability Compliance testing is to provide assurance to the
potential customers that the tested products operate as specified and can interoperate in an
environment similar to the one that will be deployed at a customer’s premises. Performance and
load testing is outside the scope of the compliance testing. The compliance testing is concerned
with verifying that the addition of recordX does not interfere with the operation of IP Office in
any way.

Compliance testing focused on the response of the recordX to IP Office for the following call
types:
e Inbound calls — Test call recording for inbound calls to IP Office from PSTN callers.
e Outbound calls — Test call recording for outbound calls from IP Office to PSTN callers.
e Hold/Transferred calls — Test call recording for calls transferred to PSTN callers.
e Conference calls - Test call recording for calls in conference between IP Office and
PSTN callers.
e Forwarded calls — Test call recording for calls made to deskphones that are forwarded to
the PSTN.
e Failover of recordX - The behaviour of recordX under different failure conditions will
also be observed.
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2.2. Test Results

All tests passed successfully. No errors were observed on IP Office.

2.3. Support

Support from Avaya is available at http://support.avaya.com. Technical support for recordX can
be obtained as shown below.

Oak Telecom

Unit 7 Albany Park,

Cabot Lane, Poole,

Dorset BH17 7BX

United Kingdom

Tel: +441202607000

Email: support@oak.co.uk
Website: http://www.oak.co.uk
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3. Reference Configuration

Figure 1 shows the network topology during compliance testing. Oak Telecom’s recordX Server
uses a high impedance tap to record telephone calls on the ISDN Q.931 link to the PSTN. These
recorded calls are archived on the recordX server and can be accessed and played through a web
browser session to the server.

OAK Telecom RecordX
Call Recording

User viewing
Oak Telecom Call
Recordings

¥ Avaya H.323
DeskPhone

. Avaya Digital
| DeskPhone

PSTN Caller

Figure 1: Connection of Oak Telecom recordX Call Logging and Avaya IP Office R8.0.16.
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment Description Software Release
Avaya IP Office 500 Avaya IP Office R8.0.16
Avaya 96xx Series H.323 Set 96xx H.323 Release 3.1 SP2
Avaya 24xx Series Digital Set N/A
Oak Telecom recordX Call Recording | recordX Call Recording release 10.4.2.0
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5. Configuration of Avaya IP Office

Configuration of IP Office is performed using Avaya IP Office Manager R10.0.16. It is the
assumption that a working and fully configured IP Office is in place with extensions and users
preconfigured. For all provisioning information, such Administering Avaya IP Office, refer to
product documentation in Section 10 of these Application Notes.

5.1. Avaya IP Office PRI 30 link to PSTN

Below is an example of the PRI 30 link used on IP Office. Under Line in the left hand pane click on
the line number associated with the PRI to the PSTN to view the setup.

i Avaya [P Office RB Manager 00EQO0702DB9A [B.0(16)] [Administrator (Administrator)]

File  Edit Wiew Tools Help
i DOE00702DE94 - Line - 13 A W | v 28|
IP Offices PRI 30 - Line 13
- R BOOTF (2) PRI Line EShort Codes
[H-¢% Operator (3) 3 = - =
[=-#=p O0EQOFOZDE94 Line Mumber : 1 ! Line SubType iQSIG B |
[=-#37 Syskem (1) T
vy 00ED0702D894 S [E |
Part EF‘l | Admin |In Service |
e T - 1 =
T2 Telephane Number [ | TE |0 |
ik _ = : p—
T 4 Incoming Group 1D ;13 Oukgoing Group ID |13 |
| (i -
e Mumber of Chanrels |6 o
e 10 L |
e 11 Prefix
Mational Prefix :D |
[fs_.! o S ro. Ui () International Prefix EDD '
[+ Extension (14) 1 i}
g User (51) CRC Checking
[+ 'ﬂ Hunti&roup (5) ! )
-8 Short Code (66) Clack Quality | Metwork v:
D service (0) Add ‘Not end-to-end ISDN' [ |
oy RAS (1) Information Element ik |
[+ @ Incoming Call Route (3) Send Redirecting Mumber |l
@ ‘WanPort {0}
o Directory (00 2
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6. Splitting the PRI (ISDN-30 & E1) feed to install a recordX
PCle Call Recording Card
The High Impedance tap is achieved using an RJ45 Splitter in order to split the E1-ISDN cable

coming from the PSTN to the IP Office PRI link as illustrated below. The split cables then run
into the Avaya IP Office PRI Link and the PClIe Call Recording Card on recordX Server.

Avaya IP Office PRI link

PRA Modem

OAK Telecom ReportX
Call Logging

1
1

RJ 45 Splitter -

~

PCle Call Recording Card
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7. Configuration of Oak Telecom’s recordX Server

The configuration information provided in this section describes the steps required to set up
recordX to record telephone calls from IP Office using a passive high impedance tap on the
ISDN Q.931 connection to the PSTN. For all other provisioning information, such as recordX
software installation, refer to Oak Telecom recordX product documentation in Section 10 of
these Application Notes.

7.1. Driver installation for Oak Telecom OptiLogix PCI Card

During the installation of recordX the user is prompted to select the driver type for the hardware
installed. Select Install OptiLogix PCI Card Driver Support as highlighted below and click
Next to continue the install.

Driver Installation ir
Flease select the driver bype required, % .-

Record Installer ahways installs drivers for recording from your telephone syskem,
This page allows you to specify what device you will be recording From.

Select the tvpe of drivers to be installed

- |

[+ Install DptiLogix PCI Card Driver Suppork
Select this if wou are using an inkernal PCI recording card.

[ Install USB DX Driver Suppork

Select this if wou are using an external USE D recorder,

|
]tll-i' [T Install Mobile Recording/HyperArray Driver Support

. Select this if wou are inkending ko do mobile recording.

2k Telecom Led - recordy Install

+ Back. Zancel |
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7.2. Configuration of Oak Telecom’s recordX software to correctly
interoperate with Avaya IP Office

Once recordX is fully installed configure the software by opening Setup as shown below by
navigating to Start —Programs - Oak Telecom- report- Setup.

_?J ScreenHunter 5.1 Free
:r___l windows Update
L 3Com
L. Accessories
. Adrainistrative Tools
L Avava
. BusinessObjects X1 3.1
. Cache
. Mainktenance

. Dak Telecom
# | T5¥ Configuration
.. Core Services
Lo Quick Launch
. record

.. repork
ki report 09

| web Reporks
. Documentation
| Utilities

. Microsoft ASP.MET 2.0 AJ4AY Extensions

Administrator

Documents

Zompuker

Fletwork

Conkrol Pansl
Devices and Printers
Adrninistrative Tools

Help and Support

;l Run...

4 EBack

wWindows Security

I Search programs and Files

Lag off | » I

®

Alternatively this Setup can be launched from the Quick Launcher in task bar as shown below.
Click on the blank icon in the QUICK LAUNCH and select Comms Suite Setup.

m Latest News -

eportng
I—V."_“‘b report

L Comm Suite Setup

inks

45 Oak Website

43 Google

upport
3 Log Viewer

0 Dataset Client

|ﬁgeru

ilitie:
: | Collection Monitor

ervice Manager

Data Collection
Web Reports
report Stats Server

Record Web Search

Call Processor
Service Manager
Oak Call Recorder

License Server

QUICK LAUNCH
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Select Supervisor for the Username and enter the appropriate Password. Click OK.

w report 09 Setup

File Edit Tools Options Help

Standard Settings Expand All = Collapse all %5 Show|Hide Equipment l | o add Group [0 addTremi 3 Edit €3 Celete E

Telephone System

Telephone Lines

Telephone Extensions

Telephone Mumbers

Telephone Clients

DDI Mumnbers

Agents
Please enter your login details:
Username: |5U{39Wi50f j|
Password: |*"‘*| |

From the Standard Settings section in the left pane, select Telephone System to bring up the
sites configured. All default installations will provide a default site for configuration, Right-Click
on the default site and Edit this site as shown below.

W= Comms Suite 09 Setup : Sites

File Edit Tools oOptions Help

Standard Settings | Expand &l = Collapse all o ShowHide Equipment ‘ |x|_g] add Group ] Add Ttem [ Edit 3 Delete ﬁ

Telephone System - ] All Sites

Telephane Lines E“%m |
’ @ ¢ Add Group
Telephone Extensions Add Site

Teeptne tumbers

Telephone Clients
DOI Mumbers

[Manage Equipment

Agents
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In the Site Details window select the Call Recording tab to configure the site as shown below.
Click on the General tab and ensure Recordings Location is automatically populated with the
location where the recordings are to be stored but if this is blank simply click on the icon as
highlighted and browse to the Recordings folder as shown and click OK.

T nin T

1 Ir -
T ESESSS—— i8]

Telephone Extensions | Call Management Call Recording

|Telephone System

Telephone Lines

Telephonie Mumbers
Telephone Clients
DDI Numbers
Agents

General

Hardware
Compression
Matchin
. Encrvotion [
@ Select Recordings folder for this site [ = I Ellll

| Create Folder > Delete

Recordings Location |ogram Files {(x86)\0ak TelecomiComms Suite‘lrecord‘»P.ecordings

#- | Microsoft ASP.NET =]
, Microzoft NET
- MSBuid
= . Oak Telecam
--w ai office
t- | Comman Files
=- 1 Camms Suite
By Core
1 Data
- Help
k0 record
7 | Drivers
. Firrrwaare:

El
Cancel |

C:\Prograri Files (#8640 ak TelecomhComms: Suitevrecord'\Recaordings . | v oK | | K Cancel
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Under the Hardware Tab ensure that the information on the x32.PCI card is populated as shown
below this is automatically populated as a result of the driver install in Section 7.1. Click OK.

Telephone Lines

EEE S —— =
¥ Site Details i

=10l ]

Telephone Extensions Call Management

b

Call Recording

Telephone Numbers
Telephone Clients
DDI Numbers
Agents

Hardware

Matching

Hardware

Tapping Type ILlne Side VI

| Architecture | Description

€d Fescan Hardware [ Undo |

| Model Channels | Firmware

Digit Stripping
Rules
Storage Management

Port to Line/Extension Mapping

MNotifications

I

Mobile Recording

Port  |Line |recordable =
oo - |ALL -
1|0 * |ALL -
2|0 - |ALL -7
3|0 * |ALL -
4|0 * (ALL -
5|0 * |ALL -
6|0 * |ALL -
7|0 * |ALL -
8|0 - |ALL -
gla * |ALL f] Ko

Set all recordable to | -

Costing Se

X cancel

A system window opens prompting the user to save changes. Click Yes as highlighted below to
save all changes made in this section.

Standard Settings

Expand &l & Collapse all %5 Show/Hide Equipment I I o Add Group [ Add Ttem f? Edit @ Delete I

|Te|e|:|h0ne System

B

Telephone Lines
Telephone Extensions
Telephone Mumbers
Telephone Clients
DI Mumbers

Agents

] Al Sites
= -] Avaya

Save your changes 7

Yes Mo | Cancel |
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Once the changes are saved a window automatically opens prompting the restart of all Comms
Suite Services. Click on Restart All and then OK as highlighted below.

Standard Settings | + Expand 8l = Collapse all & Show/Hide Equipment | | o Add Group add Item [ Edit &) Delete Q

|Te|eph0ne Swstem |

Telephone Lines
Telephone Extensions
Telephone Numbers
Telephone Clients
DDI Mumbers

Agents & Restart Services I =]

Some services have not started or you have edited site information.
Here vou have the option of restarting the
services so khat vour changes may kake effect,
Commserver ( Data Collection) Restart |
Call Processor (Call translation) Restart |

Call Recorder (Voice Recording) Restart |

wedia Server {Audio Processing) Restart |
Web Server {Serving HTML) Restart |

CL <KL
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8. Verification Steps

The following steps can be used to verify that the recordX system has been configured correctly and
that calls can be recorded.

8.1. Verify Oak telecom recordX Services are running

Open a web browser session to http://<servername>:9595, where <servername> is the IP
address or hostname of recordX Server, in order to view the services as highlighted below.

/2 Service Manager: Components - Windows Internet Explorer =12 x|
— —
O =@ El[&]f x| 2

Fle Edit View Favorites Tools Help

5 Favorites | 7 # | Nortsl ContactRecorder @ | Sunossted Sites = @ Web Sice Gallery »

- sk Telecom Ltd - =) -~ Page - Safety ~ Took - i@~

System Components

Component Name Events Status Action
@ Data Collection v 4 D
e Call Processor v @
©  Web Reports v D
r Services and Components
Component Display Hame Application URL Status  Action

Qak upGuardian

Qe Stats Server

LR IR S SN S 3
0000060

4 o™
Dane ) [ [ [ [ & localintranct | Protected Mode: OFf Va - [®i0% - 4
el B S @@ T BB
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8.2. Verify that telephone call recordings are being received by Oak
Telecom’s recordX Server

Open a web browser session to http://<servername>:9100, where <servername> is the IP
address or hostname of recordX Server, in order to view the recordings as highlighted below.

/2 oak Telecom Ltd - Comms Suite | Search | Version : 10.6.6.0 | Supervisor - Windows Internet Explorer

- =] =
" http://localhost: 2 1 I j G| ||| X Bing R
Fle Edit WView Favorites Tools Help
T:? Favorites | 3“.5 £ | Nortel Contact Recorder € | Suggested Sites = £ | Web Slice Gallery ~
88' v| [] report 09 | Service Manager | *- Oak Telecom Ltd - Comm... xl | i - B - [ = - Page- Safety- Took- @)-
| record system help |

O
Date: Call Type: Extension Filtering: Phone Number Filtering:
ﬁYestardav - ﬁAII Call Types - M From ¥ To M From ¥ 10
Time of day: Call Connected Duration: Extension: Phone Number:
“AII i “ﬂl\ > |t Al i -_AH Extensions A “AH Phone Mumbers A
LEETG N EVLTG TG | No Filter Selected - More Filters & Reset Filters B
|l Ca_ll Date;’TiEe Ca_ll Type Call From Ca_ll To Extension(s) Duration
@ @ [T wed 07 Dec 11, 11:37:46 AM & Incoming.. @ 5181 @ 2011 "4 00:00:04
L] 4 C J 3 L]
Page 1 of 1 (1 Recordings)
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8.3. Verify that telephone call recordings can be played back and
heard correctly

In order to play saved recordings recordX Call Player must be installed on a client machine that has
a sound card. Open a web browser session to http://<servername>:9100, where <servername> is
the IP address or hostname of recordX Server. Under help, click on Install recordX Call Player
as shown below.

f= Dak Telecom Ltd - Comms Suite | Search | Version : 10.6.16.0 | Supervisor - Windows Internet Explorer

o -

File Edit ‘iew Favoribes Tools  Help

== http:/f192.168.30,22:91 00524

G Favarites | 5 @ shed Sites v @ | Free Hotmail 8] W

> Qak Telecom Lkd - Comms Suite | Search | Wersion: 1.,

‘ record system help I

Call P

®

Help

hAble to play calls. ©

&
@ Install recordx Call Player |
|

User Preferences

Install displayx Client

Lagout

n192.168.30.22 Co... |- | [X|
sncacamil

& semn  Search For Calls

Do you want to run or save this file?
Mame: CallPlayersetup.exe
Type: Application, 5.05ME
i Call Type: From: 192.168.30.22
uTcda',- T -ﬁ;l\ll Call Types b
Time of day: Call Connected Duration: Run ] [ Save ] [ Cancel
o Al - o Al bl - P
- 1B : While _files from the Internet can be uzeful, this file thpe can
- No Filter Selected | potentially harm your computer. I you do nat trust the source, da not
Search Recordings GERRE SRR I run or save this software. What's the rigk?
(s ] |call Date/Time |call Type |call From |call To
B @ [0 Tue06 Decii, 11:54:06 AM & Incoming... @ 8911 @ 2011
[ Tue 06 Dec 11, 11:53:59 AM & Incoming... D 8310 Q@ 2012
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Once the player has been installed, select the recordings that are to be played and click Add to
playlist as shown below. Alternatively each individual recording can be played by clicking on
the individual recording.

™ search  Search For Calls

Date: Call Type: Extension Filtering: Phone Number Filtering:
E‘-Z'-Tcda'« - w All Call Types - from [l To0 from Mo [T
Time of day: Call Connected Duration: Extension: Phone Number:
w all > Vé;,é, Al > e Al X m All Extensions e w All Phone Numbers =
Search Recordings BLEREICgeL =] & i More Filters & Reset Filters &
[ |call pate/Time |call Type call From |call To Extension(s) Duration
I ) Thu 08 Dec 11, 12:30:42 PM A Outgoing 2 w012 © 5180 & 00:00:13
= @ ¥ Thu 08 Dec11, 12:30:12 BM & Incoming... @ 5181 2 2012 & 00:00:13

“ ! > 4
Page 1 of 1 (2 Recording]

The Oak Call Player then plays the recordings over the sound card on the client PC. These
recordings can be saved as .WAYV or .MP3 files and emailed as highlighted below.

Termpo
Samp RE
Fitch

000
Mow Playing
Directio ' StartTime CallFrom CallTo Participating Extensions Flags Loading Duration

1 |:| <@ Qut 12:30 pm Dec 08 2012 5180 Rl NnHi ]
B 2] = Inc 12:30pm Dec 08 5181 012 W I o000

Ernail Waw CtHE
Ernail MP3
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9. Conclusion

As illustrated in this Application Notes, recordX from Oak Telecom can be configured to
successfully interoperate with Avaya IP Office R8. All call types were recorded successfully and
stored for playback on the recordX server.

10. Additional References

This section references documentation relevant to these Application Notes. The Avaya product
documentation is available at http://support.avaya.com where the following documents can be
obtained.

[1] IP Office R8 Doc library

All information on the product installation and configuration for Oak Telecom recordX can be
found at http://help.oak.co.uk. This online help contains documentation and video guides
supporting all Oak Telecoms product range.
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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