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Abstract

These Application Notes describe the procedures for config8imgrgemEvolution 911
EliteE which were compliance tested withvaya Aurd® Communication Manager, Avay
Aura® SessiorManager and Avaya AufaApplication Enablement ServiceBvolution 911 is
a Public Safety 911 Call Center application that leverages the Call Center Elite function
Avaya Aur® Communication Manager.

Readers should pay attention $ection 2 in particular the scope of testing as outlined
Section 2.1as well as the observations noted®ection 2.2 to ensure that their own use ca
are adequately covered by this scope and results.

Information in these Application Notes has been obtained ghr@&evConnectcompliance
testing and additional technical discussions. Testing was conducted viaettionnect
Program at the Avaya Solution and Interoperability Test Lab.
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1.l ntroducti on

These Application Notes describe the procedures for config8gingrgentvolution 911
EliteE (Evolution 911 Elite)lendpointswhich werecompliance tested witAvaya Aur&
Communication ManagéCommunication Managerfivaya Aur& Session ManagéBession
Manager)and Avaya Aur@ Application Enablement Servicé8ES). Evolution 911 EliteSIP
endpointregisters to Session Manager Vi@P. Evolution 911 Elitealso useshe AES DMCC
API for logging in agents foAutomatic Call Distribubn (ACD) functionality.

Evolution 911 Elite Sy n e r ga&kimg&aution,avhsldesigned from the ground up to
optimize the capabilities delivered by a Next Generatidrl9ESInet built to the i3 standards
(See NENA i3 standard).

Evolution 911Elite provides allof the capabilities required to execute the call taking function in
a Next Generation Public Safety Answering Point (PSA&Rplution 911 is a Public Safety 911
Call Centerdesktop softphonapplication that leverages the Call Center Elite functionality in
Communication Manager

TheEvolution 911Elite user interface provides the capabilityrégister SIP endpoints with

Session Manageanswer incoming calls, place outgoing calls, release calls, manage calls (mute,
hold, conference, transfer, speed dials, etc.), provide caller location information, log into Avaya
ACD and provide access to agency contact IBMCC is used to control agestatus

functionality.

Supervisors are also configured to use H.323 DM@@onsto Service Observe Agent calls,
this function relies on Service Observe Feature Access codes administered in Communication
Manager.

TheWindows based GUI is user friendlpcicustomizable by agency and end user.

These Application Ntes assume that Communication Manager&ession Manageare already
installed,and basic configuratiosteps have been performed. Only steps relevant to this
compliance test will be describedthis document. For further details on configuration steps not
covered in this document, constdferences [1], [2]and[3].

2. General Test Approach and Test Re

The general test approach was to place calls to andHvatution 911 Eliteand exercise basic
telephoneand ACDoperations. The main objectives were to vetfify following
Registation

Codecs (G.711MUG.729

DTMF (SIP INFO)

Inbound calls

Outbound calls

Hold/Resume

Call termination (origination/destination)

Conferences anaansfers

Agent login, log-out and states

=4 =4 =4 -8 _98_4_9_°5_--°
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1 Supervisor Service Observation
1 Serviceability

DevConnect Compliance Testing is conducted jointly by AvayaDawConnect members. The

jointly defined test plan focuses on exercising APIs and/or stantlas#sl interfaces pertinent to

the interoperability of the tested products and their functionalities. DevConnect Compliance

Testing is not intended to substitditdl product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
compl eteness of a DevConnect memberds solutio

Avaya recommends our customers implement Avaya sakitiging appropriate security and
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products. Readers should consultdperopriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support br these security and encryption capabilities in anyAwaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor
supplied product documentation for more information regarding those products.

For the testing associated with these Application Notes, the interface between Avaya systems
andEvolution 911 Elitedid not utilize secure capabilities the request of Synergem

2.1. Interoperability Compliance Testing

The interoperability compliance tastluded features and serviceabilitthe focus of the
interoperability compliance testing was primarily on verifying call establishmeBtolution
911 Elite Evolution 911 Eliteoperations such asbound calls, outbound calls, héigsume
transfer, caferenceandEvolution 911 Elitanteractions witiSession ManageAES, and
Avaya SIP andH.323 telephones were verifiethe serviceability testing introduced failure
scenarios to see Hvolution 911 Elitecan recover from failures.

2.2. Test Results

The test objectives were verified. For serviceability testwplution 911 Eliteoperated
properly after recovering from faillsesuch as cable disconnects, and reseivalition 911
Elite, andSession Managemnd AES The features tested worked as expected.

2.3. Support

Technical support o8ynergenEvolution 911 Elit€ can be obtained through the following:
Phone:1-866-859-0911

Email: suppor@synergemtecicom

Web: www.synergemtech.com/support
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3. Reference Configuration

Figure lillustrates a sample configurationngisting ofCommunication Managean Avaya
G430 Media Gateway, &ession ManageBystem ManageandEvolution 911 EliteThe
solution described herein is also extensible to other Avaya Media Servers and Media Gateways.
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Figure 1: Test Configuration of Evolution 911 Elite ™ by Synergem
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4. Equigem and Software Validated

The following equipment and software were used for the test configuration.

Equipment Software/Firmware
Avaya Aur® Communication Manageén Virtual | 8.1.3.1.6FP3SP1
Environment

Avaya Aur& System Managen Virtual 8.1.2.0.0611588
Environment

Avaya Aurd Session Managén Virtual 8.1.2.1.812101
Environment

Avaya Aurd Media Servem Virtual 8.0.2.127
Environment

Avaya G430 Media Gateway 41.24.0/1

Avaya Aurd& Application Enablement Servicés | 8.1.2.1.1.60
Virtual Environment
AvayalP Deskphones

9641G (SIP)| 7.1.1.0.9
J169179(SIP)| 3.0.0.1.6
Evolution 911 ElitE by Synergem 4.3.0.004
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5. Configur Aufk€aynanuni cati on Manager

This section describes the procedure for setting up a SIP trunk between Communication Manager
andSession Managefhe steps include setting up l& code set an IP network regiondP node

name.a signaling group, a trunk grougmda SIP stationBefore a trunk can be configured, it is
necessary to verify if there is enough capacity to setup an additional Thankighlights in the
following screens indicate the values used during the compli@stDefault valuesnay be

used for all other fields.

These steps are performed from @@mmunication Manage&ystem Access Terminal (SAT)
interface Evolution 911 Eliteand other SIP telephones are configured a®BIX telephones in
Communication Mnager

5.1. Capacity Verification

Enter thedisplay systemparameters customeroptions command. Verify that there are
sufficientMaximum Off -PBX Telephones OPSlicenses. If not, contact an authorized Avaya
account representative to obtain additional licenses

display system - parameters customer - options Page 1of 12
OPTIONAL FEATURES

G3 Version: V18 Software Package: Enterprise
Location: 2 System ID (SID): 1
Platform: 28 Module ID (MID): 1
USED
Platform Maximum Ports: 6400 66
Maximum Stations: 2400 23
Maximum XMOBILE Stations: 2400 0
Maximum Off - PBX Telephones - EC500: 9600 1
Maximum Off - PBX Telephones - OPS: 9600 4
Maximum Off - PBX Telephones - PBFMC: 9600 O
Maximum Off - PBX Telephones - PVFMC: 9600 O

Maximum Off - PBX Telephones - SCCAN: 0 O
Maximum Survivable Processors: 313 0
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OnPage 20of the form, verify that the number offStrunks supported by the system is sufficient
for the number of SIP trunks needed. If not, contact an authorized Avaya account representative
to obtain additional licenses.

display system - parameters customer - options Page 2 of 12
OPTIONAL FEATURES

IP PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 4000 O
Maximum Concurrently Registered IP Stations: 1000 2
Maximum Administered Remote Office Trunks: 4000 O
Max Concurrently Registered Remote Office Stations: 1000 0
Maximum Concurrently Registered IP eCons: 68 0
Max Concur Reg Unauthenticated H.323 Stations: 100 0
Maximum Video Capable Stations: 2400 O
Maximum Video Capable IP Softphones: 1000 2
Maximum Administered SIP Trunks: 4000 20
Max Administered Ad - hoc Video Conferencing Ports: 4000 O
Max Number of DS1 Boards with Echo Cancellation: 80 0

5.2. IP Codec Set

This section describes the steps for administering a codec set in Communication Manager. This
codec set is used the IP network region for communications between Communication

Manager andéession ManageEnter thechange ipcodecset <c>command, whereis a

number betweefh and7, inclusive. IP codec sets are use&ection 53 for configuring IP

network region to specify which codec sets may be used within and between network regions.
For the compliance testinG,.72 andG.711MUweretested for verification

changeip -codec -set1 P age lof 2
IP MEDIA PARAMETERS
Codec Set: 1
Audio Silence  Frames Packet
Codec Suppression Per Pkt Size(ms)
1: G.729 n 2 20
2: G.711MU n 2 20
3:
4.
5:
6:
7
Media Encryption Encrypted SRTCP: enforce - unenc - srtcp
1:1 -srtp -aescm128- hmac80
2:none
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5.3. Configure IP Network Region

This section describes the steps for administering an IP network regi@mimunication
Managerfor communication between Communication Manager@eskion ManageEnter the
change ipnetwork-region <n>command, whera is a number betweehand250inclusive
and configure the following:

1 Authoritative Domain i Enter the appropriate name for the Authoritative Donaét
to theappropriatedlomain.During the compliance test, the authoritative domain is set to
sildenver.org This should match th&lP Domairnvalue onSession Managein Section
6.1.

1 Intra-region IP-IP Direct Audio i Set toyesto allow direct IPto-IP audio connectivity
between endpoints registered@dommunication Manager Session Managen the
same IP atwork regionThe default value for this field iges

1 Codec Set Set the codec set number as provisionesiction 52.
1 Inter-region IP-IP Direct Audio i Set toyesto allow direct IPto-IP audio connectivity
between endpoints registereddommunication Manager Session Managen
different IP network regiong.he default value for this field iges
change ip - network -region 1 Page 1of 20
IP NETWORK REGION
Region: 1 NR Group: 1
Location: 1 Authoritative Domain: sildenver.org
Name: SM Stub Network Region: n

MEDIA PARAMETERS Intra -region IP - IP Direct Audio: yes

Codec Set: 1 Inter -regionIP - IP Direct Audio: yes

UDP Port Min: 2048 IP Audio Hairpinning? n

UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority:
Audio 802.1p Priority:
Video 802.1p Priority: AUDIO RESOURCE RESERVATN PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n

|gjoo

H.323 Link Bounce Recovery? y B
Idle Traffic Interval (sec): 20
Keep- Alive Interval (sec): 5)
Keep- Alive Count: 5
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5.4. Configure IP Node Name

This section describes the steps for setting IP node narBe$sion Managen Communication
Manager Enter thechange nodenames ipcommand anddd a hode name f&ession Manager
and Application Enablement Servicasng with its IP address.

change node - names ip Page 1lof 2
IP NODE NAMES
Name IP Address
default 0.0.0.0
procr 10.64.115.25
procr6 :
sildvaes8 10.64.115.28
sildvams 10.64.115.3
sildvemm1 10.64.115.12
sildvmgl 10.64.115.2
sildvsm2 10.64.115.17
sildvsm3 10.64.115.20
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5.5. Configure SIP Signaling

This section describes the steps for administering a signaling gr@ggrimunication Manager
for communication betweeiommunication ManagemdSession ManageEntertheadd
signaling-group <s>commangdwheresis an available signaling group and configure the
following:

= =4 =4 -8 -8 -4

Group Typei Set tosip.

Transport Method i Set totls.

Near-end Node Namé Set toprocr.

Far-end Node Namé Set to theSession Managerame configured isection 54.
Far-end Network Regioni Set to the region configured 8ection 53.

Far-end Domaini Setto sildenver.org This should match th®&lP Domainvalue in
Section 61.

9 Direct IP-IP Audio Connectionsi Set toy, since Media Shuffling is enabled during the
compliance test
add signaling - group 10 Page 1lof 3
SIGNALING GROUP
Group Number: 10 Group Type: sip
IMS Enabled? n Transport Method: tls
QSIP? n
IP Video? n Enforce SIPS URI for SRTP? n
Peer Detection Enabled? y Peer Server: SM Clustered? n
Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Numbers? y
Remove '+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers? n
Alert Incoming SIP Crisis Calls? n
Near - end Node Name:  procr Far - end Node Name:  sildvsm2
Near - end Listen Port: 5061 Far - end Listen Po  rt: 5061
Far - end Network Region: 1
Far - end Domain:  sildenver.org
Bypass If IP Threshold Exceeded? n
Incoming Dialog Loopbacks:  eliminate RFC 3389 Comfort Noise? n
DTMF over IP: rtp - payload Direct IP - IP Audio Connections? y
Session Establishment Timer(min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? y Initial 1P - IP Direct Media? n
H.323 Station Outgoing Direct Media? n Alternate Route Timer(sec): 6
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5.6. Configure SIP Trunk

This section describes the steps for administering a trunk gra@gnmunication Managefor
communication betwee@ommunication ManagemdSession ManageEntertheadd trunk -
group <t>commandwheret is an unallocated trunk group and configure the following:

1 Group Typei SettheGroup Typefield to sip.
1 Group Namei Enter a descriptive name.
1 TAC (Trunk Access Code) Set to ay available trunk access code.
1 Outgoing Displayi Set toy.
9 Signaling Groupi Set to theGroup Numbefield value configured irsection 55.
1 Number of Membersi Allowed valueis betweerD and255. Set to a value large enough
to accommodate the number of SIP telephone extensions being used.
add trunk -group 10 Page lof 5
TRUNK GROUP
Group Number:1 0 Group Type:  sip CDR Reports: y
Group Name: ToSM2 COR: 1 TN: 1 TAC: 110
Direction: two - way Outgoing Display? y
Dial Access? n Night Service:
Queue Length: 0
Service Type: tie Auth Code? n
Member Assignment Method: auto
Signaling Group: 10
Number of Members: 10
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5.7. Configure CTI-link

This sectiordescribeghe steps for administering a CTI Link for AES. Enterdldd cti-link
<c>command, whexc is an unallocated cti link.

1 Extensioni Type in an available extension number

1 Typel SettoADJ-IP

1 Namei Type in a descriptive name

add cti -link1 Page 1lof 3
CTI LINK
CTI Link: 1
Extension: 30099
Type: ADJ- IP
COR: 1
Name: AES8
Unicode Name? n

5.8. Configure ip-services
This section describes configuration required to configure ip services for AES. Erntbatige
ip-servicescommand and configure Pagjeand Page 8s following:

1 On Page 1, ent’kESVCS and set Enabled tn

1 On Page 3configure the host name of AESAES Services Serveand set a password

in Password.
change ip - services Page 1lof 3
IP SERVICES
Service Enabled Local Local Remote = Remote TLS
Type Node Port Node Port Encryption
AESVCS y procr 8765
change ip - services Page 3of 3
AE Services Administra tion
Server ID AE Services Password Enabled Status
Server
1: sildvaes8 * y
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5.9. Note Service Observation Feature Access Codes
Note the system Feature Access Codes for Service Observing, these will be used when
configuringEvolution 911 Elit& as described ifection 8.

display feature - access - codes Page 5of 12
FEATURE ACCESS CODE (FAC)

Call Center Features
AGENT WORK MODES
After Call Work Access Code: *50
Assist Access Code: *51
Auto - In Access Code: *52
Aux Work Access Code: *53
Login Access Code: *54
Logout Access Code: *55
Manual - in Access Code: *56
SERVICE OBSERVING
Service Observing Listen Only Access Code: *57
Service Observing Listen/Talk Access Code: *58
Service Observing No Talk Access Code: *59
Service Observing Next Call Listen Only Access Code: *60
Service Observing by Location Listen Only Access Code: *61
Service Observ  ing by Location Listen/Talk Access Code: *62

AACC CONFERENCE MODES
Restrict First Consult Activation: Deactivation:

Restrict Second Consult Activation: Deactivation:

5.10. Note DMCC Stations

If not already configuredadd stations for the Evolution 911 EIfé Supervisors to use for

Service Observing Agent calls. Following is a display of one such station used in testing which
was previously administerethis is used when configuririgyolution 911EliteE as described in

Section 8.

display station 30055 Page lof 5
STATION
Extension:; 30055 Lock Messages? n BCC: 0
Type: 9608 Security Code: * TN: 1
Port: S000032 Coverage Path 1: COR: 1
Name: DMCC6 Coverage Path 2: COS:1
Hunt - to Station: Tests? y

Unicode Name? n

STATION OPTIONS
Time of Day Lock Table:

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 30055
Speakerphone: 2 - way Mute Button Enabled? y
Display Language: english Button Modules: 0
Survivable GK Node Name:
Survivable COR: internal Media Complex Ex t:
Survivable Trunk Dest? y IP SoftPhone? y

IP Video Softphone? n
Short/Prefixed Registration Allowed: default

Customizable Labels? y
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6. Configure XAKWAaypdiAataon Enabl ement

This section provides the procedures for configuring Application Enablement Services. The
procedures include the following areas:

9 Launch OAM interface

1 Verify license

1 Administer TSAPI link

9 AdministerCTI user

1 Administersecurity database
1 Administer ports

9 Obtain Tlink name

1 Restart service

6.1. Launch OAM Interface

Accessthe OAMwelh ased i nterface by-addregsdohenURRh HfAht
browserwindowwh er eadfdlirpsso is the | P address of the
server. Thd’lease login herescreen is displayed. Log in using the appropriate credentials.

AVAYA Application Enablement Services

Management Console

g
H

Copyright A@ 2008-2020 Avaya Inc. All Rights Reserved.
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TheWelcome to OAM screen is displayed next.

AVAYA

» AE Services

Interface
High Availability
» Licensing
} Maintenance
» Networking
» Security
} Status
» User Management

» Utilities

} Help

Communication Manager

Application Enablement Services
Management Console

Welcome to OAM

spans the following administrative domains:

» Licensing - Use Licensing to manage the license server.

(Pluggable Authentication Modules for Linux) and so on.
® Status - Use Status to obtain server status informations.

» Utilities - Use Utilities to carry out basic connectivity tests.

Depending on your business reguirements, these administrative domains can be served by one administrator for all domains, or a

separate administrator for each domain.

The AE Services Operations, Administration, and Management (OAM) Web provides you with tocls for managing the AE Server. OAM

» AE Services - Use AE Services to manage all AE Services that you are licensed to use on the AE Server.
* Communication Manager Interface - Use Communication Manager Interface to manage switch connecticn and dialplan.
# High Availability - Use High Availability to manage AE Services HA.

* Maintenance - Use Maintenance to manage the routine maintenance tasks.
» Networking - Use Networking to manage the network interfaces and ports.
* Security - Use Security to manage Linux user accounts, certificate, host authentication and authorization, configure Linux-PAM

* User Management - Use User Management to manage AE Services users and AE Services user-related resources.

* Help - Use Help to obtain a few tips fer using the OAM Help system

Welcome: User cust

Last login: Tue Mar 2 09:14:36 2021 from 192.168.4.131
Mumber of prior failed login attempts: 0

HostName/IP: sildvaes8.sildenver.org/10.64.115.28
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
SW Version: 8.1.2.1.1.6-0

Server Date and Time: Tue Mar 02 09:16:07 MST 2021
HA Status: Not Configured

Home | Help | Logout

6.2. Verify License

System Manager was used as a central license server for the test environment.
Manager, navigate tBervicesA LicensesA Application Enablement. Log in using

On System
the

appropriate credentials and navigate to display installed licenses.

FAVVAV/N

Aura® System Manager 8.1

Home Licenses

RAB; Reviewed

& Users

Shortcuts

# Elements ~ & Services v | Widgets ~  Shortcuts +

WebLM Home

Install license

You are here: Licensed Products > Application_Enablement > View License Capacity

Licensed products
APPL_ENAB
~ Application_Enablement
View license capacity
View peak usage

COMMUNICATION_MANAGER Licensed Features

»Call_Center

»Communication_Manager 10 Items ¥ Show AHj

Configure Centralized Licensing | Feature (License Keyword)

MSR Unified CC AP1 Desktop Edition

VALUE_AES_AEC_UNIFIED_CC_DESKTOP
»Media_Server

CVLAN ASAL

SESIERARENACER VALUE_AES_CVLAN_ASAL

»System_Manager Device Media and Call Control

VALUE_AES_DMCC_DMC
SessionManager I .

— AES ADVANCED SMALL SWITCH
»=easion fanagen VALUE_AES_AEC_SMALL ADVANCED
Utility_Services blG

»Utility_Services VALUE_APS_DILG

\ninstall licanse TSAPI Simultaneous Users
VALUE_AES_TSAPI_USERS
Server properties AES ADVANCED LARGE SWITCH

Metering Collector Canfiguration VALUE_APS_AFC._| ARGE_ADVANCED

CVLAN Proprietary Links
VALUE_AES_PROPRIETARY_LINKS

Application Enablement (CTI) - Release: 8 - SID: 10503000

License installed on: October 7, 2019 1:11:22 PM -07:00

License File Host IDs: VF-79-65-86-DB-65-01

Expiration date | Licensed capacity

permanent

permanent

permanent

permanent

permanent

permanent

permanent

permanent

| admin

CIN 4 =

License file

1000
16

1000

1000
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Verify that there are sufficient licenses fB8API Simultaneous Usersas showrabove Note
that the TSAPI license is used for monitoring and call control via DMCC.

6.3. Administer TSAPI Link

SelectAE ServicesA TSAPI A TSAPI Links from the left pane of thBlanagement

Console to administer a TSAPI link. THESAPI Links screen is displayed, as shown below.
Click Add Link , note that an existing TSAPI Link was used for testing, details are displayed
using thekEdit Link button.

Welcome: User cust
Last login: Tue Mar 2 09:14:36 2021 from 192.168.4.131
- - - Number of prior failed login attempts: 0
AV‘ Nyt& Appllcatlon Enablement SE rvices HostName/IP: sildvaes8.sildenver.org/10.64.115.28
¢ I Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: B.1.2.1.1.6-0

Server Date and Time: Tue Mar 02 09:26:06 MST 2021
HA Status: Not Configured

AE Services | TSAPI | TSAPI Links Home | Help | Logout
CVLAN TSAPI Links
DMCC
‘ 01 |SlLDVCMB |1 |9 Both
SM5
Add Link Edit Link Delete Link
TSAPI

The Add (or Edit) TSAPI Links screen is displayed next.

ThelLink field is only local to the Application Enablement Services server and may be set to any
available number. F@witch Connection select the relevant switch connection from the drop

down list. Inthis case,theedisn g s wi t ¢ hSILDMCM8¢e cit 9 oxe IBeitchh e d . F o
CTI Link Number , select the CTI link number fro®ection5.7. ASAI Link Version 9 was

used in the testindgRetain the default values in the remaining fields.

Welcome: User cust
Last login: Tue Mar 2 09:14:36 2021 from 192.168.4.131
- - - Number of priar failed login attempts: 0
AV‘N tx Application Enablement Services HostName/IP: sildvaes8.sildenver.org/10.64.115.28
M t C | Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
anagement Lonsole SW Version: 8.1.2.1.1.6-0
Server Date and Time: Tue Mar 02 09:29:08 MST 2021
HA Status: Not Configured

AE Services | TSAPI | TSAPI Links Home | Help | Logout
CVLAN Edit TSAPI Links
DLG Link 1
DMCC Switch Connection siovems B
SMS Switch CTI Link Number 1 |5
TSAPI ASAT Link Version 9 a

= TSAPI Links

Security Both a
= TSAPI Properties :
Apply Changes Cancel Changes Advanced Settings
TWS
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6.4. Administer CTIl User

SelectUser ManagementA User Admin A Add User from the left pane, to display tield
Userscreen in the right pane.

Enter desired values fatser Id, Common Name Surname, User Password andConfirm
Password ForCTUser, s el ect A Y edavn list. rRetairthe default hlueoirpthe
remaining fields.

User Management | User Admin | List All Users Home | Help | Logout

» AE Services
Communication Manager Edit User
Interface
High Availability * User Id synergem
» Licensing * Common Mame Synergem
} Maintenance * Surname Synergem
» Networking User Password
pSsourity Confirm Password
)} Status ]
Admin Note
¥ User Management
Avaya Role MNone ]

Service Admin

Business Category
User Admin

Car License
= Add User
= Change User Password CM Home
= List All Users Css Home
= Modify Default Users
fy CT User Yes B

= Search Users

» Utilities Department Number
Employee Number
Employee Type
Enterprise Handle
Given Name
Home Phone
Home Postal Address
Initials
Labeled URIL

Mail
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6.5. Administer Security Database

SelectSecurity A Security DatabaseA Control from the left pane, to display ti&DB
Control for DMCC, TSAPI, JTAPI and Telephony Web Servicesscreen in the right pane.
Make certain both parameters are unchecasghown below.

Welcome: User cust
Last login: Tue Mar 2 09:14:36 2021 from 192.168.4.131
- - - Number of prior failed login attempts: 0
ZNVA A Appllcatlon Enablement SEI’\HCES HostName/IP: sildvaes8.sildenver.org/10.64.115.28
c 1 Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.1.2.1.1.6-0

Server Date and Time: Tue Mar 02 09:37:00 MST 2021
HA Status: Not Configured

Security | Security Database | Control Home | Help | Logout

» AE Services

Communication Manager SDB Control for DMCC, TSAPI, JTAPI and Telephony Web Services
Interface

High Availability Enable SDB for DMCC Service
» mn. Enable SDB for TSAPI Service, JTAPI and Telephony Web Services
Apply Changes

» Maintenance

In the event that the security database is used by the customer with parameters already enabled,
then configure access privileges for thél user fromSection6.4. On the Edit CTI User screen,
checkUnrestricted Accesgo grant access to any devices administered in the application.

Welcome: User cust
Last login: Mon Apr 5 18:25:02 2021 from 192.168.4.131
. . . Number of prior failed login attempts: 0
tsVA ts Appllcatlon Enablement Services HostName/IP: sildvaesB.sildenver.org/10.64.115.28
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE

Management Console SW Version: 8.1.3.1.0.7-0

Server Date and Time: Mon Apr 19 10:04:03 MDT 2021
HA Status: Not Configured

Security | Security Database | CTI Users | List All Users Home | Help | Logout

» AE Services
Communication Manager Edit CTI User
Interface
High Availability User Profile: User ID synergem
Common Name Synergem
) Licensing
Worktop Name NONE B8
} Maintenance
Unrestricted Access

» Networking
¥ Security

Call Origination/Termination and Device

Call and Device Contral: None

Status
Account Management
Audit Call and Device Monitoring: Device Monitoring None
Certificate Management Calls On A Device Monitoring None
Enterprise Directory Call Monitoring
Host AA
PAM Routing Control: Allow Routing on Listed Devices Mone
Security Database Apply Changes Cancel Changes
= Control
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6.6. Administer Ports
SelectNetworking A Ports from the left pane, to display tiRorts screen in the right pane.

Enable theTSAPI Ports A TSAPI Service Port 450 and theDMCC Server Ports A
Unencrypted Port 4721as shown belowFor this testing, only the Unencrypted port was used.

» AE Services
" Communication Manager Ports
Interface
High Availability CVLAN Ports Enabled Disabled
» Licensing Unencrypted TCP Port 9999 (-]
[ T —— Encrypted TCP Port 9998 (-]
miichwerking DLG Port TCP Port 5678
AE Service IP (Local IP)
Network Configure TSAPI Ports. Enabled Disabled
Ports TSAPI Service Port 450 (-]
TCP/TLS Settings Local TLINK Ports
TCP Port Min 1024
» Security TCP Part Max 1039
} Status Unencrypted TLINK Ports
} User Management TCP Port Min 1050
» Utilities TCP Port Max 1065
» Help Encrypted TLINK Ports
TCP Port Min 1066
TCP Port Max 1081
DMCC Server Ports Enabled Disabled
Unencrypted Port 4721 (-]
Encrypted Port 4722 (-]
TR/B7 Port 4723 o
H.323 Ports
TCP Port Min 20000
TCP Port Max 29999
Local UDP Port Min 20000
Local UDP Port Max 29999
Enabled Disabled
Server Media (-]
RTP Local UDP Port Min* 30000
RTP Local UDP Port Max™ 49999
* Note: The number of RTP ports needs to be double the number of extensions using server media.
SMS Proxy Ports
Proxy Port Min 4101
Proxy Port Max 4116
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6.7. Obtain Tlink Name
SelectSecurity A Security DatabaseA Tlinks from the left pane. Thélinks screen shows a

listing of the Tlink names. A new Tlink name is automatically generated for the TSAPI service.

Locate the Tlink name associated with the relevant switch connection, which would use the
name of the switch emection as part of the Tlink name. Make a note of the associated Tlink
name, to be used later for configuriBgolution 911 Elit& by Synergem

I n this case, t he ass SltDVENMSHESTASBILDVAESSOa me i s

Welcome: User cust
Last login: Tue Mar 2 09:14:36 2021 from 192.168.4.131
- - - Mumber of prior failed login attempts: 0
ZNVA A Appllcatlon Enablement SEI’VICES HostName/IP: sildvaes8.sildenver.org/10.64.115.28
c 1 Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.1.2.1.1.6-0

Server Date and Time: Tue Mar 02 09:46:26 MST 2021
HA Status: Not Configured

Security | Security Database | Tlinks Home | Help | Logout

» AE Services

Communication Manager Tlinks
Interface

High Availability Tlink Name
© AVAYA#SILDVCMB#CSTA#SILDVAESS
AVAYA#SILDVCMEB#CSTA-S#SILDVAESE

» Licensing

» Maintenance
» Networking

~ Security

Delete Tlink

Account Management
Audit

Certificate Management
Enterprise Directory
Host AA

PAM

Security Database
= Control

CTI Users

= Devices

= Device Groups

= Tlinks

=_Tlink Groups
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6.8. Restart Services

SelectMaintenanceA Service Controller from the left pane, to display ttgervice Controller
screen in the right pane. ChedkICC ServiceandTSAPI Serviceand clickRestart Service

Welcome: User cust
Last login: Tue Mar 2 09:14:36 2021 from 192.168.4.131
Mumber of prior failed login attempts: 0

ZNVA A Application Enablement SEI’\riCES HostName/IP: sildvaes8.sildenver.org/10.64.115.28
M tC 1 Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
anagement Console SW Version: B.1.2.1.1.6-0

Server Date and Time: Tue Mar 02 09:48:19 MST 2021

HA Status: Not Configured

Maintenance | Service Controller Home | Help | Logout

» AE Services

Communication Manager Service Controller
Interface
High Availability | Service ___[Controller Status|
» Li ""ﬂ ASAI Link Manager Running
DMCC Service Running
¥ Maintenance
CVLAN Service Stopped
Date Time/NTP Server
DLG Service Stopped

Security Database

Transport Layer Service Running

SN D N TSAPI Service Running

Server Data

» Networking For status on aciual services, please use Status and Control
» Security Start Stop Restart Service Restart AE Server Restart Linux Restart Web Server
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7.Configure KGagas Mamraager

This sectiomprovides the procedures for configuring Session Manager as provisioned in the
reference configuration. All SIP call provisioning for Session Manager is performed through the
System Manager Web interface and is then downloaded into Session Manager.

The folowing sections assume that Session Manager and System Manager have been installed
and that network connectivity exists between the two platforms.

In this section, the following topics are discussed:
SIP Domains

Locations

SIP Entities

Entity Links

Time Ranges

Routing Policy

Dial Patterns

User Management

=4 =4 =4 -8 -8 _9_9_-°
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7.1. Configure SIP Domain

Launch a web browser, entaitp://<IP address of System ManageP in the URL, and log in
with the appropriate credentials.

AVAVA & Users # Elements £ Services I Widgets Shortcuts

: : : JEC A= o
Aura® System Manager 8.1

Home Session Manager
. ® e * - x
System Resource Utilization Notifications Application State
) License Status Active
2 No data
| Deployment Type VMware
14 Multi-Tenancy DISABLED
74 OOBM State DISABLED
- Hardening Mode Standard
opt var  emdata tmp perfdata swibrary home  pgsal  dev log  audit
M Critical | Warning Bl Nermal [ Free
® . % x
Alarms Information Shortcuts
Severity Elements Count  Sync Status Drag shortcuts here
AES 1 .
SourcelP Description
AvayahuraMediaServer 1 .
No dat:
o oM 1 [ ]
ESXi 3 [}
Session Manager 2 [}
System Manager 1 [}

Current Usage:

5/250000
USERS

1/50
SIMULTANEOUS ADMINISTRATIVE LOGINS

In the main menu,avigate tcElementsA Routing A Domains and click on thé&lew button
(not shown) to create a new SIP Domdinter the following values and use default values for
remaining fields:

1 Namei Enter the Authoritative Domain Name specifiedSiection 5.3 which is

sildenver.org.

1 Typei SelectSIP.
Click Commit to save.
The following screen shows the Domains page used during the compliance test.

AVAyA &Users ©  #Elements v #Services v | Widgets v  Shorteuts + ‘

= | admin
Aura® System Manager 8.1

Home Session Manager Routing

Routing . Help 2
Domain Management
Domains

New More Actions
Locations
1ltem 3 Filter: Enable
R Name Type Notes
sildenver.org sip

Select : All, None

SIP Entities
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7.2. Configure Locations

Locations are used to identify logical and/or physical locations where SIP Entities reside, for
purposes of bandwidth management or localiased routing.

From the main menuavigate toElementsA Routing A Locations, and click on thé&New
button (not shown) to create a new SIP endpoint location.

Generakection(not shown)

Enter the following values and use default values for remaining fields.
1 Enter a descriptive Location name in themefield (e.g.Phoneg.
1 Enter a description in thdotesfield if desired.

Location Pattern sectigimot shown)

Click Add andenter the following values:
1 Enter the IP address information for iReaddress Patternfield (e.g.192.168*).
1 Enter a description in thdotesfield if desired.

Repeat steps in the Location Pattern section if the Location has multiple IP segments.
Modify the remaining values on the form, if necessary; otherwise, use all the default values.
Click on theCommit button.

The following screen shows the Ldicas list used during the compliance t&enerally,
servers are defined in the Data Center location, and endpoints in the Phones location.

7.3. Configure SIP Entities

A SIP Entity must be added for Session Manager and for each network componentahatfhas
trunk provisioned to Session Manager. During the compliance test, the following SIP Entities
were configured:

1 Session Manager itself. This entity was created prior to the compliance test.

1 Communication Manager. This entity was created prior t@dnepliance test.

Navigate toRouting A SIP Entities and click on théNew button (not shown) to create a new
SIP entity.Provide the following information:

Generakection(not shown)

RAB; Reviewed Solution & Interoperability Test Lab Application Note 240f 39
SPOC 5/20/2021 ©2021 Avaya Inc. All Rights Reserved. SYNEV911CMAESS



