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Avaya Solution & Interoperability Test Lab

Application Notes for Configuring the Avaya 3631 Wireless
Telephone with Avaya Distributed Office using the Aruba
Networks Wireless Network - Issue 1.0

Abstract

These Application Notes detail the steps for configuring interoperability between Avaya 3631
Wireless Telephones and Avaya Distributed Office. Information in these Application Notes
has been obtained through DevConnect compliance testing and additional technical

discussions. Testing was conducted via the DevConnect Program at the Avaya Solution and
Interoperability Test Lab.
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1. Introduction

As new products are delivered to industry, proving interoperability between both existing and
new platforms is important to customers who plan on deploying new platforms. Avaya
Distributed Office extends telephony features to the Avaya 3631 Wireless Telephone.

These Application Notes demonstrate the configuration process that enables interoperability
between the Avaya 3631 Wireless Telephone with Avaya Distributed Office. The Avaya 3631
Wireless Telephone is an 802.11b/g wireless H.323 telephone capable of registering with Avaya
Distributed Office.

1.1. Network Diagram

The network diagram shown in Figure 1 illustrates the testing environment used for compliance
testing. The network is comprised of an Avaya Distributed Office, an Aruba 6000 Mobility
Controller, an Aruba AP-65 wireless access point and two Avaya 3631 Wireless Telephones. In
the sample network the Avaya Distributed Office was providing DHCP services. When
configured in this fashion the Avaya Distributed Office will auto-populate the necessary DHCP
options to provision the Avaya 3631 Wireless Telephone.
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. \.'\
.- l }u—-ﬂl IP Network — % ;&5 \.‘ﬁj‘a\
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Mobility Controller Access Point
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Loop: 192.168.143.211 —‘:\_;‘\..\ f.'r"-,;
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Telephone Telephone
Ext. 206 Ext. 208

Figure 1: Sample Network Diagram
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2. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment Software

Avaya Distributed Office 1120 1.1.0 (33.02) Service Pack
3.0.0

Avaya 3631 Wireless Telephones 1.3.1

Aruba 6000 Mobility Controller 3.1.0.7

Aruba AP-65 Access Point 3.1.0.7

3. Avaya Distributed Office Configuration

Avaya Distributed Office is administered via a web interface. In the sample network the Avaya

Distributed Office was assigned the IP address 192.168.143.200 and the URL

http://192.168.143.200 was used to access the administration interface. For information on how

to setup a factory default system, refer to Section 10 [1].
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Step | Description

1. Navigate to the Edit User frame by clicking Managed Object-> Telephony->Users. Enter the
values displayed below and then click Apply Changes. Last Name, First name and Native
Name can be any descriptive text that identifies this user. Name (ASCII) may be populated with
the same information that is entered in Native Name. Security Code and Confirm Security
code are numeric codes that must match. Use the drop-down list for Extension and select any
available extension. The remaining parameters were left to default values.

| Abbreviated Dialing System
| Coverage Paths
| Group Communication \"oicemail| statiuni Mt‘:ﬂhﬁ‘ Oroups[
Hunt Groups -
Pickup Groups .
Paging Groups Last Name Extension Preferred Language
Intercom Groups
| Abbreviated Dialing Group _208 E IEninsh = I
| | Automated Attendant Servicq First name Privileges IM Handle
{ Automated Attendants
Sub-Menus — IMedium -I
Announcements
Public Networking Mative Marne Security Code
Al d/Denied Numbers -—_-3631 -—m
| Incoming Call Handling Trea
ISDN Numbering Public /Unk Marne (ASCII) Confirmn Security Code
CAMA Numbering
Trunk Groups - -
Outside Line Groups
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Step

Description

Navigate to the Voicemail tab by clicking Voicemail. Check the User has a voice mailbox on
this system and Enable Password Change check boxes. Use the drop-down list for Mailbox
Type to select “Regular”. Click Apply Changes.

Distributed Office Local Manager

Edit User - A-3631 (Ext. 208)
KN sack to Lt

Managed Objects

Telephony
Users
Abbreviated Dialing System
Coverage Paths

Group Communication
Hunt Groups
Pickup Groups
Paging Groups
Intercom Groups
Abbreviated Dialing Group

Station | Buttons [ Groupsl

E User haz a3 voicemail mailbox on this systerm

Automated Attendant Service
Automated Attendants
Sub-Menus
Announcements

Mailbox Type

IReguFar I:I

public Networking .Outqmnq Ernail Address (Fax messagés will also be saved in the user's personal mailbox)

Allowed /Denied Numbers
Incoming Call Handling Trea!
I5DN Numbering Public /Un
CAMA Numbering

Trunk Groups

Outside Line Groups

DS-1

BRI

CTI Configuration

[T Enable Cutealling

[T Enable Broadecasting

E Enable Password Change
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Step | Description

3. Navigate to the Station tab by clicking Station. Use the drop-down list for Set Type to select
“4621SW-H323” and use the drop-down list for Coverage to select “VoiceMail”. The remaining
parameters were left to default values. Click Apply Changes.

7 AVAYA

Distributed Office Local Man

Managed Objects

Telephony
Users
Abbreviated Dialing System
Coverage Paths

Group Communication
Hunt Groups
Pickup Groups
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Step | Description
4. Navigate to the Buttons tab by clicking Buttons. Use the drop list for Button Assignment 1 — 3
and select “Call Appearance”. The remaining parameters were left to default values. Click Apply
Changes and then click Save Configuration. Note the user may receive a message indicating the
system is busy if Save Configuration is clicked immediately after Apply Changes. If that
occurs, simply click Save Configuration after one or two minutes.
Repeat this process for each Avaya 3631 Wireless Telephone.
4 AVAyA Avaya Distributeld Office
{ Local Manager
? Help © Logoff administrator
i i -
E TE‘EEE:LM Dialing System ﬁ e
| Coverage Paths
|| Group Communication General | Yoicemail }staﬁunl
Hunt Groups
Pickm Groups
:‘::nrcgoﬁ':‘l;‘;:ps Button Assignment
| Abbreviated Dialing Group
et A 1. @ [call Appearance L=l
:‘:-:i:‘;fnenb 2, O |Cal| Appearance E
Plzmt;u;:'i‘zz e 2 O |Cal| Appearance u 7. O I ;I
i el « 0l 8 e 0l =
| cAMA Numberingg 5. O | |
| Trunk Groups
g:!::ide Line Groups 6 | |
BRI
LTI Configuration ﬂl M
| Dial Plan Additional Parameters (if required)
| Feature Access Codes .
| Service Numbers Ring Type:
Jl Loudspeaker Devices | Mormal Ringing =]
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Step | Description

5. Navigate to the DHCP Service frame by clicking Managed Objects->Data Services> DHCP
Service. The user will need to use the scroll bar to navigate to this option. Then click the
Address Pool 1 tab. Enter the information displayed below and then click Apply Changes.
Check the Activate Pool? check box. Address Pool Name can be any descriptive text. IP
Address Range and To were configured to support a DHCP range from “192.168.143.100”
through “192.168.143.150”. Domain Name was configured to “example.com”. Default
Gateways(s)* was set to “192.168.143.254”. Note the values used here are only applicable to the
sample configuration.

/ AVAyA Avaya DiStriE::.ng

Distributed Office Local Manager ? Help © Logoff admini:

Save Configuratio

Managed Objects DHCP Service

Data Services

Data Services Status
DHCP Service | © | Apply Changes

SNMP Agent
- General
- SNMPv3 Users
- Trap Managers

l::neral| k | Pool 1 - Options | Address Pool 2| Pool 2 - Options  Address Pool 3| Pool 3 - Options

|

Physical Configuration
Logging

Modem Dial-In

Avaya Global Services

M Activate pool 2

Lease Time
Address Pool Name [DO-Pool-1 (seconds) 691200
S5 f b

1P Address Range  [L32.168.143.100] | To [E3z.185.145.250]
o

e

o el T

DNS Server(s)*

Maintenance & Monitoring

System Summary

Network Diagnostics

Telephony
Users
Trunk Groups

Outside Line Groups (option &)
Remote CDR
cTI SMTP Server(s)*
| Phone Messages Files (option 63)
Voicemail & Automated Atte NTP Server(s)*
| - General (option 42)
{ - Mailboxes
| - System Language Files TFTP Server | * Use space to separate multiple addresse
1 Media Sera:i:es (option £6)
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Step | Description
6. Navigate to the Pool 1 — Options tab by clicking Pool 1 — Options. In order for the Aruba access
points to dynamically learn the Aruba 6000 Mobility Controller loopback IP address, DHCP
option 43 needs to be configured. Click the Manual button and enter the information displayed
below under User Defined Options. Click Apply Changes and then click Save Configuration.
No. must be set to “43”, this is the DHCP option the Aruba access points use to obtain the IP
address of the Aruba Mobility Controller. Name can be any descriptive text. Use the drop-down
list for Type to select “ip-address-list”. Value is the IP address assigned to the Aruba 6000
Mobility Controller loopback interface, see Figure 1.
Avaya Distributed Office
Local Manager|
? Help B Logoff administrator
8 Managed Objects DHCP Service
| Data Sewic.es
| et
e
| : i::p;:n':;:'; General} Address Pool 1 ddress Pool 2| Pool 2 - Gpﬁans:f Address Pool 3| Pool 3 - Options
! Physical Configuration 2 = =
| Logging Site Specific Options (SSON - 176, 242)
Modem Dial-In
. Avaya Global Services  Disabled
. Maintenance & Monitoring © automatic
i System Summary Manua; MCIPADD=192,168,143.200,HTTPSRVR=192,168,100.50,FILESRVR=192.168.10 E
i :-\‘[;rsrns 0.50,SIPPROXYSERVR=192,168.143, 200, MSGNUM=700,GMTOFFSET=+05:00,D8T
: m:\:z:k Diagnostics User Defined Options
: Telephony No, MName Type Value
i ‘ll.":frz Groups _Eruba-m lip-address-listB |192,163.43.211|
| Ramote tOR " rr—
i ::n:me Messages Files ascii -
| Vo:cceer:::laf‘ Automated Atte ’m £
i : :E_';;I;I:’:mx_el.sanguage Files [ascn -
| Media er-v.uces
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4. Aruba 6000 Mobility Controller Configuration

Step

Description

1.

To perform the initial configuration on the Aruba 6000 Mobility Controller, setup a serial

connection from a PC or laptop. Setup a terminal session with the following parameters:
e 9600 baud

8 bits

no parity

1 stop bit

No flow control

Log into the Aruba 6000 Mobility Controller using default credentials which can be obtained
from the Aruba Networks documentation, see Section 10 [3]. Provision System name, VLAN 1
interface IP address, VLAN 1 interface subnet mask, IP Default gateway, Switch Role and
confirm the US country code on the Aruba 6000 Mobility Controller. Once all the information
has been configured, the system confirms the acceptance of these changes and requires a reboot.
Enter System name [Aruba6000] :Aruba6000

Enter VLAN 1 interface IP address [172.16.0.254]: 192.168.143.210

Enter VLAN 1 interface subnet mask [255.255.255.0]: 255.255.255.0

Enter IP Default gateway [none]: 192.168.143.254

Enter Switch Role, (master|local) [master]: master

This controller is restricted to Country code US for United States, please
confirm (yes|no)?: yes

Do you wish to shutdown all the ports (yes|no)? [no]l: no
If you accept the changes the switch will restart!
Type <ctrl-P> to go back and change answer for any question

Do you wish to accept the changes (yes|no) yes

System will now restart!

GsK; Reviewed: Solution & Interoperability Test Lab Application Notes 10 of 16
SPOC 11/9/2007 ©2007 Avaya Inc. All Rights Reserved. A3631-ADO




Step | Description

2. After the Aruba 6000 Mobility Controller has rebooted, the switch port and loopback can be
configured as shown below.
(Aruba6000) #configure t
Enter Configuration commands, one per line. End with CNTL/Z
(Aruba6000) (config) #interface loopback
(Aruba6000) (config-loop)#ip address 192.168.143.211
Switch IP Address is Modified. Switch should be rebooted now
(Aruba6000) (config) #interface fastethernet 3/0
(Aruba6000) (config-if)#switchport mode access
(Aruba6000) (config-if)#switchport access vlan 1
(Aruba6000) (config-if)#end
(Aruba6000) #write mem
Saving Configuration...
Configuration Saved.
(Aruba6000) #reload
Do you really want to reset the system(y/n): y
System will now restart!
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Step | Description

3. Once the Aruba 6000 Mobility Controller has rebooted, open a web browser connection to any IP
of the IP addresses assigned to the Aruba 6000 Mobility Controller. In the sample network,
http://192.168.143.210 was used to access the Aruba 6000 Mobility Controller web interface.
Appropriate login credentials are required in order to access the web interface, refer to Section
10 [3]. Once logged on, the user is presented with the Monitoring web page. This page can be
used to quickly ascertain the state of Aruba access points.

5 Monitoring - Microsoft Internet Explorer

Flle Edt View Favorites Tools Help
(Back v ) v x] @ »| ./ Search - ‘Favortes & Meda £ | I+ L 4
Address Igj https:{{192.168.143,210:4343]screensfwimsifmonitor . summary . html
D N Ao,
A kn‘ Monitoring
mnetwaor s
Maritoring Diagnostics | Mantenance | Plan | Events [ Reports |
_ Network .
| Network Summary Network Summary
All WLAN Controllers -
All Access Points WLAN Network Status
All Air Monitors Total Total IPSEC IPSEC
&ll Wired Access Points CRAEMICR Do
Ao WLAN Controllers 1 0
oo [ Access Points 1] ¢ o @
Global Events Air Monitors 1] 0 1] 0
Controller wired Access Points 0 0o 0 0
Controller Surnmary Unprovisioned Access Points 0
Access Points Duplicate AP MName 0
‘Wired Access Points RADIUS Servers 0 0
Wired Mux Ports LD&P Servers 1] 0
GsK; Reviewed: Solution & Interoperability Test Lab Application Notes 12 of 16

SPOC 11/9/2007 ©2007 Avaya Inc. All Rights Reserved. A3631-ADO



http://192.168.143.210/

Step | Description
4. Navigate to the AP Group web page by clicking Configuration>AP
Configuration>Wireless LAN->Virtual AP—>default->SSID Profile->default. Enter the
information displayed below, click Apply, and then click Save Configuration. Network Name
(SSID) can be any alphanumeric string, in the sample network “asip” was used. Click the
“WPA2-PSK” button, which automatically selects “AES” as the Encryption. PSK AES
Key/Passphrase and Confirm Key/Passphrase must match. For complete information on all of
the encryption schemas supported by the Aruba 6000 Mobility Controller and their
configurations refer to Section 10 [3].
A crow Meosoitmemet oo
fle Edt Yew Fgvortes Jook Help
Qback = ) =[x 2] 0| A seanch Favorkes o Meda & | [ iv o (3
Address |§] hitps: /{192,168, 143.210:4343/screens switchfconfig_spgroup, htmitmode=det ailégroup=def ault
A wr: L :’:_‘ Configuration
| _pontorng ISR Digwstcs [ Manterance | Plan | Events | Reparts |
N?m;‘ne Configuration > AP Group > Edit "default™
foce Profiles Profile Details
5::yﬁv — SSID Profile > | default —I Show Reference Save As ]jgfg}J
:::::::::‘I Basic Advanced
= =
AP Inctaflation K AAA Prckle psku e Network. Mame (SSID)
o EE LB Panwri 802.11 Security
e 2 st 1 €t O v €[]
:‘;:w # Mash . ﬁﬁ':ﬁd
e rers
Redundancy PSK AES Key/Passphrase [reeveeee]
IP Mobility Confirm Key/Passphwase @
Wired Access B [PSK Passphrase =]
Wireless The PSK AES Hex Key should be a 64 character hexadecimal string
ARProfies The P3K AES Passohrase should be an ASCIT string 6-63 characters in length
[Eeoiv]
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5. Avaya 3631 Wireless Telephone Configuration

The Avaya 3631 Wireless Telephone was configured using the keypad present on the telephone.
For complete information on how to administer the Avaya 3631 Wireless Telephone, refer to
Section 10 [2].

6. Interoperability Compliance Testing

The interoperability compliance testing focused on verifying the capability of the Avaya 3631
Wireless Telephone to interoperate with Avaya Distributed Office when configured as a
“4621SW-H323” set type.

Avaya’s formal testing and Declaration of Conformity is provided only on the headsets/handsets
that carry the Avaya brand or logo. Avaya may conduct testing of non-Avaya headset/handset to
determine interoperability with Avaya phones. However, Avaya does not conduct the testing of
non-Avaya headsets/handsets for: Acoustic Pressure, Safety, Hearing Aid Compliance, EMC
regulations, or any other tests to ensure conformity with safety, audio quality, long-term
reliability or any regulation requirements. As a result, Avaya makes no representations whether
a particular non-Avaya headset will work with Avaya’s telephones or with a different generation
of the same Avaya telephone.

Since there is no industry standard for handset interfaces, different manufacturers utilize
different handset/headset interfaces with their telephones. Therefore, any claim made by a
headset vendor that its product is compatible with Avaya telephones does not equate to a
guarantee that the headset will provide adequate safety protection or audio quality.

6.1. General Test Approach

The general test approach was to register the Avaya 3631 Wireless Telephone with Avaya
Distributed Office. Calls were made between telephones and basic calling features were tested
and verified to operate properly.

6.2. Test Results

The Avaya 3631 Wireless Telephone passed all test cases. The Avaya 3631 Wireless Telephone
was verified to successfully register with Avaya Distributed Office as a “4621SW-H323" set
type. The Avaya 3631 Wireless Telephone was verified to be capable of placing/receiving calls
with proper caller ID information. Basic calling features such as hold/return from hold, transfer
(attended/unattended), conference, call forwarding (on busy/unconditional/clear), multiple call
appearances, voicemail and MWI were verified to operate correctly. Calls were maintained for
durations lasting longer than one minute.

7. Verification Steps

The following steps can be used to ascertain the functional state of the Avaya 3631 Wireless
Telephone.

e Place calls to other telephones within the network and verify two-way audio between
endpoints.
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e Dial into the Avaya Distributed Office Auto Attendant or voicemail and verify audio is
heard, digits are properly interpreted and the Avaya 3631 Wireless Telephone can
navigate the menus using the keypad present on the telephone.

e Exercise and verify proper operation of calling features such as hold/return from hold,
transfer and call forwarding.

8. Support

Technical support for the Avaya 3631 Wireless Telephone and Avaya Distributed Office can be
obtained from the following:

e Phone: 1-866-GO-AVAYA
e Email: support@avaya.com

9. Conclusion

These Application Notes detail the configuration process that enables interoperability between
the Avaya 3631 Wireless Telephone and Avaya Distributed. These Application Notes also
demonstrate the configuration that enables multiple call appearances and a voicemail box for the
extension associated with the Avaya 3631 Wireless Telephone.

10. Additional References

[1] Avaya Distributed Office i20 Installation Quick Start, May 2007 Issue 1, Document
Number 03-602289

[2] Avaya 3631 Wireless Telephone Administrator Guide, March 2007 Issue 2, Document
Number 16-602203

[3] ArubaOSs 3.2 User Guide, September 2007, Document Number 0510339
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©2007 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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