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Abstract

These Application Notes describe the steps for configuring Avaya IP Office R9.1 and the
Avaya Session Border Controller for Enterprise 6.3, with the AT&T IP Toll Free service
using AVPN or MIS/PNT transport connections.

The AT&T IP Toll Free service is a managed Voice over IP (VoIP) communications solution
providing toll-free services over SIP trunks for business customers.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

AT&T is a member of the Avaya DevConnect Service Provider program. Information in these
Application Notes has been obtained through DevConnect compliance testing and additional
technical discussions. Testing was conducted via the DevConnect Program at the Avaya
Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps for configuring Avaya IP Office R9.1 and the
Avaya Session Border Controller for Enterprise 6.3, with the AT&T IP Toll Free service
using AVPN or MIS/PNT transport connections.

Avaya IP Office is a versatile communications solution that combines the reliability and ease
of a traditional telephony system with the applications and advantages of an IP telephony
solution. This converged communications solution can help businesses reduce costs, increase
productivity, and improve customer service.

The Avaya Session Border Controller for Enterprise is the point of connection between Avaya
IP Office and the AT&T IP Toll Free service, and is used to not only secure the SIP trunk, but
also to make adjustments to the SIP signaling for interoperability.

The AT&T IP Toll Free service is a managed Voice over IP (VolP) communications solution
providing toll-free services over SIP trunks for business customers. The AT&T Toll Free
service utilizes AVPN* or MIS/PNT? transport services.

Note — The Avaya Session Border Controller for Enterprise will be referred to as the Avaya
SBCE in the remainder of this document. The AT&T IP Toll Free service will be referred to
as IPTF in the remainder of this document.

Note — The solution described in these application notes also applies to the AT&T Business in
a Box service.

2. General Test Approach and Test Results

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members.
The jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces
pertinent to the interoperability of the tested products and their functionalities. DevConnect
Compliance Testing is not intended to substitute full product performance or feature testing
performed by DevConnect members, nor is it to be construed as an endorsement by Avaya of
the suitability or completeness of a DevConnect member’s solution.

The interoperability compliance testing focused on verifying inbound and outbound call flows
between IPTF and the Customer Premises Equipment (CPE) containing the Avaya IP Office
9.1 and the Avaya SBCE 6.3 (see Section 3.2 for call flow examples).

The test environment described in these Application Notes consisted of:

L AVPN uses compressed RTP (cRTP).
2 MIS/PNT does not support cRTP.
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e A simulated enterprise with Avaya IP Office 9.1, Avaya SBCE 6.3, Avaya SIP
(1120E), H.323 (1608), and Analog telephones, as well as a fax machine emulator
(Ventafax).

e Laboratory versions of the IPTF service, to which the simulated enterprise was
connected via AVPN/MIS transport.

2.1. Interoperability Compliance Testing

The compliance testing was based on a test plan provided by AT&T, for the functionality
required for certification as a solution supported on the IPTF network. Calls were made from
the PSTN across the IPTF test network, to the CPE.

The interoperability compliance testing focused on verifying inbound call flows (see Section
3.2) between Avaya IP Office, Avaya SBCE, and the IPTF service.

The compliance testing was based on a test plan provided by AT&T, for the functionality
required for certification as a solution supported on the AT&T network.

The following SIP trunking VolP features were tested with the IPTF service:

e Incoming calls from PSTN, routed by the IPTF service, to the Avaya SBCE and
Avaya IP Office. These calls are via the Avaya IP Office SIP Line and may be
generated/answered by Avaya SIP telephones/Softphones, H.323 telephones, Analog
telephones, Analog fax machines or via Hunt Groups. Coverage to Avaya IP Office
Voicemail Pro, and Voicemail Pro auto-attendant applications, were also used.

e Inbound fax using T38 or G.711, and G3 or SG3 endpoints.

e Proper disconnect when the caller abandoned a call before answer, and when the
Avaya IP Office party or the PSTN party terminated an active call.

e Proper busy tone heard when an Avaya IP Office user called a busy PSTN user, or a
PSTN user called a busy Avaya IP Office user (i.e., if no redirection was configured
for user busy conditions).

e SIP OPTIONS monitoring of the health of the SIP trunk. In the reference
configuration Avaya IP Office sent OPTIONS to the IPTF service Border Element and
AT&T responded with 405 Method Not Allowed (which is the expected response).
That response is sufficient for Avaya IP Office to consider the connection up.

e Incoming calls using the G.729A and G.711 ULAW codecs.

e Long duration calls.

e DTMF transmission (RFC 2833) for successful voice mail navigation, including
navigation of a simple auto-attendant application configured on Avaya IP Office
Voicemail Pro, as well as IPTF DTMF generated features.

e Telephony features such as call waiting, hold, transfer, and conference.

e AT&T IP Toll Free features such as Legacy Transfer Connect and Alternate
Destination Routing were also tested.
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2.2. Test Results
The test objectives stated in Section 2.1, with limitations as noted below, were verified.

1. Avaya IP Office only supports a packet size (ptime) of 20 msecs, and therefore
does not specify a ptime value in the SIP SDP (in either requests or responses) —.
e Although no issues were found during testing, AT&T recommends that for
maximum customer bandwidth utilization, a ptime value of 30 should be
specified.

2. Avaya IP Office does not support T.38 fax and the Direct Media feature
simultaneously — Avaya IP Office supports a Direct Media feature whereby Avaya IP
Office IP endpoints can send/receive media directly with the Avaya SBCE, rather than
having the media routed via the Avaya IP Office V2 500 platform.

e As T.38 fax is the preferred fax transport method, and all media must pass
through the Avaya SBCE going to/from AT&T, Direct Media was disabled in
the reference configuration (see Sections 5.4.6 and 5.5.2, step 2).

e Alternatively, Direct Media can be enabled if G.711 fax is used. However, as
mentioned above, any resulting Direct Media will only take place within the
CPE (phone to phone, or phone to Avaya SBCE).

3. Inbound T.38 or G.711 fax calls fail when the sender and receiver are both Super
G3 (SG3) fax devices — During testing it was found that when the sender and receiver
both used SG3 fax devices, and an inbound fax call was placed to Avaya IP Office
using either T.38 or G.711, approximately 80% of the fax calls failed to connect.

e It was found that during SG3/SG3 inbound fax calls, Avaya IP Office took
between 15 and 20 seconds to establish the fax connection (hon SG3/SG3 calls
took half this time).

e An MR was opened with Avaya IP Office support.

e UPDATE - This issue was resolved in Avaya IP Office 9.1, Service Pack 1.

4. Avaya IP Office issues SIP Invites with incorrect Host field contents in the From
Header — If the SIP Line ITSP Domain Name field (see Section 5.4.3), is populated
per the system Help file (e.g., domain or IP address of the Service Provider), then
Avaya IP Office will populate outbound Invite From headers with this value. Instead,
the From header should be populated with the IP address of the Avaya IP Office SIP
Trunk interface (LAN 2 in the reference configuration).

e An MR was opened with Avaya IP Office support.
e A workaround is to populate the ITSP Domain Name field with the LAN 2 IP
address.
- Note that this workaround will cause Avaya IP Office to send
OPTIONS messages to AT&T with the LAN 2 IP address in the R-
URI and To headers. However as the OPTIONS messages are used
for trunk “keep-alive” purposes only, this is not an issue.
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5. The Avaya SBCE may issue a Remote-Address header even though the option to
do so is disabled - During testing it was found that the Avaya SBCE could include a
Remote-Address header to Invites or 2000Ks, even though the option to do so is
disabled by default.

e No issues were caused by the inclusion of this header, however the Avaya
SBCE was provisioned to remove this header to reduce overall packet size (see
Section 6.5.3).

6. Use of Network Address Translation (NAT) on the customer interface of the
AT&T CE router when SIP Multipart headers are used. The IPTF service may
send Multipart SIP headers. Previously, use of NAT on the AT&T CE (Cisco) router
would corrupt the Multipart header contents, including the SDP. The AT&T solution
was not to use NAT on the CE router.

e Recent testing with Cisco 10S ¢2900-universalk9-mz.SSA-eng-sp-153-
3.M1.bin, in addition to specifying the router command ip nat service
allow-multipart, showed that NAT can be used on the CE router without
corrupting the Multipart headers (Mobility and NSS). Note that Cisco 10S
c2900-universalk9-mz.SPA.154-3.M1.bin, in addition to specifying the
router command ip nat service allow-multipart, was tested successfully as
well.

2.3. Support

AT&T customers may obtain support for the AT&T IP Toll Free service by calling (800) 325-
5555.

Avaya customers may obtain documentation and support for Avaya products by visiting:
http://support.avaya.com. In the United States, (866) GO-AVAY A (866-462-8292) provides
access to overall sales and service support menus. Customers may also use specific numbers
(provided on http://support.avaya.com) to directly access specific support and consultation
services based upon their Avaya support agreements.

3. Reference Configuration

Note — Documents used to provision the test environment are listed in Section 9. References
to these documents are indicated by the notation [x], where x is the document reference
number.

The reference configuration used in these Application Notes is shown in Figure 1 below and
consists of the following components:

e Avaya IP Office provides the voice communications services for a particular enterprise
site. In the reference configuration, Avaya IP Office runs on an IP 500 V2 platform.

e The Avaya SBCE provides SIP Session Border Controller (SBC) functionality, including
address translation and SIP header manipulation between the IPTF service and the CPE. In
the reference configuration, the Avaya SBCE runs on a Portwell CAD-0208 platform.
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Avaya “desk” telephones are represented with an Avaya 1608 H.323 set, an Avaya 6211
Analog set, an Avaya 1120E SIP set, as well as Avaya Communicator 2.0 (SIP). Fax
endpoints are represented by PCs running Ventafax emulation software connected by
modem to an Avaya IP Office analog port.

Avaya IP Office Voicemail Pro (running on a Windows 2003 server) provided the voice
messaging capabilities in the reference configuration. This solution is extensible to the
Avaya IP Office embedded voice mail as well.

In the reference configuration, both the Avaya IP Office (interface “LAN 1), and the
Avaya SBCE (interface “A1”) are connected to the private CPE network. The Avaya
SBCE interface “B1” is connected to the AT&T network.

UDP transport via port 5060, was used between the Avaya IP Office and the Avaya
SBCE, as well as between the Avaya SBCE and AT&T.

The AT&T IPTF service requires RTP port ranges 16384-32767.

AT&T provided the inbound and outbound access numbers (DID and DNIS) used in the
reference configuration. Note that the IPTF service may deliver various DNIS digit
lengths in the SIP Invite R-URI depending on the circuit order provisioning. In the
reference configuration, the IPTF service delivered 21 or 10 DNIS digits.

ATAY ~~/ N~

ATAT A e PETN
) W Toll Freo ) >
("‘ / Sorvice -

— 1 10101001 4

ATAT Router

( PUBLIC # ADDRESS SPACE ()

Avaya SBCE 6,3 81 (E0) [10.10 70,10
Public 1P Adcress Space

Private P Address Space

Anslog
Modem

Al 1102.168.42.20

Avaya IP Office R9.1

LANT 182 168.42.10

Avaya 6211

(Analog) PC with
Ventatax
( FRIVATE 1P ADORESS SPACE (Corporale) 0
I X |
|3 W
Avaya PC with Avaya  Voicemail Pro Avayn
1608 Communicator | Windows Server 1120€
H.323 Softphone sIP
customerna.com
Figure 1: Reference Configuration
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3.1. lllustrative Configuration Information

The specific values listed in Table 1 below and in subsequent sections are used in the reference
configuration described in these Application Notes, and are for illustrative purposes only.
Customers must obtain and use the values based on their own specific configurations.

Note — The Avaya SBCE “B1” interface communicates with AT&T Border Elements (BEs)
located in the AT&T IPTF network. For security reasons, the IP addresses of the AT&T BEs
are not included in this document. However as placeholders in the following configuration
sections, the IP addresses 10.10.10.10 (Avaya SBCE “B1”), and 10.10.10.11/10.10.10.12
(AT&T BE IP addresses), are specified. In addition, AT&T DID/DNIS numbers shown in this
document are examples as well. AT&T Customer Care will provide the actual Border Element
IP addresses and DID/DNIS numbers as part of the IPTF provisioning process.

Component Illustrative Value in these
Application Notes

Avaya IP Office
Private network “LAN 1” interface. \ 192.168.42.10
Avaya SBCE
Private network “A1” interface. 192.168.42.20
Public network “B1” interface. 10.10.10.10
AT&T IPTF Service
Border Element IP Address \ 10.10.10.11 & 10.10.10.12

Table 1: Hlustrative Values Used in these Application Notes
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3.2. Call Flows

To understand inbound AT&T IPTF service calls, two basic call flows are described in this
section.

3.2.1. Basic Inbound Call

The first call scenario illustrated in the figure below is an inbound AT&T IPTF service call
that arrives on Avaya IP Office, which in turn routes the call to a hunt group, phone or a fax
endpoint.

A PSTN phone originates a call to an IPTF service number.

The PSTN routes the call to the AT&T IPTF service network.

The AT&T IPTF service routes the call to the Avaya SBCE.

The Avaya SBCE performs SIP Network Address Translation (NAT) and any
specified SIP header modifications, and routes the call to Avaya IP Office.

5. Avaya IP Office applies any necessary digit manipulations based upon the DID and
routes the call to a hunt group, phone or a fax endpoint.

el A =

ATET
1 PSTH IP Toll Free
Service
PSTH
P
hone ~
Avaya ! | Avaya SBCE
IP Office

ﬁ

Phone

Figure 2: Inbound AT&T IPTF Call
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3.2.2. Coverage to Voicemail
The call scenario illustrated in the figure below is an inbound call that is covered to

Voicemail. In the reference configuration, the Voicemail system used is Avaya IP Office
Voicemail Pro, running on a Windows 2003 server.

1. Same as the first call scenario in Section 3.2.1.
2. The Avaya IP Office phone does not answer the call, and the call covers to the external

application Avaya IP Office VVoicemail Pro.

JF; Reviewed:
SPOC 6/1/2015

ATET

1 __. IP Toll Free

PSTN Service

Phone

Avaya SBCE
Yoicemail Avaya
Pro

%3 'y

Avaya

IP Office
21§
i’

Pheone

Figure 3: Coverage to Voicemail (Voicemail Pro)
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4. Equipment and Software Validated

The following equipment and software was used for the reference configuration described in
these Application Notes.

Equipment/Software Release/Version
Avaya IP Office R9.1 (437) and Service Pack 1 (9.1.1.0 build 10)
(see Section 2.2, Item 3)
Avaya 1608 (H.323) Telephone Hal608ual_ 350B.bin
Avaya 1120E (SIP) Telephone 04.04.10.00
Avaya Communicator for Windows 2.0.3.30
Avaya 6211 Analog Telephone -
Avaya SBCE 6.3.000-19-4338
Fax device Ventafax 6.3

Table 2: Equipment and Software Versions

Note - Compliance Testing is applicable when the tested solution is deployed with a
standalone IP Office 500 V2 and also when deployed with all configurations of IP Office
Server Edition without T.38 Fax Service.
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5. Avaya IP Office Configuration

Note - This section describes attributes of the reference configuration, but is not meant to be
prescriptive. In the following sections, only the parameters that are highlighted in bold text
are applicable to the reference configuration. Other parameter values may or may not match
based on local configurations. Many forms contain multiple tabs. Only those tabs with
provisioning related to the reference configuration are discussed. Any other tab/form should
be considered default values. Additionally, the screen shots referenced in these sections may
not be the complete form.

Avaya IP Office is configured via the Avaya IP Office Manager program. For more
information on provisioning Avaya IP Office Manager, consult reference [1]. From the
Avaya IP Office Manager PC, select Start >Programs ->Avaya IP Office > Manager to
launch the Manager application. Enter the appropriate credentials.

Configuration Service User Login

1P Office ! O0EOO70S8008 - IP 500 V2

Service User Mame

Service User Password

Cancel ] [ Help

5.1. Platform Information

Note - In the following sections, the left hand Navigation pane will be used to select Avaya IP
Office provisioning options.

This section describes attributes of the reference configuration. The following screen shows
the Avaya IP Office module configuration used in the reference configuration. In the screen
below, the IP 500 V2 platform is displayed along with the COMBO6210/ATM4 modules.

IP Offices = IP 500 V2

#-K BOOTP (1) Unit

+-{r Operator (3)

=% D0E007058008 Device Mumber -
:)r; ET: ZE,;”:, (11 Unit Type 1P 500 V2
T Version 01,0437
@,mjnjg’:” gy VATV Serial Number 00007058008

o User(14) Unit IP Address 192.168.42.10
+1a Group (5)
+-B% Short Code (72)

: ) Interconnect Mumber ]
o @ Service (0)
*-als RAS (1) Module Mumber Control Unit
+- 42 Incoming Call Route (71
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The Avaya IP Office 500 V2 has two Ethernet ports on the back of the chassis, labeled WAN
and LAN. In the reference configuration, the LAN port (LANL1) is connected to the private
CPE network. The Avaya SBCE, as well as the Avaya H.323 and SIP telephones, and the
Avaya IP Office management/Softphone PC, are also connected to the private CPE network.
The WAN port (LAN2) is not used in the reference configuration. Provisioning for the LAN1
interface is described in Section 5.3.2.

A default route must be added to the Avaya IP Office configuration. In the reference
configuration this is 192.168.42.1. To add an IP Route in Avaya IP Office, right-click IP
Route from the left hand Navigation pane, and select New (not shown). To view or edit an
existing route, select IP Route from the Navigation pane, and select the appropriate route
from the Group pane. The following screen shows the relevant default route using
Destination > LANL.

LT TITTE FTOTITETLIT
i@ Firewall Profile (1)
= IP Route (4)

~Jill 0000
~Jill 17216651
-l 192168.67.0
[l 192168.93.0

IP Route

IP Address 0 0 0 0

1P Mask 255 255 255 1]

Gateway IP Address 192 168 42 1

Destination LANL

; 0
User Rights (8) Metric

4 ARS )

P aenac himum O ke (Y

Proxy ARP

5.2. Licensing

The configuration and features described in these Application Notes require the Avaya IP
Office system to be licensed appropriately. If a desired feature is not enabled or there is
insufficient capacity, contact an authorized Avaya sales representative.

To verify that there is a SIP Trunk Channels License with sufficient capacity, click License in
the Navigation pane and verify that SIP Trunk Channels has sufficient “Instances” (trunk
channels). If any of those endpoints are to be defined as a Power User, then that must be
licensed as well.
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i ”""";' "” - Preferrsd/Advanced t= Branch .. BalaPygv._ 255 Otsclete
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Never ADT Modal
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Never ADL Nodal
Newvar AL Modal
Nevar ADL Nodal

Mwowr ALl Nodal
ADE Mol

5.3. System Settings

This section illustrates the configuration of system settings. Select System in the left hand

Navigation pane to configure these settings.

5.3.1. System Tab

With the proper system name selected in the Group pane, select the System tab in the Details
pane. The following screen shows a section of the System tab. The Name field can be used

for a descriptive name of the system.

1P Offices = '00E007058008

v

faame Lab PO

Centact Idormatcn

Set COnact il ommatson Lo place System undes wpecl contrnl

Device 0
TFTP Serves P Addvess W 1 &) a)
Fcomag Coll Rowte
WAN Port D) HTTP Server P Address ] 0 0 0
o Directary (0
Phone Fle Sarver Type Marrary Card .
Manager PC B Acdren =5 =5 a5 55
Avwyn HTTP Charts Only 4

[nsble Softphone HT TR Provisaning

Automete Sachim ¢ ™

Systerm | LANG | LANG | DG | Voicemed | Telephony | Deectary Severces | Syem Events | SMTP | SMOR | Tesnnmg | vOM Cotenr

Lecale Ussted States (US English)
Lecation Mo =
HTTP Badescten (O -

5.3.2. LAN1Tab

In the reference configuration, LAN1 was used to connect the Avaya IP Office to the CPE

network, and ultimately to the Avaya SBCE (see Section 3).

5.3.2.1 LAN1-LAN Settings Tab

To view or configure the LAN 1 IP address, select the LAN 1 - LAN Settings tab, and enter

the following:

e IP Address: Setto 192.168.42.10 as specified in the reference configuration.
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DHCP Mode is also set to Server so that IP phones will get an IP Address from the
Avaya IP Office Server. Other parameters on this screen may be set according to
customer requirements.

Click the OK button (not shown).

[= 00E007058008 v
Vorcormal | Tolspnany | Desciony Sennces  Syoterm bvets | SMIP | SO0 | Twennng | YCM | Coddecs

MNetncrk Topoiogy

5.3.2.2 LAN 1 - VoIP Tab

Select the LAN1 - VolIP tab as shown in the following screen. The following settings were
used in the reference configuration:

JF; Reviewed:
SPOC 6/1/2015

The H323 Gatekeeper Enable box is checked to allow the use of Avaya IP
Telephones using the H.323 protocol, such as the Avaya 1600-Series Telephones used
in the reference configuration.
Select the SIP Trunks Enabled option.
The SIP Registrar Enable box is checked to allow Avaya 11xx (SIP) and Avaya
Communicator for Windows (SIP) usage.
The Domain Name used in the reference configuration is customera.com.
In the Layer 4 Protocol section, select UDP/5060 and TCP/5060.
RTP Port Number Range: The AT&T IPTF service requires that the RTP use the
port range 16384 to 32767.

o 16384 entered in the Port Range (Minimum) field.

o 32766 entered in the Port Range (Maximum) field, as this field requires even

numbers.

OPTIONAL: To prevent possible issues with network firewalls closing idle RTP
channels, RTP Keepalives may be enabled. Scrolling down to the bottom of the form,
enter the following:

o Scope: Select RTP

o Periodic Timeout: Enter 30

o Initial keepalives: Select Enabled
Other parameters on this screen are set to the defaults.
Click the OK button (not shown).
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Systemn . LAND | LAND | DNS , Vescernail | Telephony [ Duectory Services | Systern Events | SMTP { SMDR \ Twanming | VOM | Codecy
LAN Settings| YoIP  Network Topology

¥ H323 Gatekeeper Enable

Auto-create Extn eate \se H323 Remote Extn Enable

4! SIP Trunks Enable

#| SIP Registrar £nasble

Auto-create Extn/Uses SIP Remate Extn Enable

Domain Name customers.com
< uop UoP Port 5060
Layer 4 Protocel i T¢e TCP Pann 5080
TS TI5Pert 3061
Challenge Expiry Time (seci) 10
RTP
Part Number Range
Minimum 16384 : Mamum 3766

Port Number Range (NAT)
Minirnum 45152 . Maximum 33248

#. Enabie RTCP Monitorag on Port 5005

RTCP collector ¥ address for phones

Keepalives
Scope ap w | Periodi timeout 30
Initisd keepalives | Enatsied >

5.3.2.3 LAN 1 - Network Topology Tab
Select the LAN1 -> Network Topology tab as shown in the following screen, and enter the
following:
e Public IP Address: The 0.0.0.0 default value is used.
Public Port: Enter UDP/5060.

[ ]
o Firewall/NAT Type is set to Open Internet in the reference configuration.
e Other parameters on this screen are set to the defaults.
e Click the OK button (not shown).
IP Offices [|=] 00E007058008
t X goglro'?/'?’ }y_ﬁst!‘l LanL {_L_M\z ipNS | Voicemail 1, Telephony i Dwrectory SeM«ELSy\mm Events { SMTP ISMQR ] Twinning ' Ve
-5 oes0ce [LANsettings [ Vo | Neswork Topoleay |
L -y;:;)"s‘o%;om Network Topology Discovery
© T4 Line (5) STUM Server Addresz STUN Port HTE
+-~2 Conarel Uait (2)
41 4 Bxtension (12) Firewsi/NAT Type Open Internet -
o § Useritd)
4 %% Group (5) Binding Refresh Time {seconds) 120 2
9% Shart Code 73) _—
@ Senice ) Public IP Address 0 o 1] 2 . RunSTUN Cancel
i1 o8 RAS(1)
R ] lqco.:v\lng Call Rowt Public Port
P rouresd) | voe s
5 @ Frempiotien ||| 7€ -
1 [l IP Route (4) s 0
& Account Code (0)
S License 78) T Run STUN on startup
¥ Tunoel ()
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5.3.3. LAN2Tab
The LAN 2 interface is not used in the reference configuration.

5.3.4. Voicemail Tab

As described in Section 3, Avaya Voicemail Pro is used in the reference configuration.

e Set Voicemail Type to Voicemail Lite/Pro.

e In the SIP Settings section, set the SIP Name and Contact fields to the AT&T DNIS
digits used to call directly to VVoicemail for message retrieval (e.g., 0000051055). Note
that the Anonymous box is checked by default, so no entry is needed in the SIP
Display Name (Alias) field.

e Other parameters on this screen are default. Click the OK button (not shown).

B
IP Offices L::z 00E007058008"
System | LANI | LAN2 | ONS | Voicemail Telephony | Deectory Serces | System Everts | SMTP | SMDR | Twinning | WM | Codecs | Vol Secunty €
| Veicermal Type Voiemad Lae/Pro . 7] Messages Butten Goes To Vissal Veice
S0 Q0EDTOS00E Veicemal Desmnation O

LF1 Line ity

i< Comral Una (2) Vorcermal [P Addrers W18 & . 168

4 & Eaenson 1)

W& us Bachup Yowemad I° dddress 0 0 0 a

t :‘l Vaicemnad Channel Raservaticn

19

o: Unteserved Chamnds 209

4 o - X
1 @ heoming Call Rowe (7) Auto-Attendant > : VoiceRacordng 3 © Mandstory Veice Recording 0
ot 1)

Announceents s = MalboxAccess 5
‘ P ‘”h”w“:":‘ﬂl DTMF Beezhout Veicemail Code Compiesity
i 2:(9-.‘:!;*'”' Feception / Breakeot [DTMFO) - v Enforcament
% Lic Neneeum length 0
W Tunned ) - g S A
4 B4 Uses Rghts (5) Srexhout (OTAF 2) -
11 ARS 12
# RAS Locetion Request 0]
# Location () Srestout (DTAF 3) -
% Authoritation Cede 12)
ISIP Semtins
[SIP Name 0000051033

SIP Dixplary Nomma (Aiax)

ICantact 0000031033

oy mous 4

Call Recerding

Aute Retat Pacasd Recording (ieca) 13

Hide Aute Pecoeding

5.3.5. Telephony Tab

To view or change telephony settings, select the Telephony tab and Telephony sub-tab as
shown below. The settings presented here simply illustrate the values used in the reference
configuration and are not intended to be prescriptive.
e Uncheck the Inhibit Off-Switch Forward/Transfer box. This is so that call
forwarding and call transfer to PSTN destinations via the AT&T IPTF service can be

tested.
e Set the Companding Law parameters are set to U-LAW as is typical in North
America.
JF; Reviewed: Solution & Interoperability Test Lab Application Notes 18 of 81

SPOC 6/1/2015 ©2015 Avaya Inc. All Rights Reserved. IPO91SBCEG3TF



e In the reference configuration, Default Name Priority is set to Favor Trunk. With
the option set to Favor Directory, Avaya IP Office will prefer to display names found
in a personal or system directory over those arriving from the far-end, if there is a
directory match to the caller ID. This capability is also defined in the SIP Line tab in
Section 5.4.3. A user’s personal directory example is shown in Section 5.5.2.

e Default values are used in the other fields.

e Click the OK button (not shown).

IP Offices | 7 00E007058008" v
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b i~ Operator (3) - ’ - -
W 00EDO7053008 Telepherty | Pack & Page| Tores & Music| Ring Tooes | SM Coll Log © TUI
W Systenn 1)
@ DOEDOTDSBI08 Analogue Extensicrs [Lompanding Law
£ Line (8) Switch Line
Controf Unit (2 Defoukt Outside Cad Sequence Noomal v
#-4p Exension (12)
6§ Uses(14) Detault Inside Cal Sequence Ring Type 1 . & U-Law 8 U-LawLine
Group (5] . e
" z Sh \ Defaukt Ring Back Sequence Rung Type 2 -
0 < AcLaw Alaw Lne
> Restrict Aralogue Exterson Ringer Voltage
A FA
+ @ Incoming Call Rout
\ % 55 Seatus
& WAN Port [0] Bial Delay Time {secs) : : DSS Stetu
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(.} Time Profile (3) Dial Deley Count 0
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o BB P Route ) Default No Arswer Time {secs) 15
& Account Code 10) ¢! Show Account Code
& License 78 Held Timeout [Jecs) 120

Inhibit Off-Swateh Forwaed/ Trarmfer

Puck Timeout (secs) 0
Restrsct Netwerk Interconnect
Ring Delay (secs)

qu
Call Prionty Prametion Time (secs)  Disabled
8% Authorization Code Drop Extermal Gnly Impromptu Conference
Default Cumency uso -
Visually Dferentiote Externsl Call
|';«.u..n Name Prionty Farier Trunk v

Linsyssrieed Seslon Tewnk O anert Handl

5.3.6. Codecs Tab

On the left, observe the list of Available Codecs. By selecting codecs in this column, they
will appear in the Default Codec Selection = Unused column. Codecs may be selected from
the Unused list and moved to the Selected column by use of the >>> button, thereby making
the selected codecs available in other screens where codec configuration may be performed
(e.g., SIP Lines and Extensions).

The up and down arrow buttons are used to order the selected codecs. By default, all IP (SIP
and H.323) lines and extensions will assume the system default Selected codec list, unless
configured otherwise for the specific SIP Line or extension (see the note below).
e Populate the Selected column with G.711 ULAW 64K as the first codec and G.729(a)
8K CS-ACELP as the second codec.
¢ Inthe RFC2833 Default Payload setting field, specify 100, which is the
recommended value for AT&T interoperability.
e Click the OK button (not shown).

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 19 of 81
SPOC 6/1/2015 ©2015 Avaya Inc. All Rights Reserved. IPO91SBCEG3TF



Note - In the reference configuration, the Extension codec lists (see Section 5.5.2) also
specify G.711ULAW and G.729(a) (in that order), and the SIP Line (see Section 5.4.6) offers
G.729(a) and G.711ULAW (in that order). In this manner, local Avaya IP Office calls will
offer G.711mu first, and SIP trunk calls will offer G.729A first. However, see Sections 5.4.6
and 5.5.2 for methods of enabling Silence Suppression if needed.

00E007068008 v

i

Spstem | LANL | LANZ | DNS | Voxcerned | Telephony | Directory Services | Systern Events | SMTP | SMDR | Twamang | VOM | Codecs
RFC2833 Detault Payload

07058008 Availeble Codecs Default Codec Selecticn

Unused Sefected

G711 ALAW BUX G711 ULAW 6%
G722 64K G.7250s) BK CS-ACELP
GJ22 64 CIBI16KMP-MLY

) GOFOTE™S | 2

5.4. SIP Line

The following sections describe the configuration of a SIP Line. The SIP Line terminates the
CPE end of the IP Office SIP trunk to the Avaya SBCE.

The recommended method for creating/configuring a SIP Line is to use the template
associated with the provisioning described in these Application Notes. The template is an
xml file that can be used by Avaya IP Office Manager to create a new SIP Line for SIP
trunking with the AT&T IPTF service. Follow the steps in Section 5.4.2 to create a SIP
Trunk from the template.

Some items relevant to a specific customer environment are not included in the template or
may need to be updated after the SIP Line is created. Examples include the following:

e |P addresses

e SIP Credentials (if applicable)

e SIP URI entries

e Setting of the Use Network Topology Info field on the Transport tab.
Therefore, it is important that the SIP Line configuration be reviewed and updated if
necessary, after the SIP Line is created via the template. The resulting SIP Line data can be
verified against the manual configuration as shown in Sections 5.4.3 —5.4.8.

In addition, the following SIP Line settings are not supported on Basic Edition:
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IP Office Manager li-l

l Please note that the below SIP Line settings are not supported on Basic
Edition:

SIP Line Originator number for torwarded and twinning calls
Transport Second Explicit DNS Server

SIP Credentlals « Reglistration Required.

SIP Advanced

Engineering

Also note that SIP Credentials - User Name, Authentication Name,
Contact and Password will not be exported to template,

oK

Alternatively, a SIP Line can be created manually. To do so, right-click Line in the
Navigation Pane and select New = SIP Line. Then, follow the steps outlined in Sections
543-5.4.8.

5.4.1. Importing a SIP Line Template

Note — DevConnect generated SIP Line templates are always exported in an XML format.
These XML templates do not include sensitive customer specific information and are
therefore suitable for distribution. The XML format templates can be used to create SIP
trunks on both IP Office Standard Edition (500V2) and IP Office Server Edition systems.
Alternatively, binary templates may be generated. However, binary templates include all
the configuration parameters of the Trunk, including sensitive customer specific
information. Therefore, binary templates should only be used for cloning trunks within a
specific customer’s environment.

1. Copy a previously created template file to a location (e.g., \temp) on the same
computer where IP Office Manager is installed. By default, the template file name
will have the format AF_<user supplied text>_SIPTrunk.xml, where the <user
supplied text> portion is entered during template file creation.

Note — If necessary, the <user supplied text> portion of the template file name may
be modified, however the AF_<user supplied text> SIPTrunk.xml format of the
file name must be maintained. For example, an original template file AF_TEST
_SIPTrunk.xml could be changed to AF_Testl_SIPTrunk.xml. The template file
name is selected in Section 5.4.2 to create a new SIP Line.

2. Verify that Template Options are enabled in IP Office Manager. In IP Office Manager,
navigate to File = Preferences. In the IP Office Manager Preferences window that
appears, select the Visual Preferences tab. Check the box next to Enable Template
Options. Click OK.
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3.
Import Templates in Manager.

Import the template into IP Office Manager. From IP Office Manager, select Tools =
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4. A folder browser will open (not shown). Select the directory used in step 1 to store the
template(s) (e.g., \temp). In the reference configuration, template files AF_no_SBCE _
SIPTrunk.xml and AF_with_SBCE_ SIPTrunk.xml were imported. The template
files are automatically copied into the IP Office default template location,
C:\Program Files\Avaya\lP Office\Manager\Templates.

5.
success or failure. Click OK.

After the import is complete, a final import status pop-up window will open stating

Template Prowvisioning

! LW Cltermp

0 , Successfully imported templates to IP Office Manager fram

=3

Note —~Windows 7 (and later) locks the Avaya IP Office 9.1 \Templates directory, and it
cannot be viewed. To enable browsing of the \Templates directory, open Windows Explorer,
navigate to C:\Program Files\Avaya\lP Office\Manager (or C:\Program Files
(x86)\Avaya\lP Office\Manager), and then click on the Compatibility files option shown
below. The \Templates directory and its contents can then be viewed.
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5.4.2. Creating a SIP Trunk from an XML Template

1. To create the SIP Trunk from a template, right-click on Line in the Navigation Pane,
and select New SIP Trunk from Template.

=] T New »
: (<] New SIP Trunk from Template %_‘
- (%] Creste SIP Trunk Template
TV & Cut Ctrl+X
53 Copy Ctrl+C
Pase Ctrl+Y
7<  Delete Ctrl+Del
' Validate
Connect To... Ctrl+T
[+ 8% Sh
+ @ se New from Template (Binary)
+ ol RY Export as Template (Binary)
o 1 PR ¥ e oidsi N Adisialnta

2. In the subsequent Template Type Selection pop-up window, from the Service
Provider pull-down menu, select template AF_with_SBCE. Click Create new SIP
Trunk.
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Note — By default, the drop down menu will display only the <user supplied text> part
of the template file name (see Section 5.4.1). If you check the Display All box, then
the full . XML template file name is displayed.

r | N
_’_l'_' Template Type Selection l = L= l_ﬁj
Locale United States (US English
Service Provider |ATT_with_SBCE ~| 7] Display Al
ATT no_SBCE
ATT_with_SBCE | —————————
| Create new STF nk ] { Cancel J
LS A

The newly created SIP Line will appear in the Navigation pane (e.g., SIP Line 18).

=47 Line (6)
..... T}I 1

5.4.3. SIP Line — SIP Line tab
The SIP Line tab is shown below for Line Number 17, used for the SIP Trunk to the Avaya
SBCE, and ultimately AT&T. Note, if no SIP Line exists, right click on the Line item in the
Navigation pane and select New = SIP Line (not shown). In the reference configuration, SIP
Line 17 was created. The SIP Line form is completed as follows:
e ITSP Domain Name: Set to the IP address of the Avaya IP Office LANL1 interface
(e.g., 192.168.42.10).
e In Service and Check OOS: These boxes are checked (default).
o Note that the Out Of Service (OOS) option is used in conjunction with SIP
OPTIONS (see Section 5.10).
Refresh Method: Set to Relnvite, as AT&T does not support UPDATE.
Send Caller ID: Set to Diversion Header.
Incoming Supervised Refer: Set this field to Always.
Outgoing Supervised Refer: Set this field to Always.
Send 302 Moved Temporarily: Verify this field is unchecked (default).
Outgoing Blind Refer: Verify this field is unchecked (default).
Use the default values for the other fields.
Click OK (not shown).
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As described in Section 5.3.5, the Name Priority parameter may retain the default Favor
Trunk setting, or can be configured to Favor Directory. As shown below, the default Favor
Trunk setting was used in the reference configuration.

SP U Trampot S8 URL ot D0 Fax 5P Cresantisls | 5P Aovencesd | Engewerng

TSP Darcas Nave 1S4l

PEROIIDIIDEG

Mame Pocrity Ewoor Trumh

1E® ) GOLOTE™H

5.4.4. SIP Line - Transport tab

Select the SIP Line = Transport tab and configure the following:
e ITSP Proxy Address: Set to the Avaya SBCE “A1” interface IP address (e.g.,
192.168.42.20).
Network Configuration - Layer 4 Protocol: Setto UDP.
Network Configuration - Send Port: Set to 5060 (default).
Network Configuration - Use Network Topology Info: Set to LAN 1.
Verify Calls Route via Registrar: Enabled (default).
Click OK (not shown).

'SIP Line| Transport |SIP URL| VolP |38 Fax|SIP Credentials|SIP Advanced|Engineering

ITSP Prowy Address 192.168.42.20

Metwork Configuration

Layer 4 Protocol |UDP v| Send Port 5060 =
Use Metwork Topology Info | LAN1 - | 5060 :
Explicit DNS Server(s) i 0 0 i} i} 0 0 0

Calls Route via Registrar [

Separate Registrar

5.4.5. SIP Line - SIP URI tab

A SIP URI entry needs to be created to match each number that Avaya IP Office and the
service provider will accept on this line. Select the SIP Line - SIP URI tab. On this form a
list of the DNIS digits delivered by AT&T is created.
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Note — In the reference configuration the AT&T IPTF service mostly delivered ten DNIS
digits in the R-URI (some test calls delivered twenty-one digits). The entries below match on
these DNIS digits, not the dialed DID number.

To add a new SIP URI, click the Add... button. At the bottom of the screen, a New Channel

area will be opened. Two types of entries are used:

1. Type1: A “global” entry that will use the contents of SIP headers containing “called party
info” information. This type of entry is used for inbound calls to Avaya IP Office Users,
Hunt Groups, or Voicemail access where the matching AT&T DNIS digits are specified
on their corresponding SIP Settings (Section 5.3.4) or SIP tabs (see Section 5.5).
Otherwise, the call will be denied. In this method the following information is specified:

e The Via field will automatically be populated with the IP address of the LAN 2
interface with which the SIP trunk is associated (see Section 5.3.3).

e Local URI, Contact, Display Name, and PAI fields: Set these fields to Use
Internal Data.

o Verify Registration: Set to the default 0: <None>.

e Incoming Group: Setto 17 (SIP Line 17). This value references the table created

with Incoming Call Routes in Section 5.7.

Note — As the IPTF service is inbound only, default Outbound Group 0 is

specified.

e Max Calls per Channel: In the reference configuration this was set to 10. This
sets the maximum number of simultaneous calls that can use the URI before Avaya
IP Office returns busy to any further calls.

e Click OK.

st Lmeifunxpoa SP URI volP  |T138 fuiLSlP Credcn:nalslSlP Aaunceﬂlin; neering

Channel Groups Via LecalURL Contact Displey Mame PAl Credential Max Calls Add

1 37 42

Edit Channg?
oK

Via 10.10.10.10 -
Lecal URS Uze Imternal Dats) - Shocd
Contact Uz e [ asl v

Display Name Uzt Internal Dats) >

PAL Use [ntein sl Datal v

Registration 170' <None> N |

tncoming Geoup 17

Qurgoing Group 0

Mac Calls par Charned 10

2. Type 2: This is an explicit entry matching inbound DNIS digits from AT&T. This method
must be used for Avaya IP Office call destinations that cannot specify matching DNIS
digits from AT&T. These call destinations may be Short Codes (e.g., Auto Attendant and
Meet-Me conference), or other inbound destinations that do not have a SIP tab. For this
method the following information is specified:
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e Local URI, Contact, PAI, and Display Name: Set to an AT&T DNIS number
(e.g., 00000031053).

e Verify Registration: Set to the default 0: <None>.

e Incoming Group: Set here to 17 (SIP Line 17). This value references the

Incoming Call Routes in Section 5.7.

Note — As the IPTF service is inbound only, default Outbound Group 0 is

specified.

e Max Calls per Channel: In the reference configuration this was set to 10. This
sets the maximum number of simultaneous calls that can use the URI before Avaya
IP Office returns busy to any further calls.

e Repeat these steps as required, and click OK to save the information.

SIP Line | Transpart SPURI VolP [T38 Fn | SIP Credentuls [ SIP Advanced | Engineering
Channed  Groups Via Local URL Contact Display Name PAI Credential Max Cals
1 17 17 1 QO:<Non.. 10
E&2 Channel
Vis 1351617055

OK
Lexal URI

Contect k,”“'
Oupley Name

Pal

Registraticn

Incoming Group 17
Quigomyg Group 0

Max Calls per Channel 10

e To edit an existing entry, click an entry in the list and click the Edit button.
e When all SIP URI entries have been added/edited, click OK at the bottom of the
screen (not shown).

5.4.6. SIP Line - VoIP tab

Select the SIP Line - VolP tab and enter the following:

e The Codec Selection drop-down box = System Default will list all available codecs.
In the reference configuration, Custom was selected and G729(a) 8K CS-ACELP,
and G.711 ULAW 64K were specified. This causes Avaya IP Office to include these
codecs in the Session Description Protocol (SDP) offer, and in the order specified.
Note that in the reference configuration G.729A is set as the preferred codec on the
SIP trunk to the AT&T IPTF network (see the note below regarding IPTF and Silence
Supression).

e T.38 fax was used in the reference configuration. Set the Fax Transport Support
drop-down menu to T.38. Note that Error Correction Mode (ECM) is enabled by
default on the T.38 Fax tab (Section 5.4.7). ECM is supported by the AT&T IPTF
service. G.711 fax also worked in the reference configuration (T.38 option disabled);
however T.38 is the preferred method.
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Note — With T.38 specified, the Avaya IP Office Direct Media feature cannot
be selected. However if G.711 fax is selected, Direct Media may be used (see
Section 2.2). Also, see Section 2.2 relating to an issue with Super G3 (SG3)
fax.

e The Re-invite Supported parameter can be checked to allow for codec re-negotiation
in cases where the target of an incoming call or transfer does not support the codec
originally negotiated on the trunk.

e The DTMF Support parameter can remain set to the default value RFC2833.

e Click OK (not shown).

Note - By default the VoIP Silence Suppression box is not checked, disabling the use of the
G.729B codec. The AT&T IPTF service specifies G.729A by default. Therefore Silence
Suppression (G.729B) was left disabled in the reference configuration. However G.729B is
supported. If silence suppression is desired, check this box, and enable the VVolP Silence
Suppression option on the Extension form VolIP tab for the various IP endpoints (Section
5.5.2).

SIP Line| Transport | SIP URE Ve 138 Feaa | SIP il:JC‘llal:J SIP Iudvamed]ingmwmg

Codec Sefaction Customn - VolP Sidence Suppression

Selected Y. Re-recte Supperted

G.72%a) 3K CS-ACELP »
G711 ULAW (4K Codec Lockdown

PRACKINre) Supported

Fxe Transpon Suppont | 133

DTMF Suppont RFC2E33 v

Mediz Security Diszbied v

5.4.7. SIP Line-T38 Fax Tab

Note - The settings on this tab are only accessible if Re-invite Supported and a Fax
Transport Support option (T38) are selected on the VVolP tab (Section 5.4.6).

Select the SIP Line - T.38 Fax tab and enter the following:

Unselect the Use Default VValues option.

Set the T38 Fax Version option to 0 (zero). This matches the version AT&T uses.
Verify that Disable T30 ECM is not checked,

Default values are used for the remaining fields. Select Ok (not shown).
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SI9 Line| franspart] S0 Ui Vold
T38 Fax Verkion 0

Transport

Redundancy

158 Fax

Low Spewd o

High Speed 0

TCF Method Teans TCF
Max Rit Rare (hps) L4400
EFlag Stant Timer (myecs) 2600
EFtag Stop Timer (msecs) 200

T Metwoirk Timeaul (secs) 150

1] Use Default Values
| —

SIP Credentiala [S10 Advanced [Engineering
V) Sican Line Fix-up
v TFOP Enhancemant
Disable T30 FCM
Disable EFlags For First DIS
Disable T30 MR Compression

- | [1] NSF Override

5.4.8. SIP Line — SIP Advanced Tab

By default, Avaya IP Office will use the PPI (P-Preferred-Identity) header for signaling user
information when privacy is invoked. However, AT&T utilizes the PAI (P-Asserted-Identity)
header for privacy. Therefore Avaya IP Office is configured to use the PAI header to pass the
calling party information for authentication and billing when privacy is used (see Sections

5.4.5and 5.9).

Select the SIP Line - SIP Advanced tab and enter the following:
e Select Emulate NOTIFY for Refer.

Note — The AT&T IPTF service does not support NOTIFY. Some Avaya endpoints
(e.g., Avaya Communicator for Windows) require receipt of a NOTIFY when Refer
based call transfers are performed. This option will send a NOTIFY to these endpoints.

e Select the Use PAI for Privacy option, and click Ok (not shown).

Note — By default, Avaya IP Office sends Refer in addition to Diversion header, for
call forward scenarios. However AT&T only requires Diversion header. Therefore in
the reference configuration the No Refer if using Diversion was selected.

Addressag

Identity

Headers

Asscciation Method

Call Routing Method

Use Phone Context
Add usersphone

Ute « Tor Internmticnal
Use PAL for Prrvacy
Uze Domain for PAL
Swap From and PAI

Send From [n Claar

User - Agent and Server

fly Source IV address

Request URJ

Suppeess DNS SRV Lockups

Caller ID from From heasder

Cache Auth Credentaals

SIP Line| Transport |SIP URI| Vel | 733 Fax| S0 Credentials, 5P Advanced [Engimeeiing

Mechs

= Allow Empry INATE
Send Empty re-BNVITE
Allow To Tag Change
£-Larty-Media Support
Send SilenceSupp=Off
Feece Eacly Oirect Media

Media Connection Preservation | Doabled

Call Control

Calt Iniiation Timeout {z)
Calt Quaing Temeaut (m)
Service Busy Response

on Ne User Rexponding Send
Action cn CAC Location Lt

Suppeess Q.85 Reason Header

Hone

&

S

486 - Bucy Here -
A0S -Request Timeout -

Alow Voromad -

Ermulste NOTIFY for REFER

No REFER if using Diversion

v
v
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5.5. Users, Extensions, and Hunt Groups

In this section, examples of Avaya IP Office Users, Extensions, and Hunt Groups are
illustrated. Note that the following examples do not discuss all available options, and the

screen shots may not display all available parameters. Parameters/options note discussed,
should assume to be default.

5.5.1. Analog User 207
The following screen shows the User tab for analog phone User 207. This user corresponds
to the Avaya Analog 6211 set.

1. Toadd a User, right click on User in the Navigation pane, and select New (not

shown). To edit an existing User, select User in the Navigation pane, and select the
appropriate user to be configured.

f Useritt)

g NoUser

i RemeteManager

01 Extri201
202 Extn202
203 Bard03
204 Ectr204
205 ban205
200 Ban200
207 Extrn207
208 Extn208
e SO0 EtnS00
o 000 Etr000
= T0O Ectn?D0
n 750 Ban?50
o 8 Group ()

#-9% Shoet Code (74)

o Directory (0

. Time Protile (3)
i @ Firewall Profie 11
+ W P Route (4)

&8 Accourt Code (D)

W Licerse (78)

W Tunrel M)

L User Raghts 8}
= ARS (D)

" RAS Location Reques

&5 Location (0]

28 Authonzation Code |

Extn207: 207

Announcements | S8

User Vowcermanl | DND

Name
Password
Confirm Password

Corference PIN

Confirm

Conference PIN

Account Status

Full Name

EBaenuon

Email Addren
Locale

Pronty

System Phone Rights

Profie

Device Type

| Personat Dwectory ; Seif Administration
Short Codes | Source Numbers | Telephony | Forwarding | Dial In | Vorce Recordng | Button Prog

Extn07

Enabled -
Analog Phane

207

5 -

None v

Banic User -
Receptionist

Enable one-X Portal Services

Enable Remote Workes

£x Directory

Q Analogue Handset

The following screen shows the SIP tab for User 207.

The SIP Name and Contact parameters are configured with the associated AT&T
DNIS number of the user, (e.g., 00000031053). These parameters allow matching of

the SIP URI for incoming calls, without having to enter this number as an explicit SIP

URI for the SIP Line (see Section 5.4.5).
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e The SIP Display Name (Alias) parameter can optionally be configured with a
descriptive name.

User i Vorcmaj!_[Pﬂl)_ f Short Codes I Source Numbers l Telephony ] Forwg
' Announcementsi SiP Personal Directory | Self Administration

AR

SIP Name CO00031053
SIP Display Name (Alias) Anglog Phone

nnnnn

Contact 0000031053

Ancnymous

2. Analog (or digital) phone extension ports are either integral to the control unit or
added by the installation of an analog or digital phone expansion module. Analog (or
digital) extension records are automatically created for each physical extension port
within the system. These ports cannot be added or deleted manually. For Server
Edition, non-IP extensions are only supported on Expansion System (V2) units. Based
on the hardware configuration used in the reference configuration, analog ports 207
and 208 are automatically defined by the system.

e To edit an existing analog extension, select the appropriate extension to be
configured (e.g., 207).

1= Ansiogus Exteasiorn: 7207
Extn Analogue
Dtension |9
Beve Bterneon

Caller Display Type On -

Device Type Q

Location System {None)

Modchie BP1

e Select the Analogue tab and verify that Standard Telephone is selected, and click
the OK button (not shown).
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5.5.2. IP Phone User 500

1. Following the steps shown in Section 5.5.1, create a 1608 H.323 IP phone user (e.g.,

500). Note that this user will be granted “Power User” features.

e Password: This password is used by user applications such as SoftConsole, Phone
Manager and TAPI, or users with Dial In access. Note that this is not the user's
phone log in code (see the information on the Telephony = Supervisor Settings
tab below), or their Voicemail mailbox password (see information on the
Voicemail tab below).

e The Profile parameter is set to Power User. This gives this user access to
additional Avaya P Office features. See [1] for more information.

anceeanty | 519 Benunal Dwectory | Satt Adounistraton

Vescemad | OND Shom Codes | Sowrce Mumbers | Teluphony | Fanwarding | Disl in | Voice Recoriting | Sutton

o

Like the analog user 207, the SIP tab for 500 is configured with a SIP Name and Contact
specifying the user’s associated AT&T number (e.g., 0000011051).

User i Voicemail | DND. | Short Codes'\ Source Numbers i Telephony | Fory
| Announcements SIP Personal Directory | Self Administration
SIP Name 0000011051
SIP Display Name (Aflizs) H323 Phone

..........

Contact 0000011051

Anonymous

Avaya IP Office offers a feature where users can define names in a Personal Directory,
and display these names, based on the inbound calling number. The following screen
shows the Personal Directory tab for User 500. With the configuration shown below, if
user 500 receives an inbound AT&T call from the telephone number 0000011051, the
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phone will display the name “PSTN Phone” (along with the number), even if AT&T

provided a different name in the SIP INVITE message sent to Avaya IP Office.

needs to be changed to Name Priority = Favor Directory.

Note — In the reference configuration, the SIP Line is configured with Name Priority -2
Favor Trunk (see Section 5.4.3). To enable the Personal Directory feature, this setting

User | Voicemail | DMD | Shert Co-du! Suurnthlumhers| Tel:phnn)'l Farwarding | Dial in Ve Reconding |aul1.or| Pnograrnmingl ker Frngrnmmingl Mobility | Group Membarship
Anspumeerents | G| Personal Directory  Sel Adeainistaaticn

Il
i PSTM Phane

MName Number

A

Remaowve

The following screen shows the Voicemail tab for user 500. The Voicemail On box is
checked and a VVoicemail password can be configured using the Voicemail Code and

Confirm Voicemail Code parameters.

Anoouncermants | SIP Parscoml Directary | Self Admvamtration
User Vowemad | DND | Short Codes | Source Numbers | Telephoey | Forwarding | DiatIn | Veice Recording | Buttor Pl
Confirm Voicemail Code  esssss Voicemail Help
oicemait Eman Veicemail Ringback
S Web Se e
DTMF Breakowt
Reception / Breakout (DT O Systemn Default O -
|
Breakowt (DTMF 2 System Defauk () -
i
Breskowt (DTMF 3 System Defautt () -
\

Select the Telephony = Supervisor Settings tab as shown below. The Login Code will

be used by the telephone user as the phone login password.

: Announcements l SIp l Persanal Directory I Self Administration |

f
| User I Voicemail [ DND I Short Codes l Source Numbers | Telephony ‘meandinu Dial In | Voice Recording | Button P

| Call Settings | Supervisor Settings | Multisline Options | call Leg | TU1 |

LoginCode = essses | Force Login

Confirm Login Cacde

Login ldle Period (secs) | Force Account Code

Manitor Group | <None> -| | Force Authorization Code

Coverage Group [ <None> - ‘ | Incoming Call Bay

Status on No-Answer [Logged On (No change) - ‘ 7] Outgoing Call Bay

| Inhibit Off-Switch Forward/Transfer

Reset Longest Idle Time | Can Intrude

| C 0
@ All Calls Cannot be Intruded

| € ce Calls
External Incoming Can Trace Call

| Deny Auto Intercom Calls
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2. To create an associated extension, right click on Extension in the Navigation Pane,

and select New = H323 Extension.

8 T4 Une (D)
Control ULl New
o [Emm
& 1201
& 2202 |4

qT 3

& 3203
& a2 =

& 5205 -~ Delete
& 506 Validate
& 7207
& 8208
~ 8003 § New from Templats (Binary)
- 006
- onas

Export as Template (Finary

» 323 Extervmon t
Cate X

CrieC SIP Etenzion

Curle Del Iaag

On the Extn tab, enter the Base Extension (e.g., 500). Note that the Extension ID field

will auto populate.

n Vel
e 3 C
Baae b aan
cole Ersimond
e Type
Flanat Vchime After Caf
) ‘
Locstean Aumrrraty
Fabbech 22 Rer * Aumz
(RS 0
Pan
Spent

Select the Vol P tab and provision the following:
e Keep the IP Address field as the default value (0.0.0.0).
e Populate the Selected column with G.711 ULAW 64K as the first codec and
G.729(a) 8K CS-ACELP as the second codec, (see Section 5.3.7).

e Verify VolP Silence Suppression is not selected (see Section 5.3.7).

e Click the OK button (not shown).

Extm Vel

1P Addvess 0 0 0 [

MAL ey

Coder Salecticn
Unused
GTLL ALAN BLK
G GAK
ST LB MP-MLD

| VolP Silere Suppression

Engile Faststart for
Y nonsAwaya 1P phones

¥ Ourt OF Band DTHAE

Selected Lecal Teres

G711 LA B4
G.T2a) BE C5-ACELP

Albow Direct bedia Path

Reserve License Hene
TOM- =17 Gain | Defauit
IP->TOM Gain | Diefauit
Supplemeniany Senvices Heme

(HIERIERRE

Media Security

| Same as System (Disabled)
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5.5.3. SIP Telephone Users (Avaya 1120E and Avaya Communicator)

In the reference configuration, an Avaya 1120E SIP telephone and Avaya Communicator
softphone were provisioned as SIP users.

5.5.3.1 SIP Avaya 1120E
1. The following screen shows an 1120E Telephone provisioned in the User tab for User
600. The provisioning of this user is the same as for the H.323 station in Section
5.5.2. Note that this station is set as a Basic User.

Announcements | P | Pervenal Dvrectory | Se¥ Admimsstration
rees Yoicemail | DND | Short Codes , Sowice Numbers | Tedephoviy | Formarding | Daidn | Voice Recording | Butron

) L] -
System Phone Raghts None -
Profée Basic rer -

M phonist
Enable ane X Portal Services

Enabile Remote Worker

tory
evice Type L Avays 1120€ 5P (Langusge: ENGLISH

Like the H.323 500 user, the SIP tab for 600 is configured with a SIP Name and
Contact specifying the user’s associated AT&T number (e.g., 0000021051).

User l Voicemail ! DND | Short Codes l Source Numbers | Telephony | Forud
Announcements | SIP Personsl Directory ! Self Administration

SIP Name 0000021051

SIP Display Name (Alias) SIP Phone

Contact 0000021051

Ancnymous

Voicemail and a Login Code are also defined following the examples shown for the
H.323 User 500 in Section 5.5.2.
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2. Following the steps shown in Section 5.5.2 for the H.323 phone, create a

corresponding SIP Extension for the 1120E SIP telephone (e.g., 600).

l ] New
£ Cut
Ja Copy

Paste
/5 Delete

W Validate

Connect To

New from Template (Binary)
Export as Template (Binary)

4 | H323 Extension
Ctrl+ X [P DECT Extension
Ctrle C \ SIP Extension [ ‘
1 =)
Ctrl+V P DECT Extension
Ctrle Del 6K3 MP-MLQ

Crrl+ 1

The following screens show the Extn and VolP tabs for the Avaya 1120E extension 600 (the
T.38 Fax tab is not used). Note that the Extension ID on the Extn tab is auto populated by

the system.
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Extn | volp | 138 Fax|
Extension ld
Base Extension

Caller Display Type

Reset Volume After Calls

o

8000
600

On

Device Type oyns 1120E SIP (Language: ENGLISH)

Location lAutomatic v

Module 0

Port 0

Farce Authorization 1l

Estn | WolP 738 Faw

P fddress a [ ] a

|11 Lezal Hold Music

Codec Salection l':“m"“ " [ Be-iwite Supported
L"G“'-"‘:;‘jl'.f-wﬁ-“ﬂ S:':]r;ﬁ:l.-'-w EAK | Cedes Lackdoun
G722 64K 572 0] 5K C5-ACELP) Allgw Dirwct Maca Path

G231 6K3 MP-MLD

.Nuﬂe

Feterve Licenie

Fax Transpart Suppart Mo

TOM-%1P Gar .D!sull

- TOM Gam lDa‘nu'L

DTMF Sugspeet RFCIAZE

Jed Parly Aula Anjwes lNun: -
Macka Seculy Sarni as Syrtem [Disakled) =
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5.5.3.2 Sl

P Avaya Communicator Softphone

Repeat the steps shown in Section 5.5.3.1 to create user 700 with the following settings.

1. Definin

JF; Reviewed:
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g a User

User tab (shown below).

Extension = 700

The Profile parameter is set to Power User. This gives this user access to

additional Avaya P Office features. See [1] for more information.

The Enable Softphone box is checked (Power User required).

The Enable Communicator box is checked (Power User required).

SIP tab (not shown).

o SIP Name and Contact specifying the user’s associated AT&T DNIS
number (e.g., 0000041051).
Voicemail tab (not shown).
o The Voicemail On box is checked.

Telephony—> Call Settings tab (shown below).

o In the reference configuration, the Call Waiting On box, to allow multiple call
appearances and transfer operations, was enabled. However depending on the
desired call behavior, this setting may be mutually exclusive with the default
Busy On Held setting. Combinations of these options should be attempted to
achieve the desired effect.

Telephony—> Supervisor Settings tab (not shown)

o The Login Code is specified.

User Vacemad DNO | Shovt Codes | Source Mumbers | Telephony | Forwarding | Diatbn | Voice Recording | Button
......

Urnted States (US English)

Nome
Powes User
Receptionist

4. Enatile Softphone
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Announcements | SIP

| Personal Directory | Self Administration|

User | WVoicemail | DD | Short Codesl Source Numbers| Telephony | Forwarding | Dial In |Voice Recording | Butt

Call Settings | Supervisor Settings | Multi-line Options | Call Log | TUI |

Outside Call Sequence
Inside Call Sequence
Ringback Sequence
Mo Answer Time (secs)

Wrap-up Time (secs)

[Default Ring

[Default Ring

[Default Ring

Systern Default (15)

2

Transfer Return Time (secs) |Off

Call Cost Mark-Up

100

AERECRIEE

Call Waiting On
Answer Call Waiting On Hold
Busy On Held

[T Offhook Station

2. Define an Extension for the Avaya Communicator Softphone (e.g., 700).

e The Extn and VolIP tabs (not shown), are similar to those shown for extension 600
in Section 5.5.3.1.

5.5.4.

Hunt Groups

Users may also receive incoming calls as members of a hunt group. To configure a new hunt
group, right-click HuntGroup from the Navigation pane and select New. To view or edit an
existing hunt group, select HuntGroup from the Navigation pane, and the appropriate hunt

group from the Group pane.

1. The following screen shows the Hunt Group tab for hunt group Sales. This hunt group
was configured to contain the Analog telephone (Extn207), and the SIP Softphone
(Extn700). In the reference configuration, these telephones extensions are rung based on
idle time, due to the Ring Mode setting LongestWaiting. Click the Edit button to
select/deselect from the User List included in the Hunt Group from the list of available

IP Offices [r?_ Sequential Group Sales: 1001° ef-2 X v
4R BOOTP Q1 Group | Guewing | Overfiow | Fallback | Voicerail | Voxce Recording | Anmouncements | SP
0 Narwe Sales Profile Standard Hunt Group
T em (1 v 200 n
w 00E007055008 Eaension 1001 Ex Directory
T3 Line 5) % . "
| Urst (2) Ring Mode LengeutWaiting No Answer Teme (vecs)  Systern Defauit (15)
$ ( Urw
' : :" 12 Mold Muzic Source System Source
B Group (5) Ring Tone Overnde None
& 1004 Local Munt 2 ¥ Sl cr
&8 200 Main ""“l"' 3 Status on No-Answer None
Q& 1002 Pars R orabe
8 1 Cabae User List
8 1002 5 . Externon Name
B Shoet ( = o
o Sen v 207 Eatn07
-l RAS (1 4 00 Extn 00
+ @ Incoming Call Route (7
@ WAN Port )
3 '.jnn!r-.. m Eda...
me Profie (3

2. Under the Queuing tab, check the Queuing On box and set the Queue Length field to
any desirable value. Use the default values for all the other fields.
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Group | Queuing | Overflow | Fallback | Voicemail | Voice Recording | A
Queuing On
Queue Length 2 = Normalize Queue Length

Queue Type [Assign Call On Agent Answer v]

Calls In Queue Alarm

Calls In Queue Threshold 1

Analog Extension to Motify

3. Under the Announcements tab, check the Announcements On box. The wait time can be
set to any desirable value. Make sure that the Synchronize Calls box is checked. These
announcements are played if an agent for a particular skill is unavailable.

| Group | Queuing | Overﬂowl Fallback | VYoicemail | Voice Recording| Announcements | S[p
Announcements On
Wait before 1st announcement (seconds) (10 = Synchronize Calls
l
Flag call as answered
l
Play 1st announcement —
l
Post announcement tone [Music on hold -
l
2nd Announcement =
l
Repeat last announcement
l
Wait before repeat (seconds) 10 =

4. The following screen shows the SIP tab for hunt group Sales. The SIP Name and
Contact are configured with the AT&T DNIS number 000005555554153501050. The
Anonymous box may be checked is desired.

| Group | Queuing | Overﬂowl Fallback | Voicemail | Voice Recording | Announcements| SIP [

SIP Mame 000005555554153501050
SIP Display Mame (Alias) Sales

Contact 000005555554153501050

[] Anconymous

5. Click on OK (not shown).

In the reference configuration, these steps were used to create additional Hunt Groups
“Service” (1002) and “Parts” (1003).
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5.6. Short Codes

Avaya IP Office provides predefined Short Codes, however new Short Codes may be defined
to match number strings to an action. To add a Short Code, right click on Short Code in the
Navigation pane, and select New. To edit an existing Short Code, click Short Code in the
Navigation pane, and the Short Code to be configured in the Group pane. These Short Codes
can be dialed directly by local IP Office users, or then can be defined as destinations in the
Incoming Call Route table for remote access (Section 5.7).

5.6.1. Access Voicemail Pro Scripts

In the reference configuration, Call Center functionality is emulated via VVoicemail Pro scripts
(see Sections 5.7.3 and 5.8). Short Codes may be used to access these scripts. In the example

below the following is defined to access an Auto-Attendant script:

Code: Enter the desired Short Code (e.g., *63).

Feature: Select Voicemail Collect from the drop down menu.

Telephone Number: Enter the name of the associated VVoicemail Pro script (e.g.,
“AutoAttend”). Note that the script name must be in quotes, and match exactly with
the name defined in Voicemail Pro.
Line Group ID: Select 0 (default).
Select OK (not shown).

| = *63: Voicemail Collect

5.6.2. Voicemail Access

In the reference configuration, Short Code *17 is defined to access Voicemail Pro mailboxes.
Code: Enter the desired Short Code (e.g., *17).

JF; Reviewed:

Feature: Select Voicemail Collect from the drop down menu.
Telephone Number:
Line Group: Enter 0.

Enter ?U.

Click OK (not shown).

Short Code

Code

Feature

Locale

#17

Woicemail Collect

Telephone Mumber U

Line Gro[:g jin] u}

Farce Account Code [
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5.7. Incoming Call Routes

Note — The digits defined and matched in the Incoming Call Route table, are the DNIS digits
specified in the AT&T Request-URI, not the DID digits dialed by the caller.

The Incoming Call Route table will map specific AT&T DNIS numbers to an IP Office User,

Hunt Group, or Short Code, as well as to VVoicemail Pro scripts.

To add an incoming call route, right click on Incoming Call Route in the Navigation pane,
and select New (not shown). To edit an existing incoming call route, select an Incoming Call
Route in the Navigation pane, and the associated call route information is displayed in the
Group pane.

5.7.1. Calls to IP Office Stations and Hunt Groups

In the example below, the incoming humber 0000011051 is directed to H.323 phone 500.
1. On the Standard tab enter the following:
Line Group ID: Enter the SIP Line defined in Section 5.4 (e.g., 17).

Incoming Number: Enter the associated DNIS digits sent by AT&T (e.g.,

0000011051).

Use default values for the remaining fields and click OK (not shown).

=K BOOTP (1)
t-iv Operator (3)

“37 00EQD7058008
! Systermn (1)
529 Q0E007058008
+-14 Line (6)
+-<2 Control Unit (2)
-4 Extension (12)
#-§  User (14)
+I-i3§ Group (5)
+-B% Short Code (72)

oy RAS (1)
+© Incoming Call Route (7,
D) WAN Port (0)

Directory (0)
" Time Profile (3)

e

+-Jilll IP Route (4)

+I-@ Firewall Profile (1)

Standard |Voice Recording | Destinationsl
Bearer Capability |Any‘u‘0ice
Line Group ID 17
Incoming Number 0000011051
Incoming Sub Address

Incoming CLI

Locale |

Priarity |1 - Low
Tag

Hold Music Source |System Source
Ring Tone Override MNone

2. On the Destinations tab enter the following:

¢ Inthe Destinations column, select extension 500 from the drop down menu.
e Use default values for the remaining fields and click OK (not shown).
| Standard |1u'oice Recording| Destinations |
TimeProfile Destination Fallback Extension
3 Default Value 500 ExtnS500 -
* | -] -]
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Below is an example of a call for 0000011052 being directed to Hunt Group 1001 (Sales).

Bearer Capability
Line Group 0
Incomng Number
Incomeng Sub Addre:
Incomeng CLI

Locals

Priceity

Tag

Hold Music Source

Standad | Vouce Receading | Destinatons

Any Vosce
17

0000011052

k- Low

System Source

Ring Tone Override None -
| Standard | Voice Recording | Destinations |
TimeProfile Destination Fallback Extension
b |Default Value 1001 Sales - =
* | -] | -

5.7.2. Calls to IP Office Short Codes
In the example below, incoming number 0000011053, is directed to Short Code *17 (access to
Voicemail Pro mailboxes).
1. On the Standard tab repeat the steps in Section 5.7.1, with the following changes:
Incoming Number: Enter the associated DNIS digits sent by AT&T (e.g.,

00000110513).

2. On the Destinations tab enter the following:
In the Destinations column, and select Short Code *17 from the drop down menu
(note if the Short Code does not appear in the list, enter the value manually).

Use default values for the remaining fields and click OK (not shown).

“ande? | Yoice Recording | Destinations

Bearer Capobilty Any Voce ®
Line Group 1D 17 -
Incommng Number 0000011053
Incomung Sub Address
Incomeng CUI
Locale -
Pricenty b -Llow -
Tag
Hold Music Source System Source »
Png Tone Overnde MNeoe -
| Standard | Voice Recording | Destinations |
TimeProfile Destination Fallback Extension
b | Default Value 17 ~ -
* | =] > >
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5.7.3. Calls to Voicemail Pro Scripts
As described in Sections 5.6.1 and 5.8, Voicemail Pro scripts are defined with specific names.
These script names are specified as destinations in the Incoming Call Route table.
In the example below, incoming number 0000011054 is directed to eth Voicemail Pro Auto-
Attendant script AutoAttend.
1. On the Standard tab repeat the steps in Section 5.7.1, with the following changes:
e Incoming Number: Enter the associated DNIS digits sent by AT&T (e.g.,
00000110514).
2. On the Destinations tab enter the following:
¢ In the Destinations column, enter the string VM:AutoAttend to the drop down menu.
e Use default values for the remaining fields and click OK (not shown).

Mandmit | youoe Recorhing | Destinations

Ming Tone Cvernde None -

Standard | Voice Recording | Destinations

TimeProfile Destination Fallback Extension
» | Default Value |VM:AutoAttend -] ~
*_| -] 7] -

5.8. Call Center Provisioning in Avaya Voicemail Pro

(%2}

Note - While Avaya Voicemail Pro provisioning and programming is beyond the scope of thi
document, a sample Auto-Attendant script is described below.

In the reference configuration, Avaya Voicemail Pro (running on a Windows 2003 server), is
used for Voicemail processing, as well as for simulating basic Call Center functionality.

The Auto-Atendant function was provisioned to prompt callers to select a numeric option (1,
2, or 3), that would forward the call to an associated Avaya IP Office Hunt Group (Sales,
Service, and Parts). This is accomplished via the following steps:

1. Hunt Groups Sales, Service, and Parts are created in IP Office (Section 5.5.4).

2. Short Code *63 is created in IP Office for Call Center access (Section 5.6.1).

3. Incoming Call Route for DNIS digits 0000011054 is defined for access to the Auto-
Attendant script (Section 5.7.3).

4. Viathe Voicemail Pro GUI interface on the VVoicemail Pro/Windows server:
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e Open the Voicemail Pro Client application (not shown).
e Create a Start Point by right clicking on Modules and selecting Add.

B Voicemail Pro Client (Intuity) - Local
File Edit Actons  Administraton  Help
Hé&|d BB QD "
(=-7Z) 00E007058008 (192.168.44
= @ Specific Start Points

@ Groups s
<| | >

Name

e Enter a name (e.g., AutoAttend) and click on Ok (not shown). The new script
“AutoAttend” will appear under Modules, and a Start Point icon will appear in the
work area. Note that most of the script options are grayed out (highlighted below).

| & Voicemail Pro Chent (Intuity) - Local =]
L I 3 Admermtraton  Mebp
AR L2E 373 [P TAE 7 A @ & U

- ooy
v 00E007053008 (192164 H Modudos > fatofiond
= 3 Spechic Ren Forts

Q Groups l] ’
e )
b Start Point
e Click on the Start Point icon =t to activate the script options at the top of the

o, EEE
screen. From the options, select the Basic Actions icon ﬂ% select the Menu icon @,

and click on the work area to place the Menu icon.
i. Double click the Start Point icon.
1. Onthe General tab - Token Name, enter Start Point and click
Ok (not shown).
ii. Double click the Menu icon.
1. Onthe General tab - Token Name, enter Menu (not shown)..
2. On the Entry Prompts tab, select or create an Entry Prompt that
will tell the caller what digits to press to reach Sales, Service, and
Parts (e.g., attendant.wav). To modify an existing recording,
double click on the .wav file and rerecord. If no .wav files exist,

double click on the BE iconto open the .wav editor.
3. On the Touch Tone tab:
a. Select 1, 2, and 3 as the possible entry digits.
b. Select 4 for No of Retries.
4. Click on Ok.
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Ganend | Entry Promets  Touch Tones | Recontng | Rusts |
de X
v 1
v 2
¥ 3
4
rn;dmw-g
[« =] Moof Retnes Froce
I Tmeout [ seconts | -]
™ Swohd Erery | _J
[Tk | Canced | o |

e Click on the Telephony Actions icon & , select the Transfer icon ™ and click on the
work area to place the Transfer icon in the work area. This will be used for “Sales”.
Select and place two more Transfer Icons (these will be used for “Service” and
“Parts”).

i. Double click on the first Transfer icon (“Sales”)
1. On the General tab - Token Name, enter Sales (not shown).
2. On the Specific tab - Destination = Mailbox = Sales 2 Ok
(not shown).

ii. Double click on the second Transfer icon (“Service”).
1. On the General tab - Token Name = Service (not shown).
2. On the Specific tab - Destination = Mailbox = Service = Ok
(not shown).
iii. Double Click on the third Transfer icon (“Parts”).
1. On the General tab, Token Name = Parts (not shown).
2. On the Specific tab, Destination = Mailbox = Parts = Ok (not
shown).
e From the options bar, select the Connector icon < and:
i. Drag a connecting flow line from the Start Point box to the Menu box
(see screen shot below).
ii. Drag connecting flow lines from each of the Menu options to their
associated Transfer boxes (see screen shot below).
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8 ¥oicemail Pro Client (Intuity) - Local

File Edit Actions  Administration  Help

Hd& d @A D" L H-BHAEF G- 4 E£-8 - -8 %

E|c:| O0EQO7058008 (192,168, < Modules > CallCenter
[—]C:I Specific Start Points
: ...... Groups
...... I
[ = INext
Ll_l
EEE
-— mEEE
E & Modules mmm]@
imeaLl
----- '@ Autodttend - T
Irrealid
----- ﬂé CallCenter
- fros 1 5
..... cethde = "
N .|

Data - Modified | Active Yoicemail Sessions -0 | 0.0% CPU | Time on the Yoicemail server - 2:21 PM | Free Space: 76.665 GB | Totg

5. From the top menu select File = Save & Make Live, or select the & icon.

When the associated AT&T DNIS number is received (e.g., 0000011054), IP Office will send
the call to Voicemail Pro. The caller will be prompted to enter 1, 2, or 3 to access Sales,
Service, or Parts. The associated Avaya IP Office extension (e.g., 207, 500, or 600) will then
ring.

5.9. SIP Options

In the reference configuration, IP Office was configured to periodically check the status of the
SIP Line by sending a SIP OPTIONS message to AT&T. This function is triggered by the
setting in the Binding Refresh Time parameter. In the reference configuration, the Binding
Refresh Time is set to 120 seconds (see Section 5.3.3.3). See Section 2.2, Item 6 regarding
OPTIONS header contents in the reference configuration.

5.10. Saving Configuration Changes to Avaya IP Office

The provisioning changes made in Avaya IP Office Manager must be applied to the Avaya IP
Office server in order for the changes to take effect. As noted in the previous sections, any
changes made to an IP Office provisioning tab must be accepted by clicking OK on the
associated screen. However these changes will not take effect until they are written to the IP
Office configuration.

At the top of the Avaya IP Office Manager GUI, click File = Save Configuration (note that
if that option is grayed out, no changes are pending).

A screen similar to the one below will appear, with either Merge or Immediate automatically
selected, based on the nature of the configuration changes. The Merge option will save the
configuration change with no impact to the current system operation. The Immediate option
will save the configuration and cause the Avaya IP Office server to reboot.
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Click OK to execute the save.

Save Configuration l = i

IP Office Settings
00E007058008
Configuration Reboot Mode
@ Merge
~ Immediate
) When Free
- Timed
Reboot Time

16:36

Call Barring

[ ok || conce |[ Hep |

The active configuration may be saved to a file at any time by selecting File > Save
Configuration As.
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6. Configure Avaya Session Border Controller for
Enterprise

Note - Only the Avaya SBCE provisioning required for the reference configuration is
described in these Application Notes.

6.1. Initial Installation/Provisioning

Note - The installation and initial provisioning of the Avaya SBCE is beyond the scope of this
document. Refer to reference [1] and [3] for additional information.

IMPORTANT! — During the Avaya SBCE installation, the Management interface,
(labeled “M1”), of the Avaya SBCE must be provisioned on a different subnet than
either of the Avaya SBCE private and public network interfaces (e.g., Al and B1). If this
IS not the case, contact your Avaya representative to have this resolved.

The Avaya SBCE installation typically defines public and private networks. As described in
Section 3, the reference configuration defines the Avaya SBCE private interface Al (IP
address 192.168.42.20) on the same CPE network as the Avaya IP Office LANL1 interface (IP
address 192.168.42.10). The connection to AT&T used the Avaya SBCE public interface B1
(IP address 10.10.10.10).

6.2. Log into the Avaya SBCE

The follow provisioning is performed via the Avaya SBCE GUI interface, using the “M1”
management LAN connection on the chassis.
1. Access the web interface by typing “https://x.x.x.x”” (where x.x.x.x is the management
IP address of the Avaya SBCE).
2. Enter the Username and click on Continue.

AVAYA =

Session Border Controller
for Enterprise

3. Enter the password and click on Log In.
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AVAYA = _

Passwoig |

Session Border Controller
for Enterprise

4. The main menu window will open. Note that the installed software version is
displayed. Verify that the License State is OK. The SBCE will only operate for a
short time without a valid license. Contact your Avaya representative to obtain a
license.

Note — The provisioning described in the following sections use the menu options listed in the
left hand column.

Session Border Controller for Enterprise AVAYA
Dashboard Dashboard
Admarestratioe
3 T T
BaclhupRestore System Time 2541 13 AMEST EMS
Sysiem Wanagement TR

Glohal Parameters |~,-.,.,m iiiin e | .

Gibal Profies Budd Done n Sep 2600 L ZIEDT 20

FPM Senaces |u<«m Site o O |

D¢ 30
Domon Pokies Aggegate Lcsnang Dvecaper 8

TLS Management
Poak Licersng Ovesage Count ¢

Amms (post 23 heors) nosems (posl- 24 Yoore)

Hase found A-SBCE Max ewards Excooded

Dence Specilic Senngs

ASECE Ve bowirds Excondad
ASBCE Vax owants Exceaded
ASECE Max wands Excodded

ASBOE Mo bowmrds Exconsens

taten

HNeo nates found

Note — The Avaya SBCE supports a Remote Worker configuration whereby Avaya IP Office
endpoints residing on the public side of the Avaya SBCE, can securely register/operate with
Avaya IP Office in the private CPE. While Remote Worker functionality was tested in the
reference configuration, Remote Worker provisioning is beyond the scope of this document.
See [1] for more information on Remote Worker in an Avaya IP Office environment.
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6.3. System Management — Status

1. Select System Management and verify that the Status column says Commissioned.
If not, contact your Avaya representative.

Dashboard

System Managsment
ASMINISIBlon

BackupRestore 1 T

System Managesent Duvicus | Updaten| | SSLVEN | 1
Gobal Parameters
Gobal Profies

) Vera Status
i 1000
3 PTnE: PeNeL2 ! ' gls
PPN Secices - o U;} 3 c S0 =

Dornan Pokces

Vansguinernt =

2. Click on View (shown above) to display the System Information screen. Note that
the first two Al and B1 interfaces listed are those referenced in this document for SIP

trunking between Avaya IP Office and AT&T. The second two Al and B1 Interfaces
were use for Remote Worker and are not discussed.

System Information: A-SBCE

General Configuration 1 1 Device Configuration

r License Allocation
Apgliance Name  ASBCE HA Moda No

Standard Sessions 100
. wa
Box T sSP Two Bypass Mode No
ype s | Adwnced Sessions

100
Degloyment Mode  Proxy

Scopia Video Sessions  4pp
*0a

Encryption
Public P Netmash
192 166 42 20 192168 42.20 255 256 2550 192 168421 Al
135 16.170.55 13516 17055 265265 255 240 135.16 170 54 B1
192 166 42.21 192 168 42 21 255.255.255.0 192.1668.421 Al
13516170 56 135 16.170.656 255265 255240 13516170 54 B1
ONS Contiguration Manag 1P{s)
Primary ORS 192 168.67 & P 192.168.1 20
Secondary DNS
DNS Location DMz
DNS Chent IP 192 168 4220
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6.4. Global Profiles
Global Profiles allow for configuration of parameters across the Avaya SBCE appliances.
6.4.1. Server Interworking —to Avaya IP Office

Server Interworking allows users to configure and manage various SIP call server-specific
capabilities such as call hold and T.38 faxing. This section defines the connection to Avaya IP
Office.

1. Select Global Profiles & Server Interworking from the left-hand menu.

2. Select the pre-defined avaya-ru profile and click the Clone button.

Dashboard Interworking Profiles. avaya-ru
Admenistrabon
Add |
BackupRestore
teewoiing Profte \ ) B & n
System Managemen 108 sl (ecomremabadied 1 wcd® She Hataulds Try clonmy or adding & Hiew piofie netead
~ cs2100 - N |
Global Paramaters Guneral | | Timers | | USt Maniputation | Header Maaigulation | | a
« Gioba! Proffes avays (v
Gototsl
Doman DoS )
) OCS-Edge-Seever Held Supgen NONE
Fingempant
CHlo-Com
Server Interworking 18 Handing None
Pnnne bearsnrking e 149 Handlon Nrnw

3. Enter profile name: (e.g., IPO_SI), and click Finish.

Profie Name Faya-u
Clone Name PO_SI
Finsh

4. The new IPO_SI profile will be listed. Select it, scroll to the bottom of the Profile
screen, and click on Edit.

Interworking Profiles: IPO_Si
2100 s
- Gonoral | Timars | URI Manipulation  Header Manipulation | Advanced
Faya-u ST — D Va3 | -
OCS-Edga-Saner Via Header Format RFC3261
CICO-Com Poacy
cups Privacy Enstéed MNo
Sipera-Halo User Nama
OCS-FromEnd-Server P-Aszerted-idomrty o
P-Proferred-identty No
1PO_S
Prwvacy Header
DTMF
OTMF Suppon None
Edt )
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5. The General screen will open.
a. Check T38 Support.
b. All other options can be left with default values.
c. Click Next.

6. On the Privacy/DTMF window, select Finish to accept default values.

JF; Reviewed:
SPOC 6/1/2015

Editing Profile: IPO_SI X

¥ | Nome
Hold Support RFC2543 - ¢=0.0.0.0
RFC3264 - a=sendonty

180 Handling & None SpP No SOP
181 Handling ® None soP No SOP
182 Handling & Neoe soP No SOP
183 Handling ® Nome spe No SOP
Reler Handing

UR! Group

Send Hold
3ox Handling

DOiarsion Header Suppon

Delayed SOP Handling

Re-Inwite Handling

7.38 Suppont J
URI Scheme & P YEL P
@
Vi3 Header Format RFC??SI
RFC2543
Next

Editing Profile: 1PO_SI

Prracy Enablod
User Name
P-Assented-ldentty
P-Praferred-identey
Pmvacy Header

@ None
DTMF Support SIP NOTIFY
S8 INFO

Back | _Finish |
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7. Returning to the General screen, select the Advanced tab, accept the default values,
and click Finish.

Editing Profile: IPO_SI X
(2] None
Record Routes _) Single Side
9 Both Sides

Topolegy Hiding: Change Call-ID
Call-Info NAT

Change Max Forwards v
Include End Point IP for Context Lookup
OCS Extensions

AVAYA Extensions

<

NORTEL Extensions
Diversion Manipulation
Diversion Header URI
Metaswitch Extensions
Reset on Talk Spurt
Reset SRTP Context on Session Refresh
Has Remote SBC v
Route Response on Via Port

Cisco Extensions

[ Finish |

6.4.2. Server Interworking —to AT&T

Repeat the steps shown in Section 6.4.1 to add an Interworking Profile for the connection to
AT&T via the public network, with the following changes:
1. Select Add Profile (not shown) and enter a profile name: (e.g., ATT_SI) and click
Next (not shown).
2. The General screen will open (not shown):
a. Check T38 Support
b. All other options can be left as default.
c. Click Next
3. The Privacy/DTMF, SIP Timers/Transport Timers, and Advanced screens will
open (not shown), accept default values for all the screens by clicking Next, then
clicking on Finish when completed.
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6.4.3. Server Configuration — Avaya IP Office

This section defines the Server Configuration for the Avaya SBCE connection to Avaya IP
Office.
1. Select Global Profiles = Server Configuration from the left-hand menu.
2. Select Add Profile and the Profile Name window will open. Enter a Profile Name
(e.g., IPO_SC) and click Next.

Add Server Configuration Profile

Profile Name IPO_SC

3. The Add Server Configuration Profile window will open.

a. Select Server Type: Call Server

b. IP Address: 192.168.42.10 (Avaya IP Office LAN1 IP Address)
c. Supported Transports: Check UDP
d. UDP Port: 5060
Note — UDP is the recommended protocol to use on the connection between
the Avaya SBCE and Avaya IP Office for SIP Trunking (see Section 5.4.4
and 6.6.4). However TCP may be used if desired and is also shown below.

e. Select Next

Add Server Configuration Profile X

Server Type Call Server |Z|

IP Address / FQDN il Transport
192.168.42.10 5060 UDP |Z| Delete
192.168.42.10 5060 TCP |Z| Delete

4. The Authentication and Heartbeat windows will open (not shown).
a. Select Next to accept default values.
5. The Advanced window will open.
a. Select IPO_SI (created in Section 6.4.1), for Interworking Profile.
b. In the Signaling Manipulation Script field select none.
c. Select Finish.

Note — If TCP transport is specified in Step 3, then the Enable Grooming option
should be enabled .
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Add Server Configuration Protile - Advanced

Enable DoS Pratection 1

Enable Groaming 1

Interworking Profile IPO_SI [=]
Signaling Manipulation Script MNane [=]
Connection Type SUBID  [=]

| Back | [ Finish |

6.4.4. Server Configuration — AT&T

Repeat the steps in Section 6.4.3, with the following changes, to create a Server Configuration
for the Avaya SBCE connection to AT&T.
1. Select Add Profile and enter a Profile Name (e.g., ATT_SC) and select Next.
2. On the General window (not shown), enter the following.
a. Select Server Type: Trunk Server
b. IP Address: 10.10.10.11 (AT&T Border Element IP address)
c. Supported Transports: Check UDP
d. UDP Port: 5060
e. Select Next.
3. On the Advanced window (not shown), enter the following.
d. Select ATT_SI (created in Section 6.4.2), for Interworking Profile.
a. Select Finish.

6.4.5. Routing —to Avaya IP Office

This provisioning defines the Routing Profile for the connection to Avaya IP Office.
1. Select Global Profiles 2 Routing from the left-hand menu, and select Add (not
shown).
2. Enter a Profile Name: (e.g., IPO_RP) and click Next.

Profie Name PO RP

Next
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3. The Routing Profile window will open. Using the default values shown, click on Add.

Routing Profile X
URI Group . - Tima of Day detaut =/
Load Balancing Procty »| NAPTR
Transpon Neng | = Nexa Hop Poonty v
Naxt Hop in-Dhalog ignore Route Header

Add
Click the Add button to add a Next-Hop Address.
Back Finish

4. The Next-Hop Address window will open. Populate the following fields:

Priority/Weight = 1

Server Configuration = IPO_SC (from Section 6.4.3).

c. Next Hop Address = Select 192.168.42.10:5060 (UDP) from the drop down
menu (Avaya IP Office LANL IP address).

d. Click on Finish.

oo

Profile : PO RP X
URI Group . | Time of Day dafauit[]
Load Balancing Priafity ’._ NAPTR
Transpart . MNaxt Hop Pnonty J
Next Mop In-Dizlog lgnore Route Header

Pronty / Weight Server Confguration Next Hop Address

0, SC [=] 15216842 105060 (UDP) R

Fiush

6.4.6. Routing —to AT&T

Repeat the steps in Section 6.4.5, with the following changes, to add a Routing Profile for the
Avaya SBCE connection to AT&T.
1. On the Global Profiles = Routing window (not shown), enter a Profile Name: (e.g.,
ATT_RP).
2. On the Next-Hop Address window (not shown), populate the following fields:
a. Priority/Weight =1
b. Server Configuration = ATT_SC (from Section 6.4.4).
c. Next Hop Address = Select 10.10.10.11:5060 (UDP) from the drop down
menu (Primary AT&T Border Element IP address).
d. Click on Finish.
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Profile : ATT_RP X

URI Group y B Time of Day defaultEl
Load Balancing Priority |E| NAFTR

Transport MNone Mext Hop Priority [

Next Hop In-Dialog 1] Ignore Route Header |

Prionity / Weight Server Configuration Mext Hop Address Transport

1 ATT_SC [=] [10.10.10.11:5060 (UDP) [=] [Mone Delete

[ Finish |

The following screen shows the completed Routing Profile.

Dashboant Routing Profiles: IPO_RP

Admnistraon
LA ERE ) Renama | Chkon | | Delete

Chee bww 10 el & Smvorgption

Bac g Restore

System Manaperment

it

Clobs Parameters Muuting Profils
+ Giobx Profies PO _RF = )
Upaie Fooaty Add
Dormaun DoS ATT oP
Emgerpret - Foomy ORI Gue  Tene of Day Losd Hatwrcng Nt Mop Adcress
Server iInterworkang ! . dotack Proany 192 156 2 10 o=

Prhone terworong
Media Forung

Routing

6.4.7. Topology Hiding — Avaya IP Office

The Topology Hiding screen allows users to manage how various source, destination and
routing information in SIP and SDP message headers are substituted or changed to maintain
the security of the network. It hides the topology of the enterprise network from external
networks.

1. Select Global Profiles = Topology Hiding from the left-hand side menu.

2. Select the Add button, enter Profile Name: (e.g., Avaya_TH), and click Next.

Protle Name Avaya_TH

3. The Topology Hiding Profile window will open. Click on the Add Header button
repeatedly until no new headers are added to the list, and the Add Header button is no

longer displayed.
Topology Hiding Profile
Add Headear
Header Regiace Action Overmtite Vaus
RequastLina z PDoman _:} Ao i
Hack Feesh |
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Topology Hidiag Prolile X

Ovorwnle Visue
Requastling [+] ®POomain [+] Aua [+
From v| PDomain [ |Auo [+]
To :} POomain [+ Auo [+]
Record-Route i»| POcman (v Auo l=
Va :J P Ooman :7 Ao -l
SoP »| POomain [] Auo B
Reder-To *| PDomain = Aulo |=!
Refored-8y [ :“ POomain |+ Auto ‘ .
Back Finieh

4. Populate the fields as shown below, and click Finish. Note that customera.com is the
domain used by Avaya IP Office (see Section 5.3.2.2).

Topulogy Hiding Profile X

Craens Rapace Action Overwets Vidue
Hecord-Houte v| P/Doman '-I Auto -l
Via v P/Oomam ';] Auto -
To .°_ P Domam —:I Qvorwrte [+] cutomaeracom
Hafened By A PDomam -l Quemwete -i CUSlOMEIS COm
soP iv] PDoman [=] Ao -
Requestine z] [®Domain  [=] Ovorwete | customam com
RefarTo =] PDomain :; Qvarweds (=] customara com
From » | POomam 1-| Qverwets *| Cuslonara com
Finah

6.4.8. Topology Hiding — AT&T
Repeat the steps in Section 6.4.7, with the following changes, to create a Topology Hiding
Profile for the Avaya SBCE connection to AT&T.

1. Enter a Profile Name: (e.g., ATT_TH).

2. Use the default values for all fields and click Finish.

Heaaer Cmana Dverartio Vilue

Recard-Roue [z] POoman [3] Auo (=]

Via ls] Pooman [¢] Amo [« [

To =] Pooman [=] Auwo I~

Retamred By =] Pooman [+] ‘Auo =] (et
SO =] Pooman [=] Ao [=]

RegquastLng =] Pooman =] Awo =] Ueisia
AetarTo =] Pooman [=] Auwo [=]

From (] PDoman [v] Aubo [«] Deleta

Finish
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The following screen shows the completed Topology Hiding Profile form.

Dashiboard Topology Heding Profiles. ATT_TH
Admnsstration

BackupRestore

detadt

Glcbal Farameters Topology Ieting

« Ghbal Profes owco_ts serble

Raplace Acuon

Domain D05 ATL TH
Fngepant

Server kteraurkng - Via Ploman Aura
Phune merworking Ta PDoman Aurs
Medis Forking Reberad By
Rocting ‘
Server Conhguraton
Topoiogy Miding
Sigraing Mangutason Ratkr-To

UR! Growps From S Doman Auna

Add Fmname Guns Deinin

Te o M Prodd
System Managemem ot i - Chzh here 00 2 b descnn

6.4.9. Signaling Manipulation

Signaling Manipulations are SigMa scripts the Avaya SBCE can use to manipulate SIP
headers/messages. However, no Signaling Manipulations were used in the reference
configuration.

Note — The use of Signaling Manipulation scripts demands higher processing requirements
for the Avaya SBCE. Therefore, the use of Signaling Rules (Section 6.5.3) is the preferred
method for header/message manipulation. Signaling Manipulations should only be used in
cases where the use of Signaling Rules does not meet the desired result. Refer to [5] for
information on the Avaya SBCE scripting language.

6.5. Domain Policies

The Domain Policies feature allows users to configure, apply, and manage various rule sets
(policies) to control unified communications based upon various criteria of communication
sessions originating from or terminating in the enterprise.

6.5.1. Application Rules

1. Select Domain Policies = Application Rules from the left-hand side menu (not
shown).
2. Select the default-trunk rule (not shown).
3. Select the Clone button (not shown), and the Clone Rule window will open.
a. Inthe Clone Name field enter default-Trunk_AR.
b. Click Finish (not shown). The completed Application Rule is shown below.
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Dashboand
Admrssiation
BackhupFestors
Systern Managernem
Gobal Parameters
Gobat Profies
PPN Services
« Doman Poswes
Application Rules
Border Rues
Nedia Rues
Securty Rulkes
Sgnaing Ruks
Time of Day Rues
End Poun Polxcy
Grows

Sesson Polices

Application Rules: default-Trunk_AR

Add Fbat By Device =l

CSch e 1 3 » demcrpton

detaust

Application Rule

delaud) e

detauft sutscrbes ow
detnd)-sutacrber-tigh
detaddt senver-low
detyut)-cmvwe-hgh

dulault Trunk AR

COR Suppos haare

RTCP Kasp Al N

Rosama | Closa | Delow

6.5.2. Media Rules
Media Rules are used to define QOS parameters. The Media Rule described below will be

applied to both

directions, and therefore, only one rule is needed.

1. Select Domain Policies = Media Rules from the left-hand side menu (not shown).
2. From the Media Rules menu, select the default-low-med rule.
3. Select Clone button (not shown), and the Clone Rule window will open.

a.

In the Clone Name field enter Avaya-low-med_MR

b. Click Finish. The newly created rule will be displayed.

4. Highlight the Avaya-low-med_MR rule just created (not shown):
Select the Media QOS tab (not shown).

Click the Edit button and the Media QOS window will open.
Check the Media QOS Marking field is Enabled.
Select the DSCP box.

Audio: Select AF11 from the drop-down.

Video: Select AF11 from the drop-down.

®o0 oW

f.
5. Click F
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Madia QoS X
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The completed Media Rule screen is shown below.

Dashboard Media Rules: Avayadow-med_MR
Admemstratian A Fibet By Device o Reaame | Cloe | Delew
Mede Rubes % z
Systom Management ~Nirse ik e 1 ackt 5 descyiptun
s Sl rmad - - - —
Okbel Parametors [ Medis uAT || Madia Encryprion | | Media Sheaclog | 1500 0o: || Media BFCP || Madla FECC |
Clobal Profies odrtaut low med-enc
PP Services detaat-hige
1 RECP Enatled
* Uomamn Polces
datask high enc
Apphcation Rules
Border Rukes wEpa-aw-med-aac
Media Rules Aveya low-mud NS
Secunty Rules
Signaivg Rudes
Time of Day Rules

End Pont Fobcy
Groups

Sezzsion Polces

TLS Managemaont

Device Sgechic Semngs

6.5.3. Signaling Rules

In the reference configuration, Signaling Rules are used to filter various SIP headers and set
QOS parameters.

6.5.3.1 Avaya — Signaling Rule — QOS Tab

The Signaling Rule for Avaya IP Office, only modifies the Signaling QOS tab.
1. Select Domain Policies = Signaling Rules from the left-hand side menu (not
shown).
2. The Signaling Rules window will open (not shown). From the Signaling Rules
menu, select the default rule.
3. Select the Clone button and the Clone Rule window will open (not shown).
a. Inthe Rule Name field enter IPO_SR.
b. Click Finish. The newly created rule will be displayed.
4. Highlight the IPO_SR rule and enter the following:
Select the Signaling QOS tab.
b. Click the Edit button and the Signaling QOS window will open.
c. Verify that Signaling QOS is selected.
d. Select DCSP.
e
C

tad

. Select Value = EF.
lick Finish.

5.

Enatled '_J'
Tas
Pracadance Fouiing
Tos Mirimize Dalay

& DECP
Walpa EF 3
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6.5.3.2 AT&T - Signaling Rules

The Signaling Rules for AT&T modify the Request Headers, Response Headers, and the
Signaling QOS tabs. Repeat the steps in Section 6.5.3.1 with the following changes:
1. Select the Clone button and the Clone Rule window will open (not shown).
o Inthe Rule Name field enter: ATT_SR, then click Finish.
2. Highlight the ATT_SR rule and select the Request Headers tab. Click the Add

Out Header Control button.

Signaling Rules: ATT_SR

Add fiter By Device v

No-Coment Type Cn

AT SR

IPO_SR

Renamo

CAck bore 1o wdd ¥ descrption

Arkd in Huade Comral | Add Ont Hewdwt Cantal |

[ Generat | | Roquestn || Responses | equest tiensers | Response Hoadors || Signaling Go$ | [UCID |

Clone | | Deletes

3. Populate the Add Header Control form as shown below, and click Finish.

Propnetary Request Moader
Header Name

Method Name

Haader Cmtana

Presence Action

v
Remole-Address
ALL -
@ Forbiaden

Mandatory
QOptionat

Hamaoye neader «

[ Foh

4. Highlight the ATT_SR rule and select the Response Headers tab. Click the Add

Out Header Control button.

 Generol || Requests || Respoases || Request Headers | | Response Headers | Signaling Qos | | ucin

Add in Heades Convol || Add Out Header Control
Achon O

5. Populate the Add Header Control form as shown below, and click Finish.

Frognetary Responss Headar v
Header Hamw Remose Acdiess
Raspones Codw XX -
Noathod Hame ALL
* Forbmadon
Haatlw Crilena Mandatory
Optional
Romove heoder -
Preqance Action
Fiah
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6. Repeat steps 4 and 5 from Section 6.5.3.1 to modify the Signaling QOS tab.

The completed Signaling Rule forms are shown below.

P T Signaling Rules: IPC_SR
= [Comain Pobries [Aad | [FierBy Dance =l [ Fsnama | [ Cirs | [ Cinlets
Sppicaton Fules m Gk here %0 ackd 3 descepiion
Bwer Rukes =]
P [ Carral || Bags | Besparmas | | et oadirs || Resporma Hragen || sonatiog 0o || i
Sveurity Rules BaComaat-TesLh
u
Signaing Sed il
Signating Rulss ATT_SR
Tomver oo Doy P BX1_5H LD =
End Poir| Prolcy [ i EF
o :
Sezzon Poboies i

Signaling Rules: ATT_SR
Add | Fiter By Device sl Rename | Ciooe | | Delete_

ING-‘I Iml l ml l Request Headers ‘ lmml i_*d-_.gos | l ml

| Adain Heaos Comval | | Add Out Headar Control |

defaur

NoContent Type-Ch

ATT SR

Header Hame Mathod Name Header Crtenn

PO_ER 1 Rumote-Addrass ALL Farbiddan Remowe Haader Yes our

Signaling Rules: ATT_SR
iy FinerDyDovice X | Rensme | Clone || Delete

LLCK Hers 10 944 a descnglion

detsult

G 'H.R‘ x]mll"‘ Hoodors Ine,ma-m»«euun‘\l_mw ucio

Acd In Header Cantiol | | Ada Ot Headar Gonuol |

No-Cantan-Typa-Ch

ATT SR
B Mathod
Name

1PO_SR

1 Remote-Address X ALL Forteasen S:;"lz: Yes our

6.5.4. Endpoint Policy Groups — Avaya IP Office
Endpoint Policy Groups associate the other parameters defined under the Domain Policies
section.
1. Select Domain Policies = End Point Policy Groups from the left-hand side menu.
2. Select the existing default-low policy and click the Clone button (not shown).
3. On the Clone Group window, enter a name for the group (e.g.,
defaultLowAvaya PG), and click Finish.

Clone Group
Group Name default-low
Clone Name faultLowAvaya_PG
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4. Select the defaultLowAvaya_ PG policy, and click the Edit button (not shown).

Populate the fields as
a)
b)
c)
d)
e) Signaling Ru
5. Select Finish.

Border Rule:

follows:

default

le: IPO_SR (created in Section 6.5.3)

Application Rule: default-Trunk_AR (created in Section 6.5.1)

Media Rule: Avaya-low-med_MR (created in Section 6.5.2)
Security Rule: default-low

Edit Policy Set x

Border Rule
Madia Rule
Secunty Rule

Signakng Rule

Appication Rule

default-Trunk_AR [«

default
Avayaiowmed_MR T
gataultiow [+

PO_SR

Feush

6.5.5. Endpoint Policy Groups — AT&T
1. Repeat the steps in Section 6.5.4 with the following changes:

a. Group Name

: defaultLowATT_PG

b. Signaling Rule: ATT_SR (created in Section 6.5.3)

2. Select Finish.

Application Rule default-Trunk_AR |

Bordet Rule default [+l

Media Rufe Avayalowmed_MR <]

Sacurty Rula dataultlow |

Signaling Rule ATT_SR B
Finish

The completed End Point Pol

icy Group form is shown below.

Giohal Prafiles Palicy Groups
FPM Serdces -
4 Dorman Polices
Apphcalion Rdes
Baorder Ruies L Erdebauitnigh
Kierdia Rules arvaya il e

Selwily Rubks
Signaling Rules
Time of Cay Hules
End Palnt Palley
Groups

Seoonn Bl ing

Faaya dof-high-suis

awya-ie-tigh-sener

defsiil ambourga PiS

defaulilowtTT_PG
8 |

Filter By Davica. v

[ick bare to ad & descephion.

Click hare 1o s0d @ row descaption

Py Group

defaulilowaA1T_Fi

[ Renama | [ Clota | [ Datua |
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6.6. Device Specific Settings

The Device Specific Settings feature for SIP allows users to view system information, and
manage various device-specific network parameters such as port ranges.

6.6.1. Network Management
Select Device Specific Settings = Network Management from the left-hand side

1.

2.

menu.

The Interfaces tab shows the state of the physical interfaces, and allows the physical

interfaces to be enabled/disabled by clicking on the Status value.

Note — The Avaya SBCE Portwell CAD-0208 platform supports the A1, A2, and B1
interfaces only.

3.

pshnad Network Mamagemant A-5BCE
Adminsiraion

Rl Flicitics
Sy Wanagement

Robal Profies
FPH Sarveas
Damenn Frbis
TLE Masejiivedi
+ Darere Speeits Setbrgs L=
Mt
Fanagement

Clebal Paraselis Fcid WLAR

The Networks tab shows the IP configuration of the interfaces.

A.5BCE

Hubnet Mogk w
d
)

Netwark_At 190 63 42 1 255 265.255 0 At

fetwork_B1 1016301 265265 255. 240 61

6.6.2. Advanced Options

In Section 6.5.3, the media UDP port ranges required by AT&T are set (16384 — 32767). By
default, part of this range is already allocated by the Avaya SBCE for internal use (22000 -

31000). The following steps reallocate the port ranges used by the Avaya SBCE so the range
required by AT&T can be used.
Select Device Specific Settings = Advanced Options from the menu on the left-hand

1.

2.
3.

side.
Select the Port Ranges tab.

In the Config Proxy Internal Signaling Port Range row, change the range to 50001

—51000.
Scroll to the bottom of the window and select Save.

JF; Reviewed: Solution & Interoperability Test Lab Application Notes
SPOC 6/1/2015 ©2015 Avaya Inc. All Rights Reserved. IPO91SBCEG3TF

65 of 81



Advanced Options: A.SECE
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6.6.3. Media Interfaces

The AT&T IPFR-EF service specifies that customers use RTP ports in the range of 16384 —
32767. Both inside and outside ports have been changed to this range, but only the outside is
required by the AT&T IPFR-EF service.

1. Select Device Specific Settings = Media Interface from the left-hand menu (not
shown).
2.

Select Add (not shown). The Add Media Interface window will open. Enter the
following:

a) Name: Avaya IPO_MI

b) IP Address: 192.168.42.20 (Avaya SBCE Al address to Avaya IP Office)
c) Port Range: 16384 - 32767
3. Click Finish.

Name

Rvays_ 20 M

1P Address 192 1684220 (¢ ]

Poet Range 16384 27

Finish

4. Select Add (not shown). The Add Media Interface window will open. Enter the
following:
a) Name: ATT_MI
b) IP Address: 10.10.10.10 (Avaya SBCE B1 address toward AT&T)
c) Port Range: 16384 - 32767
5. Click Finish.
Name hTT ™
IP Address 10104010 |
Port Ranga 16384 - 32767
Firesh
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The completed Media Interface screen is shown below.

Dashiboard Madia Interface: A-SBCE
Adrranustyation
Backup/Restore
System Maragement

Liobad P : XN
Global Parameters Nang o delwtreg s esieting merka mieescw wil 19geen w1 SpERCmI seaias Safe tabery sfect Appleation sty caT im meued
Gicbal Proddes form Sypatuee Menagemet
PPM Serwees
Domaen Polces
TLS Managernen
o > 2o Axaya FOM 1seeazn 8334 - 2TE7
¢ Dewce Spechic Sethings
Network Maragement ATT M 1210 1090 Wi - 2007

Modia imterface

6.6.4. Signaling Interface

1. Select Device Specific Settings = Signaling Interface from the left-hand menu (not
shown).
2. Select Add (not shown). The Add Signaling Interface window will open. Enter the
following:
a) Name: Avaya IPO_Sig
b) IP Address: 192.168.42.20 (Avaya SBCE Al address to Avaya IP Office)
c) UDP Port: 5060

Note — UDP is the recommended protocol to use on the connection between the
Avaya SBCE and Avaya IP Office. However TCP may be used if desired (see
Sections 5.4.4 and 6.4.3).

3. Click Finish.

Name Avaya_PO_Sig
IP Addreas 1921684220 =]
TCP Pont 5060
Lo Sam to duabile
U0P Port [~
Loava r.gm m giacie 5060
TLS Port
Loave dlars 10 gisabie
LS Profle

Enable Shared Cortrol

Shared Control Port

Finish

4. Select Add again, and enter the following:
a) Name: ATT_Sig
d) IP Address: 10.10.10.10 (Avaya SBCE B1 address toward AT&T)
b) UDP Port: 5060

5. Click Finish (not shown).
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Nama WTT Sig

1P Address 10.10.10 10 —:J
TCP Pont
Lasve Dismw 2 disotie
UDP Port —
Ledve bisnk 3 dosotse 5060
TLS Pont
Lasve bismk = dnabie
TLS Profile

Enable Shared Control

Shared Control Port

| Finish

The completed Signaling Interface screen is shown below.

Gkl Parameters
Global Profies
FFM Serdoes
Damain Polcies
TLS Management
= Dgnice Specilic Semng:
Metwork Managemer
Media Interface
Signaling IMerface
End Pamt Flows

r>

Signaling Inerface: A-SBCE

T Intestace

A-SHCE

Wadktying o deloting an assting sgnaking isterace wll raquine am appbeation st botare taking efect. Apphcatian restats can ke
el Tham Sysba rn bland gl min

TCF Pet LOP Fon TLS Pert
Fays PO _Sig 192 164,43 20 5050 5163 s

ATT Sig 10.10.10.13 — EED - Fone

6.6.5. Endpoint Flows — Avaya IP Office
Endpoint flows determine the path to be followed by the packets passing through the Avaya

SBCE.

1. Select Device Specific Settings = Endpoint Flows from the left-hand menu (not
shown).

2. Select the Server Flows tab (not shown).

3. Select Add, (not shown) and enter the following:

a)
b)
c)
d)
e)
f)
9)
h)
i)
)
k)
1)

m)

JF; Reviewed:
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Name: Avaya_IPO

Server Configuration: IPO_SC (Section 6.4.3

URI Group: *

Transport: *

Remote Subnet: *

Received Interface: ATT_Sig

Signaling Interface: Avaya_IPO_Sig (Section 6.6.4)
Media Interface: Avaya_IPO_MI (Section 6.6.3)
End Point Policy Group: defaultLowAvaya PG (Section 6.5.4)
Routing Profile: ATT_RP (Section 6.4.6)

Topology Hiding Profile: Avaya TH (Section 6.4.7)
File Transfer Profile: None

Signaling Manipulation Script: None
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4. Click Finish.

Flow Mame

Server Configuration
URI Group

Transport

Remote Subnet
Received Interface
Signaling Interface
Media Interface

End Point Policy Group
Routing Profile
Topology Hiding Profile
File Transfer Profile

Signaling Manipulation Script

lavaya_IPO

IPO_SC [~]
. [=]

* [+

ATT_Sig [~]

Avaya_IPO_Sig  [~]
Avaya_IPO_M| [~]
defaulowAvaya_PG  [+]
ATT_RP [~]
Avaya_TH E|

Nane =]

MNone E|

Finish

6.6.6. Endpoint Flows — AT&T

1. Repeat steps 1 through 4 from Section 6.6.5, with the following changes:

a)
b)
c)
d)
e)
f)
9)
h)
)
j)
K)
)

JF; Reviewed:
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Name: ATT

Server Configuration: ATT_SC (Section 6.4.4).

URI Group: *
Transport: *
Remote Subnet: *

Received Interface: Avaya_IPO_Sig (Section 6.6.4).
Signaling Interface: ATT_Sig (Section 6.6.4).
Media Interface: ATT_MI (Section 6.6.3).
End Point Policy Group: defaultLowATT_PG (Section 6.5.5).
Routing Profile: IPO_RP (Section 6.4.5).
Topology Hiding Profile: ATT_TH (Section 6.4.8).
File Transfer Profile: None
m) Signaling Manipulation Script: None
2. Click Finish.
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Flow Name

Server Configuration
URI Group

Transport

Remote Subnet
Received Interface
Signaling Interface
Media Interface

End Point Policy Group
Routing Profile
Topology Hiding Profile
File Transfer Profile

Signaling Manipulation Script

ATT

ATT_SC

M

Avaya_IPO_Sig
ATT_Sig

ATT_MI
defaultLowATT_PG
IPO_RP

[=]

ATT_TH

NoneE

MNone

[=]
[=]
[=]
[=]
[=]

The completed End Point Flows screen is shown below.

Dashboard
Adrrersstrston
Bachup Restore
System NManapemerd
Global Purameness
Globadl Froses
PPM Servicus
Doman Pobces
LS Maragement
* Device Speciic Seftngs
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Muda Merface
Sgnaleg interlece
€nd Point Flows

Ses200 Fows

DV Senvices

End Pom Flows: A-SBCE

A-SBCE
Socves Confiqueation: ATT SC

’ =
Fhow e
Gaag,

Tesaty

ATT

Sorver Configuation 0 _SC
Lodam

| Asrya 50

2 PO_Remote_Worker

fompa PO S ATT Sg

ATT_Sg

delestlowilT PO PO_IP

Mna_FO_S5g

OMysFORW S IidePORW 59 RW_RT# 76

ST PG - ATT IR Pee R

detmet_FN_FRP

7. AT&T IP Toll Free Service Configuration

AT&T provides the IPTF service border element IP address, the access DID numbers, and the
associated DNIS digits used in the reference configuration. In addition the AT&T IPTF
features, and their associated access numbers, are also assigned by AT&T. AT&T requires
that the Avaya SBCE public (B1) IP address be provided to the IPTF service, as part of the
provisioning process.
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8. Verification Steps

The following procedures may be used to verify the Avaya IP Office R9.1, Avaya SBCE 6.3,
with the AT&T IP Toll Free service, configuration.

8.1. AT&T IP Toll Free Service

The following scenarios may be executed to verify Avaya IP Office R9.1 functionality with
the AT&T IPTF service:

e Place inbound calls, answer the calls, and verify that two-way talk path exists. Verify
that the calls remain stable for several minutes and disconnects properly.

e Incoming calls using the G.729A and G.711 ULAW codecs.

e Verify basic call functions such as hold, transfer, and conference.

e Place an inbound call to a telephone, but do not answer the call. Verify that the call
covers to voicemail (e.g., Avaya Voicemail Pro). Retrieve the message either locally
or from PSTN.

e Using the appropriate IPTF access numbers and codes, verify the “Legacy Transfer
Connect” DTMF initiated features.

e Inbound fax using T38 or G.711.

e SIP OPTIONS monitoring of the health of the SIP trunk.

8.2. Avaya IP Office 9.1
The following items may be used to analyze/troubleshoot Avaya IP Office operations.

8.2.1. System Status Application

The System Status application can be used to monitor or troubleshoot Avaya IP Office. The
System Status application can typically be accessed from Start - Programs - Avaya IP
Office = System Status. The following screen shows an example Logon screen. Enter the
Avaya IP Office IP address in the Control Unit IP Address field, and enter an appropriate
User Name and Password. Click Logon.

Lecal TP Addresy:

hswr Samn:

B Aute reconnect

After logging in, select Trunks - Line: 17 from the left navigation menu. (SIP Line 17 is
configured in Section 5.4). A screen such as the one shown below is displayed. In the lower
left, the Trace All button may be pressed to display tracing information as calls are made
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using this SIP Line. The Ping button can be used to ping the other end of the SIP trunk (e.g.,

the Avaya SBCE).
L Servicn Siate:
Feer Doman Name:
Resolved Address:
Lne Nusmtes:

N of Adsrisiered Channeds:
e of Charnels 0 Use:
Adrxrestered Compresmon:
Enable Maststart;

Slence Suppresson!

Meds Srean:

Layer 4 Protocel:

SIP Truok Channed Licerges:

SIP Trurk Channel Lcenges in Use;
SIP Device Features:

SIP Trunk Summary
I Serexce
192108, 42.10
192 158.42.20
1?7
80
0
GIBS A, GILIMY
of
off
RTP
e
:.h.mn . .

REFER (Incomng anc Qutgong), LFOATE (Incoming and Qutgong)

| Tracead

[ psae |

=al

| Gracefid Shutdonn Porce Out of Service

Pried,.

] ‘ Save As,..

By navigating to IP Networking = IP Routes, and clicking on Ping, an IP Office Source
Interface, and any Destination IP Address, may be specified for a ping buy clicking OK.

IP Routes
Tole Nuosber of Adremtered I Roctes: L]
Total Number of 1P Routes: ]
Linesit -4
Route Prionty! Prefer Statc

Line:A?

Line:td
et Mask  NextMop ' Interface

Nane

Inter face

! of Owectly ALY,
010,00 agie o = Dectly Alz.
19215670 o e o 3 Stanc
192.168.99.0 S — Shatc
T0.0.0.0 1354 | Source Imerface 7. SE——— | St
172, 36.6.51 Destinaton [P Address: . Stedc
= e

8.2.2. System Monitor Application

The System Monitor application can also be used to monitor or troubleshoot Avaya IP Office
functionality (see reference [1]. The System Monitor application can typically be accessed
from Start - Programs - Avaya IP Office - Monitor.

File Edit ‘iew Filkers Status Help

=8| 8T x| @ =]
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The Monitor will be active at startup. To pause the Monitor, press the Pause J button.

The pause button will be replaced with the Start button. Press this button to resume the

monitoring. To clear the Monitor display, press the Clear X| button. Below is a sample of a
monitored inbound call to Avaya IP Office SIP telephone 500.

—

Toe Ton  View [Fiiesy o =

= AN I'I—L; 3 :u,\ -

oo ss Warminmg: Loggitg oe Jereen Jtarted sesssessss
$0a20¢x P % W10 i 10 WY

The displayed data may be customized. Select the Options button ﬂ or select Filters >
Trace Options. The following screen shows the SIP tab, allowing configuration of SIP
monitoring. In this example, only the SIP Rx and SIP Tx boxes are selected.

L
1 70

Dwmviron | e an |

Soatte | | Lueutes |

[y — S
e |

8.3. Avaya Session Border Controller for Enterprise 6.3

The following items may be used to analyze/troubleshoot Avaya SBCE operations.

8.3.1. System Status

Various system conditions monitored by the Avaya SBCE may be displayed as follows.
Step 1 — Log into the Avaya SBCE as shown in Section 6. Across the top of the display are

options to display Alarms, Incidents, Logs, and Diagnostics. In addition, the most recent
Incidents are listed in the lower right of the screen.
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Session Border Controller for Enterprise AVAYA

Dashboard Dashbeard

Administration “ m
"
Backupiftesior Systam Tims DAL AN EST Fatres EMS
System Managerrent
Glotial Pararmetors Version 5.3 000.124235 A-SBCE
Global Frofiles Buwid Date Fri Sep 26 091423 E0T 2004
PPM Seraces Licenss Stale L-15 4
Damain Palicies

Aggregate Licensing Owrages 0
TLS Managameant

Pk Liceneing Oveesge Comt 0
Dewice Specilic Seings

Alarms [past 24 hoers)

Moz found.

£ SBCE: Ma foruards Exzacdad

8.3.2. Ping Test
The Avaya SBCE can very network connectivity by issuing a ping.
Step 1 - Select Diagnostics from the selections shown above. The diagnostics window will
open.
Step 2 — Select the Ping tab.
e Source Device / IP: From the drop-down menu, select the Avaya SBCE interface to
issue the ping.
e Destination IP: Enter the IP address to be pinged (e.g., Avaya IP Office LANL1).
e Click on the Ping button.

Diagnostics AVAYA

[ e TS o o
A-SBCE

e Deace / 19 e R VEELQN o

Destnaeen 162 162 42 10

Pag

When the ping attempts are completed, the results are displayed:

Pinging 192.168.42.10

Awerage ping from 192.168.42 20 to 192.168.42.10 is 1.789ms.

8.3.3. Protocol Traces
The Avaya SBCE can take internal traces of specified interfaces.
Step 1 - Navigate to Device Specific Settings - Troubleshooting > Trace
Step 2 - Select the Packet Capture tab and enter the following:
e Interface: Select the desired interface where the trace will be run from the drop down
menu. Selecting Any will result in a trace showing activity on both the Al (inside) and
B1 (outside) interfaces.
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e L ocal Address: Select All.
e Remote Address: Select *.
e Protocol: Select All.

[ ]

Maximum Number of Packets to Capture: Specify the number of packets to capture

(e.g., 10000). Note that the number specified should be a best guess based on the

duration of the test.

e Capture Filename: Enter a name for the trace file. Note that the trace will be saved in
Wireshark .pcap format.

e Click Start Capture to begin the trace.

Qasrtcard Trace A-SBCE
Admirestration
BachupRestore - N
Syseern Management Oevees Coll Trace | ¥nckes Coprinn || Capturs
~ > ASBCE . .
Global Parsrmeters Puckat Captore Condguratir
Guobal Profiles Saus Angoy
PPM Servces terkaon Yo
Doman Polcws o
TLS Management . Atfs
Dence S c S
* Dence Spechic Settings Rescte AdBsas
Netaurk Management S TPen P, Pfes
Media Imodface Prosscol Al e
Sgnaing niadsce
Maomum Numbar of Packets 10 Captun 10000
End Pt Flows
Seswan Flows Captisn Flanarme 1E6T or
LG P terme Of 80 @G SAChse Wi Seeete i o1 pow
DWZ Seraces
TURNSTUN Servce Stant Captan Cman
SNNF
Sysiog Managemest
Acdvanced Options:
+ Troblesnooting
Debuggng
Trace

The capture process will initialize and then display the following status window. Note that the
Status will change to In Progress when the trace begins, and the screen will begin to refresh.

race: SOCE

M'wJ Packem Capmrm Lm

A packwt capham iy ooy 0 pogeary Thes page will snmencally amesh antd 1 capture camgeten

States
wodaze
Local Agcrens
" P

Rpreotw Addess

R
Pustacd
Mawmum Pamter of Packens © Cagtan

Coptiaw Fluane
g be e o -

" bra g e o e b

(o]

Step 3 — Run the test.
Step 4 — At the conclusion of the test. Select the Stop Capture button shown above.
Step 5 - Click on the Captures tab and the packet capture is listed as a .pcap file with the date
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and time added to filename specified in Step 2.

Step 6 - Click on the File Name link to download the file and use Wireshark to open the

trace.

Trace: SBCE

SBCE

Call Trace || Packet Capture | Captures

Last Modified | Descending ¥

File Mame

TEST 20140319084529. pcap

File Size (bytes) Last Modified
446.464 March 19, 2014 8:46:23 AM EDT  Delete

9. Conclusion

As illustrated in these Application Notes, Avaya IP Office R9.1 and the Avaya Session Border
Controller for Enterprise 6.3 can be configured to interoperate successfully with the AT&T IP
Toll Free service using AVPN or MIS/PNT transport connections, utilizing service features
listed in Section 2.1, and within the limitations described in Section 2.2.

The reference configuration shown in these Application Notes is representative of a basic
enterprise customer configuration and is intended to provide configuration guidance to
supplement other Avaya product documentation. It is based upon formal interoperability
compliance testing as part of the Avaya DevConnect Service Provider program.
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11. Addendum 1 — Multiple AT&T Border Elements

AT&T may provide two network border elements for redundancy purposes. The Avaya SBCE
can be provisioned to support this redundant configuration.

Given two AT&T border elements 10.10.10.11 (Primary) and 10.10.10.12 (Secondary), the
Avaya SBCE is provisioned as follows to include the backup trunk connection.
Step 1 — Create a secondary AT&T Server Configuration.
1. Select Global Profiles = Server Configuration from the left-hand menu.
2. Select Add Profile
- Name: ATT_Sec_SC
3. Onthe Add Server Configuration Profile — General tab:
- Select Server Type: Trunk Server
- IP Address: 10.10.10.12 (Address for a secondary location)
- Supported Transports: Check UDP
- UDP Port: 5060
- Select Next (not shown)

4. On the Authentication tab:
- Select Next to accept defaults (not shown).
5. On the Heartbeat tab:
- Check Enable Heartbeat
- Method: OPTIONS
- Frequency: Set an appropriate interval (e.g., 60 seconds)
- From URI: secondary@customera.com
- To URI: secondary@customera.com
- Select Next.

Server Configuration Prafile - Hnartheat

6. On the Advanced Tab, click Finish to accept defaults (not shown).
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Step 2 — Add Heartbeat to the AT&T Primary Server Configuration.
1. Select the Server Configuration created in Section 6.4.4 (e.g., ATT_SC)
2. Select the Heartbeat Tab
3. Select Edit
4. Repeat Step 5, but with information for the Primary Trunk as shown below.

Edit Server Configuration Profite . Heartheat

Enabis Heatteat
Methed OPTIONS | »
Froguency &0
From LS DOMary D CUSIOMGTa L0t

To URI pomary & customana cos

Foah

Step 3 - Add Secondary IP Address to Routing.

1. Select Global Profiles = Routing from the left-hand menu.

2. Select the Routing Profile created in Section 6.4.6 (e.g., ATT_RP)

3. Click Edit (not shown), and enter the following:
a) Priority/Weight =2
b) Server Configuration = ATT_Sec_SC
c) Next Hop Address = Select 10.10.10.12:5060 (UDP) from the drop down

menu.

d) Click on Finish.

Profile : ATT_RP - Edit Rule X

UR! Group - - Time of Day default ;i
Load Balancing Prionty ~| NAPTR
Transport Next Hop Pronty
Next Hop In-Dratog Ignore Route Headar
Add
Proetty / Weight Server Configuration Naxt Hop Address Transport
1 ATT_SC »| 10,10 10.11 5060 (UDP) v
ATT Sec_SC [»] [10.10.10 12 5060 (LDR) [#] [None
Finsh

3. Configure End Point Flow for the AT&T Secondary Border Element.
1. Select Device Specific Settings from the menu on the left-hand side.
2. Select Endpoint Flows.
3. Select the Server Flows Tab.
4. Select Add Flow.
a) Name: ATT_Secondary
b) Server Configuration: ATT_Sec_SC

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 79 of 81
SPOC 6/1/2015 ©2015 Avaya Inc. All Rights Reserved. IPO91SBCEG3TF



¢) URI Group: *
d) Transport: *
e) Remote Subnet: *

f) Received Interface: Avaya IPO_Sig
g) Signaling Interface: ATT_Sig
h) Media Interface: ATT_MI

i) End Point Policy Group: defaultLowATT_PG
J) Routing Profile: IPO_RP

k) Topology Hiding Profile: ATT_TH
I) File Transfer Profile: None

5. Click Finish.
Flow Name IATT_Secondary
Server Configuration ATT_Sec_SC E
URI Group * E
Transport * E
Remote Subnet *
Received Interface Avaya_IPO_Sig El
Signaling Interface ATT_Sig E|
Media Interface ATT_MI [=]
End Point Policy Group defaultLowATT_PG E
Rauting Profile IPO_RP [=]
Topology Hiding Profile ATT_TH E
File Transfer Profile Mone E
Signaling Manipulation Script MNone |Z|

Finish

When completed the Avaya SBCE will issue OPTIONS messages to the primary
(10.10.10.11) and secondary (10.10.10.12) border elements. If the SBCE fails to get a
response to the OPTIONS sent to 10.10.10.11, the SBCE will direct outbound calls to

10.10.10.12.
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their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with
the full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect program at devconnect@avaya.com.
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