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Configuring Extreme Networks BlackDiamond 8800’s
G48Tc and G58Te2 Modules to Support Avaya IP
Telephones with RADIUS Authentication — Issue 1.0

Abstract

These Application Notes describe the steps for configuring the G48Tc and G48Te2
modules to support an Avaya VolIP solution consisting of Avaya Communication
Manager running on Avaya S8500 Server, Avaya G650 Media Gateway and Avaya IP
Telephones. The G48Tc and G48Te2, part of Extreme Networks BlackDiamond 8800’s
C-Series and E-Series modules respectively, are field upgradeable modules with optional
Power over Ethernet support providing cost benefit and flexibility. Information in these
Application Notes has been obtained through DevConnect compliance testing and
additional technical discussions. Testing was conducted via the DevConnect Program at
the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe a solution for configuring the G48Tc and G48Te2
modules installed in the BlackDiamond (BD) 8810 switch to support an Avaya Voice
over IP (VolP) solution consisting of Avaya Communication Manager running on Avaya
S8500 Server, Avaya G650 Media Gateway, and Avaya IP Telephones.

The G48Tc and G48Te2 provide high density 48 ports 10/100/1000 Ethernet connectivity
for the BlackDiamond 8800 series switches. They are field upgradeable with an S-POE
daughter board to provide for Power over Ethernet (PoE) functionality. Both G48Tc and
G48Te2 modules used in these Application Notes have been upgraded with the S-POE
daughter board to provide PoE functionality.

Microsoft Internet Authentication Service (1AS) is used to provide 802.1x RADIUS
authentications for Avaya IP Telephones and the PCs that are connected to the G48Tc or
G48Te2 modules. The Avaya IP Telephones and PCs are individually authenticated
through the BD 8810 switch by the IAS.

2. Configuration

Figure 1 illustrates the configuration used in these Application Notes. 802.1x RADIUS
authentication is enabled on the BD 8810. All Avaya IP Telephones and the PC obtain
their IP address via Dynamic Host Configuration Protocol (DHCP). Avaya
Communication Manager and file server information are obtained through Link Layer
Discovery Protocol (LLDP). The “voice-G650” VLAN with IP network 172.28.10.0/24,
and the “data-G650” VLAN with IP network 172.28.11.0/24 are used in the sample
network.
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Figure 1: Sample Network Configuration
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3. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration:

DEVICE DESCRIPTION VERSION TESTED
Avaya S8500 Server with G650 Media Gateway Avaya Communication Manager
5.1
(R015x.01.0.414.3)
Avaya 9630 IP Telephone (H.323) 1.5
Avaya 4610SW IP Telephone (H.323) 2.8.3
Extreme Networks BlackDiamond 8810 ExtremeXOS 12.1.1.4
Extreme Networks G48Tc module 12.1.14
Extreme Networks G48Te2 module 12.1.14
Microsoft Windows running 2003 Server Enterprise Edition
Active Directory Users and Computers 5.2.3790.1830
Internet Authentication Service 5.2.3790.1830
DHCP Server 5.2.3790.1830

4. Configure Extreme Networks BlackDiamond 8810

This section describes the configuration for Extreme Networks BD 8810 switch as shown

in Figure 1 using the Command Line Interface (CLI).

1. Log into the BD 8810 switch using the appropriate credentials.

Login: username

2. Create and configure the voice and data VLANs. The voice-G650 VLAN is
assigned an IP address for the purpose of performing RADIUS authentication.
All routing is performed by a router (not shown) inside the Core IP Network. The
VLAN name that the Avaya IP Telephones uses must start with the key word
“voice”. This key word is used by Avaya IP Telephone to identify which VLAN
it should associate with when it receives the VLAN name advertised by LLDP.

create vlan voice-G650

create vlan data-G650

1#
1 # configure vlan voice-G650 tag 10
BD-8810.1 # configure vlan voice-G650 ipaddress 172.28.10.59/24
1#
1#

configure vlan data-G650 tag 11

3. Assigned VLANS to the appropriate ports. VLANS are only assigned to the
uplink ports 3:48 and 4:48. VLAN for ports connecting to Avaya IP Telephones
will be dynamically assigned upon successful authentication by the RADIUS

Server.
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BD-8810.1 # configure vlan default add ports 3:48, 4:48
BD-8810.1 # configure vlan voice-G650 add ports 3:48, 4:48 tagged
BD-8810.1 # configure vlan data-G650 add ports 3:48, 4:48 tagged

4. Enable and configure LLDP information. LLDP is used to advertise call server
and file server IP address information. In the sample configuration, LLDP is
configured to send the VLAN name, call server, file server and tagging
information to Avaya IP Telephone.

BD-8810.1 # enable Ildp ports 3:1

BD-8810.1 # configure lldp port 3:1 advertise vendor-specific dotl vlan-
name

BD-8810.1 # configure lldp port 3:1 advertise vendor-specific avaya-
extreme call-server 172.28.10.7

BD-8810.1 # configure lldp port 3:1 advertise vendor-specific avaya-
extreme file-server 172.28.10.12

BD-8810.1 # configure lldp port 3:1 advertise vendor-specific avaya-
extreme dotlg-framing tagged

BD-8810.1 # enable Ildp ports 4:1

BD-8810.1 # configure lldp port 4:1 advertise vendor-specific dotl vlan-
name

BD-8810.1 # configure lldp port 4:1 advertise vendor-specific avaya-
extreme call-server 172.28.10.7

BD-8810.1 # configure lldp port 4:1 advertise vendor-specific avaya-
extreme file-server 172.28.10.12

BD-8810.1 # configure lldp port 4:1 advertise vendor-specific avaya-

extreme dotlg-framing tagged

5. Enable spanning tree protocol. The spanning tree domain (stpd) sO is the default
stpd that exists on the BD 8810. The following command enables the spanning
tree domain sO.

BD-8810.1 # enable stpd sO

6. Enable and configure RADIUS information. IP address 172.28.10.12 is the IP
address of the RADIUS server used. The IP address 172.28.10.59 is the IP
address used by the BD 8810 to send an authentication request. This IP address
along with the shared secret must match what is configured in the RADIUS server
shown in Section 5.2, Step 2-3.

BD-8810.1 # configure radius netlogin primary server 172.28.10.12 1812
client-ip 172.28.10.59 vr VR-Default
BD-8810.1 # configure radius netlogin primary shared-secret 1234567890

7. Enable and configure netlogin. Netlogin needs to be enabled globally as well as
on the individual port. The temp VLAN serves as the temporary holding VLAN
for any un-authentication port.

BD-8810.1 # enable radius netlogin
BD-8810.1 # create vlan temp
BD-8810.1 # configure netlogin vlan temp
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BD-8810.1 # enable netlogin dotlx
BD-8810.1 # enablle netlogin ports 3:1, 4:1 dotlx

8. Configure the gosprofile for Avaya VolIP traffic. Assign the 802.1p and DiffServ
Code Point (DSCP) value configured in Avaya Communication Manager to the
appropriate priority queue. Section 8, Step 1 shows these values configured in
Avaya Communication Manager.

BD-8810.1 # configure dotlp type 6 qosprofile QP7
BD-8810.1 # configure diffserv examination code-point 46 gosprofile QP7

9. Save the new configuration.

BD-8810.1 # save
5. Configure Microsoft Services

5.1. Configure Microsoft Active Directory Service

This section shows the necessary steps in configuring Microsoft Active Directory as
shown in the Figure 1 to support the Avaya IP Telephones and PC.

1. Invoke the Active Directory Users and Computers window under Administrative
Tools of a Microsoft Windows system. Configure the active directory domain
properties by highlighting the Active Directory domain then right click and select

<% Active Directory Users and Computers - Dlﬂ
@ File  Action “iew ‘Window Help | =1 |
2 5 o S L =
eo | Bm B FORER 2 el vd o
@ Active Directory Users and Computer | interop.com 5 ohjects
(3 3aved queries I Mame | Tvpe | Description |
E“@ O Bl Delegate Contral... builtinDornain
' [:l iy Find. .. Container Default container for upgr...
@ ;UmD! Connect ko Domain.. . rollers Organizational ...  Default container for dom...
- &
_ 0 F;:::I Connect bo Domain Controller... ityPrincipals Container Defaul cantainer far secu...
== Users’ Raise Domain Functional Level. .. Container Defaul container for upar...
Operations Masters, ..
Mev 3
All Tasks 3
Wiew 3
Mew Window From Here
Refresh
Expork List...
opetties
< Help
|Opens property sheet Far the current selection,
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2. Select the Group Policy tab in the properties window. Highlight the Default
Domain Policy then click Edit to display the Group Policy Object Editor.

interop.com Properties 2=

General | Managed By m

Toimprove Group Policy management : uparade to the Group Folicy
Management Conzole [GRPMC]

Oy
Current Group Policy Object Links for interop

Group Folicy Object Links | Mo Owemde | Dizabled |
| Default Domain Folicy

Group Folicy Objects higher in the kzt have the highest prioniby.
Thiz lizt obtained fram: solinterop. com

New | agd || Ex | |

Dptions... | Delste... | Froperties | Ly |

[~ Block Palicy inheritance

| L] I Cancel | Apply |

3. From the Group Policy Object Editor, Navigate to Computer Configuration ->
Windows Settings = Security Settings - Account Policies - Password
Policy on the left panel. Double click on Store passwords using reversible
encryption policy on the right, and change the setting to Enabled.

"[i Group Policy Object Editor o = 10| x|
Ele  Action  Mew Help
e = EE | 2

'ZF Defauk Domain Palcy [sol.interop.com] Policy || policy~ | Polcy setting
=& Computer Corfiguration E¥]Enforce password history 24 passwords remembered
B Seftware Settings B ianienam passaord 22 42 days
=2 Windows Sattings ENMinkrum passeard 2ga 1 days
= ;-‘_’Lﬂl'r:in'rmm pasmaard length 5 characters

(=1 EA Securty Settings
E @ Acoaunt Pobcies
26l Password Policy

EP&&MM st mest complissity requiremenks  Cisabled

- perberes Poley
-] Local Polides
- 2] Everit Log
141 (28 Restriched Groups
[#] (L8 Syshem Services
[+l Resgistry
[-(08 File System
- Wireless Nebwark ([EEE 802.11) Folides
F-[Z] Public Key Polides
B[] Saftware Restriction Palides
1B, 1P Sexwrity Palicies on Active Directory (ntet
# 2] Administrative Templates
= @ Lisar Configuration

R -
<| + re: rns | LI—I Cl |d
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4. Click OK on the domain properties pop-up window to complete.

interop.com Properkies

Generall Managed By Group Pobcy I

Toimprove Group Policy management : uparade o the Group Folicy

M anagement Conzole [GPHC]

2y
Current Group Policy Dbject Links for interop

Group Policy Dbject Links

| Mo Owemide | Dizabled |

Default Diomain Policy

Group Policy Objects higher in the kst have the highest prionty.
Thiz lizt obtained from: zolinkerop. com

21

New | e | Ew | U |
Options. . | Delste | Froperties | [ty |
[ Black Policy inheritance
| (1] 4 I Cancel | Appiy |

5. Create a new user ID for an Avaya IP Telephone user and a PC user. From the
Active Directory Users and Computers window menu, select Action - New -
User to begin creating a new user ID.

4% Active Directory Users and Computers

@ Eile | Action View Window Help

- =
Aty

B35

E@ ir
B-g

H

Delegate Contral...

Find...

All Tasks

Mew Window from Here

Refresh
Export List...

Propetties

Help

K

|create anew abject...

=10 ]
IRETE
2 legavEa
| Users 29 chiects
Computer | Type | Diescripkion -
3 Contack User
Graup User
InetOrgPerson User Built-in account For admini. ..
MSMQ Quele Alias User
Printer Security Group ...
Lser Security Group ..
Shared Folder Security Group ... Members of this group are...
.I ECERTSVC_DCOM_F\CCESS Security Group ...
ﬂEDHCP Adrinistrators Security Group ... Members who hawve admini. ..
ﬂEDHCP Users Security Group ... Members who have view-. ..
Dnsadmins Security Group ... DMS Administrators Group
ﬂEDnsUpdateProxy Security Group ... DMS clients who are permi...
ﬂEDomain Admins Security Group ... Designated administratars, .,
ﬂEDomain Computers Security Group ... Allworkstations and serve. ..
Domain Contrallers Security Group ... All domain controllers inth...
Domain Guests Security Group ... All damain guests
ﬂEDomaln Users Security Group ... All domain users
ﬂEEnterprise Admins Security Group ... Designated administratars. .. —
ﬂzGroup Palicy Creatar Owners  Security Group ... Members in this group can...
Guest User Built-in account For guest ...
ﬂEHelpSErvicesGrUup Security Group ... Group For the Help and Su...
ﬂEIIS_WPG Security Group ... 115 Warker Process Group
| 1 oo st . -
|
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6. For an Avaya IP Telephone, enter the phone’s MAC address as the User logon
name. The First name and Last name are for information only. Click Next to

continue.

Mew Object - User x|

g Create in:  interop.comsers

Eirat nane; |EIDEI4DDE43??9 Initials: |

Last name; I

Full name: |EIDEI4DDE43??9

Llzer logon name:

IDDDdDDEdB??S @interop.com |

Llzer logon name [pre-windows 2000F
IINTEHDF‘\ ImcIJEms

< Back I Mext I Catizel |

[2a)

7. Enter a Password for the user created in Step 6. For an Avaya IP Telephone,
enter a numeric password. Select the User cannot change password and
Password never expires fields. Click Next to continue.

Mew Object - User |

g Create in:  interop.comUzers

Pazzword: ]------

LCanfirm password: ]------

[T User must changs password at next looon

[l Usger cannot change password

W Password never expirss

[ Account iz dizabled

< Back I Mext = I Cancel
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8. Click Finish to complete.

New Object - User |

g Create in:  interop.comy zerz

Wwhen pou click Finish, the following object will be created:

Full narme: O00400E 43773 ;l
Uzer logon name; 000400 E 43773 @anterop.com

The pazaword never expires.

[
Cancel |
9. Repeat Steps 5-8 to create a user for the PC. Below is a screen capture for user
ID “userl” used by the PC to log in.

MNew Dbject - User |

g Create in:  interop.comsLzers

Eirzt name: uzer] Iritiats: I

Lazt hare: I

Full narme: Iuseﬂ

|| zer logon name:

Jusert] | @iterop.com =]
|lzer logon name [preddindows 2000
IINTEHIIIF'H I]useﬂ

< Back I Mext > I Cancel
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10. After creating the user, begin editing its properties by double clicking on the user
created in Step 6-8 in the Active Directory Users and Computers window.

£# Active Directory Users and Computers

< Ele fction Wew Widow  Hep
- OERXFFE 2 0RGTYESE

=101
ST

@ Active Directory Users and Computer | Users 30 objecks
] Saved Queties o | Type | Description -
=] @ inberop.com =
[#1- ] Builtin
] Computers
[#1-1) Domain Cortrcllers € Administrabor User Bulk-In sccount for adminl...,
[* _I ForeignSecurityPrincipals ﬁ e
=y e andy leung user.
Avaya PCs Security Group ..
gﬂ.vapa Phones Security Group ...
ﬂFCcrt Fublishers Security Group ... Members of this group are...
gcsmsuc_ncom_nc&ss Security Graup ... b
DHCP Adrministrators Security Group ... Members who have admini., .
ﬁ}DHCP Users Security Group ... Mambers who have viewe-..,
gDnsfld‘mins Security Group ... DMS Administrators Group
DnsUpdateProxy Secutity Group ... DNS dients who e permi,.
ﬁ}Dumdh Admins Security Group ... Designated admiristrabors. ..
ﬂEDnmah Computers Security Group ... Al workstations and serve...
ﬂ}Domah Contrallers Security Group ... Al daman controliers inth...
Al driresin nnesks lJ

I | @nomain Guncts Security Groon ..

11. Select the Dial-in tab in the user Properties window. Enable remote access by
clicking on the Allow access radio button. Click OK to complete. Repeat Steps
10-11 for all Avaya IP Telephone and PC users.
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4 ember Of Ervironment

2=

CoM+ |
Sesziong

— Femote Access Permizzsion [Diakn or VFN]

™ Deny access

{7 Bontrol access thiough Bemote Sccess Policy

[ ey CallerlD:
r Callback Options

= Mo Callback

£~ Set by Caller [Routing and Remote Access Service only]

£ Always Callback b I

™| &zsign a Static P Address I

m | Apply Static Boutes

Define routes to enable for this Disl-n el |
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| 0K I Cancel
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12. Create a new user Group by selecting Action > New - Group from the drop-
down menu.

The use of a Group facilitates the assignment and management of additional

users.
4% Active Directory Users and Computers -0 x|
@ File | action Wiew Window Help | - |5|5|
- = Delegate Cantral... | 2 |githv& e
Find...
@ Activ . | Users 29 obiects
w0 s I corvuter [ Tupe | Deseription | 8
E--@ it Al Tasks ¥ Conkact sy
EroL|
o e e User
InetOrgPerson Iser Built-in account For admini...
Refresh MSMQ Queus Alias Lser
Expart List... Printer Security Group ...
User i
Properties el Security Group ...
(eI [FElfelely Security Group ... Members of this group are...
Help € certsvc_pcom_access  security Group ..

!ﬁDHCP Administrators Members who have admini...

€T0HCP Users

Security Group ...

Security Group ... Members who have view-..,

ﬁDnsAdmins Security Group ... DMS Administrators Group
ﬁDnsUpdateProxy Security Group ... DMS clients who are permi...
ﬂDomain Admins Security Group ... Designated administrators. ..

!ﬁDomain Computers All workstations and serve...
!ﬁDomain Controllers

Damain Guests

Security Group ...
Security Group ...
Security Group ...

All domain controllers in th...
All domain guests

!ﬁDomain Users Security Group ... Al domain users

!ﬁEnterprise Admins Security Group ... Designated administrators. .. =
Group Policy Creator Owners  Security Group ... Members in this group can...
Guest User Built-in account: For guest: ...

ﬁHelpServicesGroup Security Group ... Group for the Help and Su...

EIIS_WPG 115 Worker Process Group
ﬁ TUSR_S0L User Built-in account For anony...
KN E— Mia. T . o . [~

|Create anew object,.. | |

Security Group ...

13. Create a group for Avaya IP Telephones. The sample network uses the name
Avaya Phones for this group. Click OK to complete.

New Object - Group x|

@ Create in:  inkerop.comyisers

EFOUR Name:

I Avava Phones

Group name (pre-Yindaws 20000:

I Avava Phones
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14. Repeat Steps 12 and 13 to create another user Group for the PC.

15. After creating the user group, begin editing its properties by double clicking on
the group in the Active Directory Users and Computers window.

-.."é.:\u:h-.'r:- Directory Users and Compukers i E_ =0 ﬁl
=5 Eis fdion Yew indow el |=imi=l
s mmy e XS E @ fEhvEE
0 Acive Direchory Users and Computer | Users 29 objacts
4 7] Saved Queres Name [ Tupe [ Cescription | o
& @) nterop.com € 0010094F05 Lser
1123 Bultin £ 000400E43772 Liser
18- [ computers 3 tdministratce User Buik-in account For admini,..
[+ [0 Coman Controllars ﬂ andy ot Lhsex
[# [ FaregnSecurityPrincipzls N ' MW I
Lises
@ Security Group - Globsl
£ bbb ik & Py thiis grewp ae. .
CHCERTISWC_DCOM_ACCESS  Security Group ...
QDHCP Admrestrators Sacurity Group .. Members wha have admini...
DHCP Users Security Group ... Members who have view-...
D acding Security Greap ... DRS Administralers Greup
CnsUpdateProsy Sacutity Group .. CRIS clanks who are parm..
fHoman Admins Sacurty Group .. Desgnated administratoes. .,
Daoman Computers Security Group ... Mlworkstations and serve...
Drormain Contralers Security Group ... Ml damzin cantralers inkh...
Domain Fussts Sacurity Group ... Al domazin guests
!ﬁmman Users Sacurity Group ... Al domain users
Erkerprise Adming Security Group ... Desgnated administrators... |
aroup Policy Crestar Owners  Secunity Group ... Members in this graup can...
(EuRk User EBuil-in gccount For guest ...
ml-labﬁermceaﬁml.p Sacurity Group ... Goup for the Help and S0,
ﬁ]IS_WPG Secunity Group ... 115 Worker Process Group
s m— ] 8 e e =l

16. Select the Members tab in the Avaya Phones Properties window. Click Add to

continue.
Avaya Phones Propetties ﬂll
Gieneral Membes OF | Managed By |
Members:
I arme Active Di Folder
Add... | Eiemove |
I 0k I Cancel Apply
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17. Enter the user that should be assigned to the Avaya Phones group. This should
be the user for the Avaya IP Telephone. Use Check Names to assist in searching

for the user. Click OK to complete.

Select Users, Contacts, or Computers

Select thiz object ype:

ILlsers ar Other objects

FErarm thiz lozation:

Iinternp.cu:um

Ohject Types...

2%

Lozationsz...

000400 E 43779 [D0040DE 4377 3@inkerop comll

Advanced.. |

i

Check Mames

Ok

Cancel

18. Repeat Steps 15-17 to add members to the PC user group.
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5.2. Configure Microsoft Internet Authentication Services (IAS)
Server

This section shows the steps for configuring the 1AS server to support 802.1x
authentication for an Avaya IP Telephone and a PC.

1. Invoke the Internet Authentication Service window under Administrative Tools of
the Microsoft Windows system. Create a new RADIUS client by selecting
Action - New RADIUS Client from the drop down menu in the Internet
Authentication Service window.

-'_,;;.9 Internet Authentication Service ;|g|5|
File | action Miew Help
PRI i RaDiUS Client | ZOINE
ﬁ Mewr

Refresh

=
% Export List...
C

-

e (Local) Friendly Mame | Address I Protocol I Client-Yendor

There are no items to show in this view,

Help s5ing

< | 2|

|New Client | |

2. Enter the name and IP address of the BD 8810 switch to create a new RADIUS

client. This must match the client-ip configured in Section 4, Step 6. Click Next
to continue.

New RADIUS Client E
Mame and Address

Type a fiendly name and either an IP Address or DNS name for the client,

Eriendly name: IBDBB‘I 0

Lhent agdresz (IF or DNS]:

|1?"2.28.1 054 Werify... |

< Back I MNewt » I Cancel
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3. Enter the Shared secret that will be used for this client. This Shared secret field
value must match the information configured in the switch in Section 4, Step 6.

Click Finish to complete.

Mew RADIUS Client

Additional Infarmation

[f oLy are Lzing remote access policies based on the client vendor attribute, specify the

vendor af the BADILUS chent.
LCligntendar:

RADIUS Standard

Shared zecret;

-~

Confirm zhared secret:

=

[ Bequest must contain the Message Authenticstor athibute

I Finizh I

Cancel

4. Create a new access policy for the Avaya IP Telephones by clicking on Action -

New Remote Access Policy.

7.6 Internet Authentication Service -0 x|
ﬁ New L)} Mame | Do, 7 |
C Refrash E8 Connertions to Microsoft Routing and Remote ... 1
C - " Connections to other access servers 2
% Expart List...
B e
Mew Remate Access Policy
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5. Click Next in the New Remote Access Policy Wizard.

New Remote Access Policy Wizard

Welcome to the New Remote
m Access Policy Wizard
This wizard helps pou et up a remote access policy,

which is a set of conditions that determine which
connechion requests are granted access by this server.

To continue, chick Next.

Cancel |

6. Select Set up a custom policy radio button and enter a Policy name. The sample

network uses the name Avaya Phone. Click Next to continue.

Mew Remote Access Policy Wizard

Policy Configuration Method
The wizard can create a typical policy. or you can create a custom policy.

X

Haow do wou want to s2t up this policy?

£~ Lge the wizard to st up a typical policy for 3 common scenarnio

{* Setup a custom policy

Type a name that describes this policy.

Eulicy name: |4.yaya Phone

Example. Suifenicate al YEM connechons.

< Back I Mext = I

Cancel
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7. Click the Add button to add a new policy condition.

Mew Remote Access Policy Wizard ﬂ

Policy Conditions |A'Q
To be authenticated, connection requests must match the condiions pou specify. h’

Specify the conditions that connection requests must match to be aranted or denied
BOCEES.

Paolicy conditions:

Add.. Edi.. Bemove |

< Back Mewt > Cahcel |

8. Highlight Windows-Groups from the Select Attribute pop-up window. Click
Add to continue.

B Select Attribute ed B

Select the tppe of attribute o add, and then chick the Add buttan,

Attribute types:
[ arme | D escnphion il
Called-Station-Id Specifies the phone number dialed by the us
Calling-Station-1d Specifies the phone number from which the o
Client-Friendly-M ame Specihes the nendly name for the RADILS ¢
Client-IP-Address Specihes the IP addreszs of the RADIUS clier
Clignt-erndar Specifies the manufachurer of the RADIUS m
Dap-And-Time-Restic...  Specifies the iime penod: and days of weelk
Framed-Pratocol Specihes the protocol that is used.
MS-RAS-Wendor Descopbon not pet defined
MHAS- dentifier Specifies the sting that identifies the MAS th.
MHAS-IP-Address Specifies the IP address of the HAS where th
MHaS-Port-Type Specihes the vpe of physical port that iz use
Specihes the lype of service that the uzer ha
Specifies the tunneling protocols used.
Specifies the Windows groups that the uszer t:

| o
| Add.. I Cancel |
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9. Click Add in the Groups pop-up window to add a windows group.

el
The fallowing groups are cumenthy in thiz condiion.
[Groups:
[ arme |
Add.. Bemoye
] Cancel |

10. Enter the Active Directory user group created in Section 5.1, Steps 12-13. Use
Check Names to assist in searching for the user group. Click OK to complete.

Select Groups ilil

Select thiz object ype:

IGrDups Ohject Types... |
FErarm thiz lozation:

Iinternp.cnm Locations. .. |
Enter the object ndmes o select [examples}

dvaya Phones| Check Mames

Advanced.. | )% | Cancel
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11. Click OK in the Groups pop-up windows to complete.

el o4
T he fallowing groups are cumenthy n thes condibion.
G raups:
I ame |
INTEROP W A4wvapa Phones
Add. Femave
QK. | Cance| |

12. Once the windows user group has been added via Steps 8-11, click Next to
continue.

New Remote Access Policy Wizard x|

Policy Conditions 1
To be authenticated, connection reguests must match the condibions pou specify. J.’

Specify the conditions that connechion reguests must match to be granted or denied
ACCESE.

Add.. Edit.. Remove |

< Back I Mext = I Cancel
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13. Enable the Grant remote access permission radio button. Click Next to
continue.

MNew Remote Access Policy Wizard x|

Permissions ‘
A remote access policy can either grant or derw accesz bo users who match the ’
zpecified conditions. I

If & connection request matches the specified condbions:

" Deny remabe Access pemmission

& Grant remote access pEmmission:

ae core |

14. Click Edit Profile to configure the profile for this access policy. This will
display the Edit Dial-in Profile pop-up window.

New Remote Access Policy Wizard

Profile
rou can make changes to the profile for thiz policy.

£ profile iz & collection of zettings apped to connechon reguests that have been
authenticated. To review or change the defaukt profile for this policy. click Edit Praofile.

Edit Prafile. . |

Cahzel |
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15. Select the Authentication tab in the Edit Dial-in Profile pop-up window.
Uncheck all Microsoft authentication protocols as shown in the screen capture
below. Click EAP Methods to continue. This will display the Select EAP
Providers pop-up window.

Edit Dial-in Profile 2]
Diakin Constraints | IP | Multiink |
Authertication [ Erecryphion I Advanced

Select the authentication methods vou want to allow for thiz connection,

EAP kethods

[ Microzoft Encrypted Authentication version 2 [M5-CHAP w2

™| Uzer can change password aften it has expired
[ Microzoft Encrypted Authentication (MS-CHAR)

™| Uzer can change password aften it has expired
[ Encrypted authentication [CHAR)
[ Unencmypted authentication [PAP, SPAP]

U nhauthentcated acce

Allow chents o connect without negotiating an authentication
r rrethiod.

1] Cancel Apply
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16. Click Add in the Select EAP Providers pop-up window to add a new EAP type.

Select EAP Providers

EAR tupes are negotiated in the order in which they are listed.

EAR bopes:

Add. Edt. | | Bemove | [ ox |

e L@

fd e Lo

1

Canzel

17. Select MD5-Challenge in the Add EAP pop-up window. Click OK to continue.

Authentication methods:

2=

Smart Card ar other certificate
Protectad EAD (DA

B-Challenge

| (1] 4 I Cancel
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18. Once the MD5-Challenge EAP type is added, click OK to complete the EAP
authentication selection.

Select EAP Providers e B

E&P tupes are negotiated in the order in which they are lizted.

EAP ipes:

fiove Up |
I owe Down |

Cancel |

19. Repeat Steps 4-18 to create an access policy for the PC user.
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6. Configure the PC

This section shows the steps for configuring authentication on the PC.

1. Open the property window for the network adapter card in Windows. Under the
Authentication tab, check the Enable IEEE 802.1x authentication for this
network check box and select MD5-Challenge from the EAP type drop down
menu. Click OK to complete.

L Test Bed 172.28.10.12 Properties E I

Generall Authentication § Advanced I

Select thiz option to provide authenticated network, acceszs for
Ethernet networks.

¥ Enable [EEE 802.1% authentication for this netwark

EAP type: | MDS-Challenge -l
UETRRIRRR ey

Protected EAP [PEAF)

Smart Card or ather certificate

[T Autherticate as computer when computer information is
available

[T Autherticate as guest when uszer or computer information is

unavailable
I ]S Cancel
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7. Configure the Avaya IP Phone

This section shows the steps for configuring the Avaya 4610 SW IP Telephone connected
into the BlackDiamond 8810 switch.

Avaya IP Telephones support three 802.1x operational modes. The operational mode can
be changed by pressing “mute80219#” (“mute 8021x”) on the Avaya 4600-Series IP
Telephones or “mute27237#” (mute craft) on the Avaya 9600-Series IP Telephones.

e Pass-thru Mode — Unicast supplicant operation for the IP telephone itself, with
PAE multicast pass-through for the attached PC, but without proxy Logoff
(default)

e Pass-thru with logoff Mode (p-t w/Logoff) — Unicast supplicant operation for
the IP telephones itself, with PAE multicast pass-through and proxy Logoff for
the attached PC. When the attached PC is physically disconnected from the IP
telephone, the phone will send an EAPOL-Logoff for the attached PC.

e Supplicant Mode — Unicast or multicast supplicant operation for the IP telephone
itself, without PAE multicast pass-through or proxy Logoff for the attached PC.

Since most 802.1x clients use the multicast MAC address for the Extensible
Authentication Protocol over LAN (EAPOL) messages, the IP telephone must be
configured to the pass-thru or p-t w/Logoff mode to pass-through these multicast
messages. It is recommended to use the p-t w/Logoff mode. When the phone is in the p-
t w/Logoff mode, the phone will do proxy logoff for the attached PC when the PC is
physically disconnected. When the BlackDiamond 8810 receives the logoff message, the
PC will be removed from the authorized MAC list.

1. Press the following key on the Avaya 4610SW IP phone.
Mute82019#

2. Press the “*” key on the key pad until p-t w/Logoff is displayed, then press the
“#” key to complete the configuration.

Please refer to reference [4] for information regarding how to configure the different
802.1x modes of operation on the 9600 Series telephone.
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8. Configure Avaya Communication Manager

This section shows relevant configuration in Avaya Communication Manager. For
detailed information on the installation, maintenance, and configuration of Avaya
Communication Manager, please reference [1], [2], and [3]. The following steps describe
the configuration of Avaya Communication Manager.

1. Use the “display ip-network-region” command to display the DSCP and 802.1P
settings configured in the Avaya Communication Manager. Both
DIFFSERV/TOS PARAMETERS for Call Control PHB and Audio PHB priority
are set to 46 with 802.1P/Q PARAMETERS for Call Control and Audio set to 6.

display ip-network-region 1 Page 1
of 19
IP NETWORK REGION
Region: 1
Location: Authoritative Domain: interop.com
Name:
MEDIA PARAMETERS Intra-region IP-1P Direct Audio: yes
Codec Set: 1 Inter-region IP-IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? n
UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS RTCP Reporting Enabled? y
Call Control PHB Value: 46 RTCP MONITOR SERVER PARAMETERS
Audio PHB Value: 46 Use Default Server Parameters? y

Video PHB Value: 26
802.1P/Q PARAMETERS

Call Control 802.1p Priority: 6
Audio 802.1p Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION
PARAMETERS
H.323 1P ENDPOINTS RSVP Enabled? n

H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5

Keep-Alive Count: 5
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9. Interoperability Compliance Testing

The interoperability compliance testing focused on assessing the ability of the G48Tc and
G48Te2 modules in supporting and interoperating with Avaya IP Telephones.

9.1. General Test Approach

Quality of Service was verified by injecting simulated traffic into the network using a
traffic generator while calls were being established and maintained using Avaya IP
Telephones. The objectives were to verify the G48Tc and G48Te2 supports the
following:

802.1D

802.1w

LLDP advertisement & programming of Avaya IP Telephones

Dynamic native VLAN assignment using RADIUS attributes.

802.1x authentication with multiple supplicant per port

Quality of Server (QoS) support based on 802.1p, DiffServ Code Point (DSCP), or
VLAN priority

9.2. Test Results

The Extreme Networks G48Tc and G48Te2 modules successfully achieved the above
objectives. Quality of Service for VolP traffic was maintained throughout testing in the
presence of simulated competing traffic. 802.1D and 802.1w spanning tree correctly
converged when the active link was disconnected or when the bridging priority was
changed. LLDP correctly reported the attribute of both Avaya 4600 and 9600 series IP
Telephones and was successful in sending call server, file server and tagging information
to Avaya IP Telephones. Multiple supplicants support was verified by connecting and
successfully gaining access to the network from a PC onto the authentication required
Ethernet switch port through an Avaya IP Telephone.
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10. Verification Steps

The following steps may be used to verify the configuration:

1. Use the show stpd sO port command to verify spanning tree port status

* BD-8810.89 # show sO port

Port Mode State Cost Flags Priority Port 1D Designated
Bridge

3:1 802.1D FORWARDING 200000 eRppad--- 128 8101
80:00:00:04:0d:3b:4e:ffF

4:1 802.1D BLOCKING 200000 eAppad--- 128 8181

80:00:00:04:0d:3b:4e:-Tf

2. Use the show radius command to verify whether authentication request was
received from the supplicant.

BD-8810.7 # show radius

Switch Management Radius: disabled

Switch Management Radius server connect time out: 3 seconds

Switch Management Radius Accounting: disabled

Switch Management Radius Accounting server connect time out: 3 seconds
Netlogin Radius: enabled

Netlogin Radius server connect time out: 3 seconds

Netlogin Radius Accounting: disabled

Netlogin Radius Accounting server connect time out: 3 seconds

Primary Netlogin Radius server:
Server name :
IP address - 172.28.10.12
Server IP Port: 1812
Client address: 172.28.10.59 (VR-Default)

Shared secret : 3>:>?75<;5
Access Requests > 125 Access Accepts I 62
Access Rejects 1 Access Challenges : 62
Access Retransmits: O Client timeouts : 0
Bad authenticators: O Unknown types : 0
Round Trip Time 0

3. Use the show dotlp command to verify dotlp priority assignment.

BD-8810.89 # show dotlp
802.1p Priority Value QOS Profile

QP1
QP1
QP1
QP1
QP1
QP1
QP7
QP8

~NO O WNEO
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4. Use the show diffserv examination command to verify DSCP priority
assignment.

BD-8810.9 # show diffserv examination

CodePoint->Q0SProfile mapping:

00->QP1 01->QP1
08->QP1 09->QP1
16->QP1 17->QP1
24->QP1 25->QP1
32->QP1 33->QP1
40->QP1 41->QP1
48*>QP7 49->QP1
56->QP8 57->QP8

02->QP1
10->QP1
18->QP1
26->QP1
34*>QP7
42->QP1
50->QP1
58->QP8

03->QP1 04->QP1 05->QP1 06->QP1 07->QP1
11->QP1 12->QP1 13->QP1 14->QP1 15->QP1
19->QP1 20->QP1 21->QP1 22->QP1 23->QP1
27->QP1 28->QP1 29->QP1 30->QP1 31->QP1
35->QP1 36->QP1 37->QP1 38->QP1 39->QP1
43->QP1 44->QP1 45->QP1 46*>QP7 47->QP1
51->QP1 52->QP1 53->QP1 54->QP1 55->QP1
59->QP8 60->QP8 61->QP8 62->QP8 63->QP8

5. Use the show port <port#> gosmonitor command to verify traffic is being sent
to the appropriate priority queue.

BD-8810.94 # show port 4:48 qosmonitor

Qos Monitor Req Summary

Mon Aug 4 08:03:40 2008

Port QP1 QP2 QP4 QP5 QP6 QP7 QP8
Pkt Pkt Pkt Pkt Pkt Pkt Pkt
Xmts Xmts Xmts Xmts Xmts Xmts Xmts

4:48 739387 O 0 0 74848 0 1

> indicates Port Display Name truncated past 8 characters
0->Clear counters U->Page up D->Page down ESC->exit

6. Use the show lldp detail command to verify LLDP advertisement is being
configured with the appropriate information.

BD-8810.55 # show 1ldp detail

LLDP
LLDP
LLDP
LLDP
LLDP

Port

transmit interval
transmit hold multiplier
transmit delay
SNMP notification interval
reinitialize delay :
LLDP-MED fast start repeat count :
LLDP Port Configuration:

Rx TX
Mode

Mode

SNMP

Notification

WNON RO

seconds
(used TTL = 20 seconds)
seconds
seconds
seconds

Optional enabled transmit TLVs
LLDP 802.1 802.3 MED AVEX
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Enabled
Call-Server:
File-Server:

Enabled
IP Address(es)=172.28.10.7
IP Address(es)=172.28.10.12

802.1Q Framing: Mode=tagged

Enabled

Call-Server:
File-Server:

Enabled
= voice-G650-andy

IP Address(es)=172.28.10.7
IP Address(es)=172.28.10.12

802.1Q Framing: Mode=tagged

Solution & Interoperability Test Lab Application Notes
©2008 Avaya Inc. All Rights Reserved.

29 of 32
EXTR_BD-G48Tx



Notification: (L) IldpRemTablesChange, (M) IldpXMedTopologyChangeDetected
LLDP Flags : (P) Port Description, (N) System Name, (D) System
Description

(C) System Capabilities, (M) Mgmt Address
802.1 Flags : (P) Port VLAN ID, (p) Port & Protocol VLAN ID, (N) VLAN
Name
802.3 Flags : (M) MAC/PHY Configuration/Status, (P) Power via MDI

(L) Link Aggregation, (F) Frame Size
MED Flags : (C) MED Capabilities, (P) Network Policy,

(L) Location ldentification, (p) Extended Power-via-MDI
AvEx Flags : (P) PoE Conservation Request, (C) Call Server, (F) File
Server

(Q) 802.1Q Framing

Use the show netlogin command to verify netlogin status and configuration. The
abbreviated output below shows both the PC and Avaya IP Telephone have both
been authenticated at port 3:1 and port 3:1 been assigned to the corresponding
VLANS.

BD-8810.82 # show netlogin

NetLogin Authentication Mode : web-based DISABLED; 802.1x ENABLED; mac-
based DISABLED

NetLogin VLAN : "temp™
NetLogin move-fail-action : Deny
NetLogin Client Aging Time : 5 minutes
Dynamic VLAN Creation : Disabled
Dynamic VLAN Uplink Ports : None

Port: 3:1, VIlan: data-G650, State: Enabled, Authentication: 802.1x
Guest Vlan <Not Configured>: Disabled

Authentication Failure Vlan <Not Configured>: Disabled

Authentication Service-Unavailable Vlan <Not Configured>: Disabled

MAC IP address Authenticated Type ReAuth-Timer
User

00:0c:f1:89:e4:64 0.0.0.0 Yes, Radius 802.1x 3477

userl

Port: 3:1, VIlan: voice-G650, State: Enabled, Authentication: 802.1x
Guest Vlan <Not Configured>: Disabled

Authentication Failure Vlan <Not Configured>: Disabled

Authentication Service-Unavailable Vlan <Not Configured>: Disabled

MAC IP address Authenticated Type ReAuth-Timer
User
00:04:0d:e4:3c:05 172.28.10.53 Yes, Radius 802.1x 3494
00040DE43C05
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11. Support

For technical support on the Extreme Networks product, contact Extreme Networks at
(800) 998-2408, or refer to http://www.extremenetworks.com.

12. Conclusion

These Application Notes have described the administration steps required to configure
the Extreme Networks G48Tc and G48Te2 modules within the BlackDiamond 8810
switch to support an Avaya VolP solution using 802.1x authentications depicted in
Figure 1. The Avaya VolP solution depicted consists of Avaya Communication
Manager running on Avaya S8500 Server with Avaya G650 Media Gateway, and Avaya
IP Telephones.
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