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Abstract

These Application Notes describe the procedures for configuring Windstream Metaswitch
platform Session Initiation Protocol (SIP) Trunking with Avaya IP Office and Avaya Session
Border Controller for Enterprise.

Windstream SIP Trunking provides PSTN access via a SIP trunk between the enterprise and
the Windstream network as an alternative to legacy analog or digital trunks. This approach
generally results in lower cost for the enterprise.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Windstream is a member of the Avaya DevConnect Service Provider program. Information in
these Application Notes has been obtained through DevConnect compliance testing and
additional technical discussions. Testing was conducted via the DevConnect Program at the
Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the procedures for configuring Session Initiation Protocol (SIP)
Trunking between service provider Windstream and an Avaya IP Office solution. In the sample
configuration, the Avaya IP Office solution consists of an Avaya IP Office 500v2 release 9.1.1,
Avaya Session Border Controller for Enterprise release 6.3.2 (Avaya SBCE), Avaya Voicemail Pro,
Avaya IP Office Video Softphone, and Avaya H.323, SIP, digital, and analog endpoints.

The Windstream SIP Trunking service referenced within these Application Notes is designed for
business customers. The service enables local and long distance PSTN calling via standards-based
SIP trunks as an alternative to legacy analog or digital trunks, without the need for additional TDM
enterprise gateways and the associated maintenance costs.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using Avaya IP Office to
connect to Windstream SIP Trunking service via the Avaya SBCE. This configuration (shown in
Figure 1) was used to exercise the features and functionality tests listed in Section 2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance Testing
is not intended to substitute full product performance or feature testing performed by DevConnect
members, nor is it to be construed as an endorsement by Avaya of the suitability or completeness of
a DevConnect member’s solution.

2.1. Interoperability Compliance Testing
A simulated enterprise site with Avaya IP Office was connected to Windstream SIP Trunking

service via the Avaya SBCE. To verify SIP trunking interoperability, the following features and
functionality were exercised during the interoperability compliance test:

e Response to SIP OPTIONS queries.

e Incoming PSTN calls to various phone types. Phone types included H.323, SIP, digital, and
analog telephones at the enterprise. All inbound PSTN calls were routed to the enterprise
across the SIP trunk from the service provider.

e Outgoing PSTN calls from various phone types. Phone types included H.323, SIP, digital,
and analog telephones at the enterprise. All outbound PSTN calls were routed from the
enterprise across the SIP trunk to the service provider.

e Inbound and outbound PSTN calls to/from the Avaya Communicator for Windows.

e Inbound and outbound long holding time call stability.

e Various call types including: local, long distance, international, outbound toll-free, operator
service and directory assistance.

e Codec G.711MU and G.729.

e Caller number/ID presentation.

e Privacy requests (i.e., caller anonymity) and Caller 1D restriction for inbound and outbound
calls.
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DTMEF transmission using RFC 2833.

Voicemail navigation for inbound and outbound calls.

Telephony features such as hold and resume, transfer, and conference.
Use of SIP REFER for call transfer to PSTN.

e (.711 fax pass-through mode.

e Off-net call forwarding.

e Twinning to mobile phones on inbound calls.

e Remote Worker which allows Avaya SIP endpoints to connect directly to the public Internet as
enterprise phones.

2.2. Test Results

Windstream SIP Trunking passed compliance testing.

Items not supported or not tested included the following:

Inbound toll-free is supported but was not tested as part of the compliance test.
Emergency 911 supported but not tested.

Operator Call (dial 0) and Operator Assisted (dial 0+10digits) are supported but not tested.
Windstream does not support T.38 fax.

Interoperability testing of Windstream SIP Trunking was completed with successful results for all
test cases with the exception of the observations/limitations described below.

e OPTIONS — Windstream was not configured to send OPTIONS but responded to
OPTIONS.

e Outbound Calling Party Number (CPN) Block from Enterprise Phone — If IP Office was
configured to block Calling Party Number (CPN), the outbound INVITE would receive a
"403 Forbidden™ response from Windstream, causing the call to fail. This is because
Windstream does not support "anonymous” user in the INVITE's From header.

e Call Redirection using REFER Method — Windstream prefers use of Re-INVITE for off-
net call transfer which was successfully verified in the compliance test. Use of REFER for
off-net call transfer was also tested. Though call transfer using REFER succeeded with
expected user experience, the signaling was not completely clean: the post-REFER NOTIFY
messages from Windstream contained no message body for notification contents, causing IP
Office to reject these NOTIFY messages.

2.3. Support

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com.

For technical support on Windstream SIP Trunking, contact Windstream at
http://www.windstream.com.
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3. Reference Configuration

Figure 1 below illustrates the test configuration. The test configuration shows an enterprise site
connected to Windstream SIP Trunking service via Avaya SBCE through the public IP network. For
confidentiality and privacy purposes, actual public IP addresses used in this testing have been
masked out and replaced with fictitious IP addresses throughout the document.

Located at the enterprise site is an Avaya IP Office 500v2 with the MOD DGTL STA16 expansion
which provides connections for 16 digital stations to the PSTN, the extension PHONE 8 card which
provides connections for 8 analog stations to the PSTN as well as 64-channel VCM (Voice
Compression Module) for supporting VolIP codecs. The LAN port of Avaya IP Office is connected
to the enterprise LAN while the WAN port is connected to the public IP network. Endpoints include
an Avaya 9600 Series IP Telephone (with H.323 firmware), Avaya 11x0 Series Desk Phone (with
SIP firmware), an Avaya 9508 Digital Telephones, an Avaya Symphony 2000 Analog Telephone
and an Avaya Communicator for Windows. A separate Windows PC runs Avaya IP Office Manager
to configure and administer the Avaya IP Office.

Mobility Twinning is configured for some of the Avaya IP Office users so that calls to these user
phones will also ring and can be answered at the configured mobile phones.
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ﬁ'ﬁ \ Windstream (Metaswitch)
Mobllc“ﬁin; it = ".\_\C/\pjlrn \'—\) Slp Tru n ki ng
: > 192.168.49.126
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Figure 1: Test Configuration for Avaya IP Office with Windstream (Metaswitch) SIP
Trunking Service

For the purposes of the compliance test, Avaya IP Office users dialed a short code of 9 + N digits to
send digits across the SIP trunk to Windstream. The short code of 9 was stripped off by Avaya IP
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Office but the remaining N digits were sent unaltered to Windstream. For calls within the North
American Numbering Plan (NANP), the user would dial 11 (1 + 10) digits. Thus for these NANP
calls, Avaya IP Office would send 11 digits in the Request URI and the To field of an outbound SIP
INVITE message. It was configured to send 10 digits in the From field. For inbound calls,
Windstream SIP Trunking sent 10 digits in the Request URI and the To field of inbound SIP
INVITE messages.

Additionally, the reference configuration included remote worker functionality, introduced with
Avaya IP Office 9.1.1 with Avaya SBCE. A remote worker is a SIP endpoint that resides in the
untrusted network, registered to IP Office via the Avaya SBCE. Remote workers feature the same
functionality as any other endpoint within the enterprise. This functionality was successfully tested
during the compliance test, using the Avaya Communicator for Windows using TLS and SRTP. The
configuration tasks required to support remote workers are referenced in Section 11.
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4. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration provided:

Avaya Telephony Components

Enterprise (running on Portwell CAD-0208
platform)

Equipment Release
Avaya IP Office 500v2 9.1.1.0 build 10
Avaya IP Office Manager 9.1.1.0 build 10
Avaya Voicemail Pro for IP Office 9.1.1.0 build 10
Avaya Session Border Controller for 6.3.2-08-5478

Avaya 11x0 IP Telephone (SIP)

SIP11x0e04.04.18.00

Avaya 9630G IP Telephone (H.323)

Avaya one-X® Deskphone Edition S3.2

Avaya Communicator for Windows 2.0.3.30
Avaya Digital Telephone (9508) 8.44
Avaya Symphony 2000 Analog Telephone N/A

Windstream SIP Trunking Service Components

Component Release
MetaSwitch 8.1.0 Patch B
EdgeMarc 4570 SBC Version 11-16-13

Note: Compliance Testing is applicable when the tested solution is deployed with a standalone IP
Office 500 V2 and also when deployed with all configurations of IP Office Server Edition without

T.38 Fax Service.
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5. Configure IP Office

This section describes the Avaya IP Office configuration to support connectivity to Windstream SIP
Trunking service through Avaya SBCE. Avaya IP Office is configured through the Avaya IP Office
Manager PC application. From a PC running the Avaya IP Office Manager application, select Start
- Programs - IP Office = Manager to launch the application. Navigate to File = Open
Configuration, select the proper Avaya IP Office system from the pop-up window, and log in with
the appropriate credentials. A management window will appear similar to the one shown in the next
section. The appearance of the IP Office Manager can be customized using the View menu. In the
screens presented in this section, the View menu was configured to show the Navigation pane on the
left side, the Group pane in the center, and the Details pane on the right side. These panes will be
referenced throughout the Avaya IP Office configuration. Proper licensing as well as standard
feature configurations that are not directly related to the interface with the service provider (such as
LAN interface to the enterprise site and IP Office Video Softphone support) is assumed to be already
in place.

5.1. LAN Settings

In the sample configuration, the DevCon IPO2 was used as the system name and the WAN port was
used to connect the Avaya IP Office to the public network. The LAN2 settings correspond to the
WAN port on the Avaya IP Office. To access the LAN settings, first navigate to System (1) =
DevCon IPO2 in the Navigation and Group Panes and then navigate to the LAN2-> LAN Settings
tab in the Details Pane.

Set the IP Address field to the IP address assigned to the Avaya IP Office WAN port.
Set the IP Mask field to the mask used on the public network.

All other parameters should be set according to customer requirements.

Click OK.

S,le:udu. LAN2 |IDNS | Vescemsail | Telephony | Directory Services | System Events [ SMTP | SMOR | Twinaing | vEM  + |+

1P Offices System [ = DevCon IPO 2 v
Name

DevCon IPO 2 -
e 71__.'.r. ettngs | VolP | Network Topoiogy

P Address 10 10 S8 113

P Mask 255 255 55 224

Primary Trans. IP Address ¢ 0 0

x5 Firewall Profile «None» .

® .

A, RAS) FIP Mode Noow .

@ Incoming Cali Route

@ WAN Port () Eneble NAT

- Dv

£ Tin Number Of DHCP P Addresses 1

g Fir DHCP Mode

e :: ant Dalin & Disabled Achvanced

e L

- —_—

v | ’ Help
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Select the Vol P tab as shown in the following screen.

e The H323 Gatekeeper Enable box is checked to allow the use of Avaya IP Telephones
using the H.323 protocol, such the 9600-Series IP Telephones used in the sample
configuration.

e The SIP Trunks Enable box must be checked to enable the configuration of SIP trunks to
Windstream.

e The SIP Registrar Enable box is checked to allow Avaya IP Office Video Softphone usage.
e The RTP Port Number Range can be customized to a specific range of receive ports for the
RTP media. Based on this setting, Avaya IP Office would request RTP media be sent to a
UDP port in the configurable range for calls using LAN2. The specific values used for the

compliance test are shown in the example below.

e Layer 4 Protocol is set to UDP port 5060.

e All other parameters should be set according to customer requirements.

e Click OK.

1P Offices A][_MIEE 7 DevCon IPO 2 v
R 800TP @) Name LAN2

) System | LANL ONS | Voscemail | Telephony | Deectory Services | System Events | SMITP | SMDR | Twinning | VCM
¢~ Operator 3) @ DevCon PO 2
NeuCon PO | LAN Settings | VoIP | | Netwoek Topoiogy

T{ Line (10) [ ¥ H323 Gaekeeper Enable l

Centrol Unit (4 Auto-creste Bxtn Austo-create Use H323 Rerncte Extn Enabie
& Extenucn 42)
‘ User (44)

& Group )

¢ Shoet Codle (66) ¥| SP Trunks Enable
@ Secvice 0)
& RAS 1) 4 5IP Registeae Enabile
@ Incoming Cali Route ( |
@ WANPort @)

= Directocy )

Auto-create Extn/User SIP Remote Extn Ensbile

- - Domain Name
Tune Predile (D) [

s Frewall Prefile (1) 0 " 0

41 uoe UDP Pory 5080
B 1P Route (2)
&% Lccount Code 00} Layer & Protoco J| TCP 1CP Poat 5060
W License (62)
™ Tunnel [0 v s TLSPort 5061
i User Rignts @)
¢ ARS (23 Challenge Bxpiry Time (secs) 10
% Location (0)
{8 Authcrization Code (0|

RTP
Port Number Range

Minimum 3152 ¢ Mamum 53246

Port Number Range (NAT)

Minimwm &1s2 - Maximum $3246

7 Erable RTCP Montorang on Port 5005

RTCP collector IP sddress for phomes

Keepakves
Scope RTP w  Perodic timecut 30
Inibal keepabves Erabied - -
Help
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On the Network Topology tab in the Details Pane, configure the following parameters:

e Select the Firewall/NAT Type from the pull-down menu that matches the network
configuration. No firewall or network address translation (NAT) device was used in the
compliance test as shown in Figure 1, so the parameter was set to Open Internet. With this
configuration, STUN will not be used.

e Set Binding Refresh Time (seconds) to 60. This value is used as one input to determine the
frequency at which Avaya IP Office will send SIP OPTIONS messages to the service
provider.

e Set Public IP Address to the IP address of the Avaya IP Office WAN port. Public Port is
set to 5060.

e All other parameters should be set according to customer requirements.

e Click OK.

IPOffices | System ||:= DevCon IPO 2 e Ik

-~ R BOOTP (8) [ Name: Systemn | LANL ||-N\12 | | DNS | Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR | Twinning | )
s “= DevConIPO 2

| LAN Settings | Vol | Network Topology | |

MNetwork Topelogy Discovery

""" “= Control Unit (4] STUN Server Address 10.10.10.10 STUN Port 3478 -
----- 4 Extension (42)
----- Ser rewall/ e en Internet w7
User (44) Fi I/MAT Typ OpenI

..... .ﬂ Group (7) =
..... % Short Code (66) Binding Refresh Time (seconds) 60 =
----- D Service (0)
..... ublic ress un ance

oL RAS (1) Public IP Add 10 10 98 113 Run 5TUN C |
----- @ Incoming Call Route =
----- £8 WAN Port (0) Public Port

----- == Directory (0)

£ Time Profile (0) uoe 0% =
----- @ Firewall Profile (1) =
Tcp 5060 =
----- Bl 1P Route (2)
----- @m Account Code (0) TLS 5061 =
----- e License (42)
""" @& Tunnel (0) [] Run STUN on startup
----- §2 UserRights (8) a
..... “¢ ARS (2) < T s

----- &5 Location (0)

----- 28 Authorization Code :

In the compliance test, the LANL1 interface was used to connect the Avaya IP Office to the enterprise
site IP network. The LANL1 interface configuration is not directly relevant to the interface with
Windstream SIP Trunking service, and therefore is not described in these Application Notes.
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5.2. System Telephony Settings
Navigate to the Telephony - Telephony Tab in the Details Pane.

e Choose the Companding Law typical for the enterprise location.

e For North America, ULAW is used.

e Uncheck the Inhibit Off-Switch Forward/Transfer box to allow call forwarding and call
transfer to the PSTN via the service provider across the SIP trunk.

e Click OK.
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B 1 Route 2y
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8 Location ()
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v
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de lecytion specit

f

Drup Eenal Only Impeoenptu Conference

Visusky Differentiste Stemal Coll

Unzopervinad Anslog Trunk Daconnect Handing

¥1 High Quadity Canfeencing

Defaut Currancy usp -
Defau Narew Pricrity Faver Trunk -
Madia Comsection Presesvaticn Ouatied -
Phene Falback Marrual -

7| Digital/Ansdogue Auto Creste User

Loge Code Complessy
Enforcement

Dwectery Ovenides Baring

QT; Reviewed:
SPOC 9/22/2015

Solution & Interoperability Test Lab Application Notes
©2015 Avaya Inc. All Rights Reserved.

10 of 54

WSMIPO911SBC632




5.3. Twinning Calling Party Settings

When using twinning, the calling party number displayed on the twinned phone is controlled by two
parameters. These parameters only affects twinning and do not impact the messaging or operation of
other redirected calls such as forwarded calls. The first parameter is the Send original calling party
information for Mobile Twinning box on the System=>Twinning tab. The second parameter is the
Send Caller ID parameter on the SIP Line form (shown in Section 5.4).

e For the compliance testing, the Send original calling party information for Mobile
Twinning as shown below was unchecked. This setting allows Send Caller 1D parameter
that was set in Section 5.4 to be used.

e Click OK.
IPOffices | System |[:= DevCon IPO 2 o v
R BoOTP®) Name | System Events | SMTP | sMDR | [Twinning] vcM | Codecs | volP Security | Contact Cent + | »

¢ Operator (3) < DevCon IPO 2

) DevConIPO 2 | [ Send ariginal calling party information for Mobile Twinning |
[*-,‘ SE. stem (l]l Calling party infoermation for
----- T4 Line (10} Mobile Twinning

----- “Zr Control Unit (

""" A8 Extension (42)
----- § Userd) I:l
Tl o~

e T
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5.4. Administer SIP Line

A SIP line is needed to establish the SIP connection between Avaya IP Office and Windstream SIP
Trunking service. The recommended method for configuring a SIP Line is to use the template
associated with these Application Notes. The template is an .xml file that can be used by IP Office
Manager to create a SIP Line. Follow the steps in Section 5.4.1 to create the SIP Line from the
template.

Some items relevant to a specific customer environment are not included in the template or may
need to be updated after the SIP Line is created. Examples include the following:

e |P addresses.

e SIP Credentials (if applicable).

e SIP URI entries.

e Setting of the Use Network Topology Info field on the Transport tab.

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary after
the SIP Line is created via the template. The resulting SIP Line data can be verified against the
manual configuration shown in Section 5.4.2.

Also, the following SIP Line settings are not supported on Basic Edition:
e SIP Line — Originator number for forwarded and twinning calls
e Transport — Second Explicit DNS Server
e SIP Credentials — Registration Required

Alternatively, a SIP Line can be created manually. To do so right-click Line in the Navigation Pane
and select New = SIP Line. Then, follow the steps outlined in Section 5.4.2.

5.4.1. Create SIP line from Template

1. Copy the template file to the computer where IP Office Manager is installed. Rename the
template file to AF_Windstream_Metaswitch_ASBC_SIPTrunk.xml. The file name is
important in locating the proper template file in Step 5.

2. Verify that template options are enabled in IP Office Manager. In IP Office Manager,
navigate to File = Preferences. In the IP Office Manager Preferences window that appears,
select the Visual Preferences tab. Verify that the box is checked next to Enable Template
Options. Click OK.

%" IP Office Manager Preferences Ii&]

| Preferences l Directories | Discovery | Visual Preferences | Security | Validation

Icon Size IVSmalI -

[¥] Multiline Tabs
[¥] Enable Template Options

|| Enable Template Creation

OK l \ Cancel I l Help

(s
\_/
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3.

Import the template into IP Office Manager.

From IP Office Manager, select Tools = Import Templates in Manager. This action will
copy the template file into the IP Office template directory and make the template available
in the IP Office Manager pull-down menus in Step 5. The default template location is
C:\Program Files\Avaya\lP Office\Manager\Templates.

%™ Avaya IP Office Manager DevCon IPO 2 [9.1.100.10] [Administrator{Administrator)] =i
File Edit View | Tools | Help
DevCon IPO 2 Extension Renumber... v iR P2 7] | ] 2%
Line Renumber... - = ;
IP Offices ' = SIP Line - Line 19 g X | v]|=<]>
Connect To... = —
~& BOOTP (8) Bxpoit » L'rl ||| SIP Line Uransport{SIP URIIVOIP IT38 FaxlSIP Credentials}SIP AdvancedlEngineeringll
1% Operator (3) 5 ) PR %
=% DevConIPO 2 SCN Service User Management ) PR‘! iz Number 19 = In'
% System (1) B Held Validati E
~+17 Line (10) i s i p”i ITSP Domain Name avayalab.com Ch
“= Control Unit MSN Configuration [
& Extension (4 s 2 —1|| URIType SIP = Sife
; i User (44) Print Button Labels [ m ] ’
438 Group (7) L Import Templates in Manager ‘ ‘
8% Short Code (ooy Ne— a4 Lot |

In the pop-up window that appears (not shown), select the directory where the template file
was copied in Step 1. After the import is complete, a final import status pop-up window will
appear (not shown) stating success or failure. Then click OK (not shown) to continue. If
preferred, this step may be skipped if the template file is copied directly to the IP Office
template directory.

navigate to New = New SIP Trunk from Template.

To create the SIP Trunk from the template, right-click on Line in the Navigation Pane, then

E Avaya IP Office Manager DevCon IPO 2 [9.1.100.10] [Administrator(Administrator)]

(2| E ]

File Edit View Tools Help
DevCon PO 2 - Line - 19 e 2 H
IP Offices Line = SIP Line - Line 19 e - | X | v | <>
‘S BOOTP @8) Line Number  Line Type Lir # {1 SIP Line 3TransportISIP URIIVOIP |T38 FaxISIP Credentials[SlP AdvancedIEngineeringl[
i Operator (3) .18 SIP Line =
=-*=9 DevConIPO 2 19 S In'—
9 SIFIE = n
%5y System (1) :20 S ] New » -
47 Line (10) o I avayalab.com Ch
 Control Unit 4) w21 SIF[:] New SIP Trunk from Template ‘
48 Extension (42) w22 H3 (4] Create SIP Trunk Template ISIP v] Se _
@ User (44 ;
& Rl o ¥ cut Ctrl+X :
= ] Group (7) 24 H2
--@% Short Code (66) 2 153 Copy Ctrl+C Hel
@ Service (0) < m. | Pasta e
oz RAS (1) o QIR i
i e Incoming Call Route (13 7<  Delete Ctrl+Del
i i WAN Part (0) Cenfigurati.., v Validate
@& Directory (0) P e s Ctrl+T
£ Time Profile (0) A\ DevConlIPO LONRELL KD LD the default password. Outsiders may access your system,
& Firewall Profile (1) New from Template (Binary)
-~ [ill 1P Route (2) Export as Template (Binary)
@ Account Code (0)
- License (42) Show In Groups
i Tunnel (0)
§2 UserRights (8) Customize Columns...
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5. In the subsequent Template Type Selection pop-up window, select United State from the
Locale pull-down menu and select Windstream from the Service Provider pull-down menu

as shown below. These values correspond to parts of the file name
(AF_Windstream_Metaswitch_ ASBC _SIPTrunk.xml) created in Step 1. Click Create

new SIP Trunk to finish creating the trunk.

" Template Type Selection =Hae X
Locale United States (US English
Service Provider | Windstream v} [] Display Al
| Create new SIP Trunk ] ‘ Cancel ]

6. Once the SIP Line is created, verify the configuration of the SIP Line with the configuration
shown in Sections 5.4.2.
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5.4.2. Create SIP Line Manually

To create a SIP line, begin by navigating to Line in the left Navigation Pane, then right-click in the
Group Pane and select New - SIP Line. On the SIP Line tab in the Details Pane, configure the
parameters as shown below:

e Set ITSP Domain Name to the enterprise domain so that IP Office uses this domain as the
host portion of SIP URI in SIP headers such as the From header.

e Set Send Caller ID to P Assert ID. For the compliance test, this parameter was used for
caller ID in the case of Call Forwarding and Twinning.

e Check the In Service box.

e Set URI Type as SIP for SIP trunk to service provider via Avaya SBCE.

e Check the Check OOS box. With this option selected, IP Office will use the SIP OPTIONS
method to periodically check the SIP Line.

e Default values may be used for all other parameters.

The area of the screen entitled Redirect and Transfer is used to enable/disable SIP REFER for call
transfers. In the compliance test, Re-INVITE and REFER methods are supported by Windstream.
Therefore, the value “Auto” is selected from the drop-down menu for Incoming and Outgoing
Supervised REFER. Click OK.

§= _8IP Line - Line 19 o -3l X v

| 5P if“’Jun!‘-‘.m‘D’ UK Vo | 138 Fox | SP Crederniis SIP Advanced | Engmesng

TR AR

]
- Ounlry Cod de " ! f ’
IR - hcaming S ] < ]
N Priznity Syvtem Defout A B

Mtgong Blnd RIFER

taelp
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Select the Transport tab.

e The ITSP Proxy Address is set to internal IP Address of Avaya SBCE. As shown in Figure
1, this IP Address is shown in capture below.

¢ Inthe Network Configuration area, UDP is selected as the Layer 4 Protocol, and the Send
Port is set to the port number of Avaya SBCE.

e The Use Network Topology Info parameter is set to LAN 2. This associates the SIP Line
with the parameters in the System - LAN2 - Network Topology tab.

e Other parameters retain default values in the screen below.

e Click OK.
IP Offices | Line e SIP Line - Line 19* ek -® X v <>
& BOOTP @) Line Number _ Line Type || [gpp Line [Transport sip RI|VolP [ T38 Fax|SIP Credentials| SIP Advanced|Enginesring
=_:" Operator (3) 1 PRI 24 (Un| |[ —— — =
25 )IE)-e‘vCon PO 2 2 PRI 24 (Un | ITSP Proxy Address  10.10.97.174 l =
| i.-, Line Eoi ] w17 P OfficeL T
2 Control Unit (4) (218 SIP Li ofe Lomguranon
4 Exdension 42) |19 SIP Line Layer 4 Protocol [U[)p .] Send Port 15060 z
£ Usery) 20 SIP Line £|
2% Group () w21 SIP Line Use Network Topelegy Info [LANZ vI Listen Port (5060
8% Short Code (66) 2
@ Service (0) ;22 H323 Line »
- w23 SIP Li Explicit DNS Server(s) 0 0 0 0 0 0 0 0
ok RAS (1) g ine
@ Incoming Call R | "&: 24 H323 Line Calls Route via Registrar  [V]
8 WAN Port (0)
@& Directory (0)
£ Time Profile (0) AT : <
@@ Firewall Profile ( S I ] 4 »
IP Route (2)
: ﬁccountiodE( T - ” oK ] [ Cancel ] ( Help }
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A SIP URI entry must be created to match each incoming number that Avaya IP Office will accept
on this line. Select the SIP URI tab, click the Add button, and then New Channel area will appear
at the bottom of the pane. To edit an existing entry, click an entry in the list at the top, and click the
Edit... button. In the example screen below, a previously configured entry is edited. For the
compliance test, a single SIP URI entry was created that matched any DID number assigned to an
Avaya IP Office user. The entry was created with the parameters shown below:

e Viafield is pre-populated by IP Office.

e Set Local URI, Contact and Display Name to Use Internal Data. This setting allows calls
on this line which SIP URI matches the number set in the SIP tab of any User as shown in
Section 5.6.

e For PAI and Registration, select None.

e Associate this line with an incoming line group in the Incoming Group field. This line
group number will be used in defining incoming call routes for this line. Similarly, associate
the line to an outgoing line group using the Outgoing Group field. For the compliance test, a
new incoming and outgoing group 19 was defined that only contains this line (line 19).

e Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed using
this SIP URI pattern.

e Click OK.

The following capture is the SIP URI entry for Channel 1.

| Line E SIP Line - Line 18 o8 X v
Line Number  Line Type Line Sull | gip Line lm\w@cul | 138 Fau| SP Credestials | SIP Advanced  Engineering
”~1 PE1 24 (Universal) PRI :

PRI U 0 PRI Channed  Groups Vo LocolURI Contact Display Meme PAL Credential MaeCats
e Mivernial)

1P Office Line Propeier]|| | 19 19 L . OaMom. I
P L 2 19 19 1. 501287, No. ©<Non. 10

Ede Channet

Via 1010.96.413 oK |

Local URL Use Internal Dats Cancel

Contact oo Internal Dt v

Dizplay Name v Dritmtnad Dado -

pal = .

Regutration 0: «None> -

Incaming Group 19

Outgoing Group 19

May Calls per Channel 10

Help
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SIP URI entry Channel 2 was similarly created for incoming calls to a pre-define DID numbers, as
shown in capture below, to access to Feature Name Extension 00 (FNEQO. The Short Codes for
FNEOO was defined in Section 5.5 to provide Dial Tone and Mobile Callback for mobility extension.

The Channel 2, as shown in the screenshot below, was configured with following parameters.

e Viafield is pre-populated by IP Office.

e Setthe Local URI to pre-define DID number.

e Set Contact and Display Name to Use Internal Data. This setting allows calls on this line
which SIP URI matches the number set in the SIP tab of any User as shown in Section 5.6.

e For PAI and Registration, select None.

e Associate Incoming Group and Outgoing Group to SIP Line 19.

e Set the Max Calls per Channel field to 10.

e Other parameters retain default values.

e Click OK.

The following capture is the SIP URI entry for Channel 2.

IPOffices Line [= SIP Line - Line 19 et -m X v«
& B0OTP @) | Line Numbes  Line Type | ‘SIP Line: Transpord SIP UR] NolP 1738 Fax!SIP Credentiais' SIP iWan(od.‘ingmeenng
¢ Operator (3} | 1 PRI :4.1,'m\-m-‘,
w ‘L'\c-.“Ccn P02 i -2 PRI ‘.u'”.."w% Channel Groups Via Local Rl Comtact Dusplay Neme PAl Credentind  Max Cails Add
[ w17 P Office Line 1 19 19 1 N.. @ <Non. 10 —
| cmove
Tontral Urat () | w18 SIP Line | 19 19 1 AT N &edlon_ 10 o
|
& Extension (42) k | £an '
i ey (w2 SIP Line ‘
8 Geowp 7 {2t SIP Line
B Short Code (66] | B
@ Service ) | iz H3E Line
& RAS(1) | ™23 SiP Line
e Incomeng Ca¥ Route (1 } - M H323 Line
& ViAN Port ()
. Dyrectory 0)
Tirmve Profie ()
@ Firewsl Profile (1)
Edit Channel ~ o
o Account Code 00) Vi 103088113
W License 42) Cane
& Tunad () Local U1 SD12871495 . Cancel
B User Righes (8)
et Conact e oterns Ot -
&5 Location [0 anta b [Use Evtaresed Data)
8% Authorzstion Code (0) Olspley Name p— %
pal =N v
Regestration 0: <None> g
Incoming Group 19
Outgoing Gioup 19
Max Cails per Channel 10 |
'
l e
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Select the VoI P tab to set the VVoice over Internet Protocol parameters of the SIP line. Set the

parameters as shown below:

e The Codec Selection can be selected by choosing Custom from the pull-down menu,
allowing an explicit ordered list of codecs to be specified. Select G.711 ULAW and G.729
codecs which is supported by the Windstream SIP Trunking service, in the Session

Description Protocol (SDP) offer.
e Set Fax Transport Support to G.711 from the pull-down menu.

e Setthe DTMF Support field to RFC2833 from the pull-down menu. This directs Avaya IP
Office to send DTMF tones using RTP events messages as defined in RFC2833.

e Uncheck the VoIP Silence Suppression box.
e Check the Re-invite Supported box.
e Default values may be used for all other parameters.
e Click OK.
IP Offices | i= SIP Line - Line 19 ef -E X[ v]<]|>

(ValP

'"a BOOTP (8) |SIP LinelTransportlSIP URI:

|T38 FaxlSIP Credentials|SIP Advanced | Engineering

Codec Selection ’Custom |

Unused Selscted

..... _ G.711 ALAW 64K . G.F11 ULAW 64K
[0 G.722 64K G6.729(a) 8K CS-ACELP

..... ~, 20 67231 6K3 MP-MLQ

[#H-2 Control Unit (4)
-4 Extension (42)

H-f User (44)
£
£

H-iaf Group (7) B

H-@% Short Code (56)

ol RAS (1) Fax Transport Support ’G.?ll

-] Incoming Call Route (13)
----- ¥8 WAN Port (0)

DTMF Support [RFc2833

ﬁ %’:S;g}f?i o Media Security [Disabled =
- Firewall Profile (1)
-l I Route (2)

----- m Account Code (0)
----- % License (42)

""" W& Tunnel (0)

-y User Rights (8)
& ARS (2)

[] VoIP Silence Suppression

Re-invite Supported

[7] Codec Lockdown
[T Allow Direct Media Path
Force direct media w)
PRACK/100rel Supported

[7] G711 Fax ECAN

----- &5 Location (0) ‘ m

----- m Authorization Code (0)

o o ) )
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5.5. Short Code

Define a short code to route outbound traffic to the SIP line. To create a short code, select Short
Code in the left Navigation Pane, then right-click in the Group Pane and select New. On the Short
Code tab in the Details Pane, configure the parameters for the new short code to be created. The
screen below shows the details of the previously administered “9ON;” short code used in the test
configuration.

e Inthe Code field, enter the dial string which will trigger this short code, followed by a semi-
colon. In this case, 9N; this short code will be invoked when the user dials 9 followed by
any number.

e Set Feature to Dial. This is the action that the short code will perform.

e Set Telephone Number to N”@avayalab.com”. This field is used to construct the Request
URI and To headers in the outgoing SIP INVITE message. The value N represents the
number dialed by the user. The host part following the “@” is the domain of the service
provider network.

e Setthe Line Group Id to the outgoing line group number defined on the SIP URI tab on the
SIP Line in Section 5.4. This short code will use this line group when placing the outbound

call.
e Set Locale to United State (US English).
e Click OK.
IP Offices | Short Code P 9ON;: Dial o -8 X[v <>
K BOOTP (8) Code Telephone Number  Feature # “Eho,tae'i
4 Operator (3) BX*57*N2 N Forward =
--%%7 DevConIPO 2 BXT0*NE N Dial Phy Code 9N;
“2) System (1) __ ) ]
~f7% Line (10) BTINE N Dial Phy Feature Dial v
= Control Unit (4) $%79000* "MAINTENANCE" Relay Or . I .
& Extension (42) #XOIN; N1 Record? ||| [Telephone Number sl ol
: User (44) @x*2N;  N"2" Record ! Line Group ID 19 >
$X*DSSN ";[0)151/ERR - "N Display !
§h°ff‘ C?Od)e 66 @X*SDN  "[0)151/ERR - "N Display | Locale United States (US »
&5 Service wrog —_io
& RAS() BXoN:  N"@192.168.49.125" | Dial
€9 Incoming Call Route (13) BXFNEOO 00 FINE Sen.
&2 WAN Port (0) ‘ ) T [ ok [ goncel | [ Hep
PO o NPT QR 11 1 £ 1114 13
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For incoming calls from mobility extension to FNE features hosted by IP Office to provide Dial
Tone functionality, Short Code FNEOO was created. The FNEOO was configured with the following
parameters.

e Inthe Code field, enter the FNE feature code as FNEOO for Dial Tone.

e Set the Feature field to FNE Service.

e Set the Telephone Number field to 00 for FNEOQO.

e Setthe Line Group ID field to 0.

e Retain default values for other fields.

e Click OK (not shown).

IP Offices | Short Code i= FNEOO: FNE Service e - x| v«
Code Telephone Number  Feature ||| Short Code
BRESTNE N Forward
. i Code FNEOD
Nz
2 Syetern 1) ““‘FO*N. N Dial Phy
= Control Unit (4) BXFNEDD 00 FNE Sen
& Extension (42) BxoIN: NI Record ! Telephone Number 0o
User (44) XN, N2 Record I Line Group ID 0 -
ol Shrth - @DSSM - "[0)151/ERR - "N Display |
PR OX*SDN  "[0JI51/ERR-"N  Display| Locale
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5.6. User

Configure the SIP parameters for each user that will be placing and receiving calls via the SIP line
defined in Section 5.4. To configure these settings, first select User in the left Navigation Pane, then
select the name of the user to be modified in the center Group Pane. In the example below, the name
of the user is “H323-29225”. Select the SIP tab in the Details Pane.

e The values entered for the SIP Name and Contact fields are used as the user part of the SIP
URI in the From header for outgoing SIP trunk calls. They also allow matching of the SIP
URI for incoming calls without having to enter this number as an explicit SIP URI for the
SIP line (Section 5.4). The example below shows the settings for user H323-29225. The SIP
Name and Contact are set to one of the DID numbers assigned to the enterprise from
Windstream.

e The SIP Display Name (Alias) parameter can optionally be configured with a descriptive
name.

e If all calls involving this user and a SIP Line should be considered private, then the
Anonymous box may be checked to withhold the user’s information from the network.

e Click OK.

IP Offices | User = Extn29225: 29225 R IEIRZEEE
i 'f‘ BOOTP (8) Name Extensin User Voicemail | DD | Short Codesl Source Mumbers | Telephonyl Forwarding |
;# Operator (3) §- Extn20225 29225 ; ; : ; ; -
2 DevCon IPO 2 §- B2 9736 DialIn | Voice Recording | Button Prograrmming | Menu Pregramming | Mobility |
r—r em (1 § Extn20227 20227 Group Membership | Announcements | SIP | | Personal Directory | Web Self—Administration|
09 Line (10) o
..... == Control Unit (4) §r Extn29233 29233 SIP Name 5012871490
""" A Extension (42) tﬁExtn29234 29234 =
----- § Usergy) §r Extn29235 20235 SIP Display Mame (Alias) H323-29225
..... G
..... 2 Groue 1 i Extn20236 2236 Contact 5012871490
B Short Code (56)
,,,,, @ senvice 0) § Extn29237 20237 |z
..... 4 RAS (1) §r Extn29238 29238
----- e Incoming Call Re §r Extn29239 29239 &7
""" ) WANPort (0) | §- Extn29240 29240 . m '
- Directory (0) §Extn29241 29241
----- £ Time Profile (0) e e o [ | |
;ﬁl | LD ¥ s : IIL L HE|p
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One of the H.323 IP Phones at the enterprise site uses the Mobile Twinning feature. The following

screen shows the Mobility tab for User H323-29225.

e The Mobility Features and Mobile Twinning boxes are checked.

e The Twinned Mobile Number field is configured with the number to dial to reach the
twinned mobile telephone, in this case 916139675281 including access code of 9.

e Other options can be set according to customer requirements.

e Click OK.
IP Offices | User 7 Extn20225: 29225° ef -8 X v <>
& BOOTP (8) Name Extension 1 | Butten Programming | Menu Programming ||M0bi|it}‘ I Group Membership | Announc * |+
Operator (3] § Extn2o2n 29224 -
DevConIPO 2 ﬁHExtnBEES 90225 | Muobility Features -
550 Syt . .
..... P L?::(Tm(l : - Exin20226 29226 Mebile Twinning
..... “= Control Unit (4) ﬁﬁE}dnEQE_‘E? 20227 'I?wmneld qulle MNumber 95139575281
_____ inn (42) ﬁﬁE}dnEQBB 20233 (including dial access code)
[ ..... User (44) ﬁﬁE}d:nEQBﬂl 20234 Twinning Time Profile <Mones 3
..... G
..... ™ Sr:zl;ltpC(ZLe 66) - Bxtn20235 20235 = Maobile Dial Delay (secs) 2
,,,,, @ service ) §-Extn29236 29236
_____ ol RAS (1) a,-,p_rtnzgzg? 20237 Mobile Answer Guard (secs) 0 = 1
----- @ Incoming Call Route (1 §r Extn29238 29238 o] |— W :
----- 9 WAN Port (1) - Extn20239 29239
""" & Directory (0] Extn29240 29240 -
47 Time Profile (0) ?" e [ ok JJ[ concel J[ neb
=
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5.7. Incoming Call Route

An incoming call route maps an inbound DID number on a specific line to an internal extension.
This procedure should be repeated for each DID number provided by the service provider. To create
an incoming call route, select Incoming Call Route in the left Navigation Pane, then right-click in
the center Group Pane and select New. On the Standard tab of the Details Pane, enter the
parameters as shown below:

e Set the Bearer Capacity to Any Voice.

e Setthe Line Group Id to the incoming line group of the SIP line defined in Section 5.4.

e Set the Incoming Number to the incoming number on which this route should match.
e Set Locale to United State (US English).
e Default values can be used for all other fields.
e Click OK.
IP Offices [ Incoming Call Route = 19 5012871490 EEIEI IR
BOOTP (8) Line Group ID' | Incoming Numb |Stﬂﬂdﬁrd||\u‘oice Recording | Destinations|
“ Operator (3] @0 =
=} DevilonIPO 2 @1
t[:i‘. E?‘:EECT(];:]‘] D1z Bearer Capability [Any Voice -
----- <= Control Unit (4) @19 5012871435 Line Group ID 19 -
----- A& Extension (42) @10 5012871492
""" a User (44) @19 5012871494 Incoming Mumber 5012871490
..... e
..... ;*,; Sr:zl;ltpc(z:;e (66) @19 5012871450 I Incoming Sub Address
_____ B service @) P19 5012871493 _ -
..... ¥ pAc 1y @19 5012871491 Incoming CLI
1 gii Locale [United states (Us English) -
----- @z Directory (0) Priori Tl —
--£7 Time Profile (0] gij oy [2-Low l
----- @ Firewall Profile (1) Tag
----- Kl IP Route (2) @2
..... &m Account Code (0) Hold Music Source ’Sy:tem Source vl
& License (42) . .
@& Tunnel (0) Ring Tone Override MNone - s
----- §5 User Rights (8) 4 [T 3
----- ¥ ARS (2)
----- i Location (0)
----- ) .ﬂ.?:':rll?inzfinn Codefm | 4 LLLJ 3 I:I

On the Destinations tab, select the destination extension from the pull-down menu of the
Destination field. In this example, incoming calls to 5012871490 on line 19 are routed to extension

29225. Click OK.

IP Offices \ Incoming Call Route || = 19 5012871490 i X vl<|>
K BOOTP @) Line GroupID  Incoming Nu = | Standard | Voice Recording ||D95ti”3ti0”5 I
i/ Operator (3) @10 5012871490 | , , — ,
DevCon IPO 2 elg 012571403 TimeProfile Destination Fallback Extension
i Incoming Call Route (L 3 4 Default Value 29225 Extn29225 - -
L%W‘I géi 5012871491 | [ | |[ | | |
28 Directory (0) i
£ Time Profile (0) n ] Help
5.8. Save Configuration
Navigate to File = Save Configuration in the menu bar at the top of the screen to save the
configuration performed in the preceding sections.
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6. Configure the Avaya Session Border Controller for
Enterprise

This section covers the configuration of the Avaya SBCE. It is assumed that the software has already
been installed. For additional information on these configuration tasks, see reference [4] and [5] in
Section 10.

The compliance testing comprised the configuration for two major components, Trunk Server for the
service provider and Call Server for the enterprise. Each component consists of a set of Global
Profiles, Domain Policies and Device Specific Settings. The configuration was defined in the Avaya
SBCE web user interface as described in the following sections.

Trunk Server configuration elements for the service provider - Windstream:
e Global Profiles:
o URI Groups
Routing
Topology Hiding
Server Interworking
Signaling Manipulation
o Server Configuration
e Domain Policies:
o Application Rules
o Media Rules
o Signaling Rules
o Endpoint Policy Group
o Session Policy
e Device Specific Settings:
o Network Management
Media Interface
Signaling Interface
End Point Flows - Server Flows
Session Flows

o O O O

@)
©)
@)
©)

Call Server configuration elements for the enterprise - IP Office:
e Global Profiles:
o URI Groups
o Routing
o Topology Hiding
o Server Interworking
o Server Configuration
e Domain Policies:
o Application Rules
o Media Rules
o Signaling Rules
o Endpoint Policy Group
o Session Policy
e Device Specific Settings:
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O O O O O

Network Management
Media Interface
Signaling Interface
End Point Flows = Server Flows
Session Flows

6.1. Log into the Avaya Session Border Controller for Enterprise

Use a Web browser to access the Avaya SBCE Web interface, enter https://<ip-addr>/sbc in the
address field of the web browser, where <ip-addr> is the management IP address.

Enter the appropriate credentials then click Log In.

for Enterprise

AVAYA

Session Border Controller

Log In

Username: U
Password esssssssssssse

[ Log In |

This system s restricted solely to authorized users for legitimate
businegss purposes only. The actual or attempted unauthorized access,
use or modifications of this system is strictly prohibited. Unauthorized
users are subject to company disciplinary procedures and or criminal
and civil penatties under state, federal or other applicable domestic and
foreign laws.

The use of this systam may be monitorad and recorded for
administrative and security reasons. Anyone accessing this system
expressly consents to such monitoring and recording, and Is advised
that if it reveals possible evidence of criminal activity, the evidance of
such activity may be provided to law enforcemant officials

All users must comply with all corporate Instructions regarding the
protection of information assets

@ 2011 - 2012 Avaya Inc, All rights reserved,

The Dashboard main page will appear as shown below.

Dashboard
Administration
Backup/Restore
System Management
> Global Parameters
Global Profiles

> PPM Services

> Domain Policies

=

> TLS Management
> Device Specific Settings

Dashboard

Session Border Controller for Enterprise AVAYA

Application DEBUG level log messages are currently enabled on one or more subsystems. Leaving this log level enabled

for extended periods of time may cause severe performance degradation.

sl Devics

y 11:33:17 AM EMS
System Time GMT-06-00 Refresh
mSBCE
Version 6.3.2-08-5478
. Thu Apr 2 06:51:39
Build Date EDT 2015
License State @ 0K

Aggregate Licensing Overages 0

Peak Licensing Overage Count 0

Alarms (past 24 hours) Incidents (past 24 hours)
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To view system information that has been configured during installation, navigate to System
Management. A list of installed devices is shown in the right pane. In the compliance testing, a
single Device Name mSBCE was already added. To view the configuration of this device, click the
View as shown in the screenshot below.

Session Border Controller for Enterprise AVAYA

Dashboard System Management
Administration

Backup/Restore

System Management | Devicesl” Updates | | SSL VPN | | Licensing

> Global Parameters Device ~Management

Version Status
Name IP
> Global Profiles 632
> PPM Services mSBCE 10109870 08-  Commissioned Reboot Shutdown Restart Application [View ] Edit Uninstall
5478

> Domain Policies

The System Information screen shows Network Settings, DNS Configuration and
Management IP information provided during installation and corresponded to Figure 1. The Box
Type was set to SIP and the Deployment Mode was set to Proxy. Default values were used for all
other fields.

System Information: mSBCE X

General Configuration Device Configuration r License Allocation
Appliance Name mSBCE HA Mode Mo Standard Sessions 0
Reguested: 0
Box Type SIP Two Bypass Mode Mo
il yp Advanced Sessions 0
Deployment Mode  Proxy RIS

Scopia Video Sessions
R 0

Reqguested:

Encryption

r Network Configuration

Public IP Netmask Gateway Interface
10.10.97.174 10.10.97.174 265255256192 10.10.97.129 Al
10.10.98.106 10.10.98.106 255255255224 10.10.98.97 B1
10.10.97.173 10.10.97.173 265265255192 10.10.97.129 Al
10.10.98.102 10.10.98.102 265255265 224 10.10.98.97 B1

r DNS Configuration r Management IP(s)
Primary DNS 10.10.98.60 IP 10.10.98.70

Secondary DNS
DNS Location DMZ

DNS Client IP 10.10.97.174
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6.2. Global Profiles
Global Profiles allows for configuration of parameters across all Avaya SBCE appliances.

6.2.1. Uniform Resource ldentifier (URI) Groups

URI Group feature allows user to create any number of logical URI groups that are comprised of
individual SIP subscribers located in that particular domain or group. These groups are used by the
various domain policies to determine which actions (Allow, Block, or Apply Policy) should be used
for a given call flow.

For this configuration testing, “*” is used for all incoming and outgoing traffic.

6.2.2. Routing Profiles

Routing profiles define a specific set of packet routing criteria that are used in conjunction with other
types of domain policies to identify a particular call flow and thereby ascertain which security
features will be applied to those packets. Parameters defined by Routing profiles include packet
transport settings, name server addresses and resolution methods, next hop routing information and
packet transport types.

To create a Routing profile, select Global Profiles & Routing then click on the Add Profile button
(not shown).

In the compliance testing, Routing profile SP-SC was created to be used in conjunction with Server
Flow (see Section 6.4.4) defined for IP Office. This entry is to route outgoing calls from the
enterprise to Windstream.

On the opposite direction, Routing profile EN-RP was created to be used in conjunction with Server
Flow (see Section 6.4.4) defined for Windstream. This entry is to route incoming calls from
Windstream to the enterprise.
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6.2.2.1 Routing Profile for Windstream

To display Edit Routing Rule dialog of Routing profile SP-RP, select Global Profiles & Routing:
SP-RP. As shown in the screenshot below, if there is a match on the SIP domain of the “To” header
with the URI Group “*” defined in Section 6.2.1, outgoing calls will be routed to the Next Hop
Server 1 as defined as 192.168.49.125 which is the IP address of Windstream Trunk Server, on port
5060. As shown in Figure 1, Windstream SIP Trunking was connected with transportation protocol
UDP. The other options were kept as default.

Profile : SP-RP - Edit Rule X

URI Group b [*] Time of Day default[~|
Lead Balancing Priority [*] NAPTR
Transport Mext Hop Priority
Mext Hop In-Dialog [ Ignore Route Header =
Add
Priority / Weight Server Configuration Next Hop Address Transport
1 SP-3C [»] [192.16849.125:5060 (UDF) [=] Delete

6.2.2.2 Routing Profile for Avaya IP Office

Similarly, Routing profile EN-RP was created to route incoming calls to the Next Hop Server 1 as
defined as 10.10.98.113 which is the IP address of IP Office, on port 5060 if there is a match on the
SIP domain of the “To” header with the URI Group “*” specified in Section 6.2.1. As shown in
Figure 1, IP Office was connected with transportation protocol UDP.

To display Edit Routing Rule dialog of Routing profile EN-RP, select Global Profiles & Routing:
EN-RP then click Edit (not shown).

Profile : EN-RP - Edit Rule X

URI Group T v Time of Day default «
Load Balancing v v  NAPTR
Transport None Next Hop Priority (]
Next Hop In-Dialog [ Ignore Route Header ]
Add

Priority / Weight Server Configuration Next Hop Address Transport

1 EN-SC +  10.10.98.113:5060 (UDP) v |[None | Delete

| Finish |

Note: The Routing Priority based on Next Hop Priority was checked to use the default settings.
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6.2.3. Topology Hiding

Topology Hiding is a security feature of the Avaya SBCE which allows changing certain key SIP
message parameters to ‘hide’ or ‘mask’ how the enterprise network may appear to an unauthorized
or malicious user.

To create a Topology Hiding profile, select Global Profiles > Topology Hiding then click on the
Add Profile (not shown).

In the compliance testing, two Topology Hiding profiles were created: SP-TH and EN-TH.

6.2.3.1 Topology Hiding Profile for Windstream

Topology Hiding profile SP-TH was defined for outgoing calls to Windstream to:
e Mask URI-Host of the “Request-URI” and “To” headers with service provider SIP domain
192.168.49.125 to meet the requirements of Windstream.

e Mask URI-Host of the “From” header to service provider SIP domain 192.168.49.125.

This implementation is to secure the enterprise network topology and also to meet the SIP
requirements from the service provider.

The screenshots below illustrate the Topology Hiding profile SP-TH.

Session Border Controller for Enterprise AVAYA
Dashboard Topology Hiding Preofiles: SP-TH
Administration Add [ Rename ” Clane H Delete ]
Backup/Restore ———
0 idin descripti
System Management poF'rgi)ifles g Click here to add a ption.
> (Global Parameters SP.TH Topology Hiding |
Global Pr_Oﬁles To_IPO_14 Header Criteria Replace Action Overwrite Value
Domain DoS To SP4 Via IP/Domain Auto
Fingerprint -
. SDP IP/Domain Auto -
Server Interworking
Phone Interworking To IP/Domain Overwrite 192.168.49.125
IMedia Forking Request-Line IP/Domain Owverwrite 192 168.49.125
Routing Refer-To IP/Domain Auto
Server Configuration
Referred-By IP/Domain Auto -
Topology Hiding
- . . - Record-Route IP/Domain Auto
Signaling Manipulation
URI Groups From IP/Demain Owverwrite 192.168.49.125
> PPM Services
Edit
> Domain Policies
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6.2.3.2 Topology Hiding Profile for IP Office

Topology Hiding profile EN-TH was defined for incoming calls to IP Office to:
e Mask URI-Host of the “Request-URI”, “To”, and “From” headers with the enterprise SIP
domain avayalab.com.
e |eave the “Record-Route”, “Via” headers and SDP to default Auto.

The screenshots below illustrate the Topology Hiding profile EN-TH.

Dashboard
JAdministration
Backup/Restore
System Management

Session Border Controller for Enterprise

Topology Hiding Profiles: EN-TH
Add

Topology Hiding Click here to add a description.
Profiles

AVAYA

[ Rename ” Clone H Delete ]

> Global Parameters default Topology Hiding
4 | Global Profiles
EN-TH Header Criteria Replace Action Overwrite Value
Domain DoS : - : i
g " Refer-To IP/Domain Auto -
Fingerprint
Server Interworking Via IP/Domain Auto —
Phone Interworking Record-Route IP/Domain Auto -
Media Forking Request-Line IP/Domain Overwrite avayalab.com
Rouing Referred-By IP/Domain Auto -
Server Configuration
o To IP/Domain Overwrite avayalab.com
Topology Hiding
Signaling Manipulation SDP IP/Domain Auto i
URI Groups From IP/Domain Overwrite avayalab.com
> PPM Services
> _Domain Policies
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6.2.4. Server Interworking

The Server Interworking profile features are configured differently for Call Server and Trunk Server.
To create a Server Interworking profile, select Global Profiles = Server Interworking then click
on the Add Profile button (not shown). In the compliance testing, two Server Interworking profiles
SP-SI and EN-SI were created for Windstream (Trunk Server) and IP Office (Call Server).

6.2.4.1 Server Interworking Profile for Windstream

Server Interworking profile SP-SI was defined to match the specification of Windstream. The
General and Advanced tabs were configured with the following parameters while the other tabs
Timers, URI Manipulation and Header Manipulation were kept as default. General settings are
being set as shown in capture bellow. Others are left as default.

Editing Profile: S5P-5I X

I @ Mone |
Hald Suppart RFC2843 - c=0.0.0.0
0 RFC3264 - a=sendonly

180 Handling @ MNone | SDP ' Mo SDP
181 Handling @ PMone | SDP ) Mo SDP
182 Handling @ MNone | SDP ) Mo SDP
183 Handling @ MNone | SDP O Mo SDP
Refer Handling Ol

LRI Group Mone

Send Hold
Fx¢ Handling [

Diversion Header Support
Delayed SOP Handling

Re-Invite Handling

e

T.38 Support
URI Scheme © TEL © ANY
Via Header Format @ RFC3261

) RFC2543

Mext
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Advanced settings are being set as shown in capture bellow and others are left as default.

Editing Profile: SP-5SI X

) Mone
Record Routes ) Single Side
| ® Both Sides |

Topology Hiding: Change Call-ID
Call-Info NAT

Change Max Forwards

Include End Point IP for Context Lookup
OCS Extensions

AVAYA Extensions

MORTEL Extensions

DDDDDEDH

Diversion Manipulation

Diversion Header URI

Metaswitch Extensions [l
Reset on Talk Spurt [
Reset SRTP Context on Session Refresh  [[]
Has Remote SBC
Route Response on Via Port ]
Cisco Extensions [l

Finish
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6.2.4.2 Server Interworking Profile for IP Office

Server Interworking profile EN-SI shown in the screenshots below, was similarly defined to match
the specification of IP Office with the exception of the support for Avaya Extensions was enabled.
General Settings are being set as shown in capture bellow and others are left as default.

Editing Profile: EN-5I X

General
@ Mone

Hold Support ) RFC2543 - c=0.0.0.0
) RFC3264 - a=sendonly

180 Handling @ MNone | SDP ) No SDP
181 Handling @ Mone | O SDP O No SDP
182 Handling @ None | SDP ) Mo SDP
183 Handling @ MNone | SDP ) Mo SDP
Refer Handling ]

URI Group Mone

Send Hold
Jx¢ Handling [

Diversion Header Support

Delayed SDP Handling [
Re-Invite Handling =
T.38 Support L]
URI Scheme @ SP| O TEL O ANY
Via Header Format q RFC3261

0 RFC2543

Mext
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Advanced settings are being set as shown in capture below and others are left as default.

Editing Profile: EN-5I X

) Mone
Record Routes ) Single Side
| @ Both Sides |
Topology Hiding: Change Call-ID
Call-Info NAT (]
Change Max Forwards
Include End Paint IP for Context Lookup [
OCS Extensions [l
AVAYA Extensions
NORTEL Extensions O
Diversion Manipulation [l
Diversion Header UR
Metaswitch Extensions O
Reset on Talk Spurt [l
Reset SRTP Context on Session Refresh  [[]
Has FRemote SBC
Route Response on Via Port [
Cisco Extensions [l
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6.2.5. Server Configuration

The Server Configuration screen contains four tabs: General, Authentication, Heartbeat, and
Advanced. These tabs are used to configure and manage various SIP Call Server specific parameters
such as TCP and UDP port assignments, heartbeat signaling parameters, DoS security statistics and
trusted domains.

To create a Server Configuration entry, select Global Profiles > Server Configuration then click
on the Add Profile button (not shown).

In the compliance testing, two separate Server Configurations were created, server entry SP-SC for
Windstream and server entry EN-SC for IP Office.

6.2.5.1 Server Configuration for Windstream

The Server Configuration SP-SC was added for Windstream, it is discussed in detail below. The
General and Advanced tabs were provisioned. The Heartbeat tab, however, was disabled (default)
to allow the Avaya SBCE to forward the OPTIONS heartbeat originated from IP Office to
Windstream, to query for the status of the SIP Trunk. The Authentication tab was also kept disabled
(default). The General setting for Server Configuration SP-SC is being set as shown in the
following capture.

Session Border Controller for Enterprise AVAYA
4 | Global Profiles . .
. Server Configuration: SP-SC

Domain DoS

Fingerprint Add [ Rename H Clone ][ Delete ]

Server Interworking Server Profiles |Genera| || Authentication || Heartbeat || Advanced || Do$ Whitelist || DoS Protection |

Phone Interworking SP-SC

) . Server Type Trunk Server
Media Forking PO 14
Routing B IP Address / FQDN Port Transport
SP4
|Server Configuration | 192.168.49.125 5060 UDP

The Advanced setting is being set as shown in capture. Where the SP-SI Interworking Profile is
selected as defined in Section 6.2.4.1.

Session Border Controller for Enterprise AVAYA
4 Global Profiles | Server Configuration: SP-SC
Domain DoS Add [ Rename H Clone H Delete ]
Fingerprint . . o .
. General | | Authentication | | Heartbeat |H€\dvancedl|| DoS Whitelist | | DoS Protection |
Server Interworking
; IPO
Phone Interworking Enable DoS Pratection
Media Forking SP-5C _
Routing Enable Grooming (]
Server Configuration Interworking Prafile
Topology Hiding Signaling Manipulation Script Mone
Signaling Manipulation Connaction Type SUBID
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6.2.5.2 Server Configuration for Avaya IP Office

The Server Configuration EN-SC was similarly created for IP Office. It is discussed in detail below.
Only the General and Advanced tabs required provisioning. The Heartbeat tab was kept disabled
(default) to allow the Avaya SBCE to forward the OPTIONS heartbeat from Windstream, to IP
Office, to query for the status of the SIP Trunk. The General setting for Server Configuration EN-
SC is being set as shown in the following capture.

Session Border Controller for Enterprise AVAYA
Dashboard Server Configuration: EN-SC
Administration [ Rename H Clone H Delete ]
Backup/Restore
) |Genera| "| Authentication I | Heartbeat l | Advanced l

4 Global Profiles TR -

Domain DoS Server Type Call Server

- IP Address / FQDN Por Transport

Server Interworking

3 10.10.98.113 5060 UDP
Phone Interworking
Media Forking 10.10.98.113 5060 TCP
Routing

lServer Configuration I

The Advanced setting is set, as shown in the following capture. The EN-SI Interworking Profile is
selected as defined in Section 6.2.4.2.

Session Border Controller for Enterprise AVAYA
Dashboard Server Configuration: EN-SC
Administration Add [ Rename H Clone H Delete ]
Backup/Rest
S;;eur: Meai :;ment General ' | Authentication ‘ | Heartbeat | I Advanced ] I

EN-SC

> Global Parameters
[ Global Profiles

Enable DoS Protection [

: i ™
Domain DoS Enable Grooming Wl
Fingerprint Interworking Profile EN-SI
Server Interworking Signaling Manipulation Script None
fhone Renmofiony Connection Type SUBID

Media Forking

Routing

| Server Configuration ]
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6.3. Domain Policies

The Domain Policies feature configures various rule sets (policies) to control unified
communications based upon criteria of communication sessions originating from or terminating at
the enterprise. These criteria can be used to trigger policies which, in turn, activate various security
features of the Avaya SBCE security device to aggregate, monitor, control and normalize call flow.
There are default policies available for use, or a custom domain policy can be created.

6.3.1. Signaling Rules

Signaling Rules define the action to be taken (Allow, Block, Block with Response, etc.) for each
type of SIP-specific signaling request and response message. When SIP signaling packets are
received by the Avaya SBCE, they are parsed and “pattern-matched” against the particular signaling
criteria defined by these rules. Packets matching the criteria defined by the Signaling Rules are
tagged for further policy matching.

To clone a signaling rule, navigate to Domain Policies = Signaling Rules, select the default rule
then click on the Clone Rule button (not shown).

In the compliance testing, two Signaling Rules were created for Windstream and IP Office.

6.3.1.1 Signaling Rule for Windstream

Cloning the Signaling Rule default with a descriptive name e.g. SP-SR and click on the Finish
button (not shown). Verify that General settings of SP-SR with Inbound and Outbound Request
were set to Allow, and Enable Content-Type Checks was enabled with Action and Multipart-
Action were set to Allow (not shown).

On the Signaling QoS tab, select the proper Quality of Service (QoS). The Avaya SBCE can be
configured to mark the Differentiated Services Code Point (DSCP) in the IP packet header with
specific values to support Quality of Services policies for signaling.

The following screen shows the QoS value used for the compliance testing.

Session Border Controller for Enterprise AVAYA

Global Parameters

Global Profiles
SIP Cluster Add Filter By Device.. [ Rename ||| Clone || Delete |

b Domain Policies Signaling Rules Click here to add a description.

Signaling Rules: SP-SR

icati SP-SR

iR General H Requests || Responses | ‘ Request Headers | | Response Headers ’ I Signaling QoS |
Border Rules
Media Rules Signaling QoS ™
Security Rules QoS Type DSCP

> . | DSCP EF
Time of Day Rules
End Point Policy  Edit
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6.3.1.2 Signaling Rule for IP Office

Cloning the Signaling Rule default with a descriptive name e.g. EN-SR for IP Office and click on
the Finish button (not shown). Verify that General settings of EN-SR with Inbound and Outbound
Request were set to Allow, and Enable Content-Type Checks was enabled with Action and

Multipart-Action were set to Allow (not shown). Similarly the Signaling QoS rules are set as
shown in Figure below.

Session Border Controller for Enterprise AVAYA

Dashboard Signaling Rules: EN-SR

Administration

Add Filter ByDevnce [ Rename H Clone H Delete ]

Backup/Restore
Signaling Rules Click here to add a description.
System Management
g L EN-SR

4 Domain Policies | l Requests ' I Responses ' l Request Headers I I Response Headers l | ISignaIing QoS ||

Application Rules _ucip

Border Rules ' g s

' Signaling QoS ¥

Media Rules

Security Rules QoS Type DSCP

Signaling Rules DSCP EF

Time of Day Rules

Edit
End Point Policy

6.3.1.3 Application Rule for Windstream

Cloning the Application Rule default with a descriptive name e.g. SP-AR for service provider and
click Edit button to change value of Maximum Concurrent Sessions and Maximum Session Per
Endpoint to 500 respectively as shown and then click Finish button (not shown).

Session Border Controller for Enterprise AVAYA

Dashboard Application Rules: SP-AR

Administration

Add Filter By Device... - Rename ” Clone ” Delete ]
Backup/Restore

Application

Click here to escription.
Systemn Management lick here to add a description

Rules

SPAR Application Rule

» Global Parameters

» Global Profiles
. Maximum
> PPM Services RW-AR

B ~ - Maximum Sessions
. i Application Type In Out I.,._.ni_.urre;nt R —
4 Domain Policies EN-AR s
Application Rules Audio 500
Border Rules
_ Video O |
Media Rules

Security Rules Miscellaneous

Signaling Rules

CDR Support MNone
End Point Policy
Groups RTCP Keep-Alive No
Session Policies -
Edit
mow .
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6.3.1.4 Application Rule for IP Office

Cloning the Application Rule default with a descriptive name e.g. EN-AR for IP Office and click
Edit button to change value of Maximum Concurrent Sessions and Maximum Session Per Endpoint
to 500 respectively as shown and then click Finish button (not shown).

Session Border Controller for Enterprise AVAYA

Dashboard Application Rules: EN-AR

Administration

Add Filter By Device... A Rename ” Clone H Delete ]

Backup/Restore

Application

Click here to add a description.

System Management Rules

I Global Parameters SPAR Application Rule

I Global Profiles

. RW-AR Maxamum - S
> PPM Services Application Type In  Out C rent Maximum Sessions
. . ' - Per Endpoint
4 Domain Policies EN-AR
| Application Rules Audio [ 500 500
Border Rules
_ Video B O
Media Rules

Security Rules

Miscellaneous

Signaling Rules

CDR Support Mone
End Point Policy
Groups RTCP Keep-Alive Mo
Session Policies
L Tl S Blanan t
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6.3.2. Endpoint Policy Groups

The rules created within the Domain Policy section are assigned to an Endpoint Policy Group.
The Endpoint Policy Group is then applied to Server Flow defined in Section 6.4.4.

Endpoint Policy Groups were separately created for Windstream and IP Office.

To create a policy group, navigate to Domain Policies = Endpoint Policy Groups and click on the
Add Group button (not shown).

6.3.2.1 Endpoint Policy Group for Windstream

The following screen shows SP-PG created for Windstream.

e Set Application Rule to SP-AR which was created in Section 6.3.1.3.
Set Media Rule to default-low-med.
Set Signaling Rule to SP-SR which was created in Section 6.3.1.1.
Set Border and Time of Day rules to default.
Set Security rule to default-high.

Session Border Controller for Enterprise AVAYA

Dashboard Policy Groups: SP-PG

Administration

Add Filter By Device... - Rename ” Clone ” Delete ]

Backup/Restore

. . Paolicy Groups Click here to add a description.
4 Domain Policies - b : o

SP_PG

Application Rules Hover over a row to see its description.

Border Rules

Media Rules Policy Group

Security Rules

Signaling Rules Order Application Border Media Security Signaling

End Point Policy T

Groups 1 | SP-AR default IG?,_ft'}p‘d default-high ~ SP-SR | Edit
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6.3.2.2 Endpoint Policy Group for IP Office

The following screen shows policy group EN-PG created for IP Office.

Set Application Rule to EN-AR which was created in Section 6.3.1.4.
Set Media Rule to default-low-med.

Set Signaling Rule EN-SR which was created in Section 6.3.1.2.

Set the Border and Time of Day rules to default.

Set the Security rule to default-high.

Session Border Controller for Enterprise AVAYA

Dashboard Policy Groups: EN-PG

4 Domain Policies

Add Filter By Device... - Rename ][ Clone H Delete ]

Application Rules

Border Rules Palicy Groups Click here to add a description.
Media Rules EN-PG Hover over a row to see its description.
Security Rules
Signaling Rules Policy Group
End Point Policy
Groups
- — Order Application Border Media Security Signaling
Session Policies
> TLS Management 1 EN-AR default pefault default-high  EN-SR Edit
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6.4. Device Specific Settings

The Device Specific Settings feature allows aggregate system information to be viewed and various
device-specific parameters to be managed to determine how a particular device will function when
deployed in the network. Specifically, it gives the ability to define and administer various device-
specific protection features such as Message Sequence Analysis (MSA) functionality and protocol
scrubber rules, end-point and session call flows, as well as the ability to manage system logs and
control security features.

6.4.1. Network Management

The Network Management page is where the network interface settings are configured and enabled.
During the installation process of the Avaya SBCE, certain network-specific information is defined
such as device IP address, public IP address, subnet mask, gateway, etc. to interface the device to the
networks. This information populates the various Network Management tabs which can be edited as
needed to optimize device performance and network efficiency.

Navigate to Device Specific Settings = Networks, under Networks tab and verify the IP addresses
assigned to the interfaces and that the interfaces were enabled. The following screen shows the
private interface was assigned to Al and the public interface was assigned to B1 appropriate to the
parameters shown in the Figure 1.

Session Border Controller for Enterprise AVAYA

* Global Parameters Network Management: mSBCE
> Global Profiles

* PPM Services

> Domain Policies Interfaces | ”Nemorks ||
» TLS Management mSBCE &J
4 Device Specific Settings Name Gateway Subnet Mask  Interface  IP Address
Network 10.10.97 174, "
Management Network A1 1010 97129 255265255192 A1 1041097173  Edit Delete
Media Interface 10.10.98.106,
Signaling Interface Network_B1 1010 98.97 255255255224 B1 10.1098.102.  Edit Delete
10.10.98.123
End Point Flows
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On the Interfaces tab, enable the interfaces connecting to the inside enterprise and outside service
provider networks. To enable an interface, click on “Disable” Status. The following screen shows
interface Al and B1 were Enabled.

Session Border Controller for Enterprise AVAYA

System Management Network Management: mSBCE
> Global Parameters

» (lobal Profiles

> PPM Services Devices |Interfaces | Networks|

> Domain Policies mSBCE Add VLAN
»_TLS Management Interface Name VLAN Tag Status
4 Device Specific Settings A1 Enabled

Network _

Management A2 Disabled

Media Interface | B1 Enabled |

6.4.2. Media Interface

The Media Interface screen is where the media ports are defined. The Avaya SBCE will open
connection for RTP traffic on the defined ports.

To create a new Media Interface, navigate to Device Specific Settings = Media Interface and
click on the Add Media Interface button (not shown).

Two separate Media Interfaces are needed for both the inside and outside interfaces. The following
screen shows the Media Interfaces InsideMedia and OutsideMedia were created for the compliance
testing.

Note: After the media interfaces are created, an application restart is necessary before the changes
will take effect.

Session Border Controller for Enterprise AVAYA
Dashboard Media Interface: mSBCE

Administration

Backup/Restore .

System Management Devices

* (Global Parameters

Maodifying or deleting an existing media interface will require an application restart before taking

> (Global Profiles effect. Application restarts can be issued from System Management.
> PPM Services
> Domain Palicies

MName Media IP Port Range

> TLS Management

[+ Device Speciic Sefings | InsideMedia 1010.97.174 35000 - 40000 Edit Delete
Network Managerment OutsideMedia 10.10.98.106 35000 - 40000 Edit Delete
InsideMediaRW/ 10.10.97.173 35000 - 55000 Edit Delete
Signaling Interface OutsideMediaRW/ 10.10.98.102 35000 - 55000 Edit Delete
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6.4.3. Signaling Interface

The Signaling Interface screen is where the SIP signaling port is defined. The Avaya SBCE will
listen for SIP requests on the defined port.

To create a new Signaling Interface, navigate to Device Specific Settings - Signaling Interface
and click on the Add Signaling Interface button (not shown).

Two separate Signaling Interfaces are needed for both inside and outside interfaces. The following
screen shows the Signaling Interfaces InsideSIP and OutsideSIP were created in the compliance
testing with UDP/5060 configured for inside and outside interfaces.

Session Border Controller for Enterprise AVAYA
Dashboard Signaling Interface: mSBCE

Administration

Backup/Restore — —

System Management Devices Signaling Interface

» Global Parameters mSBCE

> Global Profiles taking effect. Application restarts can be issued from System Management.
> PPM Services
> Domain Policies

Modifying or deleting an existing signaling interface will require an application restart before

TCP UDP TS

> TLS Management Name Signaling IP Pot Pot Por TLS Profile
|‘ Device Specific Settings | InsideSIP 10.10.97.174  — 5060 — None Edit Delete
Network Management OutsideSIP 10.10.98.106 5060 5060 — None Edit Delete
Media Interface
|Signa|ing Interface | InsideSIPRW 10.10.97 173 5060  — - Naone Edit Delete
End Point Flows OutsideSIPRW 101098102 = = 5061 AvayaSBCSemwer Edit Delete

6.4.4. End Point Flows - Server Flow

When a packet is received by the Avaya SBCE, the content of the packet (IP addresses, URISs, etc.) is
used to determine which flow it matches. Once the flow is determined, the flow points to a policy
which contains several rules concerning processing, privileges, authentication, routing, etc. Once
routing is applied and the destination endpoint is determined, the policies for this destination
endpoint are applied. The context is maintained, so as to be applied to future packets in the same
flow. The following screen illustrates the flow through the Avaya SBCE to secure a SIP Trunk call.

’ *Call Sgrver‘ 'hurn;_
& Call Server & Policy Group Serve” Policy -
Flow g
. 5 .
% 2
£ z
\ ) . . \ )
— “Call Server” g “Trunk"Policy | —
Pulicy Group (é::;mev Group 2
&
- !
|
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In the compliance testing, two separate Server Flows were created for Windstream and IP Office.

To create a Server Flow, navigate to Device Specific Settings = End Point Flows, select the
Server Flows tab and click on the Add Flow button (not shown). In the new window that appears,
enter the following values while the other fields were kept as default.

e Flow Name: Enter a descriptive name.

e Server Configuration: Select Server Configuration created in Section 6.2.5.1 which the
Server Flow associates to.

e URI Group: Select ”*”.

e Received Interface: Select the Signaling Interface created in Section 6.4.3 which is the
Server Configuration is designed to receive SIP signaling from.

e Signaling Interface: Select the Signaling Interface created in Section 6.4.3 which is the
Server Configuration is designed to send the SIP signaling to.

e Media Interface: Select the Media Interface created in Section 6.4.2 which is the Server
Configuration is designed to send the RTP to.

e End Point Policy Group: Select the End Point Policy Group created in Section 6.3.2.1.

e Routing Profile: Select the Routing Profile created in Section 6.2.2.2.

e Topology Hiding Profile: Select the Topology Hiding profile created in Section 6.2.3 to
apply toward the Server Configuration.

e Use default values for all remaining fields. Click Finish to save and exit.
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The following screen shows the Server Flow SP-SF for Windstream.

Edit Flow: 5P-5F X

Flow Name SP-5F

Senver Configuration SP-5C -
URI Group * -
Transport * -

Remote Subnet

Received Interface InsideSIP -

Signaling Interface OutsideSIP -

Media Interface OutsideMedia -

End Paint Palicy Group SP-PG -
Routing Profile EMN-RF -
Topology Hiding Profile SP-TH -

File Transfer Profile Mone -

Signaling Manipulation Script Mone -

Finish
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Similarly, the following screen shows the Server Flow EN-SF for IP Office.

Edit Flow: EN-SF X

Flow Name

Server Configuration
URI Group

Transport

Remote Subnet
Received Interface
Signaling Interface
Media Interface

End Point Policy Group
Routing Profile
Topology Hiding Profile
File Transfer Profile

Signaling Manipulation Script

EN-SF

EN-SC

*

QutsideSIP

InsideSIP

InsideMedia

EN-PG

SP-RP

EN-TH

None ~

None

| Finish

6.4.5. Session Flows

The Session Flows feature allows defining certain parameters that pertain to the media portions of a
call, whether it originates from the enterprise or outside the enterprise. This feature provides the
complete and unparalleled flexibility to monitor, identify and control very specific types of calls
based upon these user-definable parameters. Session Flows profiles SDP media parameters, to

completely identify and characterize a call placed through the network.

A common Session Flow SP-SF was created for both the Windstream and IP Office.

To create a Session Flow, navigate to Device Specific Settings = Session Flows then click on the
Add Flow button (not shown). In the new window that appears, enter the following values while the

remaining fields were kept as default.

QT; Reviewed:

Flow Name: Enter a descriptive name.

URI Group #1: Select the URI Group ”*”.
URI Group #2: Select the URI Group ”*”.
Session Policy: Select the Session Policy SP-SP, which is clone from default (not shown), to

assign to the Session Flow.
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Click on the Finish button.

Note: A unique URI Group is used for source and destination, since it contains multiple URIs
defined for the source as well as for the destination.

The following screen shows the Session Flow named SP-SF.

Edit Flow: SP-SF X

Flow Name
URI Group #1

URI Group #2

Subnet #1
Ex: 192.168.0.1/24

SBC IP Address

Subnet #2
Ex: 192.168.0.1/24

SBC IP Address
Session Policy

Has Remote SBC

SP-SF

SP-SP -

]

| Finish |

7. Windstream SIP Trunking Configuration

Windstream is responsible for the configuration of Windstream SIP Trunking service. The customer
will need to provide the IP address used to reach the Avaya IP Office at the enterprise, this address
will be the outside interface of the Avaya SBCE. Windstream will provide the customer the
necessary information to configure the Avaya IP Office SIP connection to Windstream. The
provided information from Windstream includes:

IP address of the Windstream SIP proxy.

Supported codecs.

DID numbers.

IP addresses and port numbers used for signaling or media through any security devices.

QT; Reviewed:
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8. Verification Steps
The following steps may be used to verify the configuration:

e Use the Avaya IP Office System Status application to verify the state of the SIP connection.
Launch the application from Start = Programs = IP Office = System Status on the PC
where Avaya IP Office Manager was installed. Select the SIP line of interest from the left
pane. On the Status tab in the right pane, verify that the Current State is Idle for each
channel (assuming no active calls at present time).

AVAYA IP Office System Status

Help Snapshot LogOff Exit About

K System

B & Atarms (10) Status | Utilization Summary Alarms

K Extensions (27)
B Trunks (9)

SIP Trunk Summary

Line: 1 Peer Domain Name: avayalab.com
[BIE Resolved Address: 10.10.97.174
Line: 17 .
EiretE Line Number: 19
» m Number of Administered Channels: 30
Line:20 Number of Channels in Use:
Line: 21 Administered Compression: G711 Mu, G729 &
Line: 22 Silence Suppression: Off
_I_me: = Layer 4 Protocol: UppP
Active Calls . -
Ff Resources SIP Trunk Channel Licenses: Unlimited Q 0%
K Voicemail SIP Trunk Channel Licenses in Use: 1}
K IP Networking SIP Device Features: REFER {Incoming and Outgoing)
Locations a0
i E Timein Remote Ca... Conne... CallerID Other Patty on Direction Round Receive Receive Transmit Transmit
State Media A... or Dial... Call of Call  TripD... Jitter Packet... Jitter Packet. ..
1 Ide |16:50:38 »
2 Ide [22:58:57 =
3 Idle |23:08:23
4 Idle |23:08:23
S Idle |23:08:23 .
[ Trace all ] [ Pause ] [ Ping ] Call Detalls [ Print... ] [ Save As... ]
10:43:35 M | | Online

e Select the Alarms tab and verify that no alarms are active on the SIP line.

AVAYA IP Office System Status

Help Snapshot LogOff Exit About

X System

5 ¥ Alarms (10) Status Utihzation Summary Alarms

& Extensions (27)

= Trunks (9)
Line: 1
Line: 2 Last Date OFf Error Qrcurrences Error Description
Line: 17
Line: 18
p:

Alarms for Line: 19 SIP avayalab.com

10:47:09 AM Online

e Verify that a phone connected to PSTN can successfully place a call to the Avaya IP Office
with two-way audio.

e Verify that a phone connected to Avaya IP Office can successfully place a call to the PSTN
with two-way audio.
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e Using a network sniffing tool e.g. Wireshark to monitor the SIP signaling between the
enterprise and Windstream. The sniffer traces are captured at the public interface of the

Avaya SBCE.

9. Conclusion

The Windstream SIP Trunking passed compliance testing. These Application Notes describe the
procedures required to configure the SIP connection between Avaya IP Office, Avaya SBCE and the
Windstream SIP Trunking service as shown in Figure 1.
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10. Additional References

[1] IP Office 9.1 Administering Avaya IP Office Platform with Manager, Release 9.1.0, Issue 10.11,
May 2015.

[2] Administering Avaya IP Office™, Platform Voicemail Pro IP Office™ Platform 9.115-601063,
Issue 10c - (09 December 2014).

Additional Avaya IP Office information can be found at:

[3] http://marketingtools.avaya.com/knowledgebase/

[4] Upgrading Avaya Session Border Controller for Enterprise, Release 6.3, Issue 5, October 2015.

[5] Avaya Session Border Controller for Enterprise Overview and Specification, Release 6.3, Issue
3, October 2015.

[6] Application Notes for configuring Avaya IP Office 9.0 and Avaya Session Border Controller for
Enterprise 6.3 to support Remote Workers— Issue 1.0

Product documentation for Avaya products may be found at http://support.avaya.com. Additional IP
Office documentation can be found at:
http://marketingtools.avaya.com/knowledgebase/

Product documentation for Windstream SIP Trunking is available from Windstream.
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11. Appendix — Remote Worker Configuration via Avaya SBCE

This section describes the process for connecting select remote Avaya SIP endpoints on the public
Internet to Avaya IP Office on the private enterprise network via the Avaya SBCE. The provisioning
builds on the reference configuration described in previous sections of this document.

For more information on how to provision the of Avaya IP Office 9.0 and Avaya Session Border
Controller for Enterprise 6.3 to support Remote Workers, refer to reference [6].

Note — This Remote Worker configuration is based on provisioning the Avaya SBCE. It is not to be
confused with “native” Avaya IP Office Remote Worker configurations.

In the configuration for the compliance test, Avaya Communicator for Windows was used as the
Remote Worker SIP endpoint.

The reference configuration for the compliance test, including the Remote Worker endpoint, is
shown in Figure 1 in Section 3. Internet access by the Remote Worker endpoint is through a
Router/NAT/Firewall/Default Gateway provided by the Bell Internet Service located between the
Remote Worker private LAN and the public Internet. The Bell router also provides DHCP
functionality in the private space. Note that the use of the Bell router is for functionality testing only
and is not prescriptive.

Provisioning of the Bell router is beyond the scope of this document.
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Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
Program at devconnect@avaya.com.
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