


1. Introduction

These Application Notes describe the configuration steps required to int8gestiealink IP

DECT Server 400 with Avaya IP Office Server Edition and Avaya IP Office 500 V2 Expansion
System Spectralink IPDECT Server 400 is a wireless sotutithat can be deployed as a
standalone system or operate/manage external Spectralink base stations. SpecD&(@K IP
Server 400 controls the traffic in the air from Spectralink handsets and works as the link between
the handsets and Avaya IP Office.eT8pectralink handsets used for the compliance test
included the Spectralink202 7522 and 7622 Handsets. In addition, an optional Spectralink
Base Station was also used to verify roaming. Spectraltild8@ET Server 400 interfaces to
Avaya IP Office as I endpoints. These Application Notes also apply to the Spectralink IP
DECT Server00,650Q and Virtual IRDECT Serverwhicharelike the IRDECT Server 400

and only differ in their scalability.

The IRDECT Server family also includes models 200, 6%0@ Virtual IRDECT Server, as
detailed inAttachment 1. Since the products share the same firmware version, these Application
Notes also apply to them.

2. General Test Approach and Test Results

The interoperability compliance test included feature andceaility testing. The feature

testing focused on establishing calls between Spectralink 7000 Series Handsets and Avaya
SIP/H.323 telephones, and exercising basic telephony features, such as hold, mute, and transfer.
The Spectralink handsets gained netnaecess via the Spectralink-IFEECT Server 400.

Additional telephony features, such as call forward, follow me, call park/unpark, and call pickup
were also verified using Avaya IP Office Short Codes.

The serviceability testing focused on verifying tBaectralink IPDECT Server 400 came back
into service after reonnecting the Ethernet connect or rebooting the Spectralink handsets

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly definedtest plan focuses on exercising APIs and/or standzasded interfaces pertinent to

the interoperability of the tested products and their functioealitDevConnect Compliance

Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
compl eteness of a obenvwConnect member’ s s

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referented@DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya groduct
Support for these security and encryption capabilities in amAwaga solution component is

the responsibility of each individual venddReaders should consult the appropriate vendor
supplied product documentation for more information regardingthosducts.
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For the testing associated witleseApplication Notes, the interface between Avaya systems
andSpectralinkP-DECT ServedQ0utilized TLS/SRTP.

2.1. Interoperability Compliance Testing
Interoperability compliance testing covered the followiegtfires and functionality:

A SIP registration oSpectralink handsetsith IP Office Server Edition and IP Office 500
V2 Expansion SystemP-DECT Serverd00controls the traffic in the air and works as
the link between the Spectralink handsets I&n0Office.

Calls betweerspectralink handsetand Avaya SIR4.323deskphonewiith Direct Media
enabled and disabledDirect Mediawas verified with Spectralink hdsets and Avaya
SIP deskphones only.

Calls betweerspectralink handsetnd the PSTN.

TLS transport protocol

Calls with TLS/SRTP enabled.

Calls using SIPS URI.

Support ofG.711and G.72%odee.

Proper recognition of DTMF tones.

Basic telephony features, including hold, mute, redial, multiple ddiths}/attended
transfer,and long duration calls

Voicemail coverage, MWI support, and logging into voicemail system to retrieve
messages.

Extended telephony features uslfgOffice $ort codegor Call Forward, Bllow Me,
Call ParkUnpark, and Call Pickup

Roaming of Spectralink handsets from SpectralirPPECT Server 400 to Spectralink
Base Station.

Proper system recoverytaf a restart ofP-DECT Served00and Spectralink handset
and loss of IP connectivity.

>
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> > >
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2.2. Test Results
All test cases passed with the following observations noted:

A SpectralinkP-DECT Serve#00does not support SDP Capability Negotiation
(RFC5939) sdP Office should only offer SRTP in the SIP SDP. If RTP and SRTP are
both offered, the call will not be established. In addition, when SRTP is enabled on the
SpectralinkP-DECT Serverd00, encrypted SRTCP is automatically enabled and
required. Therefar, IP Office should only offeencrypted SRTCPIn other words, IP
Office must enforce SRTP and encrypted SRTCP for calls involving the Spectiralink
DECT Served00.

A During the TLS handshake betweerRDECT Server 400 and IP Office Server Edition,
IP-DECT Server 400 used TLSv1.2 and successfully established the TLS session with IP
Office Server Edition. However, during the TLS handshake with IP Office 500 V2
Expansion, IPDECT Server 400 used TLSv1 causing IP Office 500 V2 Expansion to
reject the ciphesuites in the initial TLS Hello message. To use TLSv1.2 with IP Office
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500 V2 Expansion, thEnable legacy TLSoption had to be enabled onIEECT Server
400. This resulted in the TLS session being established successfully.

A If SIP registration failsdr whatever reason (e.g., invalid SIP extension or password),
there is no indication on the Spectralink
the Spectralink handset cannot communicate with tHeHE Server 400 or optional
base station,thE pectral i nk handset display “No Sigr

A Spectralink 7000 Series Handsets do not support the initiatiopait conference calls.

2.3. Support

For technical support on ti&pectralinkP-DECT Serve2004006500Virtual, Spectralink
Base Station, or Speclirsk 7000SeriesHandsetscontactSpectralink Technical Supparia
phone, email, or website.

A Phone: +1 (800) 7755330(North America)
+33 176774541 (France)
+49 (0) 8005889000 (Germany)
+45 76 281 281 (Rest of EMEA)
+61-2-90370834 (Asia Pacific)

A Web: https://support.spectralink.com/

A Email: technicalsupport@=ctralink.com
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3. Reference Configuration

Figure 1illustrates a sample configuration consisting of SpectralinrRBEET Server 400,

Spectralink Base Station (optional), and Spectralink 7000 Series Handsets with Avaya IP Office
Server Editiorand Avaya IP Office 500 V2 (Expansion System). The Spectralink handsets
registered with Avaya IP Office via SIP through the SpectralinRBET Server 400. The

Spectralink Base Station is an optional component that was used to verify roaming of the
Spectréink handsets. Avaya Embedded Voicemail served as the voicemail system. Avaya 96x1
Series H.323 Deskphones and an Avaya J100 Series SIP Deskphones were used for placing and
receiving calls.An optional Spectralink base station (not shown) may also be used

sip ISDN-PRI
Avaya IP Office\‘ SCN Trunk ‘(Avaya IP Office Avaya IP Office
Server Edition | | 500 V2 Expansion Digital Module

4 A A

SIP Extensions
A y

Avaya Avaya
96x1 H.323 Spectralink IP- 96x1 H.323 and Avaya Digital
and J100 SIP DECT Server 400 J100 Series SIP Deskphones
Deskphones Deskphones
Spectralink
7000 Series

DECT Handsets

Figure 1: Avaya SIP Network with Spectralink IP-DECT Server 400and Spectralink 7000
SeriesDECT Handsets
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4. Equipment and Software Validated

The following equipment and software were used foistdraple configuration provided:

Equipment/Software ReleaseYersion
AvayalP Office Server Edition 11.1.1.0.0build 209
AvayalP Office 500 V2 Expansion 11.1.1.0.0 build 209
Avaya 96x1 Series IP Deskphone 6.8304 (H.323)
Avaya J129/J169 SIBeskphones 4.07.15
SpectralindP-DECT Served00 PC21Ad
SpectralinkDigital Base Station PCS21Ad
Spectralink7000 Serie$landses 20G

Note: These Application Notes also apply to the SpectralinrRECT server 6500, which uses
the same firmware as he SpectralinkdBCT Server 400 and uses the same SIP stack and
XML -RPC API for messaging. These two IP DECT server types differ in scalabilty on

Note: Compliance Testing is applicable when the tested solution is deployed with a standalone
IP Office 500 V2 and alsehen deployed with IP Office Server Edition in all configurations.
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5. Configure Avaya IP Office Server Edition

This section provides the predures for configuring Avaya IP Office Server Editiofhe
procedures include the following areas:

A Obtain LAN IP aldress

A Administer SIPregistrar

A AdministerSIP extension for Spectralifiandset
A AdministerSIP user for Spectralinkandset

Note: This section covers the configuration of Avaya IP Office Server Edition, but the
configuration is the same for Avaya IP @Hi500 V2 Expansion System.

5.1. Obtain LAN IP Address

From the configuration tree in the left pane, seBdtemto display theSystemscreerfor the
IP Office Server Editiom the right pane. Select thé\N1 tab, followed by thé&.AN Settings
subtab in theright pane. Make a note of the Address, which will be used later to configure
theIP-DECT Served00

T Avaya IP Office Manager for Server Edition devcon-ipose [11.1.1.0.0 build 209] - O st

File Edit View TJools Help

devcon-ipose * Systemn * devcon-ipose -
A& Al v - E
Configuration = devcon-ipose (B v | < | >
+‘$ BOOTP (8) System LANT | ANZ  DNS Voicemnail Telephony Directory Services  Systern Events 51 4 [ #
+-4#% Operator (3)
—I-%% Solution LAM Settings  VolP  Network Topelogy

-§ User(40)
-5 Group(2)
-8 Short Code(49) IP Mask 255 255 255 0
--am Directory(0)

----- £ Time Profile(0)

IP Address 10 - 64 102 . 90

----- & Account Code(0) Mumber Of DHCP IP Addresses 164 5

+-§3 User Rights(9)

----- i@ Location(0) DHCP Mode

== devcon-ipose (O Server (O Client (®) Disabled Advanced
=I-*=p System (1)
| - devcon-ipose

-5 Line (3)

<= Control Unit (8)

-4 Extension (8)

=@ User (8)

+1ﬂ Group (1)

8% Short Code (5)

4By Service (0)

+@ Incoming Call Route (4)
+-[ill IP Route (1)

W License (22)

+R' ARS (1)

lﬁ Location (0)

L-498 Authorization Code (0)

+-%30 devcon-ipo500v2 Help
Ready |T
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5.2. Administer SIP Registrar

Select the/olP subtab. EnsurethatSIP Registrar Enableis checkedand enter a valid
Domain Name In the compliance testing, tB®main Namefield wasset toavaya.com TLS
transport protocol was enabled for tteeyer 4 Protocol, which wasalsoused bythelP-DECT

Server400.

File Edit View Tools

devcon-ipose * System

[ ]

Help

AEE L v

t Avaya P Office Manager for Server Edition devcon-ipose [11.1.1.0.0 build 209] - O *

* devcon-ipose -

Configuration

b devcon-ipose* i vl<|>

BOOTP (6)
Operator (3)
Solutien
-§  User(40)
:ﬂ Group(2)
% Short Code(49)
@ Directory(0)
£ Time Profile(0)
-l Account Code(0)
+-f4 User Rights(3)
&5 Location(0)
El-%57 devecon-ipose
[=] System (1)
%3} devecon-ipose
4 Line (3)
= Contrel Unit (8)
-4 Extension (3)
-§ User (9)
-5 Group (1)
- @% Short Code (5)
- Service (0)
[E @ Incoming Call Route (4)
-Jilll 1P Route (1)
% License (22)
~E ARS (1)
- Location (0)
:ﬁ Authorization Code (0)
-%27 deveon-ipo500v2

o-E-8
Lt

i

-

“

P W e W e W e W

-

]

Ready

System LANT |aN2  DNS Voicemail Telephony Directory Services  Systern Events  SMTP SMDR - VolP Contact Center | 4| ¢

LAN Settings  VolP Network Topology

H.323 Gatekeeper Enable

Auto-creste Extension Auto-create User [] H.323 Remote Extension Enable

H.323 Signaling over TLS |Disabled ~ 1720 =

SIP Trunks Enable

SIP Registrar Enable

Auto-create Extension/User [ sIP Remote Extension Enable  Allowed SIP User Agents | Block blacklist anly ~

5IP Demain Name |avaya‘com |

SIP Registrar FQDN | |
upe
Tcp
s

UDP Port 3060
TCP Port 5060
TLS Port  |3061

Layer 4 Protocol

alv 4] [4]w
[
i
=] 1
i
||

Challenge Expiration Time (sec) |10 =

Cancel
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5.3. Administer SIP Extension for Spectralink Handsets

From the configtation tree in the left pane, righlick on Extensionand selecNew A SIP

from the popup list(not shown}o add a nev8IP extension Enter the desired extension for the
Base Extensiorfield as shown below. In this example, Spectralinkdsetvas assigned
extensioM151Q This is the extension thite IP-DECT Server 400vill use to registethe
handsetsvith IP Office Server Edition.

T Avaya IP Office Manager for Server Edition devcon-ipose [11.1.1.0.0 build 209] — O *
File Edit View Tools Help
devcon-ipose ~ Extension - 11201 41510 <
S5-I EEE A v
Configuration | = SIP Extension: 11201 41510 e - X wl<|>§
w-& BOOTP () ~ | Extension Volp
(4% Operator (3) n
=% Solution Extension ID [1201 |
B-§  User(40)
(-8 Group(2) Base Extension |41 510 |
(-8 Short Code(49)
..... @ Directory(D) Phone Password | |
£ Time Profile(0) )
_____ B Account Code(0) Confirm Phone Password | |
@-fig User Rights(2) Caller Display Type On
""" & Location(0) Py e
%% devcon-ipose Reset Volumne After Calls O
=7 System (1)
"')H Line (3) Device Type Unknown SIP device
-2 Control Unit (2)
= Extension (8)
-y, 11206 41000 Location Automatic ~
-y, 11207 41001
-y, 11200 41500 Fallback As Remote Worker Auto ~
"y, 11204 41501
-, 11205 41502 Module ]
s 1 11201 41510
Port
w1202 41511 ° P ]
-y 11203 41512
w-§ User (9) Disable Speakerphone O v
(-1 Group (1)
(-8 Short Code (3) Hel
----- @ Service (0] Y] ==
Ready |—}
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Select the/olP tab. The systendefault was used for the codec selectimableAllow Direct
Media Path so that audio/RTP flows directly between two SIP endpoints without using media
resources in Avaya IP Office Server Edition.

Media Security wasnabledor SIP extensions registereg thelP-DECT Serve#00. Since the
IP-DECT Served00does not support SDP Capability Negotiation (RFC5939), IP Office Server
Edition should only offer SRTP in the SIP SDP. ThereforeMédia Security field must be

set toEnforced In addition, wherSRTP is enabled on thE-DECT Served00, encrypted

SRTCP is required so encrypted SRTCP was enabled Axdtrenced Media Security Options
section.

Note: Refer toAPPENDIX 1 for additional notes on the Media Security settings for other
Avaya devices antheir impact on Direct Media.

I Avaya IP Office Manager for Server Edition devcon-ipese [11.1.1.0.0 build 209] — O X
File Edit View TJools Help
devcon-ipose ~ Extension = 11201 41510 <

AEE Ay
Configuration | = SIP Extension: 11201 41510 el -E X[ vl<]>§

R BOOTP (8) Extension VolP
¢4 Operator (3)

= “..‘";nluutlsn;gm P Address 0 0 0 0 [ Local Hold Music

ﬂ Group(2) Re-invite Supported
- @ Short Code(49) Codec Selection System Default ~ [ Codec Lockdown
-5 Directory(0)
1) Time Profile(0) Allow Direct Media Path
- Account Code(0) EE G.717 ULAW 64K
-4 User Rights(9) G.711 ALAW 64K
-8 Location(0) G.729(a) 8K CS-ACELP
=% devcon-ipose G.722 64K
“% System (1)
~F% Line (3) <<<
= Control Unit (8)
-4 Extension (8)
", 11206 41000
e, 11207 41001

~

- 11200 41500 B
gy 11204 41501
- 11205 41502

W 11201 41510 Reserve License MNone ~
e, 11202 41511
-, 11203 41512 Fax Transport Support  None ~
B User@ DTMF Support RFC2833/RFCAT33 v
ﬂ Group (1)
-8 Short Code (3) 3rd Party Auto Answer | None v
@ Service (0)
D Incoming Call Route (4) Media Security Same as System (Enforced) ~
-lll IP Route (1)
% License (22) Advanced Media Security Options Same As System
g ARS (1)
&% Location (0)
m Authorization Code (0) RTP
%27 devcon-ipo300v2 :
RTCP
RTP
RTCP
64
w
Help
Ready IT
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5.4. Administer SIP User for Spectralink Handsets

From the configuration tree in the left pane, rightk on Userand selecNew from the popup
list (not shown) Enter desired values for tiNameandFull Name fields. For theExtension
field, enter the SIP extension created above.

Ll Avaya IP Office Manager for Server Edition devcon-ipose [11.1.1.0.0 build 209]

File  Edit View Tools Help
deveoon-ipose ~ User ~ 41510 Spectrad1310 <
2s-HdEEEA v 5 H
Configuration \ZE Spectrad1510: 41510 k- X vl <> &

=& BOOTP (6)
Operator (3)

User  Voicemail DMND

Short Codes  Source Mumbers  Telephony Forwarding  Dial In

Voice Recording  Buttor| + | ¢

57 Solution Narmne |SPECt’34151D 8
G- User(40)
D...u Group(2) Password |
(-9 Short Code(49) .
_____ s Directory(0) Confirm Password |
= Time Profile(0) Unique Identity
- Account Code(0)
-y User Rights(3) Conference PIN |
""" i@ Location(0) Confirm Audic |
E deveon-ipose Conference PIN
P ET::E a Account Status Enabled
=+ Control Unit () Full Name |Spectra|ink
4 Extension (8)
§ User9) Extension #1510
i Molser )
§- 41000 Extn41000 Email Address |
§r 41001 Extn41001 Locale
§= 41500 sip41500
g 41501 sip41501 Priority 5
W 415302 sip41502
a" SI. System Phone Rights Mene
41511 Spectrad 1511 _ :
§= 41512 Spectrad1512 Profile Basic User
-5 Group (1) [] Receptionist
- 9% Short Code (5)
..... @B Service (0) Enable Softphone
D'"ﬁ Incoming Call Route (4) Enable one-X Portal Services
[+-Jill IP Route (1
_____ " Liceitee(éljg Enable one-X TeleCommuter
- ARS (1) [] Enable Remote Worker
""" &8 Location (0) i
_____ 8 Authorization Code (0) [ Enable Desktop, Tablet VolP client
-7 deveon-ipo300v2 Enable Mobile VoIP Client
Send Mobility Email
Web Collaboration
[] Exclude From Directory
Device Type ﬁ Unknown 5IP device
User Rights
User Rights view User data v
Help
Ready 2]
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Select thé/oicemail tab and seledfoicemail Onto enable voicemail fahe Spectralink
handset Specify avoicemail Codeto be used when logging into voicemail.

File  Edit

devcon-ipose

View  Tools

v User

—'_:— f Jﬂ a.ﬂ_ﬁ v’-:-J

Help

T Avaya IP Office Manager for Server Edition devcon-ipose [11.1.1.0.0 build 209]

* 41310 Spectrad1510 <

e

Configuration

Spectrad1510: 41510

e -# X[ v <

> A

[=- R BOOTP (6)

H-¢# Operator (3)
—-#%%3 Solution

[]---a User(40)
-5 Group(2)
-84 Short Code(49)
----- @5 Directory(0)

----- ' Time Profile(0)
Account Code(0)
User Rights(3)
Location(0)
530 deveon-ipose

7 Line (3)
= Contrel Unit ()

[ Group (1)
(8% Short Code (5)

----- B service (0)

=il IP Route (1)
----- % License (22)
- ARS (1)

""" & Location (0)

&= 241502 sip41502

a"' 41511 Spectrad1511

i p

. 41512 Spectrad1312
a"' P

EJ---@ Incoming Call Route (4)

User Voicemail pND

Voicemail Code |uu

Confirm Vieicemail Code |""

Voicemail Email |

Off Copy

DTMF Breakout

Forward

Reception/Breakout (DTMF 0)
w

Breakout (DTMF 2)

w

Breakout (DTMF 3)
(o

Alert

Short Codes  Source Numbers  Telephony Forwarding  Dial In

| System Default ()

| System Default )

| System Default ()

Voice Recording | 4 | *
Voicemail On

[] Voicemail Help

[] Voicemail Ringback

Woicemail Email Reading
UMS Web Services
Enable GMAIL AP|

>
----- “ Authorization Code (0) Help
#4537 devcon-ipo500v2 —
Ready 8
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Selectthe Telephonytab followed by theCall Settingssubtab. Note the settings below for the

user.

Note: Call Waiting is requiredo allow a secondary incoming callttte Spectralinkhandset
otherwise, a second incoming call would be denied.

File Edit View Tools Help

devcon-ipose + User

25-H AEE A v

* 41510 Spectrad1510

T Avaya IP Office Manager for Server Edition devcon-ipose [11.1.1.0.0 build 209]

Configuration

Spectra41510: 41510

g-E X vl<|> &

=-& BOOTP (6)

i Operator (3)
[=1-%37 Solution

- User(40)
(5§ Group(2)
[-@% Shert Code(49)
----- a5 Directory(0)

I Time Profile(0)
Account Code(0)
-3 User Rights(d)

----- & Location(0)

= devcon-ipose

=) System (1)

4 Line(3)

= Control Unit (2)

§ User(9

- fpg MoUser

§~ 41000 Extn41000
&= 41001 Extnd1001
&~ 21500 sip41500

&= 41301 sip41501

§~ 41502 sipa1502

£~ 21511 Spectrad1511
&= 41512 Spectrad1512

(-4 Group (1)

Ready

User Voicemail DND

Outside Call Sequence
Inside Call Sequence
Ringback Sequence

Mo Answer Time (sec)
Wrap-Up Time (sec)
Transfer Return Time (sec)

Call Cost Mark-Up

Short Codes  Source Numbers Telephony  Forwarding DialIn Voice Recording  Butte 4

Call Settings  Supervisor Settings  Multi-line Options  Call Log  TUI

Default Ring
Default Ring
Default Ring
Systern Default (15)
2

Off

3

~ Call Waiting On

v Answer Call Waiting On Hold
v [ Busy On Held

L [ off-hook Station

100

Advertise Callee 5tate To Internal Callers | System Default (Off)

Help
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Select theSupervisor Settingssubtab and enter a desiredgin Code. TheLogin Codeis the
password that will be used tiye IP-DECT Serve00to registeithe SIP extensiowith IP

Office Server Edition.

i Operator (3)

[=1-%37 Solution

- User(40)

(5§ Group(2)

(8% Short Code(43)
----- a5 Directory(0)
--£77 Time Profile(0)
Account Code(0)
-3 User Rights(d)

----- & Location(0)

- devcon-ipose

=) System (1)

4 Line(3)

= Control Unit (2)

- fpg MoUser

§~ 41000 Extn41000
&= 41001 Extnd1001
&~ 21500 sip41500

&= 41301 sip41501

§~ 41502 sipa1502

£~ 21511 Spectrad1511
&= 41512 Spectrad1512
(-4 Group (1)

Ready

Legin Code

Confirm Login Code
Login Idle Period (sec)
Meonitor Group
Coverage Group

Status on MNo-Answer

Privacy Override Group | <None>

(O External Incoming

<None>
<Mone>

Logged On (Mo change)

Reset Longest Idle Time
® Al Calls

Call Settings  Supervisor Settings  Multi-line Options  CallLog  TUI

[] Force Login

T Avaya IP Office Manager for Server Edition devcon-ipose [11.1.1.0.0 build 209] - O X
File Edit View Tools Help
devcon-ipose + User * 41510 Spectrad1510 <
LY~ AEE A v

Configuration | i= Spectrad1510: 41510 g -8 X | v <> &
@R BOOTP (5) ~ User Voicemail DND Short Codes  Source Numbers Telephony  Forwarding DialIn Voice Recording  Butte ¢ | *

[] Force Account Code

[ Force Authorization Code

[1 Incoming Call Bar

[] Outgoing Call Bar

[ Inhibit Off-Switch Forward/Transfer

[ Can Intrude
Cannot Be Intruded
[ Can Trace Calls

[] Deny Auto Intercom Calls
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6. Configure Avaya 96x1 Series SIP Deskphones

The 46xxsettings.txt file is used to specify certain system parameters. It is used by Avaya H.323
and SIP Deskphones, but this section will cdeer parameters that are applicabtdeAvaya
J100 SerieSIP Deskphones only.

A SDPCAPNEG Specifies whetheB8DP capability negotiation is
supported. By default, it is enabled.

A ENFORCE_SIPS_URI Enable this option to support SIPS URI.
A MEDIAENCRYPTION Specifies the media encryption (SRTP) options supported.
In the example belovaescml12&imac80(option 1) is
supported as specified in tMedia Security settingsof
96x1H.323SIP Extensiors (not shown)
A ENCRYPT_SRTCP Enable this option to encrypt SRTCP.
## SDPCAPNEG specifies whether or not SDP capability negotiation is enabled.

## Value Operation

## 0 SDP capability negotiation is disabled

#t 1 SDP capability negotiation is enabled (default)
## This parameter is supported by:

## J129 SIP R1.0.0.0 and later
#t 96x1 SIP R6.0 and later
Hit H1xx SIP R1.0 and later

#t 96x0 SIP R2.6 and later

SET SDPCAPNEG1

#t

## ENFORCE_SIPS_URI specifies whether a SIPS URI must be used for SRTP.

##
##
##
##
##
##
##
##

SET ENFORCE_SIPS_URI 1

##

## MEDIAENCRYPTION specif ies which media encryption (SRTP) options will be supported.

#H#
##
#H#
##
#H#
##

Value Operation

0 Not enforced

1 Enforced (default)

This parameter is supported by:
J129 SIP R1.0.0.0 and later; not applicable for 3PCC environment
96x1 SIP R6.0 and later
H1xx SIP R1.0 and later
96x0 SIP R2.6 and later

Up to 2 or 3 options may be specified in a comma - separated list.
2 options are supported by:

1. Prior releases to 96x1 SIP 7.0.0

2. Hixx SIP R1.0 and later

3. 96x0 SIP R1.0 to R2.6.14.1
3 options are supported by 96x1 SIP R7.0.0 and later, H1xx SIP R1.0.1 and later

## and J129 SIP R1.0.0.0 and later.

## For 96x0 SIP R2.6.14.5 and later, up to 3 options may be specified, but only the
##  first two supported option s are used.

## Options should match those specified in CM IP - codec - set form.
### 1=aescml28 - hmac80

## 2 =aescml128 - hmac32

## 3 =aescml28 - hmac80- unauth

## 4 =aescml28 - hmac32- unauth

## 5=aescml128 - hmac80- unenc

## 6 =aescml28 - hmac32- unenc
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## 7 =aescml28 - hmac80- unenc - unauth

## 8 =aescml128 - hmac32- unenc - unauth

## 9 = none (default)

## 10 = aescm256 - hmac80

## 11 = aescm256 - hmac32

## Options 10 and 11 are supported by 96x1 SIP R7.0.0 and later, H1xx SIP R1.0.1 an d

## later and J129 SIP R1.0.0.0 and later.

## Note: The list of media encryption (SRTP) options is ordered from high (left) to

##  the low (right) options. The phone will publish this list in the SDP - OFFER

## or  choose from SDP - OFFER list according to the list order defined in

## MEDIAENCRYPTION. Please note that Avaya Communication Manager has the capability

## to change the list order in the SDP - OFFER (for audio only) when the SDP - OFFER pass
## through CM.

## This parameter is supported by:

Hit Avaya Equinox 3.1.2 and later; supported values: 1,2,9,10 and 11. The default

#it value is 1,2,9.
## Avaya Vantage Basic Application SIP R1.0.0.0 and later; supported values:
#it 1,2,9,10 and 11. The default value is 1,2,9.

##  J129 SIP R1.0.0.0 and later

#Ht 96x1 SIP R6.0 and later

#t Hixx SIP R1.0 and later

#Ht 96x0 SIP R1.0 and later

SET MEDIAENCRYPTION 1,9

Hit

## ENCRYPT_SRTCP specifies whether RTCP packets a re encrypted or not. SRTCP is only
## used if SRTP is enabled using

## MEDIAENCRYTION (values other than 9 (none) are configured).

## This parameter controls RTCP encryption for RTCP packets exchanged between peers.
## RTCP packets sent to Voice Monitori ng Tools are always sent unencrypted.
## Value Operation

## 0 SRTCP is disabled (default).

# 1 SRTCP is enabled.

## This parameter is supported by:

## Avaya Equinox 3.1.2 and later

#it 96x1 SIP R7.1.0.0 and later

H#Ht Avaya Vantage Basic Application SIP R1.0.0.0 and later

#it J129 SIP R1.0.0.0 and later

SET ENCRYPT_SRTCP 1
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7. Configure Spectralink IP-DECT Server 400

This section provides the procedures for configu8pgctralindP-DECT Served00. The
proceduregall into the following areas:

Launch web interface

Administer network settings

Administer SIP settings, including SIP port, transport protocol, Message Waiting
Indicator (MWI) and audio codecs

Add SlIPusers

Enable legacy TLS

Import TLS certificag¢

I > D

> >

7.1. Launch Web Interface

SpectralindP-DECT Served00was configured through the web interfdyeusing the URL
“htt pd:d/r/eisp ” ibm oavrs elr n twe mrdsddnes " wher e heiPp P addr e
DECT Served00 Log in using theppropriate credentials and then clidgin.

spectralink§IP-DECT Server 400 n Sl

User name | |

Password | |

& Spectralink Europe ApS All rights resenved.
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7.2. Administer Network Settings

To configure network settings, cli€konfiguration and then select th@eneraltab. The
SpectralinkP-DECT Server400is preconfigured to use DHChut a static IP address malgobe
used Forthe compliance tesDHCPwas used as shown below.

SinceTLS transport igjoing to beused, verify that the NTP server is configured properly to avoid
any issues with the TLS certificates installe@action7.5.

spectralink IP-DECT Server 400 n . u

Status Configuration Users Administration

General Wireless Server Media Resource Secur Cerificates SIP Statistics

General Configuration

IPv4
Method * = [ DHCP assigned M

1P addr

Netmask *

IPv6

Method ** [ Disabled ~|

Addressiprefix =

|
Default gateway |

Ethemnet

v - L]
DNS

Hostname (FQDN) **

Primary Server

|

Search domain | |
|
|

Secondary Server

NTP
Server |216.218.254.202
Time zone [ Eastern Time v
Posix timezone string ESTSEDT.M3.2.0/02:00:00,M11.1.0/02:00:(
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7.3. Administer SIP Settings

To configurethe SIP settings, clickConfiguration and then select thglP tab. Configure the
following fields:

A Local port Specify TLS por6061 The port may vary
network.
A Transport SpecifyTLS transport protocol.
A Use SIPS URI Enable this option.
A TCP ephemeral port
in contact address Enable this field for TLS transport

Note that the SIP proxy is not configured here, but irStilreUserconfiguredin Section7.4.

spectralink s IP-DECT Server 400 . N
Status Configuration Users Administration :
General Wireless Server Media Resource Securi Certificates SIP isioni Factory Reset
SIP Configuration

General
Local port *
Transport *
DNS method *
Default domain * |examp|e.com

Register each endpoint on separate port [_]

Send all messages to current registrar [

Allow internal routing fallback (]
Registration expire(sec) * 3600
Max pending registrations *

Handset power off action Ignore

<

Max forwards *

Client transaction timeout{msec) * 6000
Blacklist timeout(sec) *

SIP type of service (TOS/Diffserv) *
SIP 802.1p Class-of-Service *
GRUU

Use SIPS URI

TLS allow insecure

TCP ephemeral portin contact address

NAT keepalive [ CRLF (rfc5626) [TCP only] v |
NAT keepalive interval(sec) 30w
Send Hold before REFER
Send BYE with REFER
Convert SIP URI to phone number
Proxies
Priority Weight  URI
Proxy 1 [ oo ] |
Proxy 2 2 |[100 ] |
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Scroll down to thevlessage waiting indicatiorandMedia sections. In thiMessage waiting
indication section select théenable indication andEnable subscriptioncheck boxes as shown
below. This is required to support updates to the Message Waiting Indicator (MWI) lamp. In
the Media section, allow G.Z9 and G.711and &lect theEnable media encryption (SRTP)and
Require media encryption (SRTP)check boxes as shown below.

DOTMF signalling
Send as RTP (rfc2833)

Offered rfc2833 payload type
Send as SIP INFO

Tone duration{msec) *
Message waiting indication
Enakle indication

Enable subscription
Subscription expire(sec) * G600
Media

Packet duration{msec) *

Media type of service (TOS/Diffserv) *
Media 802.1p Class-of-Service *

-h-( =

Port range start * 56000
1:| G729/8000 v |
2:| PCMU/B000 v |

Codec priority * iI Ez:: :I
5:| None v |
6:| None V|

Add G729A media type for G.729 codec [

SDP answer with preferred codec O

SDP answer with a single codec O

Ignore SDP version O

Enable media encryption (SRTP)

Require media encryption (SRTP)

Include lifetime in SDES offers -

Include MKI in SDES offers O

Enable ICE O

Enable TURN O

TURN server | |

TURN usemame | |

TURN password | |
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Use the default settings for tlxll Status section shown below. ClicRave

Call status

Play on-hold tone

Provide Music-on-Held
Display status messages
# key ends averlap dialing
Call waiting

Allow automatic offhook

S <. B <. R <.

Save || Cancel |

7.4. Add SIP Users

To create a SIP user for one of the Spectralink handsetsUdeslsand therthe SIP tab. Next,

click on theNew button shown below.

IP-DECT Server 400

Configuration

Spectralimk$

Status
List Users

Administration

> -—

Q
Firmware

User List
Overview
System ARI 10056545410 [10 2e b2 c2 00]
SIP users Subscribed Registered
Total 3 3 3
New
Show [All_v]entries Search: |
] * Enabled User Displayname IPEI Handset Firmware Subscription Registration :g:;si:y
O 41510 Spectralink 1 05003 0733588 Spectralink 7202 20G v v v
O 41511 Spectralink 2 05003 0733345 Spectralink 7522 20G v v v
O « 41512 Spectralink 3 05003 0733797 Spectralink 7622 20G v v v
Showing 1 to 3 of 3 entries First Previous 1 Next Last
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In theUser page shown below, configure the following fields.

UnderDECT Device
A IPEI

L}nderUser.
A Standby text

Type the IPEI number of the handset.

Enter the text to be displayed on the handset (e.g., SIP
extension).

User 41510

DECT device

Product name

Model number
Software part number
[tem number
Firmware

HW version

Software version
Production 1d

IPEI

Access code
User

Standby text
DECT to DECT
Disablad

Spectralink 7202
7202

14225110

02600000

200G

164

1422 5110 PCS 20GA
0027 5064 94A5 G5F4

05003 0733588

41510
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A Username / Extension
A

Domain

Displayname

A
A SIP Auth Username
A SIP Auth Password

(e.g.,10.64.10200).

Section5.4.

Retain he default values for the other fields. Clig&ve

JAO; Reviewed:
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Set ausernam®r extension for handset.
Specify the IP address ? Office Server Edition

SIP

Username / Extension * |415‘H}

Secondary usemame |

Domain 10.64.102.90
Displayname |Spectralink 1
Authentication user |4151D

AR ERAE

Authentication password

Features

Call forward unconditional |

Admin rights [l
| Save || Delete || Cancel |

Solution & Interoperability Test Lab Application Note
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7.5. Enable Legacy TLS

To enable th&nable Legacy TLSoption, clickConfiguration and then th&ecurity subtab.

In the Security Configuration page, enter @arent password and selecEnable legacy TLS
as shown below. Clickave Refer toSection2.2for details

spectralinkép IP-DECT Server 400 i Sy |
Q = 4 0 T
Status Configuration Administration Firmware Statistics Logout|
General Wireless Server Media Resource i Cerfificates SIP Statistics Provisioning Factory Reset

Security Configuration

Administrator Authentication

Current password * ‘ .....

New password ‘

|

New username * ‘admin |
|

|

New password again ‘

Strict password requirements O
Password expiration Never w

Data protection
Allow unencrypted HTTP O
Enable legacy TLS 3

Allow remote logging

O
Remove user passwords from exported data []

Save || Cancel

*) Required field **) Require restart
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7.6. Import TLS Certification

This section is required for TLS transport and covers how to import the TLS certificalié-into
DECT Served00 For the compliance test, Avaya Aura® System Manager was used as the
certificateauthority. The TLS was exported from System Manager as descritiesiManaging
Certificates section d€hapter20, Security, in2].

To import the TLS certificate, clickastallation and then cliclCertificates. In theCA
Certificates section, click théBrowse button to select the TLS certificate, and then clinkort

List to import the certificate. Once imported, the certificate will be listed as shown below. Note
the SystemManager Céertificate.

spectralink & IP-DECT Server 400 (m

Status Configuration Users l Statistics
General Wireless Server Media Resource Securi Certificates SIP 0

Device certificate chain
Show [All+|entries Search:| |
Subject Validity SHA1 fingerprint Key ID Issuer
2017-05-

0013D190B040 18.

/ Speciralink 507 o 6d60 5007 10°a4:60 dd cB:36 67 1487 46 4a 98 7Td f5d0ac  eat2 1b 1962 3b 4c2a cd3be6 8 d4 a3 a6 0192 754bf5 lspec“a('-:igk
Inc. e ssuing

18

2016-10-
Spectralink 07 - aR7N2-90 A1 -aT Aa-EE-RO-AG- . . 290 Bl e Oa hd (-394 0-AT N4 a1 rmeqran Spectralink
lssuing CA 2041-10- 39:82:0a:28:41-e7-4a:55:69-49 1e'b4'ba-c1-9b-3b.cd 98 3b:9f 6d-23-0d-e8:ce Ba b4 06:32:10:67:04:20°40:35b4:05:06 1f &6

Root CA
o7
2012-07-
Spectralink 09 - 9 hO-AT7-50 AR Ar-2B-E2-na-Araf-hh- . A BB (1720 AR AE - BE-rm-IA- B EA- B4 A1 -EA- Spectralink
Root CA 2044-07- 3:92:h9:87:¢0:d6:4c:a6:53.ee:8cefbb:3cal 7fe0:e6:83:a2  43:c4:58:6fa1:02:39:a8:85:85:ca:2d:6e:53:8b:16:31:5d:f5:¢2 Root CA
09
Showing 1 to 3 of 3 entries First Previous 1 Next Last
Host key
Generate ‘ Key file | Choose File ‘No file chosen Password | ‘ ‘ Import Key ‘
Show Al +] entries Search:
Algorithm Bits Key ID

No data available in table

Showing 0 to 0 of 0 entries First Previous 1 Next Last

Host certificate chain

Certificate file: [ Choose File | No file chosen Password:[  |Type: ®X 5090 OPKCS#12
Import Certificate
CA Certificates
‘ Clear List H Restore Default List H Choose File |Nu file chosen
Show A~ entries Search:[ |
Common Name “ Organization SHA1 fingerprint
System Manager CA AVAYA ac 28 471 d0:2bbf b4 :dc:50:88:f4 3f fb 80.c1:b9.0564:89-9a
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8. Verification Steps

This secton provides the tests that can be performed to verify proper configuraomysd |P
Office andSpectralinkP-DECT Serve#00.

1. Verify that Spectralink handsetsavesuccessfully registered witR Office. In IP Office
System Statusnavigate to the $ extension and verifyledia Streamis set toSRTR

Layer 4 Protocolis set toTLS andCurrent State is set tadle.

S Avaya IP Office System Status - devcon-ipase (10.64.102.90) - IP Office Linux PC 11.1.1.0.0 build 209 — O X
IP Office System Status
Exit About
Extension Status
Extension Number: 41510
IP address: 192.168.100.191
Standard Location: Mone
Registrar: Primary
Telephone Type: Unknown SIP Device
User-Agent SIP header: KW5400/PCS21Ad93964 14213500 0013d190b040
Media Stream: SRTP
Layer 4 Protocol: LS
Current User Extension Number: 41510
Current User Name: Spectra41510
Faorwarding: Off
Twinning: Off
Do Not Disturb: off
Message Waiting: Off
Number of New Messages: 0
Phone Manager Type: Mone
SIP Device Features: REFER,UPDATE
License Reserved: MNa
Last Date and Time License Allocated: 4142021 10:53:00 AM
Packet Loss Fraction: Connection Type:
Jitter: Codec:
Round Trip Delay: Remote Media Address:
t
Idle 00:40:49
Trace Trace All Pause Fing Call Details Print... Save As...
11:33:499 AM Online )
Solution & Interoperability Test Lab Application Note 260f 31
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2. Alternatively, the SIP registration and DECT Subscription status may be verified by
navigating toJsersA List Usersin thelP-DECT Served00web interface. These columns
should contain a green checkmark as shown below.

spectralink IP-DECT Server 400 [Ql Y
Status Configuration Administration Firmw.are . étaﬁsﬁm
List Users
User List
Overview
System ARI 10056545410 [10 2e b2 ¢2 00]
SIP users Subscribed Registered
Total 3 3 3
New
Show (Al ] entries Search: |
[ # Enabled User Displayname IPEI Handset Firmware Subscription Registration :;g:i?i:y
O 41510 Spectralink 1 05003 0733588 Spectralink 7202 20G v v v
O w 41511 Spectralink 2 05003 0733345 Spectralink 7522 20G v v v
O « 41512 Spectralink 3 05003 0733797 Spectralink 7622 206G v v v
Showing 1 to 3 of 3 entries First Previous 1 Next Last
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3. Establish a call betweeBpectralink handseind a local Avay&IP deskphoneln IP Office
System Statusnavigate to the SIP extension and verify thaiGbanection Typeis SRTP
Direct Mediaas shown below.

+J Avaya IP Office System Status - devcon-ipese (10.64.102.90] - IP Office Linux PC 11.1.1.0.0 build 203 — O
AVAyA IP Office System Status
Help Snapshot LogOff Exit About
Extension Status
Extension Number: 41510
IP address: 192,168,100,191
Standard Location: MNone
Registrar: Primary
Telephone Type: Unknown SIF Device
User-Agent SIP header: KWS400,/PCS21Ad98964 14218500 0013d190b040
Media Stream: SRTP
Layer 4 Protocal: TLS
Current User Extension Mumber: 41510
Current User Name: Spectra41510
Forwarding: Off
Twinning: Off
Do Not Disturb: off
Message Waiting: Off
Number of New Messages: 0
Phone Manager Type: Mone
SIP Device Features: REFER,UPDATE
License Reserved: Mo
Last Date and Time License Allocated: 4/14/2021 10:53:00 AM
Packet Loss Fraction: Connection Type: SRTP Direct Media
Jitter: Codec: G711 Mu
Round Trip Delay: Remote Media Address: 192,168,100, 191
t t
442 Connected 00:00:10 Qutgoing Extn 41511, Spectra41511
Trace Trace Al Pause Fing Call Details Print... Save As...

11:34:34 AM

Online

4. While the call is activehasic telephonjeaturescan be exercised to verify proper operation.
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9. Conclusion

These Application Notes describthe configuration steps required to integrapectralinkiP-
DECT Served00with AvayalP Office Server Editiomnd Avaya IP Office 500 V2 Expansion
System SpectralinkP-DECT 400allowed Spectralink000Series Handsets register with
AvayalP Office Server Editiomndestablish callso H.323 stations, SIP stations, and the PSTN
while usingTLS/SRTP. In addibn, basic telephony features were verifieflll feature and
serviceability test cases were completed successfitliyobservations noteid Section2.2
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APPENDIX 1: Media Security Settings

This section provideguidelines fothe Media Security settingson the Extension tator Avaya

H.323 / SIP Deskphonesd Spectralink handsets. In additiomribvides theMedia Security

settings for the Web Socket SCN trunk between IP Office Server Edition and IP Office 500 V2
Expansion System. It specifies the valid settings for these extensions/trunks and the impact on
Direct Media. For all the devices irme table, SRTP and SRTP_AES CM_128 SHA 80 were

enabled. The only difference in the meskguritysettings is whether encrypted SRTCP was
enabled or disabl ed. I n summary, Avaya H. 323
it was disabled for thoseedkphones

Device Media Security | Media Settings Notes
96x1 H.323 | Preferred Disable Encrypted| Media Security of Preferredor
SRTCP Enforcedis supported for 96x1 H.323
extensions Local H.323 callsused
Direct Media
1120eSIP Enforced EnableEncrypted | If Media Security is set toPreferred
SRTCP with encrypted SRTCP enabled, SIP

callsw o nusd Direct Media Need to
setMedia Security to Enforcedfor SIP
calls touse Direct Media

J129 SIP Enforced Enable Encrypted | Media Security set toEnforcedso that
SRTCP SIP calls will be shuffled.

J169 SIP Preferred Enable Encrypted | Media Security of Enforcedis invalid
SRTCP option for J165IP. Need to set

Media Security to Preferred however,
SIP calls with this extension will not

use Direct Mediadr calls routed over
the Web Socket to another IP Office

system.
Spectralink | Enforced Enable Encrypted | SpectralindP-DECT Served00
SRTCP doesn’t support H

Negotiation. This requires thitedia
Security on theExtensionVolP tab to
be set t&Enforcedand encrypted
SRTCP be enabled.

Web Socket| Enforced Enable Encrypted | Enabling SRTCP prevents H.323 call
SRTCP routed overtie Web Sockdrom using
Direct Media H. 323 ph
support encrypted SRTCP.

SIP Trunk to| Preferred Enable Encrypted | Media Security of Preferred. SIP
SBCE SRTCP calls aren’t shuf
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ®
™ are registered trademarks or trademar
are the property of their respective @i The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented withexpress or implied warranty. Users are responsible f
their application of any products specified in these Application Notes.

Please email any questions or comments pertaining to these Application Notes along wit|
full titte name and filename, ¢ated in the lower right corner, directly to the Avaya
DevConnect Program devconnect@avaya.com
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