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Abstract

These Application Notes describe the configuration steps required for the TONE Software
Corporation’s ReliaTel Monitoring and Management platform to interoperate with Avaya IP
Office. ReliaTel is a monitoring and management solution that can monitor and maintain
groups of telephone switches, PBX systems, and other devices from a single control point. In
the compliance testing, ReliaTel used the SNMP interface from Avaya IP Office to provide
alarm monitoring.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required for the TONE Software
Corporation’s ReliaTel Monitoring and Management platform to interoperate with Avaya IP
Office. ReliaTel is a monitoring and management solution that can monitor and maintain groups
of telephone switches, PBX systems, and other devices from a single control point. In the
compliance testing, ReliaTel used the SNMP interface from Avaya IP Office to provide alarm
monitoring.

Upon detection of a failure, Avaya IP Office raises an alarm and sends a SNMP trap to ReliaTel.
ReliaTel collects and stores the alarm information from the Avaya IP Office SNMP trap, and
presents the alarm on the monitoring screen. The integration uses SNMP version 2c.

1.1. Interoperability Compliance Testing
The interoperability compliance test included feature and serviceability testing.

The feature testing focused on verifying the following with ReliaTel: generation of SNMP traps
on Avaya [P Office, display of received SNMP traps on the ReliaTel web-based alarm
monitoring screen, and comparison of the displayed SNMP trap with a protocol analyzer.

The serviceability testing focused on verifying the ability of ReliaTel to recover from adverse
conditions, such as disconnecting/reconnecting the Ethernet cable to ReliaTel.

1.2. Support
Technical support on ReliaTel can be obtained through the following:

e Phone: (800)833-8663
e Email: info@tonesoft.com
e Web: http://www.tonesoft.com/support/portal2.html
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2. Reference Configuration

The test configuration used for the compliance testing is shown below.

0 Ethernet
Avaya C363T-PWR Avaya C364T-PWR
Converged Stackable Switch Converged Stackable Switch
76??
‘:?; 182.168.1.123
1 {'r\
- -]
il T i O ——

Avaya IP Office |P412
with Avaya [P400
Digital Station Module

I

3. Equipment and Software Validated

Tone Software
ReliaTel SNMP
Managemeant Solution

|
| LR SNMP . s ]

The following equipment and software were used for the sample configuration provided:

Equipment Software
Avaya IP Office [P412 42 (11)
Avaya [IP400 Digital Station Module NA
TONE Software Corporation’s ReliaTel 252
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4. Configure Avaya IP Office

This section provides the procedures for configuring the Avaya IP Office. The procedures
include the following areas:

o Administer SNMP
e Administer alarms

4.1. Administer SNMP

From a PC running the Avaya IP Office Manager application, select Start > Programs > IP
Office > Manager to launch the Manager application. Select the proper IP Office system, and
log in with the appropriate credentials.

The Avaya IP Office Manager screen is displayed. From the configuration tree in the left pane,
select System > IP412-Lanl1 to display the IP412-Lan1 screen in the right pane. Select the
System Events tab, followed by the Configuration sub-tab. Check the SNMP Enabled field,
and retain the default values in the remaining fields.

i# Avaya IP Office Manager 6.2 (11) IP412-Lan1 [4.2{11)]

File- Edit  “iew Tools Help

2E-H E]:I W oo IP4lz-Lant ~ System - IP412-Lani -

IP Offices B IP412-Lan1 o | X | v >
#- R BOOTP ()
[#-4% Operatar (3} Ees ]
)55 [P412-Lant system | Lant | Laniz | DS | voicemal | Telephony | LDAP  System Events | sure | CORJSMOR | Twinning | vem |
=#53 System (1) Configuration 1.ﬁ.larms 1
-y IP412-Lanl
+ 7 Line (29) [~ SMMP Agent Configuration
#-=r Control Unit (4) W SHMP Enabled
+ oy Extension (317
¥ i User (83} Community (Read-onky) |Dublic
+@ HuntGroup {4)
161
+ 8% short Code (75) SR Rarc
4R Service (0} Device ID |
-l RAS (1)
+- B Incoming Call Route (7) Contack |
S 8@ wanPart (0) e |
< abm Directory (0) e
f.“‘ Tirne Profile (0}
+ @ Firewsall Profile (1)
+- il IP Route (2)
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4.2. Administer Alarms
Select the Alarms sub-tab, and click Add.

U# Avaya IP Office Manager 6.2 (11) IP412-Lan1 [4.2{11)]

File Edit  “iew Tools Help

", N | 3 _;j L o IP412-Lani T Syskem - IP412-Lanl T

IP Offices B IP412-Lan1 ek | X | v >

[+ & BOCTP (6)

¥ Operator (33 s ]

o P412-Lani system | Lant | Lanz | DS | voicemail | Telephony | LDAP  System Events ISMTP | corjsmor | Twinning | vem |
=I5 System (1}

o mp P41 2-Land
57 Line (29)

+2 Control Unik (4)
+ oy Extension (31)
+-§ Userigg)
+-igg HuntGraup (4)
[+-§M Short Code (75)

Configuration  Alarms ]

Drestination J Ewvents

The screen is updated with new parameters, as shown below. Select the radio button for Trap,
and enter the IP address of the ReliaTel server in the IP Address field. Retain the default Port
value, and enter a desired string for Community. Note that the community string is not used by
ReliaTel, but still needs to be configured on Avaya IP Office. In the Events section, scroll down
the pane as necessary to check all desired events to be collected and sent.

U# Avaya IP Office Manager 6.2 (11) IP412-Lan1 [4.2{11)]

File Edit  “iew Tools Help

L2E-H El,j W o IPatz-lant + System

-~ IP412-lanl X

B8 IP412-Lan1 ek | X | v >
- & BOOTP (6)

% Operator (3) s ]

P412-Land System | Lamt | Labz | ONS | voicemail | Telephony | LDAP  System Events ]SMTP | corjsmor | Twinning | vem |
%59 System (1)
s TP412-Land

IP Offices

Configuration ~ Alarms

+ T Line (29) —Mew alarm -

+<=r Control Urit (4) Diestination: oK |
+-f Extension (91} o -~ <

+ i User (59) ten Syslog £ Emal Cancel |
4] ﬂ HunkGroup (4)

+- 8% Short Code (75) IPaddress: [192 168 - 1 . 123

: @ Service (0)

+1- o, RAS (1) Fort: 162

[

@ Incoming Call Route (7)
i @l WanPort (00
+oatm Directory (0) ~Events

Zommunity Javavatrap

f:f‘ Time Profile (0}

+ @ Fireweall Profile (1)
+- il IP Route (2)

- Account Code (1)
+ W License (45)

- Tuninel (0)

~ Logical LAM (0)
+§\. User Rights ()

+ g BRS (1)

.48 authorization Code (0}
w1 § E911 System (1)

Entkity

ifpplication
Compact Flash Card
Expansion Module
Trunk

YO
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5. Configure TONE Software Corporation’s ReliaTel Solution

This section provides the procedures for configuring TONE Software Corporation’s ReliaTel
solution. The procedures include the following areas:

Launch web interface
Administer centers
Administer entities
Administer IP address

The configuration of ReliaTel is typically performed by TONE Software Corporation’s
technicians. The procedural steps are presented in these Application Notes for informational
purposes.

5.1. Launch Web Interface

Access the ReliaTel web interface by using the URL “http://ip-address:8080/ems/app” in an
Internet browser window, where “ip-address” is the IP address of the ReliaTel server. Log in
with the appropriate credentials.

@'p;ornzf <> RellaTel’

UseriD |
Password

M Change Password

In the subsequent screen, select Administration from the top menu, as shown below.

‘ m <TH> quiqqu : - Help | Logout sadm
) SOFTWARE

Monitor Alarms  Performance Reporting, |  Administration " 211212009 14:09 PST
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5.2. Administer Centers

From the ReliaTel screen, select General > Centers in the left pane to display a list of centers in
the right pane. Click New to create a new center.

@m <& Rq"qTQI e Help | Logout sadm
k_ SOFTWARF

Monitor Alarms Performance Reporting Administration 2/13/2009 09:48 PST

CENTERS | 1 Rows Filter: | l =

General ame Coverage Full Center Name

Centers}

Classes
Entities
Links

system system

Users

Notification

Alarming
Automation

In the lower portion of the screen, select the General tab. Enter a descriptive Name for the
center. Retain the default values in the remaining fields, and click Apply.

©)IONE <#>ReliaTel’ Hetp [ Logout saam
L,).fnrrlr"_rr :

Monitor Alarms. Performance Reporting Administration 2/13/2009 09:49 PST

* Name Coverage Full Center Name

system system

| General | References |

Name: Avayalab

Notification D:

St Parent Center: [ Top Level Céxl
SebCHEL Coverage: - No Coveragds]

Editing Row
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5.3. Administer Entities

From the ReliaTel screen, select General > Entities in the left pane to display a list of entities in
the right pane. Click New to create a new entity.

Monitor Alarms

Performance Reporting

Administration

Help | Logout sadm

2M3/2009 11:00 PST

ENTITIES e || Customize.. | Filter: [Name  +| [Equais =] | Aaply | Clear |
General © Mame Description Center Class Coverage |
mERy avaya_audit_mgr . system .avayafaudit . ) _.I
myself system entity
password_magr system password_mgr
rclag system entity
rtop system entity
snmpmgr system cl-avayanlPbx

‘ Motification

Alarming
‘ Automation

In the lower portion of the screen, select the General tab. Enter a descriptive Name and
Description. For Center, select the center name from Section 5.2, in this case “Avayalab”.
For Class, select “cl-avayaAllPbx” from the drop-down list, as shown below. Click Apply All.

@ m 4&‘} RQquTQI. Help | Logout sadm
.:a’rlm.l'r
Monitor Alarms Performance Reporting Administration 2M47/2009 0T7:21 PST
ENTITIES lewe | Copy I J | Customize. .. ‘ Filter: |Name l] iEquals _vj |
General lame B
Centers
Classes ;
+ New
Entities _ —
Links | General l- ; | PDII\ng o A I[ 1 Tl -: .S-checiuies-: fudile |
Ligare Mame *: [svaya-IPO
) Description; |Avaya IP Office 412
Notification Center *:  [Avayalab =
Alarming Class *  |clavayadllPhy =l
Automation Coverage: | Lj
Cancel Al | Apply Al
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The ReliaTel screen is refreshed and shows the newly added entity. Double click on the new
entity, in this case “Avaya-IPO”.

:. @M ~  <E>ReliaTel’ .. oy i _: . Help | Logout sadm

Monitor Alarms Performance Reporting .ﬂﬁministrntion 2M 472009 10:49 PST

General MName .Description Center Class Coverage
Avaya-IPO Avaya P Office 412 AvavalLab cl-avayaallPby
avaya_audit_mgr system avaya-audit

Centers

myself system entity
password_magr system password_magr
rclog system entity

rtcp system entity

—= n snmpmgr system cl-avayaallPbx
Motification

Alarming
Automation

In the lower portion of the screen, select the Logging tab. Check the Log State field to enable
logging. Enter a descriptive name for Channel. Retain the default values in the remaining
fields, and click Apply All.

@m L Help | Logout sadm

SOFTWARE
Menitor Alarms Performance Reporting Administration 2M472008 0T:23 PST
ENTITIES Mews | Capy | Delata ] |  Customize ‘ Filter: |Mame | |Equals =] Anply | Clear ]
General “ MName .Descriptian .Center :Class Cowerage .
Avaya-IPo Avaya IP Office 412 Avayalab cl-avayasllPbx _:j
Centers = Hi -
Classes ::_\{.:w.: andit mar swctarn avawa-andit ‘:’J
— Il
Links “General || Logging [ A bt f:"PBIi Patterns PolllngA_ctlons || Ma Patterns MATabIes | Monitars | Scan Patterns | Schedules | Audible | References |
Ucaie Log State: v
Y Channel: |e-10.40.11
Notification Log Pattern: [ FavayadllPby =]
Alarming Log Age {days) * 0
Automation Message Timeout (seconds) *; 50
Cancel Al | Apply All |
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5.4. Administer IP Address

Log in to the Linux shell of the ReliaTel server with administrative rights. Navigate to the
“conf” directory to edit the “cdata.conf” file, as shown below.

[ReliaTel ~]# cd /export/home/ems/etc/conf

[ReliaTel confl]l# vi cdata.conf

Scroll to the end of the file, and add three new lines to associate the IP address of the Avaya IP
Office server with the channel name from Section 5.3, as shown below. Save the file.

[c—snmpmgr]
chanType = SNMPMGR
account

port 1162

[c-10.40.1.1]
chanType = SNMPMGR
account = 10.40.1.1

In the Linux prompt, issue the “pkill” command to restart all necessary components.

[ReliaTel confl# pkill -HUP dapmgr
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6. General Test Approach and Test Results

The feature test cases were performed manually. Different SNMP traps were generated on
Avaya [P Office and verified on the ReliaTel web-based alarm monitoring screen. The
verification also included the use of a protocol analyzer to view the SNMP traps sent from Avaya
IP Office. The different SNMP traps included Avaya IP Office reboot, disconnect/reconnect of
expansion modules, and move users to different ports on the expansion module.

The serviceability test cases were performed manually by disconnecting/reconnecting the
Ethernet cable to the ReliaTel server.

All test cases were executed and passed.

7. Verification Steps

This section provides the test that can be performed to verify proper configuration of Avaya IP
Office and ReliaTel.

Generate an alarm event on the Avaya IP Office, such as reboot the Avaya IP Office server,
disconnect/reconnect an expansion module, or move a user to a different port on an expansion
module. With a protocol analyzer, verify that SNMP traps are sent to the ReliaTel server.

In the ReliaTel screen, select Monitor Alarms from the top menu. Select View > Avayal.ab >
Avaya-IPO in the left pane, where “Avayalab” is the name of the center from Section 5.2, and
“Avaya-IPO” is the name of the entity from Section 5.3. Verify that the new alarms are
displayed in the right pane, as shown below.

<E@>ReliaTel AN . . Help | Logout sadm

Monitor Alarms Performance Reporting Administration 2M 472009 0B:09 PST

MONITOR ALARMS

Centers & Entities:

€ view

Full Screen Window

Alarm List Dashboard

]:]l[ Cuskomize. .. ]IAlarms: 3

Filter:

[¥] @ select Colurmn

Bﬂ 1D Alarm Level State Entity Alarm Text
Ip___ 11 New avayaIPO  ipoGenEntityFailureSvoEvent; critical(3); 2009-2-14,10:44:39.0; ; IP 412 ]
BYava— (8}
ﬂ Suitem 29 Minor MNew Avaya-IPO  ipoPhonesChangeSvycEvent; minor(S); 2009-2-14,10:55:44.0; ; [P 412 4
32 Major Mew Avaya-IPO  ipoGenEntityFailureSycEvent; major(4); 2009-2-14,11:4:37.0; ; [P 412 4

Profiles:
Custom Profile fud

! | o
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8. Conclusion

These Application Notes describe the configuration steps required for ReliaTel to successfully
interoperate with Avaya IP Office. All feature and serviceability test cases were completed.

9. Additional References

This section references the product documentation relevant to these Application Notes.

1. [P Office 4.2 Documentation CD, August 2008, available at http://support.avaya.com.

2. ReliaTel Monitoring and Management Solution Installation and Configuration Guide,
Version 2 Release 5 Modification 0, contact ReliaTel support at info@tonesoft.com.

3. ReliaTel Monitoring and Management Solution User’s Guide, Version 2 Release 5
Modification 2, contact ReliaTel support at info@tonesoft.com.
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
Program at devconnect@avaya.com.
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