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Abstract

These Application Notes describes the steps to configure Session Initiation Protocol (SIP)
Trunking between Windstream Metaswitch and Avaya IP Office Release 8.1.

Windstream SIP Trunking provides PSTN access via a SIP trunk between the enterprise and
the Windstream network as an alternative to legacy analog or digital trunks. This approach
generally results in lower cost for the enterprise.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted in the Avaya Solutions and
Interoperability Test Lab, utilizing Windstream SIP Trunk Services.
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1. Introduction

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
Trunking between Windstream Metaswitch and Avaya IP Office Release 8.1.

The Windstream SIP Trunking service referenced within these Application Notes is positioned
for customers that have an IP-PBX or IP-based network equipment with SIP functionality, but
need a form of IP transport and local services to complete their solution.

Windstream SIP Trunking will enable delivery of origination and termination of local, long-
distance and toll-free traffic across a single broadband connection. A SIP signaling interface will
be enabled to the Customer Premises Equipment (CPE).

2. General Test Approach and Test Results

The general test approach was to connect a simulated enterprise site to the Windstream SIP
Trunking service via the public Internet and exercise the features and functionality listed in
Section 2.1. The simulated enterprise site was comprised of Avaya IP Office and various Avaya
endpoints.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

To verify SIP trunking interoperability, the following features and functionality were covered
during the interoperability compliance test:

Response to SIP OPTIONS queries

e Incoming PSTN calls to various phone types including H.323, SIP, digital, and analog
telephones at the enterprise. All inbound PSTN calls were routed to the enterprise across
the SIP trunk from the service provider

e Outgoing PSTN calls to various phone types including H.323, SIP, digital, and analog
telephones at the enterprise. All outgoing PSTN calls were routed to the enterprise across
the SIP trunk from the service provider

¢ Inbound and outbound PSTN calls to/from Avaya IP Office Softphone

e Various call types including: local, long distance, outbound toll-free, and local directory

assistance
e Codec G.711MU
o G.711 Fax
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Caller ID presentation and Caller ID restriction

DTMF transmission using RFC 2833

Voicemail navigation using DTMF for inbound and outbound calls
User features such as hold and resume, transfer, and conference
Off-net call forwarding and twinning

2.2. Test Results

Interoperability testing of Windstream SIP Trunking was completed with successful results for
all test cases with the exception of the observations/limitations described below.

T.38 Fax — The use of T.38 Fax did not pass compliance testing. Windstream returns a
“488 Not Acceptable Here” response to the SIP INVITE from Avaya IP Office with T.38
parameters. Thus, the use of T.38 Fax is not recommended with this solution. Fax calls
were successful during testing using the fax transport method of “G.711” on the SIP Line.
See Section 5.7.4. This transport method is intended to improve fax success rates by
making fax-aware provisions for calls known to be fax calls, such as disabling the digital
signal processing appropriate for voice calls.

Call Transfer — When an H.323 enterprise extension blind transferred a call with a
PSTN phone (either inbound or outbound) off-net back to PSTN, Windstream responded
to REFER from the enterprise with "403 Refer in bad call state" instead of “202
Accepted”. User experience was not negatively affected (i.e., the call was transferred
successfully). Consultative transfer of similar call to PSTN worked properly (Windstream
responded with 202 Accepted” to REFER from the enterprise).

SIP Blind Transfer — When a SIP enterprise extension transferred a call with a PSTN
phone (either inbound or outbound) off-net back to PSTN, IP Office does not send a
REFER message to Windstream. User experience was not negatively affected (i.e., the
call was transferred successfully). This observation is under investigation by IP Office
product development (IPOFFICE- 31274).

One-X® Portal for IP Office — When an outbound call to a PSTN phone is blind
transferred to another PSTN phone using the One-X Portal client, the FROM header in
the INVITE contains the wrong caller ID and Windstream responds with “403 From: URI
not recognized” causing the transfer to fail. A recommended workaround is to perform a
consultative transfer. This observation is under investigation by IP Office product
development (IPOFFICE- 31275).

2.3. Support

For technical support on Windstream SIP Trunking, contact Windstream using the Customer
Service links at www.windstream.com.

Avaya customers may obtain documentation and support for Avaya products by visiting
http://support.avaya.com. In the United States, (866) GO-AVAYA (866-462-8292) provides

access to overall sales and service support menus.
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3. Reference Configuration

Figure 1 illustrates the sample configuration used for the DevConnect compliance testing. The
sample configuration shows an enterprise site connected to Windstream SIP Trunking.

Located at the enterprise site is an Avaya IP Office 500 V2. The LAN port of Avaya IP Office is
connected to the enterprise LAN while the WAN port is connected to the public network.
Endpoints include an Avaya 1616 IP Telephone (with H.323 firmware), an Avaya 1140E IP
Telephone (with SIP firmware), an Avaya 9630 IP Telephone (with H.323 firmware), an Avaya
9621 IP Telephone (with H.323 firmware), an Avaya IP Office Phone Manager, an Avaya IP
Office Softphone, an Avaya 9508 Digital Telephone, an Avaya T7316E and an Avaya 6210
Analog Telephone. The site also has a Windows 2003 Server running Avaya Voicemail Pro for
voicemail, one-X® Portal for Windows and running Avaya IP Office Manager to configure the
Avaya IP Office.
Windstream
Windstram W

SIP Trunk

Service
10.1.1.26

Enterprise Office
Premise
Router
ﬁ WAN Port | 172.16.0.92 /fiﬂg
X215

PSTN

Avaya 9508 —
(Digital) X209 "o 1]
. Avaya IP Office LANPort | 10,80,150.70
Avaya TT316E
(Digital) X201
( PRIVATE [P ADDRESS SPACE (Corporate) {}

; Server with IP Office T
PC with IP Softphone Manager, Voicemail Pro ﬂ L ﬁ ﬁ

X301 and Flare for and one X® Portal for IP

Windows X304 Office Avaya 1616 Avaya 1140E  Avaya 9630 Avaya 9621
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X300 X302 X303 X305
e A

Figure 1: Avaya Interoperability Test Lab Configuration

For security purposes, any public IP addresses or PSTN routable phone numbers used in the
compliance test are not shown in these Application Notes. Instead, public IP addresses have been
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replaced with private addresses and all phone numbers have been replaced with numbers that

cannot be routed.

In an actual customer configuration, the enterprise site may also include additional network
components between the service provider and the Avaya IP Office such as a session border
controller or data firewall. A complete discussion of the configuration of these devices is beyond
the scope of these Application Notes. However, it should be noted that SIP and RTP traffic
between the service provider and the Avaya IP Office must be allowed to pass through these

devices.

4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Avaya IP Telephony Solution Components

Equipment

Software

Avaya IP Office 500 V2

Release 8.1 (43)

Avaya Voicemail Pro

Release 8.1 (810)

Avaya IP Office Manager

Release 10.1 (43)

Avaya 1616SW IP Telephone (H.323)

Release 1.301S

Avaya 9630SW IP Telephone (H.323)

Release 3.104S

Avaya 9621SW IP Telephone (H.323)

Release 6.2119

Avaya 1140E IP Telephone (SIP)

Release 04.03.12

Avaya 9508 Digital Telephone Release 0.39
Avaya IP Office Softphone Release 3.2.3.20
Avaya Flare Communicator for Windows Release 1.0.0

IP Office one-X® Portal

Release 8.1.76

Windstream SIP Trunki

ng Solution Components

Component

Release

Metaswitch

7.03.00 SU 56

5. Configure Avaya IP Office

Avaya IP Office is configured through the Avaya IP Office Manager PC application. From the
Avaya IP Office Manager PC, select Start — Programs — IP Office — Manager to launch the

application. A screen that includes the following
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WELCOME to IP Office Administration

What would you like to do ?

Create an Offline Configuration

Open Configuration from System

Fead a Configuration from File

Navigate to File — Open Configuration, select the proper Avaya IP Office system from the
pop-up window and log in with the appropriate credentials. The appearance of the IP Office
Manager can be customized using the View menu. In the screens presented in this section, the
View menu was configured to show the Navigation pane on the left side, the Group pane in the
center, and the Details pane on the right side. These panes will be referenced throughout the
Avaya IP Office configuration. All licensing and feature configuration that is not directly related
to the interface with the service provider (such as twinning and IP Office Softphone support) is
assumed to already be in place.

5.1. Licensing and Physical Hardware

The configuration and features described in these Application Notes require the IP Office system
to be licensed appropriately. If a desired feature is not enabled or there is insufficient capacity,
contact an authorized Avaya sales representative.

To verify that there is a SIP Trunk Channels License with sufficient capacity; click License in
the Navigation pane and SIP Trunk Channels in the Group pane. Confirm a valid license with
sufficient Instances (trunk channels) in the Details pane.

File Edit Wew Tools Help

i DOEND7OSEESS - Llicense = SIP Trunk Channels = ]
IP Offices License B SIP Trunk Channels gk -9 X[ v<]>
R BOOTF (3) License Type Skatus licerees
4 Operator (3) % Advanced Edition valid
=53y DOEQOTOSGESS %2 ALIDIY Yoicemail Walid License Key b@HYRXERAVHOIPEF ok 3K _Lwwdry,
=) System (1) R Avaya IP endpoints Walid
“F1 Line (5} & T Link Pro walid License Type  |SIF Trunk Channels
o= Contro! Unit {33 % Customer Service Agent Walid License Status |valid
< Extension (21) W Customer Service Superyisor valid
‘: User (24) % Essential Edition Walid Instances S
ﬂ HuntGroup (2) % IPS00 Voice Metworking Channels Valid i
B¢ Short Code (54) Expiry Date Mesver
N % IPSec Turneling Walid
@ Service {0) )
& RAS (D) S Mobile Worker valid
@ Incoming Call Route (11) " Office thorker Vald
@ WarPort (1) % Phone Manager Pro (per seat) Valid
am Directory (0) % Phone Manager Pro IP Audio Enabled {users) Walid
7 Time Profile (0) S Power User valid
@ Firevsall Profils {1} %= Preferred Edition (Yoicemail Pro) walid
Bl 1P Route (5) % Receptionist Walid
am Account Code {0) b2 SIP Trumk Channels
%2, License (22) % Software Upgrade 255 Walid
0% Tunnel (0} e Teleworker valid
§4 User Rights (8) e YMPro Metworked Messaging Walid
‘¥ ARS(3) e YMPro TTS (Scansoft) Walid
f= E911 system (1) S ave User Walid
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If Avaya IP Telephones will be used as is the case in these Application Notes, verify the Avaya
IP endpoints license. Click License in the Navigation pane and Avaya IP endpoints in the
Group pane. Confirm a valid license with sufficient Instances in the Details pane.

File  Edit Wew Tools Help

O0EOO70SEE33 * Llicense T Awvaya IP endpoints -

[HEEA v =28

IP Offices License E Avaya IP endpoints =R AR
R B00TP () License Type Status Tearees
1+ Operator (3) % Advanced Edition Valid
=% OOEQOFOSEESS S AUDLY Yoicemail Walid License Key G2x7BANDOaTEnHkzIR01 TpZ20dvpG_N
20 System (1) R Avaya IP endpoints Walid
9 Line (5) 8. CTI Link Pro walid License Type | Avava IP endpoints
o Contral Uik {3) i i -
& Extonsion (21) % Customer Service Agent Valid License Skatus | vaid
b S Customer Service Supervisar Walid
g userid) % Essential Edition Vaid Instances 5
ﬂ HurtGroup (2) % IPS00 Voice Networking Channels valid i
@ Short Code (54) ) - Expiry Date  |Mewver
N % IPSec Turneling Yalid
@ Service (0) } .
&, RAS (1) % Mobile wworker Yalid
@ Incoming Call Route (1) 8. Office wiorker Valid
@ WanPort (0) % Phone Manager Pro {per seat) Yalid
@ Directory (0) % Phone Manager Pro IP Audio Enabled (users)  Valid
7 Time Profile (1) S Power Liser Yalid
@ Firewall Profile (13 % Preferred Edition (Yoicemail Pro) Walid
Bl FRoute (5) % Receptionist Yalid
& Account Code {0} %2 5IP Trurk Channels valid
W, License (22) % Software Upgrade 255 Walid
@ Tunnel (0} e Teleworker walid
i 3 User Rights (&) % YMPro Mebworked Messaging Walid
¥ ARSI (3) e YMPro TTS (Scansoft) Walid
f= E911 System (1) S Wave User Yalid
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In the sample configuration, looking at the IP Office 500 from left to right, the first module is a
TCM 8. This module supports BCM / Norstar T-Series and M-Series telephones. The second
module is a Combination Card. This module has 6 Digital Stations ports, 2 Analog Station ports,
4 Analog Trunk ports and 10 VCM channels. The VCM is a Voice Compression Module
supporting VolP codecs. An IP Office hardware configuration with a VCM component is
necessary to support SIP trunking.

The following screen shows the modules in the IP Office used in the sample configuration. To
access such a screen, select Control Unit in the Navigation pane. The modules appear in the
Group pane. In the screen below, IP 500 V2 is selected in the Group pane, revealing additional
information about the IP 500 V2 in the Details pane.

File Edit %iew Tools Help

O0EQO7OSEESS + Control Unit * 1IPS00Y2 = J
IP Offices Control Unit & IP 500 V2 e [ X v ]|=]>
K BOOTP(3) Dev Mo, | Dev Type Version Unit
{# Operator (3} w1 IP 500 Y2 8.1(43)
=|-%=p O0EQD70SBESS 2 TCME 2.1{43) Drevice Number 1
= System (1) =3 COMBOGZIOJATIMG 8.1 (43) Unit Type P50 V2
5 Line {5}
sl Control Linik (3) Wersion 8.1 (43)
Ay Extension (21)
: User (24) Serial Mumber 00007058633
a‘u HunkGroup (2) i
Uniit IP Add 10.80.150.70
B Short Code (64) n ress
B service (0) Interconnect Mumber 0
ol RAS (1)
@ Incoming Call Route (11} Module Mumber Control Uik

@ wianPort (00

s Directory (0)

£ Time Profile (0}
@ Firewall Profile (1)
E IF Route (5)

g Account Code (0)
W License (22)

W& Tunnel ()

2 3 User Rights (3)
RS (3)

fi= E9L1 System (1)
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5.2. LAN2 Settings

In the sample configuration the WAN port was used to connect the Avaya IP Office to the public
network. The LANZ2 settings correspond to the WAN port on the Avaya IP Office 500. To access
the LANZ2 settings, first navigate to System in the Navigation Pane and then navigate to the
LAN2 — LAN Settings tab in the Details Pane. Set the IP Address field to the IP address
assigned to the Avaya IP Office WAN port. Set the IP Mask field to the mask used on the public

network. All other parameters should be set according to customer requirements.

File — Edit Wiew Tools

Help

|4 ]E)
IP Offices

R BOOTR (3)
4% Operator (3)
=-%% DOEOO7OSEESS
2y System (1)
T4 Line (5)
<2 Control Unit {3}
Ay Extension (21)
I User (247
4“ HuntGraup (2)
8% Short Code (64)
@ Service ()
ol RAS (1)

EE] WanPart {0)

a4 Directory (0)

f’.“ Time Profile {0
@ Firewall Profile (1)
Bl 1P Route (5)

v o2

e Incoming Call Route (11)

O0EQQ7POSSESS - | System - O0OEQQ7OSSESS 'J
B 00E007058E33 ci

Mame
S=) OOEOO7OSSESS

Twinning | wCM | CCR || Codecs

LAM Settings | voIP | Metwork Topology

[ % | w <]

IP Address 172 16 ] az
IP Mask 255 255 255 125
Prirmary Trans, IP Address 0 0 i} i}
Firewall Prafile <Mone:
RIP Mode Maone

[] Enable naT

A

Murnber OF DHCP IP Addresses |1 v
DHCP Maode

Systern | LAML | LAMZ2 | DNS | Voicemail | Telephony | Directory Services | System Events | SMTP || SMDR

B Account Code (0) () gerver () Client (O Dialin (%) Disabled Advanced

W License (21)

4 Tunnel (0)

£ 1 icer Bighrera)
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On the VoIP tab in the Details Pane, check the SIP Trunks Enable box to enable the
configuration of SIP trunks. Under RTP Keepalives set the Scope to RTP, the Initial keepalives
to Enabled and the Periodic timeout to 10. Enabling this will prevent the loss of speech path on
calls forwarded across the SIP trunk. These settings instruct Avaya IP Office to sent RTP
keepalive packets every 10 seconds from the establishment of the connection. This will start
media flowing from the far-end endpoint in those cases where the far-end endpoint is waiting to
receive media before it starts to send media of its own. The RTP Port Number Range can be
customized to a specific range of receive ports for the RTP media. Based on this setting, Avaya
IP Office would request RTP media be sent to a UDP port in the configurable range for calls
using LAN2. Avaya IP Office can also be configured to mark the Differentiated Services Code
Point (DSCP) in the IP Header with specific values to support Quality of Services policies for
both signaling and media. The DSCP field is the value used for media and the SIG DSCP is the
value used for signaling. The specific values used for the compliance test are shown in the
example below and are also the default values. All other parameters should be set according to
customer requirements.

File  Edit Wew Tools Help

O0EQOFOSEESS - | Swskem = Q0OEQQ7OSSE3S ']
! B EE] v - 2
B 00E007058E33 £ [ % | wvl<]

IP Offices

& B0OTP (3) Name CCR | Codecs
{7 Operator (3) 27 DDEOO7OS: o p N . -
).y OUEDOTOSBES3 Systern | LAM1 | LAMZ | DNS | Woicemail | Telephony | Directory Services | Swstem Events | SMTP | SMOR || Twinning || WM
2y Syskem (1) LAM Settings | VoIP | Network Topology
4 Line (5) A

2 Control Unit (3)
4 Extension (Z1) |:| H.323 Gatekeeper Enable

: User (24) SIP Trunks Enable

28 HuntGroup (2) -
SIP Reqistrar Enabl
B¢ Short Code (54) O eqgistrar Enable

@ Service (0}
wls RAS (1) RTF Port Mumber Range
@ Incoming Call Route {113 [] H.323 Auto-create Extn
@ ‘WanPort {00
am Directory (00 H.323 Auto-create User Part Range (Maximum) 53246
(.“ Time Profile {0)
@ Firewall Profile (1) [] H.323 Remote Extn Enable
Bl 1P Route (S)

i Account Code (0)

Port Range (Minimum) (49152

4| |4

0 Enable RTCP Monitoring
On Port 5005

W License (21)
% Tunnel (0} DiffSery Setkings
fia User Rights (3) B5 4| DscP(Hex) FC 3| DSCP Mask(Hex) 88 2| SIGDSCP (Hex)
g ARS(3)
fi= E911 System (1) 46 L | DscP 63 3| DSCP Mask 34 |3 | slzDsCP
DH_P Sertngs
Primary Site Specific Option Murber (SSON) 178 E
Secondary Site Specific Opkion Murmber (SSOM) 242 E
WLAMN Mok Present ¥
1100 Yoice YLAM Site Specific Option Mumber (S50M) 232 E
1100 Yoice YLAN IDs
IPO-SMet Firewall | <Mone= -
RTF Keepalives
Scope RTP “ | Periodic timeout 10
Initial keepalives Enabled v
v
£ >
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On the Network Topology tab in the Details Pane, configure the following parameters:

o Select the Firewall/NAT Type from the pull-down menu that matches the network
configuration. No firewall or network address translation (NAT) device was used in the
compliance test as shown in Figure 1, so the parameter was set to Open Internet.

e Set Binding Refresh Time (seconds) to 120. This value is used to determine the
frequency at which Avaya IP Office will send SIP OPTIONS messages to the service

provider.

e Set Public IP Address to the IP address of the Avaya IP Office WAN port.
Set the Public Port to 5060.

o All other parameters should be set according to customer requirements.

File  Edit Wiew Tools Help

O0EOO7OSEESS - | Swstem

T O0EOO7OSEESS = J

| = 2]
IP Offices

R BooTR (3
1% Operator (3)

=-%% D0EOO7OSEESS
3y Syskem (1)
4 Line (5)
<2 Conkrol Unit {33
Ay Extension (213
: User {24}
a‘ﬂ HunkGroup {23
B Short Code (64)
@ Service (0)
A RAS (1)
@ Incoming Call Route (11)
@ ‘WanPart {0}
i Directory (00
f’.“‘ Time Profile {0}
@ Firewsall Profile {13
8 1P Route (5)
i Account Code (0)
W License (21)
& Tunnel {0}
ﬁ‘, User Rights (&)
¢ ARS (3)
fx E911 System (1)

HlA|v > 2

Mame
“=/ 00EQO7OS

CCR | Codecs
system | LanL |

LAM Settings | WoIP | Metwork Topology
Metwork Topology Discovery

STUM Server IP Address 69 an g 13 STUM Part:
Firewall[MAT Type Open Internet v

Binding Refresh Time 120 ~

({seconds) 4

Public IP Address 172 16 ] 92

Public Port S060 3 Run STUN

B 00E007058E33 =

| X[ vl<]

|:| Run STUN on startup

| DMS ‘Woicemail | Telephony | Directory Services || System Events | SMTP | SMDR || Twinning | WCM
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5.3. Voicemail Settings

On the Voicemail tab in the Details Pane, configure the SIP Settings section. The values entered
for the SIP Name and Contact fields are used as the user part of the SIP URI in the From and
Contact headers for outgoing SIP trunk calls from Voicemail (e.g., Outcalling). The SIP Name
and Contact are set to one of the DID numbers assigned to the enterprise from Windstream. The
SIP Display Name (Alias) parameter can optionally be configured with a descriptive name.
Uncheck the Anonymous box to allow Voicemail Caller ID information to the network.

File  Edit Wew Tools Help
O0EOO7OS5E33 - | Syskem = O0EOO7OS8E33 = J
: |2 BEA v = 2
IP Offices B 00E007058E33 ek -8 X vl<]
K BooTP (3) o CCR | Codecs
i Operator (3) 27 DDEOO7OS: ey T T
= ODEOO7OSEES3 pescil
L"_' System (1) Woicemail Type Woicemail Lite/Pro w Messages Button Goes To Wisual Yoice
4 Line (5)
2 Control Unit (3) Yoicemail Destination
Ay Extension (21}
: User {24} Voicemail IP Address 10 a0 150 . 201
ﬂ HuntGroup (2) Backup Yoicerail IP Address o 1] 1] o
@ Short Code {64)
B service (0) Yoicemail Channel Reseryvation
oz RAS (1) Unreserved Channels |4
@ Incoming Call Route (11)
@ ‘WanPort {00 Auto-Attendant 0 % | Voice Recording |0 % | Mandatory Yoice Recording |0 E
a4 Directory (07
£7) Time Profile (01 Announcements u % | Maibox fccess |0 &
@ Firewall Profile {13
Bl I Route (5) DTMF Breakout
& Account Code (0) Reception { Breakout (DTMF *0/0)
W License (21)
@& Tunnel (0) Breakout (DTMF 2)
§ 2 User Rights (&)
]
“f BRS (3) Breakout (DTMF 3)
fx E911 System (1) -
SIP Settings
SIP Mame S015551499
SIP Display Mame (Alias) | Voicemnail
Conkack S015551499
Ananymous |:|
Call Recording
Auto Restart Paused Recording (secs) |15 E
Hide Auto Recording F
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5.4. System Telephony Settings

On the Telephony tab in the Details Pane, uncheck the Inhibit Off-Switch Forward/Transfer
box to allow call forwarding and call transfer to the PSTN via the service provider across the SIP
trunk. If for security reasons incoming calls should not be allowed to transfer back to the PSTN
then leave this setting checked.

File  Edit Wew Tools Help
O0EOD7OSEESS = | System = O0EOO7OSSESS = J
: | = |BE A v = 2
IP Offices B 00E007058E33 ek -8 X vl<]
R pootp (32 ) R CCR | Codecs
{# Operator (3 S/ D0EQO70S: - ; N - A
=+ OOE007OSSES3 Syskem || LAML | LANZ | DNS Woicemail Direckory Services || Sysktem Events | SMTP || SMOR || Twinning | WiCM
3y System (1) Telephony | Tones & Music | Call Log
T Line (5)
" ' Control Uit (3) Analogue Extensions Companding Law
Ay Extension (21) Swikch Line
= User (24) Default Outside Call Sequence Mormal w
ﬂ HuntGroup (2) Default Inside Call Sequence Ring Type 1 w @ ULaw ® U-Law Line
B Short Code (84)
@ Service (0) Default Ring Back Sequence Ring Type 2 W
ol RAS (1) ) ) ) O A-Law O A-Law Line
e Incoming Call Rodte (11 Restrict Analogue Extension Ringer Yoltage |:|
@ ‘WanPort {00 Y
; ] 4
2 Directary (0) Dial Delay Time {secs) > [ oss status
oy y
£ Time Profile () Dial Delay Count 0 $ Auto Hold
@ Firewall Profile {13
BB [P Route (5) Default Mo Answer Time (secs) 15 2 Dial By Mame
g Account Code (0)
i ] e v
. License (21) Hald Timeout (secs) > Shiow Account Code
? Turinel (? © Park Timeout (secs) 300 & [ tnhibit: OFf-Switch Forward]Transfer
2 User Rights (5
(' ARS(3) Ring Delay (secs) S E ] Restrict Network Interconnect
% E911 System (1
g ¥ O] Call Priority Promotion Time (secs) |Disabled E, [] brop External Only Impromptu Conference
Default Currency 1sD 3 [ visually Differentiate External Call
Default Name Priority Favor Trunk - [] Unsupervised Analag Trunk Disconnect Hand
High Quality Conferencing

5.5. Twinning Calling Party Settings

To view or change Twinning settings, select the Twinning tab as shown in the following screen.
The Send original calling party information for Mobile Twinning box is not checked in the
sample configuration, and the Calling party information for Mobile Twinning is left blank.
This will allow the Send Caller ID setting in Section 5.7.1 to control the calling party
information for Mobile Twinning and forwarded calls.

OOE0O7058E33

System || LANL | LANZ || DNS ‘oicemail | Telephony | Directory Services | Swskem Events | SMTP | SMDR. | Twinning | yicp CCR

[] send ariginal calling party infarmation For Mobile Twinning

Calling party information for
Mobile Twinning
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5.6. IP Route

Navigate to IP Route in the left Navigation Pane, and then right-click on the Group Pane to
select New (not shown). Create a default route with the following parameters:

e Set IP Address and IP Mask to 0.0.0.0.

e Set Gateway IP Address to the IP Address of the default router to reach Windstream.
e Set Destination to LAN2 from the pull-down menu.

T X T

IP Route

IP Address 1] 1] 1] 1]

IP Mask. 1] n n 0

Gateway IP Address 172 16 1] 1

Destination LMz w

Metric 0 e

[] Proxy arp
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5.7. SIP Line

A SIP line is needed to establish the SIP connection between Avaya IP Office and Windstream
SIP Trunking. To create a SIP line, begin by navigating to Line in the Navigation Pane. Right-
click in the Group Pane and select New — SIP Line.

5.7.1. SIP Line — SIP Line Tab
On the SIP Line tab in the Details Pane, configure the parameters as shown below.

e Set ITSP Domain Name to the IP address of the Windstream SIP proxy.
Set Send Caller ID to Diversion Header. With this setting and the related configuration
in Section 5.5, IP Office will include the Diversion Header for calls that are directed via
Mobile Twinning out the SIP Line to Windstream. It will also include the Diversion
Header for calls that are call forwarded out the SIP Line.

e Check REFER Support. Set the Incoming and Outgoing fields to Always. See Section
2.2 for limitations using REFER.

e Check the In Service box. This makes the trunk available to incoming and outgoing calls.

e Check the Check OOS box. IP Office will use the SIP OPTIONS method to periodically
check the SIP Line. The time between SIP OPTIONS sent by IP Office will use the
Binding Refresh Time for LAN2, as shown in Section 5.2.

e Default values may be used for all other parameters.

File  Edit ‘Wew Tools Help
O0EDO7OS3ESS = | Line - = J
: | B el v -2
IP Offices B SIP Line - Line 17 IR
R BoOTP (3) e ity | s T Transpott | SIP URI|volP | 738 Fax| SIP Credertials
4 Operator (3) s Analogue Trunk
=%y OEON7OSEESS R Analogue Trunk Line Murmber 17 e
iy System (1) 17 Analogue Trunk . 10.1.1.25 .
7 Line (5) s Anslogue Trurk ITSP Daomain Mame L1.1. In Service
= Contral Unit {3} .17 SIP Line
Use Tel URI
A Extension {21} il g
‘ User (24} Prefix | Check 005
éﬂ HunkGroup (2)
B Short Code {64) Mational Prefix Call Routing Method Request URI i
@ Service (0) Country Cod 1 Originator number For
ol RAS (1) ountry Lode Farwarded and bwinning calls
@ Incoming Call Route (11) International Prefix Mame Priority System Default w
@ WanPort {0)
s Directory (0 Caller ID from From header  []
f.“ Time Profile {0) Send From In Clear |
@ Firewall Profile (1) User-Agent and Server
8 1F Route (5) Headers
&m Account Code (0) Send Caller ID Diversion Header w
R License (21)
% Tunnel (0} Association Method | By Source IP address w
5 user rights (5)
! ¥ | REFER. Suppart
¥ ARS (3D
g'x E911 System {1} Incoming Always v
Qutgoing Always L
UFDATE Supported | Mewver R
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5.7.2. SIP Line - Transport Tab

Select the Transport tab. This tab was first introduced in Release 6.1. Some information
configured in this tab had been under the SIP Line tab in Release 6.0. Set the parameters as
shown below.

e Set ITSP Proxy Address to the IP address of the Windstream SIP proxy.
e Set Layer 4 Protocol to UDP.
e Set Use Network Topology Info to the network port configured in Section 5.2.
e Set the Send Port to 5060.
o Default values may be used for all other parameters.
File  Edit View Tools Help
O0EOO70S8E33 = | Ling - - J
: | & EELA v - 2
B srimeinr  CECIIPIREE
R BooTP (3) s Gacfizy | L2 2 Stp Line [ Transportlstp URI | vate | T35 Fa| ST Credentials
i+ Operator (3) s Analogue Trunk
) % O0EO070SSE33 s fnalogue Trurk ||| [175P Prosey address [10.1.1.26 |
P System (1) 7 Analogue Trunk
T Line (5} ) s analogue Trunk Network Configuration
& :::;;::;nétz(l? i 5P Line Layer 4 Protocal UDP v Send Port  [S060 £
% ﬁlirtéf:ip @ Use Metwork Topology Info |LAN 2 L
g 22?\5::::?3)8 &0 Explicit DN3 Server(s) 1} 1} a a 1} o o o
oz RAS (L) Calls Route via Registrar
e Incoming Call Route {11)
Eﬂ ‘wanPort {0}
am Direckory {0) Separabe Registrar
£ Time Profile (0)
@ Firewall Profile (1)
EB IF Routs (53
B Account Code {0}
S License (21)
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5.7.3. SIP Line - SIP URI Tab

A SIP URI entry must be created to match each incoming number that Avaya IP Office will
accept on this line. Select the SIP URI tab, then click the Add button and the New Channel area
will appear at the bottom of the pane. To edit an existing entry, click an entry in the list at the
top, and click the Edit... button. In the example screen below, a previously configured entry is
edited. The entry was created with the parameters shown below:

e Set Local URI, Contact and Display Name to Use Internal Data. This setting allows
calls on this line whose SIP URI matches the number set in the SIP tab of any User as
shown in Section 5.9.

e Associate this line with an incoming line group by entering a line group number in the
Incoming Group field. This line group number will be used in defining incoming call
routes for this line. Similarly, associate the line to an outgoing line group using the
Outgoing Group field. The outgoing line group number is used in defining short codes
for routing outbound traffic to this line. For the compliance test, a new incoming and
outgoing group 3 was defined that only contains this line (line 17).

e Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed
using this SIP URI pattern.

File  Edit Wew Tools Help

ODEQOFOSBE3S - | Line * 17 v]
i |= B v -2

IP Offices ﬁ SIP Line - Line 17* ek -8 X v | <=

Line Mumber | Line Type

K B00TR(3)
i Operator (3) Tis
=)+ DOEDO7OSBESS e
5 System (1) 7 Analogue Trunk 1 33
4 Line (5) s Analogue Trunk, 2 30
< Control Urit (3) .17 SIP Line 3 e
e Extension (21)
§ Useriz4
% HunkEroup (2)
8¢ Short Code (64)
@ Service (0}
ol RAS (1)
e Incoming Call Raute (11)
@ WanPart {0)
@ Directary {0)
f.“ Time Profile {0)
@ Firewall Profile {13
B IF Route (5)

SIP Line| | Transport| SIF URL YolP | T35 Fax| SIP Credentials
Analogue Trunk
Lacal URI Display Name = PAI | Credential Add...
Mone  0: <Mom... !
Mone 0: <Mom... !

Mone  0: <Mon...

Channel  Groups Via Contack
172.16.0,92
172.16.0,92 50155514938 5015551498 5015551495

172.16.0,92 5015551499 5015551499 5015551499

Analogue Trunk

Remove

Edit. ..

Edit Channel

@ Account Code (D)
W License (21)

% Tunnel {0}

§ 3 User Rights (&)
e ARS [3)

g-x E911 System (1)

Via

Local URT
Conkack

Display Name
PAT
Reqgistration
Incoming Group

CQukgoing Sroup

Max Calls per Channel

172.16.0,92
Use Internal Data
Use Internal Data

Use Inkernal Data

Mone

Cancel
3
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In the sample configuration, the single SIP URI previously created shown below as Channel 1
was sufficient to allow incoming calls for Windstream DID numbers destined for specific IP
Office users or IP Office hunt groups. The calls are accepted by IP Office since the incoming
number will match the SIP Name configured for the user or hunt group that is the destination for
the call. Channels 2 and 3 display service numbers, such as a DID number routed directly to
voicemail or DID used for Mobile Call Control. DID numbers that IP Office should admit can be
entered into the Local URI and Contact fields instead of Use Internal Data. The numbers 501-
555-1498 and 501-555-1499 will be assigned as service numbers in the Incoming Call Routes in
Section 5.10.

H—

i= SIP Line - Line 17 |

SIP Line| Transpart| SIF URT [walp | T35 Fax||SIP Credentials

Channel  Groups | Via Local URI Conkact Display Mame = PAI Credential Max Ci add...
1 33 172.16.0,92 Maone 0: =MNane> 5
2 30 172.16.0,92 5015551495 5015551495 50155514958 Maone 0: =Mone:= 5 Remove
3 30 172.16.0,92 5015551499 5015551499 5015551499 MNone 0: =Mone= 5
Edit...
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5.7.4. SIP Line - VoIP Tab

Select the VoI P tab, to set the Voice over Internet Protocol parameters of the SIP line. Set the
parameters as shown below.

e Set the Codec Selection field to Custom to allow the specific codec selection to be
different from the system default. To modify, click on a codec and use the arrow keys to
move it to the Selected column and to change the order of preference. For compliance
testing, G.711ULAW was used.

e Uncheck the VolP Silence Suppression box.

Check the Re-invite Supported box.

e Set the Fax Transport Support to G.711. See Section 2.2 for additional fax
considerations.

e Set the DTMF Support field to RFC2833. This directs Avaya IP Office to send DTMF
tones using RTP events messages as defined in RFC2833.

e Default values may be used for all other parameters.

Click the OK button at the bottom of the page (nhot shown).

B SIP Line - Line 17 eh-E Xl vl

SIP Line | Transport |SIP URI| ¥oIP  |T33 Fax | SIP Credentials

Codec Selection Custom w [ volP Silence Suppression
IJnused Selected Re-invite Supported
G711 ALAW 64k = G.711 LA 64k f
G.722 64K [ use offerer's Preferred Codec

5.729(a) 8K C5-ACELP

[ coder Lockdown
G.723.1 6k3 MP-MLG

e [ Prack/100rel Supported

R

Fax Transport Suppork G711 W
Call Initiakion Timeout (s) |8 e
DTMF Support RFCZ5833 W
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5.8. Short Codes

Define a short code to route outbound traffic to the SIP line. To create a short code, right-click
on Short Code in the Navigation Pane and select New (not shown). On the Short Code tab in
the Details Pane, configure the parameters as shown below.

¢ Inthe Code field, enter the dial string which will trigger this short code, followed by a
semi-colon. In this case, 9N;. This short code will be invoked when the user dials 9

followed by any number.

e Set Feature to Dial. This is the action that the short code will perform.

e Set Telephone Number to N“@10.1.1.26”. This field is used to construct the Request
URI and To headers in the outgoing SIP INVITE message. The value N represents the
number dialed by the user. The IP address 10.1.1.26 represents the IP address of the
Windstream SIP proxy.

e Set the Line Group Id to the outgoing line group number defined on the SIP URI tab on
the SIP Line in Section 5.7.3. This short code will use this line group when placing the

outbound call.

Click the OK button (not shown).

Short Code

Code

Feature
Telephone Mumber
Line aroup ID

Locale

apd;
Dial
m@10.1.1,26"

3

Force Account Code [

DDT; Reviewed: Solution & Interoperability Test Lab Application Notes

SPOC 10/18/2012

©2012 Avaya Inc. All Rights Reserved.

20 of 41
WindsMetalPO81



The simple 9N; short code previously illustrated does not provide a means of alternate routing if
the configured Windstream SIP Line is out of service or temporarily not responding. When
alternate routing options and/or more customized analysis of the digits following the short code
are desired, the Automatic Route Selection (ARS) feature may be used. In the following example
screen, the short code 8N is illustrated for access to ARS. When the Avaya IP Office user dials 8
plus any number N, rather than being directed to a specific Line Group Id, the call is directed to
50: Main, configurable via ARS. See Section 5.11 for example ARS route configuration for 50:
Main as well as a backup route.

= 8N: Dial

Short Code
Code an
Feature Ciial W

Telephone Mumber |
Lime Group ID 50: Main LY

Locale W

Force account Code [

Optionally, add or edit a short code that can be used to access the SIP Line anonymously. In the
screen shown below, the short code *67N; is illustrated. This short code is similar to the 9N;
short code except that the Telephone Number field begins with the letter W, which means
“withhold the outgoing calling line identification”. In the case of the SIP Line to Windstream
documented in these Application Notes, when a user dials *67 plus any number N, IP Office will
include the user’s telephone number in the P-Asserted-ldentity (PAI) header along with
“Privacy: 1d”. Windstream will allow the call due to the presence of a valid DID in the PAI
header, but will prevent presentation of the caller id to the called PSTN destination.
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Shiort Code |

Code

Feakure

Line Group ID

Locale

|*E-?N ; |

Dial v|

Telephone Mumber |"-"'-"N"@1E|- 1.1.1258" |

E vl

Force Account Code [

The following screen illustrates a short code that acts like a feature access code rather than a
means to access a SIP Line. In this case, the Code FNE31 is defined for Feature FNE Service
to Telephone Number 31 (Mobile Call Control). This short code will be used as means to allow
a Windstream DID to be programmed to route directly to this feature, via inclusion of this short
code as the destination of an Incoming Call Route. See Section 5.10. This feature is used to
provide dial tone to twinned mobile devices (e.g., cell phone) directly from IP Office; once dial
tone is received the user can perform dialing actions including making calls and activating Short

Codes.

B
B
o —

Shiort Code |

FNE31: FNE Service

Code

Feakture

Line Group ID

Locale

(FHE31 |

|FNE Service b |

Telephone Mumber |31 |

o vl

| ¥

Force Account Code [

DDT; Reviewed:
SPOC 10/18/2012

Solution & Interoperability Test Lab Application Notes
©2012 Avaya Inc. All Rights Reserved.

22 of 41
WindsMetalPO81



5.9. User

Configure the SIP parameters for each user that will be placing and receiving calls via the SIP
line defined in Section 5.7. To configure these settings, first navigate to User in the Navigation
Pane, and then click on the user in the Group Pane to be modified. Select the SIP tab in the
Details Pane. The values entered for the SIP Name and Contact fields are used as the user part
of the SIP URI in the From and Contact headers for outgoing SIP trunk calls and allow matching
of the SIP URI for incoming calls without having to enter this number as an explicit SIP URI for
the SIP line. See Section 5.7.3. The example below shows the settings for User 209. The SIP
Name and Contact are set to one of the DID numbers assigned to the enterprise from
Windstream. The SIP Display Name (Alias) parameter can optionally be configured with a
descriptive name. If all calls involving this user and a SIP Line should be considered private,
then the Anonymous box may be checked to withhold the user’s information from the network.
Click the OK button (not shown).

"

= Avaya9508: 209 k- X[ v <>

User | Yaicemail | DMD || ShortCodes | Source Mumbers | Telephony | Forwarding || Dial In | Yoice Recording | Butkon Programming

Menu Programming | Mability | Phone Manager Options | Hunk Group Membership | Announcements | 31 Personal Directory

SIP Marme 5015551072
SIP Display Mame (Alias)  |Awvaya®503

Contack 5015551072

D Anonymous
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The following screen shows the Mobility tab for User 209. The Mobility Features and Mobile
Twinning boxes are checked. The Twinned Mobile Number field is configured with the
number to dial to reach the twinned mobile telephone over the SIP trunk, in this case
913035551997. Other options can be set according to customer requirements.

= Avaya9508: 209 k- X[ v =

User | Yoicemail | DND

Hunk Group Membership | Announcements || SIP Personal Direckory

[] 1nternal Twinning

Twin Bridge Appearances
Twin Coverage Appearances

Twin Line Appearances

Mability Features
Mobile Twinning

T_winne_d Mu:_ul:uile Nurnber 913035551997
(including dial access code)

Twinning Time Profile <Mone=

Maobile Dial Delay (secs) 1]

Mobile Answer Guard (secs) |0 S
[ Hunt group calls eligible For mabile bwinning
[] Farwarded calls eligible For mobile bwinning
[] Twin When Logged cut

one- Maobile Client

Mabile Call Control

[] mabile Callback,
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5.10. Incoming Call Route

An incoming call route maps an inbound DID number on a specific line to an internal extension.
This procedure should be repeated for each DID number provided by the service provider. To
create an incoming call route, right-click Incoming Call Routes in the Navigation Pane and
select New. On the Standard tab of the Details Pane, enter the parameters as shown below.

e Set the Bearer Capacity to Any Voice.

e Set the Line Group Id to the incoming line group of the SIP line defined in Section
5.7.3.

e Set the Incoming Number to the incoming number on which this route should match.
Matching is right to left.

e Default values can be used for all other fields.

File  Edit Wiew Tools Help
OC0EOO7OSSESS * Incoming Call Route - 35015551072 - J
d @Al - 2
IP Offices Incoming Call Route 35015551072 ek - [ X | v
& BOOTP (3) Line Group...  Incoming Mumber | Destination Standard | voice Recording | Destinations
i Operator (3) @3 5015551070 215 Analog
=%y DDEOO7OSSESS 03 5015551071 201 T7316E
a3y Syskem (1) 63 5015551072 209 Avayadsng Bearer Capability Any Yoice w
4 Line (5) @: 5015551490 300 Avayalble I —— 3 7
< Control Unit (3) @: 5015551491 301 Softphane .
< Extension (21) s 5015551492 302 Awayal 140 [} | Incoming Mumber 5015551072
g userze) s 5015551493 303 Avayad63a -
g ;:InttG?Lép ((26)4) 03 5015551404 304 Flare Incoming Sub Address
ort oo s 5015551495 305 Avaya®611 | 1ncoming cLI
B Service (0) d
03 S015551495 FME31
o RS (1) @3 5015551459 YM:DavAd Locale W
@ Incoming Call Route {113 '
£8 wanPort (0) Priarity 1-Low N
i Directory (00
£ Time Prafile (0) Tag
Fi Il Profile {1
g Ill‘r:’:zte Eg)l = (1) Hold Music Source Syskem Source e
@ Account Code (0)

On the Destinations tab, select the destination extension from the pull-down menu of the
Destination field. Click the OK button (not shown). In this example, incoming calls to
501-555-1072 on line 3 are routed to extension 209.

3 5015551072 et - X wl<]|>

Standard | Voice Recording | Destinations

TimeProfile Destination Fallback Extension
2 Diefaulk Yalue 209 Avayadsns w w
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Incoming Call Routes for other direct mappings of DID numbers to IP Office users listed in
Figure 1 are omitted here, but can be configured in the same fashion.

In the screen shown below, the incoming call route for Incoming Number 5015551498 is
illustrated. The Line Group Id is 3, matching the Incoming Group field configured in the SIP
URI tab in Section 5.7.3.

i

- 3 5015551498

Standard | yoice Recording | Destinations

Bearer Capability Ay Woice W
Line Group ID 3 L
Incoming Mumber S015551495

Incoming Sub Address

Incorming CLI

Locale w
Pricrity 1-Low bt
Tag

Hold Music Source Syskem Source W

When configuring an Incoming Call Route, the Destination field can be manually configured
with a number such as a short code, or certain keywords available from the pull-down menu. For
example, the following Destinations tab for an incoming call route contains the Destination
FNE31 entered manually. FNE31 is the short code for FNE Service, as shown in Section 5.8.
An incoming call to 501-555-1498 will be delivered directly to internal dial tone from the IP
Office, allowing the caller to perform dialing actions including making calls and activating Short
Codes. The incoming caller ID must match the Twinned Mobile Number entered in the User
Mobility tab (Section 5.9); otherwise the IP Office responds with a 486 Busy Here and the caller
will hear a busy tone.

] —

o 3 5015551498 = RA=IR AR AEEE
Standard | Yoice Recording | Destinations
TimeProfile Destination Fallback Extension
» Default Yalue FHES1 w w
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5.11. ARS and Alternate Routing

While detailed coverage of ARS is beyond the scope of these Application Notes, this section
includes basic ARS screen illustrations and considerations. ARS is illustrated here mainly to
illustrate alternate routing should the SIP Line be out of service or temporarily not responding.

Optionally, Automatic Route Selection (ARS) can be used rather than the simple 9N; short code
approach documented in Section 5.8. With ARS, secondary dial tone can be provided after the
access code, time-based routing criteria can be introduced, and alternate routing can be specified
so that a call can re-route automatically if the primary route or outgoing line group is not
available. ARS also facilitates more specific dialed telephone number matching, enabling
immediate routing and alternate treatment for different types of numbers following the access
code. For example, if all local and long distance calls should use the SIP Line preferentially, but
service numbers should prefer a different outgoing line group, ARS can be used to distinguish
the call behaviors.

To add a new ARS route, right-click ARS in the Navigation pane and select New. To view or
edit an existing ARS route, select ARS in the Navigation pane and select the appropriate route
name in the Group pane (not shown).
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The following screen shows an example ARS configuration for the route named Main. The In
Service parameter refers to the ARS form itself, not the Line Groups that may be referenced in
the form. If the In Service box is un-checked, calls are routed to the ARS route name specified
in the Out of Service Route parameter. IP Office short codes may also be defined to allow an
ARS route to be disabled or enabled from a telephone. The configurable provisioning of an Out
of Service Route and the means to manually activate the Out of Service Route can be helpful for
scheduled maintenance or other known service-affecting events for the primary route.

B Main ek I X[w <]

ARS

AR5 Route Id secondary Dial tone

Route Mamme SystemTone w

Dial Delay Time System Defadl (4) & Check User Call Barring

In Service ! Out of Service Route <None: L

Time Profile —— QUG OF Hours Route <Mone= W

Code Telephone Mumber Feature Ling Group I

alt a11 Dial Emergency a
411 a11 Dial 31 o REmE2
an; oM"@10.1.1.128" Dial 3k1 3 Edit
1R 1N'@10.1.1.125" Dial 3K1 3
30Fc 303M"@10,1.1.125" Dial 3K1 3
TR0 7z20M"@10.1,1,125" Dial 3K1 3

Alternate Route Priority Level |3 A l

alternate Route YWait Time 30 3 | —y  Alternate Route 51 backup L

Assuming the primary route is in-service, the number passed from the short code used to access
ARS (e.g., 8N in Section 5.8) can be further analyzed to direct the call to a specific Line Group
ID per the example screen above. If the user dialed 8-1-303-555-1997, the call would be directed
to Line Group 3, configured in Section 5.7.4. If Line Group 3 cannot be used, the call can
automatically route to the route name configured in the Alternate Route parameter in the lower
right of the screen. Since alternate routing can be considered a privilege not available to all
callers, IP Office can control access to the alternate route by comparing the calling user’s priority
to the value in the Alternate Route Priority Level field.
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The following screen shows an example ARS configuration for the route named backup, ARS
Route ID 51. Continuing the example, if the user dialed 8-1-303-555-1997, and the call could
not be routed via the primary route 50: Main described above, the call will be delivered to this
Alternate Route. Per the configuration shown below, the call will be delivered to Line Group
ID 1, using the analog lines. The configuration of the Code, Telephone Number, Feature, and
Line Group ID for an ARS route is similar to the configuration already shown for short codes in
Section 5.8.

B backup ef - X v |
S
ARS Route Id Secondary Dial kone
Fouke Mame backup SystemTone w
Dial Delay Time System Default (4] & Check User Call Barring
In Service Qut of Service Route <Maone> w
Time Profile ——) UL Of Holrs Rouke <Mone b
Code Telephone Murmber Feature Line Group ID
11 a1l Dial Emergency 1
411 411 Dial 3k1 1 (e
On; oM Dial 3K1 1 Edit
LSRR 1N Dial 3K1 1 —
KRERRLN M Dial 3K1 1
SO3xARRARR 303N Dial 3K1 1
Pkt st 720N Dial 3K1 1
—— |tErnate Route <Mone R
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5.12. Privacy/Anonymous Calls

For outbound calls with privacy (anonymous) enabled, Avaya IP Office will replace the calling
party number in the From and Contact headers of the SIP INVITE message with “restricted” and
“anonymous” respectively. Avaya IP Office can be configured to use the P-Preferred-Ildentity
(PPI) or P-Asserted-ldentity (PAI) header to pass the actual calling party information for
authentication and billing. By default, Avaya IP Office will use PPI for privacy. For the
compliance test, PAI was used for the purposes of privacy.

To configure Avaya IP Office to use PAI for privacy calls, navigate to User in the Navigation
Pane, then NoUser in the Group Pane. Select the Source Numbers tab in the Details Pane. Click
the Add button.

File Edit ‘iew Tools Help

E,WFUS& - vl
: HE A v B
IP Offices E NoUser: [ A S A R

Mame

K

{# Operator (3}

==y DOEDOFOSSESS
3 System (1)

BOOTP (3) Menu Programming | Mobility | Phone Manager Options || Hunt Group Membership | Announcements | SIP Personal Directory

; RemoteMa...
; Mallser
§rT7316E 201

User | Woicemail | DMD || ShortCodes | Source Mumbers | Telephony | Forwarding | Dial In || Yoice Recording | Butkon Pragramming

Source Nurnber

T Line (5) ¥ Extrzoz 202
< Control Unit (3} | & Fyinzng 203 Remove
Ay Extension (20) : Extnzo4 204
g seriz) § exrens s e

At the bottom of the Details Pane, the Source Number field will appear. Enter
SIP_USE_PAI_FOR_PRIVACY. Click OK.

Mew Source Number

Source Mumber SIP_USE_PAL_FOR_PRIVACY

The SIP_USE_PAI_FOR_PRIVACY parameter will appear in the list of Source Numbers as
shown below. Click OK at the bottom of the screen (not shown).

ef - X | v l<|>

Menu Programming | Mobility | Phone Manager Options | Hunk Group Membership | Announcements | SIP Personal Direckory

User | Woicemail | DMD | ShortCodes | Source Mumbers | Telsphony || Forwarding | Dial In || Yoice Recording | Button Pragramming

SIP_USE_P&I_FOR_PRIVACY
Remove
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5.13. Save Configuration
Navigate to File — Save Configuration in the menu bar at the top of the screen to save the
configuration performed in the preceding sections.

The following will appear, with either Merge or Immediate selected, based on the nature of the
configuration changes made since the last save. Note that clicking OK may cause a service
disruption. Click OK if desired.

(

IFP Office Settings
ODEQOFOSSESS

Configuration Rebook Mode

'@} Merge
) Immediate
) When Free

) Timed

Reboot Time

Zall Barring

A=

l

Ik, l [ Cancel

] [ Help ]

6. Windstream SIP Trunking Configuration

Windstream is responsible for the configuration of Windstream SIP Trunking. The customer will
need to provide the IP address used to reach the Avaya IP Office at the enterprise. Windstream
will provide the customer the necessary information to configure the Avaya IP Office SIP

connection to Windstream including:

DDT; Reviewed:
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IP address of the Windstream SIP proxy
Supported codecs
DID numbers

All 1P addresses and port numbers used for signaling or media that will need access to the

enterprise network through any security devices
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7. Verification Steps

This section provides verification steps that may be performed in the field to verify that the
solution is configured properly.

7.1. System Status

The System Status application is used to monitor and troubleshoot IP Office. Use the System
Status application to verify the state of the SIP trunk. System Status can be accessed from Start
— Programs — IP Office — System Status. Or by opening an Internet browser and type the
URL.: http://ipaddress where ipaddress is the IP address of the Avaya IP Office LAN1 interface.
Click on System Status to launch the application.

i 1 DS [1LE

@,_ y~ |g, htkp: 10,80, 150, 70/ indesx, html

N

B snagt B &
'i:i‘—-.‘,ﬂ?[ @ Abouk IP Office RE. 1 l_l

AVAYA
IP Office R8.1
System Name: O0EQOO7OS8ES3

IP Address: 10.80.150.70
Version: 8.1 (43)

System Status
[P Office Web Management
Knowledge Base

Avaya Support

@ 2000 - 2012 Avaya Inc. All rights reserved.
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The following screen shows an example Logon screen. Enter the IP Office IP address in the
Control Unit IP Address field, and enter an appropriate User Name and Password. Click

Logon.

AVAyA IP Office System Status

Help  About

Online | Sffline

Logon

Control Unit IP Address: [iR-Iipt-1)

Services Base TCP Port: =ikl

Local IP Address: TG0yl

LB T Administrator

Password:

M Auto reconnect

Select the SIP line under Trunks from the left pane. On the Status tab in the right pane, verify
the Current State is Idle for each channel.
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AVAyA IP Office System Status

Abaout

Status

SIP Trunk Summary

Peer Domain Mame: sipiff 10.1.1.25
Resolved Address:

Line Murmber: 10.1.1.28

Mumber of Administered Channels: 15

Mumber of Channels in Use: ]

Administered Compression: G711 Mu

Silence Suppression: on

SIP Trunk Channel Licenses: 5 . 0%
SIP Trunk Channel Licenses in Use: ]

SIP Device Features: REFER. {Incoming and Cutgoing)

Idle
Idle
Idle
Idle
Idle
Idle
Idle
Idle
Lele

oo | o || |

o

Trace Trace all H Pause H Fing ] Call Details Print... H Save As...

Criline
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Select the Alarms tab and verify that no alarms are active on the SIP line.

IP Office System Status

Help  Snapshot  LogOff  About

B Systemn
B Alarms (0)
Configuration (0) Alarms
Service (0)
B Trunks (0)
Line: 5 (0)
Line: 6 (0)
Line: 7 (0)
Line: § (0)
[ FLine: 17 (0
Link (0)
Call Quality of Se
TLS (0)
K Extensions (20)

< —

Alarms for Line: 17 SIP sip://10.1.1.28

Qccurrences Error Description

Clear all

Print. .. Save As...

Oriling

7.2. Monitor

The Monitor application can also be used to monitor and troubleshoot IP Office. Monitor can be
accessed from Start — Programs — IP Office — Monitor. The application allows the
monitored information to be customized. To customize, select the button that is third from the
right in the screen below, or select Filters —Trace Options.

The following screen shows the SIP tab, allowing configuration of SIP monitoring. In this
example, the SIP Rx and SIP Tx boxes are checked. All SIP messages will appear in the trace
with the color blue. To customize the color, right-click on SIP Rx or SIP Tx and select the
desired color.

All Settings X
T | PN | WaN | SN
&TM | cal | DTE | EConi | FrameRelay | GOD | H323 | Inteface
ISDM ] Fey/Lamp ] Directory] Media ] FFF ] R2 } F\ouling] Services  SIP ] System
Everts
[ Sip [~ STUN
Packets
[~ SIP Reg/Opt Rx [ SIP Misc A
[~ SIP Reg/Opt T [ SIP Misc T=
[~ SIPCallRx [ Crn Notify Bx
[~ SIFCall T [~ Crn Motify Tx
[+ Sip Rx [ hex 1P Filter [nhn.nnn. nnn. nnn)
v Sip Tx [ hex
Default AII| Clear Al ‘ Tab Clear AII| Tab SetA\I| AT Caneel
SaveFle | LoodFle | SekotFie |
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As an example, the following shows a portion of the monitoring window for an outbound call
from extension 209, whose DID is 5015551072, calling out to the PSTN via the Windstream IP
Trunking Service. The telephone user dialed 9-1-303-555-7006.

L - - .1
EY. Avaya IP Office RE.1 SysMonitor, - [STOPPED] Monitoring 10.80.150.70 {00E00705BE33); Log Settings - C:\Documents and Settings\...\sysmon... (2 |[5][5]
File Edit View Filkers Status Help

== 8T x|r 2 ¥Ea

Interpretation APDIT e’
discardinylmrecognizsedInvokePdu
CallingNawme. Invoke. CodePageIS08859-1
invokeId 14626
user 'Awvaya9508' presentation Allowed

IE CHMIEFastitartInfollata (5) 2 itemis)

IE CMIESecurityData (253) 2 item(s)

Display [Avaya9508:13035557006]

Timed: Z1/08/12 14:46

Locale: emu

4943413 5IP Tx: UDP 172.16.0.92:5060 -»= 10.1.1.26:5060

INVITE sip:l13035557006E10.1.1.26 3IF/2.0
Via: SIFS2.0/UDF 172.16.0.92:5060;rport;branch=z5hG4bEb2a%2a5100e760066dded5a3d52e0254e
From: "ivaya9508" <3ip:5015551072[10.1.1.26>; tag=6eS551f0261hdcdze
To: <zip:13035557006010.1.1. 26>
Call-ID: c9cE9dcielE965502325e661556403d5
Cherq: 1417295670 INVITE
Contact: "Avaya9508" <sip:5015551072@172.16.0.92: 5060; cransport=udp>
Hax-Forwards: 70
Allow: INVITE, ACE, CANCEL, OPTIONS, EYE, REFER, NOTIFY, INFO, UPDATE
Content-Type: application/sdp
Supported: timer
User-agent: IPF Office 3.1 (43)
Content-Length: 202|

w=0

o=Uzerd 3227149493 3474057055 IN IP4 17Z2.16.0.92

z=jession 3DF

c=IN IF4 172.16.0.92

t=0 0

w=audio 49152 RTP/AVE 0 101

asrtpmap:0 PCHU/E000

asrrpmap: 101 telephone-event,/S000

a=fmtp: 101 0-15
494342n% CD: CALL: 0.1005.0 Bitate=Idle Cut=1 Music=0.0 iend="iwaya9505(209)" (Z.1) Bend="Line 17" [Line 17] (0.0) CalledMum=51303555"
AQARTEmE TFS: Tna 21/8/7017 14: 46+ 10 FreaMem=AN4AT748 (11 MMMar=? (41 Puff=E200 QGA 1ANN T4AN & TinkazT830 CBM=11/17/3744/36TA0 /37547 /2

8. Conclusion

These Application Notes describe the configuration necessary to connect Avaya IP Office 8.1 to
Windstream Metaswitch SIP Trunking service. Windstream SIP Trunking is a SIP-based Voice
over IP solution for customers ranging from small businesses to large enterprises. It provides a
flexible, cost-saving alternative to traditional hardwired telephony trunks. Windstream SIP
Trunking passed compliance testing. Please refer to Section 2.2 for any exceptions.
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9. Additional References

This section references documentation relevant to these Application Notes. In general, Avaya
product documentation is available at http://support.avaya.com.

[1] IP Office 8.1 IP Office Installation, Document Number 15-601042, Issue 26h, August 17,
2012

[2] IP Office Release 8.1 Manager 10.1, Document Number 15-601011, Issue 290, August 03,
2012

[3] IP Office System Status Application, Issue 06b, November 12, 2011 Document Number 15-
601758

[4] IP Office Release 8.1 Implementing VVoicemail Pro, Document Number 15-601064, Issue
03a, June 12 2012

[5] IP Office System Monitor, Document Number 15-601019, Issue 02b

Additional IP Office documentation can be found at:
http://marketingtools.avaya.com/knowledgebase/
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10. Appendix - SIP Line Template

Avaya IP Office Release 8.1 supports a SIP Line Template (in xml format) that can be created
from an existing configuration and imported into a new installation to simplify configuration
procedures as well as to reduce potential configuration errors.

Note that not all of the configuration information is included in the SIP Line Template,
particularly items relevant to a specific installation environment. Therefore, it is critical that the
SIP Line configuration be verified/updated after a template has been imported and additional
configuration be supplemented using Section 5.7 in these Application Notes as a reference.

The SIP Line Template created from the configuration as documented in these Application Notes
is as follows:

<?xml version="1.0" encoding="utf-8"?>

<Template xmIns="urn:SIPTrunk-schema">
<TemplateType>SIPTrunk</TemplateType>
<Version>20120817</Version>
<SystemLocale>enu</SystemLocale>
<DescriptiveName>Windstream Metaswitch IPO81</DescriptiveName>
<ITSPDomainName>10.1.1.26</ITSPDomainName>
<SendCallerID>CallerIDDIV</SendCaller|D>
<ReferSupport>true</ReferSupport>
<ReferSupportincoming>1</ReferSupportincoming>
<ReferSupportOutgoing>1</ReferSupportOutgoing>
<RegistrationRequired>false</RegistrationRequired>
<UseTelURI>false</UseTelURI>
<CheckOOS>true</CheckO0S>
<CallRoutingMethod>1</CallRoutingMethod>
<OriginatorNumber />
<AssociationMethod>SourcelP</AssociationMethod>
<LineNamePriority>SystemDefault</LineNamePriority>
<UpdateSupport>UpdateNever</UpdateSupport>
<UserAgentServerHeader />
<CallerIDfromFromheader>false</CallerIDfromFromheader>
<PerformUserLevelPrivacy>false</PerformUserLevelPrivacy>
<ITSPProxy>10.1.1.26</ITSPProxy>
<LayerFourProtocol>SipUDP</LayerFourProtocol>
<SendPort>5060</SendPort>
<ListenPort>5060</ListenPort>
<DNSServerOne>0.0.0.0</DNSServerOne>
<DNSServerTwo>0.0.0.0</DNSServerTwo>
<CallsRouteViaRegistrar>true</CallsRouteViaRegistrar>
<SeparateRegistrar />
<CompressionMode>AUTOSELECT</CompressionMode>
<UseAdvVoiceCodecPrefs>true</UseAdvVoiceCodecPrefs>
<AdvCodecPref>G.711 ULAW 64K</AdvCodecPref>
<CalllnitiationTimeout>6</CallInitiationTimeout>
<DTMFSupport>DTMF_SUPPORT_RFC2833</DTMFSupport>
<VoipSilenceSupression>false</VoipSilenceSupression>
<ReinviteSupported>true</ReinviteSupported>
<FaxTransportSupport>FOIP_G711</FaxTransportSupport>
<UseOffererPrefferedCodec>false</UseOffererPrefferedCodec>
<CodecLockdown>false</CodecLockdown>
<Rel100Supported>false</Rel100Supported>

DDT; Reviewed: Solution & Interoperability Test Lab Application Notes 38 of 41
SPOC 10/18/2012 ©2012 Avaya Inc. All Rights Reserved. WindsMetalPO81



<T38FaxVersion>0</T38FaxVersion>
<Transport>UDPTL</Transport>
<LowSpeed>0</LowSpeed>
<HighSpeed>0</HighSpeed>
<TCFMethod>Trans_TCF</TCFMethod>
<MaxBitRate>FaxRate_9600</MaxBitRate>
<EflagStartTimer>2600</EflagStartTimer>
<EflagStopTimer>2300</EflagStopTimer>
<UseDefaultValues>false</UseDefaultValues>
<ScanLineFixup>true</ScanLineFixup>
<TFOPEnhancement>true</TFOPEnhancement>
<DisableT30ECM>false</DisableT30ECM>
<DisableEflagsForFirstDIS>false</DisableEflagsForFirstDIS>
<DisableT30MRCompression>false</DisableT30MRCompression>
<NSFOverride>false</NSFOverride>

</Template>

1. Onthe PC where IP Office Manager was installed, copy and paste the above template
into a text document named US_Windstream Metaswitch_SIPTrunk.xml (the
document must be named EXACTLY as show). Move the .xml file to the IP Office
Manager template directory (C:\Program Files\Avaya\IP Office\Manager\Templates). It
may be necessary to create the directory if it does not already exist.

2. Import the template into an IP Office installation by creating a new SIP Line as shown
below. In the Navigation Pane on the left, right-click on Line then navigate to New —
New SIP Trunk From Template.

File  Edit “iew Tools Help
O0EQO7OSSESS - Line - 17 -
@ ElEla] v - 28
IP Offices SIP Line -Line 17
R BoOTR(3) W2 =7 | U T W2 ST SIP Line [Transport |sIP URI| valP | T35 Fax|stP Credentials
{7 Operator (3} s Analogue Trunk,
=%y O0EOOFOSSESS THe Analogue Trunk Line Mumber 17 &
59 System (1) a7 Analogue Trunk . ’
17 Line {5) s analogue Trunk ITSP Domain Mame In Service
<% Control Unik (3) 7 1P
217 5 . Tel LIFY
& Extension (213 L] Mew » H323 Line e
§ userizd) IP DECT Li k Q0
cal ine
'ﬂ HuntGraup (2) j Generate SIF Trunk Template .
8¢ Short Code (64) 61 cu Chrl: SIP Line Rowting
@ Service (0) [ Mew SIP Trunk Fram Template J nator
ol RAS (1) =3 Copy Chrl+C r ——Termarded
g Incoming (C?II Route {113 h Name Prio
WanPork (01 -
Delete Chrl+Del
@ Directory (0) Ip Caller 10 F
f’.-‘ Time Profile {00 W Walidate Send Fromg
@ Firewsall Profile {1} User-Agery
Bl 1P Route (5) Headers
Mew from Template (Binar
am Account Code (0) plate (Binary) P Asserted ID -
W License (22) Export as Template (Binary)
% Tunnel (0) {By Source IP address -
ﬁ ; User Rights (8) Show In Groups
( ARS (3) Customize Columns. ..
gl ED11 System (1) - Always L
| ‘ Cubgaoing Always ~
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3. Verify that United States is automatically populated for Country and Windstream
Metaswitch is automatically populated for Service Provider in the resulting Template

Type Selection screen as shown below. Click Create new SIP Trunk to finish the
importing process.

r

e --‘
] Template Type Selection E”E'E'

Locale

Country | [Inited States w |

Service Provider |'W'indstream Metazwitch v| [ ] Display &0

Create new SIP Trunk, ] [ Cancel ]
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©2012 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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