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Avaya Solution & Interoperability Test Lab

Application Notes for WildPackets OmniEngine Enterprise
with Avaya Aura'™ Communication Manager — Issue 1.0

Abstract

These Application Notes describe the configuration steps required for WildPackets
OmniEngine Enterprise to interoperate with Avaya Aura'” Communication Manager using
Avaya IP Telephones. WildPackets OmniEngine Enterprise provides analysis on the VoIP call
signaling and RTP flows from Avaya IP Telephones for monitoring and troubleshooting
quality of calls placed across the network.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required for WildPackets OmniEngine
Enterprise to interoperate with Avaya Aura'" Communication Manager using Avaya IP
Telephones. WildPackets OmniEngine Enterprise provides analysis on the VoIP call signaling
and RTP flows from Avaya IP Telephones for monitoring and troubleshooting quality of calls
placed across the network.

WildPackets OmniEngine Enterprise monitors the Avaya Common Control Messaging Set
(CCMS) signaling streams and the H.323 RTP streams from the Avaya IP Telephones, and
analyzes the packets to identify voice quality problems. The Avaya CCMS signaling streams are
used by WildPackets OmniEngine Enterprise to obtain information such as calling and called
party extensions, and to reassemble the call from the captured packets.

WildPackets OmniEngine Enterprise is typically deployed to remote sites within a distributed
enterprise network, and uses the WildPackets OmniPeek Enterprise user interface for displaying
captured packets and analyzed reports.

1.1. Interoperability Compliance Testing
The interoperability compliance test included feature and serviceability testing.

The feature testing focused on verifying WildPackets OmniEngine Enterprise’s capture of packet
streams, and analysis of voice quality from the Avaya IP Telephones. The captured packets and
analyzed reports were viewed from the user interface provided by WildPackets OmniPeek
Enterprise. The call scenarios included registration, audio codecs with and without IP media
shuffling, encryption, and VoIP impairment.

The serviceability testing focused on verifying the ability of WildPackets OmniEngine
Enterprise to recover from adverse conditions, such as disconnecting the Ethernet cable to
WildPackets OmniEngine Enterprise.

1.2. Support

Technical support on WildPackets OmniEngine Enterprise can be requested at
www.wildpackets.com/support/contact.
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2. Reference Configuration

In the test configuration shown below, WildPackets OmniEngine Enterprise monitored the
Avaya IP Telephones at the Remote site, and WildPackets OmniPeek Enterprise monitored the
Avaya IP Telephone at the Central site. The WildPackets OmniPeek Enterprise was also used as
a software console for the WildPackets OmniEngine Enterprise.

The packet streams for the Avaya IP Telephones at the Remote site were mirrored on the local
Layer 2 switch, and sent over to WildPackets OmniEngine Enterprise for analysis. The Packet
Storm was used as a tool to inject VoIP impairments, such as jitter and loss, into the network for
calls between the Central and Remote sites.

The Avaya IP Telephony infrastructure and the integration between WildPackets OmniPeek
Enterprise with Avaya Aura Communication Manager are not the focus of these Application
Notes and will not be described. Furthermore, the port mirroring on the Remote switch and the
VoIP impairment injection on the Packet Storm will also not be described. Note that other
network tapping methods, besides port mirroring, may be used for the purpose of packet
captures.
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TLT; Reviewed: Solution & Interoperability Test Lab Application Notes 3of 16

SPOC 7/17/2009 ©2009 Avaya Inc. All Rights Reserved. OmniEngine-CM



3. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment Software

Avaya S8500 Server ﬁ(‘)/?};i é;rg 9(io7rgmunication Manager 5.2,
Avaya G650 Media Gateway

e TN799DP C-LAN Circuit Pack HWO01 FWO017
Avaya 1600 Series IP Telephones (H.323) 1.02
Avaya 4600 Series [P Telephones (H.323) 2.9
Avaya 9600 Series [P Telephones (H.323) 2.0
Packet Storm 10.5v1
WildPackets OmniPeek Enterprise 6.0.2
WildPackets OmniEngine Enterprise 6.0.2
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4. Configure WildPackets OmniEngine Enterprise

This section provides the procedures for configuring WildPackets OmniEngine Enterprise. The
procedures fall into the following areas:

e Launch OmniPeck

e Insert engine

¢ Administer new capture
e Start capture

4.1. Launch OmniPeek

The user interface for OmniEngine is provided by OmniPeek. Therefore, from the OmniPeek
Enterprise server, select Start > All Programs > WildPackets OmniPeek. The OmniPeek —
[Start Page] screen is displayed, as shown below. Select View OmniEngines.

o] omniPeek - [Start Page] e =X
! File Edit ‘iew Capture Send  Monitor  Tools  Window  Help WildPackets OmniPeek
J@""U'Err.] ilﬂnﬂlﬂlﬂdiﬁ?‘* -,-_._ ;_ ~]_'|._||__! { : iﬂ'i}ﬁ%
4 Stark Page = I
@ORNR G
Fs
>
Ve @2
New Capture Open Capture File Start Monitor
Welcome to OmniPeek!
For local wireless packet capture, OmniPeek reqguires the installation of special drivers.
If thiz iz your first time uzing OmniPeek, you may want to views the Getting Started Guide.
Recent Files Location Summary
Mo recent files —
Recent Capture Templates Location Summary
Mo recent templates
Documentation Resources
b Wi the Readme F List inztalled plug-inz
b MWiewy the Getling Started Guide b MWiew zample files
b Miewy Driver Installstion Instructions b Find more out about the Audit Template
! ib Fead the Uzer Guide b VuildParkets e & Fvem.c:l | WER| _Ill
4 3
Far Help, press Fl ES Mone
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4.2. Insert Engine

The OmniPeek screen is updated with an OmniEngines tab, as shown below. Click on the

Insert Engine icon circled below to add an OmniEngine.

}9 CimniPeek - =X

! File Edit View Captore  Send Momikor  Tools  Window  Help WildPackets romnlpeek

(P-U-Hs iR EEEed T 20 EHWITSENI@LE

4 Stark Page OmniEngines i3

Engines \\;.’ i J\ | & D 1 4
There are noitems o show it this view.

Far Help, press F1 !B Mone

The Insert Engine screen is displayed. Enter the IP address of the OmniPeek Engine in the
Host field, and enter the administrator credentials for the OmniPeek Engine machine in the
Username and Password fields. Retain the default values in the remaining fields, and click

Bl

Connect.
Insert Engine
Engine
=4
b Hosk: | 192.2.2.124
N Host; | =
EDrt:lESE? _1?
Credentials

g—j Buthentication: IDeFauIt

Domain: I

Lsername: I HHE

Password: I (T T

[ save my password

Zancel

Conneck

Help
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43. Administer New Capture

The OmniPeek screen is updated with information for the connected OmniEngine, as shown

below. Click New Capture.

Engine Type:
¥ersion:

Time:

Time Zone:
Operating System:
Memory:

j@) OmniPesk
: File Edit Miew Capture Send  Monitor  Tools  Window  Help
PP HSE ORI RE MU T ROEMISERIQEE
4 OmniEngines Stark Page
Engines {1) (R ROND d. Horme Captures Files Graphs Log Adapters Filters
i OmniEngine OmniEngine

Mame: OrmniEngine

Address: 192.2.2.124:16367
User: DEMPDEC1MSal-02

OmniEngine Enterprise

6.0.2 (build 6.5.2.43

6/25/2009 12:44:24

GMT-04:00

Windows ¥P Service Pack 2 (5.1.2600)
1,021 MB Total Phys; 500 MB Avail Phys

Free Space: C:% 110 GB NTFS

é I New Capture |Yiew Captures
43| Files (0)

= %

WildPackets OmniPeek
b
Alarms | Motifications | ¥

Yy

The Capture Options screen is displayed. Select General from the left pane. Inthe Capture
title field, enter a descriptive name for the capture. The remaining fields may be modified as
needed. For the compliance testing, all default values were retained, which allows the capture to

continue until the buffer is filled with 100 megabytes of data.

x|

Capture Options - Local
----- Zenetal General
adapter
Triggets Capture title: I CmniEngine DevConneck Test
Filkets
alarms v Continuous capture
Graphs [ Capture ba disk
Statistics Oukput Elenare:
Analysis Cptions Eialle
I Packet
fFile sigey | 100 _‘I megabyies

[ Stop saving attet m megahiyvtes

™ keep miost recent Im files (1, DUTE)
1 —
[ Limit each packet ko lﬂ bytes

100

™ e file evetry.

Buffer size: _:' megabytes
[ start capture immediately
v Cpen capture window

[~ Save as template

]

Cancel

Help
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Select Adapter from the left pane to display a list of available adapters for the OmniEngine.
Select an appropriate network adapter to use for the testing. Click OK.

Capture Options - Local

- zeneral

- Adapker

- Triggers

- Filters

- Blarms

- araphs

- Bkatistics Outpuk
- Analwsis Options

Adapter

Options

1394 Connection

15334 Met Adapter

Ethermet, 400 Mbits)s, 42:2CE7:36:BE:DS
WildPackets APT: Mo

Opkions

Building

3Com EbherLink #L 107100 PCI For Complete PC Ma
Ethernet, 100 Mbitsfs, 00:04; 75 A0:00: 56
WildPackets APT: Mo

Dpkions

o Broadcom MetXtreme Gigabit Ethernet Drivi

Ethermet, , 00:00:00:00:00:00

Dptions
‘.'-h 3Com EtherLink PCI (Microsoft's Packet Sch

Lo 4 I Cancel | Help

Ethernet, , 00:00:00:00:00:00 ;I
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4.4. Start Capture

The OmniPeek screen is displayed again, as shown below.
capture.

Click Start Capture to start the data

& OmniPesk

I File

s

Edit  Wiew Capture  Send Monitor  Tools  Window  Help

SRR REESBE AT 2O

WildPackets OmniPeek
= E’ @ | 9 Lni =

q OmpiEngines Start Page OmniEngine: OmniEngine DevConneck Test =
Buffer usage: 0%

Filter state: 4= Accept all packets

Packets received: 0
Packets filtered: 0

b 4

: |'\‘r"|

Dashboards

Mebwork,
> Voice & Video

Apdex

Capture
Packets
Liog
Filters
Alarms

Expert
Hierarchy
Flak
Application

Yoice & Yideo
Calls
Media

Yisuals
Peer Map

Skatistics
Modes
Protocols
SUMMArY

Call Summary

No Calls

Call Quality

call ¥olume

4]

Call Quality Distribution

No Calls

No Calls

No Calls

-

o

Idle

| B Local Packets:

'Duration: | 0:00:00

For Help, press F1

| S8 Mare |
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5. General Test Approach and Test Results

All tests were performed manually. The Packet Storm was used to inject VoIP impairments,
such as jitter and loss, into the network for calls between the two sites.

The serviceability test cases were performed manually by disconnecting and reconnecting the
LAN cable to WildPackets OmniEngine Enterprise.

The verification of all tests included proper display of captured data using the user interface
provided by WildPackets OmniPeek Enterprise. The reported VoIP impairments from
WildPackets OmniEngine Enterprise were compared with the impairment injections from the
Packet Storm, and with the network audio quality data reported on the Avaya IP Telephones.

All test cases were executed and passed.

There were three observations from the compliance testing. First, the extension associated with
the non-monitored user is not always updated in the call and media entries. Second, when a
monitored user ends one call and makes another one immediately, there is a race condition that
may result in the reporting of the new call as continuation of the previous call. Third, the
reported delay value appears to be twice of what was injected.
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6. Verification Steps

This section provides the tests that can be performed to verify proper configuration of
WildPackets OmniEngine Enterprise. Prior to verification, establish a call between the Central

and Remote sites.

In the OmniPeek screen, select Dashboards > Voice & Video from the left pane. Verify that a
visual display of Call Summary, Call Quality, Call Volume, and Call Utilization is presented,

as shown below.

e OmniPeek S
I File Edt Miew Capture Send Monmitor  Tools  Window  Help WildPackets OmniPeek
4 e I 2 A s ) ) 2T 9 @FEMW F FEIM| € aE
i P-U-Hc AR REE MM AT IOEEY T RIQBE
4 OmniEngines Start Page OmniEngine: OmniEngine DeyConnect Test [
Packets received: 3,593 Buffer usage: 1% |
Packets filtered: 3,593 Filter state: 4= Accept all packets
2 [
D call 5 tall Quality Distributi =
Network all Summary all Quality Distribution
All Calls Open Calls
Call Counters Closed Call Statistics 100.0% 100.0%
Capture Total Calls: 1 Total Packet Loss: 0.000% a0 ]
Packets Current Calls: 1 Yoice Packet Loss: 0,000% B0 50
Lag Open Calls: 1 ¥ideo Packet Loss: 0.000%: 30 a0
Filters Closed Calls: 0 Audio Packet Loss: 0.000% o T 1009%00%00% P A L
Alarms Good Poor Bad Good Poor Badl
Expert
Hierarchy Call Quality - 2 Minute Window (1 Second Average)
Flat
Application g 4.0 sessssessscssetasesanas
Yoice & Yideo = 25
Calls 1.0
Media 12:46:09 1246:29
Yisuals WG pavw
Peer Map
Statistics call ¥olume - 2 Minute Window (1 Second Average)
MNodes » 08
Protocols = 05
Surmmary 8 03
0.0
12:46:09 12:46:29
B GT1 plaw
cCall utilization - 2 Minute Window {1 Second Average)
g 030
= 015 l T
= 0.00
12:46:09 124629 -
4| | B
Capkuring I}i Local |Packets: |'3,593 \Duration: | 00040 1
Far Help, press F1 | EE None
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Select Voice & Video > Calls from the left pane. Verify that a call entry is displayed in the top
pane for the active call. Select the call entry, and verify that the lower pane is updated with the
call detail information. Double click on the call entry in the top pane to launch the Voice &
Video Expert.

& OmniPesk - = X
I File Edit Miew Capture Send  Monmitor  Tools  Window  Help WildPackels (omnipeek
CHER R = ] o) & M H e - B | -H
iP-U-Hopi@PE A eSS 9 *) B
4 CrnniEngines Stark Page OmniEngine: OmniEngine DeyConneckt Test =
Packets received: 7,927 Buffer usage: 2% [
Packets filtered: 7,927 Filter state: 4= Accept all packets
: |8
Dashboards Total Calls: 1 ~
Tebwiork Current Calls: 1 < - @
'v'oi;e Bdideo o pumber Mamne Call Skatus End Cause Coder Media Type
A
EaptEreex G711 p-law \oice
Packets
Log [l »
Filters _l I —'l
Alarrs 4 Details Event Summary Event Log [
Expert Mame  Walue Mame | alue
Higtarchy Call Mumber 1 MName &6007--=66003
Flat Caller Address 192,2,2.107 From ext6e007@192.2.2,107:57862
Application Caller Part To extdal03@192.2.5.103:62332
Yoice & Yideo Callee Address 192.2.5.103 Call ID 0000000000001 00000000000 0020266
» Calle Callee Port: Call status  Open
. Gatekeeper Address 192.2.5.6 End Cause
 Media Gatekesper Port 61441 Signaling Avaya CCMS/DCP
Yisuals Media Flows 5 Codec G711 p-law
Peer Map Media Packets 8226 Bit Rate 64000
Statistics Media Frames 329040 Media Type Woice
MNodes Contral Flows 4 Setup Time  0,822782
Protocols Control Packets 38 PDD 0.060816
et Signaling Flows 1 Start &J/25/2002 12:46:15
¥ Signaling Packets 18 Finish &f25/2009 12:47:35
Packets 8282 Duration 0:01:22.555471
MOS-Low 4,17
Capturing BB Local \Packets: | 7,927 Duration: | 0:01:21
For Help, press F1 B8 Mare |
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The OmniPeek screen is updated with a Voice & Video Visual Expert tab, along with a
graphical view of every packet captured for the call.

ar?) OmniPeek i el
i File Edt Wiew Capture Send  Monitar  Tools  Windaw  Help WildPackels mpeek
iIP-U-HS BN EEE SN TIOEWY LRI QB
4 OmniEngines Start Page QmniEngine: OmniEngine DevConnect Test Yoice & Video Visual Expert - Call 1 [
P
Packet Message | 132.22107 132256 192 25103 192257 Call Mumber Flows Index |2
35 1 H.225/7.931 Info: CCMS OEF-HDDk 1 1
36 2 H.225/7.931 Info: CCMS Embedded DCP: Ringer OFf, Display update 1 1
a7 3 H.225{Q.931 Info: CCMS Embedded DCP: Lamp update, Lamp update 1 1
Is 4 H.225/7.931 Info: CCM3 Embedded DCP: Display update, Lamp update, Lamp update 1 1 1=
41 g H.225/Q.931 Facility (FastStart #25, PCMU/8000/192,2.5,7:26060] i i
s _ RTR{RTCP (G.711 p-law) i 5
55 ! RTP {G. 711 p-law) 1 4
71 g H.225/Q.931 Info; CCMS Ksypad press: 6 1 1
- _ RTR/RTCR (G711 p-law) i 5
i
74 ; RTP (G711 p-law) 1 %
100 7 H.225[Q.931 Info: CCMS Kuzypad pressi 6 1 1
92 R Fackar CQ [92-92]
103 Orns Jitter (0-0ms] RTP (6,711 prlaw) 1 5
4 Signialing T [
For Help, press F1 I_ﬂ More |
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Select Voice & Video > Media from the left pane. Verify that media entries are displayed for
the active call. Select a media entry, and verify that the lower pane is updated with the media
detail information, including audio quality parameters.

;5' OmniPeek U e 2
File Edit View Capture Send Monitor  Tools  Window  Help WildFacket: OmniPeek

e PRER T2 SiE) @z

(- -HL D AE D@ e S s FHEI?IRY

q omniEngines Start Page OmniEngine: OmniEngine DevConnect Test 3

Packets received: 28,235 Buffer usage: 5% ([ T o

Packets filtered: 25,233 Filter state: <= Accept all packets e neb sy

i | =

Dashboards Current Calls: 1

™ . [
Metwark Media flows: 5 = ©
'v'oi;e & idea Call Murnber SSRC Tarme End Cause | Codec Media ... Start Curation
A -

Eaptzrzx L) 1 32FDe1SF G711 192,22, 107157862 <--192, 2.5, 7: 26060 G711 p-law Waice 6/25/2009 12:46:16 2.099955
Packets @ 1 6F7D6188 G711 192.2,2,107:57862-- =192, 2.5, 7: 26060 G711 p-lave Woice 6/25/2009 12:46:16 2059675
Log *] 1 Z36ESFL7 G711 192,22, 107157802 <--192,2.5.103:6.,, G711 p-law Woice 6/25/2009 12:46:18 0,040034
Filters L ] 1 10GESD1E G711 192.2.2, 10757802 <--192,2.5.10 G711 p-law Waice 6/25/2009 12 15 0:04: 10,5777 14
Alarms 1}

Expert

4 3
Hierarchy I ! —|
Flat 4 Dietails Event Summary Event Log 13
Application Mame | Yalue Name  Yalue iz

Voice & Video Call Mumber 1 Mame G.711192.2.2,107:57862-- 102 2.5, 105:62332

Calls Flow Index 7 From exté6007@192.2.2, 107 57662
» Media S5RC F3CIE0TS To extea003@192.2.5,.103:623352
visuals Flow ID @ Call ID 000000000000100000000000C0020266
Caller Address 192.2.2.107 End Cause
Peer Map
Statistics Caller Port 57862 Signaling  Awava CCMS/DCP
Mad Callee Address 192,2.5.103 Protocol G.711
ores Calles Part 62332 Codec G711 p-law
Protocols Gatekesper Address 192.2.5.6 Bit Rate 64000
Sumimary Gatekeeper Port A1441 Media Type Vaice
Source Addr 192.2.2.107 Setup Time 0.822782
Source Park 57562 PDD 0060516
Dest Addr  192.2.5.103 Stark 6f25/200% 12:46:18
Dest Pork 62332 Fimish 6f25/2009 12:50:29
Media Packets 12536 Duration  0:04: 10693020
Media Frames 501440 One-Way Delay  0,054000
Packet Loss % 0
R Factor Listening 93 Jitker  0.000Z26
R Factor Conwersational 92 MOS-LG 4,19 il
R Factor 5,107 92 MOS-C0 4,17
R Factor Mominal 93 MOS-PG 4,44
WS-A0 MOS-Mom 4,19
YSMO MOS-4 x|

Capturing B3 Local \Packets: | 28,238 Duration: | 004124

For Help, press F1 B2 tone
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7. Conclusion

These Application Notes describe the configuration steps required for WildPackets OmniEngine
Enterprise 6.0.2 to interoperate with Avaya Aura Communication Manager via Avaya IP
Telephones. All feature and serviceability test cases were completed successfully.

8. Additional References

This section references the product documentation relevant to these Application Notes.

1. Administering Avaya Aura™ Communication Manager, Document 03-300509, Issue 5.0,
Release 5.2, May 2009, available at http://support.avaya.com.

2. WildPackets OmniEngine Getting Started Guide, available on OmniEngine Enterprise
installation CD.

3. WildPackets OmniPeek User Guide, available on OmniPeek Enterprise installation CD.
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
Program at devconnect@avaya.com.
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