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Application Notes for Enterasys Secure Networks Dynamic
Intrusion Response Solution in an Avaya IP Telephony
Infrastructure - Issue 1.0

Abstract

These Application Notes describe the procedure for configuring the Enterasys Secure
Networks Dynamic Intrusion Response (DIR) Solution to interoperate in an Avaya IP
Telephony Infrastructure. Information in these Application Notes has been obtained through
compliance testing and additional technical discussions. Testing was conducted via the
DeveloperConnection Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe a compliance-tested configuration utilizing Avaya S8300
Media Server, Avaya G700 Media Gateway, Avaya IP Softphone, Avaya IP Office, Avaya IP
Office Phone Manager Pro and Avaya 4600-series IP Telephones with the Enterasys Secure
Networks Dynamic Intrusion Response (DIR).

The information provided in these Application Notes assumes the network configuration as
described in the Application Notes in references [1], [2], and [3] has already occurred.
Configuration done through the NetSight Atlas Policy Manager supersedes configuration done
directly at the Enterasys switch.

Enterasys Dynamic Intrusion Response (DIR) is a Secure Networks Solution that detects
abnormal behavior on the enterprise network, and then intervenes to quarantine the offending
user or deviant device. Dynamic Intrusion Response isolates and categorizes security
vulnerabilities, identifies the source and automatically reconfigures the network to mitigate the
threat. The enterprise network can be protected against both known and undocumented security
risks.

This compliance test focused on the ability of the Avaya S8300 Media Server with Avaya G700
Media Gateway and Avaya IP Office respectively as well as Avaya 4600-series IP Telephones to
successfully operate in a network configured with Enterasys Secure Networks DIR.

The configuration in Figure 1 shows a network consisting of Avaya S8300 Media Server with
G700 Media Gateway, Avaya IP Office, Avaya 4600-series IP Telephones, Infoblox DNSone,
and PCs connected to Enterasys Matrix N5, Enterasys SecureStack C2, and Enterasys
SecureStack B2. The Enterasys NetSight Atlas Automated Security Manager, Enterasys Dragon
Enterasys Manager Server (EMS) Client, and Enterasys Dragon Sensor are connected to the
Enterasys Matrix N5. The Enterasys Matrix N5 was used to provide Layer 3 routing. See Table
1 for detailed port configurations not already addressed in references [1], [2] and [3].

The tested configuration is shown in Figure 1.
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Figure 1 — Sample LAN Configuration

Device Port | PVID Port | Assigned | Static IP Interface
Priority | Policy* | VLANs

Enterasys Networks NIC 20.1.1.36/24
NetSight Atlas
Automated Security
Manager PC

Enterasys Networks NIC 20.1.1.4/24
Dragon Sensor

! Please refer to Table 3 in reference [1] for a description of the policies used in Table 1 of these Application Notes.
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Device Port | PVID Port Assigned | Static IP Interface
Priority | Policy’ | VLANs
Enterasys Networks NIC 20.1.1.40/24
Dragon EMS Client
Enterasys Matrix N5° fe.1.10 2 policyl vlan2 —20.1.1.254/24
Enterasys Matrix N5~ fe.1.12 2 policyl vlan2 — 20.1.1.254/24
Enterasys Matrix N5° fe.1.13 2 policyl vlan2 — 20.1.1.254/24

Table 1 — Connectivity Matrix

2. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration

provided:
Equipment Software/Firmware
Avaya S8300 Media Server with G700 Media Avaya Communication Manager
Gateway 3.01
(R013x.00.1.346.0)
Avaya IP Office 412 3.2(17)
Avaya IP400 Digital Module 3.2(17)
Avaya IP Office Manager 5.2(17)
Avaya IP Softphone 5.2.4.20
Avaya IP Office Phone Manager Pro 3.2(12)
Avaya 4600-series IP Telephones 2.3
Enterasys Networks NetSight Atlas Automated 2.1
Security Manager
Enterasys Networks Dragon Sensor 7.1.1
Enterasys Networks Dragon EMS Client 7.1.1
Enterasys Networks NetSight Atlas Policy Manager 1.8.2
Enterasys Networks NetSight Console 2.1
Enterasys Networks Matrix N5 05.14.04
Enterasys Networks SecureStack C2 03.01.52
Enterasys Networks SecureStack B2 01.01.41
Infoblox DNSone 3.2rl-1

Table 2 — Equipment and Software / Firmware Versions Validated
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3. Configure Enterasys Networks Matrix N5 Switch

The Enterasys Networks Matrix N5 switch provides a web interface, a Command Line Interface
(CLI) as well as the Enterasys Networks NetSight Console for administration. These
Application Notes present administration via the CLI for configuring the Enterasys Networks
Matrix N5 for this solution. The information provided in this section describes the modifications
to the Enterasys Networks Matrix N5 switch configuration for this solution.

For all other provisioning information such as installation and configuration, please refer to the
product documentation in reference [9].

Step Description
1. Configure port mirroring of Matrix N5 trunk ports to Dragon Sensor port.
Matrix>Routerl#set port mirroring create fe.1.47 fe.1.12 both
Matrix>Routerl#set port mirroring create fe.1.48 fe.1.12 both
2. Save the configuration. This completes configuration of the Matrix N5.
Matrix>Routerl#show config outfile slotl/n5config

4. Configure Enterasys Networks Dragon EMS Client

The information provided in this section describes the configuration set up with the Enterasys
Networks EMS client for this solution.

For all other provisioning information such as installation and configuration, please refer to the
product documentation in reference [7].

Step Description
1. Log into the Enterasys Dragon EMS client PC with administrative privileges. Double-click
the EMSClientWindow icon located on the desktop.
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Step Description

The screen shots in the remainder of this section were taken after the compliance test.

2. | In the Dragon Enterprise Management Server popup that appears, login using the
appropriate credentials. Click Login.

Bl - I (=lE

Dragon Enterprise Management Server

Login Information

Username: | [

Password: |

Server: | Gl

Login | Cancel |

3. | In the EMS Client window that appears, click the Network Policy View and Signature
Libraries icon (@).

E]EMS Client - Connected to 20.1.1.4 as dragon D | ]

File Tools Help

() Enterprise Yiew g@ [ {3 —metwork status

Enterprise Yiew
E‘ﬁ ;n‘h?rprise | Object | Skatus | Last Updated | Last Deploved Error Code |
Eel-C Tds-ENSRT-1 [Hids-ENSRT-1 @ active &) Z006-11-10 00:49:52 ) 200B-11-10 00:49:52
iewLag,.. | Clearlog
Operation | Result Description | A Tirne Skamp User | Dietails
4] i B
Siew, .. || lear
Operations
Furrent User:dragon
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Step Description

4, In the Network Policies tab of the Network Policy View window that appears, go to
Custom Policies — Avaya to view the list of the Network Policies defined for this

configuration.

E]EMS Client - Connected to 20.1.1.4 as dragon N | g ]

File Tools Help

@ Metwork Policy Yiew e Q' @ 'G
Network Policies | Signature Libraries ‘

=) Master Policies
EW Default_MetworkPolicy
= Covert Channel Analysis Module
-~ DoS Check Module
= Dynamic Module
= Logaing Module
= Nebwork Laver Module
= Probe Detection Module
= Protocol Analysis Module
&3 TCP State Madule
-2 Transport Layer Module Mo Properties o Display
[—]&) ustam Policies
Ew 033
-~ DoS Check Module
= Dynamic Module
= Header Search Module
= Logging Module
= Mebwork Layer Module
&5 Probe Detection Module
= Transport Layer Module
i Default Network Sensor Settings

Operation | Reesult | Description | =~ Time Stamp User | Dekails
4] | i
View...l Clear
Dperations.
}:urrent Lzer:dragon
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Step

Description

In the Signature Libraries tab of the Network Policy View window, go to Custom Libraries
— Avaya to view the list of signatures placed in the library for this configuration.

B ]EMs Client - Connected to 20.1.1.4 as dragon B A8 -1o] x|
File Tools Help
@ Network Policy Yiew sy @ ‘G Signature Library Properties
Metwork Policies | Signaturs Libraries Signature Library Mame: Avaya
lh Al Libraries - Signatures in Library
Master Libraries Mumber of Signatures in Library: 1679
~{[I\, apPs
4| k ATTACKS & Signature Mame | Date Created | Date Modified | Enabled | ;l
Al e AF5:OVERFLOMW-TCPDUMP 2005-11-08 01:38:23 2005-11-05 01:38:23 ¥ yes -
I\ comprams AFS: TCPOUMP-OYERFLOW 2005-11-08 01:38:17 2005-11-08 01:3%:17 v yes
-l AIMGETHAME-OYERFLOW 2005-11-08 01:38:20 2005-11-08 01:38:20 v yes
~|[I\ Dnamic ATM:GOAWAY-OVERFLOW Z005-11-08 01:38:13 Z005-11-08 01:38:13 ¥ yes
-l EriseT APACHELOG-SPOOFING 2005-11-08 01:38:17 2005-11-06 01:36:17 ¥ yes
~{|I\, FaLURES APACHE:SERVER-INFO 2005-11-08 01:38:26 2005-11-03 01:3%:26 v yes
Ih, M1sUsE APACHE :SERVER-STATLS 2005-11-08 01:38:12 2005-11-05 0113812 v yes
Ih, HETWORK ARCSERYECA-BRIGHTSTOR 2005-11-08 01;36:03 2005-11-05 01;38:03 v yes
I\ Proee ARKEIA:FILEREAD-ACCESS 2005-11-08 01:35:08 2005-11-03 01:3%:08 v yes
e ARKELA: SYSTEMIMFO-ACCESS 2005-11-08 01:38:14 2005-11-08 01:35%:14 v yes
i EACK-CRIFICE: DIR. 2005-11-08 01:38:07 2005-11-08 D1:38:07 ¥ yes
~{lIN TRoIAN BACK-ORIFICE INFO 2005-11-08 01:38:05 2005-11-05 01:36:08 ¥ yes
Il virus BACK-ORIFICE SCAN 2005-11-08 01,3822 2005-11-03 01:3%:22 v yes
I\ woLMERABILITY EBACKDOOR (AION 2005-11-08 01:38:12 2005-11-05 0113812 v yes
-3 Custom Libraries BACKDOCR ALTORRORY 2005-11-08 01:38:15 2005-11-05 01;38:15 v yes
] e BACKDOCR (B02K-BINARY 2005-11-08 01:35:05 2005-11-03 01:3%:05 v yes
BACKDOCR :BROWN-CRIFICE 2005-11-08 01:38:23 2005-11-08 01:3%:23 v yes
BACKDOOR :BROWNO-ATTEMPT 2005-11-08 01:38:15 2005-11-05 01:38:15 ¥ yes =
Load Signatures from Server |
Dperation | Result | Description | ~+ _ Time Skamp User | Details
| | i
Operations
|Current User:dragon

In the EMS Client window, click the AlarmTool Policy View icon ( O ) and go to Custom
Policies — Alarm Tool: Avaya.

28l Il
File Tools Help
G AlarmTaol Palicy Wiew 2 @ @ G Alarms IEvent Groups I Alarm Filters | Time Petiods | Thresholds | Notification Rules | Global Options I
) Master Policies
H I i
bb Alam T.D.DI' Defaut Mame | Type | Summary Inkerval | Event Group | Filker | Notification Rule Threshold
Custom Policies
&Avaya Real Time 3600 ATTACKS MNone netsight-atlas-a...  None
4| |
Edlt...l Delete New..‘l
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Step Description

button.

7. In the Alarms tab on the right pane, select the only entry that appears and click the Edit...

E]EMS Client - Connected to 20.1.1.4 as dragon

e Alarm Toal: Avaya

=8 10| x|
File Tools Help
G Aol a8 @ @ G Alarms IEvent Groups I Alarm Filters I Time Periods | Thresholds I Notification Rules I Global Options I
E-&) Master Policies
e 3Py I; Defaul
4 Alarm Tool: Defaul: - -
1) Custom Palicies Filter Nokification Rule | Threshold

4]

Edit... | Delete New...l

Edit the selected Alarm

8. The Alarm settings used for this configuration are listed in the Alarm Editor popup that
appears. For this configuration, an alarm was set to occur if an event from Event Group

ATTACKS was detected. Notifications occur as defined in the netsight-atlas-asm-attacks

Notification Rule. Click OK to close the popup.

T alarm Editor 1 x|
— Alarm

MName: I ,b.vaya
Tvpe: IReaI Time LI
Summary Inkerval: I 3600
Event Groupi  |ATTACKS =]
Filker: INnne LI
Threshold: !Nnne j
Motification Rules: O at-work-mail

netsight-atlas-asm-attacks

O netsight-atlas-asm-compromise

[ netsight-atlas-asm-information

[ netsight-atlas-asm-misuse

OF I Cancel
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Step Description
9. Click the Event Groups tab to view the list of attacks defined for this alarm
. EERETEY
Fle Tools Help
G AlatmTool Palicy iew 5 @ @ 'G Alarms  Event Groups |Alarm Filters | Time: Periads I Thresholds I Motification Rules I Global Options I
EI&) Master Policies —Event Group
¥ alarm Tool: Default =]
- : E:stom Policies _%TCPASSWD
e Blarm Tool: Avaya dirs-example
E dynamic-activity
login-attempts
Edt... | Delete | Mew... |
10. | Click the Notification Rules tab to view the list of available notification rules.
FEREE
File Tools Help
{5 AlamTool Policy Wiew oW E D Alarms | Event Groups | Alarm Filters | Time Periods | Thresholds | Giobal options |
EE) Master Policies
é--é“gst’?jl:rn.:-iai Befellt Naotification Rules — Motification Rule
z e Alarm Tool: Avaya B at-work-mail 5 egend
&natsightfat\asfasm—attacks ! LQ_I
&natsight-at\as-asm-comprnmisa W
%:ZEEE:E:::Z:jr:;zs":tm” Mal |User |Log | Systoa| smp vt SHUP Y3 | etsight Atlas st | opse < |+
Transport | Server | Part | oD | I
K i
Edit: ., De\etel Naw...l
Ed\t.‘.l Daletel Mew, ..
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Step Description
11. | Click netsight-atlas-asm-attacks in the Notification Rules pane, click the Netsight Atlas
ASM tab, select the entry that appears and click the Edit... button.
TR
File Tools Help
{0 dlamool poiicy view (5 [ (8 (3 4 | Event Groups | Alarm Fitters | Time Perinds | Thresholds | Motifization Rules | slnbal options |
E@ Master Policies
Ii:__é"gsg:ru.:-ifii gl Notification Rules ~ Motification Rule
4 Blarm Taol: Avaya 5 %:Lt":;:‘tr;:" — Name: rietsight-atlas-asti-attacks Lagendl
&netsight-atlas-asm-comprc e s
%:Zz:z:t:i::z:z;';zs: Wal | User |Log | Systoq | SHp vt | Shipies Metsight Atlas st | opsec sam |
Security Mame Auth. Password Friv, Password
dragon-user dragondragon dragondragon
3
| ] ] Edit... | Delste | Mew... |
Edit. .. De\ete.l Mew... |
12. | In the Netsight Atlas ASM Editor popup that appears, Server is set to the IP address of the

Netsight Atlas Security Manager as depicted in Figure 1. ASM Category is set to Asm
Attacks. The values of the remaining fields, Security Name, Auth Password, and Priv
Password must match the values used for username, MD5 passphrase, and DES
passphrase respectively in Section 5, Step 10 for alarm notification to properly work.

X

Click OK to exit the popup.
il Netsight Atlas ASM Editor
—Metsight Atlas ASM
SErver: |2EI| I 1 I 1 I 36

Security Mame: I dragon-user

Bukh Passward: | dragondragon

Friv Password; I dragondragon

B35M Cabeqory: I.ﬁ.sm Atkacks

=

]

Cancel
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Step

Description

13.

In the EMS Client window, click the Enterprise View icon (':é|) to view all the policies

defined.

E]EMS Client - Connected to 20.1.1.4 as dragon | oy e ] 9
File Tools Help
(' Enterprise View (= (8 (3] T3 - signature Library Properties
Enterprise Wiew Signature Library Name: Avaya
E..i‘“ Enterprise r— Signatures in Library
=Y ids-ENSRT-1 Mumber of Signatures in Library: 1679
Blarm Tool: Avaya
Dragen DB ¥ ~  Signature Mame | Date Created | Date Modified | Enabled | ;I
Export Log AFS:OVERFLOW-TCPOUMP 2005-11-08 01:38:23 2005-11-05 01:38:23 v yes -
e AFS: TCPOUMP-OYERFLOW! 2005-11-08 01:38:17 2005-11-08 01:38:17 v yes
i el AIM:GETMAME-OYERFLOW 2005-11-08 01:38:20 2005-11-05 01:35:20 v yes
Reallime Consols AIM:GOAYAY-OYERFLOW 2005-11-08 01:38:13 2005-11-08 01:38:13 v ves
B Mebwork Sensor APACHE:LOG-SPOCFING 2005-11-08 01:38:17 2005-11-08 D1:38:17 v yes
=i AvayaSensor (ID5) APACHE:SERVER-INFO 2005-11-08 01:38:26 2005-11-06 01;36:26 ¥ yes
4@ Active Response Settings APACHE:SERVER-STATUS 2005-11-08 01:38:12 2005-11-058 01:38:12 v yes
=W vaya ARCSERVE:CA-BRIGHTSTOR 2005-11-08 01:38:03 2005-11-05 01:35:03 v yes
"= Do Check Module ARKETA:FILEREAD-ACCESS 2005-11-08 01:38:08 2005-11-05 01:35:08 v yes
= Dynamic Modki ARKELA: SYSTEMIMFO-ACCESS 2005-11-08 01:38:14 2005-11-08 01:36: 14 ¥ yes
ynamic;Hoclie BACK-CRIFICE:DIR. 2005-11-08 01:38:07 2005-11-08 01:36:07 ¥ yes
&5 Header Search Madule BACK-ORIFICE: INFO 2005-11-08 01:35:08 2005-11-05 01:38:08 v ves
- E5 Logging Module BACK-ORIFICE SCAN 2005-11-08 01;38:22 2005-11-06 01;36:22 ¥ yes
- E= Metwork Laver Module BACKDOOR:AION 2005-11-08 01:38:12 2005-11-058 01:38:12 v yes
: = Probe Detection Modu BACKDOOR [AUTOPROKY 2005-11-08 01:38:15 2005-11-08 01:38:15 v yes
B3 Transport Layer Modu BACKDOOR :B0ZK-BINARY 2005-11-08 01:38:05 2005-11-08 01:35:05 v yes
N 2 BACKDOCR BROWN-CRIFICE 2005-11-08 01:38:23 2005-11-08 01:36:23 ¥ yes
o BACKDOOR BROWNO-ATTEMPT 2005-11-08 01:38:15 Z005-11-08 01:38:15 v yes |
Load Signatures from Server
Operation | Reesult | Description | =~ Time Stamp User | Dekails
4 | i

4| | ] operations

WiEw | Clear

}:urrent Lzer:dragon

5. Configure Enterasys Networks NetSight Atlas Automated

Security Manager

The information provided in this section describes the configuration used to set up Enterasys
Networks Dynamic Intrusion Response for this solution using Enterasys NetSight Atlas
Automated Security Manager.

For all other provisioning information such as installation and general configuration, please refer
to the product documentation in reference [7].

Step

Description

1.

Log into the Enterasys NetSight Atlas Automated Security Manager PC with administrative
privileges. Go to Start — Programs — Enterasys Networks — NetSight Automated
Security Manager — Automated Security Manager to launch the Automated Security

Manager application.

SCR; Reviewed:
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Step Description
2. | In the Connect NetSight Automated Security Manager popup that appears, log into the
application using the appropriate login credentials.
:ﬂ'tnnnect NetSight Automated Se i =101 x|
Select the NetSight Server you wish to connect to and specify the
Autherticstion credentials to uze.
Select Server
IP AddressHost M. Description Last Contact Status
Add... ] ’ Remove l ’ Contact
Authertication Parameters
Username: |Administrator
Pazsyarg; |Hesases
Damain [NINJA| vI
[ QK ] [ Cancel ]
3. In the NetSight Automated Security Manager window that appears, select Tools — ASM
Configuration... from the pull-down menu.
ﬂ NetSight Automated Security Manager [NetSight Administrator/Administrator d ! st] = |EI|5|
M Applications  Help
. “ AuthorizationDevice Access
| .---Ope-rationh P" Server Information - |
3 E A A G ~Ginge (11/10/2008 015758 PM) 4
Madity snmptrapd.conf... o O Average Search Time (sec) 0
3 : 0 Incident Rate: (I
Statistics b e 0 |
E = Cperation Mode L5 B /
- Activity Mol - = 1
rIncidert | ok -
_ Show Threat Details Show Action Details D Show Breluded (0 entries for excluded ports) E
Incidert ﬁ“ lcon I Status I DiatelTime I Sender 1D I Sender MName i Evert Category | Sigr
= 2
[ Cahcel Search ] [ Confirtn Response ] [ Unico &ction ] I Delete Takle Extry ] [ Clean Up Inciderts. .. ]
AW = — = =
M5~ acknowledge|  Sewerity | Category | Timestarng 2 source | Cliert | Lizer | Type
i | @] 1@ Info |application  [11410/2006 01:57:49 PM |- M2, MM i ... [Evert | pplice
h < | >
| Console | Traps, | Sysio | automsted Securty | v e=CEE
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Step Description

4. | In the Automated Security Manager Configuration window that appears, select Edit for
Mode. Click Search Scope Definitions in the left pane. On the right side of the window,
select Basic Search Mode and select (highlight) the Matrix N5 (20.1.1.1) and SecureStack
C2 (20.1.1.3) in the Groups & Devices pane. Click Continue.

@ Automated Security Manager Configuration

~lofx|

Automated Security Manager Configuration
Mode: O View (3 Edit

Rule Variables

Select the Groups and Devices to search when a threst is received. Use the Basic Search Mode if the satme set of devices

@ Day and Time Ranges should be searched for &l threats received. Use the Advanced Search Mode to specity differert sets of devices based on
: the Threat IP, Sender 1D, andior Sender Matne,

@ Event Categories

@ Hotifications @ Basic Search Mode O Advanced Search Mode
@ Policies
@ Sender Identifiers Groups & Devices 4| Selected Groups and Devices
@ Sender Hames 2 g'! 21 Devices (314 Exclude remaves Groups and Devices from the Search Scope
@ Threat Subnets i 1 Include adds Groups and Devices to the Search Scope if they are in:
@ YLAHs 20112 (® Any of the Included Groups () A1l of the Included Groups
. Fitter Device Group Path
Search Variables
; C %ﬂé‘ﬁe" By nclude My Networkiall Devicesi20 111
@ MIG Selection = Cuff:c':((s a8 Inclucke My Networkrdll Devices20.1 1 3¢
< >
[ iuide ] I Exclude ] [
Exclude Port Types
Exclude Gigakit Ports e 4
Exclude Fiber Ports Resulting Devices
Exclude Mon Ethernet Ports
Exclude Detault Part Types This list will dynamically change according to the device group memberships at the time & threat notification is
received
Exclude Specific Ports
Murnber of Excluded Ports: 0 [ I | Faril | Device Type |
v LI TR | Mt M PoE-Platinum |
& initions
Enahled Rules: 0 2

Disabled Rulss: 0 ["] Send notification if no port is found for the threat IP

( |
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Step Description

5. | In the Exclude Specific Ports configuration screen that appears, add the following Matrix
NS5 ports to the list of Excluded Ports: fe.1.20 (Avaya IP Office port), fe.1.37 (Avaya S8300
with G700 Media Gateway), and fe.1.48 (uplink port connecting to SecureStack C2). Add
the following SecureStack C2 port to the list of Excluded Ports: ge.1.48 (uplink port
connecting to Matrix N5). Click Continue.

@ Automated Security Manager Configuration £ =10l x|

Automated Security Manager Configuration
Mode: O view (&) Edit

Rule variables Select specific potts to exclude from all actions. Use this safeguard to prevent actions frotn being taken when the suspected
@ Day and Time Ranges source of the threat is determined to be on one of these specific ports
@ Event Categories

@ Hotifications

Grouns & Devices

@ Policies SR My Metwvark (3 devices)

@ Sender Identifiers -t ices (3 devices)

@ Sender Hames [ i 20111 1021 fe1.21 Erterasys

@ Threat Subnets 20444 11022 fed.22 Enterasys Netw

i 20111 1023 fe1.23 Erterasys Netw

e ; 20441 11024 fed.24 Enterasys Netw
Search Variables (- Grouped By (3 devices) ona 14 s a1 e IR YR
< >
@ MIB Selection

Search Scope Definitions Get Part Info

Search Mode: Basic
Murmber of Devices: 2

rs, 4
Excluded Ports

Exelude Port Types

Exclude Gigakit Ports @ > P Port atre Description Aligs
Exclude Fiber Ports 1 20111 11045 fe.1.48 Erterazys Networks, In. ethe
Exclude Non Etherret Ports 2 20143 45 ge.l 48 Unit: 1 1000BASE-T R ethe
Exclude Default Port Types 3 200111 11037 8137 Eriterasys Networks, In lethe

i orts 4 20111 11020 fe.1.20 Enterasys MNetworks, In... ethe

Rule Definitions
Enahled Rules: 0
Dizabled Rules: 0
< 2
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Step

Description

In the Rule Definitions configuration screen that appears, click the Create... button.

'n'nutumated Security Manager Configuration = = Ellll

Automated Security Manager Configuration

Mode: () View (%) Edit

Rule variables

@ Day and Time Ranges
@ Event Categories

@ Hotifications

@ Policies

@ sender Identifiers

@ Sender Hames

@ Threat Subnets

@ VLAHs

Search Variables

@ MIB Selection

Search Scope Definitions

Search Mode: Basic
Murmber of Devices: 2

Exelude Port Types

Exclude Gigabit Ports
Exclude Fiber Ports
Exclude Mon Ethernet Ports
Exclude Detaut Port Types

Exclude Specific Ports
Murnber of Excluded Ports: 4

Manage the rules that defing the actions to take in response to threats reported to this Altomated Security Manager

When g threst is reported, the devices in the search scope are searched for likely locations of the threst source. For each
port where the source is found, each rule is evalusted, in the order listed, to determine if the condtions of the threst (the Port,
Day and Time Range, Event Category, Sender Identifier, Policy | and YLAN) match the condtions of the rule. The first rule that
matches determings the action to take for that port

Enablec | Rule bame | Groups and Devices | Day and Time Ranges | Everit Categor
< >
) | e | ]
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Step Description

7. | In the Create Rule window that appears, set Rule Name to N/C2, select/highlight the Matrix
N5 (20.1.1.1) and the SecureStack C2 (20.1.1.3) in the Groups & Devices pane, select Apply
Policy for Action, select Quarantine to MAC for Policy, check Manual Confirmation
Required before Action will be taken. Click Apply.

@ create Rule B x|
Define Rules consisting of the conditions of the threat and the action you want to take

Conditions are the Evert Category and Sender Identifier in the trap, the Device/Port where the Threat IP is found, the Policy and/or PYID settings associated with the port and the Day and
Time which the trap was received.

Actions are: Disable Port, Apply Policy, Apply PVID andior execute & Custom Action. You may also send a notification if you choose
Rule Hame: |MAZ2

Rule Conditions

Groups & Devices

ra

Ehriet Policies N VLANS Day and Time Rances
Select Groups & Devices that are eligible for the action specified for this rule Summary Event Categories

= @ My Metwork (3 devices)
il Al Devices (3 devices)

Event Cate ]nries

Match Any:
0 :
o] Sender ldentifiers
- 20112 ErTTL
[ ﬁ Grouped By (3 devices) Policies
Match Any:
VLANS
Match Ary:
Day and Time Ranges
Match Any:
Specity the action to take when the rule conditions are met Specify Action for Undo
action: ((Bpply Policy ] Policy: ((Guarartine v to [Mac ] Time hiefore Undo: | Permanent ¥/)
If the device does not suppart applying policy to MAC, it will be applied to the port. Undo Action: IRevsrt Policy Settings
[ custom Action: | D [ custom Urde: | [:]

[ motification: [ VH Ed ] [ metificatiors [ VI E
kert

Manyal Contirmation Required betore Action wi

D Automatically confirm after

[ Apply H Clse ][ Help ]
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Step Description

8. | In the Automated Security Manager Configuration window, click Save. Click Close.

'ﬂ'nutumated Security Manager Configuration 5 — ol x|

Automated Security Manager Configuration

Mode: () View (%) Edit

Rule Variables Manage the rules that defing the actions to take in response to threats reported to this Altomated Security Manager
@ Day and Time Ranges

i When g threst is reported, the devices in the search scope are searched for likely locations of the threst source. For each
@ Event Categories

port where the source is found, each rule is evalusted, in the order listed, to determine if the condtions of the threst (the Port,

@ Hotifications Day and Time Range, Event Categary, Sender Identifier, Policy, and %LAM) match the conditions of the rule. The first rule that
@ Policies matches determines the action to take for that port

Sender ldentifi
W Sentler Identificrs Enabled | Rule hlame | Groups and Devices | Diay and Tine Ranges | Everit Categor
@ Sender Hames Iz Mutiple: Targets & 2
@ Threat Subnets
@ VLAHs

Search Variables
@ MIB Selection

Search Scope Definitions
Search Mode: Basic
Mumber of Devices: 2

Exelude Port Types
Exclude Gigabit Ports
Exclude Fiber Ports
Exclude Mon Ethernet Ports
Exclude Detaut Port Types

Exclude Specific Ports
Murnber of Excluded Ports: 4

Rule Definitions:

4 | 2

| | | I J_
_

Edit snmptrapd.conf file

9. In the Taskbar Notification Area in the Automated Security Manager PC desktop (on the

lower right of the screen), right-click the Enterasys Services Manager icon (@) and select
SNMPTrap — Configure.

TFTR 3
BOOTR ]
SMMPTrap g
SHELOG [
MetSight Server r

Startenabled services
Restark running services
Skop running services

Exit

—  aEmToy
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Step Description
10. | In the snmptrapd.conf file that appears in the WordPad editor, define the user for snmp trap
notifications to the Automated Security Manager. The username, MD5 passphrase and
DES passphrase must match the settings defined in Section 4, Step 12. When finished,
save and quit from the WordPad editor.
=Ioix]
File Edit “iew Insett Format Help
D[ /= SIR #] 3 [%/@| o] B
# The format of the command for Inform notifications is: .‘J
#
# createllszer usernswne [(MDS5| 3HA) passphrase [DES passphrase]
#
# Example - for an AuthPriv user you might enter the following line in the file:
#
# createUser myAuthPrivlser MDS mypassword DES myotherpassword
#
# Where myluthPrivUser is the security name yvou want to use, and mypassword is your
# authentication password and myotherpassword is your encryption password. The authentics
# and privacy parameters are optionsl depending on whether you are using authentication ar
# privacy.
#
# The format of the comwand for Trap notifications is:
#
# createlUser -e engine-id usernsume (MDS|3HL) passphrase [DEI passphrase]
#
# createlUser —e Ox80001234567829 wyAuthPrivUser MDE mypassword DES myotherpassword
#
# TWhere the "-e" option iz used to denote the engine—-id of the sending agent, myAuthPrivils
# sSecurity name you want to use, and mypassvord is your authentication password and myothe
# vwour encryption password. The authentication and privacy parsmeters are optional depend
# wvou are using suthentication and/or privacy.
createlUser dragon-user MD5S dragondragon DES dragondragon
iR | 3|
For Help, press FL I_NLIM 4
11. | In the Taskbar Notification Area in the Automated Security Manager PC desktop, right-
click the Enterasys Services Manager icon (fﬂ) and select Restart running services.
TFTP 3
BOOTR 3
SMMPTrap b
S¥5Licn L4
MetSight Server r
Skark enabled services
Restart runmnin:
Stop running services
Exit >
e N J@@ 2:09 PM
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6. Interoperability Compliance Testing

The Interoperability Compliance Test included feature functionality and performance testing.
Feature functionality testing examined the ability of devices (Avaya 4600-series IP Telephones,
Avaya IP Softphone, and Avaya IP Office Phone Manager Pro) to successfully boot, obtain
network configuration from the DHCP Server (Infoblox DNSone), and register to either Avaya
Communication Manager or Avaya [P Office as applicable with the Dynamic Intrusion Response
policies defined through the Enterasys Networks NetSight Atlas Automated Security Manager.
VolIP calls were made to confirm that the defined policies did not impact voice quality.
Performance tests verified that the configuration remained stable under load.

6.1. General Test Approach

Feature functionality testing was performed manually. Calls were made between stations that
were registered to Avaya Communication Manager for Avaya Communication Manager tests
and calls were made between stations that were registered to Avaya IP Office for Avaya IP
Office tests. A protocol analyzer was used to monitor call signaling and audio flows to ensure
that proper QoS markers at Layer 2 and Layer 3 as defined by the Acceptable Use Policy and
were being relayed. Performance testing was done using a data traffic generator to stress the
QoS functionality of the devices over a one-hour period.

6.2. Test Results

All feature functionality and performance test cases passed successfully. A one-hour test was
conducted with 200 Mbps of traffic saturating the 100 Mbps LAN link between the Matrix N5
switch and the SecureStack C2 and SecureStack B2 respectively’. Various calls were placed
between extensions on the Matrix N5 and SecureStack C2 and SecureStack B2 without any call
loss or voice quality degradation.

7. Verification Steps
e Verify that the IP Telephones power up, obtain initial DHCP address from the data
VLAN, tag on the voice VLAN based on option 176 values and successfully complete
the registration process.

e Place IP-to-IP calls and verify audio quality.

e Place IP-to-Digital calls and verify audio quality

* The policies used in the configuration were rate limiting the traffic entering the Enterasys switches. In order to
successfully perform the load test, throughput limits were removed from ports connected to the traffic generator to
ensure the network trunk links were properly saturated.
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8. Support

For technical support on the Enterasys Secure Networks Solutions, contact the Enterasys
Technical Support at 800-872-8440. Technical support email can be sent to
support@enterasys.com. Additional information can be found in the Enterasys Support website
at http://www.enterasys.com/services/suppott.

9. Conclusion

These Application Notes describe a compliance-tested configuration of Enterasys Secure
Networks Dynamic Intrusion Response (DIR) in an Avaya IP Telephony Infrastructure. Features
and functionality were successfully validated.

10. Additional References
Available from Avaya (www.avaya.com)

[1] Application Notes for Enterasys Secure Networks Acceptable Use Policy Solution in an
Avaya IP Telephony Infrastructure — Issue 1.0, January 2007

[2] Application Notes for Enterasys Networks Matrix N5, Enterasys Networks SecureStack C2
and Enterasys Networks SecureStack B2 with Avaya Communication Manager — Issue 1.0,
December 2006

[3] Application Notes for Enterasys Networks Matrix N5, Enterasys Networks SecureStack C2,
and Enterasys Networks SecureStack B2 with Avaya IP Office — Issue 1.0, December 2006

[4] Application Notes for Infoblox DNSone in an Avaya Communication Manager IP Telephony
Infrastructure — Issue 1.0, March 2006

[5] Avaya IP Office Monitor (SysMon), Issue le, 13™ October 2005

[6] Avaya Application Solutions: IP Telephony Deployment Guide, 555-245-600, Issue 3.4.1,
June 2005

Available from Enterasys (www.enterasys.com)

[7] Enterasys Networks Automated Security Manager Help
[8] Enterasys NetSight Policy Manager, Version 1.8.2

[9] Enterasys Networks Matrix N Standalone (NSA) Platinum Series Configuration Guide,
Firmware Version 5.14.xx
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DeveloperConnection Program at devconnect@avaya.com.
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