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Abstract

These Application Notes describe the steps for configuring Avaya Aura® Session Manager,
Avaya Communication Server 1000E and Avaya Session Border Controller for Enterprise with
the AT&T IP Toll Free service using AVPN or MIS/PNT transport connections.

Avaya Aura® Session Manager 6.1 is a core SIP routing and integration engine that connects
disparate SIP devices and applications within an enterprise. Avaya Communication Server
1000E 7.5 is a telephony server, and is the point of connection between the enterprise
endpoints and Avaya Aura® Session Manager. Avaya Session Border Controller for
Enterprise is the point of connection between Avaya Aura® Session Manager and the AT&T
IP Toll Free service and is used to not only secure the SIP trunk, but also to make adjustments
to the SIP signaling for interoperability. In addition, Avaya Aura® Contact Center is used to
provide Agent access for Avaya Communication Server 1000E

The AT&T IP Toll Free service is a managed Voice over IP (VoIP) communications solution
that provides toll-free services over SIP trunks. Note that these Application Notes do NOT
cover the AT&T IP Transfer Connect service option of the AT&T IP Toll Free service.

AT&T is a member of Avaya DevConnect Service Provider program. Information in these
Application Notes has been obtained through compliance testing and additional technical
discussions. Testing was conducted via the DevConnect Program.
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1. Introduction

These Application Notes describe the steps for configuring Avaya Aura® Session Manager, Avaya
Communication Server 1000E (referred to in subsequent sections of this document as Avaya
CS1000E), and Avaya Session Border Controller for Enterprise (referred to in subsequent sections
of this document as Avaya SBCE) with the AT&T IP Toll Free service using AVPN or MIS/PNT

transport connections.

Avaya Aura® Session Manager 6.1 is a core SIP routing and integration engine that connects
disparate SIP devices and applications within an enterprise. Avaya Communication Server 1000E
7.5 is a telephony application server and is the point of connection between the enterprise endpoints
and Avaya Aura® Session Manager. An Avaya Session Border Controller for Enterprise is the
point of connection between Avaya Aura® Session Manager and the AT&T IP Toll Free service
and is used to not only secure the SIP trunk, but also to make adjustments to the SIP signaling for
interoperability. In addition, Avaya Aura® Contact Center is used to provide Agent access for
Avaya Communication Server 1000E

The AT&T IP Toll Free service is a managed Voice over IP (VoIP) communications solution that
provides toll-free services over SIP trunks utilizing AVPN or MIS/PNT! transport.

Note - These Application Notes do NOT cover the AT&T IP Transfer Connect service option
of the AT&T IP Toll Free service. That solution is not supported by Avaya CS1000E.

2. General Test Approach and Test Results

The test environment consisted of:
e A simulated enterprise with System Manager, Session Manager, Avaya CS1000E, Avaya
11xx phones, fax machines (Ventafax application), Avaya SBCE, and Avaya Call Pilot®.
e A laboratory version of the AT&T IP Toll Free service, to which the simulated enterprise
was connected via AVPN transport.

2.1. Interoperability Compliance Testing

The interoperability compliance testing focused on verifying inbound call flows (see Section 2.3
for examples) between Session Manager, Avaya CS1000E, Avaya SBCE, and the AT&T IP Toll
Free service.

The compliance testing was based on a test plan provided by AT&T, for the functionality required
for certification as a solution supported on the AT&T network. Calls were made from the PSTN
across the AT&T IP Toll Free service network. The following features were tested as part of this
effort:

e SIP trunking.

e T.38 Fax.

' MIS/PNT transport does not support compressed RTP (cRTP), however AVPN transport does support cRTP..
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Passing of DTMF events and their recognition by navigating automated menus.

PBX and AT&T IP Toll Free service features such as hold, resume, conference and transfer.
AT&T IP Toll Free features such as Legacy Transfer Connect and Alternate Destination
Routing were also tested.

2.2. Test Results

The main test objectives were to verify the following features and functionality:

N —

whn B~ W

7.
8.

9.
10.

. Inbound AT&T IP Toll Free service calls to Avaya CS1000E telephones and Agents.

Call and two-way talk path establishment between PSTN and Avaya CS1000E
telephones/Agents via the AT&T Toll Free service.

Basic supplementary telephony features such as hold, resume, transfer, and conference.
G.729 and G.711 codecs.

T.38 fax calls from the AT&T IP Toll Free service/PSTN to Avaya CS1000E G3 and SG3
fax endpoints.

DTMF tone transmission using RFC 2833 between Avaya CS1000E and the AT&T IP Toll
Free service/PSTN automated access systems.

Inbound AT&T IP Toll Free service calls to Avaya CS1000E that is directly routed to
stations, and if unanswered, can be covered to Avaya Call Pilot®.

Requests for privacy (i.e., caller anonymity) for inbound calls to Avaya CS1000E from the
PSTN, were verified.

SIP OPTIONS monitoring of the health of the SIP trunk was verified.

Long duration calls.

The test objectives stated in Section 2.1 with limitations as noted in Section 2.2.1, were verified.

2.21.

1.

Known Limitations

G.711 fax is not supported in the reference configuration. T.38 faxing is supported, as is
Group 3 and Super Group 3 fax. Fax speeds to 14400 bps are supported in the configuration
tested. In addition, Fax Error Correction Mode (ECM) is supported in the reference
configuration.

AT&T sends Invites with the SIP parameter maxptime:30. In response, Avaya CS1000E
will send ptime: 10 for any UNIStim or Digital stations. This is a known issue. The AT&T
AVPN transport service specifies the use of ptime:30 for best bandwidth utilization. An
Avaya SBCE script is used to change the maxptime:30 parameter to ptime:30, thereby
making Avaya CS1000E respond with ptime:30 as required (see Section 8.4.9).

Avaya CS1000E sends several SIP headers that are not used by AT&T. In the interest of
reducing packet overhead, these unnecessary headers are removed. MIME type headers are
removed by Session Manager (see Section 6.3.2), and Avaya SBCE removes other headers
such as Alert-Info, x-nt-e164-clid, and RFC2833 Telephone Event Type 111 (see Section
8.4.9).

4. The AT&T IP Toll Free service does not support SIP History-Info headers. The Avaya
SBCE will strip off History-Info headers (see Section 8.4.9).
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5.

6.

When calls are made directly to Avaya CS1000E Agent phones, the response specifies
telephone event type 100 (see Section 5.9). However if the call is to an Agent queue, the
response will specify telephone event 101. However, this did not cause any DTMF issues
during testing.

G.726 codec is not supported by Avaya CS1000E.

2.3. Call Flows

To understand how inbound AT&T IP Toll Free service calls are processed by Session Manager
and Avaya CS1000E, two general call flows are described in this section.

2.3.1. Coverage to Voicemail

The first call scenario illustrated in Figure 1 is an inbound AT&T IP Toll Free service call that
arrives on Session Manager and is subsequently routed to Avaya CS1000E.

b=

A PSTN telephone originates a call to an AT&T IP Toll Free service number.

The PSTN routes the call to the AT&T IP Toll Free service network.

The AT&T IP Toll Free service routes the call to Avaya SBCE.

Avaya SBCE performs SIP Network Address Translation (NAT) and any necessary SIP
header modifications, and routes the call to Session Manager.

Session Manager applies any additional SIP header adaptations and digit conversions, and
based on configured Routing Policies, determines where the call should be routed next. In
this case, Session Manager routes the call to Avaya CS1000E.

Depending on the called number, Avaya CS1000E routes the call to an agent or telephone.

1 ATET IP Toll Free
Service

PSTHM
FPhone

Avaya SBCE

]

A J
Avaya 5 Awvaya Aurai

Communication |- Session
Server 1 HOE Manager

16
&%

Agent [ Phone

Figure 1: Inbound AT&T IP Toll Free Service Call to Agent / Telephone
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2.3.2. Coverage to Voicemail

The call scenario illustrated in Figure 2 is an inbound call that is covered to voicemail. In this
scenario, the voicemail system is an Avaya Call Pilot® system connected to Avaya CS1000E.

1. Same as the first call scenario shown in Section 2.3.1.

2. The called Avaya CS1000E Agent/phone does not answer the call, and the call covers to the
phone’s voicemail. Avaya CS1000E forwards the call to Avaya Call Pilot®. Avaya Call
Pilot® answers the call and connects the caller to the called phone’s voice mailbox.

ATET
IP Toll Free

Service

PSTH
Phone

Avaya Call Pilot Avaya SBCE
.?11 1
Avaya 1 Avaya Auraid
Communication |- Sassion
Server 1000E Manager

i
55

Agent | Phone

Figure 2: Inbound AT&T IP Toll Free Service Call - Coverage to Voicemail

2.4. Support

241. AT&T
AT&T customers may obtain support for the AT&T IP Toll Free service by calling (800) 325-5555.

2.4.2. Avaya

Avaya customers may obtain documentation and support for Avaya products by visiting
http://support.avaya.com. In the United States, (866) GO-AVAY A (866-462-8292) provides access
to overall sales and service support menus. Customers may also use specific numbers (provided on
http://support.avaya.com) to directly access specific support and consultation services based upon
their Avaya support agreements.
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3. Reference Configuration

The reference configuration used in these Application Notes is shown in Figure 3 and consists of
several components:

e Avaya CS1000E system provides the voice communications services for the enterprise site.
The system is comprised of:

o The MG1000E Gateway containing:
= (all Server (CPPM).
* Media Gateway Controller (MGC), which provides Digital Signaling
Processor (DSP) resources.
= Meridian Integration Recorded Announcement (MIRAN) card used for Music
on Hold.
= Avaya Call Pilot® messaging application.
o IBM 306M Consumer Off The Shelf (COTS) server
= Signaling Server
= SIP Gateway
= Avaya Unified Communications Management (UCM)

e Agent “desk” phones are represented with Avaya 1150E UNIStim IP phones. Avaya 1140E
UniStim and Digital M3904 telephones were also tested.

e Avaya SBCE provides address translation and SIP header manipulation between the AT&T
IP Toll Free service and the enterprise internal network. TCP transport protocol is used
between Avaya SBCE and Session Manager. UDP transport protocol is used between Avaya
SBCE and the AT&T IP Toll Free service.

e Avaya Aura® Contact Center provided Agent access capabilities. Note - The provisioning of
Avaya Aura® Contact Center is beyond the scope of this document (see [ 11] through [16] for
more information).

e An existing Avaya Call Pilot® system provides the corporate voice messaging capabilities in
the reference configuration. Note - The provisioning of Avaya Call Pilot® is beyond the
scope of this document (see [6] for more information).

e Inbound calls were sent from PSTN/AT&T, through Avaya SBCE to Avaya Aura® Session
Manager, and on to Avaya CS1000E system. Avaya CS1000E system terminates the calls to
the appropriate phone or fax extensions.

Note — Only Avaya CS1000E system provisioning providing SIP trunk functionality is described in
these application notes. For additional information on Avaya CS1000E, Call Pilot®, and Avaya
Aura® Contact Center system provisioning, see the documentation references in Section 11.

Note — In the reference configuration TCP (port 5060) is used as the transport protocol between the
CS1000K, Avaya SBCE, and Session Manager. This was done to facilitate protocol trace analysis.
However, Avaya best practices call for TLS (port 5061) to be used as the transport protocol where
applicable. UDP transport using port 5060 is required by the AT&T IP Toll Free service for the
connection between Avaya SBCE and the AT&T T IP Toll Free border element.
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ATAET
AVPN ar MIS/PNT
Transport Network

ATET IP Toll Free
Service

i

ATAT Router

Enterprise Office

. Communication

Avaya Communication Server 1000E
COTS SIP Signaling Server

Avaya

Public Side Avaya
LI Session Border

Private Side Enterprise
“Insida™

Avaya Auram

1140E Digital - Server MG1000E Pt
Unistim Skeha With Call Pilot
IP phone
— Analog
H Modem
1150E
UniStim 5
IPAgent  pe with
2050 Soft Phone PC with
L (UniStim) Ventafax
Figure 3: Avaya CS1000E 7.5/Session Manager 6.1/ Avaya SBCE 4.0.5/AT&T IP Toll Free Service
Reference configuration
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3.1. lllustrative Configuration Information

The specific values listed in Table 1 below and in subsequent sections are used in the reference
configuration described in these Application Notes, and are for illustrative purposes only.
Customers must obtain and use the specific values for their own specific configurations.

Note - The AT&T IP Toll Free service Border Element IP address and DNIS digits, (destination
digits specified in the SIP Request URIs sent by the AT&T Toll Free service) are shown in this
document as examples. AT&T Customer Care will provide the actual IP addresses and DNIS digits
as part of the IP Toll Free provisioning process.

Component Ilustrative Value in these
Application Notes

Avaya CS1000E
SIP Signaling Server I[P Address (TLAN) 172.16.6.110
MGC Media (DSP) IP Address (TLAN) 172.16.6.115
Avaya CS1000E extensions 40xx
Avaya Call Pilot®
Call Pilot Application 192.168.67.130
Call Pilot Mailboxes 4xxx
Avaya SBCE
IP Address of “Outside” (Public) Interface 192.168.64.130
(connected to AT&T Access Router/IP Toll Free
Service)
IP Address of “Inside” (Private) Interface 192.168.67.120
(connected to Session Manager)
AT&T IP Toll Free Service
Border Element [P Address 135.25.29.74

Table 1: llustrative Values Used in these Application Notes
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4. Equipment and Software Validated

The following equipment and software was used for the reference configuration described in these

Application Notes.
Equipment/Software Release/Version
Avaya CS1000E Platform Release 7.5, Version 7.50.17 with

e MGI000E Media Gateway

e [BM xSeries 306M (COTS) SIP Signaling
server

e Call Pilot

Service Pack Linux 7.50 17 20120314.ntl
and Plug-in 501 Enabled

CP5.0041

Avaya S8800 Server running
Avaya Aura® System Manager

Release 6.1.0 with SP6 (Build Number
6.1.0.0.7345-6.1.5.606)

Avaya S8800 Server running
Avaya Aura® Session Manager

Release 6.1 SP6 (Release: 6.1.6.0.616008)

Dell R310 running
Avaya Session Border Controller for Enterprise

4.0.5.Q09

HP Proliant DL360 G7 Server running
Avaya Aura® Contact Center

Release 6.2.205.0 SP5

Fax device
Windows PC running Ventafax Home

Version 6.3.102.288

AT&T IP Toll Free Service via AVPN or
MIS/PNT transport service connections.

VNI 22

Table 2: Equipment and Software Versions
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5. Configure Avaya CS1000E

This section describes Avaya CS1000E configuration, focusing on the routing of calls to Session
Manager over a SIP trunk. In the sample configuration, Avaya CS1000E Release 7.5 was deployed
with Call Server applications running on a CPPM server platform with MGC, and utilizing a
separate SIP Signaling Server/SIP Gateway.

Avaya Aura® Session Manager Release 6.1 provides all the SIP Proxy Service (SPS) and Network
Connect Services (NCS) functions previously provided by the Network Routing Service (NRS). As
a result, the NRS application is not required to configure a SIP trunk between Avaya CS1000E and
Session Manager Release 6.1. Therefore NRS was not included in the reference configuration.

This section focuses on the SIP Trunking configuration. Although sample screens are illustrated to
document the overall configuration, it is assumed that the basic configuration of the Call Server and
SIP Signaling Server applications has been completed, and that Avaya CS1000E is configured to
support Analog, Digital, and UNIStim endpoints in the reference configuration. For references on
how to administer these functions of Avaya CS1000E, see Section 11.

Step 1 - Unless otherwise noted, all Avaya CS1000E provisioning was performed via Avaya
Unified Communication Management (AUCM) web interface. The AUCM web interface may be
launched directly via https://<ip address> where the relevant <ipaddress> in the sample
configuration is 172.16.6.111. The following screen shows an abridged log in screen. Log in with
appropriate credentials.

UserID: |

Password: |

Log In

Change Password

Note — Although not used in the reference configuration, System Manager may be configured as
the Primary Security Server for Avaya Unified Communications Management application and
Avaya CS1000E is registered as a member of the System Manager Security framework. The
Element Manager then may be accessed via System Manager. In this case, access the web based
GUI of System Manager by using the URL “http://<ip-address>/SMGR”, where <ip-address> is
the IP address of System Manager. Log in with appropriate credentials. System Manager Home
Page will be displayed. Under the Services category on the right side of the page, click the UCM
Services link.

Whether Avaya CS1000E is accessed directly or via System Manager, Avaya Unified
Communications Management Elements page will be used for configuration.

Step 2 - Click on the Element Name corresponding to “CS1000” in the Element Type column. In
the abridged screen below, the user would click on the Element Name EM on cots1.
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AVAYA

Avaya Unified Communications Management

SMMP Profiles
Secure FTF Token
Software Deplayment
User Semvices
Administrative Users

Network Host Name: 172.16.6.111  Software Version: 02.20.0009.01({3993)  User Name admin
Elements
CS 1000 Services
b Elements
Patches

Mew elements are registered into the security framework, or may be added as simple hyperlinks. Click an element name to launch its

management service. You can optionally filter the list by entering a search term

(e e

External Authentication Add__ | ‘ i | E 8 o
Passwaord
Security [ 1 ElementName Element Type ~ Release Address Description
Roles s|[] EMon cots] CS1000 75 192.12.0.100 MNew
element.
Policies
i 2[] 192.12.0.100 Call Server 7.5 192.12.0.100 New
Ce!'tmcates. element
Aclive Sessions 2[] 19212011 Media Gateway 75 192.12.0.11 New
Toals Controller element
Logs
Data 4[] cots1.ntlab com (primary) Linux Base 75 172.16.6.111 Base O3
element

5.1.

Node and Key IP Addresses

Step 1 - Expand System > IP Network on the left panel and select Nodes: Servers, Media
Cards. The IP Telephony Nodes page is displayed as shown below. Click <Node id> in the Node
ID column to view details of the node. In the sample configuration, Node ID 1001 was used.

AVAYA

C51000 Element Manager

UCM Network Services
Home
Links
- Virtual Terminals
System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Metwork
- Nodes: Servers, Media Cards

| Managing: 192.12.0.100 Username: admin
System » IP Network » IP Telephony Nodes

IP Telephony Nodes

Click the Node 1D to view or editits properties

- Maintenance and Reports
- Media Gateways

Add_
[] Mode ID « Compenents  Enabled Applications ELAMIP
1001 1 LTPS, Gateway ( SIPGw )
Show: Modes [] Component servers and cards IPvE address

Mode/TLAM [Pv4  Node/TLAMN IPvE  Status
172.16.6.110

Print | Refn|

Synchronized

The Node Details screen is displayed with additional details as shown below. Under the Node
Details heading at the top of the screen, make a note of the TLAN Node IPV4 address. In the
sample screen below, the Node IPV4 address is “172.16.6.110”. This IP address will be needed
when configuring Session Manager with a SIP Entity for Avaya CS1000E in Section 6.4.1.

Mode 1D:

Call server IP address

Embedded LAN (ELAN)

Gateway IP address:

Subnet mask:

* Required Value.

Node Details (ID: 1001 - LTP S, Gateway { SIPGw ))

{92120 100 TLAMN address type: & |Pv4 only
 IPv4 and IPvE

Telephony LAN (TLAN)

192.:12.0.1 Mode IPv4 address: :1?2. 16.6.110

265.266.255.0 | Subnetmask: [265.255.255.0

-~
| »
Save Cancel

The following screen shows the Associated Signaling Servers & Cards heading at the bottom of
the screen, simply to document the configuration.
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iSeIect to add -v_'

[] Hostname~
[] cots1

Show:

available in the servers list .

Associated Signaling Servers & Cards

Note: Only =erver(z) that are not part of any other IP telephony nods and deployed application(s) that match the service(s) selected for thiz node are

Frint | Refresh

Deployed lications

LTFS, Gateway, FD, Presence
Fublisher, IP Media Services

Type Role

Signaling_Server

ELAN IP TLAN IPv4

192.12.010 172166111 Leader

Step 2 - Expand System = IP Network on the left panel and select Media Gateways. Click on

the IPMG ID (e.g., 000 01).

IAVAYA

CS1000 Element Manager

(- UCM Network Services e

- Home

- Links
- Virtual Terminals

I System

+Alarms

- Maintenance

+ Core Equipment

- Peripheral Equipment

- IP Network
-Nodes: Servers, Media Cards'
-Maintenance and Reports
- Media Gateways
-Zones

Wanaging: 192.12.0400 Username: admin
System » IP Network » Media Gateways

Media Gateways

Add

IP Address
19212011

This will open the Property Configuration screen.

Step 3 — Click on the Next button.

[AVAYA

C€S1000 Element Manager

- UCM Network Services
i Home
i Links
~Virual Terminals
- System
+Alarms
—Maintenance
+ Core Equipment
- Peripheral Equipment
~IP Network
- Nodes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
- Host and Route Tables
- Network Address Translation
- QoS Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces
-Engineered Values
+Emergency Services
+Geographic Redundancy
+Software
f Customers
i Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface
t- Dialing and Numbering Plans

#| Wanaging: 19242.0400 Usemame: admin
System » IP Network = Media Gateways » IPMG 0 1 Property Configuration

IPMG 0 1 Property Configuration

ELAN IP address: {192.12.0.11

Bandwidth zone number: |1 1 (0-2000)

IPMG type

ELAN passthrough port.
Faceplate ELAN port:
Backplane ELAN connection:
TLAN passthrough port
Faceplate TLAN port kerW

Backplane TLAN connection: | T

Next

Cance

—

This will open the MGC Configuration screen. The Telephony LAN (TLAN) IP Address under
the DSP Daughterboard 1 heading will be the IP Address in the SDP portion of SIP messages, for
calls requiring MGC resources. For example, for a call from an analog or digital telephone to

PSTN, the IP Address in the

SDP in the INVITE message that Avaya CS1000E sends to Session

Manager, and on to Avaya SBCE, will be 172.16.6.115 in the sample configuration. Note that

Avaya SBCE will change thi

s IP address to Avaya SBCE “outside” IP address before sending the

INVITE on to the AT&T IP Toll Free service.
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AVAYA

CS1000 Element Manager

- UCM Network Services
-Home
- Links

| Managing: 192.42.0.100 Usemame: admin

System » IP Network » Media Gateways » IPMG 0 1 Property Configuration » IPMG 0 1 Media Gateway Controller (MGC) Configuration

- Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Network
- Modes: Servers, Media Cards:
- Maintenance and Reporis
- Media Gateways
-Zones
- Host and Route Tables
- Netwaork Address Translation
- Qo8 Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces
- Engineered Values
+ Emergency Services
+ Geographic Redundancy
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
- D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network  »
< > C

IPMG 0 1 Media Gateway Controller (MGC) Configuration

- Media Gateway Controller
Hostname |MGC

Embedded LAN (ELAN) IP address ‘IBZTZD ‘I‘I
Embedded LAN (ELAN) gateway IP address [192.12.0.100
Embedded LAN (ELAN) subnet mask |255 2552550
Telephony LAN (TLAN) IP address _172 166116
Telephony LAN (TLAN) gateway IP address :1?2 1661
Telephony LAN (TLAN) subnet mask | 2552552550

- DSP Daughterboard 1

Type of the DSP board |DB9E v

Telephony LAN (TLAN) IP address _1?2 166115

Telephd

Telephony LAN (TLAN) IPv6 address [

5.2. Virtual D-Channel, Routes and Trunks

Avaya CS1000E Call Server utilizes a virtual D-channel and associated Route and Trunks to
communicate with the Signaling Server.

5.2.1. Virtual D-Channel Configuration

Expand Routes and Trunks on the left navigation panel and select D-Channels. In the sample
configuration, virtual D-Channel 15 is associated with the Signaling Server.

AVAYA

C31000 Element Manager

- UCM Network Services
- Home
- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Netwaork
- Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
- Host and Route Tables
- Metwork Address Translation
- QoS Thresholds
- Personal Directories
- Unicode NMame Directory
+Interfaces
- Engineered Values
+Emergency Semvices
+ Geographic Redundancy
+Software
- Customers
- Routes and Trunks
- Routes and Trunks
- D-Channels
- Digital Trunk Interface

e Managing: 192.12.0.100 Username: admin

Routes and Trunks » D-Channels.

D-Channels

Maintenance

D-Channel Diagnostics (LD 96)

Network and Peripheral Equipment (LD 32, Virtual D-Channels)
MSDL Diagnostics (LD 96}

TMDI Diagnostics (LD 96)

D-Channel Expansion Diagnostics (LD 48)

Configuration

Choose a D-Channel Number: | 0 _V_‘ and type: |DCH v_' to Add

- Channel: 15 {ype: DCH Card Type: DCIP Description: VDCH

- Channel: 20 Type: DCH Card Type: DCIP Description: private

5.2.2. Routes and Trunks Configuration
In addition to configuring a virtual D-channel, a Route and associated Trunks must be configured.
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Step 1 - Expand Routes and Trunks on the left navigation panel and expand the Customer number
(e.g., Customer 0). In the example screen that follows, it can be observed that Route 16 has 10
trunks in the sample configuration (Trunk:1 — 10).

AVAVA CS81000 Element Manager
- UCM Network Services #| Managing: 192.12.0.400 Username: admin
- Home Routes and Trunks » Routes and Trunks
- Links
- Virtual Terminals Routes and Trunks
- System
+Alarms
- Maintenance
+ Core Equipment - Customer: 0 Total routes: 10 Total frunks: 36 Add route
- Peripheral Equipment
_IP Network - Route: 16 Type: TIE Description: SIP Add trunk
- Nodes: Servers, Media Cards g 5
Premnsbaliaet +Trunk: 1-10 Total trunks: 10
piicas ot it Route: 26 Type: DID Description: MIRAN Edit| [ Add trunk
-Zones b P e :
- Hostand Route Tables + Route: 27 Type: MUS Description: MUSIC Add trunk

- Network Address Translation
- QoS Thresholds
- Personal Directories
- Unicode Mame Directory
+Interfaces
- Engineered Values
+ Emergency Services
+ Geographic Redundancy
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
- D-Channels
- Digital Trunk Interface

Step 2 — Click on Trunk: 1-10 to display each trunk channel.

Step 3 — Click on the Edit button for Trunk: 1. In the reference configuration Trunk 1 uses
Channel 16. Therefore, each subsequent trunk will use channel 16+1. For example, Trunk 9 will
use channel 24.

- Route: 16 Type: TIE Description: SIP ';gd trunk
-Trunk:1-10 Total trunks: 10
- Trunk: 1 TN: 096 10200 Description: SIP
- Trunk: 2 TH: 09610201 Description: SIP
- Trunk: 3 TH: 09610202 Description: SIP
- Trunk: 4 TM: 09610203 Description: SIP
- Trunk: 5 TH: 096102 04 Description: SIP
- Trunk: 6 TH: 09610205 Description: SIP
- Trunk: 7 TM: 09610206 Description: SIP
- Trunk: & TM: 09610207 Description: SIF
-Trunk: 9 TH: 096102 08 Description: SIP
- Trunk: 10 TH: 09610209 Description: SIP
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Customer 0, Route 16, Trunk 1 Property Configuration

- Basic Configuration %
Auto increment member number:

Trunk data block:

Terminal number:
Designator field for trunk: | SIP

Extended trunk:

p—y

Member number:
Level 3 Signaling: w
Card density:
Start arrangement Incoming : | Immediate {(IMM}
Start arrangement Outgoing: | Immediate (IMM)

Trunk group access restriction: |0

Channel |D for this trunk:

—

6
Class of Service: |Edit

Step 4 — Going back to the screen shown in Step 1, select the Edit button next to Route 16 to
verify the configuration, as shown below. Verify SIP has been selected for Protocol ID for the
route (PCID) field and the Node ID of signaling server of this route (NODE) matches the node
shown in Section 5.1. As can be observed in the Incoming and outgoing trunk (ICOG)
parameter, incoming and outgoing calls are allowed. The Access code for the trunk route
(ACOD) will in general not be dialed, but the number that appears in this field may be observed on
Avaya Avaya CS1000E display phones if an incoming call on the trunk is anonymous or marked
for privacy. The Zone for codec selection and bandwidth management (ZONE) parameter can
be used to associate the route with a zone for configuration of the audio codec preferences sent via
the Session Description Protocol (SDP) in SIP messaging.

AVAVA C81000 Element Manager
- UCM Network Services | Managing: 192.12.0.100 Username: admin
- Home Routes and Trunks » Routes and Trunks » Customer 0, Route 18 Property Configuration
- Links
- Virtual Terminals Customer 0, Route 16 Property Configuration
- System
+Alarms

- Maintenance

i - Basic Configuration

- Peripheral Equipment Route data block (RDB) (TYPE} ;|
- IP Network e
-Modes: Servers, Media Cards Customer number (CUST)
- Maintenance and Repors =
- Media Gateways Route number (ROUT) ;|
-Zones " ST
e d Pt Tablon Designator field for trunk (DES) : ;_SIP
- Metwork Address Translation ]
~QoS Thresholds i T | S
-Personal Directories Incoming and outgoing trunk (ICOG): | Incoming and Outgoing (A0} v |
- Unicode Name Directory ——— —
+Interfaces Access code for the trunk route (ACOD) 1| 7916
ameEed Yalucs Trunk bpe MaT1F TP}
+Emergency Services
+ Geographic Redundancy The route is for a virtual trunk route (VTRK)
+ Software - Zone for codec selection and banclwiclth;DDDDS |
- Customers management (ZONE) - | | (0-8000)
- Routes and Trunks - Mode ID of signaling server of this route | 3
- Routes and Trunks -(1007 (0-9999)
(MODE) ;! |
-D-Channels T =1
- Digital Trunk Interface | - Protocol 1D for the route (PCID) - SIF' [SIP} | - |
- Dialing and Numbering Plans - Print correlation 1D in CDR forthe route 0
- Electronic Switched Network  » (CRID):
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Step S - Scrolling down, other parameters may be observed. The D channel number (DCH) field
must match the D-Channel number shown in Section 5.2.1.

AVAYA €S1000 Element Manager
- UCM Network Services 5 Integrated services digital network option (1SDN)
i Eﬁ]"’(‘: - Mode of operation (MODE) :| Route uses ISDN Signaling Link (SLD) |
- Virtual Terminals | - D channel number (DCH} ‘.15 ] (0 - 254)
- System —— = — "
+Alarms - Interface type for route (IFC) ‘_Merlman M1 @L‘I_-__ |
- Maintenance T il
- Private network identifier (PN 3
+ Core Equipment { ) ‘DDDDD {0~ 3200)
- Peripheral Equipment - Network calling name allowed (NCNA)
- IP Network 3 i
_ Nodes: Servers, Media Cards - Metwork call redirection (NCRD)
- Maintenance and Reports --Trunk route optimization (TRO}: []
g Medacateways - Recognition of OTI2 ABCD FALT signal for ISL
- Zones (FALT) a
- Host and Route Tables = .
- Network Address Translation - Channel type (CHTY} | B—qh}il]ng\ (E{CH} Ll
- QoS Thresholds - Call type for outgoing direct dialed TIE route [ b
- Personal Directories CTYP) _Unknnwn Call type (UKWN) |

- Unicode Mame Directol
+Interfaces 2 -Insert ESN access code (INAC): []

- Engineered Values - Integrated service access route (ISAR): []
+ Emergency Senvices

+ Geographic Redundancy - Display of access prefix on CLID (DAPC): []
+ Software - Mobile extension route (MBXR} : []
- Customers : x = = 1
 Frikits sl TS - Mobile extension outgoing type (MBXOT) : | National number (N.Pi\) ~
- Routes and Trunks - Mobile extension timer (MBXT} D | (0- 8000 milliseconds)
- D-Channels = = 1
- Digital Trunk Interface Calling number dialing plan (CNDP) UnKnownfUlS'VN\ |

- Dialing and Numbering Plans
- Electronic Switched Network  »
£ >

Step 6 - Scrolling down, open Basic Route Options and verify that the DCNO number specified
(e.g., 1), matches the Digit Conversion Tree Number specified in Section 5.4.

- Basic Route Options
Attendant announcement (ATAN) : | Mo Attendant Announcement. (NO) v
Billing number required (BILM) : []
Call detail recording (COR): []
MNorth American toll scheme (NATL) : [%
Controls ortimers (CNTL): []
Conventional (Tie trunk only) (CNVT) - [
Incoming DID digit conversion on this route (IDC) -
- Day IDC tree number (DCNO) 2 |1 (0 - 254)
-Might IDC tree number (NDMNO) : |1 (0-254)
- Display external dialed digits (DEXT): []
MFC feature options (MFC_FEAT): []
+ Network Options
+General Options
+Advanced Configurations

5.3. SIP Trunk to Session Manager
Step 1 - Expand System > IP Network - Nodes: Servers, Media Cards.

Step 2 - Select Node ID 1001 as shown in Step 2 of Section 5.1 to edit configuration settings for
the configured node.
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Step 3 - Using the scroll bar on the right side of the screen, navigate to the Applications section on
the screen and select the Gateway (SIPGw) link to view or edit the SIP Gateway configuration.

Managing: 192.12.0.100 Username: admin
System » IP Network » [P Telephony Nodes » Node Details
Node Details (ID: 1001 -LTPS, Gateway ( SIPGw ))
LadlEwWdy IF JUUIess. 1J£ 1£. U | NUUE IFvg dUUIESS. AL 1D.0. 11U A
Subnetmask [265 265 2650 | Subnet mask: [255 255 256 0
IP Telephony Node Properties Applications (click to edit configuration)
&« Voice Gateway (VGW) and Codecs s SIP Line
« Quality of Service (QoS) i PS)
. LAN » Gateway (SIPGw)
+ SNTP « FPersonal Direclories (PD)
« MNumbering Zones # Presence Publisher
+« MCDN Aternative Routing Treatment (MALT) Causes » |P Media Senvices P

Step 4 - On the Node ID: 1001 - Virtual Trunk Gateway Configuration Details page, enter the

following values and use default values for remaining fields.
e SIP domain name: Enter the appropriate SIP domain for the customer
network. In the sample configuration, cotsl.ntlab.com was used in the reference
configuration. Note that this domain is also specified in System Manager (see Section

6.1).
e Local SIP port: Enter 5060
e Gateway endpoint name: Enter descriptive name
e Application node ID: Enter <Node id>. In the sample configuration, Node

1001 was used matching the node shown in Section 5.1.

The values defined for the sample configuration are shown below.

Node ID: 1001 - Virtual Trunk Gateway Configuration Details
General | SIP Gateway Settings | SIP Gateway Senvices
Wirk gateway application: Enable gateway service on this node i
General Virtual Trunk Network Health Monitor
Virk gateway application: | SIP Gateway (SIPGw) ¥ [] Maniter IP addresses (listed below)
S C O L S—— '.00151'.n'tla'b.cum :m'lc.'mat\cn will be captured for the IP addresses listed
- below
Local SIP port: 5060 | *(1-85225) | Monitor IP:
Gateway endpoint name: :58_7.1[]0._1. Monitor addresses:
Gateway password: .
Application node ID: 1001 (0-9958
Enable failsafe NRS: []
I v
e Vol L T
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Step 5 - Scroll down to the section: SIP Gateway Settings = Proxy or Redirect Server

Under Proxy Server Route 1, enter the following and use default values for remaining
fields.

e Primary TLAN IP address: Enter the IP address of the Session Manager SIP
signaling interface. In the sample configuration, 192.168.67.210 was used.

e Port: Enter 5060

e Transport protocol: Select TCP

Note - The Secondary TLAN IP address was not used.

Proxy Or Redirect Server:

Proxy Server Route 1:

Primary TLAM IP address: (192 168 67 210

=2 can have ether [Pv4 or IPv6 format based on the value of "TLAN

Fort: 5060 | (1-85535

Transport protocol TCFl »
Options: [] Support registration
[ Primary CDS proxy

Secondary TLAN IP address: (0000

Part [5060 (1 - 6553

Transport protocal: TCP ¥

Step 6 - Scroll down and repeat these steps for the Proxy Server Route 2 (not shown).

Step 7 - Scroll down to the SIP URI Map section. The values defined for the sample configuration
are shown below. Avaya Avaya CS1000E will put the “string” entered in the SIP URI Map in the
“phone-context=<string>" parameter in SIP headers such as the P-Asserted-Identity. Ifthe value is
configured to blank, Avaya CS1000E will omit the “phone-context="in the SIP header altogether.

SIP URI Map:
Fublic E.164 domain names Private domain names
Mational: UDF:
Subscriber: | | CDF: 'cdp.udp
Spedal number: ' ] Special number: k
Unknown: Wacant number:
Unknown:

Step 8 - Scroll to the bottom of the page and click Save (not shown) to save SIP Gateway
configuration settings. This will return the interface to the Node Details screen.

Step 9 - Click Save on the Node Details screen (not shown).

Step 10 - Select Transfer Now on the Node Saved page as shown below.
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AVAyA CS81000 Element Manager

_ UCM Network Services #| Managing: 192.12.0.100 Username: admin

System » IP Network » IP Telephony Nodes » Node Saved
- Home
_ Links Node Saved
- Virtual Terminals
- System
+Alarms Mode ID: 1001 has been saved on the call server.
- Maintenance
+Core Equipment The new configuration must also be fransferred to associated servers and media cards.
- Peripheral Equipment
- IP Metwork

- Nodes: Servers. Media Cards You will be given an option to select individual servers, or transfer to all

- Maintenance and Reports

- Media Gateways
—Zvones : Show MNodes You may initiate a transfer manually at a later time.

- Hnst and Boute Tahle

Once the transfer is complete, the Synchronize Configuration Files (Node ID <id>) page is
displayed.

Managing: 192.12.04100 Username: admin
Syztem » IP Metwork » IP Telephony Nodes » Synchronize Configuration Files

Synchronize Configuration Files (Node ID <1001>)

Mote: Select components to synchronize their configuration files with call server data. This process transfers server INI files to selected
components, and requires a restart™ of applications on affected server{s) when complete.

- : Print | Refresh

[] Hestname Type Applications Synchrenization Status
LTPS, Gateway, FD,
[0 cots1 Signaling_Server Fresence Publisher, Sync required

IF Media Senvices
* Application restart iz only reguired for initial 2yvatem configuration or if changes have been made to general LAN configurations, SNTP =ettings, SIP and
H323 Gateway =ettings, network connectivity related parameters like portz and IP addres=, enabling or dizabling =ervices, or adding or removing application
SETVETS.

Step 11 - Enter ¥ associated with the appropriate Hostname (e.g., cots1) and click Start Sync.

The Synchronization Status field will update from Sync required, to Sync in progress, to
Synchronized as shown below

Managing: 192.12.0.100 Username: admin
System » IP Network » [P Telephony Nodes » Synchronize Configuration Files

Synchronize Configuration Files (Node ID <1001>)

MNote: Select components to synchronize their configuration files with call server data. This process transfers server INI files to selected
components, and requires a restart* of applications on affected server{s) when complete.

- Print | Refresh

[] Hostname Type Applications Synchronization Status
LTPS, Gateway, PD,
cots ignaling_Server resence Publisher, ynchronize
Fl ts1 Signaling_S P Publish Synchronized

IP Media Senvices
* Application restart iz only required for initial 2ystem configuration or if changes have been made to general LAN configurations, SNTP =settings, SIP and
H323 Gateway settings, network connectivity related parameters like portz and IP address, enabling or dizabling services, or adding or removing application
SEMVETS.

Step 12 - After synchronization completes, click on the Refresh button in the right hand corner,
enter ¥| associated with the appropriate Hostname (e.g., cots1), and click Restart Applications.
NOTE - When the applications restart, the phones will also reset.
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Managing: 192.12.0.100 Username: admin
Syatem » IP Network » |P Telephony Nodes » Synchronize Configuration Files

Synchronize Configuration Files (Node ID <1001=)

Mote: Select components to synchronize their configuration files with call server data. This process transfers server INI files to selected
components, and requires a restart® of applications on affected server(s) when complete.

[ Start Sync ] [ Cancel ] [ Restart Applications ] Print | Refresh
Hostname Type Applications Synchronization Status

LTPS, Gateway, PD,
cots1 Signaling_Server Presence Fublisher, Synchronized

IF Media Services
= Application restart iz only required for initial 2ystem configuration or if changes have been made to general LAN configurations, SNTP settings, SIP and
H323 Gateway =etftings, network connectivity related parameters like ports and IP addrezs, enabling or dizabling services, or adding or removing application
SETVErS.

5.4. Routing of Inbound Numbers to Avaya CS1000E

Calls from PSTN will dial AT&T IP Toll Free DID numbers to reach Agent stations on Avaya
CS1000E. These DID numbers are converted to DNIS digits by AT&T. The inbound DNIS digits

are then converted to their associated extensions by Avaya CS1000E Incoming Digit Translation
(IDT) table.

Step 1 — Navigate to Dialing and Numbering Plans - Incoming Digit Translation

Step 2 — Select the appropriate Customer ID (00 in the reference configuration) and click on Edit
IDC.

- UCM Network Services “=] Managing: 192.12.0.100 Username: admin
_ Home Dialing and Numbering Plans » Incoming Digit Translation
- Links
- Virtual Terminals Incoming Digit Translation
- System
+Alarms

- Maintenance
+ Core Equipment ~ Customer: 00
— Peripheral Equipment
+ 1P Metwork
+ Interfaces
- Engineered Values
+Emergency Services
+ Geographic Redundancy
+ Software

- Customers

- Routes and Trunks
- Routes and Trunks
—-D-Channels
— Digital Trunk Interface

- Dialing and Numbering Plans
— Electronic Switched Metwork
—Flexible Code Restriction
—Incoming Digit Translation

Step 3 — From the listed Digit Conversion Trees, select either New DCNO or edit DCNO. In the
reference configuration, Digit Conversion Tree Number: 1 was selected. Note that the Digit
Conversion Tree Number selected must also be defined in the Routes and Trunks provisioning
shown in Section 5.2.2, Step 6.

—UCM Network Services F Managing: 192.12.0.100 Username: admin
_ Home Dialing and Numbering Plans » Incoming Digit Tr: » Cust: oo
- Links
—Virtual Terminals Customer 00 Incoming Digit Conversion Property
— System
+ Alarms
- Maintenance
+ Core Equipment —_Digit Conversion Tree Number: 0 MNew DCNO
— Peripheral Equipment —
1P Network Digit Conversion Tree Number: 1 Edit DCMNO
+Interfaces = = e c—
- Engineered Values b e e = [ B
+Emergency Services - Digit Conversion Tree Number: 3 Mew DGNO
+ Geographic Redundancy
+ Software - Digit Conversion Tree Number: 4 New DCNO
- Customers
— Routes and Trunks
— Routes and Trunks
ZDeEhanners
— Digital Trunk Interface
- Dialing and Numbering Plans
— Electronic Switched Network
—Flexible Code Restriction
—Incaming Digit Translation
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Step 4 — The IDC Tree form will open. Click on the Add button. In the Incoming Digits field enter
an AT&T IP Toll Free DNIS (e.g., 7325554383). In the Converted Digits field enter the associated
Avaya CS1000E Agent extension (e.g., 4014). Click on Save.

Add Incoming Digits

Incoming Digits: }3255%4385! -
Converted digits: 4014 - (0-99999999)

Force storage or removal of data: []
In case of conffit between the new and existing Incoming Digits, foroe storage or
removal may result in loss of portions of the tree.

Save Cancel

Step 5 — Repeat Step 4 for all associated AT&T IP Toll Free DNIS numbers and extensions.

NOTE - The inbound DNIS digits may not be the same as the dialed digits.

Note — This method should not be used to direct PSTN calls to the Call Pilot access extension. The
procedures described in Section 6.3.1 cover this scenario.

5.5. Zones

Zone configuration can be used to control codec selection and for bandwidth management.

Step 1 - Expand System = IP Network and select Zones as shown below.

Managing: 192.12.0.100 Usernams: admin
System » IP Network » Zones

Zones
Zones are used to group related information for either bandwidth or dial plan numbering purposes.

Bandwidth Zones

Bandwidth zones are used for alternate routing of calls between IP stations and also for bandwidth management.
Numbering Zones

MNumbering zones are used to route calls through a centralized call server.

Step 2 - Select Bandwidth Zones. In the sample lab configuration, two zones are configured as
shown below. In production environments, it is likely that more zones will be required.

Step 3 - Select the zone associated with the virtual trunk to Session Manager (e.g., item 2, zone 5)
and click Edit as shown below.

Bandwidth Zones
[ Add. . H Edit.. ] Ilmport_._] [ Export ] [Maintenance... Refresh
Intrarone Intrazone Interzone Interzone s H
ZONe & Dandwidih Strate Dandwi Strat Resource Type Zone Intent Description
10 3 10000 BQ 10000 BB SHARED MO PHOMES
@5 100000 BQ 100000 BB SHARED VTRK VTRK
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Step 4 - In the resultant screen shown below, select Zone Basic Property and Bandwidth
Management.

Edit Bandwidth Zone

Zone Basic Property and Bandwidth Management

Adaptive Metwork Bandwidth Management and CAC

Alternate Routing for Calls between IP Stations

Branch Office Dialing Plan and Access Codes

Branch Office Time Difference and Daylight Saving Time Property

Media Services Zone Properties

The following screen shows the Zone S configuration. Note that the Interzone Strategy (access to
the AT&T network) is set for Best Bandwidth (BB). This is so that codec G.729A is preferred
over codec G.711MU for calls with the AT&T IP Toll Free service.

Zone Basic Property and Bandwidth Management

Input Description Input Value
Zone Number {ZONE): | | = §a s
Intrazone Bandwidth (INTRA_BW): | 100000 {0 -10000000)

Intrazone Strategy (INTRA_STGY): | Best Quality (BQ) |
Interzone Bandwidth (INTER_BW): | 100000 | (0- 10000000

Interzone Strategy (INTER_STGY): Best Bandwidth (EIEI}--_v:
Resource Type (RES_TYPE): Shared (5 HAREE_)} v_f
Zone Intent (ZBRN): YVTRK (VTREK) |

Description (ZDES): [V TRK

[ Submit ] [ Refresh ] [ Cancel ]

5.6. Codec Parameters.

The following section describes how to set codec preferences as well as setting Packet Interval
(PTIME) values. Note that Avaya CS1000E always specifies G.711mu regardless of the additional
selected codes. Codecs are defined in the Media Gateway (for analog and digital phones) and in
the IP Telephony Node for IP (e.g., UNIStim) phones.

5.6.1. Media Gateway Codec Configuration

Step 1 - Expand System = IP Network on the left panel and select Media Gateways. Select the
appropriate media gateway (e.g., 000 01 as shown in Section 5.1, Step 2).

Step 2 -, The Property Configuration screen will open as shown in Section 5.1, Step 3. Click on
Next.

Step 3 - Scroll down and click on VGW and IP phone codec profile.
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Hostname |DB1
- DSP Daughterboard 2
Type of the DSP daughterboard | MNODB 2
Telephony LAN (TLAN) IP address
Telephony LAN (TLAN) gateway |IP address 172.16.6.1
Telephony LAN (TLAN) IPvE address
Telephony LAN (TLAN) subnet mask 255.255.255.0

Hostname

+\WVGW and IP phone codec profile
+ o5
+ Media Based CLID

Step 4 - The VGW and IP phone codec profile section will expand. Scroll down, click on and
expand the Codec G711 field. Note that the “Select” box is checked by default. Set the Voice
payload size (PTIME) to 30.

-Codec GTM Select
Codec name G711
Voice payload size f 30 M| (msframe)
Voice playout (jitter buffer) nominal delay EIJ » :
Medifications may cause changes to dependent settings
Voice playout (jitter buffer) maximum delay 120 v

Maodifications may cause changes to dependent settings

VAD [

Step 5 — Scroll down , click on and expand the Codec G729A field. Check the selection box and
set the Voice payload size (PTIME) to 30.

Note — Although not shown, annexB=yes may be enabled by selecting the VAD (Voice Activity
Detection) box. However, if enabled here, it must also be enabled in Section 5.6.2.

-Codec G729A Select
Codec name G7294
Voice payload size :..3EI .v' { maiframe
Voice playout (jitter buffer) nominal delay EEI |
Modifications may cause changes to dependent settings
Voice playout (jitter buffer) maximum delay 120 e

Madifications may cause changes to dependent settings

VAD []

Step 6 — Scroll down and click on Codec T.38 FAX. Note that T.38 is enabled by default.
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-Codec T38FAX Select
Codec name T38 FAX

Step 7 — If changes are made to any of these settings, click on Save (not shown).

Step 8 — A dialog box will open. Click on Ok.

Message from webpage

9
\-\.__.\R’ Click on [OK] to save the IPMG configuration.

| O | [ Cancel ]

Step 9 —Select ® next to the Media Gateway ID (e.g., 000 01), and click on the Reboot button.
The Media Gateway will reboot and deploy the new configuration.

- UCM Network Services | Managing: 192.12.0.100 Username: admin
- Home System » IP Network » Media Gateways
- Links
- Virtual Terminals Media Gateways
- System
+Alarms
- Maintenance
+Core Equipment Digital Trunking Reboot | [ Delete | [ Virual Terminal | | More Actions v Refresh
- Peripheral Equipment
_IP Metwork IPMG IP Address Zone Type
- Nodes: Servers, Media Cards ® 000 04 192 12.0.11 4 MGG

-Maintenance and Reports

- Media Gateways
-Zones

5.6.2. IP Telephony Node Codec Configuration

Step 1 — As shown in Section 5.1, Step 1 expand System > IP Network, sclect Node, Server,
Media Cards, and select IP Telephony Node Id 1001.

Step 2 — Scroll down the upper half of the form and under the IP Telephony Node Properties
heading, select Voice Gateway (VGW) and Codecs (not shown). The following screen shows the
General parameters used in the sample configuration.

- System
Gi | | Volce Cod E
+ Alarms General | Volce Codecs | Fax
- Maintanance General
+ Care Equipment

” Peripheral Equipment Eche cancallztion: [F] Use canceller, with tail delay: | 123 »

= IF Nataork [#] Dvmamnic ztlenuation
- Modesa Servers Media Cards
- Maintenznce and Repors Walce activity detection threshold; |-17
- Madia Calawars

- Zones Idle noise lavel: |65 127 . +327 DBM
- Host and Route Tables

Slgnaling options: [v] DTHF tang detection
- MNatwork &ddress Translation gnaling eet o

= 095 Threshalds 1 Low Iztency mede
e e e 7] Resmove DTHF delay (suelch DTMF from TOH 1o P
- Unicode Mama Directary & ! yisq 1
+ Intertaces [¥] MesemiFax pass-through
=20 IR [#] V.21 Fax tona datection

+ Emargency Serdces

+ SoMiare [[] R factor calculation

Step 2 - Use the scroll bar on the right to find the area with heading Voice Codecs. Set the Voice
payload size to 30. Note that Codec G.711 is enabled by default.
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Voice Codecs

Codec G711 Enabled (required)
Woice payload size: 'l30 v {milizecondz per frame

Voice playout (jitter buffer) delay: |60 »| | 120 | (milizeconds
Maminal Maximum

Maximum delay may be automatically adjusted based on nominal
settings.

[] Voice Activity Detection (VAD)

Step 3 — Scroll down to the G729 codec and check the selection box. Set the Voice payload size to
30.

Note — Although not shown, annexB=yes may be enabled by selecting the VAD (Voice Activity
Detection) box. However, if enabled here, it must also be enabled in Section 5.6.1.

Codec G729 Enabled
Yoice payload size: | 30 V.. (milizeconds per frame

Waoice playout (jitter buffer) delay: 'E['] 'v' 12[] 9: (milizeconds
Mominal Maximum

Maximum delay may be automatically adjusted based on nominal
settings.

[] Voice Activity Detection (VAD)

Step 4 - Scrolling further down, note that T.38 fax is enabled by default. Verify the Maximum
Rate is set to 14400.

Fax
Codecname; T.38 FAX

Maximum rate: | 14400 | (bp=

Fax TCF method; |2 »

Fax playout nominal delay: [100 {0 - 300 milizeconds

FAX no activity timeout: |20 (10 - 32000 miliseconds

FPacket size: | 30 # | (bp=

Step 5 — Click on Save and then follow Steps 8 through 12 in Section 5.3 to save the
configuration.

5.7. Avaya CS1000E Agent Access Provisioning

This section is not intended to be prescriptive, but simply illustrates a sampling of defining Agent
access on the Avaya CS1000E in the sample configuration. Inbound IP Toll Free numbers are
mapped to the Agent extensions (or queues) as shown in Section 5.4 (e.g., 4014).
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The following Directory Numbers (DN) are defined:

e 2003 — This is the Positional DN. It is associated with the Terminal Number (TN) defined
for the phone (e.g., 96 01 17).

e 4012 — This is the Auto Call Distribution (ACD) number for the agent queue. All agents
share this queue. This number will appear on the Agent phone display.

e 4013 — This is the Control DN (CDN). It is used to define the connection between the
Avaya CS1000E and the Avaya Aura® Contact Center (see Section 5.7.3).

e 4014 — This is the Agents Single Call Ringing (SCR) number. This is the Agents “local”
extension independent of the Agent queue, and will also appear on the phone display.

5.7.1. Avaya CS1000E IP Agent Phone

The following section shows information for an 1150E IP UNIStim Agent phone in the reference
configuration defined via AUCM.

5.7.1.1 General Properties

Step 1 — Select Phones from the menu The Search For Phones screen will open (not shown).. In
the Criteria field select Prime DN and enter a DN in the value field (e.g., 2003). Click on Search.

Step 2 — Click on the TN value displayed (e.g., 096 0 01 17). The Phone Details form will open.
Note that the telephone type is an 1150 and that it is defined in Zone 3. A call between this
telephone and another telephone in Zone 3 will use a “best quality” strategy (see Section 5.5) and
therefore can use G.711MU. If this same telephone connects to the PSTN via the SIP trunk, the
call would use a “best bandwidth” strategy, and the call would use G.729A.

AVAYA CS1000 Element Manager

[——ones ~ Phone Details

- Host and Route Tables

- Network Address Translation
- QoS Thresholds

- Personal Directories System: EM on cots1
Phone Type: 1150 [%

Sync Status: TRN

- Unicode Name Directory
+Interfaces
-Engineered Yalues
+ Emergency Services
+ Geographic Redundancy

+ Software

- Customers

- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface

- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
-Incoming Digit Translation

- Phones Customer Mumber: *
-Templates
- Reports Terminal Mumber:
- Views
- Lists 5
e Designation AGENTZ * (1-6 characters
- Migration

- Tools
+ Backup and Restore
- Call Server Initialization
- Date and Time
+Logs and reports

- Security ~

General Properties | Features | Keys | UserFields Custom View: | All |+

General Properties

Zone: |3 *

Key Expansion Modules: | 0 ~

5.7.1.2 Features

Scroll further down the Phone Details form and locate the Features section of the form. In this
section various Avaya CS1000E telephone features are defined. The feature described below is
found by scrolling through this section.
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Step 3 — For the SPV - ACD Supervisor/Agent field select ACD Agent.

SLKA Feature SCheauled EICIronic Lolggscrinﬁon Denied Value: F
SPID Supenvisor Position 1D

SPV ACD Supenisor/Agent ACD Agent w

S5U System Speed Call List Mumber

SWA Call Waiting from a Station Denied

5.7.1.3 Keys

Scroll further down the Phone Details form and locate the Keys section of the form. Phone key
positions (buttons) are defined in this section.

5.7.1.3.1 Key 0

Step 4 — For Key 0 select ACD — Auto Call Distribution
o For ACD Directory Number enter 4012
o For Numeric/D<space>ACD Position ID enter 0 2003

Key Ma. Key Type Key Value
ACD - Auto. Call Distribution b
0 ACD Directory Mumber 4012
CLID
% Mumeric/D=space=ACD —
Position 1D 02003 “
ANIE Entry

5.7.1.3.2 Key 3 - Single Call Appearance
Step 5 — For Key 3 select SCR - Single Call Ringing
o For Directory Number select 4014

o Check Multiple Appearance Redirection Prime(MARP)
o Enter a name (e.g., Agent2)

o Inthe CLID Entry field, enter the associated CLID defined in Section 5.8 (e.g., 0).

SCR - Single Call Ringin% v =
3 Directory Mumber 4014 4
Multiple Appearance Redirection Prime(MARP)
First Mlame Last Mame Display Format | Language

Agent2 First, Last % | |Roman %

CLID Entry (NumericorD) |0
ANIE Entry
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5.7.1.3.3 LD 20 Overlay Command for Agent Configuration Display

The following CS1000E overlay command may be used to display/verify the Agent configuration.

OVL000

>1d 20

REQ: prt

TYPE: 1150

TN

CUST 0

DATE

PAGE

DES

MODEL NAME
EMULATED

KEM RANGE

DES AGENT2

TN 096 0 01 17
TYPE 1150

CDEN 8D

CTYP XDLC

CUST 0

NUID

NHTN

CFG_ZONE 00003
CUR_ZONE 00003
MRT

ERL O

ECL O

FDN
TGAR
LDN
NCOS
SGRP
RNPG
SCI
SSU
XLST
SCPW
CLS

VIRTUAL

O OO o7

CTD FBD WTA LPR MTD FND HTD TDD HFA CRPD

MWD ILMPN RMMD AAD IMD XHD IRD NID OLD VCE DRG1
POD SLKD CCSD SWD LND CNDA

CFTD SFD MRD DDV CNID CDCA MSID DAPA BFED RCBD
ICDD CDMD LLCN MCTD CLBD AUTU

GPUD DPUD DNDA CFXD ARHD CNTD CLTD ASCD

CPFA CPTA ABDD CFHD FICD NAID BUZZ AGRD MOAD AHD
DDGA NAMA
DRDD EXRO
USMD USRD
VOLA VOUD
KEM3 MSNV
CPND LANG ENG
HUNT

PLEV 02

CDMR PRED RECD MCDD T87D SBMD
FRA PKCH MUTA MWTD DVLD CROD ELCD

ULAD RTDD RBDD RBHD PGND OCBD FLXD FTTC DNDY DNO3 MCBN
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PUID

UPWD
DANI NO
SPID NONE
AST 00 03
IAPG 1
AACS YES
ACQ AS: TN,AST-DN,AST-POSID
ASID 17
SENB 1 2 3 4 5 6 7 8 9 10 11 12 13 15 16 17 18 19 22 24
SFRB 1 2 15
UsFRB 1 2 3 4 5 6 7 9 10 11 12 13 14 15
CAIB 0 1 3 4 5 6 8 9 10 11 12
FCTB 1
ITNA NO
DGRP
PRI 01
MLWU_LANG 0
MLNG ENG
DNDR 0
KEY 00 ACD 4012 0 2003
AGN
01 NRD
02 MSB
03 SCR 4014 0 MARP
04
05
06
07
08
09
10
11
12
13
14
15
16
17 TRN
18 AO6
19 CEW 16
20 RGA
21 PRK
22 RNP
23
24 PRS
25 CHG
26 CPN
27
28
29
30
31
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5.7.2. Avaya CS1000E Auto Call Distribution (ACD)
The ACD information may be displayed by using the 1d 23 overlay command.

>1d 23
ACDO00O
MEM AVAIL: (U/P): 98772443 USED U P: 4778038 101868
SPACE NEEDED: 72 KBYTES

ACD DNS

DISK

REQ

TYPE
CUST
ACDN
MWC

DSAC
MAXP
SDNB
BSCW
ISAP
AACQ
RGAT
ACAA
FRRT
SRRT
NRRT
FROA
CALP
ICDD
NCEW
FNCF
FORC
RTQT
SPCP
OBTN
RAO

CWTH
NCWL
BYTH
OVTH
TOFT
HPO

OCN

OVDN
IEFDN
OVBU
EMRT
MURT
RTPC
HOML
RDNA

prt
acd
0
4012
NO
NO
5
NO
NO
NO
NO
NO
NO

NO
POS
NO

NO
NO

NO
NO
NO

NO

2047
NONE
NO
NO

LNK LNK LNK LNK

NO
YES
NO

LABEL KEYO NO

ACNT
NRAC
DAL

NO
NO

AVAIL: 23992 USED: 8 TOT:

TOT: 103652349

24000
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RPRT
RAGT
DURT
RSND
FCTH
CROS
SIPQ
IVR

OBSC
OBPT
CWNT

YES

30

20
100
NO
NO
NO

NONE

5.7.3. Avaya CS1000E Control DN (CDN)
The CDN information may also be displayed by using the 1d 23 overlay command.

>1d 23
ACDO00O

MEM AVAIL: (U/P): 98772394 USED U P: 4778038 101917 TOT: 103652349

DISK SPACE NEEDED:
ACD DNS

71 KBYTES
AVATL:

23992

USED: 8

TOT :

24000

REQ

TYPE
CUST
CDN

FRRT
SRRT
FROA
UUI

MURT
CDSQ
DFDN
NAME
CMB

CEIL
CLRO
OVFL
TDNS
RPRT
AACOQ
ASID
SENB
USFEFB
CALB
CNTL
VSID
HSID
CWTH
BYTH
OVTH
ACNT

prt
cdn
0
4013

NO
NO

NO
4012
NO
NO
2047

YES

2047

38
11 12
10

13 14
11 12

15
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5.7.4. Analog Fax Line

The following screen shows basic information for an analog port in the configuration that may be
used with a fax machine. The port is configured as Directory Number 2779. No special Features

or Keys were defined.

Phone Details

: ag; System: EM on cots1
A €L Phone Type: 2500

\ Y |

\ B2, Sync Status: TRN

P

General Properies | Features | Single Line Features | UserFields

General Properties

Customer Number *
Terminal Number: ]

Designation: ANALOG * (1§ characters)

Directory Number: ‘ZINQ |- Q

CLID entry

Custom View: | All ¥

5.8. Customer Information

In the reference configuration, specific calling number information is required based on the
destination of the call. For calls from the AT&T IP Toll Free service to Avaya CS100E extensions
(see Section 5.4), responses (e.g., 200 OK) should contain the associated AT&T IP Toll Free

service Caller ID information.

5.8.1. Caller ID Provisioning

Step 1 - Select Customers from the left navigation menu, click on the appropriate Customer

Number (e.g., 00)

AVAVA C81000 Element Manager
- UCM Network Services #| Managing: 192.12.0.400 Username: admin
- Home Customers

- Links

- Virtual Terminals Customers
- System
+Alarms
- Maintenance
+ Core Equipment Add...
- Peripheral Equipment
+IP Network Customer Number 4 Total Routes

+Interfaces 10
- Engineered Values
+Emergency Senices
+ Geographic Redundancy
+Software
- Customers

Total Trunks
36

Step 2 — The Customer Details screen will open. Select ISDN and ESN Networking.
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Customer Details

Basic Configuration
Application Module Link
Attendant

Call Detail Recording

Call Party MName Display
Call Redirection
Centralized Attendant Service
Controlled Class of Service
Features

Feature Packages

Flexible Feature Codes

—
e

ISDM and ESMN Metworking

Ty
Media Services Properties

Mobile Service Directory Numbers
Multi-Party Operations

Might Service

The ISDN and ESN Networking General Properties screen will open (not shown).

Step 3 - Scroll down from General Properties to the Calling Line Identification section of the
page and note the value in the Size parameter (e.g., 256).

Step 4 - Click the Calling Line Identification Entries link.

Integrated services digital netwark:

Microsoft converged office dialing plan: | Private dialing plan »

Calling Line Identification

Information for incoming/outgoing calls: | Mo manipulation is done  »

Size: |266 {0 - 4000)

Country code: |1 {0 - 5899)
Code displaysd as part of calling number
[ calling Line Identification Entries |

The Calling Line Identification Entries page will open.

Step 5 — In the Search for CLID section, enter 0 in the Start range field and in the End range
field enter one less than the Size value from Step 3 above (e.g., enter 255). Click on Search.

AVAYA CS$1000 Element Manager
- UCM Network Services #| Managing: 192.12.0.100 Username: admin
—Home Customers » Customer 00 » Customer Details » |SON and ESN Networking » Caling Line Identification Entries
-Links
- Virtual Terminals Calling Line Identification Entries
- System
HAEIE Search for CLID
- Maintenance -
+Core Equipment Startrange: |0
- Peripheral Equipment -
+IP Network Endrange : 255
+Interfaces ey e
-Engineered Values T
+Emergency Senices
+Geographic Redundancy
+ Software _ 2 W 4
s Calling Line ldentification Entries
- Routes and Trunks
-Routes and Trunks Add._.
-D-Channels
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This will display all defined Call Ids. For example CLID 0 will use 732-555-4383

Search for CLID

Calling Line Identification Eniries

Start range :

End range
|Calling Line Identification Entries
Delete Refresh
Emergencylocal
[] Entrylds Mational Code  Local Code  Home location code  Local steering code  Use DM as DID Eg‘;e’ et o -
100 732 5554383 NO
sEla 732 5554384 NO
sFT2 732 5554385 NO

Click on any Entry ID to view or change further details (e.g., Entry ID 0).

Note that the Use DN as DID is set to NO. This means that the local extension will not be used for
the calling number.

Managing: 192.12.0.100 Username: admin
Customers » Customer 00 » Customer Details » ISDN and ESN Networking » Calling Line Identification Entries » Edit Calling Line
Identification 0

Edit Calling Line Identification 0

General Properties

Mational Code: | 732 |0 - 899888)
Code for nsticnal home number

5654383

Code for home local number or listed DN

Local Code {1-12 digits)

Local Steering Code

{1-7 digits)
Use DM as DID © | MO e
Emergency Services Access
Emergency Local Code [1-12 digits)

Code for home locsl number during Emergency cslls

Home national number for emergency services

Emergency Options:  [[] access calls

Roman characters

CPMD Name: | Agent2
first name, last name
Expected Length ~

Display Format: | First name, Lastname

Save Cancel

Call IDs are then associated with specific telephone directory numbers (DNs) assigned to stations.
See Section 5.7.1.3.2.

5.9. Changing RFC2833 DTMF Telephone Event Type

Avaya CS1000E uses RFC2833 DTMF Telephone Event type 101. The AT&T IP Flexible Reach
service uses 100. While having asymmetric telephone event types is permitted, this may cause
issues in some call scenarios. If an issue occurs, Avaya CS1000E value may be changed to 100 as
follows:

37 of 101
CS1KSM61SBCETF

JF:Reviewed
SPOC 6/22/2012

Solution & Interoperability Test Lab Application Notes
©2012 Avaya Inc. All Rights Reserved.



Step 1 — From a Avaya CS1000E console connection (e.g., serial interface), press the ctrl key and
enter pdt. The system will return:

PDT login on /tyCo/0
Username:

Step 2 — Enter the appropriate login. The system will respond with:

Password:

Step 3 — Enter the appropriate password. The system will respond as follows:

The software and data stored on this system are the property of, or
licensed to, Avaya Inc. and are lawfully available only to authorized
users for approved purposes. Unauthorized access to any software or data
on this system is strictly prohibited and punishable under appropriate
laws. If you are not an authorized user then logout immediately. This
system may be monitored for operational purposes at any time.

pdt>

Step 4 — At the pdt> prompt enter setRFC2833PT 100

pdt> setRFC2833PT 100

The system will respond with the pdt> prompt.

pdt>

Avaya CS1000E will now use RFC2833 DTMF telephone event type 100.

NOTE — See Section 2.2.1 regarding Telephone Event behavior for Agent phone versus Agent
queue calls. The Avaya CS1000E also sends Telephone Event 111. This value is unnecessary and is
removed by the Avaya SBCE (see Section 8.4.9).

NOTE - If Avaya CS1000E is rebooted, this command will be cleared and the system will use
telephone event 101 again for all calls. This command must be re-entered.

5.10. Configuration Backup

Expand Tools - Backup and Restore on the left navigation panel and select Call Server. Select
Backup and click Submit to save configuration changes as shown below.
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= Systen ~
+Alamms

-HMaintenance

+Core Equipment

- Peripheral Equipment Call Server Backup
+IP Network

+Interfaces

-Engineered Values N -
+Emergency éer_.ioes Action | Backup - Submit Cancel |
+ Software

- Customers
- Routes and Trunks

- Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Elecironic Switched Netwark
- Flexible Code Restriction
- Incoming Digit Translation
- Phones
- Templates
=Reports
=Views
=Lists
- Froperties
- Migration
- Tools
-Backup and Restore
- Call Server

The backup process may take several minutes to complete. Scroll to the bottom of the page to
verify the backup process completed successfully as shown below.

Backing up reten.bkp to "Aarfoptinonelicsfsi/cf2ibackupisingle”
Database backup Completel

TEMUZ07

Backup process to local Removable Media Device ended successfully.

The configuration of Avaya CS1000E is complete.

6. Configure Avaya Aura® Session Manager Release 6.1

This section illustrates relevant aspects of the Session Manager configuration used in the
verification of these Application Notes.

Note — These Application Notes assume that basic System Manager and Session Manager
administration has already been performed. Consult [1] through [4] for further details if necessary.

This section provides the procedures for configuring Session Manager to receive calls from and
route calls to the SIP trunk between Avaya CS1000E and Session Manager, and the SIP trunk
between Session Manager and Avaya SBCE.

Session Manager serves as a central point for supporting SIP-based communication services in an
enterprise. Session Manager connects and normalizes disparate SIP network components and
provides a central point for external SIP trunking to the PSTN. The various SIP network
components are represented as SIP Entities and the connections/trunks between Session Manager
and those components are represented as Entity Links. Thus, rather than connecting to every other
SIP Entity in the enterprise, each SIP Entity simply connects to Session Manager and relies on
Session Manager to route calls to the correct destination. This approach reduces the dial plan and
trunking administration needed on each SIP Entity, and consolidates said administration in a central
place, namely System Manager.
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When calls arrive at Session Manager from a SIP Entity, Session Manager applies SIP protocol and
numbering modifications to the calls. These modifications, referred to as Adaptations, are
sometimes necessary to resolve SIP protocol differences between disparate SIP Entities, and also
serve the purpose of normalizing the calls to a common or uniform numbering format, which
allows for simpler administration of routing rules in Session Manager. Session Manager then
matches the calls against certain criteria embodied in profiles termed Dial Patterns, and determines
the destination SIP Entities based on Routing Policies specified in the matching Dial Patterns.
Lastly, before the calls are routed to the respective destinations, Session Manager again applies
Adaptations in order to bring the calls into conformance with the SIP protocol interpretation and
numbering formats expected by the destination SIP Entities.

The following administration activities will be described:

e Define SIP Domain

e Define Locations for Avaya CS1000E and Avaya SBCE.

e Configure the Adaptation Modules that will be associated with the SIP Entities for Avaya
CS1000E and Avaya SBCE.

e Define SIP Entities corresponding to Avaya CS1000E and Avaya SBCE.

e Define Entity Links describing the SIP trunk between Avaya CS1000E and Session
Manager, and between the SIP Trunk between Session Manager and Avaya SBCE.

e Define Routing Policies associated with Avaya CS1000E.

e Define Dial Patterns, which govern which routing policy will be selected for call routing.

Configuration is accomplished by accessing the browser-based GUI of System Manager, using the
URL http://<ip-address>/SMGR, where <ip-address> is the IP address of System Manager.

In the Log On screen (not shown), enter appropriate User ID and Password and press the Log On
button. Once logged in, a Release 6.1 Home screen like the following is displayed. From the
Home screen below, under the Elements heading in the center, select Routing.

Administrators Application Management Backup and Restore

Manage Administrative Users Manage applications and Backup and restore System
application certificates

Communication Manager
Manage Communication

Manager database
Configurations

Groups & Roles
Manage groups, roles and

assign roles to users Manager objects Manage system wide
5 - configurations

Subscribers Conferencing 9

Manage users and shared Conferencing Events

rcessfgéges angcwatngv;\tfP? Inventory hMamagi Ia\arms,wew and

, Including /file Manage, discover, and arvest logs

import and export navigate to elements, update Licenses
Synchronize and Tmport element software View and configure licenses

Synchronize users with the Messaging Replication

enterprise directory, import Mbana%e Messaging System Track data replication

objects

users from file ) nodes, repair replication
UCM Roles Presence nodes

Manage UCM Roles, assign rf;ssence scheduler

roles to users Routing

Network Routing Policy Schedule, track, cancel,

User Management update and delete jobs

Manage users, shared user Session Manager s .
i Session Manager Element ecurity
Lessei:rces and provision Manager o Manage Security Certificates
SIP AS 8.1 Templates
SIP AS 8.1 Manage Templates for

Communication Manager and

Messaging System objects
UCM Services

Manage UCM applications

and navigation such as

CS1000 deployment,

patching, ISSS and SNMP

JF:Reviewed Solution & Interoperability Test Lab Application Notes 40 of 101
SPOC 6/22/2012 ©2012 Avaya Inc. All Rights Reserved. CS1KSM61SBCETF



The screen shown below shows the various sub-headings of the left navigation menu that will be
referenced in this section.

Routing
Domains
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

6.1. SIP Domain

Step 1 - Select Domains from the left navigation menu. In the reference configuration domain
cotsl.ntlab.com is defined.

Step 2 - Click New (not shown). Enter the following values and use default values for remaining
fields.
e Name Enter the enterprise SIP Domain Name. In the sample screen below,
cotsl.ntlab.com is shown.
e Type Verify SIP is selected.
e Notes Add a brief description. [Optional]

AVA A Avaya Au ra® System Manager 6 1 Help | About | Change Password | Log off]
admin
Routing * Home
Routing il Home / Elements / Routing / Domains - Domain Management
Domains Help ?
Focatsone Domain Management
Adaptations
SIP Entities
Entity Links 1Item Refresh Filter: Enable
= Name Type Default Notes
Time Ranges = = R l =
*|cots1.ntlab.com i} |C51K
Routing Policies
Dial Patterns
Regular Expressions * Input Required

Defaults

Step 3 - Click Commit to save.
Note - Multiple SIP Domains may be defined if required.

6.2. Locations

Locations are used to identify logical and/or physical locations where SIP Entities reside. Location
identifiers can be defined in a broad scope (e.g., 192.168.10.x for all devices on a particular
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subnet), or individual devices (e.g., 192.168.10.10 for a devices’ IP address). In the reference
configuration Avaya CS1000E, and Avaya SBCE were each defined as individual Locations.

6.2.1. Location for Avaya CS1000E

Step 1 - Select Locations from the left navigational menu. Click New (not shown). In the General
section, enter the following values and use default values for remaining fields.

e Name: Enter a descriptive name for the location.

e Notes: Add a brief description. [Optional]

Step 2 - In the Location Pattern section, click Add and enter the following values.
e [P Address Pattern Enter the IP Address or IP Address pattern used to identify
Avaya CS1000E location (e.g., 172.16.6.110).
e Notes Add a brief description. [Optional]

Step 3 - Click Commit to save.

The screen below shows the top portion of the screen for the Location defined for Avaya CS1000E.

Z\Vt\ A Avaya Aura® System Manager 6.1 Help | About | Change Password | Log off
admin
Routing *| Home
Routing i)l Home / Elements / Routing / Locations - Location Details
Domains Help ?
Locations Location Details
Adaptations
SIP Entities Generl
Entity Links * Name: [CS1K
Time Ranges Notes:
Routing Policies
Dial Patterns Overall Managed Bandwidth
Regular Expressions
Defaults Managed Bandwidth Units: |Kbit/sec ¥
Total Bandwidth:
Multimedia Bandwidth:
Audio Calls Can Take Multimedia
Bandwidth:
Per-Call Bandwidth Parameters
Maximum Multimedia Bandwidth (Intra/ i
~Location): 1000 Kbit/Sec
Maximum Multimedia Bandwidth (Inter 2
-Location): 1000 Kbit/Sec
Minimum Multimedia Bandwidth: 64 Kbit/Sec
* Default Audio Bandwidth: 80 'I'(biq-"sec v
Location Pattern
1 Item Refresh ) Filter: Enable
[] 1P Address Pattern | Notes
0 | =[172.16.6.110 r
Select : All, None
* Input Required
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6.2.2. Location for Avaya Session Border Controller for Enterprise

Step 1 - Select Locations from the left navigational menu. Click New (not shown). In the General
section, enter the following values and use default values for remaining fields.

e Name: Enter a descriptive name for the location.
e Notes: Add a brief description. [Optional]
Step 2 - In the Location Pattern section, click Add and enter the following values.
e [P Address Pattern Enter the IP Address or IP Address pattern used to
identify Avaya SBCE location (e.g., 192.168.67.120).
e Notes Add a brief description. [Optional]

Step 3 - Click Commit to save.

AVAYA Avaya Aura® System Manager 6.1 Help | About | Change Psssword | Log of
admin
Routing ¥ Home
Routing il Home / Elements / Routing / Locations - Location Details
Domains Help ?
Locations Location Details
Adaptations
SIP Entities General
Entity Links * Name: |SBCE
Time Ranges Notes:
Routing Policies
Balltiiaire Overall Managed Bandwidth

Regular Expressions
Defaults Managed Bandwidth Units: |Kbit/sec v
Total Bandwidth:
Multimedia Bandwidth:

Audio Calls Can Take Multimedia
Bandwidth:

Per-Call Bandwidth Parameters

Maximum Multimedia Bandwidth (Intra .
-Location): 1000 Kbit/Sec
Maximum Multimedia Bandwidth (Inter| .
“Location): 1000 Kbit/Sec
Multimedia dwidth 64 Kbit/Sec
* Default Audio Bandwidth: 80 |Kbit/sec v

Location Pattern

1 Item Refresh Filter: Enable
[] 1IP Address Pattern Notes

O | *|192.188.67.120

Select : All, None

* Input Required

6.3. Configure Adaptations

Session Manager can be configured to use an Adaptation Module designed for Avaya CS1000E to
convert SIP headers in messages sent by Avaya CS1000E to the format used by other Avaya
products and endpoints. In the reference configuration the following adaptations was used.

e DiversionTypeAdapter — This adaptation is used to convert History-Info headers sent by
Avaya CS1000E in certain outbound calls to AT&T (which are not supported by the AT&T
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IP Flexible Reach service), to Diversion Headers. This is required for call scenarios such as
Call Forwarding.

e CS1000Adapter — This adaptation is used to provide translation between Avaya CS1000E
generated History-Info headers into formats used by other Avaya products and endpoints.

¢ DigitConversionAdapter — This adaptation is used to modify digit strings in the Request-
URI. Note that the adaptation functionality is included in all other adaptations.

In addition, Module parameters odstd (to modify destination domain or IP addressing), osred (to
modify source domain or IP addressing, MIME=no (to remove unnecessary CS1000K SIP
headers), and fromto=true (to modify the From and To headers) are specified.

6.3.1. Adaptation for Avaya CS1000E Entity

Step 1 - Select Adaptations from the left navigational menu. Click New (not shown). In the
General section, enter the following values and use default values for remaining fields.
e Adaptation Name: Enter an identifier for the Adaptation Module (e.g., “CS1K”)
e Module Name: Select CS1000Adapter from drop-down menu (or add an
adapter with name “CS1000Adapter” if not previously defined)
e Module Parameter: Enter fromto=true

General
* Adaptation name: (CS1K Q
Module name: |CS1000Adapter »
Module parameter: fromto=true
Egress URI Parameters:

MNotes:

Incoming AT&T calls to Avaya CS1000E stations have the inbound NDIS digits converted to
their associated local extensions in Avaya CS1000E Incoming Digit Translation table (e.g.,
AT&T DNIS 7323204383 is converted to local extension 4014, see Section 5.4), so those digit
conversions are not needed here. However, Avaya CS1000E responses to the inbound calls
(e.g., 200 OK) need to contain the AT&T IP Toll Free DNIS numbers, (instead of local
extensions), in Caller ID headers such as PAI. This is accomplished by specifying the
fromto=true Module Parameter shown above and the procedure described in Step 2 below.

Step 2 — In the Digit Conversion for Incoming Calls to SM section, click Add to configure
entries for responses to calls from AT&T (e.g., 200 OK sent by Avaya CS1000E).

e Matching Pattern  Enter the Avaya CS1000E destination extension that will
generate the 2000K response (e.g., 4014).

e Min Enter minimum number of digits (e.g., 4)
e Max Enter maximum number of digits (e.g., 4)
e Phone Context Leave blank.
e Delete Digits Enter 4.
e Insert Digits Enter the associated AT&T IP Toll Free DNIS number (e.g.,
7325554385).
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e Address to modify Select “both”.

Repeat for any additional Avaya CS1000E extensions that receive inbound calls from the
AT&T IP Toll Free service.

Digit Conversion for Incoming Calls to SM

Filter: Enable
[l = mMatching Pattern Min Max Zg:{':xt giegliet;e Insert Digits :‘nd:j:fyess i Notes
I:‘ *l4014 4 sl4 "4 7323204385 both e IPTF 2000K ret
I:‘ *14015 4 sl4 "4 7323204384 both e IPTF 2000K ret
I:‘ #4095 4 sl4 i E UUUUU2].US2| both e IPTF 2000K ret

>

In addition, for direct PSTN/AT&T access to the integrated Call Pilot messaging system, the
fromto=true Module Parameter described above, in conjunction with the provisioning shown

in Step 3 below, is used to insert the Call Pilot local access extension into the To header for
delivery to Call Pilot.

Step 3 — In the Digit Conversion for Outgoing Calls from SM section, click Add to
configure entries for calls from AT&T.

The text below and the screen example that follows explain how to use Session Manager to

convert between inbound AT&T IP Toll Free DNIS numbers and Avaya CS1000E Call Pilot
extension (4096).

e Matching Pattern Enter AT&T IP Flexible Reach DIDs (e.g., 7325554386).

e Min Enter minimum number of digits (e.g., 10)
e Max Enter maximum number of digits (e.g., 10)
e Phone Context Leave blank.

¢ Delete Digits Enter 10, to remove the AT&T DID digits.
e Insert Digits Enter the Call Pilot extension (e.g., 4096).

e Address to modify Select both.

Repeat for any addition PSTN/AT&T IP Toll Free direct access to Call Pilot.
Step 4 - Click Commit.

Digit Conversion for Qutgoing Calls from SM

Filter: Enable
- . Phone Delete -~ Address to
Matching Pattern Min Max Context Digits Insert Digits modify Notes
*|7325554386 “110 =110 =10 4095| both e direct Call Pilot Te Header|
*|8885555821 “110 =110 =10 4096 both e direct Call Pilot To Header|

£ >

Select : All, None

NOTE — The inbound DNIS digits may not be the same as the dialed digits.
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6.3.2. Adaptation for Avaya CS1000E to Avaya SBCE Entity

Although the AT&T IP Toll Free service is inbound only, the Avaya CS1000E system may issue
Invites to signal call state changes (e.g., Hold). The message body of an INVITE message sent from
Avaya CS1000E will contain a MIME Multipart message body containing the SDP information
expected by AT&T, but also containing “x-nt-mcdn-frag-hex” and “x-nt-epid-frag-hex” application
parts that are not processed by AT&T. On the production circuit used for testing, AT&T was able
to properly parse the Multipart MIME message body, and outgoing calls from Avaya CS1000E to
AT&T could be completed successfully without the configuration in this section. Nevertheless,
since AT&T has no use for this information, the Module Parameter MIME=no was used in the
reference configuration to remove these headers. In addition, the DiversionTypeAdapter will
convert History-Info headers to Diversion headers, which are required by the AT&T IP Toll Free
service for Call Forward scenarios. Note that Avaya SBCE is used to remove and/or alter additional
Avaya CS1000E SIP headers (see Section 8.4.9).

Step 1 - Select Adaptations from the left navigational menu. Click New (not shown). In the
General section, enter the following values and use default values for remaining fields.
e Adaptation Name: Enter an identifier for the Adaptation Module
e Module Name: Select DiversionTypeAdapter from drop-down menu (or add an
adapter with name “DiversionTypeAdapter” if not previously defined)
e Module Parameter: Enter the following three parameters separated by spaces.
o Enter odstd=< [P address of the AT&T IP Toll Free border element > (e.g.,
odstd=135.25.29.74).
o Enter osred=<IP address of the public interface of Avaya SBCE > (e.g.,
osrcd=192.168.64.130).
o Enter MIME=no to remove additional MIME Media Type headers that Avaya
CS1000E adds to its SIP signaling.

The entire Module parameter string will appear as:
odstd=135.25.29.74 osrcd=192.168.64.130 MIME=no
Note that the entire entry is not visible in the screenshot below.

Step 2 - Click Commit.

General
* Adaptation name: CS1K_SBCE_ATE&T
Module name: |DiversionTypeAdapter |+
Module parameter: |0odstd=135.25.29.74 osrcd=192.1¢

Egress URI Parameters:

MNotes: |CS1K via SBC-E

Note — Neither Digit Conversion for Incoming Calls to SM or Conversion for Outgoing Calls
from SM Digit were required in the reference configuration for Avaya SBCE SIP Entity form.
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6.3.3. List of Adaptations

Select Adaptations from the left navigational menu. The completed list of the Adaptation Modules
defined for the sample configuration is shown below. In list form, the module parameters assigned
to the adapters are more evident than the screens presented in the prior sections.

Adaptations

New
Refresh Filter: Enable
] Name Module name Egress URI Motes
Parameters
[0 ¢€sik C51000Adapter fromto=true

DiversionTypeldapter
[ CS1K SBCE AT&T odstd=135.25.29.74
osrcd=192.168.64.130 MIME=nao

Select : All, None

6.4. SIP Entities

SIP Entities must be added for Avaya CS1000E and Avaya SBCE. Note that once Entity Links are
provisioned for each Entity (see Section 6.5), the Entity Link information will also be displayed on
the Entity forms.

6.4.1. SIP Entity for Avaya CS1000E
Step 1 - Select SIP Entities from the left navigation menu.

Step 2 - Click New (not shown). In the General section, enter the following values and use default
values for remaining fields.

e Name: Enter an identifier for the SIP Entity

e FQDN or IP Address: Enter the TLAN IP address of Avaya CS1000E Node.
e Type: Select SIP Trunk

e Notes: Enter a brief description. [Optional]

e Adaptation: Select the Adaptation Module defined in Section 6.3.1.
e Location: Select the Location defined in Section 6.2.1.

Step 3 - In the SIP Link Monitoring section:
e SIP Link Monitoring: Select Use Session Manager Configuration (or choose
an alternate Link Monitoring approach for this entity, if desired).

Step 4 - Click Commit to save the definition of the new SIP Entity.

The following screen shows the SIP Entity defined for Avaya CS1000E in the sample
configuration.
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SIP Entity Details Commit| | Cancel
General
* Name: CS1K

* FQDN or IP Address: 172.16.6.110

Type: |SIP Trunk -
Notes:
Adaptation: CS1K w

Location: |[CS1K  +
Time Zone: America/New_York et

Override Port & Transport with DNS O
SRV:

* STIP Timer B/F (in seconds): 4
Credential name:

Call Detail Recording: |none e

SIP Link Monitoring
SIP Link Monitoring: |Use Session Manager Configuration v

6.4.2. SIP Entity for Avaya SBCE
Step 1 - Select SIP Entities from the left navigation menu.

Step 2 - Click New (not shown). In the General section, enter the following values and use default
values for remaining fields.

e Name: Enter an identifier for the SIP Entity

e FQDN or IP Address: Enter the private side IP Address of the SBC.

e Type: Select Other

e Notes: Enter a brief description. [Optional]

e Adaptation: Select the Adaptation Module defined in Section 6.3.2.
e Location: Select the Location defined in Section 6.2.2.

Step 3 - In the SIP Link Monitoring section:

e SIP Link Monitoring: Select Use Session Manager Configuration (or choose
an alternate Link Monitoring approach for this entity, if
desired).

The following screen shows the SIP Entity defined for the SBC in the sample configuration.

AVA\/A Avaya Aura® System Manager 6.1 Help | About | Change Password
Routing *
Routing Pl Home / Elements / Routing / SIP Entities - SIP Entity Details
Domains
Locations SIP Entity Details Commit|
Adaptations General

SIP Entities
Entity Links

Time Ranges

* Name: |[SBCE_and AT&T

* FQDN or IP Address: [192.168.67.120

Routing Policies Tvpe:
Dial Patterns. Notes:z
Regular Expressions
Defaults Adaptation: |CS1K_SBCE_AT&T b
Location: |SBCE ~
Time Zone: |America/New_York v

Override Port & Transport with DNS )
SRV

* SIP Timer B/F (in seconds): |4
Credential name:

Call Detail Recording: [none &

SIP Link Menitoring
SIP Link Monitoring: |Use Session Manager Configuration
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6.5. Entity Links

The SIP trunk between Session Manager and Avaya CS1000E is defined by an Entity Link, as is

the SIP trunk between Session Manager and Avaya SBCE.

6.5.1. Entity Link to Avaya CS1000E Entity
Step 1 - Select Entity Links from the left navigation menu.

Step 2 - Click New (not shown). Enter the following values.
e Name Enter an identifier for the link.
e SIP Entity 1 Select SIP Entity defined for Session Manager during installation.
e SIP Entity 2 Select the SIP Entity defined for Avaya CS1000E in Section 6.4.1.
e Protocol After selecting both SIP Entities, select TCP.

e Port Verify Port for both SIP entities is the default listen port.
For the sample configuration, default listen port is 5060.

e Trusted Enter ¥

e Notes Enter a brief description. [Optional]

Step 3 - Click Commit to save the Entity Link definition.

The following screen shows the entity link defined for the SIP trunk between Session Manager

and Avaya CS1000E.

Help ?

Entity Links

Filter: Enable
Trusted Notes

*|5060

1 Item Refresh

Name ?IP Entity | pegtocol | Port SIP Entity 2

*|CS1K * | SMB1 (M TCP 8 * 15060 *|C51K b

£ >

Commit

* Input Required

6.5.2. Entity Link to Avaya SBCE

Step 1 - Select Entity Links from the left navigation menu. Click New (not shown). Enter the

following values.
e Name Enter an identifier for the link.
e SIP Entity 1 Select SIP Entity defined for Session Manager during installation.
e SIP Entity 2 Select the SIP Entity defined for Avaya SBCE in Section 6.4.2.
e Protocol After selecting both SIP Entities, select TCP.

e Port Verify Port for both SIP entities is the default listen port. For the sample
configuration, default listen port is 5060.
e Trusted Enter ¥
¢ Notes Enter a brief description. [Optional]
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Step 2 - Click Commit to save the Entity Link definition.

The following screen shows the entity link defined for the SIP trunk between Session Manager
and Avaya SBCE.

AVAyA Avaya Aura® System Manager 6.1 Help | About | Change Password
Routing t

Domains
Locations Entity Links Commit

Adaptations
SIP Entities
Entity Links 1 Item Refresh Filte|

SIP Entity - Connectiol
Time Ranges Name K Protocol = Port SIP Entity 2 Port Policy
Routing Policies © SBCE_to_AT&T “|SME1 (v TCP » 5080 “| SBCE_and AT&T v *|5080 Trusted
£
Dial Patterns
Regular Expressions
Defaults * Input Required Commit

6.6. Routing Policies

Routing policies describe the conditions under which calls will be routed by Session Manager to
Avaya CS1000E.

6.6.1. Routing Policy to Avaya CS1000E

Step 1 - To add a new routing policy, select Routing Policies. Click New (not shown). In the
General section, enter the following values.

e Name: Enter an identifier to define the routing policy
e Disabled: Leave unchecked.
e Notes: Enter a brief description. [Optional]

Step 2 - In the SIP Entity as Destination section, click Select. The SIP Entity List page
opens (not shown).
e Seclect the SIP Entity associated with Avaya CS1000E (see Section 6.4.1) and click
Select.
e The selected SIP Entity displays on the Routing Policy Details page.

Step 3 - In the Time of Day section, add an appropriate time of day. In the sample
configuration, time of day was not a relevant routing criteria, so the “24/7” range was chosen.
Use default values for remaining fields.

Step 4 - Click Commit to save the Routing Policy definition.

The following screen shows the Routing Policy for Avaya CS1000E.
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Help 2

Routing Policy Details ]

General
* Name: To CS1K
Disabled: []

Notes:

SIP Entity as Destination
]

Name FQDN or IP Address Type Notes
cs1Kk 172.16.6.110 SIP Trunk

Time of Day
[Remove] [View Gaps/Overlaps
1 Item Refresh Filter: Enable

Start End
Time Time

[ Ranking 1 Mame 2 Mon Tue Wed Thu Fri Sat  Sun Notes
O |e 2447 00:00 23:59 ;‘;‘:‘;RE”QE

Select : All, None

6.7. Dial Patterns

Dial patterns are used to route calls to the appropriate routing policies, and ultimately to the
appropriate SIP Entities.

Dial patterns will be configured to route inbound calls from the AT&T IP Toll Free service to
Avaya CS1000E users.

Note that the dialed AT&T DID numbers may not be the same as the AT&T DNIS numbers sent in
the SIP Request-URI headers. The numbers used in the inbound Request-URIs are the numbers to
be defined here in the Pattern fields.

6.7.1. Inbound AT&T IP Toll Free calls to Avaya CS1000E

Step 1 - To define a dial pattern, select Dial Patterns from the navigation menu. Click New (not

shown). In the General section, enter the following values and use default values for remaining
fields.

e Pattern: Enter dial pattern for calls to Avaya CS1000E (e.g., 732555xxxx)
e Min: Enter the minimum number of digits (e.g., 10).
e Max: Enter the maximum number of digits (e.g., 10).

e SIP Domain: Select a SIP Domain from drop-down menu or select All if
Session Manager should route incoming calls from all SIP domains.
e Notes: Enter a brief description. [Optional]

Step 2 - In the Originating Locations and Routing Policies section, click Add.

Step 3 - The Originating Locations and Routing Policy List page opens (not shown).
e Inthe Originating Location list, select the location defined for Avaya SBCE in

Section 6.2.2.
¢ Inthe Routing Policies table, select the Routing Policy defined for Avaya CS1000E in
Section 6.6.1.
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e Click Select to save these changes and return to Dial Pattern Details page.

Step 4 - Click Commit to save. The following screen shows an example Dial Pattern defined
for the sample configuration. Repeat this procedure as needed to allow additional AT&T
DNIS numbers to be routed to Avaya CS1000E.

AVA\//_\ Avaya Aura® System Manager 6.1 Help | About | Change Password
Routing *
Routing Il Home / Elements / Routing / Dial Patterns - Dial Pattern Details
Domains
Locations Dial Pattern Details Commit
Adaptations
SIP Entities General
Entity Links * pattern: 732555
Time Ranges * Min: |10
Routing Policies * Max: |10
Dial Patt
fal Patterns Emergency Call: []
Regular Expressions
SIP Domain: -ALL- -

Defaults
Notes: Inbound from AT&T

Originating Locations and Routing Policies

Filter|
Originating Routing Policy Routing Routing

[ | originating Location Name © Location e Rank 2 Policy  Policy
Notes Disabled = Destination
[0 ssee To C51K 0 CS1K

<

Select : all, None

Denied Originating Locations

0 Items Refresh Filter|
Originating Location Notes

* Input Required Commit

7. Avaya Aura® Contact Center

In the reference configuration, Avaya Aura® Contact Center is used to manage Agent
functionalities and integrate these functions between the Avaya CS1000E and Avaya Call Pilot®.
In the reference configuration Application Module Link (AML) protocol is used between the
Avaya CS1000E and Avaya Aura® Contact Center.

The installation and administration for Avaya Aura® Contact Center is beyond the scope of these
Application Notes (consult [11] through [16] for further details). The provisioning and
establishment of the AML connection between Avaya Aura® Contact Center and the Avaya
CS1000E is assumed to be completed. However some illustrative examples of Agent configurations
in Avaya Aura® Contact Center are shown below.

7.1. Create Avaya Aura® Contact Center Agent
Step 1 — Log into the Avaya Aura® Contact Center Manager web interface.
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- Page - Safety - Tools - @~

]
i
Y

A\ Contact Center - Manager - Login G-

AVAyA Contact Center - Manager About | Change Password

Contact Center - Manager - Login

Login

Login

Step 2 — On the Launchpad page, select Contact Center Management.

[ A\ Contact Center - Manager - Launch Pad [ o - B ] @mn - Page - Safety ~ Tooks - @@~ |
A\/A\YA Contact Center - Manager About | Audit Trail | Logout
Launchpad
{ Contact Center Manageme% [( Configuration

-
-

Access and Partition Management Scripting

-

Real-Time Reporting Emergency Help

=

[(EXENEIEXE]

-

HOEE

Historical Reporting Qutbound

-

Call Recording and Quality Monitoring ¢ Multimedia

Step 3 — In the left hand column, expand the name of the Avaya Aura® Contact Center (e.g., a-cc),
right click on appropriate supervisor (e.g., Default Supervisor), and select Add Agent.

A\ Contact Center - Manager - Contact Center Manager. .. ﬁ M

AVAyA Contact Center Management

View/Edit Add Status Launchpad Help
= D CCM Servers (Supervisor:
= @ a-co

3]

ERENEe———
Supervisor Details rontact Center Management

Delete Supervisor
Add Many Users

Step 4 — On the Agent Details page, enter the information as shown in the example below. In the
example, agent2 has a login ID of 4014 (see Section 5.7), is a Voice Contact, and is assigned as a
priority 1 contact for skill set two (SK2).

Step 5 — Click Submit (not shown). Repeat for additional Agents/Skills.
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p Associate User Account

w Agent Information
Primary Supervisor: * | Default Supervisor %

Agent Key:

Login Status Logged Out

w Contact Types

Call Presentation: | C: %Cen‘tre_ﬁ‘dministmtor -

Threshold:

Tn Mame:

ACD Queue Error: ‘

Create CCT Agent

Agent Details: agent2 agent2 Server: a-cc
w User Details %

First Name: agent2 User Type: Agert R

Last Mame: agent2 Login ID: = 4074 |

Title: Personal DN:

DEIETIETE ACD Queus:

Language: English e

Comment:

CCT Agent Login Details

@

Domain A-CC
User Mame: agent2

Agent_Template

——

Contact Type ~

Predictive_Qutbound
Scanned_Document

SMS

| Woice

Woice_an

Web_Communications

w Skillsets

(N S

¥

<

[ suillsethame(2) Contact Type

Default_Skillset Voice

| sK2 Voice

» Assign Skillsets

» Partitions

7.2. Verifying Control DN (CDN) and Agent Connection Status

7.2.1. CDN Connection status

The Avaya Aura® Contact Center/Avaya CSI000E CDN connection status can be verified as

follows.

Step 1 — Connect to Launchpad as described in Section 7.1.

Step 2 — Select Configuration.

Step 3 — From the left hand menu select CDNs (Route Points). The connection provisioned on
Avaya Aura® Contact Center to the Avaya CS1000E will be displayed. Verify the status is

Acquired.
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e B | mmy v Page - Safety - Toos - @~

A Contact Center - Manager - Configuration

AVAyA configuration Logged in user: webadmin | Logoutf
Server Download Status Launchpad Help

=2 a-ce

[0 Activity Cotes CDNs (Route Points) Server: a-cc

L] Call Presertstion Classes ['%

il | CDNs I Open Queue |
Mame Murmkber Call Type Acguired? Status
P |CEIK 4013 Local [ Acouired
] Formuiss * =

7.2.2. Agent Connection status

Step 1 — Connect to Launchpad as described in Section 7.1.

Step 2 — Select Configuration.

Step 3 — From the left hand menu select Phonesets and Voice Ports. The provisioned agents will
be displayed. Verify the status is Acquired.

A\ Contact Center - Manager - Configuration & - B = | F;A * Page - Safety = Tools - '@"
AVAyA configuration Logged in user: webadmin | Logout
Server Download Status Launchpad Help
=-AC) a-ce

([ activty Codes Phonesets/\oice Ports Server: a-cc
[:I Call Presentation Clazses
(L Call Recording snd Qualty M Refresh Status
(L CDNs (Route Poirts) "
[:IContact Types MName Type Address .Channel IR Mame Acouired? |Status
D DNISs Agent1 Agent 96-0-1-16 v Acguired
[:l Formulas Agent2 Agert 96-0-1-17 v Acguired
([ Global Settings * I
[ Histarical Statiztics
AR &CD-DMs
[:I Phoneset Displays
[:lE honesets a foice Ports:
[IRe:

8. Configure Avaya Session Border Controller for Enterprise

8.1. Initial Provisioning
The following sections describe the provisioning of Avaya SBCE.

Note: Only Avaya SBCE provisioning required for the reference configuration is described in these
Application Notes.

Avaya SBCE was configured via a serial console port connection and via an IP connection once the
basic system provisioning was completed. The platform was configured as a single EMS + UC-
SEC configuration. The following are the steps for provisioning the basic configuration:

1. Connect to the console port on the back of the server.
2. Start the serial connection application (i.e. Hyperterminal, Putty, etc.)
3. Power on the equipment.
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4. The system will recognize that there is no configuration and will prompt the user to enter
Config mode by asking the user to hit Enter twice.

B CoMm1:19200baud - Tera Term ¥T 101 x|

File Edit Setup Control ‘Window Help

isapnp

isapnp [success]
ide

ide [success]
input

input [success]

scsi

[success ]

: can’t open 'susr/localsipessetcsntpserver’: Mo such file or directory
Cleaning: ~tmp svar/lock svarsrun done.
Updating Aetc/motd...done.
Initializing random number generator.
Recovering nui editor sessi
Updating Info Directory haresinfo dir.
IMIT: Entering runlevel: 2

sadc not enahled in setcs/defaultssysstat,. not starting.

Starting system logging: syslog—ng.
NFO B UC-Sec ICU

Started on: 2011-12-82 14:82:46.186217

: Mode: CONFIGURE

: Adding HKernel Module ‘ipcs_pcf’ ...

: Inserting Kernel Module *idipcs_pcf’ ...
Press ENTER key to continue...

5. The Configuration menu will appear. Select UC Sec Configuration

B Com1:19200baud - Tera Term ¥T
File Edit Setup Control Window Help

Conf iguration

Choose Section

Choose Section

[IC-Sec Configuration

UC—Sec Operations

<F1> for help ! <Tab>/{Alt-—Tab> between elements | {Space> selects

6. Select Installation Type

B comi1:19200baud - Tera Term ¥T

File Edit Setup Control Window Help

Configuwration

Choosze Section
Choose Section

jinstallation Tupe

UC-Sec fAppliance Configuration
MHanagement Intewrface Setup
Custom Routes

<F1» for help ! <Tah > {Alt-Tab?» between elementz | {Space’ szelects
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7. Select EMS + UC-SEC

B comi:19200baud - Tera Term ¥T

Configuration

File Edit Setup Control ‘Window Help

Installation Type

Choose between UC-Sec Only or Single
Box installation

UC—Sec
I2MS +IC-Sec

<F1> for help [ <{Tab>/{Alt-Tab> between elements [ {Space> selects

8. Select EMS + UC-SEC

Appliance Configuration

B com1:19200baud - Tera Term ¥T

File Edit Setup Control

Conf iguration

<F1> for help !

Wwindow  Help

Choose Section
Choose Section
Installation Tupe
IMMS +IC—Sec Appliance Configuration
Management Interface Setup

Custom Routes
Belf-Signed Certificate

£Tab>/<{Alt-Tab> between elements

{Space?> selects

9. Enter or leave Name as default (e.g., EMS). Enter IP address of DNS if applicable. If no
NTP leave default value. Press OK

B coMi:19200baud - Tera Term ¥T

File Edit Setup Control

Configuration

EMS Appliance Mame I

192168
[127.127.1

Domain Suffix (Optionald>
List of DNS Servers
NITP Server IP Address C(ipudd>

Wwindow  Help

UG-Sec+EMS Appliance Configuration

Configure Single Box Appliance

{Fi» for help i

JF:Reviewed
SPOC 6/22/2012

{Tab>/{Alt—Tab> between elements

Solution & Interoperability Test Lab Application Notes
©2012 Avaya Inc. All Rights Reserved.

{Space’? szelects

57 of 101
CS1KSM61SBCETF



10. Select Management Interface Setup.

B CoM1:19200baud - Tera Term ¥T
File Edit Setup Control Window Help

Conf iguration
Choose Section
Choose Section
Inztallation Type
EMS +UC—Sec Appliance Configuration
[fanagement Interface Setu
Custom Routes
Self-Signed Certificate

{Fi> for help ! <Tah>/{Alt-Tah> hetween elements ! {Space? selects

11. Select the M1 interface. Enter the IP address you want for management (e.g.,
192.168.62.121). Enter mask and gateway. Select OK

IMPORTANT! — The Management interface must be on a different subnet than either of
the Avaya SBCE private and public network interfaces (e.g., A1 and B1).

B com1:19200baud - Tera Term ¥T
File Edit Setup <Control Window Help

Configuration

1 Man t Interface Setup
Hanagement Device

Management IP Address (ipvd>
Hanagement Metwork HMas

ERo
Hanagement Gatewai IP Address (dipud> [BFN

<F1> for help [ <Jab>r{Alt-Tabh> between elements [ {Space’ zelects

12. You will be returned to the prior menu. Select Back.

B coM1:19200baud - Tera Term ¥T

File Edit Setup Control Window Help

Configuration

Choose Section

Choose Section
Installation Type
EMS +HUC—8ec Appliance Configuration
Management Interface Setup

Custom Routes
Belf—Signed Certificate

<F1> for help | <Tab>r<Alt-Tah’> between elements | {Space’ selects
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13. Select Done. The SBC will reboot.

B comi1:19200baud - Tera Term ¥T
File Edit Setup Conkrol ‘Window Help

Conf iguration

Choose Section

Choose Section

UC—8ec Configuration

{F1> for help | {Tab>/{Alt-Tabh) hetween elementsz | {Spaced selects

14. After the SBC reboots you will be prompted to press Enter as before. The SBC will then
prompt for the date and time.

15. The SBC will prompt you for the password for “root” and then user “ipcs”. Enter
appropriate passwords for each.

16. The initial installation is complete and any further configuration will be done in the web
interface.

8.2. Advanced Configuration
The follow provisioning is performed via Avaya SBCE GUI interface.

1. Access the web interface by typing https://x.x.x.x (where x.x.x.x is the management [P of
Avaya SBCE).
2. Select UC-SEC Control Center.

/= Welcome to Sipera UC-Sec - Windows Internet Explorer E”Elgl
@.\; - | 192,168.67,121 | & corteateeror | (B3] (42 /[ x| [4 2]~

© File Edit Wiew Favorites Tools  Help

© i Favoriies = d - ] FreeHotmail €| http—-100.1.1 76-website-p... &

N . - "
(& welcome to Sipera UC-Sec T | = v Page~ Safety - Tooks ~ (@~

©) Sipera

Systems

Choose a destination

UC-Sec Control Center IM Log Viewer
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3. Enter the login ID and password

£ UE-Sec Control Center - Windows Internet Explorer

(&

Fle Eck Vew Favrkss Took e
% K

0 S8c Contrl Canter

- & 192.168.67.121

i Favartes

~ baf Cortificats Ermer

- B Free tiotmal ] Hip-100.1. 7 webske-p.., B

5 WEDSIE 12 Jeam mare,

Signin

LoginiD

Password

&
—

8.3. System Management

When it is the first time the user accesses Avaya SBCE system through the web interface, the user

needs to configure some basic parameters.

1.

Click on the System Management, the user will see the screen below. The initial status of

the SBCE is Registered, as shown. Click on the install icon (highlighted in red).

) UC-Sec Contral Center

7

S v Bl ) #m v Page+ Safety~ Took~ (@~

ec Contro © Sipera
@ Alarms | =] Logs m Users m Logout (@ Help
) UC-Sec Contral Center
S Welcome

< ¢ Administration
H Backup/Restare

Installed | | Updates

8 system Management
> | Global Parameters
55_192_1688_67_121

IPC531020133

[ oovcetome | sorstmumoer | verson| o ||| |

405002 @ Registered

mEHEOE

|
2§

2. Click on the System Management, the screen below will open:

= Installation Wizard - Windows Internet Explorer

2| 192.168,67.121

Installation Wizard

Phones

Lo
&7 ky call
3 seiver
"= Intemnet Intranet »—
& —
Proxy

Device Settings DNS Configuration
Appliance Name [sipera ] Primary 192.168.67.5 Ex: 202.201.192.1
High Availability (HA) I~ Secondary Optional, Ex: 202.201.192.1
Secure Channel Type & Nene « DMZ © Core

Network Settings

Atleast one address is required. Netmask and subnet must be common across the same interface.

P PublicIP Netmask Gateway Interface  DME Client
Address #1  [192.168.67.120 | [192.168.67.120 | [255.255.255.0 |  [19216867.1 ] =
Address #2  [192.168.64.130 | [192.168.64.130 | [255.255.255.0 |  [192.168.64.254 ] o
Address #3 | | | [255.255.255.0 ] ] o
Address#4 | | | [285.255.255.0 ] ] s
Address #5 | ] | [255.255.255.0 ] ] s
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3. Enter the following information:
o Device Settings = Appliance Name — Enter a descriptive name (e.g., Sipera).
o DNS Configuration = Primary — Enter the IP address of a DNS if applicable.
o Network Settings > Address #1 — Note this will be the trusted “inside” interface:
= Enter the appropriate IP address for IP and Public IP (the same address in
each field).
= Enter the appropriate Netmask and Gateway
= Select interface Al (this interface is labeled Al on the back of the chassis).
o Repeat the previous steps for Address #2, (this will be the untrusted “outside”
interface), using the appropriate IP addressing, Netmask, and Gateway. Select
interface B1.
4. Click Finish, and the following screen will appear giving an outline of the remaining tasks.
This window may be closed.

(f Installation Wizard - Windows Internet Explorer

| 192.168.67.121 13 Certificate Error || 2
Installation Wizard

Installation is now complete, please configure the following items in order to get your UC-Sec up and running. Clicking on any of the links
below will take you to the corresponding configuration page for that item.

= Server Configuration

+ Media Interface

= Signaling Interface

= SIP Cluster

= End Point Flows I

8.4. Global Profiles

Global Profiles allows for configuration of parameters across all UC-Sec appliances.
8.4.1. Server Interworking — Avaya Side

Server Internetworking allows you to configure and manage various SIP call server-specific
capabilities such as call hold and T.38.

1. Select Global Profiles from the menu on the left-hand side
2. Select the Server Internetworking
3. Select Add Profile
4. Select the General Tab:
a. Enter profile name: Avaya

b. Check Hold Support: >RFC2543
c. Check T38 Support >Yes
d. All other options on the General Tab can be left at default.
e. Select Next
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Interworking Profile

Mone
RFC2543 - c=0.0.0.0
RFC3264 - a=sendonly

Mone  SDP © No SDP

Hold Support

4180 Handling
Mone  SDP Mo SDP
Mone ¢ SDP ¢ Mo SDP

4181 Handling
182 Handling
1832 Handling Mone ¢ SDP ¢ Mo SDP
Refer Handling
3xx Handling

Diversion Header Support
Delayed SDP Handling
T.38 Support
URI Scheme SIP ¢ TEL  ANY

RFC3261
RFC2543

RN ¢ e B i BRSO R R T e

Wia Header Format

i

Next

5. On the Privacy window
a. Select Next to accept default values.

Interworking Profile £33

Privacy Enabled

P-Asserted-ldentity |
r

P-Preferred-ldentity
Frivacy Header

DTMF

DTMF Suppaort @ Mone  SIPNOTIFY " SIPINFO

ooc l v

6. On the SIP Timers window
a. Select Next to accept default values.

Interworking Profile

Configuration is not required. All fields are optional.

SIP Timers

Min-SE [ ] seconds, [90-85400)

Init Timer |:| milliseconds, [50 - 1000]
Max Timer [ | miniseconds, [200 - 8000]
Trans Expire l:l seconds, [1- 64]

Invite Expire [ ] seconds,[180-300]

Transport Timers

TCP Connection Inactive Timer [ | seconds, [600 - 3600)

osc e

7. Onthe Advanced Settings window
a. Select Next to accept default values.
b. Click Finish.
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Interworking Profile

Record Routes o Single Side

Topelogy Hiding: Change Call-ID
Call-info MAT

Change Max Forwards

Include End Point IF for Context Lookup

1777177373 a9

Metaswitch Extensions
Reset on Talk Spurt
Reset SRTF Context on Session Refresh

Has Remote SBC

739777

Route Response on Via Port

8.4.2. Server Interworking — AT&T Side

Repeat the steps shown in Section 8.4.1 to add an Internetworking Profile for the connection to
AT&T.

1. Select Global Profiles from the menu on the left-hand side
2. Select the Server Internetworking

3. Select Add Profile

4. Onthe General Tab:

a. Enter a profile name: (e.g., ATT)

b. Check T38 Support [ Yes

c. All other options on the General Tab can be left at default

d. Select Next
5. At the Privacy tab

a. Select Next to accept default values.
6. At the Internetworking Profile tab

a. Select Next to accept default values.
7. Onthe Advanced Tab

a. Select Next to accept default values.
8. Click Finish

8.4.3. Routing — Avaya Side

The Routing Profile allows you to manage parameters related to routing SIP signaling messages.

Select Global Profiles from the menu on the left-hand side

Select the Routing tab

Select Add Profile

Enter Profile Name: (e.g., To_Avaya)

Hit Next
a. Next Hop Server 1: 192.168.67.210 (Session Manager [P address)
b. Select Routing Priority Based on Next Hop Server
c. Outgoing Transport: TCP

DN AW~
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6. Click Finish

Routing Profile [

Each URI group may only be used once per Routing Profile.

URI Group
Mext Hop Server 1 |192.168.6F.21D | IP, IP:Port, Domain, or Domain:Port
Mext Hop Server 2 | | IP, IP:Port, Domain, or Demain:Port

v Routing Priority based on Mext Hop Server

™ lgnore Route Header for Messages Outside Dialog
[T NAPTR [~ SRV
Qutgoing Transport & TLS * TCP " UDP

B Em

8.4.4. Routing — AT&T Side
Repeat the steps in Section 8.4.3 to add a Routing Profile for the AT&T connection.

1. Select Global Profiles from the menu on the left-hand side
2. Select the Routing tab

3. Select Add Profile

4. Enter Profile Name: (e.g., To_ATT)

5. Hit Next

a. Next Hop Server 1: 135.25.29.74 (AT&T Border Element IP address)
b. Select Routing Priority Based on Next Hop Server
c. Outgoing Transport: UDP

6. Click Finish

Routing Profile 3
Each URI group may only be used once per Routing Profile. [%
URI Group
Mext Hop Server 1 |135-.2E-.29.T4 | IP, IP:Port, Demain, or Domain: Port
Mext Hop Server 2 | | IP, IP:Port, Demain, or Domain: Port

v Routing Priority based on Mext Hop Server
[T Use MNext Hop for In Dialog Messages
I lgnore Route Header for Messages Qutside Dialog

™ MAPTR [ SRV
Cutgoing Transport  TLS o TCP

8.4.5. Server Configuration — To Avaya Session Manager

The Server Configuration screen contains four tabs: General, Authentication, Heartbeat, and
Advanced. Together, these tabs allow you to configure and manage various SIP call server-specific

parameters such as TCP and UDP port assignments, IP Server type, heartbeat signaling parameters
and some advanced options.
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Select Global Profiles from the menu on the left-hand side
Select the Server Configuration
Select Add Profile, enter profile name: (e.g., Avaya SM)
On the Add Server Configuration Profile Tab:
a. Select Server Type: Call Server
IP Address: 192.168.67.210 (Session Manager I[P Address)
Supported Transports: Check UDP and TCP
TCP Port: 5060
UDP Port: 5060
Select Next.

b S

o oo

= —
(S UC-Sec Contral Center - B | g=h v Page - Safety > Tools v (@~

UC-Sec Control Center @ Sipera

Wielcome ucsec, you signed in as Admin. Current server time is 8:00:55 AM GMT Systems

@ Alarms Incidents | [Jf Statistics | = Logs Diagnostics | [f8] Users Ly ] Logout | (@ Help
| UC-5ec Control Center nfiguration: yaSh
() Welcome
Add Profile Rename Profile | Clone Profile | Delete Profile
i Administration -
1| Backup/Restore General | | Authentication | | Heartbeat | [ Advancea |
B8 system Management AvayaSM
5 Global Parametors e
4 ) Global Profiles Server Type Call Server
B Domain Dos IP Addresses { FQDNs 192.168.67.210
) Fingerprint Supported Transports TCP, UDP
B3 Server Interworking
4J Phone Interwarking TCP Port 5060
&% Media Forking UDP Port 5060
L% Routing
‘i Server Configuration ﬂ
=y Denfilas

5. At the Authentication tab
a. Select Next to accept default values.
6. At the Heartbeat tab
a. Select Next to accept default values.
7. Onthe Advanced Tab
a. Select Avaya for Interworking Profile
b. Select the CS1K_headers script defined in Section 8.4.9 for the Signaling
Manipulation Script.

c. Use the remaining default values and select Next.
8. Click Finish.

= —]
) U-5e¢ Control Center S My v B) o L0 dm v Page - Safety - Took - @ ‘

UC-Sec Control Center @ Sipera
Viglcome ucsec, you signed in as Admin. Current server time is S

Systems

@ Alarms Incidents | [Jy Statisties Logs | % Diagnostics | [f] Users 3] Logout | @ Help
| UC-Sec Control Center o
Add Profile Rename Profile | Clone Profile | Delete Profile
<7 Administration -
_ sacnprenme Gonert | | atnnicaton | [ earivea | scvances |
@ System Management AvayaSM
. 5 Global Parmeters
4 () Global Profiles Enable Do Protection r
?Domaln Dos Enable Grooming u
iz Fingerprint
!ﬁSeNer Interworking Interworking Profile Avaya
@Phune Interworking Signaling Manipulation Script CS1K_headers
£% Wedia Forking TCP Connection Type 3SUBID
£ Routing UDP Connecion Type SUBID
g Server Configuration
8, Subscriber Profiles
alm Topology Hiding
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8.4.6. Server Configuration — To AT&T

Repeat the steps in Section 8.4.5 to create a Server Configuration for the connection to AT&T.

alb i e

° a0

Select Global Profiles from the menu on the left-hand side
Select the Server Configuration
Select Add Profile, enter profile name: (e.g., ATT)
On the Add Server Configuration Profile Tab:
a.

Select Server Type: Trunk Server

IP Address: 135.25.29.74 (AT&T Border Element IP Address)
Supported Transports: Check UDP

UDP Port: 5060

Select Next.

(&) UC-Sec Cantral Center

- Pager Safety v Tools~ @+ ”|

UC-Sec Control Center

© Sipera

‘Welcome ucsec, you signed in as Admin. Current server time is 8:07:13 AM GMT

[Ify Statistics | Logs | Diagnostics | [f3 Users [y

@ Alarms Incidents

) UC-Sec Control Center
S welcome

Systems

Global Profiles > Server Configuration: ATT

Add Profile

< Administration
[L] BacupRestore General | A I |[ agvancea |
E8 system Management AvayaSM
5 Goal Farameters F
4[5 Global Profiles | T Server Type Trunk Server
[ pomain Dos IP Addresses / FQDNs 135.25.29.74
& Fingerprint X Supported Transports UDFP
1 Server Interworking
43 Phone Interworking UDF Fort 5080
2% Media Forking
ag Edit
% Routing -

5. At the Authentication tab

a.

Select Next to accept default values.

6. At the Heartbeat tab

a.

Select Next to accept default values.

7. Onthe Advanced Tab

a.

b.

Select Avaya for Interworking Profile

In the Signaling Manipulation Script field select the maxptime script defined in
Section 8.4.9.

c. Select Next.
8. Click Finish.

UC-Sec Control Center

‘Welcome ucsec, you signed in as Admin. Current server time is 7:36:40 AM GMT

[Ify Statistics | = Logs &% Diagnostics (8] Users

4 ) Global Profiles
B pomain Dos
(&) Fingerprint
% Server Interworking
%3 Phone Interworking
&% Media Forking
T Routing
‘g Server Configuration
B8 Subscriber Profiles

@ Alerms Incidents
() UC-sec Control Center Global Profies > Server Configuration: ATT
(@ Welcome
Add Profile
& Administration _
(L] BackupRestore
E8 system Management Avayasm
> |2 Global Parameters ATT

SIP_Trunk_Backup

© Sipera

Systems

8] Logout | @ Help

Rename Profile | Clone Profile | Delete Profile

General | ‘ Authentication ‘ | Heartbeat ‘ | Advanced ‘

Enable DoS Protection
Enable Grooming
Interwaorking Profile
Signaling Manipulation Script
UDP Connection Type

Advanced
r
r
ATT
maxptime
SUBID
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8.4.7. Topology Hiding — Avaya Side

The Topology Hiding screen allows you to manage how various source, destination and routing
information in SIP and SDP message headers are substituted or changed to maintain the integrity of the
network. It hides the topology of the enterprise network from external networks.

Select Global Profiles from the menu on the left-hand side
Select the Topology Hiding
Click default profile and select Clone Profile
Enter Profile Name: (e.g., Avaya)
For the Header To,
a. Inthe Criteria column select IP/Domain
b. Inthe Replace Action column select: Overwrite
c. Inthe Overwrite Value column enter the domain specified in Sections 5.3 and 6.1
(e.g.,cotsl.ntlab.com)
6. For the Header From,
a. Inthe Criteria column select IP/Domain
b. Inthe Replace Action column select: Overwrite
c. Inthe Overwrite Value column: cotsl.ntlab.com
7. For the Header Request Line,
a. Inthe Criteria column select IP/Domain
b. Inthe Replace Action column select: Overwrite
c. Inthe Overwrite Value column: cotsl.ntlab.com
8. Click Finish

Nk e =

UC-Sec Control Center

‘Welcome ucsec, you signed in as Admin. Current server time is 7:42:21 AM GMT

@ Alarms Incidents | [If Statistics =) ol i [& Users @] Logout
[=y UC-Sec Control Center Global Profiles > Tt v k

© woicme e o [core oo o]

¢ Administration

[tEA] Backup/Restore Click here to add a description.

Profiles
B8 system Management .
> () Global Parameters default Topology Hiding |
[ Domain Dos o . .
) Fingerprint wvaya Request-Line IP/Domain Overwrite cots1.ntiab.com
&
tSewerlmerwurkmg ATT Via IP/Domain Auto -
@Phnne Interworking Record-Route IP/Domain Auto -
§% Media Forking sop IP/Domain Auto =
;‘ERoutmg To IPIDomain Qverwrite cots1.ntlab.com
g Server Configuration . =
5 Subscriber Profiles From IP/Domain Overwrite cots1.ntlab.com
alm Topology Hiding
Signaling Manipulation

D1 Aenine

8.4.8. Topology Hiding — AT&T Side
Repeat the steps in Section 8.4.7 to create a Topology Hiding Profile for the connection to AT&T.

1. Select Global Profiles from the menu on the left-hand side
2. Select the Topology Hiding
3. Click default profile and select Clone Profile
4. Enter Profile Name: (e.g., ATT)
5. Leave all Replace Action to “Auto”
6. Click Finish
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S UC-Ser Cantral Center R

UC-Sec Control Center

Welcome ucsec, in as Admi

@ Alarms Incidents iagnostics | [ Users
[ UC-Sec Control Center
Add Profile Rename Profile | Clone Profile | Delete Profile
£ Administration -
|| Backup/Restore Topology Hiding Profiles Click here to add a description.
28 System Management default Topoloay Hiding |
> [0 Global Parameters T
 Biomuroms RepaceActon | OverrieVae
2] Domain De!
&) Fingerprint To IP[Domain Auto -
i
@ Senver Interworking From IP/Domain Auto —
ﬁFhmelmerwurkmg SDP IPIDomain Auto -
3 Weaia Forkng via IPDomsin Ato =
%:z:‘;g{:unﬂgurauon Request-Line IPIDomain Auto —
& subscriber Profiles Record-Route IPIDomain Auto =
ala Topolagy Hiding
Signaling Manipulation
4 11RI Graun

8.4.9. Signaling Manipulations

The Avaya SBCE scripts can be used to create custom SIP header manipulations for request and
response frames, sent the Avaya CS1000E or by AT&T. Refer to [10] for information on the Avaya

SBE scripting language. In the reference configuration the following scripts were used for the
following header manipulations:

1. When AT&T sends an Invite with the header maxptime: 30, change this header to ptime:
30. This function is performed so that the Avaya CS1000E UNIStim and Digital telephones
will respond with ptime:30 (see Section 8.4.9.1).

2. Inaddition to the MIME header removed by Session Manager (see Section 6.3.2), the
Avaya CS1000E generates additional SIP headers that are not required by AT&T (such as
Alert-Info, x-nt-e164-clid, RFC2833 Telephone Event type 111). In the interest of reducing
packet overhead, these unnecessary headers are removed (Section 8.4.9.2).

3. AT&T does not support the Remote-Party-ID and History-Info headers. These headers are
removed by the Avaya SBCE.

8.4.9.1 Modifying maxptime

1. Select Global Profiles from the menu on the left-hand side.

Select Signaling M anipulation.

Click Add Script (not shown) and the script editor window will open.
Enter a name for the script in the Title box (e.g., maxptime).

The following script is then defined:

Al

//Replace maxptime:30 with ptime:30 in calls to CS1K

within session "ALL"

{

act on request where $DIRECTION="INBOUND" and $ENTRY POINT="PRE ROUTING"
{
$BODY [1] .regex replace( "a=maxptime:30","a=ptime:30");
}

6. After entering the script, click on Save (not shown). The Avaya SBCE will parse the script
for any errors, and then close the script editing window.
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n - =
() UC-Sec Control Center fir - B - = @ - Page~ safety~ Tooks - @

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 1:38:20 PM GMT
@ Alarms Incidents | [Jfj Statistics | =] Logs &% Diagnostics |3 Users &3] Logout | @ Help
|=) UC-Sec Control Center Global Profiles > Signaling Manipulation: plus_and_maxptime

\
S Welcome Upload Script Add Script Download Script | Clone Script | Delete Script]

¢ Administration

[lEA] Backup/Restore Signaling Manipulation Scripts C\\e{bere o add a description.

B8 System Management maxptime Signaling Manipulation |
> | Global Parameters
4 | ) Global Profiles //Replace maxptime:30 with ptime:30 in calls to CS1K
& Domain Dos

within session "ALL"™

‘5_.;. Fingerprint 0

2 Server Interworking

5 Phone Interworking
&% Media Forking
£ Routing

& Sernver Configuration

&5 Subscriber Profiles

al= Topology Hiding
Signaling Manipulation

‘ Note -This script is specified in the Server Configuration defined in Section 8.4.6.

8.4.9.2 Removing unwanted headers

Create a script called CS1K_headers by repeating the steps in Section 8.4.9.1, and using the
following script:

// Removes Alert-Info, x-nt-el64-clid, History-info, from CSlk.

within session "ALL"

{

act on request where $DIRECTION="INBOUND" and $ENTRY POINT="PRE_ ROUTING"
{

// Remove unwanted Headers

remove (SHEADERS["Alert-Info"][1]);
remove ($HEADERS ["x-nt-el64-clid"][1]) ;
remove ($HEADERS["History-info"] [1]);
remove (SHEADERS [ "Remote-Party-ID"] [1]) ;
// Remove 111 from CS1K

%BODY[1].regex replace("100 111","100");
$BODY[1] .regex replace ("a=rtpmap:111","");
%BODY([1].regex replace("101 111","101");

}

}

within session "ALL"

{

act on response where $DIRECTION="INBOUND" and $ENTRY POINT="PRE ROUTING"
{

// Remove 111 from CSI1K

$BODY[1] .regex replace("100 111","100");
%BODY[1].regex replace ("a=rtpmap:111","");
%BODY[1].regex replace("101 111","101");

// Remove unwanted Headers

remove (SHEADERS ["History-info"] [1]);

remove (SHEADERS [ "Remote-Party-ID"] [1]) ;
}

}
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(%) 1C-Sec Contral Center

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is

@ Alarms Incidents
|2 UC-Sec Control Center
@) Welcome
7 Administration
|2] Backup/Restore
Systemn Management
> |2y Global Parameters
4 | Global Profiles
B Domain Des
1% Fingerprint
& Server Interworking
€5 Phone Interworking
£% Media Forking
£7% Routing
i Server Configuration
&8, Subscriber Profiles
=lm Topology Hiding
Signaling Manipulation
£ URI Groups

[l stat

Signaling Manipulation Scripts
CS1K_headers
maxptime

Signaling Manipulation

Download Seript | Clone Script | Delete Script

Click here to add a description.

// Removes Alert-Info, x-nt-elsi-clid, History-info, from CS1k.

/f Calls from CS1K

‘ Note -This script is specified in the Server Configuration defined in Section 8.4.5.

8.5. Domain Policies

The Domain Policies feature allows you to configure, apply, and manage various rule sets (policies)
to control unified communications based upon various criteria of communication sessions
originating from or terminating in the enterprise. These criteria can be used to trigger different
policies which will apply on call flows, change the behavior of the call, and make sure the call does
not violate any of the policies. There are default policies available to use, or you can create a custom

domain policy.

8.5.1. Application Rules

1. Select Domain Policies from the menu on the left-hand side

2.
3.
4

Select the Application Rules
Select the default Rule
Select Clone Rule button

a. Name: new-default
b. Click Finish
5. Highlight the rule just created: new-default

a.
b.

JF:Reviewed

Click the Edit button
In the Voice row:

i. Change the Maximum Concurrent Sessions to 1000

ii.

Change the Maximum Sessions per Endpoint to 1000

& Uc-sec Contral Conter

(5 UC-Sec Control Center
@ welcome
£ Administration
(] Backup/Restare
8 system Management

> (3 Global Parameters
> (5 Glebal Profiles
» 2 SIP Cluster
4 (2 Domain Policies
[ Application Rules
(g Border Rules
[El media Rules
|2 security Rules
1 Signaling Rules
(&) Time of Day Rules

it} Session Policies
> (5 Device Spedific Settings
» [ Troubleshooting
» (2 TLS Management
> 331 Logging

S End Point Pelicy Groups

default

nevs-default

ilter By Device v

Application Rule |

Chcl%herelo add a description.

Maximum Sessions Per
Endpoint

GDR Support

IM Logging Neo
RTCP Keep-Alve No
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8.5.2. Media Rules

This Media Rule will be applied to both directions and therefore, only one rule is needed.

Select Domain Policies from the menu on the left-hand side
Select the Media Rules
Select the default-low-med Rule
Select Clone Rule button
a. Name: default-low-med-QOS
b. Click Finish
5. Highlight the rule just created: default-low-med-QOS
a. Select the Media QOS tab

el el e

b. Click the Edit button

c. Check the Media QOS Marking Enabled
d. Check the DSCP box

e. Audio: Select AF11 from the drop-down

f. Video: Select AF11 from the drop-down
6. Click Finish

() UC-Sec Control Center £ - Bl [ dh v Page - Safety- Tooks - @~

UC-Sec Control Center

(2 UC-Sec Control Center s
@_;"/;‘“D“;‘";ﬁa“nn Filter By Device v
[L] BackupiRestore

Click here to add a description.

B8 8ystem Management default-low-med Media NAT | | Media | [ media anomaly | [ media silencing | [ Wedia QoS | | Turing Test |

» [Z Global Parameters defaultJow-med.enc

) Fingerprint default-high-enc RTCP Enabled r
B server I ed-
€3 Phone Interworking tefatitiow-med-aos
43 Media Forking )
2 Routing
& Server Configuration
48 Subscriber Profiles
rlm Topolagy Hiding
Signaling Manipulation

£ URI Groups

> (2 SIP Cluster

4 [ Domain Policies
[] Application Rules
[, Border Rules
[E wedia Rules

Enabled
QoS Type

Audio DSCP

Video DSCP

4 [ Clobal Profiles .
B Domain Dot default-high Media QoS Reporting

[} Security Rules
| Rinnaling Rules

8.5.3. Signaling Rules

This signaling rule is being created to strip the P-Location header information from the SIP
messages before sending it on the service provider (the P-Location header may contain network

information from the “inside” network).

1. Select Domain Policies from the menu on the left-hand side
2. Select the Signaling Rules
3. Select Add Rule
a) Name: HideP-Loc
b) Hit Next
4. On the Signaling Rule page
a) Hit Next to accept default values.
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Signaling Rule 53

Inbound

Requests Forbid®

Mon-2XX Final Responses [ Allow = |
Options! Reauest Headers
Optional Response Headers | Allow = |
Requests
Non-2XX Final Responses [Anow ~ EEl
Optional Request Headers
Optional Response Headers | Allow ~ El

Enable Content-Type Checks

Allow -

Action

Content-Type Policy

=
Multipart Action

Allow -

Exception List
{one per line}

Exception List
{one per line}

[oocrc ot

5. On the Signaling QOS page
a. Select DSCP

b. Select AF11 from the drop-down box

c. Select Finish

Signaling Rule

Enabled

" ToS
Frecedence
Tos

* DSCP

Walue

Signaling QoS

cd

I
I [T

[AF11 v

v R

L]

6. Select the Request Headers Tab

Select Add in Header Control

Check the Proprietary Request Header box
Header Name: P-Location

Method Name: Invite

Header Criteria: Forbidden

f) Presence Action: Remove Header

g) Click Finish

Edit Header Control [

Proprietary Request Header?
Header Name

Method Name

Header Criteria

Presence Action

INVITE ha

# Forbidden
" Mandatory
" Optional

[Romovoheader ] [0 TP A
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>
%) UC-Sec Control Center

| g - Page - Safety+ Tools- (@~

UC-Sec Control Center
Welcome ucsec, you signed in as Admin. Current
@ Alarms Incidents | [}y Statistics
|5 UC-Zec Control Center
&) Welcome
. Administration

H Backup/Restore Signaling Rules Click here to add a description.

ﬂsystem Management defauit General || i!h" | ‘ Request Headers ‘ | Response Headers ‘ | Signaling QoS |
> | Global Parameters HNo-Content-Type-
> 3 Global Profiles Checks

Add In Header Control || Add Out Header Control
> [ SIP Cluster Crps SAEI SRR

4 | Domain Policies Method Header
I optcaion Rues oov| orvne | | | s ot ot
g, Border Rules

Remove

[ Media Rules 1 P-Location INVITE Faorbidden Header
|-} security Rules

. Signaling Rules

7. Select the Response Headers Tab
a) Select Add in Header Control
b) Check the Proprietary Request Header box
c¢) Header Name: P-Location
d) Response Code: 200
e) Method Name: Invite
f) Header Criteria: Forbidden
g) Presence Action: Remove Header
8. Click Finish

Edit Header Control 3]

Proprietary Response Header?

Response Code 00 |+
Method Name NVITE

_i
<

&+ Forbidden %

Header Criteria " Wandatory
" Optional
Presence Action Remove header V‘ | ||

; o 3
| ) UC-Sec Control Center DM v B [ mm - Page~ Safety - Took - @-

UC-Sec Control Center

@ Alarms Incidents | [Ify Statistics = =) QJ Logout | (@ Help
(5 UC-Sec Control Center =iz
Sveiame
s Administration
[\El] Backup/Restore Sigk‘\ﬂling Rules Click here to add a description.
Ef system Nianagement default General | ‘ Requests ‘ ‘ Responses | ‘ Request Headers ‘ | Headers ‘ ‘ ignaling QoS ‘
» [ Global Parameters HNo-Content-Type-
b Global Profiles
S ot
> [ SIP Cluster HideP.Loc
4 [ Domain Policies Response | Method | Header
EJApplication Rules w- Namo | Crtenia | Aton | Proprictany] Brecton
[ Border Rules Remove
E Wedia Rules 1 P-Location INVITE  Forbidden Header
[} Security Rules
S\gnahng Rules

8.5.4. Endpoint Policy Groups — Avaya

1. Select Domain Policies from the menu on the left-hand side
2. Select the End Point Policy Groups
3. Select Add Group

a) Name: defaultLowHidingPLoc

JF:Reviewed Solution & Interoperability Test Lab Application Notes

73 of 101

SPOC 6/22/2012 ©2012 Avaya Inc. All Rights Reserved. CS1KSM61SBCETF



b) Application Rule: new-default
c) Border Rule: default
d) Media Rule: default-low-med-QOS
e) Security Rule: default-low
f) Signaling Rule: HideP-Loc
g) Time of Day: default
4. Select Finish

Edit Policy Set x|

Application Rule new-defaultjid
Border Rule | default hd |
Media Rule |defau|1—|ow—med—OOS v|

Security Rule default-low

HideP-Loc N
Time of Day Rule
Finisn

Signaling Rule

%) Uc-Sec Control Center - B -~ g v Page - Safety - To

UC-Sec Control Center

Weicome ucsec, you signed in as Admin. Current server time

@ Alarms Incidents | [Jy Statistics @] Logout
I3 UC-Sec Contral Center
© ilcoma
¢ Administration
|| BackupiRestore Click here to add a description.
System Management defaultlow
= Hover over a row 1o see its description.
» [ Global Parameters Sermiliow.enc
> |2 Global Profiles Poli
default-med olicy Group
> [ SIP Cluster efauit-m
default-med-enc
4 [ Domain Policies 'Add Policy Set
[ Application Rules default-high
e s PPN I o | ovicocn | porer | o | secumy | —sonang | e rioy | |
[El Media Rules -
) Security Rules OCS.default-high new-default  default f:::?g(‘)ﬂgw defauli-low  HideP-Loc  default B
.} Signaling Rules CUERLEETTRELE
(& Time of Day Rules defaultlow-att
7 End Point Policy Groups HefauiiLowHidingPLog
{i Session Policies

8.5.5. Endpoint Policy Groups — AT&T

1. Select Domain Policies from the menu on the left-hand side
2. Select the End Point Policy Groups
3. Select Add Group
a) Name: defaultLow-att
b) Application Rule: new-default
c) Border Rule: default
d) Media Rule: default-low-med-QOS
e) Security Rule: default-low
f) Signaling Rule: default
g) Time of Day: default
4. Select Finish
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Edit Policy Set 3

Application Rule new-defaultiid
Border Rule |defau|t V|
Media Rule |defau|1-|ow-med—OOS V|
Security Rule
Signaling Rule |defau|t [ V|
Time of Day Rule

Finish

. - = ¥
@ UC-Sec Control Center : ﬁ B 1 pmn v Page - Safety v Tools v '@"
.
UC-Sec Control Center Sipera
Welcome ucsec, you signed in ag Admin. Current server time iz 8:27:29 AM GMT Systems
@ Alarms Incidents ﬂﬁ Statistics = = Logs f, Diagnostics IE Users QJ Logout | (@ Help
|2 UC-Sec Control Center Domain Policies = End Point Policy Groups: defaultLow-att
© Welcome : -
PRRERRY | [FitrBy Devie. v B
< ¢ Administration - | v
E"a] Backup/Restore Click here to add a description.
E8 system Management defaultlow - -
> [ Global Parameters P —— Hover over a row to see its description.
» |2 Glohal Profiles Pali
default-med olicy Group
» | 2) SIP Cluster
i i default-med-enc
[Zd Application Rules default-high
 norcer s derut g enc Sopicaion | —Border | —Wedia | Securiy | Sonoing | Tme ot Day | | |
Bl Media Rules
=4 OCS-default-high default-low-
| security Rules et new-default  default ed-00s default-low  default default AR
11 Signaling Rules S
(2 Time of Day Rules def

™ End Point Policy Groups defaultLowHidingPLoc
iy Session Policies

8.6. Device Specific Settings

The Device Specific Settings feature for SIP allows you to view system information, and manage
various device-specific network parameters. Specifically, you have the ability to define and
administer various device-specific protection features such as Message Sequence Analysis (MSA)
functionality, end-point and session call flows and Network Management.

8.6.1. Network Management

1. Select Device Specific Settings from the menu on the left-hand side
2. Select Network Management
a) The network interfaces were provisioned in Section 8.3. However if these values
need to be modified, do so via this tab.
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| ) UC-Sec Canktrol Center | |

53

C ¥ v B) O D M v Page~ Safety - Took - @+

UC-Sec Control Center

Welcome ucsec,
O Alarms Incidents

|I:E| Statistics
|23 UC-Sec Control Center i

- Logs

@ Welcome
_¢ Administration
)| Backup/Restare UC-Sec Devices

ﬂSystem Management Sipera
> |2 Global Parameters
> |2 Global Profiles
> |2 8IP Cluster
4 |7 Domain Policies

[Z3 Application Rules

[, Border Rules

B Wedia Rules

[} security Rules

' Signaling Rules
) Time of Day Rules
= |End PointPoI\c:y Groups

4 C| Dewce Specific Settings

#% Diagnostics

you signed in as Admin. Current server time iz 9:03:34 AM GMT

3] Logout | (@ Help

[& Users

Network Configuration | | Interface Configuration

Modifications or deletions of an IP address or its associated data require an application restart

before taking effect. Application restarts can be issued from System Management.

s

A2 Metmask

A1 Metmask B1 Metmask B2 Metmask

[255.255.255.0 | | [2s5:255.255.0 |

[1e2.16867.120 | [152.168.67.1 [[a1 »] %
|[B1 ] X

[192.168.84.130 | \ | 19216882254

B Network Management

Bl i 1ens,

3. Inaddition, the provisioned interfaces may be enabled/disabled via the Interface

Configuration Tab.

a) Toggle the State of the physical interfaces being used.

‘ @ UC-Sec Control Canter | |

E5)

& - B =1 @ v Page = Safety » Tools - @v

. Incidents

come
@ Alarms

|]E| Statistics | =] Logs
| UC-Sec Control Center pecific Settings
@) Welcome
< Administration
()] Backup/Restore UC-Sec Devices

B4 System Management
[» |2 Global Parameters
> |2 Global Profiles
[> |2 SIP Cluster
4 |7 Domain Policies
[=5 Application Rules
[, Border Rules
E Media Rules
[} security Rules
i Signaling Rules
) Time of Day Rules
‘f End PmntPoIlcy Groups

Sipera

4 uj Dewce Specific Settings
@Netwurk Management

!": Diagnostics

s
3] Logout | @ Help

m Users

= Network Management: Sipera

Network Configuration ‘ | Ind%lace{jonﬁguranon |

[ Wame | AdmnistatveStams | |
A1 Enabled
A2 Disabled
81 Enabled I
82 Disabled Lo

------

8.6.2. Media Interfaces

AT&T requires customers to use RTP ports in the range of 16384 — 32767. Both inside and outside
ports have been changed but only the outside is required by AT&T.

1. Select Device Specific Settings from the menu on the left-hand side

2. Select Media Interface
3. Select Add Media Interface
a) Name: Media_Inside
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b) Media IP: 192.168.67.210 (Avaya SBCE internal address toward Session Manager)
c) Port Range: 16384 - 32767

4. Click Finish

5. Select Add Media Interface
a) Name: Media_QOutside
b) Media IP: 192.168.64.130 (Avaya SBCE external address toward AT&T)
c) Port Range: 16384 - 32767

6. Click Finish

(%} UC-Sec Contral Center

N

5]

.- | [;é; ~ Page ~ Safety ~ Tools - l@v 22

UC-Sec Control Center

‘Welcome ucsec, you signed in as Admin. Current server time is 9:08:30 AM GMT

> |2 Global Parameters

> |2 Global Profiles

> | 2) SIP Cluster

4 | =) Domain Policies
[Z3 Application Rules
|, Border Rules
[l Media Rules
QSecurity Rules

' Signaling Rules

) Time of Day Rules
= End Point Policy Groups

4 ) Device Specific Settings
[EE Metwork Management
H Media Interface

@] Logout | @ Help

@ Alarms Incidents | [|{ Statistics | =] Logs &% Diagnostics [fl Users
Iy UC-Sec Control Center fad Device Specific Settings = Media Interface: Sipera
@) Welcome
p Administration
[ Backup/Restore Media Interface
E8 system Management Sipera

Media-Inside

Medla—Outsn{k

182 168 67.120
192.168.64.130

16384 - 32767
16384 - 32767

Modifying or deleting an existing media interface will require an application restart before taking
effect. Application restarts can be issued from System Management.

Add Media Interface

| teme | Medaw | PortRange | |

&K
e B

8.6.3. Signaling Interface
1. Select Device Specific Settings from the menu on the left-hand side

bl

Select Signaling Interface
Select Add Signaling Interface

b

JF:Reviewed
SPOC 6/22/2012

a) Name: Sig_Inside
b) Media IP: 192.168.67.210 (Avaya SBCE internal address toward Session Manager)
c) TCP Port: 5060
d) UDP Port: 5060
Click Finish
Select Add Media Interface
a) Name: Sig_Outside
b) Media IP: 192.168.64.130 (Avaya SBCE external address toward AT&T)
c) UDP Port: 5060
Click Finish
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&) UC-Sec Control Center ﬁ - B =1

= Page ~ Safety ~ Tools - .@.-

Ia\

23

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 9:15:57 AM GMT
@ Alarms Incidents | [Jf Statistics
=) UC-Sec Control Center
%) Welcome
¢ Administration %

|)| Backup/Restore Signaling Interface

B8 System Management Sipera

> [ Global Parameters

= |23 Global Profiles

= |y SIP Cluster

> [ Domain Policies

4 |5 Device Specific Settings
[EE Metwork Management
Hl vedia interface

192.168.67.120 5060 5060 —
192.168.64.130 = 5060 =

Sig-Inside
Sig-Outside

Add Signaling Interface

Mone
MNone

' signaling Interface
<% Signaling Forking

8.6.4. Endpoint Flows — To Session Manager
1. Select Device Specific Settings from the menu on the left-hand side
2. Select Endpoint Flows
3. Select the Server Flows Tab
4. Select Add Flow

a) Name: Avaya SM
b) Server Configuration: Avaya_SM
¢) URI Group: *
d) Transport: *
e¢) Remote Subnet: *
f) Received Interface: Sig_Outside
g) Signaling Interface: Sig_Inside
h) Media Interface: Media_Inside
i) End Point Policy Group: defaultLowHidingPLoc
J) Routing Profile: To_ATT
k) Topology Hiding Profile: Avaya
1) File Transfer Profile: None

5. Click Finish

8.6.5. Endpoint Flows — To AT&T

1. Select Device Specific Settings from the menu on the left-hand side
2. Select Endpoint Flows
3. Select the Server Flows Tab
4. Select Add Flow
a) Name: SIP Trunk
b) Server Configuration: SIP Trunk
c) URI Group: *
d) Transport: *
e) Remote Subnet: *
f) Received Interface: Sig_Inside
g) Signaling Interface: Sig_Outside
h) Media Interface: Media_Outside
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1) End Point Policy Group: defaultLow-att
j) Routing Profile: To_Avaya
k) Topology Hiding Profile: att
1) File Transfer Profile: None
5. Click Finish

= 5
(&) UC-Sec Control Center f v EJ 2 @=h - Page - Safety - Tools~ - |

UC-Sec Control Center

Welc signed in as Admin. Current server time is 9:23:49 AM GMT
@ Alarms Incidents | [[f Statistics e 8] Logout | @ Help
(3 UC-Sec Control Center evi ic Seftings > End Point Flows: Sipe
@) welcome
b Administration
]| Backup/Restare UC-Sec Devices Subscriber Flows | | Server Flows
System Management Sipera
> (2 Global Parameters
> =) Global Profiles
> [ SIP Cluster Hover over a row fo see its description.

> (=) Domain Policies
4 [ Device Specific Settings Server Configuration: ATT
=F Network Management

[El wedia interface Remote| Received| Si End Point Topol File
1=} ignaling| Media Routing

 Signaling Interface Prionity Group| TFnsport U terface | nterface | Interface | profiie Hiding | Transer
= Profile | Profile
£% signaling Forking

i Media-  defaultlow
- S::‘Emnmuws SIPTrunk Inslde Ou(slde Outside  -att To_Avaya ATT HNone

ession Flows

% Two Factor server Configuration: AvayaSM
Relay Services

B Troubleshooting File
Remote | Received| Signaling Media End Point Policy Routing

> 2 TLS Management FiiiE Transport| ¢, hnet | Interface | Interface | Interface Group Profile “"’“9 I EEr

> M Logging Profile | Profile

Media-  gerauLowHidingPLoc To_ATT Avaya  Mone

Avaya_Sh omsme Insude Inside

8.7. Troubleshooting Port Ranges

The default port range in this section needs to be changed to exclude the AT&T RTP port range of
16384 — 32767 (Section 8.6.2).

Select Troubleshooting from the menu on the left-hand side
Select Advanced Options
Select Sipera in the list of UC-Sec devices
Select the Port Ranges Tab
a) Signaling Port Range: 12000 — 16000
b) Config Proxy Internal Signaling Port Range: 42000 — 51000 (or a range not being
used)
5. Click Save

il e
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&) UC-Sec Control Center I ] | - Page - Safety -+ Took - @@h- ‘

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 9:38:10 AM GMT

@ Alarms Incidents | [l Statistics | ] Logs Diagnostics | [Bl Users @] Logout | @ Help
) UC-Sec Control Center Troubleshooting > Advanced Options: Sipera
&) Welcome
¢ Administration -
[J] Backup/Restore subsystem Logs | [ CDR Listing | | Feature Control | | sip options | | port Ranges | | Active Registrations
ES systemn Management EMS
> |=a Global Parameters Sipera
> |2y Global Profiles I
> |2) SIP Cluster

> | Domain Paolicies
4 | ) Device Specific Seftings

Signaling Port Range 12000 - 18000
= Metwork Management g g a
[El Media Interface Config Proxy Internal Signaling Port Range [42000  |-[s1000 |

“.t Signaling Interface
)

£ Signaling Forking Listen Port Range e M-
i I

nd Point Flows
ession Flows HTTP Port Range 10000 -I:l
7 Two Factor
&5 Relay Senices

4 [ Troubleshooting OCS FTP Listen Port Range [se1  |-[esor |
@ Advanced Options 0CS Alternate FTP Listen Port Range [1117s |-[1mes |
i Dos Leaming
[t Syslog Management

9. Verification Steps

The following steps may be used to verify the configuration.

9.1. General

1. Place an inbound call, answer the call, and verify that two-way talk path exists. Verify that
the call remains stable for several minutes and disconnect properly.

2. Place an inbound call to an agent or telephone, but do not answer the call. Verify that the
call covers to Call Pilot® voicemail. Retrieve the message from Call Pilot®.

9.2. Avaya Communication Server 1000E Verifications

This section illustrates sample verifications that may be performed using the Avaya CS1000E
Element Manager GUI.

9.2.1. IP Network Maintenance and Reports Commands

Step 1 - From Element Manager, navigate to System - IP Network - Maintenance and
Reports as shown below.

- UCW Hetwork Services T Wanaging: 19ZILUATT  Username: admmin
—Home System » IP Network » Node Maintenance and Reports %
- Links
- Virtual Terminals Node Maintenance and Reports
- System
+Alarms
= IS - Node ID: 1001 Node IP: 172.16.6.110 Total elements: 1
+ Core Equipment
- Peripheral Equipment Hostname ELAM IP Type TN
- |P Metwork Signaling
- MNodes: Servers, Media Cards Server- - -
eI cots1 19212040 oo NO TN GENCMD | [ 5YSLOG | [OMRPT | [ Reset | [ Status | [ virtual Terminal
- Media Gateways K3I06M
-Zones
-Host and Route Tables

Step 2 - In the resultant screen on the right, click the Gen CMD button. The General Commands
page is displayed as shown below.
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- UCM Network Services
-Home
- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Metwork
- Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones

-Huost and Route Tables
klahanrlk Addrace Tranclatinm

T Managing: 192.12.0400 Username: admin

System » IP Metwork » Node Maintenance and Reports » General Commands

General Commands

ElementIP : 19212010 Element Type : Signaling Server-IBM X306M

Group

IP address {192.12.0.100

Command | —- Select A Group — »

Mumber of pings |3

Click on a button to invoke a command.

RUN

A variety of commands are available by selecting an appropriate Group and Command from the
drop-down menus, and selecting Run.

Step 3 - To check the status of the SIP Gateway to Session Manager in the sample configuration,
select Sip from the Group menu and SIPGwShow from the Command menu. Click Run. The
example output below shows that the Session Manager (192.168.67.210, port 5060, TCP) has

“SIPNPM Status” Active.

- UCM Network Services
-Home
- Links
-Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Metwork
-Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Host and Route Tables
- Metwork Address Translation
- Q03 Thresholds
-Personal Directories
- Unicode Mame Directory
+Interfaces
- Engineered Values
+Emergency Services
+ Geographic Redundancy
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface

Dialinn and Mumharinn Danc

Lo Managing: 192.12.0.100 Usernams: admin

System » IP Network » Node Maintenance and Reports » General Commands

General Commands

ElementIP : 192.12.010 Element Type : Signaling Server-IBM X306M

Group | Sip

IP address |192.12.0.100

Command | SIPGwShow

Mumber of pings |3

[FIPNEM Status

Primary Proxy IP address

Primary Proxy port

Primary Proxy Transport

: Active

: 182.168.67.210
: 5060

: TICP

oECONOaTy FIORY 1P aaddress

Secondary Proxy port
Secondary Proxy Transport
Primary Proxy2 IP address
Primary Proxy2 port
Primary Proxy2 Transport
Leotive Proxy

Time To Next Registration

Channels Busy / Idle / Total :

Stack wversion
TLS Security Policy

(Vv

: 5060

: TICP

: 182.168.67.210
: 5060

: TICP

: Primary :Register Not Supported
: 0 Seconds

o/ 12 / 12
: 5.5.0.13

: Security Disakbled

v RUN

Step 4 - As another example, the following screen shows the results of the “vtrkShow” Command
from the “Vtrk” Group. The command was run with an active incoming PSTN call from the
AT&T IP Flexible Reach service to an IP-UNIStim telephone. One channel is shown busy, and 11

idle.
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- UCM Network Services | Managing: 192.42.0.400 Username: admin

—Home System » IP Network » Node Maintenance and Reports » General Commands %
- Links
- Virtual Terminals General Commands
- System
+Alarms
- Maintenance ElementIP:192.12.010 Element Type : Signaling Server-IBM X306M
+ Core Equipment
- Peripheral Equipment Group | Virk ~ | Command | virkShow ~ |Protocal Start Range RUMN
- IP Metwork
- Nodes: Servers, Media Cards IF address |192.12.0.100 MNumber of pings |3 PING
- Maintenance and Reports
- Media Gateways A
- Zones .
- Host and Route Tables VIRK Summary
- Metwork Address Translation
_ Q0% Thresholds VIRK status i Active
- Personal Directories Master status : On
- Unicode MName Directory VIRE REG Node : 1001
+Interfaces Protocol :  SIP
-Engineered Values D-Channel : 15
+Emergency Services Customer : 0
+Geographic Redundancy Channels Idle : 11
+Software Channels Busy : 1
- Customers Channels Mbsy : O
- Routes and Trunks Channels Pend : O
-Routes and Trunks Channels Dsbl : O
-D-Channels Channels Ukwn : O b

- Digital Trunk Interface

Step S - The next screen capture shows the output of the Command SIPGWShowch in Group Sip
for channel 167, while an incoming call was active (using channel 16) from PSTN via the AT&T IP
Flexible Reach service to an IP-UNIStim phone. In the output below, the scroll bar was used to
scroll down to the area showing that the codec in use was G_729A_30MS. Note that the Remote
IP (192.168.67.120) is the [P Address of the inside private interface of the Avaya SBCE.

General Commands
Element IP:192.12.0.10 Element Type : Signaling Server-IBM X306M
Group | Sip v Command | SIPGwShowch w || Sip v (16 RUM
IP address [192.12.0.100 Number of pings |3 PING
Time To WNext Registration : 0 S5econds A
Channels Busy / Idle / Total : 1 / 11 f 12
Stack wversion : 5.5.0.13
TLS Security Policy : Security Disabled
SIP Gw Registration Trace : QOFF
Cutput Type Used : RPT
Channel tracing i 1
Handle Chan Type Direction CallState SIPState ExState TxState
0x%eedlal 16 VIERK Terminate BUSY Einging Sent Connected Connected
Codec ARirTime F§ M5 Fax DestHum RemoteIP URI Scheme
G 729A 30ME 7896 yes m no 4094 192.168.67.120| :: SIF
nearEnd Msec policy = 0
farEnd HMzec policy = 0 v

* Note — See Section 5.2.2 Step 3 to determine the proper channel to display.
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Step 6 - The next screen capture shows an alternate way to view similar information, but in this
case, by searching for calls involving a specific directory number. The screen shows the output of
the Command SIPGWShownum in Group Sip where DN 4094 was specified. An incoming call
was active from PSTN via the AT&T IP Flexible Reach service to the [IP-UNIStim phone with DN
4094. In the output below, the scroll bar was used to scroll down to the area showing that the codec
inuse was G_729A_30MS. Note that the Remote IP (192.168.67.120) is the IP Address of the
inside private interface of the Avaya SBCE.

General Commands

Element P : 18212010 Element Type : Signaling Server-IBM X306M

Group | Sip v Caommand | SIPGwShownum || Sip | 4094 RUM
IP address |192.12.0.100 Number of pings |3 % PING
TLS Security Policy : SBecurity Disabled A
5IFP Gw BRegistration Trace : OFF
Cutput Type Used : RPT
Channel tracing i1

Calling/Called Farty Number: 4034
Numbering Plan Indicator: Undefined
Type Of Humber: Undefined

Handle Chan Type Direction CallState SIPState BExState TxState

0x%eedlal 16 VIRK Terminate BUSY Binging Sent Connected Connected

Codec LirTime F5 M5 Fax DestMum RemotelIP URI Scheme

G 7284 30M3 87 yes m no 4094 192.168.67.120| :: SIF

nearEnd Msec policy = 0

farEnd Msec policy = 0 w

Step 7 - The following screen shows a means to view I[P UNIStim telephones. The screen shows
the output of the Command “isetShow” in Group “Iset”. At the time this screen was captured, the
“4094 1140E IP Deskphone” UNIStim telephone was involved in an active call with PSTN via the
AT&T IP Flexible Reach service.

Element P : 192.12.010 Element Type : Signaling Server-IBM X306M

Group | 1set | Command | isetShow [% w Range |0 500 RUM

IP address [192.12.0.100 Number of pings |3 RiC
bet Information

IPF Rddress HAT Model Hame Type RegType 3State Up
172.16.6.107 1140E IP Deskphone 1140 Regular online 1
172.16.6.108 IP Phone 2004 Phase 2 2004F2 Regular online 1
172.16.6.109 1140E IP Deskphone 1140 Regular busy 1
172.16.6.106 1140E IP Deskphone 1140 Regular online 1

Total =sets = 4
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9.2.2. System Maintenance Commands

A variety of system maintenance commands are available by navigating to System =
Maintenance using Element Manager. The user can navigate the maintenance commands using
either the Select by Overlay approach or the Select by Functionality approach.

IManaging: 10.7.8.61 Usernams: admin
System » Maintenance

Maintenance

® Select by Overlay

O Select by Functionality

The following screen shows an example where Select by Overlay has been chosen. The various
overlays are listed, and the LD 96 — D-Channel is selected.

Maintenance

@ Select by Overlay O Select by Functionality

=Select by Overlay=

LD 30 - Network and Signaling

LD 32 - Network and Peripheral Equipment
LD 24 -Tone and Digit Switch

LD 36 -Trunk

LD 37 - Input'Output

LD 38 - Conference Circuit

LD 39 -Intergroup Switch and System Clock
LD 45 - Background Signaling and Switching
LD 48 - Multifrequency Sender

LD 48 -Link

LD 54 - Multifrequency Signaling

LD &0 - Digital Trunk Interface and Primary Rate Interface
LD 75 - Digital Trunk

Loeo 0T
LD 117 - Ethernet and Alarm Management

LD 135 - Core Common Equipment

LD 137 - Core Input/Cutput

LD 143 - Centralized Sofiware Upgrade

<falart Granns
[ [o-Channel Diagnosics|
MSDL Diagnostics
TMDI Diagnostics

On the preceding screen, if LD 96 - D-Channel is selected on the left menu with D-Channel
Diagnostics selected on the right menu, a screen such as the following is displayed. D-Channel
number 15, which is used in the sample configuration, is established EST and active ACTV.

Managing: 192.12.0.100 Usernams: admin
System » Maintenance » D-Channel Diagnostics %

D-Channel Diagnostics

Status for D-Channel (STAT DCH) v
Disable Automatic Recovery (DIS AUTO) v| Al
Enable Automatic Recovery (ENL AUTO) v FOL
Test Interrupt Generation (TEST 100) v
Estahblish D-Channel (EST DCH) v
| [DcH|pES |aPPL_STATUS|LINK_STATUS[AUTO_RECV

(O 015 VDCH OPER EST ACTV  AUTO

() 020 private DSBL RST AUTO

Instruction: Select a command, add wvalue and click on [Submit].
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9.3. Avaya Aura® Session Manager

This section contains verification steps that may be performed using System Manager for Session

Manager verification.

9.3.1. Verify SIP Entity Link Status

Login to System Manager. Expand Elements > Session Manager - System Status - SIP

Entity Monitoring.

From the list of monitored entities, select an entity of interest, such as “SBCE_andAT&T”. Under
normal operating conditions, the Link Status should be “Up” as shown in the example screen
below. The Reason Code column indicates that the SBC has responded to SIP OPTIONS from
Session Manager with a SIP 405 message which is sufficient for SIP Link Monitoring to consider

the link up.

SIP Entity, Entity Link Connection Status

All Entity Links to SIP Entity: SBCE_and ATS&T

[ Summary View ]

This page displays detailed connection status for all entity links from all Session Manager instances to a single S5IF entity.

1 Item Refresh Filcer: Enable
- Session Manager SIP Entity Resolved Conn. Link
Details Name P Port Proto. Status Reason Code Status
| 405 Method Not
Show SM61 192.168.67.120 5060 TCP Up Allowed Up

Return to the list of monitored entities, and select another entity of interest, such as “CS1K”.
Under normal operating conditions, the Link Status should be “Up” as shown in the example
screen below. In this case, “Show” under Details was selected to view additional information.

SIP Entity, Entity Link Connection Status

All Entity Links to SIP Entity: CS1K

3

SIP Entity Resolved
P

172.16.6.110

[ Summary View ]

1 Item Refresh

Session Manager
Name

SM61

Details Port Proto.

Hide 5060 TCP

Time Last Down Time Last Up Last Message Sent

Apr 17, 2012 8:02:53
AM EDT

Apr 17, 2012 8:09:31
AM EDT

Apr 17, 2012 9:43:25
AM EDT

This page displays detailed connection status for all entity links from all Session Manager instances to a single SIP entity.

Last Message
Response

Filter: Enable
Conn. Reason Link
Status Code Status|
Up 200 oK Up

Last Response
Latency (ms)

7

9.3.2. Call Routing Test

The Call Routing Test verifies the routing for a particular source and destination. To run the
routing test, expand Elements = Session Manager - System Tools = Call Routing Test.
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The following screen shows an example call routing test for an inbound call to the CS1000K via
AT&T. Note that the called number was AT&T DID 7325554383 and Session Manager converts
this to Avaya CS1000E extension 4094 before routing the call to the Avaya CS1000E.

Call Routing Test

This page allows you to test SIP routing algorithms on Session Manager instances. Enter information about a SIF INVITE to
how it will be routed based on current administration.

SIP INVITE Parameters 555
Called Party URI : Calling Party Address
|7325554383|@cots1.ntlab.com ' |192.168.67.125
Calling Party URI Session Manager Listen Port
117325552438@192.168.67.125 _ 15060
Day Of Week Time (UTC) Tran5port Protocol
| Friday v | [22:28 | |TCP @
Called Session Manager Instance

r 1 Execute Test
{SM61 v

Routing Decisions
Route < sip:4094@cotsl.ntlab.com = to SIP Entity CS1K (172.16.6.110). Terminating Location is CS1K.

Routing Decision Process

MNRP Adaptations: CS1K_AT&T_AA-SBC applied.

BEGIMN EMERGENCY CALL CHECK: Determining if this iz a call to an emergency number.

Criginating Location i1s AA-SBC. Using digits and host < cotsl.ntlab.com = for routing.
MRF Dial Fatternz: Mo matches for digits < 7325554383 = and domain < cotsl.ntlab.com =.

MRPF Dial Patterns: No matches for digits < 7325554383 = and domain < ntlab.com =.

MRP Dial Patterns: Found a Dial Pattern match for pattern <= 732555 = Min/Max lenagth 10/10 and domain = null =.
MRF Routing Policies: Ranked destination NRF Sip Entities: CS1K

MRP Routing Policies: Removing disabled routes.

MRF Routing Policies: Ranked destination NRF Sip Entities: CS1K

END EMERGENCY CALL CHECK: This is not an emergency call.

Adapting and proxying for SIP Entity CS1K.

MRF Entity Links: Found direct link to destination. Link uses TCF to port 5060.

MRF Adaptations: CS1K applied.

MRF Adaptations: Request-URI =et to 5ip cotzi.ntlab.com

MRP Adaptations: Request URI =set to sip:4094@cots1.ntlab.com
Route < sip:4094@cotsl.ntlab.com = to SIP Entity C51K [1?2.16.6.110].|Terminating Lacation is CS1K,
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9.4. Protocol Traces

This section illustrates an example inbound call from PSTN/AT&T IP Toll Free service to an
Avaya CS1000E 1140E IP UNIStim endpoint with Directory Number 4095.

1. The following screen shows a Wireshark trace captured on the public side of the Avaya
SBCE (to AT&T), filtered on SIP messages. The INVITE message sent by AT&T to the
Avaya SBCE is selected. As can be observed in the example below:

1. The AT&T IP Toll Free service sends the Invite to the DNIS number 0000021052. Note
that the maxptime=30 parameter is specified with no ptime parameter.

Filter: |sip ¥  Expression... Clear Apply
0. | Time Source Destination Protocal Info

14 11.749 5 5, 74 i 14 L130 SIPSSDP Reguest: INVITE sip:00000 052@192.168.64.130:5060, with
15 11.754 152.168.64.130 135.25.29.74 Status: 100 Trying

Frame 14: 1060 bytes on wire (8480 bits), 1060 bytes captured (8480 bits)
Ethernet II, src: Cisco_0l:¢5:al €00:22:55:01:¢5:al), Dst: Intelcor_c9:53:F9 (00:1bh:21:c9:53:79)
Internet Protocol, Src: 135.25.29.74 (135.25.29.740, Dst: 192.168.64.130 (192.168.64.130)
User Datagram Protocol, Src Port: sip (50600, Dst Port: sip (50600
session Initiation Protocol
= Request-Line: [INVITE sip:0000021052@152.168.64.130:5060 SIP/2.0
Method: INVITE
# Request-URI: sip:00000210526192.168.64.130:5060
[resent Packet: False]

= Message Header

# via: SIP/2.0/UDP 135.25.29.74:5060; branch=z%hc4brtt1ag410b8vgshonfamo. 1
MIME-version: 1.0
supported: replaces
allow: INVITE, BYE, ACK, CAMCEL, PRACK, INFO, REFER
accept: application/sdp
accept: applicationisup
accept: application/dtmf
accept: applicationsdtmf-relay
Accept: multipart/mixed
p-asserted-Identity: sip:7326712438@1535.25.29.74
# From: sip:732671243868135.25.29.74;1tag=18149423356706917_c1h07.1.1.1328540005045, 0_537_1702
To: sip:888457558218152,168.64.130
Call-ID: 6153463201153151@135.44.230.16
Max-Forwards: 66
Cseq: 2 INVITE
Content-Type: application/sdp
cContent-Length: 313

# Contact: <sip:l35.25.29.74:5060;transport=udp>
= Message Body

= session Description Protocol
session Description Protocol wversion (w): O
owner /Creator, session Id (o): Sonus_UaC 18890 6349 INM IP4 135.25.29.74
session Mame (s): SIP Media Capabilities
Connection Information (c): IW IP4 135.25.29.74
Time Description, actiwve time (t): 0 0
mMedia Description, name and address (m): audio 26360 RTP/AVP 18 O 110 100
media attribute (a): rtpmap:ls G729/8000
mMedia attribute (a): fmtp:ls annexh=no
mMedia attribute (a): rtpmap:0 PCMU/B000
mMedia attribute (a): rtpmap:ll0 G726-32,/8000
media attribute (a): rtpmap:l00 telephone-event /8000
media attribute (a): fmtp:l00 0-15
Media Attribute (a): sendrecy
[ @ Media attribute fa): maxptime:30 ]

GGG

i

i

i

i

T HEEE R EEE
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2. The following screen shows a trace captured on the private side of the Avaya SBCE (to the
CPE), filtered on SIP messages. The same INVITE message sent by AT&T is selected,
though it is now sent by the Avaya SBCE to Session Manager. As can be observed in the
example below:

a. The maxptime=30 parameter has been changed to ptime=30 by the sip
manipulation defined in Section 8.4.9.1.

Filter: |sip ¥  Expression... Clear Apply

o, +  Time Source Destination Protocal Info
14 11. 749 13 7 5 0 [5 ‘ st: INVITE sip

15 11.754 152.168.64.130 155.25.20.74 SIP Status: 100 Trying

= Session Initiation Protocol
= Regquest-Line: INVITE s5ip:000002105268192.168.64.130:5060 SIP/2.0
method: INVITE
# Request-URI: sip:0000021052@192.168.64.130:5060
[resent Packet: False]
= Message Header
# wia: SIP/2.0/UDP 135.25.29.74:5060; branch=25hG4hKkttlagd10bdvgshonfamo. 1
MIME-version: 1.0
Supported: replaces
Allow: IMVITE, BYE, ACEK, CAMCEL, PRACK, INFO, REFER
Accept: applicationssdp
Accept: application/isup
accept: applicationsdomf
Accept: applicationsdtmf-relay
Accept: multipart/mixed
P-asserted-Identity: sip:73267124386135.25.29.74
# From: sip:7326712438@135.25.29.74;1ag=18149423356706%1L7_c1h07.1.1.1328540005045.0_537_1702
# To: sip:85884575821681592 .1658.64.130
Call-ID: §15346320115%3191@135.44,230.16
Max-Forwards: 66
# CSaeq: 2 INVITE
Content-Type: application/sdp
Content-Length: 313
# Contact: <sip:l35.25.29.74:5060;transport=udp>
= Message Body
= session Description Protocol
session Description Protocal version (wl: O
F Oowner/Creator, Session Id (o): Sonus_UaC 18890 &340 IN IP4 135.25.20.74
session Mame (s): SIP Media Capahilities
+ Connection Information (c): IN IP4 135.25.20.74
# Time Description, active time (t): 0 0
# Media Description, name and address (m): audio 26360 RTP/avP 18 O 110 100
® Media attribute (a): rtpmap:ld G729,/8000
# Media attribute (a): fmtp:l8 annexb=no
+!
+
+!
+!

i

Media attribute (a): rtpmap:0 PCMUSB000
media attribute (ad: rtpmap:ll0 G726-32,/8000
Media attribute (a): rtpmap:1l00 telephone-event /8000
Media attribute (a): fmtp:lo0 0-15
Media attribute (a): sendrecw
# Media attribute (al: ptime:30|

NOTE — The Invite shown above will be sent by Session Manager to the Avaya CS1000E without
any additional header modifications.
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3. The following screen shows the Avaya CS1000E 200 OK response being sent to Session
Manager. As can be observed in the example below:

a. The Avaya CS1000E sends the called station’s extension in the P-Asserted-Identity
header (e.g., 4095).

b. The History-Info header will be removed by the Avaya SBCE (Section 8.4.9).

c. The Avaya CS1000E is sending RFC2833 Telephone event types 100 and 111. The
111 telephone event will be removed by the Avaya SBCE (Section 8.4.9).

d. Note that the Avaya CS1000E is responding with ptime:30.

Filter: |sip ¥ Expression... Clear Apply

Mo, Time: Source Destination Frotocal Info

~iption

# Frame 16%9: 454 hytes on wire (3632 bits), 454 bytes captured (3632 bits)
# Ethernet II, Src: Avaya 3b:75:43 (00:04:0d:3b:75:43), Dst: Ibm_08:f4:58 (00:21:5e:08:F4:58)
# Internet Protocol, Sro: 172.16.6.110 (172.16.6.1100, Dst: 192.168.67.210 (192.168.67.210)
# Transmission Control Protocol, Src Port: sip (50600, Dst Sort: 26108 (26108), Seq: 3963, Ack: 18909, Len: 400
# [Reassembled TCP Segments (1860 bytes): #168(1460), #169 0]
= session Initiation Protocol
# Status-Line: SIP/2.0 200 OK
= Message Header
# From: <sip:7326712438@cotsl.ntlab. com»;tag=18149423356706917_c1lh07.1.1.1328540005049,0_537_1702
# To: <sip:4096@cotsl. ntlab. com>;tag=56f9ach8-620610ac-13c4-55013-Fc2f-5f117031-Fc2f
Call-ID: 6153463201193151@155.44,230.16
Cseq: 2 INVITE
via: SIP/2.0/TCP 192.168.67.210; branch=z9hG4bKC0AB4 3D1FFFFFFFFESG6D071013420553-AP; f1r=64161
via: SIP/2.0/TCP 192.168.67.209:15070; branch=z%hG4 hKC0AB4 3D1FFFFFFFFESGEED07L01342053
via: SIP/2.0/TCP 192.168.67.200:15070; branch=z9hG4hKC0AB4 3D1FFFFFFFFESG6D07111342051
via:r SIP/2.0/TCP 192.168.67.200:15070; branch=29hc4bKC0AB430DLFFFFFFFFESGED07F111342050
via: SIP/2.0/TCP 192.168.67.210;hranch=z%hG4bK-s1632-001136451372-1--51632--aP; ft=47954
via: SIP/2.0/TCP 192.168.67.120:5060; branch=z%hG4bK-51632-001136451372-1--51632-
supported: 100rel, x-nortel-sipve, replaces
User—-Agent: Nortel CS1000 SIP Gw release 7.0 wversion_ssLinux-7.50.17
[History-Info: <sip:4095@cotsl. ntlah. com;user=phones; index=1 |
#|P-Asserted-Identity: "Chico Marx <sip:405858cotsl.ntab. com;user=phone>
Privacy: none
Record-Route: <sip:688842c2@192.168.67.210;transport=tcp; Tr>
Record-Route: <sip:l92.168.67.209:15060;transport=tcp; 1r;sap=986408461%1%01hasm-callprocessing. sar-784160832~1338474452
Record-Route: <sip:688842c2@192.168.67.210;transport=tcp; Tr>
Record-Route: <sip:l92.168.67.120:5060;transport=tcp; Tr; ipcs-1ine=10220>
Contact: <sip:0000021052@cotsl. ntlab. com:5060;maddr=172.16.6.110; transport=tcp; user=phone>
allow: IMVITE, ACK, BYE, REGISTER, REFER, NOTIFY, CANCEL, PRACK, OPTIONS, INFO, SUBSCRIBE, UPDATE
Content-Type: application/sdp
content-Length: 253
= Message Body
= session Description Protocol
session Description Protocol version (w): O
owner Creator, Session Id (o): - 9 1 IW IP4 172.16.6.110
session Mame (s): -
Connection Information (c): IN IP4 172.16.6.107
Time Description, actiwve time (t): 0 0
mMedia Description, name and address (m): audio 16384 RTP/avP 18 100
Connection Information (c): IN IP4 172.16.6.107
mMedia attribute (a): fmtp:ls annexb=no
mMedia attribute (a): rtpmap:100 telephone-event,8000
Media attribute (ad: fmtp:100 0-15
3 Media artribute €ad: rtpmap:111l x-nt-inforeg/s8000
# Media Attribute (al: ptime:30 |
Media attribute (a): sendrecw

T EEE
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4. The following screen capture shows the subsequent 2000K message sent by Session
Manager to the Avaya SBCE. As can be observed in the example below:
a. Session Manager has added P-Location and Remote-Party-ID headers. Both of
these headers will be removed by the Avaya SBCE (P-Location in Section 8.5.3,
and Remote-Party-ID in Section 8.4.9).
b. Session Manager has changed local extension 4095 to the AT&T IP Toll Free DNIS
number 7323204383.

Filter: Isip ¥ | Expression... Clear Apply

E session Initiation Protocal
F Status-Line: SIPA2.0 200 0K
E Message Header

H From: <sip:73267124388cotsl. ntlab. com»;tag=06565000797355569_c1h07.1.2.1328540005096. 0_460_145%6
Call-ID: 6779993094637 727@135.44, 230,146

Cseq: 2 INVITE

viar SIP/2.0/TCP 192.168.67.120:5060; branch=z9hG4hKk-5s1632-001574040147-1--s1632-
supported: 100rel, x-nortel-sipvc, replaces
User-agent: Mortel CS1000 SIP Gw release 7.0 wersion_ssLinux-7.50.17
Privacy: none
record-route: <sip:688842c2@192.1658.67.210;transport=tcp; Tr»
record-route: <sip:192.168.67.209:15060; transport=tcp; 1r; sap=986408461*1%016asm-callprocessing. sar-7584160832~1338
Rrecord-Rroute: <sip:688842c2@192.168.67. 210 transport=tcp; 1r>
Record-route: <sip:l92.168,67.120:5060;transport=tcp; Ir; ipcs-1ine=10537>

B Contact: <sip:0000021052@8cotsl.ntlab, com: 5060 maddr=172.16. 6.110; transport=tcp; user=phane:>
al7ow: IMVITE,ACK, BYE, RESISTER, REFER, NOTIFY, CAMCEL, PRACK, OPTIONS, INFO, SUBSCRIBE, UPDATE
Content-Type: application/sdp
Coptant Inng‘rh- 256

# P-Location: sM;origlocname="SECE"; termlocname="cs1K"

F P-Asserfed-Tdentity: "Chico Marx" <sip:73/3204353@152.168.64.130; user=phane>|
History-Info: <sip:73232043836192.168.64.1530; user=phones; index=1

[ Remote-Party-ID: "Chico Marx" <sip:7323204383@1092.168.64.130; user=phone:=; party=called; screen=no; privacy=off

[ .I[.J.ODD‘QJ IO LET T J..[IL-id.IU.R.Um ,Ld.g=0|R.UIDIUO—UEUUJ.UCI.(.—J.qu—J3UJ.3-J.‘|‘IJO-4000J.UUE-J.‘|‘|JD
Server: AVAYA-SM-G6.1.6.0.616008

B Message Bocly
= session Description Protocal

session pescription Protocol version (wl: O

owner Creator, session Id (o): - 17 1 IW IP4 172.16.6.110

Session Mame {s): -

Connection Information (c): IW IP4 172.16.6.107

Time Description, active time (L): 0 0

Media Description, name and address (m): audio 16384 RTPSAVP 18 100 111

Connection Information (c): IW IP4 172.16.6.107

media Attribute (a): fmtp:ls annexb=no

Media Attribute (a): rtpmap:l00 telephone-event,/3000

media Aattribute (a): fmtp:lo0 0-15

Media Attribute (a): rtpmap:1l11 x-nt-inforeg/8000

Media Attribute (a): ptime:30
Media attribute Fieldname: ptime
media attribute value: 30

Media attribute (a): sendrecw

=)
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5. The following screen capture shows the subsequent 2000K message sent by the Avaya
SBCE to AT&T. As can be observed in the example below, the Avaya SBCE has removed
the following:

a. P-Location header (Section 8.5.3).
b. Remote-Party-ID and History-Info headers (Section 8.4.9).
c. Telephone Event Type 111 (Section 8.4.9).

Filter: |sip ¥ Expression... Clear Apply

Mo, Source Destination Protocol Infa

= Session Initiation Protocol
4 Status-Line: SIP/2.0 200 OK
= Message Header
# From: <sip:732671243868135.25.209.74>;1ag=065650007973555658_c1h07.1.2.1328540005096. 0_460_1496
4 To: <sip:8884575821@192.168. 64.130>; tag=56Tcd8b8-6e0610ac-13c4-55013-144558-46661002-14458
H Cseq: 2 INVITE
Call-IDb: 6779093094637727@155.44.230.16
Contact: <sip:0000021052@1592.168.64.130:5060;transport=udp; user=phone:>
Record-Route: «<sip:192.168.64.1530:5060;ipcs-11ne=10537; Ir;transport=udp>
Allow: IMVITE,ACK,BYE,REGISTER, REFER, NOTIFY,CANCEL, PRACK, OPTIONS, INFO, SUBSCRIBE, UPDATE
Supported: 100rel, x-nortel-sipve, replaces
User-agent: Nortel CS1000 SIP GW release_7.0 version_ssLinux-7.50.17
via: SIPS2.0/UDP 135.25.29.74:5060; branch=z%hG4bK3hj70020dgmlehond 5el.1
server: AVAYA-SM-5.1.6.0.616008
Privacy: none
p-asserted-Identity: "Chico Marx" <sip:7323204383@192.168.64.130; user=phone>
Content-Type: application/sdp
Content-Length: 226
= Message Body
= session Description Protocol
session Description Protocol version (wl: 0
owner //Creator, session Id (o): - 17 1 IM IP4 192.168.64.130
session Mame (s): -
Connection Information (c): IN IP4 192.168.64.130
Time pescription, active Time (t): 0 0
Media Cescription, name and address (m): audio 16474 RTRP/4vP 18 100
Connection Information (c): IN IP4 192.168.64.130
Media attribute Cad: fmtp:l8 annexb=no
Media attribute (a): rtpmap:1l00 telephone-event /8000
media attribute (a): fmtp:l0o0 0-15
media attribute (a): ptime:30
Media attribute Fieldname: ptime
media attribute wvalue: 30
Media attribute (a): sendrecvy

i

m

i

T EEEEEE +

Changing the display filter to rtp, the media streams for this call are displayed. Note that the UDP
ports used are within the range defined in Section 8.6.2. Also note that G.729 was the codec used.

Filter: |rtp | = Expression... Clear Apply

0. Tirne Source Destination Protocal Info :
190 8. 769 152.168.64.130 135.25.25.74 RTF PT=ITU-T| G.729,| SSRC=0x5B343428, Seq=9508, Time
dEERL s e 135.25.259.74 152.168.64.130 RTF PT=ITU-T| G.729,| SSRC=0x4B3C23F7, Seq=93, Time=2
152 8.796 1%2.168.64.130 135.25.29.74 RTF PT=ITU-T| G.729,| SSRC=0x5B3A43428, 5eq=9509, Time
dEEERE s 135.25.29.74 152.168.64.150 RTF PT=ITU-T| G.729,| SSRC=0x4B3C23F7, Seq=94, Time=2
194 8.827 1%2.168.64.130 135.25.29.74 RTF PT=ITU-T| G.729,| SSRC=0x56343428, 5eq=9510, Time
195 8.852 135.25.29.74 152.168.64.130 RTF PT=ITU-T| G.729,| SSRC=0x4B3C23F7, 5eq=95, Time=2
196 8.859 192.168.64.130 135.25.29.74 RTF PT=ITU-T| G.729,| S5R x5B343428, Seq=9511, Time
TE7i8I 882 135.25.29.74 152.168.64.130 RTF PT=ITU-T| G.729,| SSRC=0x4B3C253F7, Seq=96, Time=2
TGR R RRA TG TAR RL-RN TG 26 20 T4 RTR BT=TTH-T| 7 770 | SSpr=Nv5RIAT4Z?R  San=0512 Tima

Frame 8: on e bit iyt e ured
# Ethernet II, Src: Cisco_0l:c5:al (00:22:55:01:c5:al), Dst: 00:ca:fe:85:58:80 (00:ca:fe:85:58:80)
Internet Protocol, Src: 135.25.29.74 (135.25.29.747), Dst: 192.168.64.130 (192.168.64.130)
User Datagram Protocol, Src Port: 17692 (176920, DSt Port: 28694 (28694
Source port: 17692 (17692)
Destination port: 28694 (256%4)
Length: 50
@ Checksum: 0x0000 Cnonel
| Real-Time Transport Protocol

=]

=]
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9.5. Avaya Session Border Controller for Enterprise Verification
9.5.1. Verify Sipera SBCE Connectivity to AT&T IP Toll Free

Verify that your entity links from Avaya SBCE (192.168.64.130) to AT&T IP Toll Free Service
(135.25.29.74) are up and communicating with SIP OPTION messages and a response messages. A
SIP 405 Method Not Allowed response is normal for Avaya SBCE to AT&T test environment. If
AT&T sends OPTIONS, the typical CPE response will be 2000K.

- EEXZE AT LIEE QQQb dMBR B
Filter: |sip | * Expression... Clear Apply
Mo, Tim Sorce Destination Protocol Info

96,776

5 135.25.25, 74 192.168.64.130 SIP Request: OPTIONS sip:1%2.168.64.130:5060
10 6.781 152.168.64.130 135.25.29.74 SIF Status: 200 OK

29 23.278 152.168.64.130 135.25.29.74 SIF Reguest: OPTIONS sip:l35.25.29.74;transport=udp
30 23.304 135.25.29.74 192.168.64.130 SIF Status: 405 Method Mot Allowed

9.5.2. Internal Tracing
Avaya SBCE can take internal traces of specified interfaces.

Step 1 - Navigate to UC-Sec Control Centre - Troubleshooting - Trace Settings
Step 2 - Select the Packet Capture tab and select the following:

a. Select the desired Interface from the drop down menu (e.g., B1, the interface to
AT&T)

b. Specify the Maximum Number of Packets to Capture (.c.g., 1000)
c. Specify a Capture Filename.
d. Click Start Capture to begin the trace.

@UC-SECContmI Center & " r__J = Qé; ~ Page = 3Safety - T|

UC-Sec Control Center

Welcome ucsec, you =signed in as Admin. Current server time iz 9:40:39 AM GMT

@ Alarms Incidents | [Ifj Statistics ) Logs | &% Diagnostics [f Users | Load
I UC-Sec Control Center Troubleshooting = Trace Settings: Sipera
&) Welcome
~.¢ Administration
Mga ckup/Restore Packet Trace | | Call Trace || Packet Capture || Captures |
@System Management Sipera
> | Global Parameters Packet Capture Configuration
= |2 Global Profiles Currently capturing Mo
= | SIP Cluster
Interface Bl »
= | Domain Palicies
» () Device Specific Settings Local Address (ip:port) [192168.64.130 +| - | |
4 [ Troubleshoating Remote Address (*, *por, ip, ip:port)
%@ Advanced Options
[ Dos Leaming Frotocaol
Syslog Management Maximurm Mumber of Packets to Ca -
pture 1000
7= Trace Settings :
= |3 TLS Management Capture Filename |inbuunu_test_call.pcap

Existing captures with the same name will be overaritten

> |23 IM Logging

Start Capture

The capture process will initialize and then display the following status window:
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: — ¥
(&) UC-ec Contral Center Cfy v B 1 mm - Page - Safety - Tooks- @-

UcC- Sec Control Center

@ Alarms | [F Incidents [El Statistics | Diagnostics | [8l Users iJ Logout | (@) Help
|2 UC-Sec Control Genter Troublesh > i

S Welcome

<.¢ Administration

(L] Backup/Restare Packet Trace | | Call Trace | | Packet Capture | | Captures |

B8 System Management Sipera
> |2 Global Parameters A packet capture is currently in progress. This page will automatically refresh until the capture
> |23 Global Profiles completes.
& Doman Pl
> |2y Domain Policies
> [5) Device Specific Settings Currently capturing Yes
4 |3 Troubleshooting Interface l—

Advanced Options
éDoS Learninpg Local Address (ip:port) | :

Syslog Management Remote Address (*, *:port, ip, ip:port) l:l
Trace Settings
> [ TLS Managamant Protocol

> [ IM Logaing Maximurm Number of Packets to Capture l:l

Capture Filename |

Existing captures with the same name will be
Stop Capture

Step 3 — Run the test.
Step 4 - Select Stop Capture tab.

Step S - Click on the Captures tab and the packet capture is listed as a .pcap file with the
date and time added to filename specified in Step 2.

Step 6 - Click on the File Name link to download the file and use an application such as
Wireshark to open the trace.

EES

@ UC-Sec Control Center & ~ f:j = géa * Page = Safety » Tools @v
UC-Sec Control Center @ S|pera
Wy o ou signed in as Admin. Current server time is 9:41:57 AM GMT Systems
@ Alarms | [ Incidents |[J{ Statistics ] Logs | &% Diagnostics [ff Users ij Logout | (@ Help

=) UC-Sec Control Center Troubleshooting > Tra eftings: Sipera
©) Welcome
G Administration
@BackupIRestore UC-Sec Devices Packet Trace | | Call Trace | | Packet Capture | | Captures |
B8 system Management Sipera

|2 Global Parameters

) Global Profiles File Size

) Domain Policies

[ Device Specific Settings inbound test call 20120320093954 pcap 81,920 g:{?h ) AR RS

|2) Troubleshooting
@ Advanced Options
(& Dos Leamning
[& Syslog Management
7% Trace Settings

[ T1 S Mananement

[
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10. Conclusion

As illustrated in these Application Notes, Avaya Aura® Session Manager, Avaya Communication
Server 1000E (Avaya CS1000E), and Avaya Session Border Controller for Enterprise (Avaya
SBCE) can be configured to interoperate successfully with the AT&T IP Toll Free service. This
solution provides users of Avaya CS1000E the ability to support inbound toll free calls over an
AT&T IP Toll Free SIP trunk service connection.

Note: These Application Notes do NOT cover the AT&T IP Transfer Connect service option
of the AT&T IP Toll Free service.

The reference configuration shown in these Application Notes is representative of a basic enterprise
customer configuration and is intended to provide configuration guidance to supplement other
Avaya product documentation. It is based upon formal interoperability compliance testing as part
of Avaya DevConnect Service Provider program.

JF:Reviewed Solution & Interoperability Test Lab Application Notes 94 of 101
SPOC 6/22/2012 ©2012 Avaya Inc. All Rights Reserved. CS1KSM61SBCETF



11. References

Avaya product documentation is available at http://support.avaya.com unless otherwise noted.

Avaya Aura® Session Manager/System Manager

[1] Administering Avaya Aura® Session Manager, Doc ID 03-603324, Issue 4, May 2011

[2] Installing and Configuring Avaya Aura® Session Manager, Doc ID 03-603473 Issue 2.2, April
2011

[3] Maintaining and Troubleshooting Avaya Aura® Session Manager, Doc ID 03-603325, Issue
4.1, March 2011

[4] Administering Avaya Aura® System Manager, Document Number 03-603324, June 2010

Avaya Communication Server 1000E

[5] Administering Avaya Communication Server 1000E, Release 6.003-300509, Issue 6.0, June
2010A4dministering Avaya Aura® Call Center Features, Release 6.0, June 2010

[6] Avaya CallPilot® Software Administration and Maintenance, 5.0 NN44200-600, 01.12, April
2011

Avaya Aura® Messaging

[7] Administering Avaya Aura® Messaging, 6.1, CID: 151610, December 2011
[8] Implementing Avaya Aura® Messaging 6.1, CID: 150976, October 2011

Avaya Session Border Controller for Enterprise

Product documentation for UC-Sec can be obtained from Sipera using the link at
http://www.sipera.com.

[9] E-SBC 1U Installation Guide, Release 4.0.5, Part Number: 101-5225-405v1.00, Release Date:
November 2011

[10] E-SBC Administration Guide, Release 4.0.5, Part Number: 010-5424-405v1.00, Release Date:
November 2011

Avaya Aura® Contact Center

[11] Avaya Aura® Contact Center Server Administration, NN44400-610, Document issue: 03.02,
Document date: 24 August 2011, Product release: Release 6.2

[12] Avaya Aura® Contact Center Administration—Client Administration, Release 6.2, NN44400-
611,03.02, 24 August 2011

[13] Avaya Aura® Contact Center Configuration — Avaya Communication Server 1000
Integration, NN44400-512, Document issue: 02.03, Document date: 12 November 2010,
Product release: Release 6.0/6.1

[14] Avaya Aura® Contact Center Installation, Release 6.2, NN44400-311, 03.03, 11 October
2011

JF:Reviewed Solution & Interoperability Test Lab Application Notes 95 of 101
SPOC 6/22/2012 ©2012 Avaya Inc. All Rights Reserved. CS1KSM61SBCETF


http://support.avaya.com/

[15] Avaya Aura® Contact Center Commissioning, Release 6.2, NN44400-312, 03.02, 24 August
2011

[16] Avaya Aura® Contact Center SIP Commissioning, NN44400-511, Document issue: 03.02,
Document date: 24 August 2011, Product release: Release 6.2

AT&T IP Toll Free Service Descriptions:

[17] AT&T IP Toll Free Service description -
http://www.business.att.com/enterprise/Service/business-voip-enterprise/network-based-voip-
enterprise/ip-toll-free-enterprise/

JF:Reviewed Solution & Interoperability Test Lab Application Notes 96 of 101
SPOC 6/22/2012 ©2012 Avaya Inc. All Rights Reserved. CS1KSM61SBCETF


http://www.business.att.com/enterprise/Service/business-voip-enterprise/network-based-voip-enterprise/ip-toll-free-enterprise/
http://www.business.att.com/enterprise/Service/business-voip-enterprise/network-based-voip-enterprise/ip-toll-free-enterprise/

12. Addendum 1 — Avaya Session Border Controller for
Enterprise Redundancy to Multiple AT&T Border Elements

AT&T may provide multiple network border elements for redundancy purposes. Avaya SBCE can
be provisioned to support this redundant configuration.

Given two AT&T border elements 135.25.29.74 and 135.25.29.75, Avaya SBCE is provisioned as
follows to include the backup trunk connection to 135.25.29.75 (the primary trunk connection to
135.25.29.74 is defined in Section 8.4.6).

12.1.1. Step 1: Configure the Secondary Location in Server Configuration

1. Select Global Profiles from the menu on the left-hand side
2. Select the Server Configuration
3. Select Add Profile
a) Name: SIP_Trunk backup
4. Onthe Add Server Configuration Profile — General Tab:
a) Select Server Type: Call Server
b) IP Address: 135.25.29.75 (Example Address for a secondary location)
c) Supported Transports: Check UDP
d) UDP Port: 5060
e) Select Next

S

@UC-SEC Contral Center f‘.} - r_J | gg; + Page = Safety = Tools - I@Iv

UC-Sec Control Center @ Sipera

Welcome ucsec, you signed in as Admin. Current server time iz 9:52:26 AM GMT Systems
@ Alarms Incidents [m Statistics = | Logs % Diagnostics @ Users ﬁ] Logout | (@ Help
=) UC-Sec Contral Center Global Profiles = Server Configuration: SIP_Trunk_Backup

¢ Administration
HBackupIRestore General | | Authentication | | Heartbeat | | Advanced |
B8 System Management AvayaSM
. (53 Global Parameters ATT
4 |7 Global Profiles SIP_Trunk_Backup Server Type Call Server
B pomain Dos - IP Addresses / FQDNs 135.25.20.75
& Fingerprint _ Supported Transports UDP
% Server Interworking
€5 Phone Interworking UDF Port 5060
&% Media Forking
aa Edit
£ Routing -
i Server Configuration
£ Cuike cribnr Denfilae

5. On the Authentication tab
a) Select Next
6. On the Heartbeat tab (The Heartbeat must be enabled on the Primary trunk also)
a) Check Enable Heartbeat
b) Method: OPTIONS
c) Frequency: 60 seconds
d) From URI: secondary@customerb.com
e) To URI: secondary@customerb.com
f) Select Next
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@UC-SECCDntroICenter & “ f_:] =] g@a + Page » Safety » Tools = @v

UC-Sec Control Center

Welcome ucs: u signed in as Admin. Current = e is T:54:47 AM GMT
@ Alarms Incidents | [Jf Statistics [& Uusers
=) UC-Sec Control Center Global Profile: er Configuration: SIP_Trunk_Backup

)
@  etcome Add Profile Rename Profile | Clone Profile | Delete Profile
.7 Administration

% Diagnostics

(]| Backup/Restore m General || Authentication | | Heartheat || Advanced |
@ System Management AvayaSM
» 3 Global Parameters AT
4 | ) Global Profiles Enable Hearbeat v
EED_O"“E"”_DOS Methad OPTIONS
R e
£45 Phone Interworking Fram URI secondary@customerb.com
&% Media Forking ToURI secondary@customerh.com
7% Routing TCP Probe r
| i Senver Configuration
L8, Subscriber Profiles
al= Topelogy Hiding

7. Onthe Advanced Tab
a) Click Finish
8. Select the Primary Trunk created in Section 8.4.6 (e.g., ATT)
9. Select the Heartbeat Tab
10. Select Edit
11. Repeat Steps 6 — 7

EES

(%) UC-Sec Control Center & B | e v Page~ Safety - Tools - @v

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 7:54:07 AM GMT
@ Alarms Incidents | [Jf Statistics | = Logs @ &%
=) UC-Sec Control Center Global Pro Configuration: ATT

© elcome [ Aaa prorie | [Rename Prorite | Cione profic | peiete proie |
Add Profile Rename Profile | Clone Profile | Delete Profile

<7 Administration

(L] BacupRestore TN || General | | Authentication | [ Heartbeat | | Advanced |

= Diagnostics

[& Uusers

@Syslem Management AvayaSM
. & Global Parameters =
4 Global Profiles v
= a Protiee SIP_ Trunk_Backup Enable Heartbeat v
@ omain Lo Method OPTIONS
i Fingerprint
tSeNerInterworking Frequency 50 seconds
#5 Phone Interworking From URI primary@custornerb.com
fgldedia Forking To URI primary@customerb.com
& Routing TCP Prabe r
| Server Configuration
L2 Subscriber Profiles
al= Topology Hiding

o linn Maninglatian

12.1.2. Step 2:— Add Secondary IP Address to Routing

1. Select Global Profiles from the menu on the left-hand side
2. Select the Routing
3. Select the profile: To_ATT
4. Click the pencil icon at the end of the line to edit
a) Enter the I[P Address of the secondary location in the Next Hop Server 2 (e.g.,
135.25.29.75)
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5.

Click Finish

Edit Routing Rule

v Routing Priority based on Mext Hop Server
[ Use Mext Hop for In Dialog Messages
[ lgnore Route Header for Messages Cutside Dialog

[ MAPTR [ SRv
Dutgoing Transport — TLS — TCP

Each URI gmulﬁ may only be used once per Routing Profile.

Hext Hop Routing

Mext Hop Server 1 |135.25.29.T4 | IP, IP:Port, Domain, or Domain: Port

Mext Hop Server 2 |135.25_29_TE- | IP, IP:Port, Domain, or Domain: Port

f« UDP

12.1.3. Step 3:— Configure End Point Flows — SIP_Trunk_backup

1.

2.
3.
4

Select Device Specific Settings from the menu on the left-hand side

Select Endpoint Flows
Select the Server Flows Tab
Select Add Flow
a) Name: Backup
b) Server Configuration: SIP_Trunk Backup
c) URI Group: *
d) Transport: *
e) Remote Subnet: *
f) Received Interface: Sig_Inside
g) Signaling Interface: Sig_Outside
h) Media Interface: Media Outside
1) End Point Policy Group: defaultLow-att
7)) Routing Profile: To_Avaya
k) Topology Hiding Profile: ATT
1) File Transfer Profile: None

5. Click Finish
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Flow Mame

Senver Configuration
LRI Group

Transport

Remote Subnet
Received Interface
Signaling Interface
Media Interface

End Point Paolicy Group
Routing Profile
Topology Hiding Profile

File Transfer Profile

Add Flow

|Media-Outside |+ |

| defaultLow-att v |

To_Avaya ¥

|ATT v |

Mone »

Finizh

When completed Avaya SBCE will issue OPTIONS messages to the primary (135.25.29.74) and

secondary (135.25.29.75) border elements.
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