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Abstract

These Application Notes describe the procedure necessary for configuring Bell Aliant SIP
Trunk service with Avaya Communication Server 1000E Release 7.6, Avaya Aura® Session
Manager Release 6.3, and Avaya Session Border Controller for Enterprise Release 6.2.1.

The test was performed to verify SIP trunk features including basic calls, call forward (all
calls, busy, no answer), call transfers (blind and consult), conference, and voice mail. The calls
were placed to and from the PSTN with various Avaya endpoints.

Bell Aliant SIP Trunk service provides PSTN access via SIP trunks between the enterprise and
Bell Aliant as an alternative to legacy analog or digital trunks. This approach generally results
in lower cost for the enterprise.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the procedures necessary for configuring Session Initiation
Protocol (SIP) trunk service between Bell Aliant and an Avaya SIP-enabled enterprise solution.
The Avaya SIP-enabled enterprise solution consists of Avaya Communication Server 1000E
Release 7.6 (hereafter referred to as CS1000), Avaya Aura® Session Manager Release 6.3
(hereafter referred to as Session Manager), Avaya Session Border Controller for Enterprise
Release 6.2.1 (hereafter referred to as Avaya SBCE), and various Avaya endpoints.

During the interoperability testing, feature test cases were executed to ensure interoperability
between Bell Aliant and the Avaya Communication Server 1000E.

The Bell Aliant SIP Trunk Service referenced within these Application Notes is designed for
enterprise business customers. Customers using this service with the Avaya SIP-enabled
enterprise solution are able to place and receive PSTN calls via a broadband WAN connection
and the SIP protocol. This converged network solution is an alternative to traditional PSTN
trunks such as analog and/or ISDN-PRI.

During the interoperability testing, a VPN connection was used to connect the sample Avaya
enterprise network to Bell Aliant’s network via the public Internet. The connection could also be
done without the use of VPN, by directly connecting the Avaya SBCE to a public facing SBC
located in Bell Aliant’s network. This is accomplished by assigning public IP addresses, capable
of being reached across the public internet, to the Avaya SBCE (interface B1) and to the Bell
Aliant’s SBC.

The terms “Service Provider” and “Bell Aliant” will be used interchangeable throughout these
Application Notes.

2. General Test Approach and Test Results

The CS1000 system was connected to the Avaya SBCE via SIP trunks to Session Manager. The
Avaya SBCE was connected to Bell Aliant’s network via SIP trunks. Various call types were
made from the CS1000 to Bell Aliant and vice versa to verify interoperability between the
CS1000 and Bell Aliant.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.
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2.1. Interoperability Compliance Testing

The focus of this test was to verify that the CS1000 can interoperate with the Bell Aliant
network. The following interoperability areas were covered:

Response to SIP OPTIONS queries.

SIP Trunk Registration (Dynamic) Authentication with Bell Aliant.

Incoming calls from the PSTN were routed to DID numbers assigned by Bell Aliant.
Incoming PSTN calls were terminated to the following Avaya Endpoints: Avaya 1100
Series IP Telephones (SIP), Avaya 1100 Series IP Telephones (UniStim), Avaya M3904
Digital Telephones, Avaya 2050 IP Softphone, Analog Telephones and Fax machines.
Outgoing calls to the PSTN were routed via Bell Aliant’s network.

Proper disconnect when the caller abandons the call before the call is answered.

Proper disconnect during normal active call termination by the caller or the callee.

Proper disconnect by the network for calls that are not answered (with voice mail off).
Proper response to busy end points.

Proper response/error treatment when dialing invalid PSTN numbers.

Proper Codec negotiation and two way speech-path. Testing was performed with codecs:
G.711MU, G.711A and G.729A, the Bell Aliant preferred codec order.

No matching codecs.

Voice mail and DTMF tone support in both directions (RFC2833) (Leaving voice mail,
retrieving voice mail, etc.).

Call Pilot Voice Mail Server (Hosted in the CS1000).

Outbound Toll-Free calls, interacting with Interactive VVoice Response systems (IVR).
Calling number and calling name blocking (Privacy).

Call Hold/Resume.

Call Forward (unconditional, busy, no answer).

Blind Call Transfers.

Consultative Call transfers.

Station Conference.

G.711Mu fax pass-through (T.38 fax is not supported by Bell Aliant).

Long duration calls (one hour).

Early Media transmission.

Mobility: Mobil X and Personal Call Assistance (PCA).

2.2. Test Results

Interoperability testing of Bell Aliant SIP Trunk Service with the CS1000 solution was completed
successfully with the following observations/limitations.

No Ring-Back tone after execution of Blind Transfers to the PSTN: Ring back tone is
not heard (only silence) on PSTN phones after the execution of Blind Transfers to the
PSTN from CS1000 phones (PSTN_1->CS1000_IP_Phone - Blind Transfer
—>PSTN_2). Plug-in 501 has to be enabled in order for Blind Transfers to the PSTN to
function properly. If Plug-in 501 is not enabled, the CS1000 will prevent the execution of
Blind Transfers from one PSTN endpoint to another PSTN endpoint by disabling the
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Trans key on the CS1000 phone doing the transfer. This is a known CS1000 limitation
when Plug-in 501 is enabled.

¢ No Ring Back tone when calling an internal extension or a PSTN number after
accessing the CS1000 system remotely from a MobileX mobile telephone via the
Mobile Service Access (MSA): Scenario: MobileX mobile phone dials the MSA
(Mobile Service Access) number to access the CS1000 system, enters the authorization
code, and receives dial tone from the CS1000 system, then proceeds to dial an internal
CS1000 extension or a PSTN number. Result: Ring back tone is not heard (only silence)
on the MobileX mobile telephone while the internal extension or the PSTN telephone are
ringing. Audio is good in both directions once the call is answered, the issue is that the
MobileX user will not hear ring back tone after dialing the number and while the internal
extension of the PSTN telephone are ringing. This issue is under investigation.

e Blind Call Transfer to the PSTN using SIP phones do not complete until after the
transferee answers the call: When Blind Transfers to the PSTN are executed from
CS1000 SIP phones, the transfer does not complete until after the end user (transferee)
answers the call. Scenario: A PSTN user calls an enterprise SIP extension (CS1000 SIP
phone) and the call is answered. The enterprise user then proceeds to do a blind transfer
to another PSTN endpoint. Result: The expected behavior on the enterprise SIP phone is
to display “transfer completed” after answering “N0” to the question “Consultative
transfer with party?” which implies a blind transfer. Instead, the SIP phone continues to
display “transferring” until the transferee (PSTN user) answers the call. The work
around is to hang up the SIP phone. There is no user impact, the transfer completes
successfully. This issue is only seen with SIP phones, UniStim phones do not display this
behavior.

e Caller-ID on re-directed calls to the PSTN: Caller ID works properly between the
CS1000 and Bell Aliant when there is no call re-direction involved. However, when calls
are re-directed to the PSTN at the CS1000 extension, the Caller ID will not properly
reflect the true originator of the call. Under normal conditions if a call is re-directed at the
CS1000 to a PSTN extension, the Caller ID displayed at the PSTN extension will be of
the extension doing the re-direction (i.e., transferor) and not the Caller ID of the
extension that originated the call. This is a known limitation.

e Outbound call CS1000 holds/retrieve and Transfer scenarios: If a CS1000 UniStim
phone holds/retrieves an outbound call, the dialed digits are no longer displayed; instead
the access code of the trunk route (ACOD) is displayed. Also, the trunk route (ACOD),
instead of the Caller ID of the extension that originated the call, is displayed during some
call transfer scenarios. These are known CS1000 issues.

e Outbound Calling Party Number (CPN) Block: To support outbound privacy calls
(calling party number blocking), the CS1000 sends “anonymous” as the calling number
in the SIP From header and includes “Privacy: id” in the INVITE message. During
testing, Bell Aliant’s network was configured to ignore the SIP From header for this
purpose, thus the Calling Party Number (CPN) was not blocked. If Outbound Calling
Name (CNAM) is blocked in the CS1000 instead, the name, nor the number, is displayed
at the PSTN. For Privacy, blocking the name could be used as a work around; this is
accomplished by assigning NAMD to the CS1000 extension.
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PSTN to CS1000 calls with Privacy enabled: Calls from the PSTN to the CS1000 with
Privacy enabled (Calling Party Name/Number Block) will display the access code of the
trunk route (ACOD) and Anonymous (e.g., 7916-1 Anonymous). This is a known
CS1000 issue.

No matching codec on outbound calls: If an unsupported audio codec is received by
Bell Aliant on the SIP Trunk (e.g., 722), Bell Aliant will respond with “487 Request
Terminated” instead of “488 Not Acceptable Here”, the user will hear re-order. This issue
does not have any user impact, it is listed here simply as an observation.

SIP Header Optimization: SIP header rules were implemented in the Avaya SBCE and
in Session Manager to streamline the SIP header and remove any unnecessary parts.
Refer to Sections 7.3.1 for the list of headers that were removed by the Avaya SBCE.
Also the multipart MIME SDP, which included the x-nt-mcdn-frag-hex, x-nt-esn5-frag-
hex, and x-nt-epid-frag were stripped out. These particular headers and MIME have no
real use in the service provider network. Refer to Section 6.4 (Session Manager
Adaptation Module to remove MIME types).

Items not supported or not tested included the following:

Inbound toll-free calls and 911 emergency calls are supported but were not tested as part
of the compliance test.

T.38 fax is not supported by Bell Aliant; therefore T.38 fax was not tested. G.711 fax
pass-through was tested successfully.

2.3. Support

For support on Bell Aliant systems visit the corporate Web page at:
http://www.bellaliant.ca/index.shtml

Avaya customers may obtain documentation and support for Avaya products by visiting
http://support.avaya.com. Alternatively, in the United States, (866) GO-AVAYA (866-462-8292)

provides access to overall sales and service support menus.
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3. Reference Configuration

Figure 1 below illustrates the test configuration used. The test configuration simulates an
enterprise site with the Avaya components connected to Bell Aliant SIP Trunk Service through
an IPSec VPN Tunnel.

The Avaya components used to create the simulated customer site included:
e Avaya Communication Server 1000E (CS1000E).

e Avaya HP® Proliant DL360 G7 server running Avaya Aura® Session Manager.
e Avaya HP® Proliant DL360 G7 server running Avaya Aura® System Manager.
e DELL R210 V2 Server running Avaya Session Border Controller for Enterprise.
e Avaya 1100-Series IP Deskphones (UniStim).

e Avaya 1100-Series Deskphones (SIP).

2050 Avaya IP Softphone.

Avaya M3904 Digital Deskphones.
Analog Deskphones.

Fax machines.

Desktop PC with administration interfaces.
VPN Firewall.

Located at the edge of the enterprise is a VPN Firewall, followed by the Avaya SBCE. The
Avaya SBCE has two physical interfaces, interface B1 was used to connect to the public network
via an IPSec VPN Tunnel, interface Al was used to connect to the enterprise network. All SIP
and RTP traffic entering or leaving the enterprise flows through the Avaya SBCE and through
the VPN Firewall. The Avaya SBCE provides network address translation at both the IP and SIP
layers. The transport protocol between the Avaya SBCE and Bell Aliant, through the IPSec VPN
Tunnel, and across the public internet, is SIP over UDP. The transport protocol between the
Avaya SBCE and Session Manager across the enterprise network is SIP over TCP. The transport
protocol between Session Manager and the CS1000 across the enterprise network is SIP over
TLS. For ease of troubleshooting during testing, the compliance test was conducted with the
Transport Method set to UDP between Session Manager and the CS1000.

For security reasons, any actual public IP addresses used in the configuration have been masked.

One SIP trunk group was created between the CS1000 and Session Manager to carry the traffic
to and from the service provider (two-way trunk group).

For inbound calls, the calls flowed from Bell Aliant to the Avaya SBCE through the IPSec VPN
Tunnel, then to Session Manager. Session Manager used the configured dial patterns and routing
policies to determine the recipient (in this case the CS1000), and on which link to send the call.
Once the call arrived at the CS1000, further incoming call treatment, such as incoming digit
translations and class of service restrictions were performed.
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Outbound calls to the PSTN were first processed by the CS1000 for outbound treatment through
the Electronic Switched Network and class of service restrictions. Once the CS1000 selected the
proper SIP trunk; the call was routed to Session Manager. Session Manager once again used the
configured dial patterns, adaptations, and routing policies to determine the route to the Avaya
SBCE for egress to Bell Aliant through the IPSec VPN Tunnel.

Service Provider

Bell Aliant SIP trunk Registration

Username: User123

Realm: Realm Core SBC ‘d,
Password: Password123

Domain:

IP to register to: 142.125.72.11

pbx06dch2046.ca 142.125.72.11 |

CE router

192.168.1.137

192.168.1.138
g VPN Firewall

10.10.170.162

Avaya Aura® . i N
_Session Manager Simulated Enterprise

Domain: avaya.lab.com
172.16.5.32 DIDs: 506-694-8000 to 8009

[ (PSec VPN Tunnel

Avaya
Avaya :ura@ Session Border Controller ——
Sysem anager for Enterprise By VPN Firewall

e

172.16.5.200

172.16.20.60

Avaya Communication Server 1000E
Call Pilot

« Avaya 2050 IP Softphone

« Avaya Unified Communications
Management

« Explorer (Administration)

Desktop PC

Avaya 1100 Series Avaya 1100 Series
IP Deskphones IP Deskphone
(UniStim) (SIP)

Anal
o9 Avaya M3904

Deskphones _ *
\_ Digital Deskphones 5,
Figure 1: Bell Aliant SIP Trunk service with Avaya CS1000E
HG; Reviewed: Solution & Interoperability Test Lab Application Notes 9 0f 136

SPOC 9/16/2014 ©2014 Avaya Inc. All Rights Reserved. BellACS1KSMSBCE



4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Avaya

Equipment

Release/Version

Avaya Communication Server 1000E
running Co-resident Call Server, Signaling
Server and Media Gateway in a single CP-
MGS card.

RELEASE 7
ISSUEGS5P +

Call Server: DeplList 1: core Issue: 01
(created: 2013-12-17 04:32:53 (est))

Signaling Server: 7.65.16.00
(Service Pack 4) (See Service Updates &
Patches below)

Avaya Call Pilot 202i

05.00.41.20
Service Update 11 (CP50041SU11S)

Avaya Aura® Session Manager running on a
HP® Proliant DL360 G7 Server.

6.3.8 (Service Pack 8)
(6.3.8.0.638018)

Avaya Aura® System Manager running on a
HP® Proliant DL360 G7 Server.

6.3.8
Build No. 6.3.0.8.5682-6.3.8.4219
Software Update Rev. No. 6.3.8.5.2376

Avaya Session Border Controller for
Enterprise running on a DELL R210 V2
Server

6.2.1.016

Avaya Deskphones

1110: 0623C8T (UniStim)
1120: 0624C8T (UniStim)
1150: 0627C8T (UniStim)
1165: 0626C8T (UniStim)
1120: 04.04.10.00 (SIP)

M3904: --
Avaya 2050 IP Softphone 4.02.0062
Lucent Analog Phone N/A
Fax Machines N/A
Bell Aliant
Equipment Release/Version
Genband A2 17.0.12.16

ACME Session Border Controller (4500)

6.3.7 MR-1 Patch 3

HG; Reviewed:
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Signaling Server Service Updates (SU) and Patches:

(CS1000 Linux Service Updates (SU) included in Release 7.6 Service Pack 4):

¢s1000-dmWeb-7.65.16.22-1.i386.000
tzdata-2013c-2.e15.i386.001
¢s1000-linuxbase-7.65.16.22-02.1386.000
€s1000-cs1000WebService 6-0-7.65.16.21-00.i386.000
¢s1000-Jboss-Quantum-7.65.16.22-3.i386.000
¢s1000-pd-7.65.16.21-00.i386.000
¢s1000-shared-carrdtct-7.65.16.21-01.i386.000
¢s1000-shared-tpselect-7.65.16.21-01.i386.000
¢s1000-dbcom-7.65.16.21-00.i386.000
¢s1000-patchWeb-7.65.16.22-1.i1386.000
¢s1000-shared-xmsg-7.65.16.21-00.i386.000
¢s1000-cs-7.65.P.100-02.i386.000
¢s1000-tps-7.65.16.21-11.i386.000
¢s1000-mscAnnc-7.65.16.21-02.i386.001
¢s1000-mscAttn-7.65.16.21-04.i386.001
¢s1000-mscConf-7.65.16.21-02.i386.001
¢s1000-mscMusc-7.65.16.21-02.i386.001
¢s1000-mscTone-7.65.16.21-03.i386.001
¢s1000-sps-7.65.16.21-8.i386.000
¢s1000-shared-omm-7.65.16.21-2.i386.000
¢s1000-baseWeb-7.65.16.22-1.i386.000
¢s1000-csmWeb-7.65.16.22-1.i386.000
¢s1000-gk-7.65.16.21-01.i386.000
¢s1000-csoneksvrmgr-7.65.16.22-1.i386.000
¢s1000-snmp-7.65.16.21-00.i686.000
¢s1000-emWebLocal 6-0-7.65.16.22-1.i386.000
¢s1000-ftrpkg-7.65.16.22-1.i386.000
¢s1000-ipsec-7.65.16.22-1.i386.000
€s1000-vtrk-7.65.16.22-4.i386.000
¢s1000-cppmUtil-7.65.16.22-1.i686.000
¢s1000-oam-logging-7.65.16.22-3.i386.000
¢s1000-bcc-7.65.16.22-6.i386.000
¢s1000-emWeb 6-0-7.65.16.22-5.i386.000

Signaling Server Patches:
p31484 1
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MGC Loadware:
DSP1ABO7.LW
DSP2AB0O7.LW
DSP3ABO07.LW
DSP4ABO7.LW
DSP5AB07.LW
Udtcab21.lw
MGCCDCO03.LW

In addition to applying the latest Call Server patches, Signaling Server Service updates and
patches listed above, the following procedure should be followed to ensure proper operation of
Blind Call Transfer from the CS1000 to the PSTN.

Enable Plug-In 501 as follows:

Login to the Unified Communications Management (UCM) and Element Manager as
described in Section 5.1.1, go to System = Software - Plug-ins, select plug-in 501 and click
the Enable button, the status will change to Enabled.

ENABLED PLUGINS:

PLUGIN STATUS PRS/CR_NUM MPLR_NUM DESCRIPTION

501 ENABLED Q02138637 MPLR30070 Enables blind transfer to a SIP
endpoint even if SIP UPDATE is not
supported by the far end
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5. Configure Avaya Communication Server 1000E

These Application Notes assume that the basic Avaya Communications Server 1000
configuration has already been administered. For further information on Avaya Communications
Server 1000, please consult references in Section 11.

The procedures shown below describe the configuration details of the CS1000 with SIP trunks to
the Bell Aliant network.

5.1. Login to the CS1000 System

5.1.1. Login to Unified Communications Management (UCM) and Element
Manager

Open an instance of a web browser and connect to the UCM GUI at the following address:
http://<UCM IP address>. Log in using an appropriate Username and Password.

User ID: |admin |

Password: | ......... |

Log In

Change Password

Go to central login for Single Sign-On

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 13 of 136
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The Unified Communications Management screen is displayed. Click on the Element Name
of the CS1000 Element as highlighted in the red box shown below.

AVAYA

Avaya Unified Communications Management

SNMP Profiles
Secure FTP Token
Software Deployment
User Services
Administrative Users
External Authentication
Password
Security
Roles
Folicies
Certificates
Active Sessions
Tools
Logs

Metwork Host Name: 172.16.20.680  Software Version: 02.30.0036.00(6653)  User Hame admin
Elements
C8 1000 Senices
IF3ac Elements
Patches

Mew elements are registered into the security framewark, or may be added as simple hyperlinks. Click an element name to launch its management service. You can optionally filter the list by

entering a search term.

|
Add...

[] Element Name Element Type « Release Address
-[| CS1000 78 17216 2161
2 csllavaya.lab.com (primar. Linux Base 78 172.18.20.61
3[] 172162162 Media Gateway Controller 7.8 172.168.21.62

F s
Description
New
element
Base 0%
element.
New
element.

HG; Reviewed:
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The CS1000 Element Manager System Overview page is displayed as shown below.

AVAYA

CS1000 Element Manager

- UCM Hetwork Services

- Home

+Links

+ System

- Customers

+Routes and Trunks

+ Dialing and Numbering Plans
+Phones

+Tools

+ Security

Managing: 172.46.21.61 Ussmame: agmin
System Overviev,

System Overview

IP Address: 172.16.21.61
Type: ~vaya Communication Server 1000E CPMG128 Linux
Wersion: 4421
Release: 765 P +
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5.1.2. Login to the Call Server Command Line Interface (CLI)

Use Putty to log in to the Signaling Server with the admin account. Run the command “cslogin”
and “logi” with the appropriate admin account and password, as shown below.

login as: admin

bwaya Inc. Linux Base 7.65
The szoftware and data stored oh this svstem are the property of,
or liecensed to, Avaya Inc. and are lawfully available only
to authorized users for approved purposes. Unauthorized access
to any software or data on this system i1s strictly prohibited and
punishable under appropriate laws. If vou are not an authorized
uzer then do not try to login., This system way be mohitored for
operational purposes at any tine.

adminfl72.16.20.60's pazsword:
Last login: Thu Feh 27 16:55:30 2014 from 172.16.5.250
[adminfcslk ~]§ ca2login

JECOS54 A dewvice hasz connected to, or disconnected from, a pseudo tty without authentica
ting

TTY 15 SCH MTC EBUG OSSN 10:24
OVL111 IDLE u]

>logi

USERID? admin

PAZS?

TTY #15 LOGGED IN ADMIN 1

The software and data stored on this svstem are the property of,
or lieensed to, Avayva Inc. and are lawfully available only to
authorized users for approved purposes. Unauthorized access Lo
any software or data oh this systew is strictly prohibited and
punishable under appropriate laws. If you are not an authorized
uszer then logout immediately. Thiz systewn mwavy be mwonitored for
operational purposes at any tine.

0:25 zZ8/2/2014

e
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5.2. Administer IP Telephony Node

This section describes how to configure an IP Telephony Node on the CS1000.

5.2.1. Obtain Node IP address

These Application Notes assume that the basic configuration has already been done and that a
Node has already been created. This section describes the steps for configuring a Node (Node ID

1006) in the CS1000 IP network to work with Bell Aliant.

Select System - IP Network - Nodes: Servers, Media Cards. The following is the display of
the IP Telephony Nodes page. Click on the Node ID of the CS1000 Element (e.g., 1006).

AVAYA €51000 Element Manager

N . Managing: 172.46.24.61 Ussrnams: admin
UCH Hetwork Services System » [P Network » [P Telephony Hodes

-Home
+ Links IP Telephony Nodes
- System Click the Mode D to view ar editits properties
+Alarms
- Maintenance
+Care Equipment
- Peripheral Equipment
~IP Metwark [] Nede D+ Components Enabled Applications ELANIP NodeMLAM IPv4  Node/TLAN IPvG
~artenanos srd Repots O] Senices. Gatowat (SPOw) ° 72182050
- Media Gateways X
_7ones Show: MNodes [[] Compenent servers and cards IPvé address

- Host and Route Tables
- Network Address Translation (NAT)
- Qo8 Thresholds
- Personal Directories
- Unicode Name Directary
+Interfaces
-Engineered Values
+Emergency Services
+Software
- Customers
+Routes and Trunks
+ Dialing and Numbering Plans
+Phones
+Tools
+ Security

Print | Refresh
Status

Synchronized
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The Node Details screen is displayed below with the IP address of the CS1000 node. The Node
IPv4 address is a virtual address which corresponds to the TLAN IP address of the Signaling
Server, SIP Signaling Gateway. The SIP Signaling Gateway uses this Node IPv4 address to

communicate with other components for call processing.

AVAYA €S1000 Element Manager

_ ; Managing: 172.18.21.81 Username: admin
UCH Network Services System s [P Network » [P Telephony Nodes » Nods Details

-H

e Node Details (ID: 1006 - SIP Line, LTPS, IP Media Services, Gateway ( SIPGw )
- Virtual Terminals

- System
+Alarms Nade ID

- Waintenance

+Core Equipment o 7916 3 A 2 (Pud o
~ Peripheral Equipment Call server I address: (17216 21 61 TLAM address typel (3 [Pvd anl
- 1P Network O IPv4and IPvE
Embedded LAN (ELAN) Telephony LAN (TLAN)
edia Gateways Gateway IP address: [172.16.21.254 |ncce IPu address® |172.16.20.60

anes
ost and Route Tables
etwork Address Translation ( Subnetmask: |255 255 255 0 Subnetmask: | 255 2552550

- Qo8 Thresholds

- Personal Directories

- Unicode Name Directory
+Interfaces IP Telephony Node Properties Applications (click to edit configuration)
-Engineered Values N "

+ SIF Line

.l and Codecs
+Emergency Senvices . "
+3oftware
. P
- Customers . + Personal Directories (PD
+Routes and Trunks . beril + Presence Publi
+ Dialing and Numbering Plans o MCDN Aternative Routing Treatment (MALT) Causes o P Media Services
+Phones
+Tools

+ Security * Required Value

Associated Signaling Servers & Cards

Select to add v Print | Refresh
[] Hostname « Tipe Deplaoyed Applications ELANIP TLAN IPvd Role

SIP Line, LTPS, Gateway
[1 es1k Signaling_Server (SIPIH323), PD, Presence 172162181 172162081 Leader

Publisher, IP lledia Serices
Show:

Note: Only server|
avalable in the e

that are not part of any other P telephony noge and deployed application(s) that match the service(s) sslected for this noge are

ruers list
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5.2.2. Administer Terminal Proxy Server

Continue from Section 5.2.1. On the Node Details page, select the Terminal Proxy Server
(TPS) link as shown below.

AVAYA €S1000 Element Manager

_ p Managing: 172.16.21.61 Username: admin
acm Metwork Services System » |F Network » P Telephony lodes » Node Detals
-Home
+Links Node Details (ID: 1006 - SIP Line, LTPS, IP Media Services, Gateway ( SIPGw ))
- System
+Alarms
- Waintenance

+Core Equipment Mede ID:
::;Er’:i:fl;fl‘f””'”““*”‘ Call server IP address: 172 16.21 61 TLAN address bpe: &) pud onl
7 O IPvs and IPvE
- Media Gateways Embedded LAN (ELAN) Telephony LAN (TLAN)
e Route Tablos Gateway IP address: [172.16.21.254 Mode Pvd address: | 172.16.20.60
- Netwark Address Translation (NAT)
~ Qo8 Thresholds Subnetmask: |255.255.255.0 Subnst mask: | 255.255.255.0
- Personal Directories
- Unicode Mame Directory
+Interfaces
-Engineered Values IP Telephony Node Properties Applications (click to edit configuration)
+Emergancy Serices * Yoice Gatey and Codecs e SIPLine
+ Software + Cuality i + Temmina L
- Customers P + Golewa, SlPGn.
+Routes and Trunks + SNTP .
+ Digling and Numbering Plans + Numbering Zones .
+Phones o LICDN Aternative Routing Treatment (MALT) Causes o P ledia Senices
+Tools
+ Security

- Requredvaks (e
Associated Signaling Servers & Cards

Select to add v Print | Refresh

[] Hostname « Type Deployed Applications ELANIP TLAM IPv4 Role
SIP Line, LTPS, Gateway
[ es1k Signaling_Server (SIP/H323), PD, Presence 172.18.21.61 172.18.20.61 Leader

Fublisher, IF Media Serices
Show:

Hote: Only e
avalable in the

r(s) that are not part of any other P telephony node and deployed application(s) that match the service(s) selected for this node are
rvers list

The UNIStim Line Terminal Proxy Server (LTPS) Configuration Details screen is displayed
as shown below. Check the Enable proxy service on this node check box and then click Save.

AVAYA 81000 Element Manager

_ ;i Managing: 172.16.21.61 Username: admin

:CM Hetwork Services System » IP Network » IP Telephony Nodes » Node Detaile » UNIStim Line Terminal Proxy Server (LTPS) Configuration
-Home
+Links Node ID: 1006 - UNIStim Line Terminal Proxy Server (LTP 8) Configuration Details
- System

+Alarms

Firmware | DTLS | Network Connect Server
- Waintenance

+Core Equipment
- Peripheral Equipment
- 1P MNetwarl
[- Nodes: Servers. Wedia Cards | Firmwsare
- Maintenance and Reports
- Media Gateways
-Zones
- Hostand Route Tables
- Network Address Translation (NAT) Server AccountUser |D:
- Qo8 Thresholds
- Persanal Directories Password
- Unicode Narme Directory
+Interfaces DTLS
-Engineered Values
+Emergency Senices DTLS palicy: | OF 4
+3oftware
- Customers
+Routes and Trunks
+ Dialing and Humbering Plans
+Phones
+Tools Hetwork Connect Server
+ Security

UNIStim Line Terminal Proxy Server: Enable proxy service on this node I &

IP address: (0000

Fullfile path: | downloadfirmwa

Brimar: metanrk rannect sarar (TI AR IR addrace: (NN AN ™

Note: Changes made on this page will NOT be C
= Required Value. L4 ancel
Requrred Value transmitted untilthe Nog is also saved. (===
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5.2.3. Administer Quality of Service (QoS)

Continue from Section 5.2.2. On the Node Details page, select the Quality of Service (QoS)

link as shown below.

AVAYA €S1000 Element Manager

_ ; Managing: 172.18.21.61 Username: admin
acm Hetwork Services System » I? Hetwork » IP Telephony Nodes » Node Detaile
-Home

+Links Node Details (ID: 1006 - SIP Line, LTPS, IP Media Services, Gateway ( SIPGw ))

- System
+Alarms
- Waintenance
+Core Equipment
- Peripheral Equipment
- P Network

MNode ID: 0-g

Call server IP address: (172 16 21 61 TLAN address type: (& [Pyd anl

O IPvd and IPvE

—TWalnfenance an
- Media Gateways
-Zones
- Hostand Route Tables
- Netwark Address Translation (NAT)
- Qo8 Thresholds
- Personal Directories
- Unicode Mame Directory

+Interfaces

-Engineered Values

+Emergency Sernvices

+3oftware
- Customers
+Routes and Trunks
+ Dialing and Humbering Plans
+Phones
+Tools
+ Security

Embedded LAM (ELAN) Telephony LAN (TLAN)

Gateway IP address: |172.16.21.254 Mode IPv4 address: | 172.16.20.60

Subnetmask: 255 255.255.0 Subnetmask: | 2552652650

IP Telephony Node Properties Applications (click to edit configuration)

Personal Dire:
Presence P
IP Iedia Services

Numbering Zones
LCDM Aternative Routing Treatment (MALT: Causes

* Required Value

Associated Signaling Servers & Cards

Select to add v

[] Hostname « Type Deployed Applications

SIP Line, LTPS, Gateway

ELANIP TLAM IPvd

Print | Refresh

Role

Leader

[ es1k Signaling_Server (SIP/H323), PD, Presence 172.18.21.61 172.18.20.61
Fublisher, IF Media Serices
Show:
Hote: Only s s) that are not part of any other IP telephony node and deployed application(s) that match the service(s) selected for this node are
available in th ers list

The Quality of Service (QoS) screen shown below will be displayed. Accept the default

Diffserv values. Click the Save button.

AVAYA €81000 Element Manager

N . Managing: 172.46.24.61 Ussrnams: admin
acm Network Services System » [P Network » [P Teleshony Nodes » Noge Details » Qualty of Service (QoS
- Home

+Links Node ID: 1006 - Quality of Service (Qo8)

- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Network

Diffserv Codepoint (DSCP)
Enable Avaya automatic QoS [

Control packets: |40 083

/oice packets: |46 0-63
WLAM tagging: [] 802.1Q support
-Hastand Route Tables 50212 bits value (802.1P) 07

- Network Address Translation (NAT)

- Qo8 Thresholds

- Personal Directories

- Unicode Name Directary
+Interfaces

-Engineered Values

+Emergency Services

+Software
- Customers
+Routes and Trunks
+ Dialing and Numbering Plans
+Phones
+Tools
+ Security

= made on this page will NOT be

= Required Value
Requirsd Walus ed until the Node is also saved
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5.3. Administer Voice Codec
This section describes how to configure Voice Codecs on the CS1000.

5.3.1. Enable Voice Codec, Node IP Telephony.

Select System = IP Network - Nodes: Servers, Media Cards from the left pane, and in the
IP Telephony Nodes screen displayed, select the Node ID of the CS1000 system (not shown).
The Node Details screen is displayed. On the Node Details page shown below, click on Voice

Gateway (VGW) and Codecs.

AVAYA €81000 Element Manager

- UCM Hetwork Services
-Home
+Links

Managing: 172.16.21.61 Username: admin
System » IP Network » IP Telephony Nedes » Node Details

Node Details (ID: 1006 - 8IP Line, LTP S, IP Media Services, Gateway ( SIPGw ))

- System

+Alarms

- Maintenance

+Core Equipment

- Peripheral Equipment

- IP Network
—Tlainfenance and Repons
- Media Gateways
- Zones
- Host and Route Tables
- Network Address Translation (NAT)
- QoS Thresholds
- Personal Directories

Naode ID:

Call server IP address: |172.16.21.61 TLAN address typel & Pys anly
O IPv4 and IPvG
Embedded LAH (ELAN)
Gateway IF address: |172 16 21 254

Telephony LAN (TLAN)
Mode IPv4 address: | 17216 20 60

Subnetmask: |255 255 2550 Zubnetmask: |255 255 285 0
- Unicode Name Directary

+Interfaces
-Engineered Values
+Emergency Semvices
+Software

- Customers

+Routes and Trunks

+ Dialing and Humbering Plans

+Phones

+Tools

+ Security

IP Telephony Mode Properties Applications (click to edit configuration)

SIP Line

Lumbering Zones
IICDN Aternative Routing Treatment (MALT) Causes

* Required Valug,

Save

Associated Signaling Servers & Cards
Select to add v Frint | Refresh

[] Hestname =

Type Deployed Applications ELAN IP TLAM IPv4 Role
2IF Line, LTPS, Gateway
[ estk Signaling_Server (SIP/H223), PD, Presence 172.16.21.61 172.16.20.61 Leader
Publisher, IP Media Services
Show:
Note: Only at are not part of any other IP telephony node and deployed application(s) that match the service(s) selectsd for this node are
available in t list .
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The Voice Gateway (VGW) and Codec screen is displayed below. Bell Aliant supports codecs
G.711MU, G.711A and G.729A (Bell Aliant preferred codec order) with Voice Activity

Detection (VAD) disabled.

The values for the G711 Voice Codec are shown below; ensure that VVoice Activity Detection

(VAD) is unchecked.

AVAYA €S1000 Element Manager

_ r Managing: 172.16.21.61 Username: admin
al:l'.'l Hetwork Services tem » IP Network » IP Telephony Nodes » Hode Detaile » VGV and Codecs
-Home
+Links Node ID: 1006 - Voice Gateway (VGW) and Codecs
- System
+Alarms

- Waintenance
+ Core Equipment
- Peripheral Equipment

General | Yoice Codecs | Fax
Voice Codecs

Codec G711
-1P wark

- Maintenance and Reports
- Media Gateways
-Zones
- Hostand Route Tables
- Network Address Translation (NAT)
- Qo8 Thresholds

- Personal Directories
- Unicode Name Directory
+Interfaces

~
Enabled (required
/oice payload size: | 20 v | (millzeconds per frams
Voice playout jitter buffer) delay. |40 ~| |80 +

MNaeminal Maximum

Maximum delay may ke automatically adjusted hased on nominal
settings

[] voice Activity Detection (vAD}

-Engineered Values
+Emergency Senvices
+3oftware

- Customers

+Routes and Trunks

+ Dialing and Numbering Plans

+Phones

+Tools

+ Security

* Required Value

Yoice playout gitter buffer) delay

Codec G722 [] Enabled

Yoice payload size

MNoeminal Maximum

aximum delay may be automatically adjusted based on nominal
seftings

Codec G729 Enabled

/oice payload size. | 20 v |

Note: Changes made on this page will NOT be
transmitted until the Node is also ed.

.
Coe ] (o)

The values for the G729 Voice Codec are shown below, ensure that Codec G729 Enabled is

checked and Voice Activity Detection (VAD) is unchecked.

AVAYA €S1000 Element Manager

- UCHM Network Services
-Home
+Links
- System
+Alarms
- Waintenance
+Core Equipment
- Peripheral Equipment
- 1P Netwarl
—Talnfenance an
- Media Gateways
-Zones
-Hostand Route Tables
- Network Address Translation (NAT)
- Qo8 Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces
-Engineered Values
+Emergency Senvices
+Zoftware
- Customers
+Routes and Trunks
+ Dialing and Humbering Plans
+Phones
+Tools
+ Security

Managing: 172.16.21.61 Username: admin

* Required Value

System » IP Network » IP Telephony Nodes » Mode Detaile » VGV and Codecs

Node ID: 1006 - Voice Gateway (VGW) and Codecs

General | Voice Codecs | Fax

Codec G729 Enabled

Voice payload size: | 20 v | im

Voice playout (jitter buffer) delay: |40 » | |80 w |«
MNaominal Maximum

Maximum delay may ke automatically adjusted hased on nominal
settings.

[] Voice Activity Detection (VAD}
Codec G723.1: [] Enabled
Yoice payload size: 30 im
/oice playout (jitter buffer) dela

Naminal Maximum

Maximum delay may be automatically adjusted based on naminal
settings.

Caoding rate.

Codecname: T.38 FAX

Note: Changes made on this page will NOT be
transmitted until the Node is also ed.

v
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For Fax over IP, Bell Aliant supports G.711Mu pass-through (T.38 is not supported). (Refer to

Section 2.2).

The following screenshot shows the General settings. Modem/Fax pass-through is selected for
Node 1006; this enables the G.711 codec to be used for fax calls between the CS1000 and Bell

Aliant. The V.21 Fax tone detection should be unchecked to disable T.38 fax capability on the
SIP Trunk. Click the Save button.

AVAYA €81000 Element Manager

- UCM Hetwork Services
-Home
+Links
- System
+Alarms
- Maintenance
+ Care Equipment
- Peripheral Equipment

- Maintenance and Reports
- Media Gateways
- Zones
- Host and Route Tables
- Network Address Translation (NAT)
- Qo3 Thresholds
- Personal Directories
- Unicode Name Diractory
+Interfaces
-Engineered Values
+Emergency Services
+Software
- Customers
+Routes and Trunks
+ Dialing and Humbering Plans
+Phones
+Tools
+ Security

Managing: 172.16.21.61 Username: admin
System » IP Hetwork » IP Telephony Nodes » Node Details » WGV and Codecs

* Required Value,

Node ID: 10086 - Voice Gateway (VGW) and Codecs

General | Voice Codecs | Fax

Echa cancellation: Use canceller, with tail delay. | 128
Dynamic attenuation

Voice activity detection threshold: |17 (-20 - +10 DB

ldls noise leval |65 3 3
Signaling options: DTMF tone detection
O tency mode
TIMF delay (squelch DTIF fram TOM ta IP)

dem

x pass-thraugh|

V.21 Faxtone detection

[ R factor calculation

Voice Codecs

Codec G711 Enabled (required;
Yoice payload size: | 20 # | (milizeconds per frame
Voice nlavout fiitter buffert delayv: 140 w1180 s | i

Note: Changes made on this page wil NOT be Sae
transmitted unti the Nods is aleo saves

v
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5.3.2. Synchronize the New Configuration

Continue from Section 5.3.1. Clicking on the Save button above will return to the Node Details
page shown below, click on the Save button shown below.

AVAYA C€S1000 Element Manager

_ ; Managing: 172.18.21.81 Username: admin
UCH Network Services System s [P Network » [P Telephony Nodes » Node Details

-Home
_ Links Node Details (ID: 1006 - SIP Line, LTPS, IP Media Services, Gateway ( SIPGw })
- Virtual Terminals
- System
+Alarms Nade ID:
- llaintenance
+ Core Equipment - . 7916 6 A -
_ Peripheral Equipment Call server IP address: |[172.16.21.61 TLAN address type: (3 [Pvd anl
P - O IPv4 and IPVG
Embedded LAN (ELAN) Telephony LAN (TLAN)
- ledia Gateway:
[ Uedia Gateways Gateway IP address: [172.16.21.254 Node IPv4 address: | 172.16.20.60
-Haost and Route Tables
- Network Address Translation | Subnetmask: 255 255.255.0 Subnetmask: | 255 255.255.0
- Qo8 Thresholds
- FPersonal Directories
- Unicode Mame Directary
+Interfaces IP Telephony Hode Properties Applications (click to edit configuration)
Emeraene Senvess 121 (G0 and Codecs » SFlne
+°-:fr-v§re =R * Terminal Server (TPS
Softy .  Gateway {
- Customers . e Personal Directories (PD
+Routes and Trunks * Numbering Zones « Fresence Publisher
+ Dialing and Humbering Plans = [ICDM Aternative Routing Treatment (MALT: Causes * P lledia Services
+Phones
+Tools
+ Security

* Required Valus

Associated Signaling Servers & Cards

Select to add  + Print | Refresh
[] Hostname « Type Deployed Applications ELAN IP TLAM IPvd Role
SIP Line, LTPS, Gateway
[ es1k Signaling_Server (SIP/H323) PD, Presence 172162181 172 16.20 81 Leader
Publisher, IP Wedia Serices
Show:
Note: O

hat are not part of any other P telephony node and deployed application(s) that match the service(s) selected for this node are

available list

The Node Saved screen is displayed. Click on Transfer Now.

AVAYA €$1000 Element Manager

_UCM Hetwork Services Managing: 172.16.21.61 User’nama_: admin
System » P Metwork » |P Telephony Hodes » MNode Saved

-Home -
_Links Node Saved
- Virtual Terminals
- System - -
+ Alarms Mode ID: 1008 has heen saved on the call server.
- Waintenance
+Core Equipment The new configuration must alse be transferred to associated servers and media cards.
- Peripheral Equipment
- 1P Network

~MNodes. Servers Media Cards Transfer Now... fou will be given an option to selectindividual servers, or transfer to all.
—TTalntenance and Repons
:[;;?;-;atewa;s Show Nodes You may initiate a transfer manually at a later time.

-Host and Route Tables
- Network Address Translation {
- QoS Threshalds
- Personal Directories
-Unicode Name Directory
+Interfaces
-Engineered Values
+Emergency Services
+3oftware
- Customers
+Routes and Trunks
+ Dialing and Numbering Plans
+Phones
+Tools
+ Security
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The Synchronize Configuration Files screen is displayed. Check the Signaling_Server check
box (cs1K) and click on the Start Sync button.

AVAYA C€S1000 Element Manager

::E::em“m Services Hanaging: 157,\?5.(:&2;}?leur:c;lilsl\lpl ﬁi"ﬁ.!:\ Nodes » Synchronize Configuration Files
_Links Synchronize Configuration Files (Node ID <1006>)
- Virtual Terminals
- fyf":ﬁms ‘Nme: Select components to synchrenize their configuration files with call server data. This process transfers server INIfiles to selected

components, and requires a restart® of applications on affected server(s) when complete.
- Maintenance

+Core Equipment |[ Start Sync_ | Cancel ][ Restart Applications
- Peripheral Equipment

Print | Refresh

Hostname Type

Applications Synchronization Status
SIP Line, LTPS
Gateway (SIP/H323

Signaling_Server FD, Presence Sync required
-Hostand Route Tables zg:\:;l;:r P Hieaiz
- Network Address Translation ( ===

- Qo8 Thresholds
- Personal Directaries
- Unicode Mame Directary
+Interfaces
-Engineered Values
+Emergency Services
+Software
- Customers
+Routes and Trunks
+ Dialing and Mumbering Plans
+Phones
+Tools
+ Security

ired for inttial system configuration or if changes have
sork connectivity related parameters Ik ports and P addr

2n made to general LAN configurations, SNTP settings, SIP and
enabling or disabling services, or adding or removing application

When the synchronization completes, check the Signaling Server (cs1K) check box again and
click on Restart Applications button.

AVAYA €S1000 Element Manager

_ p Managing: 172.16.21.61 Username: admin
:CM Hetwork Services ystem s P Network » [P Telephony Hodes » Synchronize Configuration Files
-Home
_Links Synchronize Configuration Files (Node ID <1006>)
- Virtual Terminals
- System Mate: Select compenents te synchronize their configuration files with call server data. This process transfers server INI files to selected
+Alarms components, and requires a restart® of applications on affected server(s) when complete.
- Maintenance
+Core Equipment Start Sync_| [ Cancel Restart Applications Print | Refresh
- Peripheral Equipment [ 1 ;]H Do ]
-1P M

Hostname Type

vers, hedia Cards
- Maintenance and Reports
- lMedia Gateways

Applications Synchronization Status
SIP Line, LTPS
Gateway (SIP/H323

_Zones Signaling_Server FD Fresence Synchronized
Publisher, IF Media

-Haost and Route Tables Services

- Network Address Translation ( ===

- Qo8 Thresholds
- Personal Directories
- Unicode Mame Directary
+Interfaces
-Engineered Values
+Emergency Services
+Software
- Customers
+Routes and Trunks
+ Dialing and Numbering Plans
+Phones
+Tools
+ Security

red for initial system configuration or if changes have
¢ connectivity related parameters lie ports and IF a

made to general LAN configurations, SNTP settings, SP and
biing or dizabling services, or adding or re

ving application
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5.3.3. Enable Voice Codec on Media Gateways.

From the left menu of the Element Manager page, select the System - IP Network - Media
Gateways menu item. The Media Gateways page will appear (not shown). Click on the IPMG
(not shown) and the IPMG Property Configuration page is displayed (not shown), click next (not
shown), scroll down to the Codec G711, and uncheck VAD for codec G711. Check Codec
G729A and uncheck VAD for codec G729A, as shown below. Scroll down to the bottom of the
page and click Save (not shown).

AVAYA €§1000 Element Manager

- UCM Network Services -Codec G711 Select -

-Home Codec name G711
+Links =
_ System Voice payload size | 20 msframe
+Alarms Voice playout (jitter buffer) nominal delay | 40 »
- Maintenance ) )
+Care Equipment Wadifications may cause changes to dependent settings
- Peripheral Equipment Voice playout (jitter buffer) maximum delay 80
- Iprz{:edrg?rzer'ers Media Cards Medifications may cause shanges to dependent settings
- [Maintenance and Reports I VAD [] I
ones -Codec G729A Selectl
- Host and Route Tables Codec name G7294
- Network Address Translation (
_ Q0% Threshalds Voice payload size |20 v | marame

- Personal Direciories Voice playout (jitter buffer) nominal delay 40

- Unicode Name Directory
+Interfaces Medifications may cause chang
-Engineered Values

+Emergency Senices
N Smg,e : ause changes to dependent settings

sdifi y
- Customers

+Routes and Trunks

er)

settings

m delay 80 w

- Dialing and Numbering Plans SlEEiCe (ETRE select []
- Electronic Switched Netwark +Codec T38FAX Select
- Flexible Code Restriction
- Incoming Digit Translation +Qos
+$h°|”95 +Media Based CLID
+Tools
+ Security - Call Server LAN
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For Fax over IP, Bell Aliant supports G.711Mu pass-through (T.38 is not supported). (Refer to

Section 2.2).

Under VGW and IP phone codec profile, ensure that Enable V.21 FAX tone detection is
unchecked to disable T.38 fax capability on the SIP Trunk, and ensure that Enable modem/fax
pass through mode is checked. Click on the Save button.

AVAYA

- UCM Hetwork Services
-Home
+Links
- System
+Alarms
- Waintenance
+Core Equipment
- Peripheral Equipment
- IP Network
-Nodes: Servers, Media Cards

- Maintenance and Reports
- Media Gateways

- Zones
-Hostand Route Tables
- Network Address Translation {
- QoS Thresholds
- Personal Directories
-Unicode Name Directory
+Interfaces
-Engineered Values
+Emergency Services
+3oftware
- Customers
+Routes and Trunks
- Dialing and Numbering Plans
- Electronic Switched MNetwork
-Flexible Code Restriction
- Incoming Digit Translation
+Phones
+Tools
+ Security

€S1000 Element Manager

Hostname |DB1

-VGW and IP phone codec profile

Enable echo canceller
Echo canceller tail delay 128 +
Enable dynamic attenuation

Voice activity detection threshold |1

Idle noise level |
R factor calculation []
DTIIF tone detection

Enable low latency mode []

Remove DTMF delay (squelch DTIMF from TDM to
1P)

Enable modem fax pass through mode

Enable V.21 FAX tone detection []

+Codec G711
+Codec G720A
+Codec G723.1
+Codec T38 FAX
+QoS§

+Media Based CLID
+Call Server LAN

Fax TCF method | 2 v

FAX maximum rate | 14400 »

FAX playout nominal delay 100
FAX no activity timeout 20
FAX packetsize 30 »

Select

Select
select[]

Select

[ Cancel ]

[ vGW Channels

0-4DBM}

0-1DBM
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5.4. Administer Zones and Bandwidth

This section describes the steps to create bandwidth zones to be used by IP sets and SIP Trunks:
zone 5 is used by IP sets and zone 4 is used by SIP Trunks.

5.4.1. Create a zone for IP phones (zone 5)

The following figures show how to configure a zone for IP sets for bandwidth management
purposes. The bandwidth strategy can be adjusted to preference. Select System - IP Network
-> Zones from the left pane, click on the Bandwidth Zones as shown below.

AVAYA €$1000 Element Manager

- UCM Network Services Managing: 172.16.21.61 Username: admin
_Home System o [P Network » Zonss
+Links
- system Zones
+Alarms Zones are used to group related information for either bandwidth or dial plan numkbering purposes.
- Maintenance -
+Core Equipment Bandwidth Zones
- Peripheral Equipment Bandwidth zones are used for alternate routing of calls between IP stations and also for handwidth management
- IF Network .
- Nodes: Servers, Media Cards Numbering Zones
- Maintenance and Reports Mumbering zenes are used to route calls through a centralized call server,

- Media Gateways

-Hostand Route Tables

- Network Address Translation (NAT)
- QoS Thresholds
- Personal Directaries
- Unicode Mame Directary
+Interfaces
-Engineered Values
+Emergency Services
+Software
- Customers
+Routes and Trunks
- Dialing and Humbering Plans
- Electranic Switched Metwark
- Flexible Code Restriction
-Incoming Digit Translation
+Phones
+Tools
+ Security
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Click Add (not shown), select the values shown below and click on the Submit button.
e INTRA_STGY: Bandwidth configuration for local calls, select Best Quality (BQ).
e INTER_STGY: Bandwidth configuration for the calls over trunk, select Best Quality
(BQ).
e ZBRN: Select MO (MO is used for IP phones).

The values for Zone 5 are shown below; G711 will be used for local calls and for calls over the
SIP trunk.

AVAYA €$1000 Element Manager

_UCH Hetwork Services Managing: 172.46.24.61  Username: admin
_Home System » P Metwork » Zones » Bandwidth Zones » Bandwidth Zones € » Edit Bandwidth Zone » Zone Basic Property and Bandwidth Management
+Links
- System

+Alarms

- Maintenance

+ Core Equipment

- Peripheral Equipment

- IF Network

- Nodes: Servers, Media Cards

Zone Basic Property and Bandwidth Management

Input Description Input Value

Zone Number (ZONE): - 1.3

- Maintenance and Reports Intrazone Bandwidth (INTRA_BW): 1000000

319""3"'5 Intrazone Strategy (INTRA_STGY): | Best Quality (BQ v
—Hostand Route Tables Interzone Bandwidth (INTER_BW): | 1000000 10020000
- Network Address Translation (NAT)

- QoS Thresholds Interzone Strategy (INTER_STGY): | Best Cuality (BQ) -

- Personal Directaries
- Unicode Name Directary
+Interfaces
-Engineered Values
+Emergency Services
+Software
- Customers
+Routes and Trunks
- Dialing and Humbering Plans
- Electranic Switched Metwark
- Flexible Code Restriction
- Incoming Digit Translation
+Phones
+Tools
+ Security

Resource Type (RES_TYPE): | Shared (SHARED) v

Zone Intent (ZBRHN):

MO (MO} v

Description (ZDES): IPPHONES_G711

Location Name (ZHAME):

Reserved BW Block Size (RESERVED_BW_SIZE): O 200 - 8888888 )

Submit ] [ Refresh ] [ Cancel

5.4.2. Create a zone for virtual SIP trunks (zone 4)

Follow Section 5.4.1 to create a zone for the Virtual SIP Trunks with the following change. The
difference is in the Zone Intent (ZBRN) field; For ZBRN select VTRK for virtual trunk, and
then select Best Quality (BQ) for both INTRA _STGY and INTER_STGY, as shown below.
Click on the Submit button. For Bell Aliant, Zone 4 was created for the Virtual SIP Trunks.

AVAYA C€S1000 Element Manager

~ UCHM Hetwork Services Wanaging: 172.18.21.61 Username: admin
_Home System » IP Network » Zones » Bandwidth Zones » Bandwidth Zones 4 » Edit Bandwidth Zone » Zone Basic Property and Bandwidth 11anagement
+Links
- System
+Alarms
- Waintenance
+Core Equipment
- Peripheral Equipment
- IP Network

Zone Basic Property and Bandwidth Management

Input Description Input Value

Zone Humber (ZOME}): - 1.3

- Nodes: Servers, Media Cards

- Personal Directories
- Unicode Name Directory
+Interfaces
-Engineered Values
+Emergency Services
+3oftware
- Customers
+Routes and Trunks
- Dialing and Humbering Plans
- Electronic Switched Network
-Flexible Code Restriction
-Incoming Digit Translation
+Phones
+Tools
+ Security

~ aintenance and Reports Intrazone Bandvwridth (INTRA_BW): | 1000000

atewass Intrazone Strategy (INTRA_STGY): | BestQualiy BZ)  »
- Hostand Route Tables Interzone Bandwidth (INTER_BW): 1000000

- Network Address Translation (MAT;

- Q03 Thresholds Interzone Strategy (INTER_STGY): | Best Cuality (BQ) v

Description (ZDES)

Resource Type (RES_TYPE):
Zone Intent (ZBRHN):

Shared (SHARED) »
[TRK (VTRK) »
;| VTRKZONE_G711_FIRST

Submit ] [ Refresh ] [ Cancel
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5.5. Administer SIP Trunk Gateway

This section describes the steps for establishing a SIP IP connection between the SIP Signaling

Gateway (SSG) and Session Manager.

Select Customers in the left pane. The Customers screen is displayed.

Click on the link

associated with the appropriate customer, in this case 00. The system can support more than one

customer with different network settings and options.

AVAYA C€S1000 Element Manager

- UCH Network Services Managing: 172.18.21.61  Usernams: admin
- Home Customers

+Links

+ Systam Customers

+Routes and Trunks

- Dialing and Humbering Plans
- Electronic Switched Network
-Flexible Code Restriction
-Incoming Digit Translation

+Phones

+Tools

+ Security

Customer Number « Total Routes

1C- E

Refresh

Total Trunks
17

The Customer Details page will appear. Select the Feature Packages option from this page.

AVAYA C€S1000 Element Manager

- UCM Network Services Managing: 172.16.21.61 Username: admin
-Home Customers » Customer 00 » Customer Detail

+Links

+ Systam Customer Details

+Routes and Trunks

- Dialing and Numbering Plans Basic Configuration
- Electronic Switched Network
-Flexible Code Restriction

- Incoming Digit Translation

Application Madule Link
Aftendant

+Phones Call Detail Recording
+Tools Call Party Mame Display
+ Security

endant Service

Class of Service

Intercept Treatr

ISDM and ESM MNet,
Listed

Mabile
Multi-Party

Timers
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The screen is updated with a list of Feature Packages populated. Select Integrated Services
Digital Network to edit its parameters (not shown). The screen is updated with parameters
shown below under Integrated Services Digital Network. Check the Integrated Services
Digital Network (ISDN) check box, and retain the default values for all remaining fields as
shown below. Scroll down to the bottom of the screen, and click on the Save button.

AVAYA €81000 Element Manager

- UCHM Network Services - Integrated Services Digital Network Package: 145 o]
- Home +Dial Access Prefic on CLID table entry option
+Links
Integrated Services Digital Metwork: [v]
+ System ¢ ¢
-Virtual private network identifier: |1 2232
+Routes and Trunks . )
- Dialing and Humbering Plans - Private network identifier: | 1 282,
- Electronic Switched Metwark N
- Flexible Code Restriction -Hode DN
- Incoming Digit Translation Multi-location business group: [
+Phones
+Tools Business sub group consult-enly: |6553
+ Security
Prefix 1
Prefix 2
Home number plan area code
Prefix for central office
Lacal steering code!
Calling number type: | CLID feature displays the set's Prime DN«
Redirection countfor ISDM calls: |5+
CLID information for incoming/outgeing calls: | Mo manipulationis done v
Public service telephaone netwarks: []
+Hetwork Attendant Service Package: 158
+ Flexible Humbering Plan Package: 160
+Trunk Failure Monitor Package: 182
+Radio Paging Package: 187
+ Commonwealth of Independent States -Trunk Package: 221
+Called Party Control on Internal Calls Package: 310
+113900 Product Enhancement Package: 386
+IP Media Services Package: 422
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5.5.1. Administer the SIP Trunk Gateway to Session Manager
Select System = IP Network - Nodes: Servers, Media Cards from the left pane, and in the

IP Telephony Nodes screen displayed, select the Node ID of this CS1000 system. The Node
Details screen is displayed as shown in Section 5.2.1.

On the Node Details screen, select Gateway (SIPGw) (not shown).

Under the General tab of the Virtual Trunk Gateway Configuration Details screen, enter the
following values (highlighted in red boxes) for the specified fields, and retain the default values
for the remaining fields as shown below. The parameters (highlighted in red boxes) are filled in
to match values entered under SIP Entity Link in Session Manager (shown in Section 6.6).

e Vitrk gateway application: SIP Gateway (SIPGw).

e SIP domain name: avaya.lab.com
e Local SIP port: 5085.
e Gateway endpoint name: CS1KGateway.
e Application node ID: 1006.
AVAYA €S1000 Element Manager
p Managing: 172.16.21.61 Username: admin
'acm Network Services System s [P Network » [P Telephony Noges » Node Detals » Vitual Trunk Gateway Configuration
-Home
+Links Node ID: 1006 - Virtual Trunk Gateway Configuration Details
- System
+Alarms General | SIP Gateway Seffings | SIP Gateway Services
- Waintenance
+ Core Equipment Wirk gateway application: Enahble gateway service on this node i
- Peripheral Equipment
-IP Network
General Virtual Trunk Network Health Monitor
—TTalmenance and Repons
- Media Gateways Wirk gateway application: | SIP Gateway (SIPGw)
- Zones [ Monitor IP addresses (listed below)
- Hostand Route Tables SIP domain name: |avaya.lab.com ) P JTE, -
_ Network Address Translation (MAT }!i‘slnuahsm will be captured for the IP addresses listed
- QoS Thresholds Local SIP port 5085 1-85538 -
- Personal Directories Wanitar [P
- Unicode Name Directory . . —
+Interfaces Gateway endpoint name: |CS1KGateway -
- Enginsered Valuss onitor addresses
+Emergency Senices Gateway password
+3oftware
- Customers
[
+ Routes and Trunks Application node 1D° 1006 |
- Dialing and Humbering Plans .
- Electronic Switched Network Enable failsafe NRS: []
-Flexible Code Restriction Note: FailZafe NRS oe ena
- Incoming Cigit Translation 3
+Phones
B e Note: Changes made on this page will NOT be San =
+Tools Required Value transmitted unti the Node is also saved Save
+ Security
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Click on the SIP Gateway Settings tab. Under Proxy or Redirect Server, enter the values
highlighted in red boxes for the Primary TLAN, and Secondary TLAN if one exists, and retain
the default values for the remaining fields as shown below. For the compliance testing only the
Primary TLAN was configured. Values shown correspond to the IP address, Port, and Transport
protocol of the Session Manager SIP Entity (created in Section 6.5).

AVAYA €81000 Element Manager

_UCM Hetwork Services Managing: 172.16.21.61 Username: admin

- Home
+Links Node ID: 1006 - Virtual Trunk Gateway Configuration Details
- System
+Alarms
- Maintenance
+Core Equipment Proxy Or Redirect Server:
- Peripheral Equipment Proxy Server Route 1:
- P Network,

Nodes: Servers. Media Cards Frimary TLAN IP address: |172.16.5.32

System » IP Network » [P Telephony Nodes » Nede Details » Virtual Trunk Gateway Configuration

General | 8IP Gateway Settings | SIP Gateway Senvices

~Taintenance and Repons
- Media Gateways

- Zones —
- Hestand Route Tables Port: |5085 Toss
- Network Address Translation (MAT)
- Q05 Thresholds Transport protacel: |UDP v
_ Ei:i;gslﬂﬁzgﬁzm Options: [ Support registration
+Interfaces [ Frimary CDS prox:
-Engineered Values
+Emergency Services
+Software Secondary TLAN IP address: |0.0.0.0
- Customers The IP a an have either IPv4 or IPv6 format bazed on the value of "TLAN
+Routes and Trunks
- Dialing and Numbering Plans - —
- Electranic Switched Netwark Port [5060 ToEsEE
- Flexible Code Restriction
- Incoming Digit Translation Transpert protocol. | UDP v

Ph 4
+Phones
Note: Changes made on this page will NOT be Save Cancel
transmitted until the Node is also saved

+Tools * Required Value.

On the same page shown above, scroll down to the SIP URI Map section, entries shown below
were used during the compliance testing:

Under the Public E.164 Domain Names, for:
e National: blank.

Subscriber: blank.

Special Number: PublicSpecial.

Unknown: PublicUnknown.

Under the Private Domain Names, for:
UDP: udp.

CDP: cdp.udp.

Special Number: PrivateSpecial.
Vacant number: PrivateUnknown.
Unknown: UnknowUnknown.

Note: The SIP URI Map entries shown above were used during the compliance testing; it is
possible that in customer environments other values are used.
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Click on the Save button and synchronize the new configuration as shown under Section 5.3.2.

AVAYA €81000 Element Manager

- UCM Hetwork Services
- Home
+Links
- System
+Alarms
- Maintenance
+Care Equipment
- Peripheral Equipment

—TTaimenance and Repars
- Media Gateways

- Zones

- Host and Route Tables

- QoE Thresholds
- Personal Directaries
- Unicode Mame Directary
+Interfaces
-Engineered Values
+Emergency Services
+Software
- Customers
+Routes and Trunks
- Dialing and Numbering Plans
- Electronic Switched Metwark
- Flexible Code Restriction
-Incoming Digit Translation
+Phones
+Tools
+ Security

- Network Address Translation (NAT)

Managing: 172.16.21.61 Username: admin
System » IP Network » [P Telephony Nodes » Nede

Details » Virtual Trunk Gateway Configuration

Node ID: 1006 - Virtual Trunk Gateway Configuration Details

General | 3IP Gateway Seftings | SIP Gateway Senvices

SIP URI Map:
Public E164 domain names
MNatianal

Subscriber:
Special number. |PublicSpecial

Unknawn: |PublicUnknown

Private damain names
UDP: |udp

CDP: |cdp.udp
Special number: |PrivateSpecial
Vacant number. |PrivataUnknown

Unknawn: |UnknownUnknown

SIP Gateway Services
SIP Converged Desktop: [ ] Enable CD senvice
Service DN
Converged telephane call forward DN:
RAN route for announce
Waittime before RAN queue:

* Required Value.

Mote: Changes made on this p.
tranzsmitted until the Nede is also

vill NOT be

~

5.5.2. Administer Virtual D-Channel

Select Routes and Trunks - D-Channels from the left pane to display the D-Channels
screen. In the Choose a D-Channel Number field, select an available D-channel from the
drop-down list as shown below. Click on the to Add button.

AVAYA €81000 Element Manager

- UCM Hetwork Services

- Home

+Links

- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
+IF Network
+Interfaces
-Engineered Values
+Emergency Services
+Software

- Customers

- Routes and Trunks
- Routes and Trunks

D-Channels
—Thoral Trunk Interface

- Dialing and Numbering Plans
- Electronic Switched Metwark
- Flexible Code Restriction
-Incoming Digit Translation

+Phones

+Tools

+ Security

Managing: 172.46.21.61  Usemame: agmin
Routes and Trunks » D-Channels

D-Channels

Maintenance

D-Channel Diagnostics (LD 98

Netwark and Peripheral Equipment (LD 32, Virtual D-Channels)

[120L Dizgnostics (LD 95}
T1DI Diagnostics (LD 96)
D-Channel Expansion Diggnostics (LD 48}

Configuration

oseaD-Channel Mumber |1 ¥ | andtype: |[DCH  +

- Channel: 0 Type: DCH

- Channel: 96 Type:DCH

Description: VoIP
Description: SIPL_DCH
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The D-Channels 0 Property Configuration screen is displayed next as shown below (D-
Channel 0 was added for the compliance testing). Enter the following values for the specified

fields:

e D channel Card Type (CTYP): D-Channel is over IP (DCIP).
e Designator (DES): A descriptive name.
e Interface type for D-channel (IFC): Meridian Meridianl (SL1).
e Meridian 1 node type: Slave to the controller (USR).

e Release ID of the switch at the far end (RLS): 25.

AVAYA

€S1000 Element Manager

_ UCM Network Services Managing: 172.16.21.61 Username: admin ]
—Home Routes and Trunks » D-Channels » D-Channels 0 Property Configuration
-Links -
- Virtual Terminals D-Channels 0 Property Configuration
- System
+Alarms
- Maintenance N o :
+ Core Equipment -Basic Configuration _
- Peripheral Equipment Input Description Input Value
+IP Metwark Action Device And Number (ADAN:
+Interfaces
-Engineered Values D channel Card Type :
+Emergency Services
+Software Designator: ValP
- Customers Recavery to Primary: []
- Routes and Trunks
- Routes and Trunks PRIloop numhber far Backup D-channel
- D-Channels .
~Digial Trunk Interface User:
+ Dialing and Humbering Plans Interface type for D-channel:| Meridian Meridian1 (SL1 » |
Ph
+Phones Country: | ETS 300 =102 basic protecol (ETSI) v
+Tools
+ Security O-Channel PRI leop number:
Primary Rate Interface:
Secondary PRI2 loaps:
Meridian 1 nede type: | Slave to the centroller (USR) v
Release ID of the switch atthe farend: | 25+
Central Office switch type: | 100% compatible with Bellcore standard (STD) »
Integrated Services Signaling Link Maximum:
Signalling server reseurce capacity: 3700
-
+Feature Packages
Submit ] [ Refresh ] [ Delete ] [ Cancel
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On the same page scroll down and enter the following values for the specified fields:

e Advanced options (ADVOPT): check Network Attendant Service Allowed.

Retain the default values for the remaining fields.

AVAYA C€S1000 Element Manager

- UCM Hetwork Services - -

-Home

+Links

- System
+Alarms
- Waintenance
+Core Equipment
- Peripheral Equipment
+IP Network
+Interfaces
-Engineered Values
+Emergency Services
+Software

- Customers

- Routes and Trunks

—Baute d Trunks
-D-Channels|

- Digital Trunk Interface

- Dialing and Humbering Plans
- Electronic Switched Network
- Flexible Code Restriction
-Incoming Digit Translation

+Phones

+Tools

+ Security

Central Office switch type
Integrated Services Signaling Link Maximum:

Signalling server resource capacity

Primary D-channel for a backup DCH
- PINX customer number:

- Progress signal.

- Calling Line Identification

- Qutput request Buffers:

- D-channel transmission Rate: | 56 ki

- Channel Negotiation option.

- Remate Capabilities:

- B channel Service messaging

- Layer 3 call control message count per 5 secand [,

time interval

- Mumber of Status Enquiry Messages sent within
128 ms:

- Map channel numher te timeslots on a PRIZ loop

—Qverlap Timer

- Multilocation Business Group

100% cempatible with Bellcere standard (3TD) »

3700

's when LCHT is AMI(Z6K] v

Mo alternative acceptable, exclusive. (1}

O

- Network Attendant Service Allowed

+

+Feature Packages

Submit ][ Refresh ][ Delete H Cancel ]
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Click on the Basic Options (BSCOPT) link and click on the Edit button for the Remote
Capabilities, attribute as shown below.

AVAYA C€S1000 Element Manager

- UCM Hetwork Services
-Home
+Links
- System
+Alarms
- Waintenance
+Core Equipment
- Peripheral Equipment
+IP Network
+Interfaces
-Engineered Values
+Emergency Services
+Software
- Customers
- Routes and Trunks
auts d Trunks
hannels|
- Digital Trunk Interface
- Dialing and Humbering Plans
- Electronic Switched Network
-Flexible Code Restriction
- Incoming Digit Translation
+Phones
+Tools
+ Security

FPRIloop number for Backup D-channel.
User

Interface type for D-channel.

Countr,

D-Channel PRI lzop number:

Primary Rate Interface:

Secondary PRIZ loops.

Meridian 1 node type:

Release |0 of the switch atthe far end
Central Office switch type

Integrated Services Signaling Link Maximum:
Signalling server resource capacit,
Primary D-channel for a backup DCH:

- PINX customer number:

- Progress signal.

- Calling Line Identification

- Qutput request Buffers:

- D-channel transmissian Rate:

- Channel Negotiation o

Meridian Meridian1 (SL1) v

ETS 300 =102 basic protocol (ETSI) v

Zlave to the contraller (USR} -
25 v

100% cempatible with Bellcere standard (3TD) »

3700
v
v
v
32 -
56 kb/s when LCMT is AMI (56K v

Mo alternative acceptable, exclusive. (1)

- B channel Service messaging.
+

+Feature Packages

Submit ][ Refresh ][ Delete H Cancel ]

O
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The Remote Capabilities Configuration page will appear. Check ND2 and MW!1 (if mailboxes

are present on the CS1000 Call Pilot) checkboxes as shown below.

Click on Return — Remote Capabilities button.

Click on the Submit button shown at the bottom of the previous screen.

AVAYA €81000 Element Manager

_UCH Network Services Diversion info. is sent using object identifier (DV10) []

- Home Rerouting requests processed using integer value (DV21) []
+Links Rerouting requests processed using object identifier (DV20) []
- System
+{\arms Diversion info. sent. rerouting requests processed (DV3l) []
-llaintenance Eurol SDH - div. info sent. rerouting req. processed (DV30) []

+ Core Equipment
- Peripheral Equipment
+IP Network Malicious call identification (MCID) []
+Interfaces
- Engineered Values MCDN QSIG conversion (MQC) []
+Emergency Senices Remote D-channel is on a MSDL card (MSL) []
+Zoftware

— Customers | IMessage waiting interworking with DIMS-100 (W) |

- Routes and Trunks Network access data (NAC) []
-Routes and Trunks

-Digital Trunk Interface
- Dialing and Humbering Plans
- Electranic Switched Metwark
- Flexible Code Restriction
-Incoming Digit Translation
+Phones
+Tools Name display - object 1D coding (NDO) []
+ Security

Call transfer notification and invocation to Eurol SON (ECTO) []

Network call trace supported (NCT) []

Network name display method 1 (ND1) []

Network name display method 2 (ND2) |

Network name display method 3 (ND3) []
Name display - integer 1D coding (NDI) []

Path replacement uses integer values (PRI) []

Path replacement uses object identifier (PRO) []

Release Link Trunks over IP (RLTI) []

Remote virtual queuing (RVQ) []

Trunk anti-tromboning operation (TAT) []

User to user service 1 (UUS1) []

HI-2 name display option. (ND'S) []

Message waiting indication using integer values (QMWI) []
Message waiting indication using object identifier (QMWO) []
User to user signalling (UUI) []

[ Return - Remote Capabilities ] [ Cancel

5.5.3. Administer Virtual Superloops

Select System = Core Equipment - Superloops from the left pane to display the Superloops
screen. If the Superloop does not exist, click on the Add button to create a new one. In this
example, Superloop 8 is one of the Superloops that was added and used for the testing.

AVAYA C€S1000 Element Manager

- UCM Network Services Managing: 172.16.21.61 Username: admin

- Loops

Superloops Superloop Mumber s Tipe
~TISCCTTEF Cards o
- Conference/TD2iMultifrequency Carc 10 4 PG
-Tone Senders and Detectors EOla Virtual
- Peripheral Equipment 3012 Virtual
+IP Netwark 4 Phantom
+Interfaces
-Engineered Values firtusl
+Emergency Services 60 52 Virtual
+Software
- Customers

+Routes and Trunks

+ Dialing and Numbering Plans
+Phones

+Tools

+ Security

—Home System » Core Equipment » Superloops
+Links
- System Superloops
+Alarms
- Waintenance
- Core Equipment Refresh
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5.5.4. Administer Virtual SIP Routes

Select Routes and Trunks = Routes and Trunks from the left pane to display the Routes and
Trunks screen. In this example, Customer 0 is being used. Click on the Add route button as
shown below.

AVAYA C€S1000 Element Manager

~ UCM Network Services lanaging: 172.16.21.61 LUsername: admin
—Home Routes and Trunks » Routes and Trunks
+Links
+ System Routes and Trunks
- Customers

- Routes and Trunks

_ + Customer: 0 Total routes: 3 Total trunks: 17

- Digital Trunk Interface
+ Dialing and Numbering Plans
+Phones
+Tools
+ Security
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The Customer 0, Route 0 Property Configuration screen is displayed next. Scroll down until
the Basic Configuration section is displayed and enter the following values for the specified
fields. Retain the default values for the remaining fields as shown below.

Route Number (ROUT): Select an available route number.

Designator field for trunk (DES): A descriptive text.

Trunk Type (TKTP): TIE trunk data block (TIE).

Incoming and Outgoing trunk (ICOG): Incoming and Outgoing (I1AO).

Access Code for the trunk route (ACOD): An available access code.

Check the field The route is for a virtual trunk route (VTRK), to enable four
additional fields to appear.

For the Zone for codec selection and bandwidth management (ZONE) field, enter 4
(created in Section 5.4.2).

For the Node ID of signalling server of this route (NODE) field, enter the node number
1006 (created in Section 5.2.1).

Select SIP (SIP) from the drop-down list for the Protocol ID for the route (PCID) field.
Check the Integrated Services Digital Network option (ISDN) checkbox to enable
additional fields to appear. Enter the following values for the specified fields, and retain
the default values for the remaining fields. Scroll down to the bottom of the screen.
Mode of operation (MODE): Route uses ISDN Signalling Link (ISLD).

D channel number (DCH): D-Channel number O (created in Section 5.5.2).

Interface type for route (IFC): Meridian M1 (SL1).

Network calling name allowed (NCNA): Check box.

Network call redirection (NCRD): Check box.

AVAYA C€S1000 Element Manager

~UCM Hetwork Services Managing: 172.18.21.61 Username: admin £
—Home Routes and Trunks » Routes and Trunks » Customer 0, Route 0 Froperty Configuration
+Links — —
+ Systam Customer 0, Route 0 Property Configuration
- Customers
- Routes and Trunks
- Routes and Trunks -Basic Configuration
-D-Channels .
- Digital Trunk Interface Route data block (RDB] (TYPE)
+ Dialing and Numbering Plans Customer number (CUST)
+Phones
+Tools Route number (ROUT)
+ Security .
Designator field for trunk (DES) ' | SERVICE PROVIDE
Trunk type (TKTP)
Incoming and outgeing trunk (ICOG): | Incoming and Outgoing (1AD) »
Access code for the trunk route (ACOD) | 7916
Trunk type MIT1P (MI11P)
The route is for a vitual trunk route (VTRK)
- Zone far codec selection and handwidth
management (ZONE) 00004 (0-8000;
-MNode ID of signaling ser,Eraft‘I;lI%rgé!!; 1006 (0-9998
- Protocol 1D for the route (PCID) - | SIP (SIP v
- Frint correlation 1D in COR for the route 0
(CRID}
- Enable Shared Bandwidth Management for the O
route (SBWH
Integrated services digital netwark option (ISDN
-Mode of operation (MODE) : | Route uses ISDN Signaling Link (ISLD) v
-D channel number (DCH) |0 (0 - 254)
- Interface type for route (IFC) - | Maridian M1 (SL1} v
- Private netwark identifier (PMI) | 00001 (0-32700
- Network calling name allowed (NCMNA
- Network call redirection (NCRD) v
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e Insert ESN access code (INAC): Check box.

AVAYA

- UCM Hetwork Services
-Home

+Links

+ System

- Customers

- Routes and Trunks

- Routes and Trunks

-D-Channels
- Digital Trunk Interface
+ Dialing and Humbering Plans
+Phones
+Tools
+ Security

€S1000 Element Manager

e e .anagemen”cr!w

raute (SBWN)

Integrated services digital network option (ISDM)

-Mode of operation (MODE)

- D channel number (DCH

- Interface type for route (IFC

- Private netwark identifier (PNI)

- Netwark calling name allowed (NCMNA
- Network call redirection (NCRD)

--Trunk route optimization (TRQ)

- Recognition of OTI2 ABCD FALT signal for ISL

(FALT)

- Channel type (CHTY’

- Call type for outgeing direct dialed TIE route
(CTYP}

O A
Route uses ISON Signaling Link (ISLD) -

0 (0-254)

Ideridian 11 (5L1 v

00001 (0-32700

O

[}

B-channel (BCH v

Unknown Call type (UKWN) v

- Insert ESM access code (IMAC)

|

- Integrated service access route (ISAR
- Display of access prefic an CLID (DAPC)
- Mobile extension route (MBXR

- Mabile exter

on outgeing type (MEXOT

- Mohile extension timer (MBXT)
Calling numkber dialing plan (CNDP
+Basic Route Options
+Network Options
+General Options
+Advanced Configurations

Submit ][ Refresh ][ Delete ][ Cancel ]

O

[}

O

Natignal number (NPA] v

0 (0 - 8000 milliseconds

Unknown (UKW} v

Click on Basic Route Options,
e Check North American toll scheme (NATL).
e Check Incoming DID digit conversion on this route (IDC) and input DCNO 0 for both
Day IDC Tree Number and Night IDC Tree Number as shown in screenshot below.
The IDC is discussed in Section Error! Reference source not found..
e Click on the Submit button shown at the bottom of the screen.

AVAYA €51000 Element Manager

- UCM Hetwork Services
-Home

+Links

+ System

- Customers

- Routes and Trunks

Routes and Trunks

—D-Channels
- Digital Trunk Interface
+ Dialing and Numbering Plans
+Phones
+Tools
+ Security

1anaging: 172.16.24.64 Username: admin
Reutes and Trunks = Reutes and Trunks » Custemer 0, Route § Property Cenfiguration

Customer 0, Route 0 Property Configuration

+Basic Configuration
Aftendant announcement (ATAN)
Billing number required (BILN)

Call detail recording (COR)

MNorth American toll scheme (NATL

Cantrols or timers (CNTL)

Conventional (Tie trunk only) (CHVT]

Incoming DID digit coenversion on this reute (IDC)
- Day I0C tree number (DCNO)

- Night IDC tree number (NDNO)

- Display external dialed digits (DEXT)
Multifrequency compelled or MFC signaling (MFC)
Process notification netwaorked calls (PHNC)
+Network Options
+General Optiens
+Advanced Configurations

Submit ][ Refresh ][ Delete H Cancel

Mo Attendant Announcement. (NO) -
O

m]

=]

[}

O

0 (0-254

0 (0-254

O

Mo MFC (MO} -
O
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5.5.5. Administer Virtual Trunks

Continue from Section 5.5.4, after clicking on Submit, the Routes and Trunks screen is
displayed and updated with the newly added route. In the example, Route 0 was added. Click on
the Add trunk button next to the newly added route 0 as shown below.

AVAYA €81000 Element Manager

_UCH Hetwork Services Managing: 172.46.24.61  Username: admin
_Home Routes and Trunks » Routes and Trunks
+Links
+ System Routes and Trunks
- Customers
- Routes and Trunks
- Customer: 0 Total routes: 3 Total trunks: 17 Add route
-D-Channels
- Digital Trunk Interface Description: SERVICE
+Dialing and Humbering Plans +Route: 0 Type: TIE PRO.-\::JER -
:'TISSITS +Route: 1 Type: IMUS Description: MUSIC
+ Security +Route: 96 Type: TIE Description: EIPL_ROUTE
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The Customer 0, Route 0, Trunk 1 Property Configuration screen is displayed as shown
below. Enter the following values for the specified fields and retain the default values for the
remaining fields. The Media Security (SRTP) has to be disabled at the trunk level by editing the
Class of Service (CLS) at the bottom of the basic trunk configuration page. Click on the Edit
button as shown below.

Note: The Multiple trunk input number (MTINPUT) field may be used to add multiple trunks
in a single operation, or repeat the operation for each trunk. In the sample configuration, 11
trunks were created.

e Trunk data block (TYPE): IP Trunk (IPTI).

e Terminal Number (TN): Available terminal number (use virtual super-loop created in
Section 5.5.3).
Designator field for trunk (DES): A descriptive text.
Extended Trunk (XTRK): Virtual trunk (VTRK).
Member number (RTMB): Starting member.
Start arrangement Incoming (STRI): Immediate (IMM).
Start arrangement Outgoing (STRO): Immediate (IMM).
Trunk Group Access Restriction (TGAR): Desired trunk group access restriction level.
Channel ID for this trunk (CHID): An available starting channel ID.

AVAYA €§1000 Element Manager

_UCM Network Services Managing: 172.46.21.61  Usemame: agmin
_Home Routes and Trunks » Routes and Trunks » Custemer 0, Reute 0, Trunk 1 Property Configuration

+Links

+ System Customer 0, Route 0, Trunk 1 Property Configuration
- Customers
- Routes and Trunks
- Routes and Trunks -Basic Configuration
-D-Channels
- Digital Trunk Interface Auto increment member number.
+ Dialing and Numbering Plans Trunk data block
+Phones
+Tools Terminal number.
+ Security

Designator field for trunk: | VIR_TRK
Extended trunk:
Iember number: |1
Lewvel 3 Signaling: v
Card densit
Start arrangement Incoming ;| Immediate (IMM)
Start arrangement Qutgeing: | Immediate (IMK)
Trunk group access restriction: |1

Channel D for this trunk: | 1

Class of Service

+Advanced Trunk Configurations

Save ][ Delete ][ Cancel
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Click on Edit Class of Service (shown on previous screen). For Media Security, select Media
Security Never (MSNV), for Restriction Level, select Unrestricted (UNR). Use defaults for
remaining values. Scroll down to the bottom of the screen and click Return Class of Service
(not shown) and then click on the Save button shown at the bottom of the previous screen.

AVAYA C€S1000 Element Manager

- UCM Hetwork Services
-Home

+Links

+ System

- Customers

- Routes and Trunks

- Routes and Trunks

-D-Channels
- Digital Trunk Interface
+ Dialing and Numbering Plans
+Phones
+Tools
+ Security

Class of Service Configuration :
-Class of Service
- ACD Priority :| ACD Prigrity not required (APN} »
- Analog Semi-Permanent Connections ;| Analog Semi-Permanent Cannections Denied (SPCD) v
- ARF Supervised COT: v
- Barring, v
- Battery Supenised COT : ~
-Busy Tone Supervised COT: v
- Calling party:| Calling party Denied (CND)
- Central Office Ringback: v
- Centrex Switchhook Flash:| Centrex Switchhoak Flash Denied (THFD} v
- Dial Pulse: | Dial Pulse (DIP v
-DTR PAD value: v
-Echo Canceling: | Echo Canceling Denied (ECD]
-Hong Keng DTI: ~
- Loop Break Supervised COT: v
- Make-break ratio for dial pulse: | 10 pulses per second (P10} v
- Manual Incoming: | Manual Incoming Denied (MID}
ledia Security: | Media Security Never (MSNY) v
-Metwork Hook Flash Over M911P: v
- Polarity: v
- Priority: | Low Priority (LPR)
- Restriction level:| Unrastricted (UNR) v
-Reversed Ear Piece: | Reversed Ear Piece denied (XREP)
- Shartarlang line: v
-Transmission Class of Service:| Non-Transmission Cempensated (NTC) »
-Warning Tene: | Waming Tone Allowed (WTA) w 2
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5.5.6. Administer Calling Line Identification Entries

Select Customers = 00 - ISDN and ESN Networking (Not shown). Click on Calling Line
Identification Entries as shown below.

AVAYA

- UCHM Network Services

-Home

- Links
- Virtual Terminals

+ System

+Routes and Trunks

- Dialing and Humbering Plans
- Electronic Switched Network
- Flexible Code Restriction
-Incoming Digit Translation

+Phones

+Tools

+ Security

€S1000 Element Manager

General Properties

Calling Line Identification

Flexible trunk

to trunk connection option: | Cennections restricted ~

Flexible orbiting prevention timer: | & s

Integrated services digital netwal

Country code

Mational access code: |1

Intemnational access code: 077

Options: Transfer on ringing of supervised external trunks

[#] Connection of supervised external trunks
an

MNetwork opti

ardinated dialing plan routing

Microsoft converged office dialing plan: | Private dialing plan v

Extended Local Calls: []

Infarmation for incoming/outgoing calls: | Ne manipulation is done  w

Size: |256 9

Country code

=1t of calling numesr

entification Entries

Click on Add as shown below.

AVAYA

CS1000 Element Manager

- UCM Network Services
-Home

+Links

+System

- Customers

+Routes and Trunks

+ Dialing and Numbering Plans
+Phones

+ Tools

+ Security

Managing 172.16.21.61 Userame: admin

Customers » Customer 00 » Customer Details » ISDN and ESN Networking » Calling Line Ideniification Entries

Calling Line Identification Entries

Search for CLID

Calling Line Identification Entries

Start range :

End range :

Search

Entry Id « National Code Local Code Home location code Local steering code
1 1] 506 6948000
2 1 506 6948001
3 2 506 6948002
4 3 506 6948003
5 4 506 6948004
6 5 506 6948005
7 B 506 6948008

Use DN as DID

NO
NO
NO
NO
NO
NO
NO

Refresh

Emergency Local Code =
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Add entry 0 as shown below.

e National Code: Input the three digit area code prefix of the DID number assigned by the

service provider, in this case 506.

e Local Code: input the seven digit number of the DID assigned by Service Provider, in

this case it is 6948000.
e Use DN as DID: Select NO.
e Calling Party Name Display: Uncheck for Roman characters.

Repeat for each of the DID numbers to be assigned to extensions in the CS1000.

AVAYA CS1000 Element Manager

- UCM Network Services Managing: 172.16.21.61 Usemame: admin
- Home Customers » Customer 00 » Customer Details » ISDN and ESN Networking » Caling Line identification Entries » New Calling Line Identification

+Links

+ System New Calling Line Identification
+Routes and Trunks

+ Dialing and Numbering Plans

+Phones

+ Tools Entry ld: 0 * (0-256)
+ Security

General Properties

National Code: 506 (0-999999)
Code for national home number

Local Code: 6948000 (1-12 digits)

Code for home local number or fisted DN

Local Steering Code: (1-7 dugits)
UseDNasDID: NO >,

Emergency Services Access
Emergency Local Code: (1-12 digits)
Code for home local number during Emergency calls

Home national number for emergency services

Emergency Options: SEcoRs tala

Append the originating directory number for
emergency services access calls

Calling Party Name Display
Roman characters:
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The following screen shows the Calling Line Identification Entries used for the compliance

AVAYA €S1000 Element Manager
-UCM Network Services Managing: 172.16.24.61 Usemame: admin
—~Home Customers » Customer 00 » Customer Details » ISDN and ESN Networking » Calling Line Identification Entries
+Links - - — - -
+System Calling Line Identification Entries

+Routes and Trunks

+Dialing and Numbering Plans
+Phones

+Tools

+Security

Search for CLID
Start range
End range
Search
Calling Line Identification Entries
Add... | [ Delete Refresh
Entry id & National Code Local Code Home location code Local steering code Use DN as DID Emergency Local Code =
1 o 508 6948000 NO
2 il 5086 6948001 NO
3 2 506 6948002 NO
4 3 506 6948003 NO
5[] 4 506 6948004 NO
6] 5 506 6948005 NO
7 ] 508 6948006 NO
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Enable External Trunk to Trunk Transfer:
This section shows how to enable the External Trunk to Trunk Transferring feature which is a
mandatory configuration to make call transfer and conference work properly over the SIP trunk.
e Login to the Call Server CLI (please refer to Section 5.1.2 for more detail)
e Allow External Trunk to Trunk Transferring for Customer Data Block by using LD 15.

=ld 15 COBO00

REQ: chy
TYPE: net

CUSTO

;I.'.IiNX yes
EXTT yes

TYPE MET_DATA,

MER AWAIL: (AP 435562101 USED U P: 371282 539078 TOT: 44862461
DIEK SPACE MEEDED: 1713 KBYTES

5.6. Administer Dialing Plans
This section describes how to administer dialing plans on the CS1000.

5.6.1. Define ESN Access Codes and Parameters (ESN)

Select Dialing and Numbering Plans - Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen. Select ESN Access Code and
Parameters (ESN) as shown below.

+Routes and Trunks
- Digling and Numbering Plans

- Flexible Code Restriction
- Inceming Digit Translation

+Phones
+Tools
+ Security

- Elecironic Switched Network]

AV/-\yA CS1000 Element Manager
- UCM Hetwork Services Managing: 172.16.21.61 Username: admin
—Home Dialing and Numbering Plans » Electronic Switched Network (ESN
- Links - -
- Virtual Terminals Electronic Switched Network (ESN)
+ System
- Customers

- Customer 00

- Network Control & Services
— Network Contral Parameters (NCTL)
- ESHM Access Codes and Parameters (ESN)
= Digit Manipulation Block (DGT)
- Home Area Code (HNPA
- Flexible CLID Manipulation Block (CMOB)
- Free Calling Area Screening (FCAS)
- Free Special Mumber Screening (FSNS)
- Route List Block (RLB
- Incoming Trunk Group Exclusion (ITGE
- Network Attendant Services (NAS)
- Coordinated Dialing Plan (CDP)
- Local Steering Code (LSC)
- Distant Steering Code (DSC
- Trunk Steering Code (TSC
- Numbering Plan (NET)
- Access Code 1
- Home Location Code (HLOC
- Location Code (LOC)
- Numbering Plan Area Code (NPA)
- Exchange (Central Office) Code (NXX)
- Special Number (SPN
- Netwark Speed Call Access Code (NSCL)
- Access Code 2
- Home Location Code (HLOC)
- Location Code (LOC)
- Numbering Plan Area Code (NPA
- Exchange (Central Office) Code (NXX]
- Special Number (SPN)
- Network Speed Call Access Code (NSCL)
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In the ESN Access Codes and Basic Parameters page, define NARS/ BARS Access Code 1 as
shown below. Click Submit (not shown).

Note: BARS and NARS access codes are customer defined; any one or two digit code can be
used, provided there is no conflict with any other part of the dial plan.

AVAYA

- UCM Hetwork Services

-Home

- Links
- Virtual Terminals

- System
+Alarms
- Waintenance
+Core Equipment
- Peripheral Equipment
+IP Netwarle
+Interfaces
-Engineered Values
+Emergency Services
+Software

- Customers

- Routes and Trunks
-Routes and Trunks
-D-Channels

- Digital Trunk Interface
aling an mbering Plan

- Incoming Digit Translation
- Phones
-Templates
-Reports
= Views
- Lists
-Froperties
- Wigration
- Tools
+Backup and Restore
-Date and Time
+Logs and repaoris
- Security
+Passwords
+Palicies
+Login Options

€S1000 Element Manager

lanaging: 172.18.21.61 Usemame: adnin

Dialing and Numbering Plans » Electronic Switched Network (ESH) » Customer 00 » Network Control & Services » ESN Access Codes and Basic Parameters

ESN Access Codes and Basic Parameters

General Properties

NARS/BARS Access Code 10 |9

NARS Access Code 20 |6

MNARS/BARS Dial Tone after dialing AC1 or AC2 access codes!
Expensive Route Warning Tone:

- Expensive Route Delay Time:

Coordinated Dialing Plan feature for this customer:

- Maximum number of Steering Codes

- Number of digits in CDP DM {DSC + DN or LSC + DN
Routing Contrals

Check for Trunk Group Access Restrictions
Limits
Maximum number of Digit Manipulation takles:

Maximum number of Routs Lists

Maximum number of CLID manipulation tables

6
64000 1-ean00
10
O
O

2000 0-2000}
2000

256

Maximum number of Supplemental Digit restriction blocks: [ 1500
Maximum number of Incoming Trunk Group exclusion tables: | 255
Maximum number of Free Calling area screening tables: | 255
Iaximum number of Free Special number screening tables: | 255

Maximum number of LOC codes (NARS anly): | 16000

5.6.2. Associate NPA and SPN call to ESN Access Code 1

Login to the Call Server CLI (please refer to Section 5.1.2 for more detail)
In LD 15, change Customer Net_Data block by disabling NPA and SPN to be associated to
Access Code 2 (AC2). It means Access Code 1 will be used for NPA and SPN calls.

>|d 15
CDB000

MEM AVAIL: (U/P): 35717857 USED U P: 8241949 920063 TOT: 44879869
DISK SPACE NEEDED: 1697 KBYTES

REQ: chg

TYPE: net_data

CUSTO0

OPT

AC2 xnpa xspn
FNP

CLID

ISDN
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Verify Customer Net_Data block by using LD 21

>|d 21
PT1000

REQ: prt

TYPE: net

TYPE NET_DATA
CUST 0

TYPE NET_DATA
CUST 00
OPT RTA

AC1 INTL NPA SPN NXX LOC

AC2
FNP YES

5.6.3. Digit Manipulation Block Index (DMI)

Select Dialing and Numbering Plans - Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen. Select Digit Manipulation Block
(DGT) as shown below.

AVAYA

€S1000 Element Manager

- UCM Hetwork Services
-Home
-Links

lanaging: 172.18.21.61 Userams: adnin
Dialing and Numbering Plans » Electronic Swiitched Network (ESH

- Virtual Terminals

+ System

- Customers

+Routes and Trunks

- Dialing and Numbering Plans
- Elecironic Switched Network|

- Flexible Code Restriction
- Incoming Digit Translation
+Phones
+Tools
+ Security

Electronic Switched Network (ESN)

- Customer 00
- Hetwork Control & Services
MNetwark Contral Parameters (NCTL)
— ESM Access Codes and Parameters (ESM)
- Digit Manipulation Block (DGT]

- Home Area Code (HNPA

- Flexible CLID Manipulation Black (CMDB)
- Free Calling Area Screening (FCAS)

- Free Special Number Screening (FSNS)
- Route List Block (RLB)

- Inceming Trunk Group Exclusion (ITGE

- Netwark Attendant Services (NAS

+ Coordinated Dialing Plan (CDP)
+ Humbering Plan (NET)
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In the Please choose the Digit Manipulation Block Index drop-down field, select an
available DMI from the list and click to Add as shown below.

In the example shown below, Digit manipulation Block Index 1 was previously added.

AVAYA C€S1000 Element Manager

_ UCM Hetwork Services lManaging: 172.16.21,61 LUszername: admin
—Home Dialing and Numbering Plans » Electronic Switched Network (ESN} » Customer 00 » Network Control & Services » Digh Wanipulation Block List
-Links
- Virtual Terminals Digit Manipulation Block List
+ System
- Customers
+Routes and Trunks Please choose the | Digit Manipulation Block Index 3 v

Dialing and Numbering Plans

ﬁﬂemmmc Switched Network]

~FTexble Code Restidhon Digit Manipulation Block Index -1
-Incoming Digit Translation

+ Phones + Digit Manipulation Block Index — 2
+Tools
+ Security

Enter O for the Number of leading digits to be deleted field and select NPA (NPA) for the
Call Type to be used by the manipulated digits, then click Submit as shown below.

AVAYA C€S1000 Element Manager

- UCM Network Services Managing: 172.18.21.61 Username: admin

—Home Dialing and Numbering Plans » Electronic Sveitched Network (ESN} » Customer 00 » Network Control & Services » Digi Wanipulation Block List » Digtt Manipulation Block
-Links — — -
- Virual Terminals Dlglt Manlpulatlon Block
+ System
- Customers
+Routes and Trunks Digit Manipulation Index numbers
- Dialing and Humbering Plans
- Elecironic Switched Netwark | MNumber of leading digits to be deleted: |0
- Flexible Code Restriction
- Incoming Digit Translation Insert
+Phones IF Special Mumber: []
+Tools
+ Security |C3HT.'|]E to be used by the manipulated digits © | NPA (NP4} A |
Submit ] [ Refresh ] [ Delste ] [ Cancel
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5.6.4. Route List Block (RLB)

This section shows how to add a RLB associated with the DMI created in Section 5.6.3
Select Dialing and Numbering Plans - Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen. Select Route List Block (RLB) as
shown below.

AVAYA C€S1000 Element Manager

- UCM Hetwork Services Managing: 172.18.21.61  Username: admin
Dialing and Numbering Plans » Elsctronic Switched Network (ESH

-Home
-Links
- Virual Terminals Electronic Switched Network (ESN)
+ System
- Customers
+Routes and Trunks - Customer 00
- Dialing and Numbering Plans - Hetwork Control & Services
|- Electronic Switched Netwark - Metwork Control Parameters (NCTL)
- Flexible Code Restriction - ESM Access Codes and Parameters (ESH}
-Incoming Digit Translation - Digit Manipulation Block (DGT
+Phones - Home Area Cods (HNPA]
+Tools - Flexihle CLID Manipulation Block (CMDB)
+ Security - Free Calling Area Screening (FCAS)

- Free Special Number Screening (FSNS)
- Route List Block (RLE)
- Inceming Trunk Group Exclusion (ITGE

- Metwaork Attendant Services (MAS

+ Coordinated Dialing Plan (CDP)
+ Humbering Plan (NET)

Enter an available value in the Please enter a route list index and click on the “to Add”
button as shown below.

In the example shown below Route List Block Index 1 was previously added, Edit was
chosen instead.

AVAYA C€S1000 Element Manager

~ UCM Network Services lManaging: 172.16.21,61 LUszername: admin

—Home Dialing and Numbering Plans » Electranic Switched Network (ESN) » Custamer 00 » Network Control & Services » Route List Blocks

- Links
- Virual Terminals Route List Blocks

+ System

- Customers

+Routes and Trunks Please enter a route list index o-1ess |__toAdd

- Dialing and Numbering Plans

- Electronic Switched Netwark

—TTerble ode Restidlon + Route List Block Index -- 1 |
- Incoming Digit Translation
+Phones + Route List Block Index —- 2
+Tools
+ Security
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Enter the following values for the specified fields, and retain the default values for the
remaining fields as shown below. Scroll down to the bottom of the screen, and click on the

Submit button (not shown).

e Digit Manipulation Index (DMI): 1 (created in Section 5.6.3).

e Route number (ROUT): 0 (created in Section 5.5.4).

AVAYA €§1000 Element Manager

- Dialing and Numbering Plans
- Electronic Switched Metwark

—FIERIBIE COdE RESTchan

General Properties
- Incoming Digit Translation P

+Phaones Entry Mumber for the Route List
+Tools
+ Security Indexes
Time of Day Schedule: | 0 -
Facility Restriction Level: |0 a-7
ISL D-Channel Down Digit Manipulation Index: (0
Free Calling 4rea Screening Index |0 w
Free Special Mumber Screening Index: |0 &
Business Metwork Extension Route: []
Incoming CLID Table: [0
Options

Local Termination entry: []

Skip Conventional Signaling: []
Display Originator's Infarmation: []
Use Tane Detector: []
Conversion to LON: []

Expensive Route: []

- UCM Hetwork Services Managing: 172.46.24,64  Uzername: admin
_Home Dialing and Numpering Plans » Electronic Switched Network (ESN} » Customer 00 » Network Control & Services » Route List Blocks » Route List Block » Data Entry of a Route List Block
- Links -
- Virtual Terminals Data Entry of a Route List Block
+ System
- Customers
+Routes and Trunks Route List Black Index: 1

5.6.5. Inbound Digit Translation

This section describes the steps for mapping DID numbers to extensions in the CS1000.

Select Dialing and Numbering Plans = Incoming Digit Translation from the left pane to
display the Incoming Digit Translation screen. Click on the Edit IDC button as shown

AVAYA €S1000 Element Manager
- UCM Network Services Managing: 172.18.21.61 Username: admin
_ Home Dialing and Numbering Plans » Incoming Digit Translation
-Links - — —
- Virtual Terminals Incoming Digit Translation
+ System
- Customers
+Routes and Trunks - Customer: 00

- Dialing and Numbering Plans
- Electronic Switched Network
-~ Flexible Code Restriction
- Incoming Digit Translation

+Phones

+Tools

+ Security
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Click on New DCNO to create the digit translation mechanism. In this example, Digit
Conversion Tree Number (DCNO) 0 was created as shown below.

AVAYA C€S1000 Element Manager

~ UCM Network Services lManaging: 172.16.21,61 LUszername: admin
—Home Dialing and Numbering Plans » Incoming Digit Translation » Customer 00
-Links - — —
- Virtual Terminals Customer 00 Incoming Digit Conversion Property
+ System
- Customers
+Routes and Trunks —| Digit Conversion Tree Number: 0 Edit DCNO |
- Dialing and Humbering Plans
- Electronic Switched Netwark - Digit Conversion Tree Number: 1 New DCNOD
- Flexible Code Restriction
- Incoming Diait Translation - Digit Conversion Tree Number: 2 Mew DCNO
+Phones . . X
+Tools - Digit Conversion Tree Number: 3 Mew DCNO
+ Security - Digit Conversion Tree Number: 4
- Digit Conversion Tree Number: 5 Mew DCNO
- Digit Conversion Tree Number: 6 MNew DCNO
- Digit Conversion Tree Number: 7 New DCNO
- Digit Conversion Tree Number: 8 Mew DCNO
- Digit Conversion Tree Number: 9
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Detailed configuration of the DCNO is shown below. The Incoming Digits can be added to
map to the Converted Digits which would be the CS1000 system extension number. This
DCNO has been assigned to route 0 as shown in Section 5.5.4

In the following configuration, the incoming call from the PSTN with the prefix 5066948000
will be translated to the CS1000 extension number 8001.

AVAYA

CS1000 Element Manager

-UCM Network Services

-Home

+Links

+System

- Customers

+Routes and Trunks

- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
- Incoming Digit Translation)

+Phones

+Tools

+Security

Managing 172.16.21.61 Usemame: admin
Dialing and Numbering Plans » Incoming Digit Translation » Customer 00 » Digit Conversion Tree 0 Corfiguration » Add Incoming Digits

Add Incoming Digits

Incoming Digits: 5066948000 «

Converted digits: 8001| * (0- 89999089)

Force storage or removal of data:
In case of conflict between the new and existing Incaming Digits, force storage or
CPND language:

remaval may result in loss of poriions of the tree

¥| Roman characters

CPND Name:

Tirsl name, fast name
Expected length: -

Display format: First name, Last name ~

Katakana characters

First name, Last name ~

Save Cancel

Repeat for each of the DID numbers to be converted to extensions numbers in the CS1000.

The following screen shows the Incoming Digit Translations used during the compliance testing.

- Customers

+Routes and Trunks

- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
- Incoming Digit Translation

+Phones

+Tools

+Security

AVAYA €S1000 Element Manager
-UCM Network Services Managing: 172.16.24.61 Usemame: admin
_Home Dialing and Numbering Plans » Incoming Digit Translation » Customer 00 » Digit Conversion Tree 0 Configuration
+Links — - - -
+System Digit Conversion Tree 0 Configuration

Regular IDC tree
Send calling party DID disabled

Add... Delete IDC tree Relresh
Incoming Digits « Converted Digits CPND Name CPND language
1 5066948000 8001 . Roman characters
2( ) 5066948001 8002 Roman characters
307 5066948002 8007 Roman characters
40) 5066948003 8020 Roman characters
50 5066948004 8011 Roman characters
60 5066948005 8017 Roman characters
77 5066948006 8004 Roman characters
B0 5066948007 8056 Roman characters
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5.6.6. Outbound Call - Special Number Configuration.

There are special numbers which are configured to be used for this testing, such as 0 to reach the
Service Provider operator, 0+10 digits to reach the Service Provider operator assistant, 011
prefix for international calls, 1 for national long distance calls, 411 for Directory assistance, 911
for emergency, 69 for seven digit local calls, and so on. Calls to special numbers shown here are
for reference only and may not have been tested for various reasons. Refer to Items not
supported or not tested in Section 2.2,

Note that for the compliance testing, 1 was added to the Special Number list and was used for
national long distance, however, if the customer prefers, the Numbering Plan Area Code
(NPA) could be used instead.

Select Dialing and Numbering Plans - Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen. Under Access Code 1, select Special
Number (SPN) as shown below.

AVAYA €§1000 Element Manager

_UCM Network Services lanaging: 172.46.21.61 Usemame: admin

_Home Dialing and Numpering Plans » Electronic Switched Network (ESH
- Links
- Virual Terminals Electronic Switched Network (ESN)
+ System
- Customers
+Routes and Trunks - Customer 00

- Dialing and Humbering Plans
|- Electronic Switched Metwork

—Flexible Code Restrichion
- Incoming Cigit Translation
+Phones
+Tools
+ Security

- Hetwork Control & Services
- Metwark Control Parameters (NCTL
- ESN Access Codes and Parameters (ESN
- Digit Manipulation Block (DGT)
- Home Area Code (HNPA)
- Flexible CLID Manipulation Bleck (CMDB)
- Free Calling Area Screening (FCAS)

- Free Special Number Screening (FSNS)
- Route List Black (RLB)
- Inceming Trunk Group Exclusien (ITGE)
MNetwark Aftendant Services (NAZ)
- Coordinated Dialing Plan (CDP)
- Local Steering Code (LSC)
- Distant Steering Code (DSC
- Trunk Steering Code (TSC)
- Numbering Plan (NET)

- Home Location Code (HLOC
- Lacation
- MNumbhering Plan Area Code (NPA)

- Exchange (Central Office) Cade (MO0

etwork Speed Call Access Code (NSCL

+ Access Code 2

Enter SPN and then click on the to Add button (not shown).

Following is a subset of Special Numbers that were added for the testing:
Special Number: 0
e Flexible length: 0 (flexible, unlimited and accept the character # to ending dial
number).
e CallType: NONE.
e Route list index: 1, created in Section 5.6.4.
Special Number: 011
e Flexible length: 15.
e CallType: NONE.
e Route list index: 1, created in Section 5.6.4.
Special Number: 1
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e Flexible length: 11.

e CallType: NATL.

e Route list index: 1, created in Section 5.6.4.
Special Number: 411

e Flexible length: 3.

e CallType: None.

e Route list index: 1, created in Section 5.6.4.
Special Number: 911

e Flexible length: 3.

e CallType: None.

e Route list index: 1, created in Section 5.6.4.
Special Number: 69

e Flexible length: 7.

e CallType: LOCL.

e Route list index: 1, created in Section 5.6.4.

Add any other special numbers as required, a subset of special numbers used during testing are
shown below.

AVAYA C€S1000 Element Manager

A
- UCM Network Services - Special Number - 0
-Home
_Links Flexible length: 0
- Virtual Terminals International dialing plan: MO
+ System Type of call that is defined by the special number: NONE
- Customers Route listindex: 1
+Routes and Trunks
- Dialing and Numbering Plans - Special Humber -- 011
Electronic Switched Netwark Flesible length: 15
-Flexible Tode Restriclion bl lenathn. 12
~Incoming Digit Translation Inhibittime-aut handler: NO
+Phones Type of call that is defined by the special number: NONE
+Tools Raoute listindex 1
+ Securil
b - Special Number - 1
Flexible length: 11
Inhibittime-out handler: NS
Type of call that is defined by the special number: NATL
Route listindex: 1
+ Special Number -- 326
- Special Number - 411
Flexible length: 3
Inhibittime-out handler: NO
Type of call that is defined by the special number: NONE
Route listindex 1
+ Special Number - 5
+ Special Number -- 11
+ Special Number -- 7
+ Special Number -- 8
I Special Number -- 911
Flexible length: 2
Inhibittime-cut handler: NO
Type of call that is defined by the special number: NONE
Route listindex 1 )

5.6.7. Outbound Call - Numbering Plan Area Code (NPA)

The Numbering Plan Area Code (NPA) was not used for Outbound Calls. The Special
Number 1 defined above in Section 5.6.6 allows the user to dial any Numbering Plan Area Code
(NPA) when dialing 9+1.
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5.7. Administer Phone
This section describes the addition of the CS1000 extension used during the testing.

5.7.1. Phone creation

Refer to Section 5.5.3 to create a virtual super-loop - 8 used for IP phone.
Refer to Section 5.4.1 to create a bandwidth zone - 5 for IP phone.

Login to the Call Server CLI (please refer to Section 5.1.2 for more detail).
Create an IP phone using Unified Communications Management (UCM) or LD 11.

Not all fields are shown in the example below; some of the fields have been cut out for brevity.
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>1d 11

FEQ: prt

TYPE: 1165

DES S000

TIT 0o0os 0 00 o0 YVIRTUAL

TYPE 1165

CDEN SD

CTYR XEDLC

CUST O

CFG_ZCNE 00005

CUR ZOME 00005

TGAR O

LDN IO

MCios 5

CAC MFC O

CL3 TUMER FEL WTAL LPR MTD FNAL HTL TDD HFDL CREFPD
MWA LMPN EMMD SMUWDL ALAD IMD XHD IRD NID OLD WCE DRG1
POD SLED CC3D 3WD LND CHDD
CFTAL 3FL MRD DDV CWIL CDCA M3ID DAPL BFEDL RCED
IChha CDMD LLCW MCTD CLED AUTO
GPUL DPUD DNDD CFXEA ARHD CLTD ASCD
CPFAL CPTAL ABDD CFHA FICD WAID DIAA BUZZ
ULI RCC HETD AHD IPND DDGA NAMAL MIND PRSD NEWD NRCD NROD
DEDD EXRO
TSMD USRD ULAD CCED ETDD REDD REHD PGND OCED FLED FTTC DNDY DNO3 MCEM
FDAD NOVD WOLAL VOUD CDMR PRED RECD MCDD TS7D SEMD
EEM3 M3NV FRL PECH MUTL MWTD DVLD CROD ELCD WVM3L

CPHND _LAWG ENG

RCO O

EFD 91786331

HUNT 291786531

EHT 91786331

DMDE O
EEY 00 3ICR S000 0 MALRF
CPMD
CFND_LANG ROMAN
NAME Alvaya, 1165 Uni
IPLN 14
DISPLAY FMT FIRST,LAST
INIE O
01 CWT
0z
31
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Note: For CS1000 FAX over IP Support recommendation, refer to the Avaya Product Support
Notice (PSN) referred to in Section 11 [7], including the “Analog Station Provisioning for
V.34 Fax and Modem” and “Minimum Vintage Loadware Recommendation” for MGC.

The analog station used for fax should be provisioned as follows:

Analog Station Provisioning for V.34 Fax and Modem (this setting is required for G.711 fax
pass-through):

TYPE 500 ... Analog Station Type

DN 3500......ccccimiiiinieniiiieieieniens Extension Number

CLS DTN oo Digitone (DTMF)

CLS FAXD oo Fax Class of Service
CLSMPTA......ciiiiiii, Will use the G.711 codec with optimizations when V.34

modem tones are detected.

5.7.2. Enable Privacy for Phone

This section shows how to enable or disable Privacy for a phone by changing its class of service
(CLS); changes can be made by using Unified Communications Management (UCM) or LD
11. By modifying the configuration of the phone created in Section 5.7.1, the display of the
outbound call will be changed appropriately. The privacy for a single call can be done by
configuring per-call blocking and a corresponding dialing sequence, for example *67. The
resulting SIP privacy setting will be the same in either case.

To hide display name, set CLS to namd. The CS1000 will include “Privacy:user” in the SIP
message header before sending to the Service Provider.

FEQ: cho
TYPE: 1110

TII 5001
ECHG we=

ITEM cls nard
ITEMN

To hide display number, set CLS to ddgd. The CS1000 will include “Privacy:id” in the SIP
message header before sending to the Service Provider.

FEQ: cho
TYPE: 1110

TII 8001
ECHG ye=

ITEM cls ddgd
ITEMN
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To hide display name and number, set CLS to namd, ddgd. The CS1000 will include
“Privacy:id, user” in SIP message header before sending to Service Provider.

FEQ: chg

TYPE: 1110

T 5001

ECHG wes

ITEM cl= nammd ddgd
ITEMN

To allow display name and number, set CLS to nama, ddga. The CS1000 will send header
“Privacy:none” to the Service Provider.

FEQ: cho

TYPE: 1110

TII 5001

ECHG we=

ITEM cl= nama ddga
ITEMN

Note: Privacy did not worked as expected, setting CLS to ddgd to hide the display of the
number, as described above, did not blocked the number from being displayed. Setting CLS to
namd to hide the display of the name did blocked the name and the number from being
displayed, thus setting CLS to namd could be used for privacy. Refer to Section 2.2.
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5.7.3. Enable Call Forward for the Phone
This section shows how to configure the Call Forward feature at the system level and phone

level.

Select Customers from the left pane to display the Customers screen as shown below. Select
Customer 00 as shown below.

L!\VAy/.\

- UCM Network Services

-Home

- Links
- Virtual Terminals

+ System

+Routes and Trunks

- Dialing and Numbering Plans
- Electronic Switched Netwark
-Flexible Code Restriction
-Incoming Digit Translation

+Phones

+Tools

+ Security

C381000 Element Manager

lanaging: 172.18.21.61 Username: admin
Customers

Customers

Customer Number & Total Routes

1() 5

Refresh

Total Trunks
17

Select Call Redirection as shown below.

AVAYA

- UCM Hetwork Services

-Home

- Links
- Virtual Terminals

+ System

+Routes and Trunks

- Dialing and Humbering Plans
- Electronic Switched Metwark
- Flexible Code Restriction
-Incoming Digit Translatien

+Phones

+Tools

+ Security

C81000 Element Manager

Managing: 172.16.24.64 Usernams: admin
Customers » Customer 00 » Customer Details

Customer Details

Basic Configuration
Application Madule Link
Attendant

Call Detail Recording
Call Party Marr
Call Redirecti

Senices Froperties
Directory Numbers

WMulti-Party Operations
Might
R

SIP Ling Service

w Annauncement

Timers
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The Call Redirection page is displayed as shown below.

Set the following fields:

e Total redirection count limit: 0 (unlimited).
e Call Forward: Check Originating.
e Number of normal ring cycles of CFNA: 4.

e Click on Save.

AVAYA

- UCM Hetwork Services
-Home
- Links
- Virtual Terminals
+ System
+Routes and Trunks
- Dialing and Humbering Plans
- Electronic Switched Network
-Flexible Code Restriction
- Incoming Digit Translation
+Phones
+Tools
+ Security

€S1000 Element Manager

Redirection Holidays
Do not disturb hunting:

0

Tatal redirection count limit:

0~

Options:

[ call farward reminder tone for 500/2500 sets
[J CFMAtreatment for call waiting calls an a DN
[ DID call to second degree busy treatment
Message center

Prevention of reciprocal call forward

. (&) Criginating

O Forwarding

Number of normal ringing cycles for CFNA
Option 0:

Option 1:

Option 2:

|

-

Number of distinctive ringing cycles for CFNA
Option 0:
Option 1:

Option 2:

Calls routed to message center
Mo answer DID calls
Mo answer non-DID calls:

DID calls to busy telephones.

o [ ][

O
O
O

Save Cancel

HG; Reviewed:
SPOC 9/16/2014

Solution & Interoperability Test Lab Application Notes

©2014 Avaya Inc. All Rights Reserved.

63 of 136
BellACS1KSMSBCE




To enable Call Forward All Calls (CFAC) for the phone over the SIP trunk by using LD 11,
change its CLS to CFXA, then program the forward number on the phone set. The following is
the configuration of a phone that has CFAC enabled; the phone was forwarded to the PSTN
number 919195551212.

REQ: prt
TY¥PE: 2050pc
TM 8003
CLE UMR FBEAWTA LPR MTD FNA HTA TOD HFA CRPD
M LWMPN RMMD SMWD AAD IMD ¥HD IRD MID OLD WCE DRG1
POD SLKD CCSD SWD LND CNDA
CFTA SFD MRD DDV CNIA COCA MSID DAPA BFED RCBD
ICOD COMD LLCN MCTD GLED AUTU
GPUD DPUD DMNDACEXA]ARHD CLTD ASCD
CPFA CPTA AEDD CFHD FICD NAID DNAA BUZZ
UDI RCC HBTD AHD IPMD DDGA NAMA MIND PRSD NRWD NRCD NROD
DRDD EXRO
UShD USRD ULAD CCED RTDD REDD REHD PGND OCED FLXD FTTC DNDY DMO3 MCEM
FDSD MOWD WOLA YOUD COMR PRED RECD MCDD T&7D SEMD
KEM3 MSNY FRA PKCH MUTA WMWTD DVLD CROD ELCD

[19 CPw 12 919195551212|

To enable Call Forward Busy (CFB) for the phone over the SIP trunk by using LD 11, change
its CLS to FBA, HTA, and then program the forward number as HUNT. The following is the
configuration of a phone that has CFB enabled; the phone was CFB to the PSTN number
919195551212.

REQ: prt

TYPE: 2050pc

TM 8003

CLS UNR[EBAIWTA LPR MTD FNAHTAITOD HFA CRPD
MY, LMPM RMMD SWWD AAD IMD XHD IRD MID OLD YCE DRG
POD SLKD CCSD SWD LMD CNDA
CFTA SFD MRD DDW CMIA CDCA MSID DAPA BFED RCED
ICDD COMD LLCK MCTD CLED AUTU
GPUD DPUD DMDA CFA ARHD CLTD ASCD
CPFA CPTA ABDD CFHD FICD MAID DMAA BUZZ
UDI RCC HETD AHD IPMD DDGA NAMA MIND PRSD MRWD NRCD NROD
DRDD EXRO
UShD USRD ULAD CCED RTDD REDD REHD PEMD QCED FLXD FTTC DMDY DMO3 MCEN
FDSD NOYD WOLA YOUD CDMR PRED RECD MCDD TE7D SEMD
KEMS MSNY FRA PKCH MUTA WMWTD DVLD GROD ELCD

CPMD_LAMG ENG

RCO O

EFD G004

[ HUNT 919195551212 |
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To enable Call Forward No Answer (CENA) for the phone over the SIP trunk by using LD 11,
change CLS to FNA, SFA, then program the forward number as FDN. The following is the
configuration of a phone that has CFNA enabled; the phone was CFNA to the PSTN number
919195551234,

REQ: prt
TY¥PE: 2060pc
™ 8003

[FDN 919195551234]

CLE UMR FBA WTA LPR MTD|FNA[HTA TOD HFA CRPD
kWA LMPMN RMMD ShWD AAD IMD XHD IRD NID OLD YCE DRG1
POD SLKD CCE0 SWD LMD CMDA,
CFTA MRD DO CNIA COCA MSID DAPA BFED RCED
ICDD COMD LLCM MCTD CLED ALITL
GRUD DPUD DNDA CEXA ARHD CLTD ASCD
CPFA CRTA ABDD CFHD FICD MAID DNAA BUZZ
LIDI RCC HETD AHD IPMD DDGA MARMA MIND PRSD NREWD NRCD NROD
DRDD EXRO
LSMD USRD ULAD CCED RTDD REDD REHD PGND OCED FLAD FTTC DNDY DMOS MCEN
FOSD NOYD YOLA YOUD COME PRED RECD MCDD Ta7D SEMD
KEM3 MSMY FRA PKCH MUTA MWTD DVLILD CROD ELCD
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5.7.4. Enable Call Waiting for the Phone

This section shows how to configure the Call Waiting feature at the phone level.

To configure the Call Waiting feature for the phone by using LD 11, change the CLS to HTD,

SWA and add CWT to a key as shown below.

REQ: prt
TYPE: 2050pc
™ 8003

CLS UNR FEAWTA LPR MTD FNAHTDITOD HFA CRPD
hA, LR RMMD ShaD AAD IMD XHD IRD NID QLD %CE DRG1
POD SLKD CCSD EWA]LND CNDA
CFTA SFA MRD DOV CHIA CDCA MSID DAPA BFED RCED
ICDD COMD LLCK METD CLBD AUTU
GPUD DPUD DMDA CFXA ARHD CLTD ASCD
CPFA CPTA ABDD CFHD FICD NAID DNAA BUZZ
UDI RCGC HETD AHD IPMD DOGA MAMA MIND PRSD MRWD NRCD NROD
DROD EXRO
USMD USRD ULAD CCED RTDD RBOD REHD PGND QCED FLXD FTTC DNDY DMO3 MCEN
FDSD MOYD YOLA YOUD COMR PRED RECD MGCDD TE7D SEMD
KEM3 MEMY FRA PKCH MUTA MWTD DVLD CROD ELCD

[0z cwr
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6. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. The procedures include
adding the following items:
e SIP domain.
e Logical/physical Location that can be occupied by SIP Entities.
e Adaptation module to perform dial plan manipulation.
e SIP Entities corresponding to the CS1000, the Avaya SBCE, and Session Manager itself.
e Entity Links, which define the SIP trunk parameters used by Session Manager when
routing calls to/from SIP Entities.
Routing Policies, which control call routing between the SIP Entities.
Dial Patterns, which govern to which SIP Entity a call is routed.
Regular Expressions, which also can be used to route calls.
Session Manager, corresponding to the Session Manager Server to be managed by
System Manager.

It may not be necessary to create all the items above when creating a connection to the service
provider since some of these items would have already been defined as part of the initial Session
Manager installation. This includes items such as certain SIP domains, locations, SIP entities,
and Session Manager itself. However, each item should be reviewed to verify the configuration.

Note: Some of the default information in the screenshots that follow may have been cut out (not
included) for brevity
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6.1. System Manager Login and Navigation

Session Manager configuration is accomplished by accessing the browser-based GUI of System
Manager, using the URL “https://<ip-address>/SMGR”, where “<ip-address>" is the IP address
of System Manager. Log in with the appropriate credentials and click on Login (not shown). The
screen shown below is then displayed; click on Routing.

Aura® System Manager 6.3 B F oo off admin

Administrators Collaboration Environment Backup and Restore
Directory Synchronization on Manager Bulk Import and Export
Groups & Roles ion Server 1000 Configurations
User Management Conferencing Events
User Provisioning Rule 1P Office Geographic Redundancy
Meeting Exchange Inventory
Messaging Licenses
Presence Replication
Reports
Session Manager Scheduler
Security
Shutdown

Software Management

Templates

The navigation tree displayed in the left pane below will be referenced in subsequent sections to
navigate to items requiring configuration. Most items discussed in this section will be located
under the Routing link shown below.

Aura” System Manager 6.3 I # oo o admin

Home | Routing *

¥ Routing « Home / Elements / Routing °

Domains Help ?
= Introduction to Network Routing Policy
Locations

Adaptations Network Routing Policy consists of several routing applications like "Domains”, "Locations", "SIP Entities", etc.

The recommended order to use the routing applications (that means the overall routing workflow) to configure your network configuration is as follows:
Step 1: Create "Domains” of type SIP (other routing applications are referring domains of type SIP).

Step 2: Create "Locations"

Time Ranges
Routing Policies

Dial Patterns Step 4: Create "SIP Entities”
Regular Expressions

Step 3: Create "Adaptations”

- SIP Entities that are used as "Outbound Proxies" e.g. a certain "Gateway" or "SIP Trunk"
Defaults

- Create all "other SIP Entities" (Session Manager, CM, SIP/PSTN Gateways, SIP Trunks)
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6.2. Specify SIP Domain

Create a SIP domain for each domain of which Session Manager will need to be aware in order
to route calls. For the compliance test the enterprise domain avaya.lab.com was used.

To add a domain Navigate to Routing = Domains in the left-hand navigation pane and click the
New button in the right pane (not shown). In the new right pane that appears (shown below), fill
in the following:

e Name: Enter the domain name.

e Type: Select sip from the pull-down menu.

e Notes: Add a brief description (optional).

e Click Commit to save.

The screen below shows the entry for the enterprise domain avaya.lab.com.

Home / Elements / Routing / Domains

Domains

2 Domain Management Commit| Cancel
Locations

Adaptations
1ltem Filter: Enable

Entity Links
Name Type Notes

Time Ranges
9 | * avaya.lab.com sip| = Lab-HG Domain

Routing Policies

Regular Expressions

Commit Cancel
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6.3. Add Location

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
the purposes of bandwidth management and call admission control. To add a location, navigate
to Routing > Locations in the left-hand navigation pane and click the New button in the right
pane (not shown).

In the General section, enter the following values. Use default values for all remaining fields:
e Name: Enter a descriptive name for the location.
e Notes:  Add a brief description (optional).
e Click Commit to save.

The screen below shows the HG Session Manager location. This location will be assigned later
to the SIP Entity corresponding to Session Manager.

asf gged on a ly 7, 2014 3:01 PM
Aura® System Manager 6.3 B # oo i admin

Home

Help 2
Domains N
Location Details Commit | Cancel
Locations

| adeptations S
SIP Entities

* Name: HG Session Manager

Notes:

Dial Plan Transparency in Survivable Mode
Enabled:
Listed Directory Number:

Associated CM SIP Entity:

Overall Managed Bandwidth

Managed Bandwidth Units:  Kbit/sec T\
Total Bandwidth:

Multimedia Bandwidth:

Audio Calls Can Take Multimedia Bandwidth:

Per-Call Bandwidth Parameters

Multi i i (Intra-Location): 1000 Kbit/Sec
Multi i i (Inter-Location): 1000 Kbit/Sec
imedi: dwidth 64 Kbit/Sec

* Default Audio Bandwidth: 80 Kbit/sec | ¥

Alarm Threshold

Overall Alarm Threshold: 80 [+] o
Multimedia Alarm Threshold: 80 [+] o
* Latency before Overall Alarm Trigger: S Minutes
* Latency before Multimedia Alarm Trigger: 5 Minutes
Location Pattern
Add | Remove
0Items o Filter: Enable
1P Address Pattern Notes
Commit Cancel
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The following screen shows the CS1k Node location. This location will be assigned later to the
SIP Entity corresponding to the CS1000.

Domains
Locations

Adaptations

Dial Patterns
Defaults

Routing Policies

Location Details

General

Commit Cancel

* Name:

Notes:

CS1k Node

CS1K7.6

Dial Plan Transparency in Survivable Mode

Enabled:
Listed Directory Number:

Associated CM SIP Entity:

Overall Managed Bandwidth

Managed Bandwidth Units:
Total Bandwidth:

Multimedia Bandwidth:

Audio Calls Can Take Multimedia Bandwidth:

Per-Call Bandwidth Parameters

idth (Intra-Location):

idth (Inter-Location):

* Default Audio Bandwidth:

Alarm Threshold
Overall Alarm Threshold:
Multimedia Alarm Threshold:
* Latency before Overall Alarm Trigger:

* Latency before Multimedia Alarm Trigger:

Location Pattern

\Add Remove

0Items

Kbit/sec [*]

1000 Kbit/Sec
1000 Kbit/Sec
64 Kbit/Sec

80 |Kbit/sec ]

80 [+]o%

80 [~]o%
5 Minutes
5 Minutes

B F oo i admin

Help 2

Filter: Enable

IP Address Pattern

Commit Cancel

Notes
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The following screen shows the HG ASBCE location. This location will be assigned later to the
SIP Entity corresponding to the Avaya SBCE.

Home
~ Routing
Domains

Locations

Entity Links
Time Ranges

Routing Policies

Regular Expressions

« Home / Elements / Routing / Locations

Location Details

General

Commit Cancel

Notes:

HG ASBCE

HG Avaya SBCE

Dial Plan Transparency in Survivable Mode

Enabled:
Listed Directory Number:

Associated CM SIP Entity:

Overall Managed Bandwidth

Managed Bandwidth Units:
Total Bandwidth:

Multimedia Bandwidth:

Audio Calls Can Take Multimedia Bandwidth:

Per-Call Bandwidth Parameters

imedi idth (Intra-Location):

(Inter-Location):

. M P

* Default Audio Bandwidth:

Alarm Threshold
Overall Alarm Threshold:
Multimedia Alarm Threshold:
* Latency before Overall Alarm Trigger:

* Latency before Multimedia Alarm Trigger:

Location Pattern
[add) [Remove

0Items

Kbit/sec [*]

1000 Kbit/Sec
1000 Kbit/Sec
64 Kbit/Sec

B0 |Kbit/sec z|

80 [x]o

80 [~] o
5 Minutes
5 Minutes

B # oo admin

Help 7

Filter: Enable

IP Address Pattern

Commit Cancel

Notes
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6.4. Add Adaptation Module

Session Manager can be configured with adaptation modules that can modify SIP messages
before or after routing decisions have been made. A generic adaptation module,
DigitConversionAdapter, supports digit conversion of telephone numbers in specific headers of
SIP messages. Other adaptation modules are built on this generic module, and can modify other
SIP headers to permit interoperability with third party SIP products.

To view or change adaptations, select Routing - Adaptations. Click on the checkbox
corresponding to the name of an adaptation and Edit to edit an existing adaptation, or the New
button to add an adaptation.

The adaptation named CS1K76 shown on the screen below was created. It will later be assigned
to the SIP Entity corresponding to the CS1000.

In the General section, enter the following values:
e Adaptation Name: Enter a descriptive name for the adaptation.
e Module Name: Enter CS1000Adapter from the drop-down menu (or type the adapter
name if not previously defined).
e Click Commit to save.

The following screen shows the CS1K76 adaptation. This adaptation will be assigned later to the
SIP Entity corresponding to the CS1000.

~ Routing « Home / Elements / Routing / Adaptations (]
Help ?

. Adaptation Details Commit Cancel
Locations

Adaptations General

* Adaptation Name: CS1K76

Module Name: |CS1000Adapter =]

Time Ranges
& Module Parameter Type: =]

Routing Policies

Egress URI Parameters:

Regular Expressions Notes:

Defaults

Digit Conversion for Incoming Calls to SM

Add |Remove

0 Items o Filter: Enable

Matching Pattern Min Max Phone Context Delete Digits Insert Digits Address to modify Adaptation Data Notes

Digit Conversion for Outgoing Calls from SM
Add  |Remove:
0 Items o Filter: Enable

Matching Pattern Min  Max  Phone Context Delete Digits Insert Digits Address to modify Adaptation Data Notes

Commit| Cancel
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A second adaptation named HG SBCE shown below was created. This adaptation will later be
assigned to the SIP Entity corresponding to the Avaya SBCE.

The adaptation uses the DigitConversionAdapter. MIME set to no will remove MIME types
inserted by the CS1000 which are not used for call processing and should not be sent to Bell
Aliant.

e Adaptation Name: Enter a descriptive name for the adaptation.
e Module Name: Enter DigitConversionAdapter.
e Module parameter Type: Click Add
- Name: Enter MIME.
- Value: Enter no.
e Click Commit to save.

The following screen shows the HG SBCE adaptation. This adaptation will be assigned later to
the SIP Entity corresponding to the Avaya SBCE.

Aura® System Manager 6.3

Home | Routing
« Home / Elements / Routing / Adaptations [+]
- felp ?
Domains
= Adaptation Details Commit  Cancel
Locations
Adaptations Ganaral

SIP Entities

* Adaptation Name: HG SBCE

Module Name: DigitConversionAdapter |+ |

Routing Policies

Regular Expressions Name a value

Module Parameter Type: Name-Value Parameter = |

Defaults MIME no
Select : All, None

Egress URI Parameters:

Notes:

Digit Conversion for Incoming Calls to SM
Add |Remove

0 Items " Filter: Enable
Matching Pattern Min  Max Phone Context Delete Digits Insert Digits Address to modify Adaptation Data Notes

Digit Conversion for Outgoing Calls from SM
Add |Remove

0 Items Filter: Enable

Matching Pattern Min  Max  Phone Context Delete Digits Insert Digits Address to modify Adaptation Data Notes

Commit Cancel
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6.5. Add SIP Entities

A SIP Entity must be added for Session Manager and for each SIP telephony system connected
to it, which includes the CS1000 and the Avaya SBCE. Navigate to Routing = SIP Entities in
the left-hand navigation pane and click on the New button in the right pane (not shown).

Add the SIP entity for Session Manager, as follows:

In the General section, enter the following values. Use default values for all remaining fields:

e Name: Enter a descriptive name.

e FQDN or IP Address: Enter the FQDN or IP address of the SIP Entity that is used for
SIP signaling, in this case the IP address of the Session Manager Security Module
Interface.

e Type: Enter Session Manager for Session Manager, Other for the CS1000 and the
Avaya SBCE.

e Adaptation: This field is only present if Type is not set to Session Manager. If
applicable, select the Adaptation Name defined in Section 6.4.

e Location: Select one of the locations defined in Section 6.3.

e Time Zone: Select the time zone which the entity belongs to.

To define the ports used by Session Manager, scroll down to the Port section of the SIP Entity
Details screen. This section is only present for Session Manager SIP entities.

In the Port section, click Add and enter the following values. Use default values for all
remaining fields:

For the compliance test, only two Ports were used:
e 5060 with TCP for connecting to the Avaya SBCE.

e 5085 with UDP for connecting to the CS1000.
e Click Commit to save.
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The following screen shows the addition of the HG Session Manager SIP Entity. This SIP
Entity will be assigned later to the Entity Link corresponding to the CS1000 and the Avaya
SBCE.

B /oo o cdmin

¥ Routing « Home / Elements / Routing / SIP Entities [+]
= Help ?
Domains
= SIP Entity Details |Commit Cancel
Locations
Adaptations General
SIP Entities * Name: HG Session Manager
Entity Links * FQDN or IP Address: 172.16.5.32
Time Ranges Type: | Session Manager
Routing Policies Notes: HG Session Manager
Dial Patterns
Regular Expressions Location: HG Session Manager =]
Defaults Outbound Proxy: =]
Time Zone: America/New_York Z||
Credential name:
SIP Link Monitoring
SIP Link Monitoring: Use Session Manager Configuration |~ |

Port

TCP Failover port:

TLS Failover port:

E Remove

9 Items Filter: Enable

Port a Protocol |Default Domain Notes
5060 TCP[x] |avaya.lab.com =]
5085 UDP[~| |avaya.lab.com [~]

Select : All, None

SIP Responses to an OPTIONS Request

Add |Remove

0 Items Filter: Enable

Mark
Response Code & Reason Phrase Entity Notes
Up/Down
iCommii Cancel
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A separate SIP entity for the CS1000, other than the one created for Session Manager during
installation, is required in order to route calls to the CS1000.

For the compliance testing, the following values were used:
e Name: Enter a descriptive name.
e The FQDN or IP Address field is set to the TLAN IP address of the CS1000 Signaling
Gateway (Node IP address), refer to Section 5.2.1.
e For Adaptation, select the CS1K76 adaptation defined in Section 6.4.
e For Location, select the CS1k Node location defined in Section 6.3.

The following screen shows the addition of the CS1K7.6 SIP entity. This SIP Entity will be
assigned later to the Entity Link corresponding to the CS1000.

Manager 6.3

« Home / Elements / Routing / SIP Entities [+]

Domains

A SIP Entity Details P | P
Adaptations General
SIP Entities * Name: CS1K7.6
EntityT * FQDN or IP Address: 172.16.20.60
Time Ranges Type: Othe
ROl Sohaes Notes: CS1000 Rel. 7.6
Dial Patterns
Regular Expressions Adaptation: CS1K76 [~]
Defaults | Location: CS1k Node =
Time Zone: America/New_York ]

* SIP Timer B/F (in seconds): 4
Credential name:
Call Detail Recording: none |~ |

CommProfile Type Preference: ;J

Loop Detection
Loop Detection Mode: Off =

SIP Link Monitoring

SIP Link Monitoring: Use Session Manager Configuration |~
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A separate SIP entity for the Avaya SBCE is required in order to route calls to the service
provider.

For the compliance test, the following values were used:
e Name: Enter a descriptive name.
e The FQDN or IP Address field is set to the IP address of the inside or private network
interface of the Avaya SBCE (see Figure 1).
e For Adaptation, select the HG SBCE adaptation defined in Section 6.4.
e For Location, select the HG ASBCE location defined Section 6.3.

The following screen shows the addition of the HG ASBCE SIP entity. This SIP Entity will be
assigned later to the Entity Link corresponding to the Avaya SBCE.

Aura” System Manager 6.3

~ Routing « Home / Elements / Routing / SIP Entities [+]

Domains

e SIP Entity Details Commit| Cancel
Adaptations General
SIP Entities * Name: HG ASBCE
EnﬁtyT * FQDN or IP Address: 172.16.5.71
Notes: HG ASBCE
Adaptation: HG SBCE =
m Location: HG ASBCE -]
Time Zone: America/New_York i~

* SIP Timer B/F (in seconds): 4
Credential name:
Call Detail Recording: none 3

CommProfile Type Preference: =

Loop Detection
Loop Detection Mode: Off ;1

SIP Link Monitoring

SIP Link Monitoring: Use Session Manager Configuration ¥ |
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6.6. Add Entity Links

A SIP trunk between Session Manager and a telephony system is described by an Entity Link.
Two Entity Links were created; one to the CS1000 and the other to the Avaya SBCE. To add an
Entity Link, navigate to Routing = Entity Links in the left-hand navigation pane and click on
the New button in the right pane (not shown). Fill in the following fields in the new row that is
displayed:

Name: Enter a descriptive name.

SIP Entity 1: Select Session Manager Entity configured in Section 6.5.

Protocol: Select the transport protocol used for this link. This must match the protocol
defined in Section 6.5.

Port: Port number on which Session Manager will receive SIP requests. This must
match the port defined in Section 6.5.

SIP Entity 2: Select the name of the other system. For the CS1000 and the Avaya SBCE,
select the CS1000 or the Avaya SBCE SIP entity defined in Section 6.5.

Port: Port number on which the far-end will receive SIP requests. For the CS1000 this
must match the port defined under SIP Gateway Settings tab, under Proxy or Redirect
Server in Section 5.5.1. For the Avaya SBCE, this must match the port defined under
Server Configuration in Section 7.2.5.

Connection Policy: Select Trusted from the pull-down menu.

Click Commit to save.

The following screen illustrates the Entity Link to the CS1000.

1ltem o Filter: Enable
Entity Li

Time Ranges Name SIP Entity 1 Protocol |Port SIP Entity 2 "> Port New |Notes

Override Policy e
Routing Policies — — —
|t HG Session Manager]  *|HG Session Manager [=]  UDP[=] */5085 * C51K7.6 =] O * 5085 trusted =]
Dial Patterns
“ =
Regular Expressions [SRNFIRREUHIN,
Defaults

x
s
nti inks
" S

Home / Elements / Routing / Entity Links

Entity Links Commit Cancel
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The following screen illustrates the Entity Link to the Avaya SBCE.

B oo o odnin

* Routing « Home / Elements / Routing / Entity Links
Help ?
Domains o
o Entity Links Commit Cancel
ocations
Adaptations
SIP Entities

1Item Filter: Enable
Entity Links

Deny
2 » . DNS Connection
— 1 Entity 1 Protocal port 1P Entity 2 o2 o mecion | ety Iotes
Service!
Routing Policies
Regular Expressions Select : All, None

* HG Session Manager| *| HG Session Manager [»| TCP[x] */5060 * HG ASBCE =] O * 5060 trusted  [=]

The following screen shows the list of Entity Links. Note that only the highlighted entity links
were created for the compliance test, and are the ones relevant to these Application Notes.

I # oo i admin

+ Home / Elements / Routing / Entity Links o
Help 2
Entity Links
| New More Actions_~ |
Entity Links 2 lems & Filter: Enable
| i | | i DNS | | Connection | Deny New |
Time Ranges Name SIP Entity 1 Protocol Port | SIP Entity 2 Ovenide | POrt Pocy e |Notes
Routing Policies HG Session Manager AAC 5080 TCP Hoaession Tcp 5060 AAC O 5060  trusted o SAC Entity
Dial Patterns :fmse;g‘é’g [‘rﬂg:auer Acme Packet ugnif;i““ Tcp 5060 Acme Packet sipl O 5060 trusted O
Regular Expressions %ﬁ” & 5085 UDP ﬂgr‘f’;}f;““ upe 5085 CS1K7.6 [m| 5085 trusted D‘
g .
Defaults T
SHéé—gcsifﬁ“;”lﬂf:a er EdgeMarc :gﬂsae;"’“ ubP 5060 EdgeMarc SBC [m] 5060  trusted =]
:S&?iggg?&?er HG ngni“qii"“ Tcp 5060 HG ASBCE O 5060 trusted O |
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6.7. Add Routing Policies

Routing Policies describe the conditions under which calls will be routed to the SIP Entities
specified in Section 6.5. Two routing policies were added for this compliance test: one for the
CS1000 and one for the Avaya SBCE. To add a routing policy, navigate to Routing = Routing
Policies in the left-hand navigation pane and click on the New button in the right pane (not
shown). The following screen is displayed. Fill in the following:

In the General section, enter the following values. Use default values for all remaining fields:

e Name: Enter a descriptive name.

o Notes: Add a brief description (optional).

e Inthe SIP Entity as Destination section, click Select. The SIP Entity List page opens
(not shown). Select the appropriate SIP entity to which this routing policy applies and
click Select. The selected SIP Entity displays on the Routing Policy Details page as
shown below. Use default values for remaining fields.

e Click Commit to save.

The following screen shows the Routing Policy for the CS1000.

« Home / Elements / Routing / Routing Polides

Domains
. Routing Policy Details Commit, | Cancel
Locations

Adaptations General

[ name: To c51K76 |

Entity Links
e Disabled:
Time Ranges

* Retries: 0
Routing Policies

‘No!ei: Inbound Calls to CS1K76 I

Regular Expressions

SIP Entity as Destination

Select

Name FQDN or IP Address Type Notes

C51K7.6 172.16.20.60 Other C51000 Rel. 7.6
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The following screen shows the Routing Policy for the Avaya SBCE.

« Home / Elements / Routing / Routing Polides L+

Routing Policy Details Commit Cancel

e General

|= Name: To HG ASBCE |

Time Ranges

Routing Policies

F—— [Notes: Outbound calls via ASBCE |

Regular Expressions

= B
2 B
&

I L3

SIP Entity as Destination

Select;

Name FQDN or IP Address Type Notes

IHG ASBCE 172.16.5.71 Other HG ASBCE

6.8. Add Dial Patterns

Dial Patterns are needed to route calls through Session Manager. For the compliance test, dial
patterns were configured to route calls from the CS1000 to Bell Aliant and vice versa. Dial
Patterns define which route policy will be selected for a particular call based on the dialed digits,
destination domain and originating location. To add a dial pattern, navigate to Routing = Dial
Patterns in the left navigation pane and click on the New button in the right pane (not shown).
Fill in the following, as shown in the screens below:

In the General section, enter the following values. Use default values for all remaining fields:
e Pattern: Enter a dial string that will be matched against the Request-URI of the call.
e Min: Enter a minimum length used in the match criteria.

e Max: Enter a maximum length used in the match criteria.
e SIP Domain: Enter the destination domain configured in Section 6.2 used in the
matching criteria.

Notes: Add a brief description (optional).

e In the Originating Locations and Routing Policies section, click Add. From the
Originating Locations and Routing Policy List that appears (not shown), select the
appropriate originating location for use in the match criteria. Lastly, select the routing
policy from the list that will be used to route all calls that match the specified criteria.
Click Select.

e Default values can be used for the remaining fields.

e Click Commit to save.
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The example below shows that for calls beginning with dial pattern 1 (the North American
Numbering Plan area prefix), with a length between 1 and 11 digits, with a SIP Domain of
—ALL- and an Originating Location Name of CS1k Node, the Routing Policy Name To HG
ASBCE will be used. Note that —~ALL- was used for the SIP Domain since dial pattern 1 is being
shared with other domain names being used by other test activities in the lab. The specific
domain name could have been used instead (i.e., avaya.lab.com)

Aura® System Manager 6.3 B F oo admin

‘ Home / Elements / Routing / Dial Patterns o
| oomains | o
m Dial Pattern Details Commit| Cancel
| ndaptations RN
SIP Entities
* Pattern: 1
* Min: 1
= — * Max: 11
Dial Patterns Emergency Call:
Regular Expressions Emergency Priority:
Defaults Emergency Type:
SIP Domain: -ALL- [-]]
Notes:
Originating Locations and Routing Policies
Add| [Remove|
6 Items Filter: Enable
SR 5 Originating Location - = Routing Policy Routing Policy a S
Originating Location Name .. br" Routing Policy Name | Rank vyl |t b Routing Policy Notes
C51k Node C51K7.6 To HG ASBCE 0 HG ASBCE Eg'é'é%”"d calls via
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The next example shown below is for dial pattern 506 to route inbound calls to DID numbers
provided by Bell Aliant (DID numbers assigned to extensions in the CS1000). For calls that
begin with 506, are between 3 and 10 digits in length, have a SIP Domain of avaya.lab.com and
an Originating Location Name of HG ASBCE, Routing Policy To CS1K76 will be used.

_ # Log off admin
« Home / Elements / Routing / Dial Patterns [+]
Help ?
. Dial Pattern Details |commit| cancel
Locations
Adaptations General
| swenuues |  pattern: 506
Entity Links
Min: 3
5 . Max: 10
Routing Policies
e Emergency Call:
Regular Expressions Emergency Priority:
SIP Domain: avaya.lab.com = ‘
Notes:
Originating Locations and Routing Policies
|Add |Remove
1ltem Filter: Enable
Originating Location Name . |Originating Location Notes Routing Policy Name Rank RD‘I'J?S’::}::;“" Routing Policy Destination | Routing Policy Notes
| HG ASBCE HG Avaya SBCE To C51K76 0 C51K7.6 Inbound Calls to CSlK76|

The next example shown below is for dial pattern “69” for outbound seven digits local calls,
have a SIP Domain of avaya.lab.com, Originating Location Name of CS1k Node, uses Routing
Policy Name of To HG ASBCE.

— # Log off admin
Hom
* Routing « Home / Elements / Routing / Dial Patters 4]
f Help 2
Domains B "
. Dial Pattern Details |Commit Cancel
Locations h
Adaptations General
SIP Entities
* Pattern: 69
Entity Links
* Min: 2
. o * Max: 7 -
Routing Policies
Dial Patterns Emergency Call:
Regular Expressions Emergency Priority:
Emergency Type:
SIP Domain: avaya.lab.com =] |
Notes:
Originating Locations and Routing Policies
|Add  |Remove
1Item Filter; Enable
Originating Location Name . Originating Location Notes | Routing Policy Name | Rank R°'l‘)li';:l‘3h:l‘,'1"“' Routing Policy Destination |Routing Policy Notes |
€51k Node C51K7.6 To HG ASBCE 0 HG ASBCE Outbound calls via ASECEl
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The same procedure should be followed to add other required dial patterns, such as: 011 for
International calls, 411 for Directory Assistance calls, 911 for Emergency calls, 0 for Operator
calls, etc.

6.9. Add/View Session Manager

The creation of a Session Manager element provides the linkage between System Manager and
Session Manager. This was done as part of the initial Session Manager installation. To add
Session Manager, navigate to Elements - Session Manager = Session Manager
Administration in the left-hand navigation pane, and click on the New button in the right pane
(not shown). If Session Manager already exists, click View (not shown) to view the
configuration. Enter/verify the data as described below and shown in the following screen:

In the General section, enter the following values:
e SIP Entity Name: Select the SIP Entity created for Session Manager.
e Description: Add a brief description (optional).
e Management Access Point Host Name/IP: Enter the IP address of the Session Manager
Management interface.

In the Security Module section, enter the following values:
e SIP Entity IP Address: Should be filled in automatically based on the SIP Entity Name.
Otherwise, enter the IP address of the Session Manager signaling interface.

e Network Mask: Enter the network mask corresponding to the IP address of the Session
Manager signaling interface.

e Default Gateway: Enter the IP address of the default gateway for the Session Manager
signaling interface.

e Use default values for the remaining fields.

e Click Save (not shown) to add Session Manager.
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The screen below shows Session Manager Values used for the compliance test.

¥ Session Manager
Dashboard
Session Manager
Administration
Communication
Profile Editor
» Network

Configuration

» Device and Location
Configuration

L on
Configuration

¥ System Tools

« Home / El

/ Session

/ Session

View Session Manager

General | Security Module | NIC Bonding | Monitoring | CDR | Personal Profile Manager (PPM) -

Expand All | Collapse All

General -

Security Module -

Management Access Point Host Name/IP 172.16.5.31

SIP Entity Name HG Session Manager

Description Lab-HG SM

Direct Routing te Endpoints Enable
VMware Virtual Machine [

SIP Entity [P Address 172.16.5.32
Network Mask 255.255.255.0

Default Gateway 172.16.5.254

Call Control PHB 46
QOS Priority 6
Speed & Duplex Auto

VLAN ID

*SIP Firewall Configuration Rule Set for HG Session Manager

B A oo i admin

|Return|

Connection Settings | Event Server
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7. Configure Avaya Session Border Controller for Enterprise
(Avaya SBCE).

This section describes the required configuration of the Avaya SBCE to connect to Bell Aliant’s
SIP Trunk service.

It is assumed that the Avaya SBCE was provisioned and is ready to be used; the configuration
shown here is accomplished using the Avaya SBCE web interface.

Note: In the following pages, and for brevity in these Application Notes, not every provisioning
step will have a screenshot associated with it.

7.1. Log in Avaya SBCE

Use a Web browser to access the Avaya SBCE Web interface. Enter https://<ip-addr>/shc in the
address field of the web browser, where <ip-addr> is the Avaya SBCE management IP address.

Enter the appropriate credentials and click Log In.

AVAYA =

Password:
Log In
Session Border Controller This system is restricted solely to authorized users for legitimate business
T purposes only. The actual or aftempted unauthonized access, use of
for Enterprise modiications of s system is sticty pronibied. Unauhorized users are

subject to company disciphnary procedwes and or criminal and cvil
penatties under state, federal or other applicable domestic and foreign laws.

The use of this system may be monitored and recorded for administrative
and security reasons. Anyone accessing this system expressly consents to
such monitoring and recording, and is advised that if it reveals possible
ewvidence of criminal activity, the evidence of such actiity may be provded
to law enforcement officials

All users must comply with all corporate instructions regarding the protection
of information assets.

© 2011 - 2013 Avaya Inc_ All rights reserved.
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The Dashboard main page will appear as shown below.

Alarms Incidents  Statistics Logs Diagnostics  Users Settings Help Log Out

Session Border Controller for Enterprise AVAYA

Dashboard Dashboard 7
Administration
Backup/Restore System Time 08:12:10 AM GMT Refresh  EMS

System Management

Version 6.21.Q16 Sipera

Global Parameters ?

Global Profiles Build Date Wed May 28 09:21:02 UTC 2014

SIP Cluster .

Domain Policies 3 =
None found. Sipera: No Server Flow Matched for Incoming Message

TLS Management

Device Specific Settings Sipera: No Server Flow Matched for Incoming Message
Sipera: No Server Flow Matched for Incoming Message
Sipera: No Server Flow Matched for Incoming Message

Sipera: No Server Flow Matched for Incoming Message

[ |
. MNoes |

To view the system information that has been configured during installation, navigate to System
Management. A list of installed devices is shown in the right pane. In the compliance testing, a
single Device Name Sipera was already added. To view the configuration of this device, click
on View as shown in the screenshot below.

Alarms  Incidents  Statistics Logs  Diagnostics  Users Settings Help Log Out

Session Border Controller for Enterprise AVAYA

Dashboard System Management
Administration

Backup/Restore

Devices | Updates SSLVPN | Licensin
System Management ‘ | P ‘ ‘ ‘ 9
Global Parameters Device Name Management |P Version Status
{Serial Number)

Global Profiles
Sipera
SIP Cluster (IPCS31030132)
Domain Palicies
TLS Management

6.2.1.Q16 Commissioned Reboot Shutdown Restart Application Edit Delete

Device Specific Settings
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To view the network configuration assigned to the Avaya SBCE, click View on the screen
above. The System Information window is displayed as shown below.

The System Information screen shows the Network Configuration, DNS Configuration and
Management IP(s) information provided during installation and corresponds to Figure 1. The

Box Type was set to SIP and the Deployment Mode was set to Proxy. Default values were used
for all other fields.

System Information: Sipera X
General Configuration Device Configuration
Appliance Name Sipera HA Mode No
Box Type SIP Two Bypass Mode No

Deployment Mode  Proxy

Network Configuration

1P Public IP Netmask Gateway Interface
172.16.5.71 172.16.5.71 255.255.255.0 172.16.5.254 Al
172.16.5.199 172.16.5.199 255.255.255.0 172.16.5.200 B1
DNS Configuration Management IP(s)
Primary DNS 172.16.5.102 IP

Secondary DNS

DNS Location DMz

DNS Client IP 172.16.5.71

On the previous screen, note that the Al corresponds to the inside interface (toward Session
Manager) and B1 corresponds to the outside interface (toward the Service Provider) of the Avaya
SBCE. The management IP was blurred out for security reasons.

IMPORTANT! — During the Avaya SBCE installation, the Management interface, (labeled
“M1”), of the Avaya SBCE must be provisioned on a different subnet than either of the
Avaya SBCE private and public network interfaces (e.g., Al and B1). If this is not the case,
contact your Avaya representative to have this resolved.
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7.2. Global Profiles

The Global Profiles Menu, on the left navigation pane, allows for the configuration of parameters
across all devices.

7.2.1. Server Interworking - Avaya-SM

Interworking Profile features are configured to facilitate interoperability of implementations
between enterprise SIP-enabled solutions and different SIP trunk service providers.

Several profiles have been already pre-defined and they populate in the list under Interworking
Profiles on the screen below. If a different profile is needed, a new Interworking Profile can be
created, or an existing default profile can be modified or “cloned”. Since modifying a default
profile is generally not recommended, for the test configuration the default avaya-ru profile was
duplicated, or “cloned”, and then modified to meet specific requirements for the enterprise SIP-
enabled solution.

On the left navigation pane, select Global Profiles - Server Interworking. From the
Interworking Profiles list, select avaya-ru. Click Clone Profile.

Enter the new profile name in the Clone Name field, the name of Avaya-SM was chosen in this
example. Click Finish.

For the newly created Avaya-SM profile, click Edit at the bottom of the Advanced tab:
e Uncheck Include End Point IP for Context Lookup.
e Leave other fields with their default values.
e Click Finish.
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The following screen capture shows the General tab of the newly created Avaya-SM Profile.

Alarms  Incidents  Statistics

Logs  Diagnostics

Settings Help Log Out

Session Border Controller for Enterprise

AVAYA

Dashboard Interworking Profiles: Avaya-SM
Administration [ add | [ Rename [ Clone | Delete ]
Backup/Restore
Cick rere 353 0 gscrpon
System Management
€s2100
Global Parameters General || Timers | | URI | Header 1
* Bobel Prfes - ‘
D in DeS -
omain Do OCS-Edge-Server Hold Support NONE
Fingerprint cisco-cem
Server Interworking LA Hone
Phone Interworking cues 181 Handling Nene
Media Forking Sipera-Halo 182 Handling None
Routing OCS-FrontEnd-Server 183 Handling None i
Server Configuration
. g Refer Handling No
Topology Hiding
SP-General
Signaling Manipulation URI Group None
URI Groups Avaya-CS1000 3xx Handling No
SIP Cluster Avaya-IPO Diversion Header Support No
Domain Policies Avaya-CM Delayed SDP Handling No
TLS Management
Test Re-Invite Handling No
Device Specific Settings
T.38 Support No
URI Scheme SIP
Via Header Format RFC3261

The following screen capture shows the Advanced tab of the newly created Avaya-SM Profile.

Alarms  Incidents  Statistics

Logs Diagnostics Users

Settings Help Log Out

Session Border Controller for Enterprise AVAYA
Dashboard Interworking Profiles: Avaya-SM
Administration ‘ Add ‘ | Rename ‘ Clone ‘ Delete |
Backup/Restore
Cick rre o  desron
System Management
€s2100
Global Parameters General | | Timers || uRI | Header ||
4 |Global Profiles avaya-u =
Record Routes Both
Domain DoS OCS-Edge-Server
Fingerprint ciscocom Topology Hiding: Change Call-D No
Server Interworking Call-Info NAT No
B cups
Phone Interworking Change Max Forwards Yes
Media Forking Sipera-Halo -
Include End Point IP for Context Loockup No
Routing OCS-FrontEnd-Server
. ‘OCS Extensions No
Server Configuration Avaya.Shl
Topology Hiding AVAYA Extensions Yes |
S N . SP-General =
Signaling Manipulation NORTEL Extensions No
Avaya-CS1000
URI Groups 4 Diversion Manipulation No
SIP Cluster Avaya-IPO . .
Domain Polici Metaswitch Extensions No
omain Policies
Avaya-CM
TLS Management Reset on Talk Spurt No
Device Specific Settings Test Reset SRTP Context on Session Refresh No
Has Remote SBC Yes
Route Response on Via Port No
Cisco Extensions No I
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7.2.2. Server Interworking - SP-General
A second Server Interworking profile named SP-General was created for the Service Provider.

On the left navigation pane, select Global Profiles > Server Interworking. From the
Interworking Profiles list, select Add.

Enter the new profile name, the name of SP-General was chosen in this example. Accept the
default values for all fields by clicking Next and then Click Finish.

The following screen capture shows the General tab of the newly created SP-General profile.

Alarms  Incidents  Statistics Logs Diagnostics  Users Settings Help Log Out

Session Border Controller for Enterprise AVAYA
Dashboard Interworking Profiles: SP-General
Administration ol Rename | [ Cions | [ Delete
Backup/Restore .
System Management
2100
Global Parameters e ‘ General H Timers H URI H Header |
4 |Global Profiles| avaye-u =
D.oma\n DoS OCS-Edge-Server Hold Support NONE
Fingerprint claco-cem )
Server Interworking 180 Handling None
Phone Interworking Loy 181 Handling Nene
Media Forking Sipere-Halo 182 Handling None
Routing QCS-FrontEnd-Server 183 Handling None
S Confi ti
Tervelr o:rwjura on Avaya-SM Refer Handling No
‘opology Hiding
SP-General
Signaling Manipulati URI Group Nene
URI Groups Avaya-CS1000 3xx Handling No
SIP Cluster Avaya-IPO Diversion Header Support No
Domain Policies Avaya-CM Delayed SDF Handiling No
TLS Management
. . Test Re-Invite Handling No
Device Specific Settings
T.38 Support No
URI Scheme siP
Via Header Format RFC3261
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The following screen capture shows the Advanced tab of the newly created SP-General profile.

Alarms  Incidents  Statistics Logs  Diagnostics  Users Settings Help Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Interworking Profiles: SP-General
Administration Add Rename | Clone Delete
Backup/Restore
Cickrre o  desrpon
System Management
€s2100
Global Parameters General || Timers || uRI | Header [ |
4 |Global Profiles avaya-lu
Record Routes Both
Domain DeS OCS-Edge-Server
Fingerprint cisco-cem Topology Hiding: Change Call-ID Yes
Server Interworking Call-Info NAT No
- cups
Phone Interworking Change Max Forwards Yes
Media Forking Sipera-Halo i
Include End Point IP for Context Lockup No
Routing QOCS-FrontEnd-Server
" OCS Extensions No
Server Configuration Avaya-SM
Topology Hidin AVAYA Extensions Ne
) ° ng 9 5 SP-General
Signaling Manip NORTEL Extensions No
Avaya-CS1000
URI Groups ¥ Diversion Manipulation No
SIP Cluster Avaya-IPO
Metaswitch Extensions No
Domain Policies Avaya-CM
TLS Management o Reset on Talk Spurt No
Device Specific Settings e Reset SRTP Context on Session Refresh No
Has Remote SBC Yes
Route Response on Via Port No
Clsco Extensions Ne

7.2.3. Routing Profiles

Routing profiles define a specific set of routing criteria that are used, in conjunction with other
types of domain policies, to determine the route that SIP packets should follow to arrive at their
intended destination.

Two Routing profiles were created, one for inbound calls, with Session Manager as the
destination, and the second one for outbound calls, which are sent to the Service Provider SIP
trunk.

To create the inbound route, from the Global Profiles menu on the left-hand side:

e Select Routing.

e Click Add in the Routing Profiles section.
e Enter Profile Name: Route_to_SM.

e Click Next.

On the next screen, complete the following:
e Next Hop Server 1: 172.16.5.32 (Session Manager IP address).
e Check Routing Priority Based on Next Hop Server.
e Qutgoing Transport: select TCP.
e Click Finish.
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Edit Routing Rule X

Each URI group may only be used once per Routing Profile.
Next Hop Routing
URI Group * E
Next Hop Server 1
P, \P:Porl,pDomaln, or Domain:Port 172.16.5.32 |
Next Hop Server 2
IP, IP:Port, Domain, or Domain:Port
Routing Priority based on
Next Hop Server
Use Next Hop ]
for In Dialog Messages
Ignore Route Header O
for Messages Outside Dialog
NAPTR (]
SRV (]
Outgoing Transport O TLs @ TcP ) UDP

The following screen shows the newly created Route_to_SM Profile.

Alarms  Incidents

Statistics

Users

Dashboard
Administration
Backup/Restore
System Management
Global Parameters
‘
Domain DS
Fingerprint
Server Interworking
Phone Interworking
Media Forking
[Routing |
Server Configuration
Topology Hiding
Signaling Manipulation
URI Groups
SIP Cluster
Domain Policies
TLS Management

Device Specific Settings

Logs

Diagnostics

Session Border Controller for Enterprise

Routing Profiles: Route_to_SM

| Add |

Settings

Help

AVAYA

Log Out

| Rename ‘ Clone ‘ Delete |

Routing Profiles Click here to add a description.

default

Routing Profile

Route_to_SM

Route_to_SP

URI Group Next Hop Server 1 Next Hop Server 2

Route_te_CM

172.16.5.32 View Edit J

Route_to_CS1000

Routs_to_IPO

| Add
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Similarly, for the outbound route:
e Click Add in the Routing Profiles section.

e Enter Profile Name: Route_to SP

e Click Next.

e Next Hop Server 1: 142.125.72.11 (Service Provider SIP Proxy IP address)
e Check Routing Priority Based on Next Hop Server.

e Qutgoing Transport: select UDP.

e Click Finish.

Edit Routing Rule X

Each URI group may only be used once per Routing Profile.
Next Hop Routing

URI Group * E

Next Hop Server 1
| P, IPiPort,pDomain, or Domain-Port 142.125.72.11 |

Next Hop Server 2
IP. IP:Port. Domain. or Domain:Port

Routing Priority based on
Next Hop Server

=

Use Next Hop
for In Dialog Messages

Ignore Route Header
for Messages Outside Dialog

NAPTR

OO O O

SRV

Outgoing Transport @ TLs @ TCP @ UDP

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 95 of 136
SPOC 9/16/2014 ©2014 Avaya Inc. All Rights Reserved. BellACS1IKSMSBCE



The following screen capture shows the newly created Route_to_SP Profile.

Alarms  Incidents  Statistics Logs Diagnostics  Users Settings Help Log Out

Session Border Controller for Enterprise AVAYA
Dashboard Routing Profiles: Route_to_SP
Administration Add Rename Clone Delete
Backup/Restore
System Management Click here to add a description.
default | —————
Global Parameters elau Routing Profile
+ | Global Profiles Route_to_SM
Add
. Priority URI Group Next Hop Server 1 Next Hop Server 2
Fingerprint Route_to_CM [ a . —— |
Server Interworking 1 142.125.72.11 - ew Ed
. Route_to_CS1000
Phone Interworking
Media Forking Route_to_IPO
Server Configuration
Topology Hiding
Signaling Manipulation
URI Groups
SIP Cluster
Domain Policies
TLS Management
Device Specific Settings

7.2.4. Signaling Manipulation

The Signaling Manipulation feature of the Avaya SBCE allows an administrator to perform a
granular header manipulation on the headers of the SIP messages, which sometimes is not
possible by direct configuration on the web interface. This ability to configure header
manipulation in such a highly flexible manner is achieved by the use of a proprietary scripting
language called SigMa.

The script can be created externally as a regular text file and imported in the Signaling
Manipulation screen, or they can be written directly in the page using the embedded Sigma
Editor. In the reference configuration, the Editor was used. A detailed description of the structure
of the SigMa scripting language and details on its use is beyond the scope of these Application
Notes. Consult [12] on the References section for more information on this topic.

A Sigma script was created during the compliance test to hardcode the PAI with the first DID
number in the DID group provided by Bell Aliant. This was required in order to make outbound
calls from the CS1000 to the PSTN and for the correct number to be displayed at the PSTN
(CallID).

Note: Additional Avaya SBCE header manipulation will be performed by implementing
Signaling Rules, in Section 7.3.1 later in this document.
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On the left navigation pane, select Global Profiles = Signaling Manipulation. From the
Signaling Manipulation Scripts list, select Add.
e For Title enter a name, the name Hardcode PAI was chosen in this example.
e Enter the script as shown on the screen below (Note: The script can be copied from
Appendix A).
e Click Save.

Signaling Manipulation Editor AVAYA

Title Hardcode PAI

//The SBC will hardcode the PAI with the first DID number in the DID group,
//Which is also used for SIPF Trunk Registation.

//This is required in order to make outbound calls (CS1K-->PSTN) and for
//the correct number to be displayed at the PSTN.

within session "INVITE"

{
act on request where $DIRECTION="OUTBOUND" and %ENTRY_POINT="POST_ROUTING"

$HEADERS ["P-Asserted-Identity"] [1].URI.USER = "5066948000";
1

¥

The following screen capture shows the Hardcode PAI SigMa script after it was added.

Alarms  Incidents  Statistics Logs  Diagnostics  Users Settings Help  Log Out

Session Border Controller for Enterprise AVAYA

Dashboard Signaling Manipulation Scripts: Hardcode PAI
Administration Upload Add Download || Clone || Delete
Backup/Restore =y 3

Global Parameters Signaling Manipulation

4 |Global Profiles //The SBC will hardcode the PAI with the first DID number in the DID group,

N //Which is also used for SIP Trunk Registration.
|
Domain DoS //This is required in order to make outbound calls {(CS1K--3PSTH) and for
Fingerprint 7/the correct number to be displayed at the PSTH.
Server Interworking within session “INVITE*

Phone Interworking
Media Forking
Routing H
Server Configuration !
Topology Hiding Edit |
URI Groups

SIP Cluster

act on request where XDIRECTION="OUTBOUND" and XEMTRY POINT="POST_ROUTING"

FHEADERS[ "P-Asserted-Identity" J[1].URL.USER = "5066348000" ;

Domain Policies
TLS Management
Device Specific Settings
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7.2.5. Server Configuration

Server Profiles should be created for the Avaya SBCE’s two peers, the Call Server (Session
Manager) and the Trunk Server or SIP Proxy at the service provider’s network.

To add the profile for the Call Server, from the Global Profiles menu on the left-hand navigation
pane, select Server Configuration. Click Add Profile and enter the profile name: Session
Manager.

On the Add Server Configuration Profile - General window:

Server Type: Select Call Server.

IP Address: 172.16.5.32 (IP Address of Session Manager Security Module).
Supported Transports: Check TCP.

TCP Port: 5060 (This port must match the port number defined in Section 6.6).
Click Next.

Click Next on the Authentication tab.

Click Next on the Heartbeat tab.

The following screen capture shows the General tab of the Session Manager profile.

|Server Type Call Server |T|
172.16.5.32

IP Addresses / Supported FQDNs
Separate entries with commas
|Supported Transports UDP

TLS
TCP Port 5060
UDP Port
TLS Port

Finish
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On the Advanced window:
e Check Enable Grooming

e Select Avaya-SM from the Interworking Profile drop down menu.
e Leave the Signaling Manipulation Script at the default None.

e Click Finish.

The following screen capture shows the Advanced tab of the Session Manager profile.

Enable DoS Protection O
|Enab|e Grooming |
|Interworking Profile Avaya-SM m|
Signaling Manipulation Script None
TGP Connection Type @ susp © porTID ©

[=]

' MAPPING

Edit Server Configuration Profile - Advanced X

The following screen capture shows the General tab of the newly created Session Manager

profile.

Alarms  Incidents

Dashboard

Administration

Backup/Restore

System Management

Global Parameters

:
Domain DoS
Fingerprint
Server Interworking
Phone Interworking
Media Forking
Routing
Configuration
Topology Hiding

Signaling
Manipulation

URI Groups

Statistics

Logs Diagnostics Users

Server Configuration: Session Manager

Add

Session Border Controller for Enterprise

[Gonera ]|

Session Manager

Service Provider

Com Manager

CS1000

Server Type
IP Addresses / FQDNs
Supported Transports

TCP Port

Call Server
172.16.5.32
TCcP

5060

IP Office

Edit

Settings Help Log Out

AVAYA

Rename | Clone | Delete
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The following screen capture shows the Advanced tab of the newly created Session Manager
profile

Alarms  Incidents  Statistics Logs Diagnostics  Users

Settings Help Log Out

Session Border Controller for Enterprise AVAYA

Dashboard

Server Configuration: Session Manager
Administration

Add Rename Clone Delete
Backup/Restore

Server Profiles General ‘ | ‘ Heartbeat | Advanced
System Management
Session M|
Global Parameters
+ |Global Profiles Service Provider

Enable Greomin: v
Domain DoS Com Manager -

Fingerprint

Enable DoS Protection

€51000 Interworking Profile Avaya-SM|
Server Interworking

IP Office Signaling Manipulation Script None

Phone Interworking
Media Forking
Routing

Server Configuration

Topology Hiding

TCP Connection Type SUBID

Signaling Manipulation
URI Groups

SIP Cluster

Domain Palicies

TLS Management

Device Specific Settings
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To add the profile for the Trunk Server, from the Server Configuration screen, click Add in the
Server Profiles section and enter the profile name: Service Provider.

In the Add Server Configuration Profile - General window
e Server Type: select Trunk Server.
e IP Address: 142.125.72.11 (service provider’s SIP Proxy IP address).
e Supported Transports: check UDP.
e UDP Port: enter 5060.
e Click Next.

The following screen capture shows the General tab of the Service Provider profile.

Add Server Configuration Profile - General X
Server Type Trunk Server E

142.125.72.11

IP Addresses / Supported FQDNs

Separate entries with commas

[ TcP
Supported Transports uoP|
L 1Ls
TCP Port
UDP Port 5060 |
TLS Port
Back Next
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On the Authentication tab:

Check the Enable Authentication box.

Enter the User Name credential information supplied by the service provider for the
authentication of the SIP trunk.

Enter the Realm information supplied by the service provider for the authentication of
the SIP trunk. (Must be entered, currently cannot be detected automatically from the
challenge)

Enter Password credential information supplied by the service provider for the
authentication of the SIP trunk.

e Click Next.
Enable Authentication

User Name User123

Realm

(Leave blank to detect from server challenge)  eaim

Password Oy

Confirm Password sssscsssene
Back Next
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On the Heartbeat tab:

e Check the Enable Heartbeat box.

e Under Method, select REGISTER from the drop down menu.

e Frequency: Enter the amount of time (in seconds) between REGISTER messages that
will be sent from the enterprise to the Service Provider Proxy Server to refresh the
registration binding of the SIP trunk. This value should be chosen in consultation with the
service provider, 60 seconds was the value used during the compliance test.

e The From URI and To URI entries for the REGISTER messages are built using the
following:

- From URI: use the User Name entered above in the Authentication screen and the
Service Provider’s domain name, as shown on the screen below.

- To URI: Use the User Name entered above in the Authentication screen and the
Service Provider Proxy Provider’s domain name, as shown on the screen below.

- Click Next.
Enable Heartbeat

Method REGISTER[~

Freguency 60 seconds
From URI User123@pbx06dch20<

To URI 123@pbx06dch2046.ca

Back Next
HG; Reviewed: Solution & Interoperability Test Lab Application Notes 103 of 136

SPOC 9/16/2014 ©2014 Avaya Inc. All Rights Reserved. BellACS1IKSMSBCE



On the Advanced tab:
e Select SP-General from the Interworking Profile drop down menu.

e Under Signaling Manipulation Script, select the Hardcode PAI script created in
Section 7.2.4.

e Click Finish.

Add Server Configuration Profile - Advanced X

Enable DoS Protection El

Enable Grooming a

Interworking Profile SP.General [~

Signaling Manipulation Script Hardcode PAI |T

UDP Connection Type @ suBiD ) PORTID ) MAPPING

The following screen capture shows the General tab of the newly created Service Provider
profile.

Alarms  Incidents  Statistics Logs Diagnostics  Users Settings Help Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Server Configuration: Service Provider

»;dn:nis;:lion Add Rename | Clone | Delete
eenpestore [Genera [ Heart

System Management

Session Manager
Global Parameters s

| Server Type Trunk Server
Service Provider
“ [Global Profiles I | | 1P Addresses / FaDNs 142.125.72.11

Domain DoS
Supported Transports uoP
Fingerprint

Server Interworking UDP Port 5060

Phone Interworking
Media Forking
Routing

Topology Hiding

Edit

Signaling Manipulation
URI Groups

SIP Cluster

Domain Policies

TLS Management

Device Specific Settings
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The following screen capture shows the Authentication tab of the newly created Service
Provider profile.

Alarms  Incidents  Statistics Logs Diagnostics  Users Settings Help Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Server Configuration: Service Provider -

Administration Add Rename | Clone Delete
Backup/Restore h

Server Profiles |
System Management {@suoral | Aut 1 |

Session Manager

Global Parameters Enable Authentication v
+ |Global Profiles
Domain DoS
Fingerprint Reaim Reaim

Server Interworking Edit
Phone Interworking

Routing
Topology Hiding
Signaling Manipulation
URI Groups

SIP Cluster

Domain Policies

TLS Management

Device Specific Settings

The following screen capture shows the Heartbeat tab of the newly created Service Provider
Profile.

Alarms  Incidents  Statistics Logs  Diagnostics  Users Settings Help Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Server Configuration: Service Provider -
Administration Add Rename | Clone || Delete
Backup/Restore
[Hearoeat |
System Management - General | ‘
M
Global Parameters Sestion Manager Enable Heartbeat 7
4 |Global Profiles Service Provider
Method REGISTER
Domain DeS Com Manager
Frequency 60 seconds
Fingerprint CS1000
Server Interworking From URI User123@pbx06dch2046.ca
) IP Office
Phone Interworking To URI Userl23@pbx06dch2046.ca
Media Forng
Routing Edit
Server Configuration
Topology Hiding
Signaling Manipulation
URI Groups
SIP Cluster
Domain Policies
TLS Management
Device Specific Settings
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The following screen capture shows the Advanced tab of the newly created Service Provider
Profile.

Alarms  Incidents  Statistics Logs Diagnostics  Users Settings Help Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Server Configuration: Service Provider -
Admiistration Add Rename | Clone || Delete
Backup/Restore
Haariat] [ Acvanced
System Management General
Session Manager
Global Parameters Enable DoS Protection
4 [Global Profiles Service Provider
Domain DeS Com Manager SRR
Fingerprint C51000 Interworking Profile SP-General
Server Interworking P office Signaling Manipulation Script Hardcode PAI
Phons Intenworking - UDP Connection Type susiD
Media Forking
Routing Edit
'Server Configuration
Topology Hiding
Signaling Manipulation
URI Groups
SIP Cluster
Domain Policies
TLS Management
Device Specific Settings
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7.2.6. Topology Hiding

Topology Hiding is a security feature which allows changing several parameters of the SIP
packets, preventing private enterprise network information from being propagated to the un-
trusted public network.

Topology Hiding can also be used as an interoperability tool to adapt the host portion in SIP
headers like To, From, Request-URI, Via, Record-Route and SDP to the IP addresses or domains
expected by Session Manager and the SIP trunk service provider, allowing the call to be accepted
in each case. For the compliance test, only the minimum configuration required to achieve
interoperability on the SIP trunk was performed. Additional steps can be taken in this section to
further mask the information that is sent from the Enterprise to the public network.

To add the Topology Hiding Profile in the Enterprise direction, select Topology Hiding from the
Global Profiles menu on the left-hand side:

e Click on default profile and select Clone Profile.
e Enter the Profile Name: Session_Manager.
e Click Finish.

Clone Profile

Profile Name default
ICIone Name Session_Manager |

The following screen capture shows the newly added Session_Manager Profile. Note that for
Session Manager no values were overwritten (default).

Alarms  Incidents  Statistics Logs Diagnostics  Users Settings Help Log Out

Session Border Controller for Enterprise AVAYA
Dashboard Topology Hiding Profiles: Session_Manager
Administration Add Rename | Clone | Delets
Backup/Restore
default
Global Parameters Topology Hiding
cisco_th_profile
“ [Global Profiles Header Criteria Replace Action Overwrite Value
Fingerprint A
) Service_Provider soP IP/Domain Auto -
Server Interworking
Phone Interworking Ll Refer-To IP/Domain Auto -
Media Forking €s1000 Record-Route 1P/Domain Auto =
Routing 1P Office Request-Line |P/Domain Auto -
Server Configuration
— Via IP/Domain Auto -
Topology Hiding
" - Te IP/Domain Auto -
Signaling Manipulation
URI Groups Referred-By IP/Domain Auto —
SIP Cluster =
Edit
Domain Policies
TLS Management
Device Specific Settings
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To add the Topology Hiding Profile in the Service Provider direction, select Topology Hiding
from the Global Profiles menu on the left-hand side:

e Click on default profile and select Clone Profile

e Enter the Profile Name: Service_Provider.

e Click Finish.

Clone Profile

Profile Name default
Clone Name Service_Provider |

e Click Edit on the newly added Service_Provider Topology Hiding profile.

e Inthe From choose Overwrite from the pull-down menu under Replace Action, enter
the domain name for the Service Provider (pbx06dch2046.ca) under Overwrite Value.

e Inthe To choose Overwrite from the pull-down menu under Replace Action, enter the
domain name for the Service Provider (pbx06dch2046.ca) under Overwrite Value.

¢ Inthe Request-Line choose Overwrite from the pull-down menu under Replace
Action; enter the domain name for the Service Provider (pbx06dch2046.ca) under
Overwrite Value.

Edit Topology Hiding Profile X
Header Criteria Replace Action Overwrite Value
From E IP/Domain E QOverwrite E pbx06dch2046.ca Delete
SDP [~] [IPDomain [+ | Auto [~ Delete
Refer-To [=] [IPDomain  [+] |Auto [~ Delete
Record-Route |T IP/Domain F Auto |T Delete
Request-Line F |P/Domain F Overwrite F pbx06dch2046.ca ‘Delete
Via [~] [IPDomain  [+| Auto [~ Delete
|To [*] [IPDomain [~ Overwrite [+ pbx0Bdch2046.ca |Delete
Referred-By [=] [IPDomain [+ Auto [= Delete
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The following screen capture shows the newly added Service_Provider Profile.

Alarms  Incidents  Statistics Logs  Diagnostics  Users Settings Help Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Topology Hiding Profiles: Service_Provider
Administration Add Rename Clone Delete
Backup/Restore
Topology Hiding Profiles Click here to add a description.
System Management
default [ ——
Global Parameters e Topology Hiding
cisco_th_profile
“|Global Profiles Header Criteria Replace Action Overwrite Value
D DoS
omain Ho Session_Manager From 1P/Domain Overwrite pER0BAC2046 ca
Fingerprint - -
sop IP/omain auto =
Server Interworking
Phone Interworking Gom Manager Refer-To |P/Domain Auto -
Media Forking CS1000 Record-Route IP/Domain Auto -
Routing IP Office Reguest-Line IP/Domain Overwrite pbx08dch2046.ca
Server Configuration
Via IP/Domain Auto -
Topology Hiding
Signaling Manipulation To IP/Domain Overwrite pbx06dch2046.ca
URI Groups. Referred-By IP/Domain Auto —_
SIP Cluster Edit
Domain Policies
TLS Management
Device Specific Settings

7.3. Domain Policies

Domain Policies allow the configuration of sets of rules designed to control and normalize the
behavior of call flows, based upon various criteria of communication sessions originating from
or terminating in the enterprise. Domain Policies include rules for Application, Media, Signaling,
Security, etc.

In the reference configuration, two new Signaling Rules were defined. All other rules under the
Domain Policies menu, linked together on End Point Policy Groups later in this section, used one
of the default sets already pre-defined in the configuration. Please note that changes should not
be made to any of the defaults. If changes are needed, it is recommended to create a new rule by
cloning one the defaults and then make the necessary changes to the new rule.

7.3.1. Signaling Rules

Signaling Rules define the actions to be taken (Allow, Block, Block with Response, etc.) for
each type of SIP-specific signaling request and response message. They also allow the control of
the Quality of Service of the signaling packets.

Headers such as Alert-Info, P-Location, P-Charging-Vector and others are sent in SIP messages
from Session Manager to the Avaya SBCE for egress to the Service Provider’s network. These
headers should not be exposed external to the enterprise. For simplicity, these headers were
simply removed (blocked) from both requests and responses for both inbound and outbound
calls.
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A Signaling Rule was created, to later be applied in the direction of the Enterprise or the Service
Provider. To create a rule to block these headers coming from Session Manager from being
propagated to the network, in the Domain Policies menu, select Signaling Rules:

Click on default in the Signaling Rules list.
Click on Clone on top right of the screen.
Enter a name: SessMgr_SigRule. Click Finish.

Select the Request Headers tab of the newly created Signaling rule.

To add the AV-Global-Session-1D header:

Select Add in Header Control

Check the Proprietary Request Header box
Header Name: AV-Global-Session-1D
Method Name: ALL

Header Criteria: Forbidden

Presence Action: Remove Header

Click Finish

To add the Alert-Info header:

Select Add in Header Control
Header Name: Alert-Info
Method Name: ALL

Header Criteria: Forbidden
Presence Action: Remove Header
Click Finish.

To add the History-Info header:

Select Add in Header Control
Header Name: History-Info
Method Name: ALL

Header Criteria: Forbidden
Presence Action: Remove Header
Click Finish

To add the P-AV-Message-1d header:

Select Add in Header Control.

Check the Proprietary Request Header box
Header Name: P-AV-Message-1D

Method Name: ALL

Header Criteria: Forbidden

Presence Action: Remove Header

Click Finish
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To add the P-Charging-Vector header:

Select Add in Header Control

Check the Proprietary Request Header box
Header Name: P-Charging-Vector
Method Name: ALL

Header Criteria: Forbidden

Presence Action: Remove Header

Click Finish

To add the P-Location header:

Select Add in Header Control

Check the Proprietary Request Header box
Header Name: P-Location

Method Name: ALL

Header Criteria: Forbidden

Presence Action: Remove Header

Click Finish

To add the x-nt-e164-clid header:

Select Add in Header Control

Check the Proprietary Request Header box
Header Name: x-nt-e164-clid

Method Name: ALL

Header Criteria: Forbidden

Presence Action: Remove Header

Click Finish
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The following screen capture shows the Request Headers tab of the SessMgr_SigRule
signaling rule.

Alarms  Incidents  Statistics Logs Diagnostics  Users Settings Help Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Signaling Rules: SessMgr_SigRule
Administration Add Fiher By Device.. [=] Rename | Clone || Delets
Backup/Restore .
Signaling Rules Click here to add a description.
System Management
default
Global Parameters General | Requests || Responses | Request Headers | Response Headers | Signaling QoS | UCID
Global Profiles No-Content-Type-Checks -
Add Out Header Control
- — Ro! Header Name Method Name Header Criteria Action Proprietary Direction
. —
- emets Workers 1 AV-Global-Session-ID ALL Forbidden Remove Header Yes IN Edit Delete
Application Rules
Border Rules e 2 Aertinfo ALL Forbidden Remove Header No N Edit Delete
Media Rules Remove PAI 3 History-nfo ALL Forbidden Remove Header Ne IN Edit Delete
Security Rules 4 P-AV-Message-ID ALL Forbidden Remove Header Yes IN Edit Delete
Signaling Rules:
5 P-Charging-Vector ALL Forbidden Remove Header Yes IN Edit Delete
Time of Day Rules
End Paint Policy Groups ] P-Location ALL Forbidden Remove Header Yes IN Edit Delete
Session Policies 7 x-nt-e164-clid ALL Forbidden Remove Header Yes IN Edit Delete

TLS Management

Device Specific Settings

Select the Response Headers tab of the newly created Signaling rule.

To add the AV-Global-Session-1D header:
e Select Add in Header Control
e Check the Proprietary Request Header box
e Header Name: AV-Global-Session-1D
e Response Code: 1XX
e Method Name: ALL
e Header Criteria: Forbidden
e Presence Action: Remove Header
e Click Finish

To add the AV-Global-Session-1D header:
e Select Add in Header Control
e Check the Proprietary Request Header box
e Header Name: AV-Global-Session-1D
e Response Code: 200
e Method Name: ALL
e Header Criteria: Forbidden
e Presence Action: Remove Header
e Click Finish
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To add the Alert-Info header:
e Select Add in Header Control
e Header Name: Alert-Info
e Response Code: 200
e Method Name: ALL
e Header Criteria: Forbidden
e Presence Action: Remove Header
e Click Finish

To add the P-AV-Message-ID header:
e Select Add in Header Control
e Check the Proprietary Request Header box
e Header Name: P-AV-Message-1D
e Response Code: 1XX
e Method Name: ALL
e Header Criteria: Forbidden
e Presence Action: Remove Header
e Click Finish

To add the P-AV-Message-1D header:
e Select Add in Header Control
e Check the Proprietary Request Header box
e Header Name: P-AV-Message-1D
e Response Code: 200
e Method Name: ALL
e Header Criteria: Forbidden
e Presence Action: Remove Header
e Click Finish

To add the P-Charging-Vector header:
e Select Add in Header Control
e Check the Proprietary Request Header box
e Header Name: P-Charging-Vector
e Response Code: 200
e Method Name: ALL
e Header Criteria: Forbidden
e Presence Action: Remove Header
e Click Finish
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To add the P-Location header:
e Select Add in Header Control
e Check the Proprietary Request Header box
e Header Name: P-Location
e Response Code: 1XX
e Method Name: ALL
e Header Criteria: Forbidden
e Presence Action: Remove Header
e Click Finish

To add the P-Location header:
e Select Add in Header Control
e Check the Proprietary Request Header box
e Header Name: P-Location
e Response Code: 200
e Method Name: ALL
e Header Criteria: Forbidden
e Presence Action: Remove Header
e Click Finish

The following screen capture shows the Response Headers tab of the SessMgr_SigRule
signaling rule

Alarms  Incidents

Statistics  Logs

Diagnostics  Users Settings  Help

AVAYA

Log Out

Session Border Controller for Enterprise

Dashbeard
Administration
Backup/Restore
System Management
Global Parameters
Global Profiles
SIP Cluster
‘
Application Rules
Border Rules
Media Rules
Security Rules
Time of Day Rules
End Point Policy Groups
Session Policies
TLS Management

Device Specific Settings

Signaling Rules: SessMgr_SigRule

Add | Filter By Device.. [+ | Rename || Cione || Delete

Signaling Rules Click here to add a description.

default
General || Requests || Responses | Request Headers | Response Headers | Signaling QoS | ucio

No-Content-Type-Checks
Add In Header Control || Add Out Header Control
SessMgr_SigRule
Row Header Name Response Code  Method Name  Header Criteria Action Proprietary  Direction
Remote Werkers 1 AV-Globak-Session-ID XX ALL Forbidden Remove Header  Yes IN Edit Delete
e ey 2 AV-Global-Session-D 200 ALL Forbidden Remove Header  Yes N st Delete
Remove PAI 3 Aertinfo 200 ALL Forbidden Remove Header  No IN ote
4 P-AV-Message-ID 1XX ALL Forbidden Remove Header Yes IN te
5 P-AV-Message-ID 200 ALL Forbidden Remove Header Yes IN Edit Delete
] P-Charging-Vector 200 ALL Forbidden Remove Header Yes IN Edit Delete
7 P-Location 1XX ALL Forbidden Remove Header Yes IN Edit Delete
8 P-Location 200 ALL Forbidden Remove Header  Yes IN Edit Delete
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7.3.2. End Point Policy Groups

End Point Policy Groups are associations of different sets of rules (Media, Signaling, Security,
etc.) to be applied to specific SIP messages traversing through the Avaya SBCE.

To create an End Point Policy Group for the Enterprise, from the Domain Policies menu, select

End Point Policy Groups. Select Add Group.
e Group Name: Enterprise.
e Click Next.

Policy Group

|Gr0up Name Enterprise |

Next

In the Policy Group tab, all fields used one of the default sets already pre-defined in the
configuration, with the exception of the Signaling Rule, where the SessMgr_SigRule rule

created in Section 7.3.1 was selected.

In the Policy Group screen select the following:
e Application Rule: default-trunk.
e Signaling Rule: SessMgr_SigRule.

All other fields will default to the values shown below.
e Click Finish.

Policy Group X

| Application Rule default-trunk
Border Rule default |T|
Media Rule default-low-med
Security Rule default-low |T|
Signaling Rule SessMgr_SigRule
Time of Day Rule default m
Back Finish
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The following screen capture shows the newly created Enterprise End Point Policy Group.

Alarms  Incidents

Session Border Controller for Enterprise

Dashboard
Administration
Backup/Restore
System Management
Global Parameters
Global Profiles
SIP Cluster
-
Application Rules
Border Rules
Media Rules
Security Rules
Signaling Rules
Time of Day Rules

End Point Policy
Groups

Session Policies
TLS Management
Device Specific Settings

Statistics

Logs Diagnostics Users

Settings Help

AVAYA

Log Out

Policy Groups: Enterprise

[ Add | |Fitter By Device.. - | Rename | Cione || Deiete |

Policy Groups Click here to add a description.
default-low
Hover over a row to see its description.

default-low-enc

Policy Group |
default-med
Summa Add
default-med-enc (Summany| L Add |
Order Application Border Media Security Signaling Time of Day
default-high
| 1 default-trunk default default-low-med default-low SessMgr_SigRule  default | Edit Clone

default-high-enc
OCS-default-high
avaya-def-low-enc
avaya-def-high-subscri...
avaya-def-high-server

Service Provider

A second End Point Policy Group was created for the service provider, repeating the steps
described above. Defaults were used for all fields. The name Service Provider was chosen in
this example.

The screen below shows the newly created Service Provider End Point Policy Group.

Alarms  Incidents

Statistics

Logs Diagnostics Users

Settings Help Log Out

Session Border Controller for Enterprise

Dashboard
Administration
Backup/Restore
System Management
Global Parameters
Global Profiles
SIP Cluster
-
Application Rules
Border Rules
Media Rules
Security Rules
Signaling Rules
Time of Day Rules

End Point Policy
Groups

Session Policies
TLS Management
Device Specific Settings

AVAYA

Policy Groups: Service Provider

[ Add | Filter By Device.. - | Rename | Clone || Delete |

Policy Groups Click here to add a description.
default-low
Hover over a row to see its description.

default-low-enc
Policy Group |

default-med
default-med-enc _ Summary || Add

Application Border Media

Signaling

Time of Day
default-high

| 1 default-trunk default defauli-low-med default-low default default Edit Clone

default-high-enc

0CS-default-high
avaya-def-low-enc
avaya-def-high-subscri....
avaya-def-high-server

Enterprise

Service Provider
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7.4. Device Specific Settings

The Device Specific Settings allow the management of various device-specific parameters,
which determine how a particular device will function when deployed in the network. Specific
server parameters, like network and interface settings, as well as call flows, etc. are defined here.

7.4.1. Network Management

The network information should have been previously completed. To verify the network
configuration, from the Device Specific Settings Menu on the left hand side, select Network
Management. Select the Network Configuration tab.

In the event that changes need to be made to the network configuration information, they can be
entered here.

Use Figure 1 as reference for IP address assignments.

Alarms  Incidents  Statistics Logs Diagnostics  Users Settings Help Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Network Management: Sipera
Administration
BackupRestore Network Configuration | Interface Configuration
System Management .
Global Parameters siere Modifications or deletions of an IP address or its associated data require an application restart before taking effect. Application restarts can be issued from
Global Profiles System Management.
SIP Cluster |A1 Netmask 255.255.255.0 |A2 Netmask [p1 Netmask 255.255.255.0 B2 Netmask
Domain Policies Add Save | [ Clear
TLS Management IP Address Public IP Gateway Interface
4 | Device Specific Settings
172.165.71 172.16.5.254 Al z|| Delete
Media Interface 172.16.5.199 172.16.5.200 B1 \x|| Delete
Signaling Interface
Signaling Forking
End Point Flows
Session Flows
Relay Services
SNMP
Syslog Management
Advanced Options
Troubleshooting
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On the Interface Configuration tab, click the Toggle control for interfaces Al and B1 to change
the status to Enabled. It should be noted that the default state for all interfaces is disabled, so it
is important to perform this step, or the Avaya SBCE will not be able to communicate on any of
its interfaces.

Alarms  Incidents  Statistics Logs Diagnostics Users Settings Help Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Network Management: Sipera
Administration
Backup/Restore
Network Gonfigiration | [ ntertace Configuration |
System Management .
Globa Parametes
Global Profiles [a1 Enabled Toggle]
SIP Cluster A2 Disabled Toggle

Domain Policies

| 81 Enabled ’:;g\el

TLS Management

i Toggl
+[Device Specific Settings 82 Disabled oggle
Network Management

Media Interface
Signaling Interface

Signaling Forking
End Point Flows
Session Flows
Relay Services
SNMP
Syslog Management
Advanced Options
Troubleshooting
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7.4.2. Media Interface

Media Interfaces were created to adjust the port range assigned to media streams leaving the
interfaces of the Avaya SBCE. On the Private and Public interfaces of the Avaya SBCE, port
range 35000 to 40000 was used.

From the Device Specific Settings menu on the left-hand side, select Media Interface. Below is
the configuration of the inside, private Media Interface of the Avaya SBCE.

e Select Add in the Media Interface area (not shown).

e Name: Private_med.

e IP Address: 172.16.5.71 (Inside or A1 IP Address of the Avaya SBCE, toward Session

Manager).
e Port Range: 35000-40000.
e Click Finish.
Name F’riva‘teimed|
IP Address 172.16.5.71 |T
Port Range 35000 - 40000
Finish

Below is the configuration of the outside, public Media Interface of the Avaya SBCE.
e Select Add in the Media Interface area.
e Name: Public_med.
e IP Address: 172.16.5.199 (Outside or B1 IP Address of the Avaya SBCE, toward the
Service Provider via the IPSec VPN Tunnel).

e Port Range: 35000-40000.

e Click Finish.
Name Public_med
IP Address 172.16.5.199E
Port Range 35000 - 40000
Finish
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The following screen capture shows the newly created media interfaces.
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Global Parameters
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Domain Policies
TLS Management

4+ | Device Specific Settings|
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Signaling Interface
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End Point Flows
Session Flows
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SNMP

Syslog Management
Advanced Options
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Session Border Controller for Enterprise

Media Interface: Sipera

Devices

Sipera

Media Interface |
[EGE ent.

Name Media IP

Private_med 172.16.5.71 35000 - 40000

Public_med 172.16.5.199 35000 - 40000

Modifying or deleting an existing media interface will require an application restart before taking effect. Application restarts can be issued from System

Port Range

AVAYA

]

Edit Delete

Edit Delete
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7.4.3. Signaling Interface

To create the Signaling Interface toward Session Manager, from the Device Specific menu on
the left hand side, select Signaling Interface.
Below is the configuration of the inside, private Signaling Interface of the Avaya SBCE.
e Select Add in the Signaling Interface area.
e Name: Private_sig.
e Select IP Address: 172.16.5.71 (Inside or Al IP Address of the Avaya SBCE, toward
Session Manager).
e TCP Port: 5060.
e Click Finish.

Add Signaling Interface X

Name Private_sig
IP Address 172.16.5.71 |T
IEE‘?E E;’:}E to disable 5060
UDP Port
Leave blank to disable
Enable Stun
TLS Port
Leave blank to disable
TLS Profile AvayaSBCServer| v

Enable Shared Control

Shared Coentrol Port

Finish
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Below is the configuration of the outside, public signaling Interface of the Avaya SBCE.
e Select Add in the Signaling Interface area.
e Name: Public_sig.
e IP Address: 172.16.5.199 (Outside or B1 IP Address of the Avaya SBCE, toward the
Service Provider via the IPSec VPN Tunnel).
e UDP Port: 5060.

e Click Finish.

Add Signaling Interface X

Name Public_sig
IP Address 172.16.5.199F
TCP Port
Leave blank to disable
|L_-{8Ea)VF; ggl’:‘é to disable 5060
Enable Stun 0
TLS Port
Leave blank to disable
TLS Profile AvayaSBCServer| v

Enable Shared Control

Shared Control Port

Finish
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The following screen capture shows the newly created signaling interfaces.

Alarms  Incidents  Statistics Logs  Diagnostics  Users Settings Help Log Out

Session Border Controller for Enterprise AVAYA
Dashboard Signaling Interface: Sipera
Administration
Backup/Restore
jgnan
System Management , evices signaling Interface |
Global Parameters Sipora [ Add |
Global Profiles Name Signaling IP TCPPot UDPPort  TLS Port TLS Profile
SIP Cluster Private_sig 17216571 5060 None Edit Delete
Domain Policies Public_sig 172.16.5.199 - 5060 - Nene Edit Delete

TLS Management

4 |Device Specific Settings|

Network Management

Media Interface
Signaling Forking
End Point Flows
Session Flows
Relay Services
SNMP

Syslog Management
Advanced Options

Troubleshooting

7.4.4. End Point Flows

When a packet is received by Avaya SBCE, the content of the packet (IP addresses, URIs, etc.)
is used to determine which flow it matches. Once the flow is determined, the flow points to a
policy which contains several rules concerning processing, privileges, authentication, routing,
etc. Once routing is applied and the destination endpoint is determined, the policies for this
destination endpoint are applied. The context is maintained, so as to be applied to future packets
in the same flow. The following screen illustrates the flow through to secure a SIP Trunk call.

D

— “Trunk"Policy
Pdicy Oroup ,;": Nl Croup

,,ﬁ
-
1P-PRX

S Trunk Service Prowder
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The End-Point Flows defines certain parameters that pertain to the signaling and media portions
of a call, whether it originates from within the enterprise or outside of the enterprise.

To create the call flow toward the Service Provider SIP trunk, from the Device Specific Settings
menu, select End Point Flows, and then the Server Flows tab. Click Add Flow (not shown).

Name: SIP_Trunk_Flow.
Server Configuration: Service Provider.

URI Group: *

Transport: *

Remote Subnet: *

Received Interface: Private_sig.

Signaling Interface: Public_sig.

Media Interface: Public_med.

End Point Policy Group: Service Provider.
Routing Profile: Route_to_SM (Note that this is the reverse route of the flow).
Topology Hiding Profile: Service_Provider.
File Transfer Profile: None.

Click Finish.

Add Flow X

Flow Name SIP_Trunk_Flow

Server Configuration

Service Provider |T

URI Group * |T
Transport + v
Remote Subnet *

Received Interface Private_sig |T
Signaling Interface Public_sig |T
Media Interface Public_med [~

End Peint Policy Group
Routing Profile

Topology Hiding Profile

Service Provider
Route_to SM F

Service_Provider |T

File Transfer Profile

None F
Finish

HG; Reviewed:

SPOC 9/16/2014

Solution & Interoperability Test Lab Application Notes
©2014 Avaya Inc. All Rights Reserved.

124 of 136
BellACS1KSMSBCE



To create the call flow toward the Session Manager, click Add Flow.
e Name: Session_Manager_Flow.

e Server Configuration: Session Manager.
e URI Group: *

e Transport: *

e Remote Subnet: *

e Received Interface: Public_sig.
e Signaling Interface: Private_sig.
e Media Interface: Private_med.

e End Point Policy Group: Enterprise.
e Routing Profile: Route_to_SP (Note that this is the reverse route of the flow).
e Topology Hiding Profile: Session_Manager.

e File Transfer Profile: None.

e Click Finish.

Add Flow X

Flow Name

Server Configuration
URI Group

Transport

Remote Subnet
Received Interface
Signaling Interface
Media Interface

End Point Policy Group
Routing Profile

Topology Hiding Profile

Session_Manager_Flow

Session Manager F

S
- &
Public_sig [~

Private_sig |T
Private_med F
Enterprise
Route_to_SP |T

SessianiManagerF

File Transfer Profile

None F
Finish
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The following screen capture shows the newly created End Point Flows.

Alarms  Incidents  Statistics Logs Diagnostics  Users Settings Help Log Out

Session Border Controller for Enterprise AVAYA

Dashboard End Point Flows: Sipera
Administration

Backup/Restore
Subscriber Flows | = Server Flows

System Management
Sipera

Global Parameters Add
SIP Cluster
Domain Policies [ Server Configuration: Service Provider
o) SIP_Trunk_Flow - Private_sig Public_sig Service Provider Route_to_SM | View Delete
Network Management L
Media Interface 1 Server Configuration: Session Manager
ey
‘ | 1 Session_Manager_Flow * Public_sig Private_sig Enterprise Route_to_SP I View Clone Edit Delete
Session Flows
Relay Services
SNMP
Syslog Management
Advanced Options
T 9
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8. Bell Aliant SIP Trunk Service Configuration

To use Bell Aliant’s SIP Trunk service, a customer must request the service from Bell Aliant
using the established sales processes. The process can be started by contacting Bell Aliant via the
corporate web site at: http://www.bellaliant.ca/index.shtml and requesting information.

During the signup process, Bell Aliant and the customer will discuss details about the preferred
method to be used to connect the customer’s enterprise network to Bell Aliant’s network. In the
configuration described under these Application Notes, an IPSec VPN Tunnels was used. Bell
Aliant will provide IP addresses, Direct Inward Dialed (DID) numbers to be assigned to the
enterprise, etc. This information is used to complete the Avaya Communication Server 1000E,
Avaya Aura® Session Manager, and the Avaya Session Border Controller for Enterprise
configuration discussed in the previous sections.

During the interoperability testing, a VPN connection was used to connect the simulated
enterprise site to Bell Aliant’s network via the public internet. The connection could also be done
without the use of VPN, by directly connecting the Avaya SBCE to a public facing SBC located
in Bell Aliant’s network. This is accomplished by assigning public IP addresses, capable of being
reached across the public internet, to the Avaya SBCE (interface B1) and to the Bell Aliant’s
SBC.
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9. Verification Steps
The following steps may be used to verify the configuration.

9.1. General

Place an inbound/outbound call to/from a PSTN phone and to/from an internal CS1000 phone,
answer the call, and verify that two-way speech path exists. Check call displayed number to
ensure the correct Call ID is received. Perform hold/retrieve on calls. Verify the call remains
stable for several minutes and disconnects properly.

Verify Call Establishment on the CS1000 Call Server

Active Call Trace (LD 80).
The following is an example of one of the commands available on the CS1000 to trace the
extension (DN) when the call is active or idle. The call scenario involved the CS1000 extension
8001 calling a PSTN phone number (7863311234).
e Login to the Call Server CLI (please refer to Section 5.1.2 for more detail)
e Login to the Overlay command prompt; issue the command LD 80 and then trac 0 8001
while the call is active.
e After the call is released, issue command trac 0 8001 again to see if the DN is released
back to idle state.

Below is the actual output of the Call Server Command Line mode when extension 8001 is in an
active call:

Note that part of the telephone numbers have been blurred out for security reasons.
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The following screen shows an example of an active call on extension 8001.

LfLrac 0 2001
ACTIVE WTH Q08 0 00 01

CRIG VT 045 0 00 00 VTREE IPTI EMER 0O 1 INCOMING VOIP GW CLLL
FAR-END 3IP SIGMNALLING IP: 17Z2.16.5.71
FAR-END MEDIA ENDPOINT IP: 17Z.16.5.71 PORT: 35802
FAR-END WVendorID: MNortel 3EZM 17.0.7.4 AVAYA-3M-6.3.8.0.638015
TERHK VTH 005 0 0o 01 EKEEY 0 SCRE MARP CU3T 0 DN S001  TYPE 1110
SIGHNALLING ENCRYPTICN: INSEC
FAR-END 3IP ZIGNALLING IP: 17Z.16.21.681
FAR-END MEDIA ENDPOINT IP: 10.10.10.1 PoORT: 5200
FAR-END 3IP ZIGNALLING IP: 17Z.16.21.681
FAR-END MEDIA ENDPOINT IP: 10.10.10.1 PoORT: 5200
MEDIL PROFILE: CODEC &.711 MU-LAW PAYLOLD 20 ms WVAD OFF
RFCz25833: REPT 101 TEPT 101 DIAL DN 5001
MAIN PM ESTD
TALESLCT oORIG 16 TEREM =21 JUONCTOR ORIGO TERHMO
EE5S DATA:
NCNE
QUET MNCNE
CALL ID 0O 150

--—- I3DN ISL CALL (CRIG) ---—-

CLLL REF # = 385

BEEAREER CAP = WOICE

HLC =

CALL ZSTATE = 10 ACTIVE

CALLING MO = 7756331 NUM PLAN:PRIVATE TOMN: ABEREVIATED ESN:CDP
CALLED WO = 506694 NUM PLAN:PRIVATE TOMN: ABEREVIATED ESN:CDP

The following screen shows an example after the call on extension 8001 was released.

JLrac 0O S001

IDLE WTH 0O 0 00 01 MARF
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The following screen shows an example after the call was released, it shows that there are no

trunks BUSY.

»1d 32

NPROOO

.Stat 48 0
012 UMIT(3)
ooo UMIT(S)
ooo UMIT(S)
ooo UMIT(S)

IDLE
BUSY
I3EL
MESY

9.2. Protocol Traces

Wireshark was used to verify the following header information for each call:

e RequestURI: verify the request number and SIP domain.

HG; Reviewed:
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From: verify the display name and display number.

To: verify the display name and display number.
Diversion: verity the name and number and reason code.
P-Asserted-ldentity: verify the display name and display number.
Privacy: verify the “user, id” masking.

Connection Information: verify IP addresses.

Time Description: verify session timeout of far end endpoint.
Media Description: verify audio port, codec, DTMF event description.

Media Attribute: verify specific audio port, codec, ptime, send/ receive ability.
DTMF events and fax attributes.

Solution & Interoperability Test Lab Application Notes
©2014 Avaya Inc. All Rights Reserved.

130 of 136
BellACS1KSMSBCE



The following screen shows an example of a typical capture for a call made from an 1120
Deskphone (DID: 506694xxxx) on the CS1000, to a PSTN number (786331xXXxX).

Mo, Time Source Destination Protocol  Length Info
435 17.258638 172.16.5.199 142.125.72.11 SIP/SDP 1282 Reguest: INVITE sip:l786331 1@8pbx06dch2 046, ca; user=phane |
436 17.340323 142.125.72.11  172.16.5.189 SIP 374 Status: 100 Trying |

437 17.444135 142.125.72.11 172.16.5.150 SIP/SDP 046 Status: 183 Session Description |
932 22.226833 142.125.72.11 172.16.5.189 SIP/SDP 1016 status: 200 oK |

956 22.238485 172.16.5.199 142.125.72.11 sIP 836 Reguest: ACK sip:l7B86331 @142.125.72.11:5060; transport=uda |

1649 28, 685085 142.125.72.11 172.16.5.189 SIP 699 Reguest: BYE sip:506694 @172.16.5.199:5060; transport=udp; user =phone; gsid=398153h0-0781-11e4-884a-78e3h51bf2do |
1651 28.604186 172.16.5.199 142.125.72.11  sIP 625 Status: 200 OK |

1632 32.198735 172.16.5.199 142.125.72.11 sSIP 555 Requast: OPTIONS sip:pbx06dch2046.ca;transport=udp |

1634 32.2761%7 142.125.72.11 172.16.5.199 SIP 633 Status: 200 oK |

# Frame 435: 1282 hytes on wire (10256 bits), 1282 hytes captured (10256 bits)

# Ethernet II, src: Intelcor_ch:79:91 (00:1h:21:ch:79:31), DST: Netscresn_90:b4:20 ¢€00:10:db:G0:b4:20)

@ Internet Protocol Version 4, Src: 172.16.5.1585 (172.16.5.1958), Dst: 142.125.72.11 (142.125.72.11)

® User Datagram Protocol, src port: sip (50600, Dst Port: sip (5060)

= session Initiation Protocol (INVITED
# Reguest-Line: INVITE sip:l786331 Bphx06dch204 6. cay user=phone SIP/2.0
= Message Header
B From: “avaya 1110 uni" <sip:506654 @phx06dch2046. ca;user=phone>; 1ag=3310050-3c1410ac-13dd-55013-hc7do-4ded3ab&8-ho7dd
W To: <sipil786331 Bphx06dch2046. cajuser=phones
® CSeq: 1 INVITE
Call-10: c63bel545439226bced 32d6506C12800
B Contact: <sip:506604 8172.16.5.199:5060; transport=udp; user=phone; gs1d=398153b0-0781-11e4 -884 a-78a3b51bf2d0>
w Record-route: <sip:l72.16.5.199:5060;pcs-1ine=2181; Ir;transport=udp>
Allow: INVITE, ACK, BYE, REGISTER, REFER, NOTIFY, CANCEL, PRACK, OPTIONS, INFO, SUBSCRIBE, UPDATE
Supported: 100rel, x-nortel-sipvc, replaces
User-agent: mortel CS1000 SIP Gw release 7.0 version_ssLinux-7.65.16 Avaya-sM-6.3.8.0,638018
Max-Forwards: 30
@ via: SIP/2.0/UDP 172.16.5.199:5060; branch=29hG4bK-51632-001786073274-1--51632—
Privacy: none
® P-Assarted-Identity: "mvaya 1110 uni" <sip:506654 @phx0&dch2046. cajuser=phone:
content-Typa: application/sdp
Max-Breadth: 60
Content-Length: 263
= Massage Body
= session Description protocol
session pescription pProtocol version (w): O
Owner /Creator, Session Id (o): - 16556 1 IM IP4 172.16.5.190
session Mame (s): -
connection Infaormation (c): IN IP4 172.16.5.19%
Time pescription, active time (r): 0 0
Media Description, name and address (m): audio 35758 RTR/AVP O 8 18 101 111
Connection Information (cJ: IN IP4 172.16.5.189
media attribute (a): fmrp:l8 annexb=no
media attribute (a): rtpmap:lol telephone-event /8000
Media attribute (a): fmtp:101 0-15
wedia attribute (a): rtpmap:lll x-nt-inforeq/8000
media arrribute (a): prime:20
media artribute (a): sendrecy

&

IPEEEEREEE
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10. Conclusion

These Application Notes describe the procedures necessary for configuring Bell Aliant SIP
Trunk service with Avaya Communication Server 1000E Release 7.6, Avaya Aura® Session
Manager Release 6.3 and Avaya Session Border Controller for Enterprise Release 6.2.1 as shown
in Figure 1.

Bell Aliant SIP Trunk service passed compliance testing with the observation/limitations noted
in Section 2.2.
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12. Appendix A: SigMa Script

The following is the Signaling Manipulation script used in the configuration of the Avaya SBCE,
Section 7.2.4:

Title: Hardcode PAI

/IThe SBC will hardcode the PAI with the first DID number in the DID group,
//Which is also used for SIP Trunk Registration.

/[This is required in order to make outbound calls (CS1K-->PSTN) and for
/lthe correct number to be displayed at the PSTN.

within session "INVITE"
{

act on request where %DIRECTION="OUTBOUND" and
%ENTRY_POINT="POST_ROUTING"

{
%HEADERS["P-Asserted-ldentity"][1].URI.USER = "5066948000";
}
}
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