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Abstract

These Application Notes describe the steps to configusesion Initiation Protocol (SIP|
trunk betweenWindstream(Broadsoft Platform)SIP TrunkingService and an AvayaSIP-
enabledenterprisesdution. The Avaya solution consists évaya Aura® Communicatio
ManagerEvolution Servef7.1.2 Avaya Aura® Session Manag@rl.2 Avaya Session Borde
Controllerfor Enterpriser.2.1and various Avayandpoints.This documented solution do
not extenda configurations withou\vaya Session Border Controlléor Enterprise.

Readers should pay attentionSection 2 in particular the scope of testing as outlined in
Section 2.1as well as the observations notederction 2.2 to ensure that their owneisases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained througldmectcompliance
testing and additional technical discussiorestingis conductedia the DexConnectProgram
at the Avaya Saition and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps to config&i@ trunk betweerWindstream
(referred to a¥Vindstream oservice provider throughout this docume®tp TrunkingService
andan Avaya SlIRenabledenterprisesolution AvayaAura® release 7.1. being deployed in
virtualized eavironment that includeAvaya Aura&® Communication Managét.1.2
(CommunicatiorManage), Avaya Aura® Session Manager.2(SessionManage), Avaya
Aura® Media Server andvayaSession Border Controliéor Enterprise/.2.1(AvayaSBCE.
Various Avaya endpoint@re also used in test configuration.

Customers usinthis Avaya SIP-enabledenterprisesolutionwith service provideare ablgo
place and receive PSTN callia a broadbanthternetconnectio. This converged network
solution is an alternative #traditionalPSTN trunk such a@nalog and/ofSDN-PRI.

2. General Test Approach and Test Results

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect menieers
jointly-definedtest plan focuses on exercising APIs and/or standzasded interfaces pertinent

to the interoperability of the tested products and their functionald@sConnect Compliance

Testing is not intended to substitute full product performance or featurggtpstiformed by

DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
compl eteness of a DevConnect memberds solutio

Avaya recommends our customers implement Avaya solutions using appropriate security and
encrypton capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentditiotinéor
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capadidlitn any norAvaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor
supplied product documentatiéor more infomation regarding those products

Service providers a member of the Avay@evConnectService ProvideProgram. The general
test approacks to connect a simulated enterpriseSgrvice providevia thelnternet and
exercise the features and functionafitisted inSection2.1

2.1. Interoperability Compliance Testing

To verify Service providemteroperability the following featuresrad functionalitiesarecovered
in the compliance testing
9 InboundPSTN calsto various phone typescludingH.323 SIP,digital andanalog
telephone athe enterpriseAll inbound cak from PSTNarerouted tothe enterprise
across the SIP trunk from the service provider
1 OutboundPSTN cal§ from various phone typescludingH.323 SIP,digital andanalog
telephoneatthe enterpriseAll outbound calls to PSTIdrerouted fomthe enterprise
across the SIP trunk to the service provider
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1 Inbound and outbound PSTN calls to/frétmaya oneX® Communicator IXC) soft

phone Both thee XC Computer Mode (where 1XC is used for call control as well as
audio path) and the 1XC Telecommutéode (where 1XC is used for call control and a

separate telephone is used for audio patédested.

Dialing plars includng local, long distance, inteational, outbound tolfree, callsetc
Calling Party Nam@resentation an@alling PartyNamerestiction.
CodecG.711MUand G.729

Media ancearly Media transmissions

Incoming and outgoing fax usirg.71IMU.

DTMF tonetransmissions as owff-bandRTP eventas pelRFC2833
Voicemail navigation for inbound and outbound calls.

User features such as Halndresumetransfer, forwardandconference
Off-net call forwardwith Diversion method.

EC500mobility (extension to cellulamvith Diversion method.

Routing inboundrectorcall to call center agent queues.

Response tOPTIONSheartbeaand Registratin.

Response to incomplete call attempts and trunk errors

Session Timers implementation.

A =2-0_9_9_9_95_49_49_°9_2_-2_-2-2_-2-

ltemthatis supportedut not testedncludesthe following:
1 Inboundtoll-free

Items that are not supporteohcludethe following:
1 Fax T.38is not supported.
1 0+ 10 digits.

2.2. Test Results

Interoperability testing oBervice providewith the Avaya SIRenabledenterprisesolutionwas
completedwith successful results for all test caseth the exception of thebservationsand
limitations described belaw

1 OPTIONS T Service providesends OPTIONS messagi@:ping@10.10.98.119:5060
Avaya Session Manager does not recognize

Signalingmanipulation scriptvas usedo convert it to sip:10.10.98.119:5060.

1 Outbound Calls with i +10Senice providerd o es not ac c elpdigitim+ o

theFrom,Contact, Diversiorand RAssertedldentity heades. Signaling Manipulation
scriptwasusedtoemove the A+0 sign

1 Extra SIP Signalingi After a callfrom the PSTN was effectively transfexd offnet to
another PSTN party using REFER, signaling messages from either side for media
shuffling (reINVITE) or terminating preransfer calls between the PSTN and enterprise
were observedrhese nofrecurring messages would receive 200/500/481 regsoand

had no negative impact on the transferred call.
9 Call Forward Off -Neti Calls from thePSTNto enterprise extensiarhat were
forwardedto another PSTIparty, when Communication Manager sémére-INVITE
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messagé¢o forward the callthe Windstreansystem respondeslith 604fid o e s sthot e x i
a n y w heeror eode due to the fact thhe area codeontained6130in theFrom
header which dighot belong toDID numbes provided byWVindstream systerfor the
testing In order to gearoundthis issue,otg (outgoing trunk group selectiopprameer
was added tthe From headeFurthemore, Windstream added Sonus in their
downstreantall routing tothe PSTN, this did not allothe call to be forwarded to the
number with area codeherthanto area codé@ 2 8 Thereforefor call forwardthe
destinatiomumbes need to bevithin thefi2810 area codeThiswas not anssue with
Call Forwardbut ratheirfor network cal§ being routednternallywithin theWindstream
lab. TheHeader Manipulation taim Section 7.3.Zhows how to insert thetg parameter
in the From hader.
1 Mobility 7 Similar issues mentioned above un@@all Forward OffNetwere observed
during the Mobility testing.
1 Fax Supporti T.38 fax 5 not supported on the Windstream SIP trunking ser@cgl1
fax passthrough was successfully testearing thecompliance test. Due to the
unpredictability of pasthrough techniques, whiaimly workwell on networks withvery
few hops and with limited ertb-end delayG.711fax passthroughis delivered in
Communi cati on Manag e itssacoss isnotfjlmearged anelit f or t 0 b
should be used at .the customero6s discretio

2.3. Support

For technical support o8ervice provide6SIP Trunking, contadlVindstreamat
http://www.windstreanbusiness.com/support/custorseipport
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3. Reference Configuration

Figure lillustratesthe sample AvayesSIP-enabledenterprisesolution connected tihe Service
provider(Vendor Validation circuitfhrough a public Internetonnection

For security purpose the real public IP addresses and PSTN routable phone numbers used in the
compliance test aneot shownn these Application Notes

The Avayacomponents uset createhesimulated customer sitecluded
Avaya Aura®Communication Manageunning in VMware environment.
Avaya Aura® System Manager running in VMware environment.
Avaya Aura® Session Manager running in VMware environment.
Avaya Aura® Messaging running in VMware environment.
Avaya Aura® Media Server running in VMware environment
Avaya (A50 Media Gateway

AvayaSession Border Controlléor Enterprise

Avaya 9600Seriel® Deskphone¢H.323 SIP

Avayaone X® Communicatosoft phonegH.323 SIP

Avaya Equinox for Windows

Avaya digitaland analodelephones

=4 =4 -0 _-0_49_9_95_4_-2_-49._-2-

Located at the edge tfe enterpriseetworkis the Avaya SBCE It has a public side that
connecs toService providevia Internetand aprivate side that connectsttte enterprise
network.All SIP and RTRraffic entering or leavinghe enterprisaetworkflows through the
Avaya SBCEwhich can protecthe enterprisagainst anyutsideSIP-based attack§.he Avaya
SBCEprovides network address translation at both the IP and SIP.l&persransport protocol
between thédvaya SBCEandService provideacross the public network is UDPhe tansport
protocol between thavaya SBCE SessionManageiandCommunicationManageis TLS.

In the compliance tesig, the AvayaCustometPremises EquipmenCPE environmentwas
configuredwith SIP domairfiavayalabcon for the enterpriseThe Avaya SBCHs usedo
adaptthe enterpris&IP domain tdahe IP address based WHRlostknown toService provider
Figure 1 below illustrates the network diagrdor the enterpriseAll voice application elements
areconnected to internal trustééAN .

In this configuation, AvayaSIP trunkingon enterprise side is configured to periodically perform
OPTIONSs ping tdService providesystem. Alsa registration message from Avaya SBCE is
sent toService providefor authentication process
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Figure 1: Avaya IP Telephony Network connecting toWindstream Networks
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4. Equipment and Software Validated
The following equipment and softwasee usedor the sample configuration provided:

Component Release
Avaya Aura® Communication &hager 71.2.0
runningon Virtualized Server (R017x.01.0.532.@atch241849
Avaya (A50Media Gateway 38.21.0
Avaya Aur® System Manageunningon 7.1.2.0
Virtualized Server Build No.-7.1.0.0.1125193

Software Update Revision No:
7.1.2.0.057353
Featue Pack 2

Avaya Aur@® Session Manageunningon 7.1.2.0.712004
Virtualized Server
Avaya Aura® Messagingunningin VMware 7.0.441.0171.262404
AvayaAura® Media Server runningn 7.8.0.333_2017.07.17
Virtualized Server
AvayaSession Border Controlléor 7.2.1-051422
Enterprise
Avaya 921G IP DeskphondH.323) 6.6.401
Avaya 961G IP DeskphondSIP) 7.1.10.9
Avaya oneX Communicator (H.32/8IP) 6.2.12.04SP12
Avaya Equinox for Windows 3.2.2.2
Avaya 1608 IP Deskphone (H.323) 1.380B
Avaya1408Digital Telephone 148BD02A-003
AvayaAnalog Telephone n/a

Component Release
ACME NetNet 4250 Firmware SC6.2.0 Patch 3 (Build 497)
Broadsoft R20SP1

Table 1: Equipment and Software Tested

Note: This solutionwill be compatible with other Avaya Server and Media Gateway platforms
running similar version cdEommunicationManager
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5. Configure Avaya Aura® Communication Manager

This section describes the procedure for configudagimunicatiorManagerfor service
provider. It is assumed the general ink&ibn of CommunicatiorManageyAvaya G450 Media
Gatewayand Media Servenas been previously congiéd and is not discussed here.

The configuration o€CommunicationManagemwas performed using the System Access
Terminal (SAT). Some screens in this section have been abridged and highlighted for brevity and
clarity in presentation.

5.1. Licensing and Capacity

Use thedisplay systemparameters customeroptions command to verifghat theMaximum
Administered SIP Trunksvalue onPage 2is sufficient to support the desired number of
simultaneous SIP calls across all SIP trunkbatenterpriséncluding any trunks tand fromthe
service providerThe license file installed on the system controls the maximum values for these
attributesIf a required feature is not enabled or there is insufficient capacity, contact an
authorized Avaya sale representative to tiéchdditional capacityr feature

display system - parameters customer - options Page 2of 12
OPTIONAL FEATURES

IP PORT CAPACIT IES USED
Maximum Administered H.323 Trunks: 4000 O
Maximum Concurrently Registered IP Stations: 2400 1
Maximum Administered Remote Office Trunks: 4000 O
Maximum Conc urrently Registered Remote Office Stations: 2400 0
Maximum Concurrently Registered IP eCons: 68 0
Max Concur Registered Unauthenticated H.323 Stations: 100 0
Maximum Video Capable Stations: 2400 0
Maximum Video Capable IP Softphones: 2400 3
Maximum Administered SIP Trunks: 4000 12
Maximum Administered Ad - hoc Video Conferencing Ports: 4000 0
Maximum Number of DS1 Boards with Echo Cancellation: 80 0

(NOTE: You must logoff & login to effect the permission changes.)
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5.2. System Features

Usethechangesystemparametersfeatures command to set therunk -to-Trunk Transfer
field to all to allowanincoming call fromthe PSTN to be transferred to another PSTN endpoint
If for security reasons, incoming cafihould not be allowed to transfer backhie PSTN then

leave the ®&ld set tanone

change system - parameters features Page 1of 19

Self Station Disp lay Enabled? y
Trunk - to - Trunk Transfer: all
Automatic Callback with Called Party Queuing? n
Automatic Callback - No Answer Timeout Interval (rings): 3
Call Park Timeout Interval (minutes): 10
Off - Premises Tone Detect Timeout Interval (seconds): 20
AAR/ARS Dial Tone Required? y

FEATURE RELATED SYSTEM PARAMETERS

OnPage 9 verify that a text string has been defined to replace the Calling Party Number (CPN)
for restricted or unavailable call$he compliance test used the valudReftrictedfor restricted

callsandUnavailablefor unavailable cad.

change system - parameters features Page 9of 19
FEATURE RBLATED SYSTEM PARAMETERS

CPN/ANI/ICLID PARAMETERS
CPN/ANV/ICLID Replacement for Restricted Calls: Restricted
CPN/ANVI/ICLID Replacement for Unavailable Calls: Unavailable

DISPLAY TEXT
Identity When Bridging: prin
User Guidance Display? n
Extension only label for Team button on 96xx H.323 terminals? n

INTERNATIONAL CALL ROUTING PARAMETERS
Local Country Code: 1
International Access Code: 001

SCCAN PARAMETERS
Enable Enbloc Dialing without ARS FAC? n

CALLER ID ON CALL WAITING PARAMETERS
Caller ID on Call Waiting Delay Timer (msec): 200

cipal
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5.3. IP Node Names

Use thechangenode-namesip command to verify that node nantesve been previously
defined fortheIP addresses @@ommunication Manag€procr), SessionManagel(SM) and
Media Server AMS). These node names will be needed for defining the service provider
signaling groupin Section5.6.

change node - names ip Page 1lof 2
IP NODE NAMES
Name IP Address
SM 10.33.10.33
AMS 10.33.10.36
default 0.0.0.0
procr 10.33.10.34
procr6 :
5.4. Codecs

Use thechange ipcodecsetcommand to define a list of codecs to be used for calls between the
enterprse and the service provider. This compliance test useddgeset 1.Service provider
supports G.711MU and G.729 in this order. To use these codecsGétteMU andG.729in

the Audio Codec For media encryption used within Avaya system,lisetp-aexm128

hmada30, 2-srtp-aescml12&mac32 andnoneareused inMedia Encryption andbesteffort in
Encrypted SRTCP columns of the table in the order of preference

The following screen siws the configuration for ygpodeesetl. During testing, the codec set
gpecifications are varied to test for individual codec support as well as codec negotiation between
the enterprisand the network at call setup time.

change ip -codec -setl Page 1lof 2
IP CODEC SET

Codec Set: 1

Audio Silence  Frames Packet

Codec Suppression Per Pkt Size(ms)
1. G.711MU n 2 20
2: G.729 n 2 20
3:
4:
5:
6:
7

Media Encryption Encrypted SRTCP: best - effort

1: 1-srtp - aescml128- hmac80
2: 2-srtp - aescml128- hmac32
3: none
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OnPage 2 set thd=ax Modeto passthrough faxing which service providesuppotedG.711

fax.
change ip -codec -setl Page 2of 2
IP CODEC SET
Allow Direct - IP Multimedia? n
Packet
Mode Redundancy Size(ms )
FAX pass - through 1
Modem off 0
TDD/TTY us 3
H.323 Clear -channel n 0
SIP 64K Data n 0 20
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5.5. IP Network Region

For the compliance testingp-networkregionl was created by thehange ipnetwork-region 1
command with the following parameters:

1 Set heAuthoritative Domain field to match theéSIP domain of the enterprida.the
compliance tegtg, the domain namis avayalabcom This domainname appears in the
AFr omo head e roriginatingfrior® thisne iegica g e
Enter adescriptive name the Namefield.

EnablelP-IP Direct Audio (shuffling)to allow audio traffc to be sent directly between
IP endpoints without using media resources in the Media Gat@yalefault,both

Intra -region andinter -region IP-IP Direct Audio are set toyes Shuffling can be
further restricted at the trunk lewehderthe Signaling Grop form.

1 Set heCodec Sefield to the IP codec seefined inSection5.4.

1 Default valuesan beused for all other fields.

= =4

change ip - network -region 1 Page 1 of 20
IP NETWORK REGION
Region: 1
Location: 1 Authoritative Domain: avayalab .com
Name: ToSM

MEDIA PARAMETERS Intra -region IP - IP Direct Audio: yes

Codec Set: 1 Inter -region IP - IP Direct Audio: yes

UDP Port Min: 2048 IP Audio Hairpinning? n

UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS
Call Control PHB Valu e. 46
Audio PHB Value: 46
Video PHB Value: 26

OnPage4, define the IP codec set to be used foffitrd&fetween region 1 and other regions. In
the compliance testing, Communication Manager, the Avaya G450 Media Gateway, IP/SIP
phones and Session Manager were assigned to the same region 1.

change ip - network -region 1 Page 4 of 20
Source Region: 1 Inter Network Region Connection Management | M
GA t

dst codec direct WAN -BWIlimits Video Intervening Dyn A G ¢

rgn set WAN Units Total Norm Prio Shr Regions CACRL e

1 1 all

2 1 y NoLimit n t
3 n t

Non-IP telephones (e.g., analoggithl) derive network region fror interfaceof the Avaya
G450 Media Gatewatp which the device is connected. IP telephones can be assigned a network
region based on an IP address mapping
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To define network regiof for IP interfaceprocr, usechangeip-interface procr command as

shown in the followingcreen
Page 1of 2

change ip - interface pr oc
IP INTERFACES

Type: PROCR
Target socket load: 4800

Enable Interface? y Allow H.323 Endpoints? y
Allow H.248 Gateways? y

Network Region: 1 Gatekeeper Priority: 5

To define network regiofh for the Avaya G450 Media Gatewaysechangemedia-gateway
command as shown in the followisgreen

change media - gateway 1 Page 1lof 2
MEDIA GATEWAY 1
Type: g450
Name: g450

Serial No: 11N526797797
Link Encryption Type: any - ptls/tls Enable CF? n

Network Region: 1 Location: 1
Site Data:

Recovery Rule: none

If Avaya Aura® Media Server is used in place of Avaya Media Gateway G450 then it is needed
to define network region 1 for the Avaya Aura® Media Serverchsage mediaserver

command as shown in the following screen.

change media - server 1 Page 1lof 1
MEDIA SERVER

Media Server ID: 1

Signaling Group: 3
Voip Channel License Limit: 30
Dedicated Voip Channel Licenses: 30

Node Name: AMS
Network Region: 1
Location: 1
Announcement Storage Area:

150f 73

Solution & Interoperability Tedtab Application Notes
WBCMSM712SBC721

QT; Reviewed:
©2018 Avaya Inc. All Rights Reserved.

SPOC 4/23/2018



5.6. Signaling Group

Use theadd signalinggroup command to create a signaling group betw@emmunication
ManagerndSession Managédor use by the service provider trunk. This signaling group is used
for inbound and outbound calls between the service provider and thperesetefFor the

compliance test, signaling gro@mwas used for this purpose and was configured using the
parameters highlighted b&lo

1 Set theGroup Type field to sip.

1 Set the MS Enabled field to n.

1 Set theTransport Method totls. The transport methogscified here is used between
CommunicatiorManagelandSessionManager

1 SettheNear-end Listen PortandFar-end Listen Portto 5061.

1 Set heNear-end Node Nameo procr. This node name maps to thieinterface of
procr defined inSection5.3.

1 Set heFar-end Node Nameo SM. This hode name maps to the IP addressvalya
SBCEas definedn Section 53.

1 Set heFar-end Network Regionto the IP network regiofh defined for theservice
providerin Section5.5.

1 Set heFar-end Domainto avaydab.com

1 Set theDTMF over IP to rtp-payload This setting enabl€Sommunication Manageo
sendor receive thTMF transmissions using RFC2833.

1 SetEnable Layer 3 Test?oy. This settingallows Communication Margerto send
OPTIONS heartbeat tBessionManageron theSIPtrunk.

1 SetDirect IP-IP Audio Connectionstoy. This field will enable media shuffling on the
SIP trunkallowing Communication Manageo redirect media traffic directly between
the SIP trunk anthe enterprisendpoint If this value is set ta, thenthe AvayaG450
Media Gateway will remaiin the media pathetween the SIP trunk amide endpointfor
the duration of the calDepending on the number of media resources available in the
AvayaG450Media Gateway, these resources may be deptktedghigh call volume
preventing additional calfrom completing.

1 Set theAlternate Route Timer to 30. This defines the number of seconds
Communication Managewill wait for a response (other than 100 Tg) to an outbound
INVITE before canceling the call.

1 Default values may be used for all other fields.
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Signaling Goup 2:

add signaling - group 2 Page 1lof 2
SIGNALING GRQUP
Group Number: 2 Group Type: sip
IMS Enabled? n Transport Method: tls
Q SIP?n
IP Video? n Enforce SIPS URI for SRTP? y

Peer Detection Enabled? y Peer Server: SM
Prepend '+' to Ou tgoing Calling/Alerting/Diverting/Connected Public Numbers? y
Remove '+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers? n
Alert Incoming SIP Crisis Calls? n
Near - end Node Name: procr Far - end Node Name: SM
Near - end Li sten Port: 5061 Far - end Listen Port: 5061
Far - end Network Region: 1

Far - end Domain: avayalab.com
Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbac ks: eliminate RFC 3389 Comfort Noise? n

DTMF over IP: rtp - payload Direct IP - IP Audio Connections? y
Session Establishment Timer(min): 3 IP Audio Hairpinning? n

Enable Layer 3 Test? y Initial IP - IP Direct Media? n
H.323 Station Outgoing Direct Media? n Alt ernate Route Timer(sec): 30

Another signaling group is created between Communication Manager and Media Server to
providemedia resource for IP telephony in replacement/absent of media gatewayFGet
compliance test, signaling gro@mwas used for this purpose and was configimezhpture
below.

Signaling Group 3:

add signaling - group 3 Page 1lof 2
SIGNALING GROUP
Group Number: 3 Group Type: sip
Transport Method: tls

Peer Detection Enabled? n Peer Server: AMS

Near - end Node Name: procr Far - end Node Name: AMS
Near - end Listen Port: 5061 Far - end Listen Port: 506 1
Far - end Network Region: 1

Far - end Domain: 10.33.10.36
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5.7.

Trunk Group

Use theadd trunk -group command to create a trunk group for the signaling group created in
Section0. For the compliance testing, trunk graiwas configuredising the parameters
highlighted below.

1 Set theGroup Type field to sip.

1 Enter a descriptive name for tBroup Name.

1 Enter an availabl&runk AccessCode [TAC) that is consistent with the existing dial plan
in theTAC field.

1 Set theOutgoing Displaytoy to enable name display on the trunk.

1 Set theService Typefield to public-ntwrk.

1 Set heSignaling Group to the signaling groug shown inSectionO.

1 Set heNumber of Membersfield to customer requiremenit is the number of trunk
members in the SIP trunk group. This value determines how manitam®@ous SIP calls
can be supported by this trugkoup

9 Default values are used for all other fields

add trunk - group 2 Page 1lof 21
TRUNK GROUP
Group Number: 2 Group Type: sip CDR Reports: y
Group Name: SIP - Carrier COR: 1 TN: 1 TAC: #02
Direction: two - way Outgoing Display? y
Dial Access? n Night Service:
Queue L ength: 0
Service Type: public - ntwrk Auth Code? n
Member Assignment Method: auto
Signaling Group: 2
Number of Members: 32

OnPage 2 verify that thePreferred Minimum SessionRefresh Interval (sec)is set to a vale
acceptable to service prider. This value dénes the intervahre-INVITES must be sent to
refresh the Session TimeForthe compliance testing defaultvalue 0f600 semndswasused

add

TRUNK PARAMETERS

Disconnect Supervision - In?y Out?y

Caller ID for Service Link Call to H.323 1xC: station - extension

trunk -group 2 Page 2of 21
Group Type: sip

Unicode Name: auto
Redirect On OPTIM Failure: 5000

SCCAN?n Digital Loss Group: 18
Preferred Minimum Session Refresh Interval(sec): 600

XOIP Treatment: auto Delay Call Setup When Accessed Via | GAR? N
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OnPage 3 set thdNumbering Format field to public. This field specifies the format of the
CPN sent to the fagnd. The public numbers are automatically preceded witkign when
passed in the AFfAcsmer tfedondtdenttd tymwd hfeRder s.

Set theReplace Restricted NumberandReplace Unavailable Numberdields toy. This will
allow the CPN displayed on the local endpoint to be replaced with the valuessetion5s.2, if
the inbound call enabled CPN block. Default values are used for all other fields

add trunk -group 2 Page 3of 21
TRUNK FEATURES
ACA Assignment? n Measured: none

Maintenance Tests? y

Numbering Format: p ublic
UUI Treatment: service - provider

Replace Restricted Numbers? y
Replace Unavailable Numbers? Y
Hold/Unhold Notifications? y
Modify Tandem Calling Number: no

Show ANSWERED BY on Display? v

OnPage 4the settings are as follow:

1 Set ofNetwork Call Redirection flag toy to enable the use of SIP REFER message to
transfer calls back to the PSTINcan also be set tofor the use of reNVITE.

1 Set theSend Diversion Headeffield toy. This is needed to support call forwarding of
inbound call back to PSTN and Extension to Cellular (EC500) call scenarios

1 Set theSupport Request Historyfield to n.
1 Set theTelephone Event Payload Typéo 101
add trunk - group 2 Page 4of 21
PROTOCOL VARIATIONS
Mark Users as Phone? n
Prepend '+' to Calling/Alerting/Diverting/Connected Number? n
Send Transferring Party Inf ormation? n
Network Call Redirection? Y
Build Refer - To URI of REFER From Contact For NCR? n
Send Diversion Header? y
Support Request History ?n
Telephone Event Payload Type: 101
Convert 180 to 183 for Early Media? n
Always Usere - INVITE for Display Updates? n
Identity for Calling Party Display: P - Asserted - Identity
Block Sending Calling Party Location in INVITE? n
Accept Redirect to Blank User Destination? n
Enable Q - SIP?n
Interworking of ISDN Clearing with In - Band Tones: keep - channel - active
Request URI Contents: may - have - extra - digits
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5.8. Calling Party Information

The calling party number is sent in the SI
numbering is selected to define the format of this nunbect{on0), use thechangepublic-
unknown-numbering commando create an entry for each extension which has a DID assigned.
DID numbers are provided by the service provider. They are used to authenticate the caller

The screen below shows a subset of theifyd DID numbers assigned for testing. Thdse
numbersnvere mapped to the enterprise extensions 60396, GI8850379. These sam@-1

digit numbers were used in the outbound calling party information on the service provider trunk
when calls were originated from these extensions.

Note: When using Hdigit CPN tat the + will need to be removed from the SIP message by the
Avaya SBCE

change public - unknown - numbering O Page 1of 2
NUMBERINGi PUBLIC/UNKNOWNFORMAT

Ext Ext Trk CPN Total

Len Code Grp(s) Prefix Len

5 60396 2 2814022045 10 Total Administered: 3
5 60397 2 2814022046 10 Maximum Entries: 240
5 60379 2 2814022036 10

5.9. Incoming Call Handling Treatment

In general, the incoming call handling treatment for a trunk group can be used to manipulate the
digits received for amcoming call if necessary. DID number sentseyvice providecan be

mapped to an extension using the incoming call handigagrhent of the receiving trurdtoup. Use
thechange inccall-handling-trmt trunk -group command to create an entry for eactdDI

changeinc -call -handling -trmttrunk - group 50 Page 1of 30
INCOMING CALL HANDLING TREATMENT
Service/ Number Number  Del Insert

Feature Len  Digits
public -ntwrk 10 2814022045 10 60396
public -ntwrk 10 2814022046 10 60397
public -ntwrk 10 2814022036 10 60379
éé
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5.10. Outbound Routing

In these Application Notes, thhutomatic Route Selection(ARS) feature is used to route an
outbound call via the SIP trunk to the service provider via the Avaya SBCE. In the compliance
testing, a singléigit 9 was used as the ARS access code. An enterprise caller will dial 9 to reach
an outside lineTo define feature access codiac] 9, usethe changedialplan analysis

command as shown below

change dialplan analysis
DIAL PLAN ANALYSIS TABLE
Location :all Percent Full: 2
Dialed Total Call

Dialed Total Call Dialed Total Call

String Length Type  String Length Type  String
1 4 ext
30 4 ext
39 5 udp
60 5 ext
9 1 fac
* 3 dac
# 3 dac

Page 1of 12

Length Type

Usethechange featureaccesscodescommand todefine9 asthe Auto
i Access Codd.

Route Selection ARS)

change feature - access - codes
FEATURE ACCESS CODE (FAC)

Abbreviated Dialing Listl Access Code:

Abbreviated Dialing List2 Access Code:

Abbreviated Dialing List3 Access Code:

ed Dial - Prgm Group List Access Code:

Announcement Access Code: *05
Answer Back Access Code:

Attendant Access Code:

Abbreviat

Auto Alternate
Auto Route Selec

Routing (AAR) Access Code:
tion (ARS) - Access Code 1: 9

Access Code 2:

Page 1 of 10

QT; Reviewed:
SPOC 4/23/2018

Solution & Interoperability Tedtab Application Notes
©2018 Avaya Inc. All Rights Reserved.

210f 73
WBCMSM712SBC721



Use thechange ars analysi€ommand to configure the routing of dialed digits following the
first digit 9. The example pattern below shows a sample of the dialed striligg oalservice
provider. All dialed strings are mapped to route pattgior an outbound call which contains the
SIP trunk to the service provider (as defined next).

change ars analysis 0 Page 1lof 2
ARS DIGIT ANALYSIS TABLE
Location: all Per cent Full: 0
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqd
0 1 11 2 op n
011 10 18 2 intl n
1 11 11 2 pubu n
411 3 3 2 svcl n
613 10 10 2 pubu n
281 10 10 2 pubu n
866 10 10 2 pubu n
911 3 3 2 svcl n

As mentioned abovehé route pattern defineghich trunk group will be used for theutbound
callsand performs necessary digit manipulation. Usek@nge routepattern command to
configure the parameters for route patt2in the following manner

1
1

1
il

Pattern Name Enter a descriptive name.

Grp No: Enter the atbound trunk group fahe SIP service provideForthe compliance
testing trunk group2 wasused

FRL: Set the Facility Restriction LeveFRL) field to a level that allows access to this
trunk for all users that require ®he value oD is the leastestrictive level.

Numbering Format: pub-unk, all calls using this route pattern will use thebopc
numbering tableSeesetting of theNumbering Format in the trunk group form for full
detailsin Section5.8.

change route - pattern 2 Page 1lof 3
Pattern Number: 2 Pattern Name: SP Route
SCCAN?n  Secure SIP? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1.2 0 n user
2: n user
BCC VALUE TSC CA -TSC ITC BCIE Service/Feature PARM No. Numbering LAR
012M4W Request Dgts Format
Subaddress
rest pub - unk none

Lyyyyynn

5.11. Saving Communication Manager Configuration Changes

The consavatnadslationalb can be used to save the
Communication Manager.
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5.12. TLS Management on Communication Manager

It is (or may be) necessary to installstem Manager CA certificate on Communication Manager
for the TLS signaling to work between Session Manager and Avaya Communication Manager if
it is not previously installed

This section is to show how to install System Manager CA certificate on Coigatian
Manager using web console.

System Manager CA certificate is obtained using procedure providgettion 69.

From a web browser, type inh s/i<ip-addressoowh er e-a dicki @s s >0 i er t he
FQDN of Communication ManagerClick on Continue and it will beredirect tologin page.

o O (]

A none » =+
[ https://10.33.10.34/cgi-bin/common/issue Ed - Search ﬁ % e ; ﬁ‘ [ =] =
|2l Most visited @ Suggested Sites @ Getting Started @ Web Slice Gallery

Before You Begin

This system is restricted solely to authorized users for legitimate business
purposes only. The actual or attempted unauthorized access, use or modifications
of this system is strictly prohibited. Unauthorized users are subject to

company disciplinary procedures and or criminal and civil penalties under state,
federal or other applicable domestic and foreign laws.

m

The use of this system may be monitored and recorded for administrative and
security reasons. Anyone accessing this system expressly consents to such
monitoring and recording, and is advised that if it rewveals possible evidence
of criminal activity, the evidence of such activity may be provided to law
enforcement officials.

All users must comply with all corporate instructions regarding the protection
of information assets.

Continue

At login page, type in the login ID and its password credential.

A\/A A Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

Help Log OF

This Server: serverl

Logon

Logon ID:

[ Logon |

Click onContinue again (not shown), navigate Aalministration A Server (Maintenance)A
Security A Trusted Certificates to verify if the System Manager CA certificate is present or
not. If it is not, then continue to the next step.
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AVAYA Avaya Aura® Communication Manager (CM)

System Management Interface (SMI)

Help Log Off Administration

Administration / Server (Maintenance)

TEW Restore Data »~ Trusted Certificates
Restore History

This Server: serverl

Security
Administrator Accounts This page provides management of the trusted security certificates present on this server.
Login Account Palicy L
Change Password Trusted Repositories

Login Reports

T — A = Authentication, Authorization and Accounting Services (e.g. LDAF)

Syslog Server C = Communication Manager

Authentication File W = Web Server

Load Authentication File R = Remote Logging

Firewall

Insizll far e Soriesie Select File Issued To Issued By Expiration Date Trusted By
Trusted Certificates

Server/Application Certificates —

Certificate Alarms apr-ca.crt Avaya Product Root CA Avaya Product Root CA Sun Aug 14 2032 CWR
g;:if"écate ity LErrEs: motorola_sseca_root.crt SCCAN Server Root CA SCCAN Server Root CA Sun Dec 04 2032 C

web A:::ss Mask £ sip_product_root.crt SIP Product Certificate Authority SIP Product Certificate Authority Tue Aug 17 2027 CWR

File Synchronization
Download Files | [ Display ] [ Add ] [ Remove ] [ Copy ] [ Help ]
CM Phone Message File i

Navigate toMiscellaneous”A Download Files click onFile to download from the machine
| 6m using t o c oandickckdnBrdawsetotbriovese te merevhe Bystem

Manager CA is being located. Then clickDawnload button to load the System Manager CA
on Communication Manager server.

AVA A Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

Help Log OFf Administration
Administration / Server [Maintenance) This Server: serverl

i - Download Files -

Schedule Backup The Download Files SMI page lets you download files to the server.

Backup Logs

;IE\:;HET_:DT Data ® File(s) to download frem the machine I'm using
es E [stary to connect to the server

curi

Administrater Accounts Mo file selected.

Login Account Policy §

e L — Mo file selected.

Login Reparts Mo file selected.

Server Access =

Syslog Server Mo file selected. I

Authentication File

Load Authentication File -

Enel ol "' Fila[s) to download from thea LAN using URL

Install Root Certificate

Trusted Certificates

Server/Application Certificates

Certificate Alarms

Certificate Signing Request £

S5H Keys _

Web Access Mask Proxy Server (e.g proxy.domain:3152)

File Synchronization

Downlaad Files | & [ Download ][ Help ]

CM Phone Message File i i
Navigate toSecurity A Trusted Certificates, click onAdd button and enter the certificate
name which has been doleaded from above step. Then cli©ken.
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System Management Interface (SMI)

AVAyA Avaya Aura® Communication Manager (CM)
of

Help a

Administration / Server (Maintenance)

Security -~  Trusted Certificates - Add
Administrator Accounts

Login Account Policy R . . .
Change Pas=wormd This page allows for the addition of a trustad certificate to this server.

Login Reports

Administra

g

This Server: serverl

SystemManagerCA.pem PEM file containing certificate
Server Access
Syslog Server
Ayuthegnticatlnn File [ open | [ cancal | [ nelp |
Load Authentication File =
Firawall
Install Root Certificate
Trusted Certificates
Server/Application Certificates -

Enter the name of the System Manager CA certificate to store the certificate in Communication
Manger. Check the Communication Manager cHamk Then clickAdd.

AVAyA Avaya Aura® Communication Manager (CM)

System Management Interface (SMI)

Help Log OfF Administration

Administration / Server [Maintenance) This Server: sarverl
Restore History =«  Trusted Certificates
[Security

Administrator Accounts

" ! This page provides management of the trusted security certificates present on this server.
Login Account Policy

Change Password Add this certificate

Login Reports

Server Access Issued To Issued By Expiration Date
Syslog Server Systermn Manager CA  System Manager CA  Sat Aug 232 2025

Authentication File
Load Authentication File

T SystemManagerCa Store the certificate in this filz in each repository selected below
Firewa

Install Root Certificate Add to these trusted repositories

Trusted Certificates

SEW_E EpEllE=Tan Tawitesies B = Authentication, Authorization and Accounting Services (e.g. LDAP)

Certificate Alarms

Certificate Signing Request Communication Manager

S5H Keys [ web server

web Access Mask

I remoee Losaing

File Synchronization

Drownload Files | 4 [ Add ] [ Cancel ] [ Help ]
CM Phone Message File o

Navigate toSecurity A Trusted Certificates again. It now shows the System Manager CA in
theTrusted Repositories

System Management Interface (SMI)

AVAYA Avaya Aura® Communication Manager (CM)

Administration [ Server [Maintenance)

Backup History +  Trusted Certificates
Schedule Backup

Backup Logs

This Server: serverl

View/Restore Data This page provides management of the trusted security certificates present on this server.
Festors History o
Trusted Repositories
Administrator Accounts ; ; ; R ; R
Login Accaunt Palicy A = Authentication, Authorization and Accounting Services (=.g. LDAP)
Change Password € = Communication Manager
Login Reparts W = Wweb Server
Server Access R = Remote Logging
Syslog Server
Authentication File Select File Issued To Issued By Expiration Date Trusted By
Load Authentication File -~ Sat Aug 23
Eirewall s ©  SystemManagerCA.crt System Manager CA Systermn Manager CA 2025 c
Install Root Certificate
et apr-ca.crt Avaya Product Root CA  Awaya Product Root CA 3;;;“9 14 CWwWR
Server/Application Certificates Sun Dec 04
Certificate Alarms i motorola_sseca_root.crt  SCCAN Server Root CA  SCCAN Server Root CA S0 c
Certificat= Signing Request _ - roduct root.crt SIP Product Cartificate  SIP Product Certificate  Tue Aug 17 cwR
SSH Keys = P_p — - Authority Authority 2027

web Access Mask
File Synchronization
Clownload Files

| Display | | Add | [ Remowe | | copy | [ Help |
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6. Configure Avaya Aura® Session Manager
This section provides the procedures for configuring Session Manager. The procedures include
adding the following items:

1 SIP domain

1 Logical/ptysical Location that can hesedby SIP Entities

1 Adaptations

1 SIP Entities corresponding to Communication Manager, Session Manager and the Avaya
SBCE

1 Entity Links, which define the SIP trunk parameters used by Session Manager when routing
calls to/from SIFENtities

1 Routing Policies, which control call routing between the SIP Entities

1 Dial Patterns, which govern to which SIP Entity a call is routed

1 TLS Certificate Management

It may not be necessary tonfigureall the items above when creating a connediiotine

service provider since some of these items would have already been defined as part of the initial
Session Manager installation. This includes items such as certain SIP domains, locations, SIP
entities, and Session Manager itself. However, eachstenld be reviewed to verify the
configuration.

6.1. System Manager Login and Navigation

Session Manager configuration is accomplished by accessing the Web GUI of System Manager,
using the URLA h b/i<ip-addressS8MGRo,wh er ea di&ki @s s >0 | srFQDNe | P
of System Manager. At theystemManager Log Onscreen, providéne appropriate credentials
andclick onLogin (not shown) The initial screen shown below is then displayed

Last Logged on at August 17, 2017 11:55
AM

Aura” System Manager 7. | Log off

&9 1 MNew important message(s). Click to view detal
= ements
Administrators Avaya Breeze™ Backup and Restore
Directory Synchronization Communication Manager Bulk Import and Export
Groups & Roles Communication Server 1000 Configurations
User Management Conferencing Events
User Provisioning Rule Device Services Geographic Redundancy
Equinox Conference Inventory
IP Office Licenses
Media Server Replication
Meeting Exchange Reporis
Messaging Scheduler
Presence Security
Routing Shutdown
Session Manager Solution Deployment Manager
Web Gateway Templates
Work Assignment
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Most of the configuration items are performed in the Routing elef@&ok on Routing in the
Elementscolumn to bring up théntroduction to Network Routing Policy screen

The navigation tree displayed in the left pane will be referenced in subsequent sections to
navigate to items requiring configuration.

Last Logged on at August 17, 20

Aura  System Manager 7. |

Home Routing x &¥ 1 New important message(s). Click to view deta
~ Routing 4 Home [ Elements / Routing [+]
Help ?

Introduction to Network Routing Policy
Locations

Adaptations Network Routing Policy consists of several routing applications like "Domains", "Locations", "SIP Entities", etc.

The recommended order to use the routing applications (that means the overall routing workflow) te configure your
network configuration is as follows:

Entity Links

Step 1: Create "Domains” of type SIP (other routing applications are referring domains of type SIP).

Time Ranges

" - Step 2: Create "Locations”

Routing Policies

o Step 3: Create "Adaptations"

Dial Patterns

o Step 4: Create "SIP Entities”
Regular Expressions

- SIP Entities that are used as "Outbound Proxies" e.g. a certain "Gateway" or "SIP Trunk"

- Create all "other SIP Entities" (Session Manager, CM, SIP/PSTN Gateways, SIP Trunks)

6.2. Specify SIP Domain

To view orto change SIP domains, sel€&uting A Domains Click on the checkbox next to
the name of the SIP domain aBidit to edit an existing domain, or tiNew button to add a
domain. Click theCommit button (not shown) after changes are congalet

The following screen shows the lavagmlab.codh conf i g
was already created for communication between Session Manager and Commukiantiger

T h e d oawagalab.coiis not known taservice providerlt will be adapted by thé\vaya

SBCE to IP address based URIbst to meet the SIP specificationsafrvice providesystem.

Last Logged on at August 17, 201
Aura System Manager 7. | Log off
Home Routing * &9 1 new important message(s). Click to view det]
‘ Home / Elements / Routing / Domains [+]
| pomains e
BT Come'n Management
| seatites | - o
1 Item Filter: Enable
[ |Name Type Notes
[] avayalab.com sip
Selact : A, Noe
| ________ |
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6.3. Add Location

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
bandwidth management and cadlmission control purposes. To add a location, navigate to
Routing A Locationsin the lefthand navigation pane and clitlew button in the right pane

(not shown).

In General section enter the following values:
1 Name: Enter adescriptive hamé&or the locaion.
1 Notes Add a brief descriptiorfoptional).

In theLocation Pattern section(see the screen below), cliéidd and enter following values:
1 IP Address Patternt An IP address pattern used to identify the location
1 Notes:Add a brief descriptiorfoptiond).

Displayed below are the screenshots for localieleville, which includes all equipment on the
10.33x, 10.10.98.and10.10.97 .xsubnet including Communicatidvianagey Session Manager
and AvayaSBCE. Click Commit to save.

Last Logged on at August 17, 2

Aura System Manager 7. |

Home Routing * & 1 New important message(s). Click to view details
M< Home / Elements / Routing [ Locations [ +]
| oomains | e
Location Detals
| owenne [

* Name: |Belleville
Notes: |GSSCP Belleville
Dial Plan Transparency in Survivable Mode
m Listed Directory Number:
Associated CM SIP Entity:  [Q,
Overall Managed Bandwidth
Managed Bandwidth Units: | Kbit/sec |~
Total Bandwidth: 10000000
Multimedia Bandwidth: 10000000
Audio Calls Can Take Multimedia Bandwidth:
Location Pattern
Add| |Remove
3 tems o Filter: Enable
[ 1P Address Pattern Notes
[0 =10.33.*
[0 *|135.10.97.%
[0 *|i35.10.98.*
Select : All, None
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6.4. Add Adaptations

An adaptation is required by the service provider in order to removwsamnted or proprietary
headers that are not used or understood by the service provider.

To add a new adaptation, navigatindgRiouting A Adaptations in the left navigation pane and
click New button in the right pane (not shown).

1 Adaptation Name Enter adescriptive name.

1 Module Name SelectDigitConversionAdaptefrom pull down list.

1 Module Parameter Type SelectNameValue Parametefrom pull down list

1 Click the Add button to enter &lameas shown in capture.

1 Value: Enter the fdbwing information as shown in capture and cli@ammit button.

Last Logged on at August 17, 2017 12:32

BM
Aura System Manager 7, | Go ;
A0

Home Routing * & 1 New important message(s). Click to view details|
4« Home [ Elements / Routing / Adaptations [+]
= Help ?
Locations Adaptation Details Commit | Cancel
Adaptations
General

* Adaptation Name: Remove-Unused-Headers
Entity Links
Time Ranges * Module Name: DigitConversionAdapter v

Routing Policies Module Parameter Type: Name-Value Parameter |+

Dial Patterns = ————
|add| |Remove|

|

Regular Expressions

Name - Value

HIIIIIEIIEE

AN-Correlation-1D,AV-Global-Session-10,Endpoint-View,P-AV-
O eRHdrs Message-1D,P-Charging-Vector,P-Location,P-Preferred-
Identity,Alert-1nfo

Select : All, None

The newly createddaptationis shown below.

Last Logged on at August 17, 2017 12:32 PM
Aura~ System Manager 7.1 # Log off admin
Home Routing * &) 1 New important message(s). Click to view detail
M4 Home [/ Elements / Routing / Adaptations [+]
T e
Adaptations New | More Actions =
Entity Links Lltem & Filter: Enable
[0 |Name Module Name Module Parameters ol Motes
Parameters
Routing Policies Remove- eRHdrs=AV-Correlation-I1D,AV-Global-Session-10,Endpoint-View, P-AV-
Dial Patterns [0 unused- DigitConversionAdapter Message-1D,P-Charging-Vector,P-Location,P-Preferred-Identity, Alert-
Headers Infg
Regular Expressions Select : all, None

6.5. Add SIP Entities

A SIP Entity must be added f&ession Managemnd for each SIP telephony systeomecected
to it which includes Communicatidlanagerand Avaya SBCE.
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To add a new SIP Entity, navigateRouting A SIP Entitiesin the left navigation pane and
click New button in the right pane (not shown).

In General section enter following valuedJse default values for all remaining fields:

1 Name Enter adescriptive name.

9 FQDN or IP Address: Enter the FQDN or IP address of the SIP Entity that is used for SIP
signaling.

1 Type: SelectSession Managefor SessiorManagerCM for CommunicatiorManagerand
Other for the Avaya SBCE.

1 Location: Select one of the locations defined3actionError! Reference source not found.

1 Time Zone Select the time zone for the location above.

The following screen shows the addition of Session Manager SIP Entity. Blei&ss of the
Session Manager signaling interface is entere&@DPN or IP Address.

Last Logged on at August 17, 2017 12:32

Aura” System Manager 7. | Go
30..

Home Routing = & 1 New important message(s). Click to view details
4 Home / Elements [ Routing / SIP Entities (+]

Help 2

1
:

SIP Entity Details

General

" Commit, Cancel
Locations

Adaptations
* Name: SM7
Entity Links * FQDN or IP Address: |10.33.10.33
Time Ranges

Routing Policies
Dial Patterns

Regular Expressions

Type:

Notes:

Location:

Outhound Proxy:
Time Zone:

Minimum TLS Version:

Credential name:

Monitoring

SIP Link Monitoring:

Session Manager

Belleville |+

~
America/Toronto

Use Global Setting |+

Link Monitoring Enabled

To define the ports used by Session Manager, scroll down Rotthaection of theSIP Entity
Details screen. This section is only present for 8sssion ManageSIP Entity.

In thePort section click Add and enter following values. Use default values for all remaining

fields:

1 Listen Ports: Port number on which the Session Manager can listen for SIP requests.
9 Protocol: Transport protocol to be used to receive Rifuests.

1 Default Domain: The domain used for the enterprise.

Defaults can be used for the remaining fields. Gicknmit to save (not shown).
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The compliance test usédsten Ports entry5061with TLS for connecting to Communication
Manager and for comtting to the Avaya SBCE.

Listen Ports

‘add| |Remove]

i

6 Items  ° Filter: Enable

O |Listen Ports Protocol | Default Domain Endpoint MNotes

1 |sos0 TCP [+ avayalab.com |+
[0 |sos0 UDP |~ | | avayalab.com |+
[ |sos1 TLS |~ avayalab.com |+

Select : all, None

The following screen shows the addition of the Communication Manager SIP Entity. In order for
Session Manager to send SIP traffic on an entity link to Communication Manager, it is necessary
to create a SIP Entity for Communiican Manager. Th&QDN or IP Addressfield is set to IP

address of Communication Manager diyghe to CM. ThelLocation andTime Zone parameters

are set as shown in screen below.

Last Logged on at August 17, 2017 12:32 PM

Aura” System Manager 7. | 5o # Log off admin
Home | Routing * € 1 New important message(s). Click to view details,
m4 Home / Elements / Routing / STP Entities [+]
e
SIP Entity Details Commit |Cancel
* FQDN or IP Address: |10.33.10.34
e [
m Location: | Belleville |~
Time Zone: America/Toronto ~
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The following screen shows the addition of the SIP Entityfe AvayaSBCE. TheFQDN or
IP Addressfield is set to the IP address of its private network interfaceHigeee 1). Select
Type asSIP Trunk. Select createAdaptation from pull down menu listSelectSIP Link

Monitoring asLink Monitoring Enabled with the intervalof 120 seconds. This setting allows
Session Manager to send outbound OPTIONS heartbeat E¥esgconds tohe service
provider (which is forwarded by thevayaSBCE) to query the status of the SIP trunk
connecting tdheservice provider.

Last Logaed on at August 17, 2017 12:32 PM
Aura” System Manager 7. | GO # Log off admin
Home Routing ¥ €) 1 New important message(s). Click to view details|
m< Home / Elements [ Routing / SIP Entities [+]
| oomaies | e
EEE S Entity Detalls
* FQDN or IP Address: 10.10.98.22
Tyve: [P Tk
Notes: |SBC-E 10.33.10.29 using IP 98.22
Adaptation: | Remove-Unused-Headers «
.
Location: |Belleville
Time Zone: | America/Toronto ~
* SIP Timer B/F (in seconds): |4
Minimum TLS Version: |Use Global Setting ~
Credential name:
Securable: []
Call Detail Recording: none |~
Loop Detection
Loop Detection Mode: | Off ~
Monitoring
SIP Link Monitoring: |Link Monitoring Enabled ~
* Proactive Monitoring Interval (in seconds): 120
* Reactive Monitering Interval (in seconds): (30
* Number of Tries: |5
* Number of Successes: |1
CRLF Keep Alive Monitoring: | CRLF Monitoring Disabled ~
Supports Call Admission Control: []
Shared Bandwidth Manager: []
Primary Session Manager Bandwidth
Association:
Backup Session Manager Bandwidth
Association:
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Similarly, a SIP Entity is added for Avaya A®@aJliessaging server as shown in the capture
below.

Last Logged on at August 17, 2017 12:32 PM

Aura” System Manager 7. | # Log off admin

Home Routing % &) 1 New important message(s). Click to view details

M4 Home / Elements / Routing / SIP Entities (+]
| vomains | e
B SIF rtiy Detalls
Type: |Messaging

Routing Policies

Notes:

Dial Patterns

Regular Expressions Adaptation: ~
[ octaurs | Location: [Eelevie]2

Time Zone: | America/Toronto w
* SIP Timer B/F (in seconds): |4
Minimum TLS Version: | Use Global Setting |~
Credential name:
Securable: []

Call Detail Recording: |none |~

Loop Detection
Loop Detection Mode: | Off ~

Monitoring

SIP Link Monitoring: | Use Session Manager Configuration ~

6.6. Add Entity Links

A SIP trunk between Session Manager and a telephony entity is described by an Entity Link.
During compliance testing, three Entity Links were cre@at@me for Communication Manager,
Avaya Aura® Messaging and other for Avaya SBCE. To add an Entity Link, navigate to
Routing A Entity Links in the left navigation pane and cliblew button in the right pane (not
shown). Fill in the following fields in theew row that is displayed:

1 Name: Enter adescriptive name.

1 SIP Entity 1: Select the Session Manager entity define8ection 65.

1 Protocol: Select the transport protocol used for this lifkS for the Entity Link to
Communication Manager am/aya Aura® MessagingandTLS for the Entity Link to the
Avaya SBCE.

1 Port: Port number on which Session Manager will receive SIP requests from tiedfar
For Communication Manager, this must match Hag-end Listen Port defined on the
Communication Manager iBecion 5.6.

1 SIP Entity 2: Select the name of the other systems. For Communication Manager, select the
Communication Manager SIP Entity definedSactionError! Reference source not
found5. For Avaya SBCE, select Avaya SBCE SIP Entity defineSeaationError!

Reference source not fousd.
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1 Port: Port number on which the other system receives SIP requests from Session Manager.
For Communication Manager, this must matchNlear-end Listen Portdefined on the
Communication Manager iBection 5.6

1 Connection Policy SelectTrusted. Note: If this isnot selectedcalls fromthe associated
SIP Entity specified irsection6.5will be denied.

1 Click Commit to save.

The following screens illustrate the Entity Links to Communication Manager and to the Avaya
SBCE.

Entity Link to CommunicatioManager

Aura” System Manager 7. |

x € 1 new important message(s). Click to view details.

Home | Routing

« Home / Elements / Routing / Entity Links

Entity Links Commit |Cancel

m =
Entity Links e
Deny

Time Ranges = DNS Connection
_ O |name SIP Entity 1 Protocol | Port SIP Entity 2 Port e oty . New

Routing Policies ESIIEE

Dial Patterns O = |sM7_cM7_5061_TLS = [Qusmz TLS || *|5081 “[Q.cmz * |5061 ] trusted v

Filter: Enable

-

Entity Link to Avaya SBCE

Aura” System Manager 7,

« Home / Elements / Routing / Entity Links [+
Help
i i Commit Cancel

Locations Entity Links
Adaptations
SIP Entities

T 1ltem &2 Filter: Enable
Entity Links =

DNS Connection | D22V
Toelal= O |name SIP Entity 1 Protocal | Port SIP Entity 2 Part ; = New |1
Override Policy s

Routing Policies | I R I s S (S N s
Dial Patterns [0 +[sm7_secezz_sos1_mis| *[Qusm7 Ts [v] =508t * [Qsece22 * 5061 ] tusted [v] O

Entity Link to Avaya Aur® Messaging

4 Home / Elements / Routing / Entity Links [+
Help 7
Entity Links Commit| Cancel
1ltem & Filter; Enable
. Deny
Name SIP Entity 1 Protocol |Port SIP Entity 2 Port ) New |1
0 DNS Connectior
Override Policy ,
Service
O *[su-sp_sp-aam_sosr_T| *[Qsm7 Tis [v]  *[s061 * [QLaam +[s061 [m] trusted  |v o

6.7. Add Routing Policies

Routing Policies describe the conditions under which calls will be routed to the SIP Entities
specified inSectionError! Reference source not fousdThreerouting policies were added,
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CommunicatiorManagerAvaya Aura® Messagingnd AvayaSBCE. To add a routing policy,
navigate tdRouting A Routing Policiesin the left navigation pane and cliblew button in the
right pane (not shownYhe following screen is displayed.
In the General section,configurethe followingfields:

1 Name: Enter a descriptive name.

1 Notes:Add a brief description (optional).

In SIP Entity as Destinationsection, clickSelect The SIP Entity List page opens (t@ahown).
Selecttheappropriate SIP entity to which this routing policy applies and Sellect The

selected SIP Entity is displayed in tReuting Policy Detailspage as shown below. Use default
values for remaining fields. ClidRommit to save.

The following saeen shows the Routing Polibyr CommunicatiorManager

Last Loggad on at August 17, 2017 12:32 PM

Aura System Manager 7. |

x

#Log off admin

Home Routing &) 1 New important message(s). Click to view details.
m‘ Home / Elements [ Routing [/ Routing Policies [+]
Routing Policy Details Commit| | Cancel

General
| seomme | R
pranted: O
SIP Entity as Destination
[select|
Name | FQDN or IP Address | Type Notes
cM7 10.33.10.34 CM

The following screen shows the Routing Policy for the Avaya SBCE.

Last Logged on at August 17, 2017 12:32 PM
Aura- System Manager 7. # Log off admin
Home | Routing * &) 1 New important message(s). Click to view detailg
m. Home [/ Elements / Routing / Routing Policies (+]
?
| oomains | e
i i i Commit| Cancel
BTN Routing Policy Detals
Adaptations
General
SIP Entities
| eatvinks | o s
Disabled:
0
* ies-
Routing Policies Retries: |0
Dial Patterns Notes:
Regular Expressions
m SIP Entity as Destination
| select |
Name FQDN or IP Address Type Motes
SBCE22 10.10.98.22 SIP Trunk SBC-E 10.33.10.29 using IP 98.22
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The following screen shows the Routing Policy for the Avaya &uviessaging.

Aura® System Manager 7. |

Home Routing *

4+ Home [ Elements [ Routing / Routing Policies

i
:

Routing Policy Details

Locations

Adaptations
General

Entity Links

Time Ranges
Routing Policies

Dial Patterns

* Name:
Disabled:
* Retries:

Notes:

Last Logged on at August 17, 2017 12:32

Go...

PM

f’Lng off admin

&) 1 New important message(s). Click to view details

Commit| Cancel

To-AAM
|
0

Routing from SM to AAM

Help ?

Regular Expressions

SIP Entity as Destination

Select

Name FQDN or IP Address Type Notes

AAM 10.33.10.35 Messaging

6.8. Add Dial Patterns

Dial Patterns i@ needed to route specific calls through Session Manager. For the compliance
testing, dial patterns were needed to route calls from Communication Manager to Avaya Aura®
Messaging and from Communication Managesdovice provideand vice versa. Dial Patins

define which routing policy will be selected for a particular call based on the dialed digits,
destination domain and originating location. To add a dial pattern, naviqatutimg A Dial
Patternsin the left navigation pane and cliblew button inthe right pane (not shown).

In theGeneral section enter the following values:
I Pattern: Ent er a dial string that -URillol
1 Min: Enter a minimum length used in the match criteria.
1 Max: Enter a maximum lengthsed in the match criteria.
9 SIP Domain: Enter thedestination domain used in the match criteria.
1 Notes:Add a brief description (optional).

od.e tmeaet cchad

In theOriginating Locations and Routing Policiessection click Add. From theOriginating
Locations and Routing Pdicy List that appears (not shown), select the appropriate originating
location for use in the match criteria. Lastly, select the routing policy from the list that will be
used to route all calls that match the specified criteria. Gadkct

Default vdues can be used for the remaining fields. CGammit to save.
Two examples of the dial patterns used for the compliance testing are shown below, one for

outbound calls from the enterprise to the PSTN and one for inbound calls from the PSTN to the
enteprise.
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The first example shows that-tiyit dialed numbers that have a destination domain of
Aavayal usds rootepolicy to Avaya SBCE as define@actionError! Refeence source
not found7.

The second example shows that inboundlitt numbes assigned bgervice providewith
domain flavayal ab. cto@municatiodMareger as defined iGeadidni c y
Error! Reference source not fouid.
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