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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) Trunking between CenturyLink BroadWorks SIP Trunk service and Avaya
Communication Server 1000 Release 7.5, Avaya Aura® Session Manager Release 6.1, Avaya
Session Border Controller for Enterprise Release 4.0.5Q02.

The test was performed to verify SIP trunk features including basic calls, call forward (all
calls, busy, no answer), call transfer (blind and consult), conference, and voice mail. The calls
were placed in both directions with various Avaya endpoints.

The CenturyLink BroadWorks SIP Trunk service provides PSTN access via a SIP trunk
between the enterprise and the CenturyLink network as an alternative to legacy analog or
digital trunks. This approach generally results in lower cost for the enterprise.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

This document provides the steps to configure Session Initiation Protocol (SIP) Trunking
between Avaya Communication Server 1000 and the CenturyLink BroadWorks SIP Trunk
service (hereafter referred to as CenturyLink or CenturyLink system). During the interoperability
testing, SIP trunk applicable feature test cases were executed to ensure the interoperability
between the CenturyLink system and the Avaya CS1000.

In the sample configuration, the Avaya CS1000 solution consists of a CS1000 Rel. 7.5 (hereafter
referred to as CS1000) , Avaya Aura® Session Manager Rel. 6.1 (hereafter referred to as Avaya
Aura® Session Manager), Avaya Session Border Controller for Enterprise Rel. 4.0.5Q02 (hereafter
referred to as Avaya SBCE) , and various Avaya endpoints. This documented solution does not
extend to configurations without the Avaya SBCE or Avaya Aura® Session Manager.

2. General Test Approach and Test Results

The CS1000 system was connected to an Avaya SBCE via SIP trunks to the Avaya Aura®
Session Manager. The Avaya SBCE was connected to the CenturyLink system via a SIP trunk.
Various call types were made from the CS1000 to the CenturyLink system and vice versa to
ensure interoperability between the CS1000 and the CenturyLink system.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

The focus of this testing was to verify that the CS1000 can interoperate with the CenturyLink
system. The following interoperability areas were covered.

e Static IP.

e Incoming calls from the PSTN were routed to the DID numbers assigned by
CenturyLink. Incoming PSTN calls were terminated to the following end points: Avaya
1100 Series Telephones (SIP), Avaya 1100 Series IP Telephones (UniStim), Avaya
M3904 Digital Telephones, Avaya 2050 IP Softphone, Analog Telephones and Fax
machines.

e Outgoing calls to the PSTN were routed via the CenturyLink BroadWorks network to the
various PSTN destinations.

e Proper disconnect when the caller abandons the call before the call is answered.

e Proper disconnect during normal active call termination by the caller or the callee.

e Proper disconnect by the network for calls that are not answered (w/voice mail off).

e Proper response to busy end points.

e Proper response/error treatment when dialing invalid PSTN numbers.
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Codec G.711u with VAD disabled. (CenturyLink only supports Codec G.71 1u).

Voice mail and DTMF tone support in both directions (RFC2833) (Leaving voice mail,
retrieving voice mail, etc.).

CallPilot Voice Mail Server (Hosted in the CS1000).

Outbound Toll-Free calls, interacting with IVR (Interactive Voice Response systems).
International calls.

Calls to special numbers (411, 711, 911, Operator (0), 0+10 digits Operator Assisted
calls, etc.).

Calling number and calling name blocking (Privacy).

Call Hold/Resume

Call Forward (unconditional, busy, no answer).

Blind Call Transfers.

Call Park.

Consultative Call transfers.

Station Conference.

G.711u fax pass-through support (inbound and outbound) (CenturyLink does not support
T.38)

Long duration calls (one hour).

Early Media transmission

2.2. Test Results

Interoperability testing of CenturyLink BroadWorks SIP Trunk Service with the Avaya CS1000
solution was completed successfully with the following observations/limitations.

Calling Name and Calling Number Delivery to PSTN: On outbound calls from the
CS1000 to the PSTN the “Calling Name” is not delivered to the PSTN phone (is not
displayed), only the “Calling Number” is delivered (is displayed).

Calling Name Blocking: In the CS1000, the “Calling Name” can be blocked/restricted
from being displayed at the PSTN extension. With this setting enabled on the CS1000
extension, the CS1000 will send the “Calling Number” in the “From” header of the
INVITE message and will set the Privacy to “user” (Privacy: user) in the same INVITE
message. The expected result is the display of only the number and not the name. The
actual result is the blocking of the number. Since the name was never delivered to the
PSTN, as indicated above, neither the name nor the number are displayed at the PSTN
extension with Calling Name restriction enabled on the CS1000 extension.

Blind Transfer of calls from the CS1000 to the PSTN: Blind Transfers of calls from
the CS1000 to the PSTN were failing with the BroadWorks switch sending a “500 Server
Internal Error” in response to the UPDATE sent to the BroadWorks switch by the
CS1000. The problem is that the CS1000 sends an UPDATE to the BroadWorks switch
“before” the completion of the initial INVITE transaction, with this INVITE containing
an offer. Per RFC3311 an UPDATE cannot be sent with an offer unless the callee has
generated an answer in a reliable provisional response. The INVITE needs to be
answered by the CS1000 with a PRACK “before” sending the UPDATE. The solution to
this problem is to apply patch p30224_1.ntl to the CS1000 Signaling Server (Linux) and
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to upgrade the Signaling Server to the latest VTRK SU version. Version cs1000-vtrk-
7.50.17.16-34.1386.000.ntl was used in the Avaya lab during testing. Also, testing was
done with Plug-In 201 enabled and Plug-In 501 disabled. For the information on how to
obtain and how to apply the patch please visit http://support.avaya.com

SIP Diversion Header for call re-direction: CenturyLink does not support History-Info,
instead requires SIP Diversion Header for calls that are re-directed at the CS1000.
Session Manager was used to convert History-Info to SIP Diversion Header. This can be
accomplished by using adaptation modules in Session Manager.

Caller-ID on re-directed calls to PSTN: Caller ID works properly between the CS1000
and the CenturyLink network when there is no call re-direction involved. However,
when a call is re-directed to the PSTN at the CS1000 extension, the Caller ID will not
properly reflect the true originator of the call. In normal conditions if a call is re-directed
at the CS1000 to a PSTN extension, the Caller ID displayed at the PSTN extension will
be of the extension doing the re-direction (i.e., transfer) and not the Caller ID of the
extension that originated the call. On the CenturyLink network, the PAI header is used to
authenticate the call during call redirection scenarios. When a call is re-directed, the PAI
header will be populated with the information of the extension that is doing the call
redirection.

Routing Profiles: When configuring Routing Profiles in the Avaya SBCE (Section
7.3.2), the selection of Use Next Hop for In Dialog Messages should not be checked. In
the current software release of the Avaya SBCE (Release 4.0.5Q02), when this field is
not checked, messaging problems with the SIP BYE method where observed in between
the Avaya SBCE and Avaya Aura® Session Manager. In order to correct this problem in
the current software release of the Avaya SBCE (Release 4.0.5Q02) patch ipcs-bin-
myvista_debug 20120413150346-2.i386.rpm must be applied to the Avaya SBCE. The
fix will be included in the next software release of the Avaya SBCE (Release 4.0.5Q09).
For the information on how to obtain and how to apply the patch please contact Avaya
SBCE support at: 866-861-3113 toll free or +1 214-269-2424.

SIP Header Optimization: SIP header rules were implemented in the Avaya SBCE and
in Session Manager to streamline the SIP header and remove any unnecessary parts. The
following headers were removed: X nt el64 clid, Alert-Info and History-info if it is
present in the INVITE. Also the multipart MIME SDP, which included x-nt-mcdn-frag-
hex, x-nt-esn5-frag-hex, and x-nt-epid-frag were stripped out. These particular headers
and MIME have no real use in the service provider network. Ifan issue is being
investigated on the service provider network, the presence of these headers may add
unnecessary confusion.

2.3. Support

For technical support on CenturyLink system, please contact CenturyLink technical support at:
Toll Free: 1-877-290-5458

http://www.centurylink.com/Pages/Support/
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3. Reference Configuration

Figure 1 below illustrates the test configuration used. The test configuration simulates an
enterprise site with the Avaya components connected to CenturyLink BroadWorks SIP Trunk
Service through the public Internet.

The Avaya components used to create the simulated customer site included:
e Avaya Communication Server 1000-E (CS1000E).

e Avaya HP® Proliant DL360 G7 server running Avaya Aura® Session Manager.
e Avaya HP® Proliant DL360 G7 server running Avaya Aura® System Manager.
e Avaya Session Border Controller for Enterprise.

e Avaya 1100-Series IP Telephones (UniStim).

e Avaya 1100-Series Telephones (SIP).

e 2050 Avaya IP Softphone

e Avaya M3904 Digital telephones.

e Analog Telephones.

e Fax machines.

e Desk top with administration interfaces.

Located at the edge of the enterprise is the Avaya Session Border Controller for Enterprise
(Avaya SBCE). It has a public side that connects to the public network and a private side that
connects to the enterprise network. All SIP and RTP traffic entering or leaving the enterprise
flows through the Avaya SBCE. In this way, the Avaya SBCE can protect the enterprise against
any SIP-based attacks. The Avaya SBCE provides network address translation at both the IP and
SIP layers. The transport protocol between the Avaya SBCE and CenturyLink across the public
IP network is SIP over UDP. The transport protocol between the Avaya SBCE and Avaya
Aura® Session Manager across the enterprise IP network is SIP over TCP. The transport
protocol between Avaya Aura® Session Manager and the CS1000 across the enterprise IP
network is SIP over TLS. For ease of troubleshooting during testing, the compliance test was
conducted with the Transport Method set to UDP between Avaya Aura® Session Manager and
the CS1000.

For security reasons, any actual public IP addresses used in the configuration have been masked.
Similarly, any references to real routable PSTN numbers have also been masked to numbers that
cannot be routed by the PSTN.

One SIP trunk group was created between the CS1000 and the Avaya Aura® Session Manager to
carry the traffic to and from the service provider (two-way trunk group).

For inbound calls, the calls flowed from the CenturyLink network to the Avaya SBCE then to
Avaya Aura® Session Manager. Avaya Aura® Session Manager used the configured dial
patterns and routing policies to determine the recipient (in this case the CS1000) and on which
link to send the call. Once the call arrived at CS1000, further incoming call treatment, such as
incoming digit translations and class of service restrictions were performed.
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Outbound calls to the PSTN were first processed by the CS1000 for outbound treatment through
the Electronic Switched Network and class of service restrictions. Once the CS1000 selected the
proper SIP trunk; the call was routed to Avaya Aura® Session Manager. The Avaya Aura®
Session Manager once again used the configured dial patterns, adaptations, and routing policies
to determine the route to the Avaya SBCE for egress to the CenturyLink network.

Service Provider
CenturyLink

P

Domain: bsoft.nc.labnet

T ACME 4250 SBC

\ | 1P 222 222 222 247

Internet

™

Avaya Aura® Enterprise

_Session Manage: ;m R ;AdtranEDdRaulnr

72.16.5.32/24
Avaya Session Border e
Controller for Enterprise g

Avaya Aura®
System Manager

Juniper Enterprise Firewall

e 301 2826

LAN: 172 16.20.0/24
172.16.20 60/24

Avaya
Communication Server 1000E

- Awvaya 2050 IP Softphone
Avaya 1100 Series Avaya 1100 Series
IF Telephones SIF Telephones
Analog Telephones {UNIStim)

Avaya M3504
Digital Telephone

Figure 1: CenturyLink BroadWorks SIP Trunk service and Avaya CS1000E
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Avaya:

Equipment

Release/Version

Avaya Communication Server 1000E
running Co-resident Call Server, Signaling
Server and Media Gateway in a single CP-
MGS card.

Call Server: 7.50 Q +
DepList 1: core Issue: 01 (created: 2012-
01-10 16:47:54 (est))

Signaling Server: 7.50.17.00
**See Service Updates & Patches below™*

Avaya Aura® Session Manager running on a
HP® Proliant DL360 G7 Server.

6.1 service pack 5
(ASM 6.1.5.0.6150006)

Avaya Aura® System Manager running on a
HP® Proliant DL360 G7 Server.

6.1 Service Pack 5
Build No. 6.1.0.0.7345-6.1.5.502

Avaya Session Border Controller for
Enterprise (Avaya SBCE)

4.0.5Q02

Avaya Phones

1110: 0623C8G (UniStim)
1120: 0624C8G (UniStim)
1165: 0626C8G (UniStim)
1120: 04.01.15.00 (SIP)

M3904: --
Lucent Analog Phone --
Fax Machines --
CenturyLink:
Equipment Release/Version
BroadW orks Broadsoft 17 sp2
Sonus NBS B07.02.07 FO04
Sonus GSX B07.02.07 FO04
Acme Packet Net-Net 4250 Session Border | SC6.1.0 MR-5 GA (Built 704)
Controller

Signaling Server Service Updates & Patches:
HRHHHH B BB B BB R HR R R R O

SUs:
cs1000-patchWeb-7.50.17.16-4.1386.000
cs1000-baseWeb-7.50.17.16-1.1386.001
ipsec-tools-0.6.5-14.¢el5.3 avaya 1.1386.000
¢s1000-dbcom-7.50.17-02.i1386.000
cs1000-shared-pbx-7.50.17.16-1.1386.000
¢s1000-kev-7.50.17.16-1.1386.000
cs1000-ipsec-7.50.17.16-1.1386.000
¢s1000-linuxbase-7.50.17.16-6.1386.000
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spiritAgent-6.1-1.0.0.108.208.1386.000
¢s1000-EmCentralLogic-7.50.17.16-1.1386.000
¢s1000-csmWeb-7.50.17.16-3.1386.000
¢s1000-mscAnnc-7.50.17.16-1.1386.000
¢s1000-mscTone-7.50.17.16-1.1386.000
¢s1000-mscMusc-7.50.17.16-2.1386.000
¢s1000-dmWeb-7.50.17.16-2.1386.000
tzdata-2011h-2.€15.1386.000
¢s1000-Jboss-Quantum-7.50.17.16-10.1386.000
cs1000-sps-7.50.17.16-2.1386.000
cs1000-tps-7.50.17.16-11.1386.000
¢s1000-ftrpkg-7.50.17.16-7.1386.000
¢s1000-bce-7.50.17.16-46.1386.000
¢s1000-vtrk-7.50.17.16-34.i386.000
cs1000-emWeb 6-0-7.50.17.16-16.1386.000
T

Patches:

p30224 1

HHHHHHHHHHHHHHHHEH T

Note: The VTRK SU version should be “cs1000-vtrk-7.50.17.16-15.1386.000.nt]” or higher on
all Signaling Servers to ensure proper operation of the blind transfer feature. Patch p30224 1 is
also required if problems with SIP UPDATE are observed during Call Redirection scenarios.

In addition to applying the latest Call Server patches, Signaling Server Service Updates and
patch listed above the following procedure should be followed to ensure proper operation of Call
Transfers from the CS1000 to the PSTN.

Enable Plug-In 201 and ensure Plug-In 501 is disabled as follows:

Log in to the Unified Communications Management (UCM) and Element Manager as
described in Section 5.1.1. Go to System => Software > Plug-ins, select plug-in 201 and click
the Enable button. The status will change to Enabled. Verify the status for plug-in 501 shows
Disabled.
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5. Configure Avaya Communication Server 1000

These Application Notes assume that the basic configuration has already been administered. For
further information on Avaya Communications Server 1000, please consult references in Section
11.

The procedures shown below describe the configuration details of the CS1000 with SIP trunks to
the CenturyLink system.

5.1. Log in to the CS1000 System

5.1.1. Log in to Unified Communications Management (UCM) and
Element Manager

Open an instance of a web browser and connect to the UCM GUI at the following address:
http://<UCM IP address> Log in using an appropriate Username and Password.

UserID: |admin |

Password: | --------- |

Log In

Change Password

Goto central login for Single Sign-COn
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The Unified Communications Management screen is displayed. Click on the Element Name
of the CS1000 Element as highlighted in the red box shown below.

AVAYA Avaya Unified Communications Management
Metwork Host Name: 172.16.20.60  Software Version: 02.20.0017.00(4713)  User Name admin
Elements ~
C5 1000 Serices
PeEes Elements
Patches

Mew elerments are registered into the security framewark, or may be added as simple hyperlinks. Click an element name to launch its
SMMP Prafiles management serdce. You can optionally filter the list by entering a search term.
Secure FTP Token

Software Deployment Search Raset
A
Administrative Users

External Authentication Add... | | | [E &z &
Password
SemRy [] Element Narme Element Type « Release Address Description
Roles 1O 31000 7.5 172.16.21 61 Mewr
element.
Folicies )

i 2 [ tslkavaya.lah.com Linux Base 7.5 172.16.20.61 Base 05
Ce.mﬂcates. {primary) element.
REID BESSES 3[] Mo Wedia Gateway 7.5 172.16.21.62 Media

Tools Controller Gateway
Logs Cantraller

Data

The CS1000 Element Manager System Overview page is displayed as shown below.

AVAYA CS1000 Element Manager

- UCM Network Services Managing: 172.16.21.61  Username: admin
_Home System Overview
~Links
- virtual Terminals System Overview
- System
+Alarms
- Maintenance
+Caore Equipment
e IP Address: 172.16.21.61
+Interfaces Type: Avaya Communication Server 1000E CPMG128 Linux
- Engineered Values Version: 4421
+Emergency Services
BT Release: 750Q +
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
- Incoming Digit Translation
-Phones
-Templates
-Reports
- Views
- Lists
- Properties
- Migration
- Tools
+Backup and Restare
- Date and Time
+Logs and reports
- Security
+Passwords
+Policies
+Login Options
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5.1.2. Log in to the Call Server Command Line Interface (CLI)
Using Putty, SSH to the IP address of the Signaling Server with the admin account. Run the
command “cslogin” and “logi” with the appropriate admin account and password, as shown
below.

Togin as: admin

Avawa Inc. Linux Base 7.50
The software and data stored on this i¥stem are the property of,
or Ticensed to, Avaya Inc. and are Tawfully awvailable only
to authorized users for approved purposes. Unauthorized access
to anﬁ software or data on this system is strictly prohibited and
punishable under appropriate laws. If you are not an authorized
user then do not try to login. This system may be monitored for
operational purposes at any time.

admingl72.16.20.60"'s password:
Last 1Dgin: Mon Mar 26 12:15:09 2012 from 172.16.5.250
0]0; admin@cslk :~0[admin@cslk ~]% cslogin

SEC054 A device has connected to, or disconnected from, a pseudo tty without authentica
ting

TTY 15 =CH MTC BUS OSH 12:18
w111l IDLE 0

>logi

USERID? admin

PASST

TTY #15 LOGGED TN ADMIN 12:18 2653 /2012

-
The software and data stored on this i¥stem are the property of,
or licensed to, Avaya Inc. and are lawfully available only to
authorized users for approved purposes. Unauthorized access to
any software or data on this system is strictly prohibited and
punishable under appropriate laws. IT wyou are not an authorized
user then logout immediately. This system may be monitored for
operational purposes at any time.

oL OO0
-

5.2. Administer a IP Telephony Node
This section describes how to configure a IP Telephony Node on the CS1000.

5.2.1. Obtain Node IP address

These Application Notes assume that the basic configuration has already been done and that a
Node has already been created. This section describes the steps for configuring a Node (Node ID
1006) in CS1000 IP network to work with the CenturyLink system.

Select System = IP Network - Nodes: Servers, Media Cards. Following is the display of the
IP Telephony Nodes page. Click on the Node ID of your CS1000 Element (i.e., 1006).
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AVAYA CS1000 Element Manager

_ UCM Network Services Managing: 172.16.21.61 Username: admin
_Home System » IP Netwark » IP Telephony Nodes
_Links IP Telephony Nodes
- Virtual Terminals Click the Mode 1D to view or edit its properties
- System
+Alarms
- Maintenance Add. Print | Refresh
+Caore Equipment
- Peripheral Equipment [] Mode ID« Components  Enabled Applications ELAM IP Mode/TLAMN [Pvd  Mode/TLAMN [PyE  Status
- IP Metwark i i
B i S EslE |D 1006 1 SIP Line, LTPS, [P Medla 172.16.20.60 Synchronized
Lt aslvels, Vedls .alds Services, Gateway { SIPGw )
- Maintenance and Reports
- Media Gateways Show: MNodes [[] Component serers and cards IPvE address
-Zones

-Host and Route Tables
- Metwork Address Translation (M
- Q0S5 Thresholds
- FPersanal Directaries
- Unicode Mame Directory
+Interfaces
- Engineered Walues
+Emergency Services
+ Software
- Customers
+Routes and Trunks
-+ Dialing and Numbering Plans
+Phones
+Tools
+Security

The Node Details screen is displayed as shown below with the IP address of the CS1000 node.
The Node IP Address is a virtual address which corresponds to the TLAN IP address of the
Signaling Server, SIP Signaling Gateway. The SIP Signaling Gateway uses this Node IP
Address to communicate with other components for call processing.

/-\V/-\y/-\ CS1000 Element Manager
_ UCM Network Services Managing: 172.16.21.61 Username: admin ~
_Home System » IP Netwaork » |P Telephony Nodes » Node Details
+Links Node Details (ID: 1006 - SIP Line, LTPS, IP Media Services, Gateway { SIPGw )}
- System
+Alarms
- Maintenance . . ~
- Gl B Node 1D: (0-9399)
- Peripheral Equipment ) .
1P Metwork Call server IP address: [172.16.21.61 TLAN address tyne: @ 1Pvd anly
- Modes: Servers, Media Cards O IPv4 and IPvB
- Maintenance and Reports
- Media Gateways Embedded LAN (ELAN) Telephony LAN {TLAN)
-Zones
_Host and Route Tables Gateway IP address: 1721621254 |= Mode IPvd address: |172.16.20.60 "
- Metwark Address Translation (N
- Qo3 Thresholds Subnetmask: 2552552850 |+ Subnetmask 25528652850 |

- Personal Direclories
- Unicode Mame Directory
+Interfaces b

-Engineered Values
+Emergency Services Regired Yalue

+Software

- Customers Associated Signaling Servers & Cards
+Routes and Trunks
+ Dialing and Numbering Plans Select to add |+ Print | Refresh
+Phones
+Tools [] Hostnarme « Tyne Deploved Applications ELAN P TLAR [Pud Role
+Security SIP Line, LTPS, Gateway, PD,

[ stk Signaling_Server Presence Publisher, IP Media 17216.21 61 172.16.20.61 Leader

Serices
Show:

Mote: Orily server(s) that are not part of any cther IP telephony node and deployed application(s) that match the service(s) selected for this node are
available in the servers list .

5.2.2. Administer TPS

Continue from Section 5.2.1. On the Node Details page, scroll down and select the Terminal
Proxy Server (TPS) link as shown below.
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AVAYA CS1000 Element Manager
- UCM Network Services System » IP Network » [P Telephony Nodss » Node Details ]
~Home Node Details (ID: 1006 - SIP Line, LTPS, IP Media Services, Gateway { SIPGw ))
+Links
- System
+Alarms ~
- Maintenance Subnetmask: 2552552850 |+ Subnetmask: 255 2652550 | ¢
+Core Equipment
- Peripheral Equipment
- IP Netwark
- bMlodes: Semvers, Media Cards - - N N "
~ Maintenancs and Reporis IP Telephony Node Properties Applications (click to edit configuration)
~ Media Gateways o Woice Gateway VEW) and Codecs e SIPLine
- Zones * Quality of Service (G5 # Terminal Proy Server (TPS
- Host and Route Tables o Lan o Galowigy (SIPGu]
- Metwork Address Translation (M ® SNTP + Personal Directories (PO
~ QoS Threshalds o Numbeting Zones » Presence Publisher
- Personal Directories ® MCDOM Aternative Routing Treatment (MALT) Causes # |P Media Services
- Unicode Mame Directory v
+Interfaces
- Engineered Values * Required Yalue. Cancel
+Emergency Services
+Software : : .
_ Customers Associated Signaling Servers & Cards
+Routes and Trunks
+Dialing and Numbering Plans Select to add v Print | Refresh
*?“"I“es [] Hosname ~ Type Deployed Applications ELAN P TLAN IPva Role
+ Tools
+Security SIP Line, LTPS, Gateway, PO,
[ estk Signaling_Server Presence Publisher, IP Media 17216.21.61 172.16.20.61 Leader
Services
Show:
Mate: Onily server(s) that are not part of any other [P telsphony node and deployed application(s) that match the service(s) selected for this node are
available in the servers list
< > v
< >

The UNIStim Line Terminal Proxy Server (LTPS) Configuration Details screen will be
displayed as shown below. Check the Enable proxy service on this node check box and then

click Save.

AVAYA CS1000 Element Manager
_ UCM Network Services Managing: 172.16.21.61 Username: admin
_Home System = IP Network » IP Telephany Nodes » Mode Details » UMIStm Line Terminal Proxy Server (LTPS) Configuration
+Links Node ID: 1006 - UNIStim Line Terminal Proxy Server (LTPS) Configuration Details
- System
+A\a_rms Fitrnware | DTLS | Network Connect Server
- Maintenance
+Core Equipment UNIStim Line Terminal Provw Server: [v] Enable prosy service on this node e
- Peripheral Equipment
- IP Network B
- Modes: Servers, Media Cards Firmware
- Maintenance and Reports IP address: [0.0.0.0
- Media Gateways
-Zones Fullfile path: |downloaddfirmwa
-Hostand Route Tahles
- Metwark Address Translation (N Server AccountUser 10
- @08 Thresholds
- Personal Directories Passwaord
- Unicode Mame Directory
+Interfaces DTLS
- Engineered Values
+Emergency Services DTLS poliey: | Off 5
+Software
- Customers
+Routes and Trunks
+ Dialing and Numbering Plans
+Phones
+Tools Network Connect Server
+ Security Priman nahamrl cannarct canar (71 AR 1B addrace: 1000 ¥
. Mote: Changes macte on this page will NOT ke
Reqired! Value. transmitied until the Mode is also saved.
< >

5.2.3. Administer Quality of Service (QoS)

Continue from Section 5.2.2. On the Node Details page, select the Quality of Service (QoS)
link as shown below.
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AVAYA CS1000 Element Manager

_ UCM Network Services Managing: 172.16.21.61 Username: admin A
_Home System = IP Metwork » P Telephony kodes » Mode Details
+Links Node Details (ID: 1006 - SIP Line, LTPS, IP Media Services, Gateway { SIPGw )}
- System
+Alarms
_ Maint ~
e Subnetmask [265.256.265.0 |- Subnetmask [255.256.2550 |+

+Core Equipment
- Peripheral Equipment

- IP Netwark
- Modes: Servers, Media Cards
- Maintenance and Reports IP Telephony Node Properties Applications (click to edit configuration)
- Media Gateways «_Voice Gateway (vVGW) and Codscs + SIPLing
-Zones ity of Service (GoS) » Terminal Proxy Server (TPS:
- Host and Route Tables + AN + Gateway (SIPGw)
- Metwark Address Translation (M o SHTF = Personal Directories (PO
- @08 Thresholds « Numbering Zones + Presence Publisher
- Personal Directories o MCDN Afernative Routing Treatment (MALT) Causes « P Media Serices
- Unicode Mame Directory
+Interfaces he

-Engineered Values
+Emergency Services Regired Yalue

+Software

- Customers Associated Signaling Servers & Cards
+Routes and Trunks
+ Dialing and Numbering Plans Select to add |+ Print | Refresh
+Phones
+Tools [] Hostnarme « Tyne Deploved Applications ELAN P TLAR [Pud Role
+Security SIP Line, LTPS, Gateway, PD,

[ stk Signaling_Server Presence Publisher, IP Media 17216.21 61 172.16.20.61 Leader

Serices
Show:

Mote: Orily server(s) that are not part of any cther IP telephony node and deployed application(s) that match the service(s) selected for this node are
available in the servers list .

P (S
< >

The Quality of Service (QoS) screen shown below will be displayed. Accept the default
Diffserv values. Click the Save button.

AVAYA CS1000 Element Manager
_ UCM Network Services Managing: 172.16.21.61 Username: admin
_Home System » IP Netwark » |P Telephony Nodes » Mode Details » Quality of Service (QoS)
+Links Node ID: 1006 - Quality of Service (QoS)
- System
+Alarms
- Maintenance Diffserv Codepoint (DSCP)
tg;:;gg:r;ﬂ?;mem Enable Avaya automatic Qas: []
- IP Network (Control packets: 40 (-6
- bMlodes: Semvers, Media Cards
- Maintenance and Reports Woice packets: |46 (0-63)
- Media Gateways
_Zones WLAN tagging: [ 802.1Q support

-Hostand Route Tahles
- Metwark Address Translation (N
- @08 Thresholds
- Personal Directories
- Unicode Mame Directory
+Interfaces
- Engineered Values

B02.10 bits value (802.1P). -7y

+Emergency Services
+Software

- Customers

+Routes and Trunks

+ Dialing and Numbering Plans

+Phones

+Tools

+Security

R Note: Changes made on this page will NOT ke S FeP—
Reqired! Value. transmitied until the Mode is also saved.

5.2.4. Synchronize the New Configuration

Continue from Section 5.2.3, return to the Node Details page shown below and click on the
Save button. The Node Saved screen is displayed. Click on Transfer Now (not shown). The
Synchronize Configuration Files screen is displayed (now shown). Check the Signaling Server
check box and click on Start Sync (not shown). When the synchronization completes, check the
Signaling Server check box and click on Restart Applications (not shown).
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AVAYA

- UCM Network Services
-Home
+Links
- System
+Alarms
- Maintenance
+Core Equipment
- Peripheral Equipment
- IP Netwark
- bMlodes: Semvers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Hostand Route Tahles
- Metwark Address Translation (N
- @08 Thresholds
- Personal Directories
- Unicode Mame Directory
+Interfaces
- Engineered Values
+Emergency Services
+Software

CS1000 Element Manager

System » IP Network » P Telephony Wodes » Kode Details

Node ID. *(0-8358)

Call server IP address: 172162161 *

Embedded LAN (ELAN)

Gateway IP address: 172 1621 254 |+

Subnetmask 2052602060 |®

* Reqired Value:

Associated Signaling Servers & Cards

Node Details (ID: 1006 - SIP Line, LTPS, IP Media Services, Gateway { SIPGw ))

TLAN address tpe: (3 |Fyd only
3 IPwd and IPvE

Telephony LAN (TLAN)

Mode IPvd address: |172.16.20 60

Subnetmask |2565.265.265.0

v

- Customers
+Routes and Trunks
+Dialing and Numbering Plans Selectto add v Riind[JRemesN
*?“"I“es [] Hosname ~ Type Deployed Applications ELAN P TLAN IPva Role
+ Tools
+Security SIP Line, LTPS, Gateway, PO,
[ estk Signaling_Server Presence Publisher, IP Media 17216.21.61 172.16.20.61 Leader
Services
Show:
Mate: Onily server(s) that are not part of any other [P telsphony node and deployed application(s) that match the service(s) selected for this node are
available in the servers list
< > v
< >

5.3. Administer Voice Codec

5.3.1. Enable Voice Codec, IP Telephony Node.

Select IP Network - Nodes: Servers, Media Cards Configuration from the left pane, and in
the IP Telephony Nodes screen displayed, select the Node ID of the CS1000 system. The Node
Details screen is displayed. On the Node Details page shown below, click on Voice Gateway
(VGW) and Codecs.

AVAYA

- UCM Network Services
-Home
+Links
- System
+Alarms
- Maintenance
+Core Equipment
- Peripheral Equipment
- IP Netwark
- bMlodes: Semvers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Hostand Route Tahles
- Metwark Address Translation (N
- @08 Thresholds
- Personal Directories
- Unicode Mame Directory
+Interfaces
- Engineered Values
+Emergency Services
+Software
- Customers
+Routes and Trunks
+ Dialing and Numbering Plans

CS1000 Element Manager

System » IP Network » P Telephony Wodes » Kode Details

Node Details (ID: 1006 - SIP Line, LTPS, IP Media Services, Gateway { SIPGw ))

~
Subnetmask 255255 2550 |+ Subnetmask: 255 2652550 | ¢
IP Telephony Node Properties Applications (click to edit configuration)
o Voice Gateway VOW) and Codecs e SIPLine
o Quality of Service {Q05) » Terminal Proxy Server (TPS
o LAN » Gateway (SIPGw]
* SHNTP + Personal Directories (PO
o DNumbering Zones » Presence Publisher
* MCDM Aternative Routing Treatment (MALT) Causes + |P Media Serices
~

* Reqired Value:

Associated Signaling Servers & Cards

Select to add v Print | Refresh

*?“"I“es [] Hosname ~ Type Deployed Applications ELAN P TLAN IPva Role
+ Tools
+Security SIP Line, LTPS, Gateway, PO,
[ estk Signaling_Server Presence Publisher, IP Media 17216.21.61 172.16.20.61 Leader
Services
Show:
Mate: Onily server(s) that are not part of any other [P telsphony node and deployed application(s) that match the service(s) selected for this node are
available in the servers list
< >
< >

The Voice Gateway (VGW) and Codecs screen will be displayed as shown below. The
CenturyLink system only supports G711u with VAD disabled. The CenturyLink system does not
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support G729. Ensure that for G711 the Voice Activity Detection (VAD) is unchecked; uncheck
Codec G729 checkboxes as shown below. Click on Save and Synchronize as described in
Section 5.2.4.

/-\V/-\y/-\ CS1000 Element Manager
_ UCH Network Services Managing: 172.16.21.61 Username: admin
_Home System = IP Netwark » IF Telsphony Nodss » Node Details » WG and Codecs
+Links Node ID: 1006 - Voice Gateway (VGW) and Codecs
- System
+Alarms General | Voice Codecs | Fax
- Maintenance N
+Care Equigment Voice Codecs A
- Peripheral Equipment Codec GT11: Enabled {required)
- IP Metwark
- Modes: Servers, Media Cards Voice payload size: |20 v | (miliseconds per frame)
- Maintenance and Reports
~ Media Galaways P Woice playout (jitter buffer) delay: (40w | |80 | (miliseconds)
-Zones Naminal Maximum
- Host and Route Tables i Maximum delay may be automatically adjusted based an naminal
- Metwark Address Translation (N, seflings
- Qo5 Thresholds

- Persanal Directaries [ Woice Activity Detection (WAD)

- Unicode Name Directory Codec G722: [] Enabled

+Interfaces
- Engineered Yalues Woice payload size: (miliseconds per frame)
+Emergency Services . ) .
+Software Vaice playout (itter buffer) delay: (miliseconds)
- Customers MNominal Maximum
+Routes and Trunks Maxdmurm delay may be automatically adjusted based on nominal
-+ Dialing and Numbering Plans settings
+Phones Codec G728 [ Enabled
+Tools
+Security Woice payload size. (miliseconds per frame) @
. Mate: Changes macs on this page wil NOT ke Save Cancel
Reguired Vahue transmitted urtilthe Node Is also saved
£ ¥
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5.3.2. Enable Voice Codec on Media Gateways.

From the left menu of the Element Manager, select IP Network = Media Gateways menu item.
The Media Gateways page will appear (not shown). Click on the IPMG (not shown) the IPMG
Property Configuration is displayed (not shown), click next (not shown), scroll down to the
Codec G711, uncheck VAD for codec G711 and Codec G729A as shown below. Scroll down to
the bottom of the page and click Save (not shown).

AVAYA CS1000 Element Manager
- UCH Network Services *
_Home -Codec G711 Select
-Links Codec name G711
- ¥iual Terminals B B
_ om Voice payload size | 20 ¥ | ( mgframe )
+Alarms . o -
_ Maintenance Voice playout (jitter buffer) nominal delay | 40 v
+Caore Equipment Medifications may cause changes to dependert settings
-Pi heral Ef it
_ IPEIr\‘Igt\;;ark LD Voice playout {jitter buffer) maximum delay | 80 ~
- Modes: Servers, Media Cards Modifications may cause changes to dependent settings
- Maintenance and Reports
- hedia Gateways VAD []
-Zones
- Host and Route Tables +Codec G729A Select []
- Metwork Address Translation (M
- QoS Thresholds +Codec G723.1 Select []
- FPersanal Directaries
- Unicode Mame Directory +Codec T38 FAX Select
+Interfaces +QoS
- Engineered Walues -
+ Emergency Services +Media Based CLID
+Software -~ Call Server LAN
-GS Embedded LAN (ELAN) configuration
+Routes and Trunks
-+ Dialing and Numbering Plans Primary call server IP address |172.16.21.61
+Phones
+ Tools Primary call server hostname | Prirnary_CS
+Security Signaling port 15000
Broadcast port | 15001 (1024 - 65535 1
Telephony LAN (TLAN) configuration
Signaling port 5000
Voice port | 5200 (1024 55535 ) v
< >
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For Fax over IP, CenturyLink does not support T.38, only G.711u pass-through. G.711 was
chosen as the default codec. Ensure that Enable V.21 FAX tone detection is unchecked, and
that Enable modem fax pass through mode is checked. This configuration enables G.711 pass
through codec for fax.

/—\V/—\y/—\ CS1000 Element Manager
- UCM Network Services AR P i P— A
- Home - and IP phone codec profile
-Links [Enable echo canceller |
=Yirtual Terminals
_System Echo canceller tail delay | 128 % | | milliseconds )
+Alarms . -
(T ERE R Enable dynamic attenuation
+ Core Equipment . _ .
- PenierE] EEme Voice activity detection threshold |1 (0-4DBEM)
- |P Metwork

- Nodes: Servers, Media Cards ldle noise level |0 (0-1DEM)

- Maintenance and Repors

_ Wedia Gateways Rfactor calculation []
-Zones DTMF tone detection
-Host and Route Tahles
- Metwork Address Translation (M. Enable low latency mode []
- Qof Threshaolds
— Paersonal Directories Remove DTMF delay {squelch DTMF from TDM to IP)
- Unicode Mame Directary
+Intarfaces Enable modem/fax pass through mode
=EliseEd velee Enable V.21 FAX tone detection [ ]
+Emergency Services
+Software Fax TCF method | 2 +
- Customers
+Routes and Trunks FAX mazimumrate | 14400 % | (npey
+ Dialing and Numbering Plans .
+DPhones FAX playout nominal delay 100 (0300 milliszconds )
+Tools S
. Security FAX no activity timeout |20 (10 - 32000 milliseconds )
FAX packet size 30 v
-Codec G711 Select
rodar nama 714 ™
< ¥

5.4. Administer Zones and Bandwidth

This section describes the steps to create 2 zones: zone 5 for IP sets and zone 4 for [P SIP Trunk.

5.4.1. Create a zone for IP phones (zone 5)
The following figures show how to configure a zone for IP sets for bandwidth management
purposes. The bandwidth strategy can be adjusted to preference. Select IP Network = Zones
configuration from the left pane, click on the Bandwidth Zones as shown below.
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AVAYA

CS1000 Element Manager

- UCM Network Services
-Home
-Links
- Virtual Terminals
- System
+Alarms
- Maintenance
+Caore Equipment
- Peripheral Equipment
- IF Metwark
- Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Host and Route Tables
- Metwork Address Translation (M
- Q0S5 Thresholds
- FPersanal Directaries
- Unicode Mame Directory
+Interfaces
- Engineered Walues
+Emergency Services
+ Software
- Customers
+Routes and Trunks
-+ Dialing and Numbering Plans
+Phones
+Tools
+Security

Managing: 17246.24.61  Username: acimin
System » IP Network » Zones

Zohes
Zones are used to aroup related information for either bandwidth or dial plan numbering purposes.

Bandwidth Zones

Bandwidth zones are used for alternate routing of calls between IP stations and also for bandwidth management.
Numbering Zones

Mumbering zones are used to route calls throuah a centralized call server,

Click Add (not shown), select the values shown below and click on the Save button.

e INTRA_
e INTER_
(BQ).

[ J

STGY: Bandwidth configuration for local calls, select Best Quality (BQ).
STGY: Bandwidth configuration for the calls over trunk, select Best Quality

ZBRN: Select MO (MO is used for IP phones).

Note: BQ will use G711 as first choice and G729 as second choice. BB will use G729 as
first choice and G711 as second choice.

AVAYA CS1000 Element Manager
- UCM Network Services Managing. 172.16.21.61  Username: admin
_Home System » IP Metwork » Zanes » Bandwidih Zones » Zone Basic Property and Banciwicth Managemert
- Links
- Vittual Terminals Zone Basic Property and Bandwidth Management
- System
+Alarms

- Maintenance
+Caore Equipment
- Peripheral Equipment
- IF Metwark
- Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Host and Route Tables
- Metwork Address Translation (M
- Q0S5 Thresholds
- FPersanal Directaries
- Unicode Mame Directory
+Interfaces
- Engineered Walues
+Emergency Services
+ Software
- Customers
+Routes and Trunks
-+ Dialing and Numbering Plans
+Phones
+Tools
+Security

Zone Number (ZONE): § = (1.-8000%
Intrazone Bandwidth (INTRA_BW): 1000000
Best Quality (&)

1000000

(0 - 10000000 )
Intrazone Strategy (INTRA_STGY): v

Interzone Bandwitith (INTER_BW): (0 - 10000000 )
Interzone Strategy (INTER_STGY): | Best Quality (BQ)
Shared (SHARED) »

MO (MO}

v
Resource Type (RES_TYPE):
Zone Intent (ZBRN): v

Description (ZDES):

* Required value
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5.4.2. Create a zone for virtual SIP trunk (zone 4)

Follow Section 5.4.1 to create a zone for the Virtual Trunk. The difference is in the Zone Intent
(ZBRN) field. For ZBRN, select VTRK for virtual trunk and Best Quality (BQ) for both
INTRA_STGY and INTER_STGY as shown below and then click on the Save button. For
CenturyLink, Zone 4 was created for the Virtual Trunk.

AV/—\yA CS1000 Element Manager
- UCM Network Services Managing: 172.46.21.61  Username: admin
—Home System = IP Metwaork » Zones » Bandwidth Zones » Bancwicth Zones 4 » Edit Bandwicth Zone » Zone Basic Property and Bandwicth Management
-Links - -
-irtual Terminals 2one Basic Property and Bandwidth Management
- System
+Alarms
- Maintenance Input Description Input Value
+Care Eguipment ——————
- Peripheral Equipment Zone Number (ZONE): s ¢1-8000)
- |P Metwork )
- Modes: Servers, Media Cards Intrazone Bandwidth (INTRA_BW): | 1000000 (0~ 10000000 )

- Maintenance and Repons
- Media Gateways
-Zones i .
_Host and Route Tahles Interzone Bandwidth (INTER_BW): | 1000000 (0- 10000000 )
- Metwork Address Translation (M. Interzone Strategy (INTER_STGY): | Best Quality (BQ) b
- Qof Threshaolds
_ Perconal Ditectaties Resource Type (RES_TYPE): | Shared (SHARED) v
- Unicode Mame Directary -
s o Zone Intent (ZBRN): | WTRK (VTRK) v
-Engineered Values Description (ZDES): W TRKZOME_G711_FIRST
+Emergency Services
+Software
- Customers [ Submit ] [ Refresh ] [ Cancel ]
+Routes and Trunks
+ Dialing and Numbering Plans
+Phones
+Tools
+Security

Intrazone Strategy (INTRA_STGY): | Best Cuality (BO) v

5.5. Administer SIP Trunk Gateway

This section describes the steps for establishing a SIP IP connection between the SIP Signaling
Gateway (SSG) and Session Manager (SM).

5.5.1. Integrated Services Digital Network (ISDN)

Select Customers in the left pane. The Customers screen is displayed. Click on the link
associated with the appropriate customer, in this case 00. The system can support more than one
customer with different network settings and options.
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AVAYA €$1000 Element Manager

- UCM Network Services Managing: 172.46.21.61  Username: admin
—Home Customers
-Links
~Virtual Terminals Customers
+System
- Customers
+Routes and Trunks Add. Refresh
+ Dialing and Numbering Plans -
+Phones Customer Mumber & Total Routes Total Trunks
+Tools
+Security 10 ! 1

The Customer 00 Edit page will appear. Select the Feature Packages option from this page.

AVAYA CS1000 Element Manager
- UCM Network Senvices Managing: 172.16.21.61  Username: admin -
-Home Customers » Customer 00 » Customer Details
-Links
-Virtual Terminals Customer Details
+ System
- Customers
+Routes and Trunks Basic Configuration
+ Dialing and Numbering Plans spplication Module Link
+Phones Attendant
+Tools Eencan
+ SECurity Call Detail Recording
Call Party Mame Display
Call Redirection
Centralized Attendant Service
Controlled Class of Service
Features
Featura Packages
Flexible Feature Codes
Intercept Treatments
ISDM and ESM Metworking
Listed Diractory Mumbers
hedia Serices Properties
Maohile Service Directary Mumbers
hiulti-Party Operations
Might Service
Recorded Overflow Announcement
SIP Line Service w

The screen is updated with a list of Feature Packages populated on the CS1000. Select
Integrated Services Digital Network to edit its parameters. The screen is updated with
parameters populated below Integrated Services Digital Network. Check the Integrated
Services Digital Network (ISDN) checkbox, and retain the default values for all remaining
fields as shown below. Scroll down to the bottom of the screen, and click on the Save button at

the bottom of the page.

HG; Reviewed:
SPOC 6/21/2012

Solution & Interoperability Test Lab Application Notes
©2012 Avaya Inc. All Rights Reserved.

23 of 110
CTLCS1KSMSBCE



AVAYA €$1000 Element Manager

-UCM Network Senvices - Integrated Services Digital Network Package: 145
‘E_Dr:e + Dial Access Prefic on CLID table entry option
- Links
i) Tl Integrated Services Digital Network:
+System - Virtual private network identifier: |1 - 16383)
- Customers
+Routes and Trunks - Private network identifier: |1 1 - AEEEE
+ Dialing and Numbering Plans i
+Phones - Mode DN
+Tools Multi-location business group: |0 (0 - G5535)
+Security
Business sub group consultonly: [E5535 0 - B5535)
Prefix1:
Prefix 2:
Harme number plan area code (200 - 099
Prefix for central office : {100 - 998E)

Local steering code:
Calling numbertype: | CLID feature displays the set's Prime DN w
Redirection count far ISDM calls: |5
CLID information far incomingfoutgoing calls: | Mo manipulationis dane w

Fublic service telephone networks: [

+Network Attendant Service Package: 159
+Flexible Numbering Plan Package: 160
+ Trunk Failure Monitor Package: 182

5.5.2. Administer the SIP Trunk Gateway to Session Manager

Select IP Network - Nodes: Servers, Media Cards configuration from the left pane, and in
the IP Telephony Nodes screen displayed, select the Node ID of this CS1000 system. The Node
Details screen is displayed as shown in Section 5.2.1

On the Node Details screen, select Gateway (SIPGw) (not shown).

Under the General tab of the Virtual Trunk Gateway Configuration Details screen, enter the
following values (highlighted in red boxes) for the specified fields, and retain the default values
for the remaining fields as shown below. The parameters (highlighted in red boxes) are filled in
to match values entered under SIP Entity Link in the Avaya Aura® Session Manager (these are
shown in Section 6.6).

- Vtrk gateway application: SIP Gateway (SIPGw)

- SIP domain name: bsoft.nc.labnet

- Local SIP port: 5085

- Gateway endpoint name: CS1KGateway

- Application node ID: 1006

The domain for CenturyLink (bsoft.nc.labnet) may change during installations.
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AV/—\yA CS1000 Element Manager
~UCM Metwork Services Managing: 172.16.21.61 Username: admin
_Home System » [P Network » [P Telephony Modes » Node Details » Virtual Trunk Gatesway Configuration
_Links Node ID: 1006 - Virtual Trunk Gateway Configuration Details
=Yirtual Terminals
- System General | SIP Gateway Seftings | SIP Gateway Services
+Alarms
-Maintenance Witk gateway application: [#] Enable gateway senice on this node 5
+ Core Equipment
- Peripheral Equipment
- |P Metwork General ‘firtual Trunk Network Health Monitor
- Nodes: Servers, Media Cards
- Maintenance and Repors Witk gateway application: | SIP Gateway (SIPGw) » [ Manitar IP addresses (listed below)
:;ﬂ;ﬁ;eateways SIP domain name: |bsof.nc. labnet . Infarmation will be captured far the IP addresses listed
-Host and Route Tahles below:
- Metwork Address Translation (M. - |s0Es +(1 - E5535 Manitor IP
- Qo8 Thresholds Local SIF port ¢ )
- Persanal Directories Mani dd
- Unicode Name Directary Gateway endpaint name: |CS 1K Gateway * onitor addresses
+Interfaces
-Engineered Valu_es Gateway passward: B
+Emergency Services
+ Software —
_ Customers IApphcatmn node 1D: | 1006 *(0-9999)
+Routes and Trunks
+ Dialing and Mumbering Plans Enable failsafe NRS: []
+Phones
+ Tools 2
+Security Mate: Ch e on thi ill WOT b
N N £ ANGes Made on this page wil 1=} =1 o] |
I ] e, tranzmitted until the Node iz alzo saved.
< ¥

Click on the SIP Gateway Settings tab, under Proxy or Redirect Server, enter the following
values (highlighted in red boxes) for the specified fields, and retain the default values for the
remaining fields as shown below.

AVAYA C$1000 Element Manager
_ UCM Network Services Managing: 172.16.21.61 Username: admin
_Home System = IP Netwaork » IP Telephony Modes » Node Details » Yirtual Trunk Gatesweay Configuration
_Links Node ID: 1006 - Virtual Trunk Gateway Configuration Details
=¥irtual Terminals
=S General | SIP Gateway Settings | SIF Gateway Services
+Alarms
- Maintznance Proxy Or Redirect Server: e
+Caore Equipment P 5 Route 1:
- Peripheral Equipment roxy seruer e
- IP Metwark Prirnary TLAM IP address: [172.16.5.32
-MNodes: Servers, Media Cards The IP address can have ether Pwd or IPvE format based on the value of "TLAN
- Maintenance and Repors address type"
- Wedia Gateways
-Zones Port (5085 (1 - B5535)
- Host and Route Tables
- Metwark Address Translation (M Transport protocol: | UDP
- QoS Thresholds ) o
- Personal Directarias Options: [] Support registration
- Unicode Name Directary [ Primary COS proxy
+Interfaces
-Engineered Yalues
@ Emﬂi\:genw Services Secandary TLAN IP address: |0.0.0.0
+ Software The IP address can have ether IPv4 or IPYE format based on the value of "TLAN
- Customers arldress bype
+Routes and Trunks
+ Dialing and Numbering Plans Port (5060 (1 - B5535)
+Phones
+Tools Transport protocal. | UDP » =
+Security Mate: Ch e on thi ill WNOT b
" (=3 ANGYES MAUE ON NI page wil 1]
P BT VR, transmitted until the Node is also saved.
4 >
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On the same page shown above, scroll down to the SIP URI Map section.

Under the Public E.164 domain names:

- National: leave this SIP URI field as blank

- Subscriber: leave this SIP URI field as blank

- Special Number: leave this SIP URI field as blank
- Unknown: leave this SIP URI field as blank

Under the Private domain names:

- UDP: leave this SIP URI field as blank

- CDP: leave this SIP URI field as blank

- Special Number: leave this SIP URI field as blank
- Vacant number: leave this SIP URI field as blank
- Unknown: leave this SIP URI field as blank

Note: These fields are shown with no entries (blank) for the Avaya DevConnect lab
configuration. It is possible that customer installations will have domains names configured here.

Then click on the Save button.

- haintenance
+ Core Equipment
- Peripheral Equipment
- 1P Metwork
- Nodes: Servers, Media Cards
- Maintenance and Repons
- Media Gateways
-Zones
- Host and Route Tahles
- Metwork Address Translation (M.
- Q0% Threshaolds
- Persanal Directories
- Unicode Mame Directary
+Interfaces
-Engineered ¥alues
+Emergency Services
+Software
- Customers
+Routes and Trunks
+ Dialing and Numbering Plans
+Phones
+Tools
+Security

AV/-\yA CS1000 Element Manager
~UCM Metwork Services Managing: 172.16.21.61 Username: admin
_Home System » [P Netwiork = [P Telephony Modes » Node Details = Vidual Trunk Gatesway Configuration
_Links Node ID: 1006 - Virtual Trunk Gateway Configuration Details
=Yirtual Terminals
- System General | SIP Gateway Seftings | SIP Gateway Services
+Alarms

s
SIP URI Map:
Fuhblic E.164 damain names Frivate domain names
Mational: UDP:
Subscriber: CDP:
Special number: Special number:
Unknown: Wacant number:
Unknown:
SIP Gateway Services
SIP Converged Desktop: Enable CD service
Service DN: Uzed for making % TRK cal from agent.
Converged telephone call forward DM:
RAN route for annaunce: (route number 0- 5117
Waittime before RAN gueue: |1 (-1 - 32767 mzec) v

Mote: Changes made on this page will NOT be

R ;
Reduired Value. tranzmitted until the Mode is alzo saved.

5.5.3. Administer Virtual D-Channel

Select Routes and Trunks - D-Channels from the left pane to display the D-Channels
screen. In the Choose a D-Channel Number ficld, select an available D-channel from the
drop-down list as shown below. Click on to Add button.
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AVAYA

- UCM Network Services

-Home

+Links

+System

- Customers

- Routes and Trunks
-Routes and Trunks
-D-Channels
- Dinital Trunk Interface

+ Dialing and Numbering Plans

+Phones

+ Tools

+Security

CS1000 Element Manager

Managing: 172.16.21.61  Username: admin
Routes and Trunks » D-Channels

D-Channels

Maintenance

D-Channel Diagnostics (LD 96}

Metwark and Peripheral Equipment (LD 32, Virtual D-Channels)
MSDL Diagnostics (LD 96)

ThMDI Diagnostics (LD 96

C-Channel Expansion Diagnostics (LD 48)

Configuration

Choose a D-Channel Mumber: |1 % andtype: |DCH || toAdd

- Channel: 0 Type: DCH Card Type: DCIP Description: VolP
- Channel: 96 Type: DCH Card Type: DCIP Description: SIPL_DCH

The D-Channels 0 Property Configuration screen is displayed next as shown below (D-Channel
0 was added for the testing). Enter the following values for the specified fields:

- D channel Card Type (CTYP): D-Channel is over IP (DCIP)

- Designator (DES): A descriptive name

- Interface type for D-channel (IFC): Meridian Meridian1 (SL1)
- Meridian 1 node type: Slave to the controller (USR)

- Release ID of the switch at the far end (RLS): 25
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AVAYA

CS1000 Element Manager

e
Managing 172.16.21.61  Username: admin

. ~
- :(uim:etwurk Services Rioutes and Trunks » D-Channels » D-Channels 0 Property Configur stion
+Links =
+ System D-Channels 0 Property Configuration
- Customers
-Routes and Trunks
- Routes and Trunks - Basic Configuration
Sl
- Digital Trunk Interface
+ Dialing and Numbering Plans Action Device And Number (ADAN)
+Phones |D channel Card Type |
+Tools
+Security Designatar: [VolP
Recovery to Primary. []
PRIloop number for Backup O-channel
User -
Interface tvpe for D-channel: | Meridian Meridian1 (SL1) v
Country: | ETS 300 =102 basic protocal (ETSI) ~
O-Channel PRI loop number.
Prirary Rate Interface
Secondary PRIZ loops
Meridian 1 node type: | Slave to the contraller (USR) -
Release D of the swilch atthe far end: | 25+
Central Office switch type: | 100% compatible with Bellcare standard (STD)
Integrated Services Signaling Link Maximum Range: 1 - 4000
Signalling server resource capacity: | 3700 Range: 0 - 3700
+ v
On the same page, scroll down and enter the following values for the specified fields:
. .
- Advanced options (ADVOPT): check on Network Attendant Service Allowed
Retain the default values for the remaining fields.
AV/-\y/-\ CS51000 Element Manager
- UCM Network Services Usar * &
-Home " —n
+Links Interface tvpe for D-channel: | Meridian Meridiant (SL1) v
+System Country: | ETS 300 =102 hasic protocol (ETS0) v
- Customers D-Channel PRI loop number,
-Routes and Trunks
-Routes and Trunks Frirary Rate Interface
-D-Channels
- Digital Trunk Interface Secondary PRIZ loops
SIS Meridian 1 node typs: [ Slave to the cantraller (USR) v
+Phones
+Tools Release ID ofthe switch at the far end:| 25+
+Security Central Office switch type: | 100% compatible with Bellcore standard (STD) »
Integrated Services Signaling Link Maximum Range: 1 - 4000
Signalling serer resource capacity: 3700 Range: 0 - 3700
+
- Lavyer 3 call control message count per & second
time interval: 20 Range: 60 - 350
- Mumber of Status Enquiry Messages sent within 18
128 ms
- Map channel number to timeslots on a PRIZ loop
- Owerlap Recebing: []
- Qverlap Sending: []
--Cwerlap Timer v
- Multilocation Business Graup Allowed: [[]
- Metwork Attendant Service Allowed |
v
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Click on the Basic Options and click on the Edit button at the Remote Capabilities (RCAP)

attribute as shown below.

AVAYA

CS1000 Element Manager

- Digital Trunk Interface
+ Dialing and Numbering Plans
+Phones
+Tools
+Security

- D-channel transmission Rate

- Channel Megotiation option:

- UCM Network Services -
-Home Primary D-channel for & backup DCH.
+Links
+ System - PINX customer number. v
- Customers - Progress signal v
_I}‘;{";ﬁtsez';dny'lrll"::ﬂis - Calling Line Identification
-D-Channels - Dutput request Buffers: | 32w

46 khbis when LCMT is AMI (56K)

Mo alternative acceptable, exclusive. (1]

- Remote Capabilities

- B channel Service messaging.

- Laver 3 call contral message count per 5 second
time interval

- Mumber of Status Enguiry Messages sent within
128 ms:

- Map channel number to timeslots on a PRIZ loop

- Qverlap Receiving

- Overlap Sending,

--Cwerlap Timer

- Multilocation Business Group Allowed:
- Network Attendant Service Allowed:

+

+Feature Packages

O

300

g

The Remote Capabilities Configuration page will appear. Check ND2 and MWI (if PSTN
mailboxes are present on the CS1K Call Pilot) checkboxes as shown below.

Click on the Return — Remote Capabilities button (not shown).
Click on the Submit button (not shown).

AVAYA CS1000 Element Manager
— UCM Network Services Rerouting requests processed using integer value (Dv21) []
-Home Rerouting requests processed using object identifier (DV20) []
+Links N "
+ System info. sent. requests Dv3D [
- Customers EurolSDN - div. info sent. rerouting req. processed (DV30) []
- Routes and Trunks Call transfer notification and invocation to EuroISDN (ECTO) []
- Routes and Trunks
—D-Channels Malicious call identification (MCID) ]

- Digital Trunk Interface
-+ Dialing and Numbering Plans
+Phones
+Tools
+Security

MCDHN QSIG conversion (MOC) []

Remote D-channel is on a MSDL card (MSL) []
Message waiting interworking with DMS-100 (M) |

Network access data (NAC) []

Network call trace supported (NCT) []

Network name display method 1 (ND1) ]

HNetwork name display method 2 (ND2)

Network name display method 3 (ND3) []

Name display - integer ID coding (NDI) []

Name display - object ID coding (NDO) []

Path replacement uses integer values (PRl []

Path replacement uses object identifier (PRO) []

Release Link Trunks over IP (RLTI} []

Remote virtual queuing (RVQ) []

Trunk anti-tromboning operation (TAT) []

User to user service 1 {(UUS1) []

NI-2 name display option. (NDS) []

Message waiting indication using integer values (QMWY) [
Message waiting indication using object identifier (QMWO) []

HG; Reviewed:
SPOC 6/21/2012

Solution & Interoperability Test Lab Application Notes
©2012 Avaya Inc. All Rights Reserved.

CTLCS1KSMSBCE



5.5.4. Administer Virtual Super-Loop
Select System - Core Equipments = Superloops from the left pane to display the
Superloops screen. If the Superloop does not exist, please click “Add” button to create a new
one as shown below. In this example, Superloop 8 is one of the Super-loops that was added and
used.

AVAYA CS1000 Element Manager
- UCM Network Services Managing 172.46.24.64  Lssrname: admin
-Home System » Core Eguipment » Supatloops
+Links
- System Superloops
+Alarms
- Maintenance
- Core Equipment Add Delete Refresh
core e
- Superlnops Supetloop Mumber « Superloop Type
- MSDLMISP Cards . 4 MG
- Conference/TDS/MU !
-Tone Senders and Detectors | 2@8 Vmu_all
- Peripheral Equipment 3312 irtual
+ 1P Metwark
+Interfaces 10 18 PHERIE
-Engineered Values s 48 Wirtual
+Emegrgency Services s 52 irtual
+Software
- Customers
+Routes and Trunks
+ Dialing and Numbering Plans
+Phones
+Tools
+Security
< >

5.5.5. Administer Virtual SIP Routes

Select Routes and Trunks - Routes and Trunks from the left pane to display the Routes and
Trunks screen. In this example, Customer 0 is being used. Click on the Add route button as
shown below.

AVAYA €S1000 Element Manager

- UCM Network Services
-Home

+Links

+System

- Customers

- Routes and Trunks

Managing: 172.16.24.61  Username: admin
Routes and Trunks » Routes and Trunks

Routes and Trunks

- Routes and Trunks
-D-Channels
- Digital Trunk Interface

Total routes: 3 Total trunks: 17

Add route

+ Customer: 0

+ Dialing and Numbering Plans
+Phones

+Tools

+Security

The Customer 0, New Route Configuration screen is displayed next. Scroll down until the
Basic Configuration Section is displayed and enter the following values for the specified fields,
and retain the default values for the remaining fields as shown below.

- Route Number (ROUT): Seclect an available route number.

- Designator field for trunk (DES): A descriptive text.

- Trunk Type (TKTP): TIE trunk data block (TIE)

- Incoming and Outgoing trunk (ICOG): Incoming and Outgoing (IAO)

- Access Code for the trunk route (ACOD): An available access code.
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Check the field The route is for a virtual trunk route (VTRK) to enable four
additional fields to appear.
For the Zone for codec selection and bandwidth management (ZONE) field,
enter 4 (created in Section 5.4.2).
For the Node ID of signalling server of this route (NODE) field, enter the node
number 1006 (created in Section 5.2.1).
Select SIP (SIP) from the drop-down list for the Protocol ID for the route (PCID)
field.
Check the Integrated services digital network option (ISDN) checkbox to enable
additional fields to appear. Enter the following values for the specified fields, and
retain the default values for the remaining fields. Scroll down to the bottom of the
screen.
e Mode of operation (MODE): Route uses ISDN Signalling Link (ISLD)
e D channel number (DCH): D-Channel number 0 (created in Section 5.5.3)
e Interface type for route (IFC): Meridian M1 (SL1)

AVAYA

CS1000 Element Manager

- UCM Network Services
-Home
-Links
- Virtual Terminals
+System
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface

+ Dialing and Numbering Plans

+Phones
+Tools
+Security

Routes and Trunks » Routes and Trurks » Customer 0, Route 0 Property Configuration

Customer 0, Route 0 Property Configuration

- Basic Configuration

Route data block (RDB) (TYFE)

Customer number (CUST)

Route number (ROUT)
Designator field for trunk (DES) | |SERYICE PROWIDE

Trunk type (TKTF)
Incorming and outgoing trunk (COG) ;| Incaming and Outgaing (AD)
Access code for the trunk route (ACOD) ¢ 7916
Trunk type M311P (M311P}
The route is for a virtual trunk route (WTRE)
- Zone for codec selection and bandwidth
management (ZONE) nooo4 (0- 8000y
- Mode ID of signaling server uft&sorgé;e 1006 - 9899)
- Protocol ID for the route (PCID) | SIP (SIP) v
- Print correlation 1D in COR for the route O
(CRID)
Integrated services digital netwark option (ISDN)
- Mode of operation (MODE) : | Route uses ISDM Signaling Link (1I5LD} v
- D channel number (DCH) |0 (0-254)
- Interface type for route (FC) ;| Meridian M1 (SL1) v 2
e Network calling name allowed (NCNA): Check the field.
e Network call redirection (NCRD): Check the field.
o Insert ESN access code (INAC): Check the field.
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AVAVA C81000 Element Manager
- UCM Network Services - Interface type for route (IFC) | Meridian M1 (3L1) N i
-Home . . . . .
i - Private network identifier (PNI) -| 00001 (0-32700)
- Virtual Terminals - Network calling name allowed (NCNA)
- System - Netwc an
+Alarms Metwork call redirection (NCRD)
-Maintenance --Trunk route eptimization (TRO}: [
+ Core Equipment - Recognition of DTIZ ABCD FALT si | for 1SL
— Peripheral Equipment Ecogniion @ =0 o SIQMIF?_.LT. )
+IP Netwiork .
+Interfaces - Channel type (CHTY):| B-channel (BCH) .
- Engineered Values - Call type for outgoing direct dialed TIE route . -
+Emergency Senvices (CTYP) Unknown Call type (UKWN) v
+Software
- S : A
i — Insert ESM access code (INAC) |
- Routes and Trunks -Integrated senvice access route (1SAR): [
-Routes and Trunks - Display of access prefix on CLID (DAPC): [
-D-Channgls
- Digital Trunk Interface - Mabile extension route (MBXR) : [
- Dialing and Numbering Plans - Mohile extension outgoing type (MBXOT) : | National number (NPA) v
- Electronic Switched Network
- Flexible Code Restriction - Mahile extension timer (MBXT} |0 (0-8000 milliseconds
-Inceming Digit Translation . - )
_ Phones Calling number dialing plan (CHDP] ;| Unknown (UKWN) -
- Templates +Basic Route Options
-Reports )
_Views +Network Options
- Lists .
~ Praperties +General Options
- Migration +Advanced Configurations
-Tools
+Backup and Restore
-Date and Time Submit ][ Refresh H Delete H Cancel ]
+Logs and reports
- Security .
+Passwords
nas
. . . .
- Click on Basic Route Options, check the North American toll scheme (NATL)
. s o . . .
box and Incoming DID digit conversion on this route (IDC) box, input DCNO 0
. . .
(created in Section 5.6.5) for both Day IDC Tree Number and Night IDC Tree
Number as shown below.
AVAVA CS1000 Element Manager
- ! ~
—:ucm:etwurk Services - Mohile extension outgoing type (MBXOT) | Mational number (MNPA) v
_Links - Mahile extension timer (MBXT) ;|0 (0- 8000 milliseconds)
=Virtual Terminals
+System Calling number dialing plan (CHOP) | Unknown (LKYWN) v
- Customers -Basic Route Options
- Routes and Trunks Attendant announcement (ATAN) - | No Attendant Announcement. (MO} -
-Boutes and Trunks
-D-Channels Billing number reguired (BILNY . []
- Digital Trunk Interface . .
+ Dialing and Numbering Plans Cail detall recording (GOR): [
+Phones MNorth American tall scheme (NATL) - []|
+Tuulsr Caontrols ar timers (GNTL) : []
+Security
Conwentional (Tie trunk onl) (CNVT ]
Incoming DID digit conwersion on this route (I0C)
- Day IDC tree number (DCNOY © |0 (0- 254)
- Night IDC tree number (MDNG) © 0 (0- 254)
- Display external dialed digits (DEXT): []
Multifrecuency compelled or MFC signaling (MFC) . Mo MFC (MO) v
Process notification networked calls (PNNC): []
+Network Options
+General Optiens
+Advanced Configurations
Submit ][ Refresh H Delete H Cancel ]
v

- Click on Advance Configurations; check Music-on-hold to enable music on hold
on the route. Input music route 1 to the boxes as shown below. The CS1000 system

has been pre-configured with route 1 as a music route.

Click on the Submit button (not shown).
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AVAYA

CS1000 Element Manager

- UCM Network Services
-Home
-Links
- Virtual Terminals
+System
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
+Dialing and Numbering Plans
+Phones
+Tools
+Security

Bl A i

Home national number (HNTN)

In-band automatic number identification route

(AN o

Incoming identifier send {IC1S)
Internaliexternal definition (DEF) : | Use netwark info (NET) »

Identify ariginating party (DOPY: []
Insert (INST) :
Manual outgoing trunk route (MANO) @
Manual route (MMNL) :
Music an-hold (MUS)

HOO

- Music route number (MRT) :

{0-511)

Outgaing identifier send (0GIS) :
Off-hook timer delay (OHTD) :
Outpulsing route (OPR) @
Pseudo answer (PANS)
Periodic clearing signal (PECL) :

Privacy indicator ignored (PI

OooEO0OO0C®™

Auiliary application (AUXP)
Protacol selection (PSEL) : | DM-DM Protocol Selection (DMOM) »
Preference trunk usange threshold (PTUT) - |0 (0-510m
Parttype atfar end (PTYP) : | Analog TIE trunks (ATT) v

Route traffic information in ACD Reports (RACDY: []

Radio paging route (RPA): [] 2

5.5.6. Administer Virtual Trunks

Continue on Section 5.5.5 after click Submit, the Routes and Trunks screen is displayed and
updated with the newly added route. In the example, Route 0 was being added. Click on the Add
trunk button next to the newly added route 0 as shown below.

AV/-\y/-\ CS1000 Element Manager
- UCM Network Services Managing: 172.16.21.61  Username: admin
_Home Routes and Trunks » Routes and Trunks
-Links

- Virtual Terminals Routes and Trunks
+System
- Customers
- Routes and Trunks

_ Routes and Trunks - Customer: 0 Total routes: 3 Total trunks: 17 Add route

- D-Channels i J—

Description: SERVICE

_ Digital Trunk Interface +Route: 0 Type: TIE FROWEER Add trunk
+Dialing and Numbering Plans
+ Phones +Route: 1 Type: IMUS Description; MUSIC Add trunk
+Tools

+Route: 96 Type: TIE Description: SIPL_ROUTE  [Edit| | Add trunk

+Security

The Customer 00, Route 0, Trunk 1 Property Configuration screen is displayed as shown
below. Enter the following values for the specified fields and retain the default values for the
remaining fields. Media Security (sRTP) has to be disabled at the trunk level by editing the Class
of Service (CLS) at the bottom of the basic trunk configuration page. Click on the Edit button
as shown below.
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The Multiple trunk input number (MTINPUT) field may be used to add
multiple trunks in a single operation, or repeat the operation for each trunk. In the
sample configuration, 11 trunks were created.

Trunk data block (TYPE): IP Trunk (IPTI)

Terminal Number (TN): Available terminal number (created in Section 5.5.4)
Designator field for trunk (DES): A descriptive text

Extended Trunk (XTRK): Virtual trunk (VTRK)
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- Member number (RTMB): Current route number and starting member

- Start arrangement Incoming (STRI): Immediate (IMM)

- Start arrangement Outgoing (STRO): Immediate (IMM )

- Trunk Group Access Restriction (TGAR): Desired trunk group access
restriction level

- Channel ID for this trunk (CHID): An available starting channel ID

AVAYA CS1000 Element Manager
- UCM Network Services Managing: 172.16.21.61  Uisername: admin
_Home Routes and Trunks » Routes and Trurks » Customer 0, Route 0, Trunk 1 Property Configuration
-Links -
- Vittual Terminals Customer 0, Route 0, Trunk 1 Property Configuration
+System
- Customers
gicutestandiiiunks - Basic Configuration
- Routes and Trunks
-D-Channels Auto increment member number;

- Digital Trunk Interface
+ Dialing and Numbering Plans

Trunk data block

+Phones Terminal number.
+Tools D tor field for trunk:
+Security esignator field for trunk: |WIF_TRK

Extended trunk:

Member number: |1

Level 3 Signaling. v

Card density:
Start arrangement Incaming © | Immediate (M)
Start arrangement Qutgoing: | Immediate (MM

Trunk group access restriction: |1

Channel ID for this trunk: |1

Class of Service

+Advanced Trunk Configurations

Click on Edit button next to Class of Service. For Media Security, select Media Security
Never (MSNYV). For Restriction Level, enter Unrestricted (UNR). Use default for remaining
values. Scroll down to the bottom of the screen and click Return Class of Service and then click
on the Save button (not shown).

/-\V/-\y/-\ CS1000 Element Manager
e e
~UCM Network Services &
_Home - Busy Tone Supervised COT. v
- Links - calling party: | Calling party Denied (CHD) v
- Virtual Terminals Cantral Offics Ringback
EEE - Central Office Ringhac v
- Customers - Centrex Switchhook Flash: | Centrex Switchhook Flash Denied (THFD)
- Routes and Trunks
W oiaiviice, s s - Dial Pulse: | Dial Pulse (DIP} v
-D-Channels - OTR PAD value: hd
- Digital Trunk Interface Eoho © ! Eoho © g D 4 (e
-+ Dialing and Numbering Plans - Beho Canceling | Echo Canceling Denied { )
+Phones - Hong Kang DT v
+Tools - Loop Break Supenised COT v
+Security
- Make-break ratio for dial pulse: | 10 pulses per second (P10} v
- Manual Incoming: | Manual Incoming Denied (MID)
-Media Security. | Media Security Mewer (MSNY) v
-Metwaork Hook Flash Over M811P v
- Polarity v
- Priarity. | Low Priority (LPR)  w
I—Resmmmn lewel: | Unrestricted (UNR) v
- Reversed Ear Piece: | Reversed Ear Piece denied (HREP)  w
- Shartor long line: v
- Transmission Class of Service: | Non-Transmission Compensated (NTC) w
-Warning Tone: | ¥Warning Tone Allowed (WTA) w
- Reversed Ear Piece: | Reversed Ear Piece denied (HREP)  w
- ARF Supervised COT. v
~
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5.5.7. Administer Calling Line Identification Entries

Select Customers = 00 - ISDN and ESN Networking. Click on Calling Line Identification
Entries as shown below.

/-\V/-\y/-\ CS1000 Element Manager
- UCM Network Services General Properties °
-Home
-Links Flexible trunk to trunk connection option: | Connections restricted v
-¥irtual Terminals » ) X
+ System Flexible orbiting prevention timer: |6 »
- Customers Country code: [1 (©- 9000y
ATTESATURIES Cade for processing the called numbar
+Dialing and Numbering Plans P ?
+Phones Mational access code: |1
+Tools
International access code
+Security Ll
Options: Transfer onringing of supervised external trunks
Caonnection of supervised external trunks
MNetwork option Coordinated dialing plan routing
Integrated services digital network:
Microsoft converged office dialing plan: | Private dialing plan
Calling Line Identification
Infarmation for incomingioutgoing calls: | Mo manipulationis done
Size: | 256 (@ - 4000)
Country code (0 - 5998
Code displayed as part of calling number
Calling Line ldentification Entries
~

Click on Add as shown below.

AVAYA CS1000 Element Manager
- UCM Network Services Managing: 172.16.21.61  Username: admin
—Home Custaimers » Customer 00 » Customer Detalls » ISDN and ESN Netvvorking » Galing Line Identification Ertries
- Links
- Virtual Terminals Calling Line Identification Entries
+System
- Customers Search for CLID
+Routes and Trunks
-+ Dialing and Numbering Plans Startrange
+Phones
+Tools End range
+ Security 'End range' should nat exceed the CLID size spacified
Calling Line Identification Entries
Add... Refresh

Add entry 0 as shown below
- National Code: Input the three digit area code prefix of the DID number assigned by the
service provider, in this case 318.
- Local Code: Input the seven digit number of the DID assigned by the service provider, in
this case it is 5551234.
- Calling Party Name Display: Uncheck for Roman characters.

Repeat for each one of the DID numbers to be assigned to extensions in the CS1000.
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AVAYA

CS1000 Element Manager

- UCM Network Services
-Home
-Links
- Virtual Terminals
+System
- Customers
+Routes and Trunks
-+ Dialing and Numbering Plans
+Phones
+Tools
+Security

Edit Calling Line Identification 0

General Properties

Mational Code: |318
Code for national home number

Local Code: |55R1234

(0 - 999999)

(112 digits)
Code for home local number or listed DH
Local Steering Code: (17 digits)
Use DN as DID : | NO v
Emergency Services Access
Emergency Local Code (1-12 digits)

Code for home local number during Emergency calls

Home national number for emergency services

Ermergency Options: [] arcess talls

Append the originating directary number for
emergency semvices access calls

Calling Party Name Display

Roman characters: []

5.5.8. Enable External Trunk to Trunk Transferring

This section shows how to enable External Trunk to Trunk Transferring feature which is a
mandatory configuration to make call transfer and conference work properly over a SIP trunk.

Log in to the Call Server CLI (please refer to Section 5.1.2 for more detail)

Allow External Trunk to Trunk Transferring for Customer Data Block by using LD 15.

=|d 15 CDBOOO0

REC: chy
TYPE: net

CUSTO

;Il'lIlIN)( yes
EXTT yes

MER AWAIL: (L/P): 43552101
DISK SPACE MEEDED: 1713 KEYTES

TYPE NET_DATA

USED U P: 371282 939078 TOT: 44562461

HG; Reviewed:
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5.6. Administer Dialing Plans

5.6.1. Define ESN Access Codes and Parameters (ESN)

Select Dialing and Numbering Plans - Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen. Select ESN Access Code and
Parameters (ESN) as shown below.

/-\V/-\y/-\ CS1000 Element Manager
- UCM Network Services e
-Home Electronic Switched Network (ESN)
+Links
+ System
—Customers - Customer 00
+Routes and Trunks - Network Control & Services
- Dialing and Numbering Plans - MNetwark Contral Parameters (NCTL

- Electronic Switthed Metwork

- Fleyible Code Restriction - Digit Manipulation Block (DGT)

- Incoming Digit Translation - Home Area Code (HNPA)
+Phones - Flexdhle CLID Manipulation Black (CMDE)
+Tools - Free Calling Area Screening (FCAS)

o - Free Special Number Screening (FENS)

REAY

- Incaming Trunk Group Exclusion (TGE)
- Metwork Attendant Services (NAS)
- Coordinated Dialing Plan {(CDP)
- Local Steering Code (LSC)
- Distant Steering Code (DEC)
- Trunk Steering Code (TSC)
- Numbering Plan {NET)
- Access Code 1
- Home Location Code (HLOC)
- Location Code (LOC)
- Numbering Plan Area Code (MPA)

- Exchange (Central Office) Code (M)
- Netwark Speed Call Atcess Code (NSCL)

- Access Code 2
- Haorme Location Code (HLOG)
- Location Code (LOC)Y
- Murmbering Plan Area Code (NPA)
- Exchange (Central Office) Code (N
- Bpecial Number (SPMN)
- Metwork Speed Call Access Code (NSCL)

In the ESN Access Codes and Basic Parameters page, define NARS/ BARS Access Code 1 as
shown below. Click Submit (not shown).

AVAYA CS1000 Element Manager
- UCH Network Services T *
_Home ESN Access Codes and Basic Parameters
+Links
+System
- Customers General Properties
+Routes and Trunks
- Dialing and Numbering Plans MNARSIBARS Access Code 1|9
- Electronic Switched Metwork
- Flexible Code Restriction MNARS Access Code 20 |6
- Incarming Digit Translation
+Phones MARS/BARS Dial Tone after dialing AC1 or AC2 access codes:
+Tools Expensive Route Warning Tone:
+Security
- Expensive Route Delay Time: B (0-10)
Coordinated Dialing Plan feature for this custamer:
- Maximum number of Steering Codes: 64000 (1 - 64000 )
- Mumber of digits in COP ON (DSC + DM or LSC + DN (10 (3-10)
Routing Controls: ]
Check for Trunk Group Access Restrictions: [
Limits
Maximurm number of Digit Manipulation tables: 2000 (0-2000)
Maximum number of Route Lists: | 2000 (0-2000)
Maximum number of CLID manipulation tables: 266 (1-256)
Maximum number of Supplemental Digit restriction blocks: 1500 (0- 1500
Maximum number of Incoming Trunk Group exclusion tables: 265 (0-255)
Maximum number of Free Calling area screening tables: 265 (0-255) v
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5.6.2. Associate NPA and SPN call to ESN Access Code 1

Log in to the Call Server CLI (please refer to Section 5.1.2 for more detail)
In LD 15, change Customer Net Data block by disabling NPA and SPN to be associated to
Access Code 2. It means Access Code 1 will be used for NPA and SPN calls.

>1d 15

CDB000

MEM AVAIL: (U/P): 35717857 USED U P: 8241949 920063 TOT: 44879869
DISK SPACE NEEDED: 1697 KBYTES
REQ: chg

TYPE: net_data

CUST 0

OPT

AC2 xnpa xspn

FNP

CLID

ISDN

Verify Customer Net Data block by using LD 21.

>ld 21
PT1000

REQ: prt

TYPE: net

TYPE NET DATA
CUST 0

TYPE NET DATA

CUST 00

OPT RTA

ACI INTL NPA SPN NXX LOC
AC2

FNP YES

5.6.3. Digit Manipulation Block (DMI)

Select Dialing and Numbering Plans = Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen. Select Digit Manipulation Block
(DGT) as shown below.

In the Please choose the Digit Manipulation Block Index drop-down field, select an
available DMI from the list and click to Add as shown below.

In the example shown below, Digit Manipulation Block Index 1 was previously added.
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AVAYA CS1000 Element Manager

- UCM Network Services Managing: 172.16.21.61  Username: admin
—Home Dialing and Mumbering Plans » Electronic Switched Metwork (ESM) » Customer 00 » Metwork Control & Services » Digit Manipulation Block List
+Links

+System Digit Manipulation Block List

- Customers

+Routes and Trunks

- Dialing and Numbering Plans Please choose the | Digit Manipulation Block Index 3+

- Electronic Switched Netwark
- Flexible Code Restriction

- Incorming Digit Translation + Digit Manipulation Block Index - 1 |

+Phones - . =
+Tools + Digit Manipulation Block Index -- 2

+Security

Enter 0 for the Number of leading digits to be Deleted field and select NPA (NPA) for the
Call Type to be used by the manipulated digits and then click Submit as shown below.

AVAYA CS1000 Element Manager
- UCM Network Services Managing: 172.16.21.61  Username: admin
_Home Disling and Numbering Plans » Electronic Switched hetwork (ESN) » Customer 00 » Metwark Control & Services » Digit Manipulation Block List » Digit Manipulstion Block
+Links
+System Digit Manipulation Block
- Customers
+Routes and Trunks
- Dialing and Numbering Plans Digit Manipulation Index numbers:

- Electronic Switched Netwark

- Flexible Code Restriction Mumber of leading digits to be deleted: |0 (0-19)

- Incarming Digit Translation
+Phones Insert
+Tools

IP Special Mumber
+Security o
Call Type to be used by the manipulated digits || NPA (NPA] v
[ Submit ] [ Refresh ] [ Delete ] [ Cancel ]

5.6.4. Route List Block (RLB)

This section shows how to add a RLB associated with the DMI created in Section 5.6.3

Select Dialing and Numbering Plans = Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen. Select Route List Block (RLB) as
shown below.

Enter an available index in the Please enter a route list index and click on the “to Add”
button as shown below.

In the example shown below, Route List Block Index 1 was previously added.

AVAYA CS1000 Element Manager
- UCM Network Services Managing: 172.16.21.61  Username: admin
_Home Disling and Mumbering Plans = Electronic Switched Metwaork (ESN) » Customer 00 » Metwork Contral & Services » Raute List Blocks
+Links
+System Route List Blocks
- Customers
+Routes and Trunks
- Dialing and Numhering Plans Please enter a route list index (0- 1393y [_toAdd
- Electronic Switched Netwark
- Flexible Code Restriction
- Incorming Digit Translation + Route List Block Index - 1 |
+Phones
+Tools + Route List Block Index -- 2
+Security

Enter the following values for the specified fields, and retain the default values for the
remaining fields as shown below. Scroll down to the bottom of the screen, and click on the
Submit button.

- Route Number (ROUT): 0 (created in Section 5.5.5)

- Digit Manipulation Index (DMI): 1 (created in Section 5.6.3)
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AVAYA CS1000 Element Manager
- UCM Network Services General Properties ~
-Home
-Links Entry Murnber for the Route List:
- Virtual Terminals
Srstam Indexes
- Customers
+Routes and Trunks Time of Day Schedule: | 0 v
- Dialing and Numbering Plans
- Electronic Switched Metwork Facility Restriction Level: |0 (0-7)
- Fleyible Code Restriction — - -
- Incaming Digit Translation Digit Manipulation Index | 1 s
+Phones 15L D-Channel Down Digit Manipulation Index: |0 (0 1988,
+Tools
+Security Free Calling Area Screening Index: | 0 v
Free Special Number Screening Index: | 0 s
Business Metwork Extension Route: [7]
Incoming CLID Table: |0 (0-286)
Options
Local Termination entry: [
Route Number: |0 v
Skip Conventional Signaling: []
Display Originator's Information: []
Use Tone Detector: []
Conversion to LDM: ]
Expensive Route: []
Strategy on Congestion: | Mo Reroute (NRR) -
- Q51G Alternate Routing Causes: | ASIG Alternate Routing Cause 1 v v

5.6.5. Inbound Call Digit Translation

This section describes the steps for receiving the calls from PSTN via the CenturyLink system.
Select Dialing and Numbering Plans = Incoming Digit Translation from the left pane to
display the Incoming Digit Translation screen. Click on the Edit IDC button as shown
below.

AVAVA CS1000 Element Manager
- UCM Network Services Managing: 172.16.24.61  Username: admin
- Home Dialing and Mumbering Plans » Incoming Digit Translation
-Links
- virtual Tarminals Incoming Digit Translation
+System
- Customers
+Routes and Trunks
- Dialing and Numbering Plans (EUEATE MY
- Electronic Switched Network
- Flexible Code Restriction
- Incaming Dinit Translation
+Phones
+Tools
+Security

Click on the New DCNO button to create the digit translation mechanism. In this example,
Digit Conversion Tree Number (DCNO0) 0 was created as shown below.
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AVAYA

CS1000 Element Manager

- UCM Network Services
-Home
-Links
- Virtual Terminals
+System
- Customers
+Routes and Trunks
- Dialing and Numbering Plans
- Electronic Switched Metwork
- Flexible Code Restriction
- Incoming Dinit Translation
+Phones
+Tools
+Security

Managing: 172.16.24.61  Username: admin

Dialing and Mumbering Plans » Incoming Digt Translation » Customer 00

Customer 00 Incoming Digit Conversion Property

- Digit Conversion Tree Number:

Edit DCNO

- Digit Conversion Tree Number:
- Digit Conversion Tree Number:
- Digit Conversion Tree Number:
- Digit Conversion Tree Number:
- Digit Conversion Tree Number:
- Digit Conversion Tree Number:

- Digit Conversion Tree Number:

New DCNO
New DCNO
New DCNO
New DCNO
New DCNO
New DCNO

New DCNO

- Digit Conversion Tree Number: MNew DCHO

© ® W om o AW N o=

L

- Digit Conversion Tree Number: MNew DCHO

Detail configuration of the DCNO is shown below. The Incoming Digits can be mapped to the
Converted Digits which would be the CS1000 system extension number. This DCNO has
been assigned to route 0 as shown in Section 5.5.5.

In the following configuration, the incoming call from PSTN with the prefix 3185551234 will
be translated to the CS1000 extension number 8005.

- Dialing and Numbering Plans
- Electronic Switched Netwark
- Flexible Code Restriction
- Incoming Digit Translation

+Phones

+Tools

+Security

AV/-\y/-\ CS1000 Element Manager
- UCM Network Services Managing: 172.46.24.61  Username: admin
~Home Disling and Mumbering Plans » Incoming Digt Translation » Customer 00 » Digt Convwersion Tree 0 Configuration » Add Incoming Digts
~Links
- Virtual Terminals Add Incoming Digits
+System
- Customers
+Routes and Trunks

Incoming Digits: 3186551234| -

anverted digits: |8005 * (0 -050998950)

Force storage or removal of data: []

In case of conflict betnaen the new and existing Incoming Digits, farcs storage or remaval may result in loss of partions
of the tree.

CPMND language.

Raoman characters

CPND Name: | Awaya 2050

first name, last name

Expected length. v

Displaw format: | First name, Last name »

[] Katakana characters

5.6.6. Outbound Call - Special Number Configuration.

There are special numbers which have been configured to be used for this testing such as 0 to
reach the Service Provider operator, 0+10 digits to reach Service Provider operator assistant, 011
prefix for international call, 1 for national long distance call, 411, 911, 711 and so on.
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Select Dialing and Numbering Plans = Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen. Select Special Number (SPN) as

shown below.

- Dialing and Numbering Plans
- Electronic Switched Netwark
- Flexible Code Restriction
- Incarming Digit Translation

+Phones

+Tools

+Security

AVAVA CS1000 Element Manager
- UCM Network Services ~
-Home - Customer 00
~Links - Network Control & Services
- Virtual Terminals - Metwork Control Parameters (NCTL)
+System - ESM Access Codes and Parameters (ESN)
- Customers - Digit Manipulation Block (DGT)
+Routes and Trunks - Home Area Code (HNPA)

- Flexible CLID Manipulation Block (CMDB)
- Free Calling Area Screening (FCAS)

- Free Special Number Screening (FSNS)
- Route List Block (RLB)

- Incoming Trunk Group Exclusion {ITGE)
- Metwork Aftendant Services (MAS)

- Coordinated Dialing Plan (CDP)

- Local Steering Code (LSC)
- Distant Steering Code (DSC)
- Trunk Steering Code (TSC)
- Numbering Plan (NET)
- Access Code 1
- Haorme Location Code (HLOG)
- Location Code (LOC)Y
- Murmbering Plan Area Code (NPA)
- Exchange (Central Office) Code (M}
- Special Number (SPMN)
- Metwork Speed Call Access Code (NSCL)
- Access Code 2
- Home Location Code (HLOC)
- Location Code (LOC)
- Numbering Plan Area Code (MPA)
- Buchange (Central Office) Code (M)
- Special Mumber (SPN)
- Metwark Speed Call Access Code (NSCL)

Enter SPN and then click on the “to Add” button. Special numbers that were used for the
testing are shown below.

Special Number: 0
- Flexible length: 0 (flexible, unlimited and accept the character # to ending dial
number)
- CallType: NONE
- Route list index: 1, created in Section 5.6.4

Special Number: 011
- Flexible length: 15
- CallType: NONE
- Route list index: 1, created in Section 5.6.4

Special Number: 1

- Flexible length: 0 (flexible, unlimited and accept the character # to ending dial
number)

- CallType: NATL
- Route list index: 1, created in Section 5.6.4

Special Number: 411
- Flexible length: 3
- CallType: None
- Route list index: 1, created in Section 5.6.4

Special Number: 711
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- Flexible length: 3
- CallType: None
- Route list index: 1, created in Section 5.6.4

Special Number: 911
- Flexible length: 3
- CallType: None
- Route list index: 1, created in Section 5.6.4

/-\V/-\y/-\ CS1000 Element Manager
—
- UCM Network Services - Special Humber -- 0
~Home Flexible length: 0
- Links
~virtual Terminals International dialing plan: MO
+System Type of call that is defined by the special number. NONE
- Customers Route listindex: 1
+Routes and Trunks

- Dialing and Numbering Plans
- Electronic Switched Netwark
- Flexible Code Restriction
- Incarming Digit Translation

- Special Number -- 011

Flexible length: 15
Inhibit time-out handler: NO

Type of call that is defined by the special number; NOME
Route listindex: 1

+Phones
+Tools
+Security

- Special Number -- 1

Flexible length: 0
Type of call that is defined by the special number: MATL
Route listindex: 1

- Special Number - 411
Flexible length: 3
Inhibit time-out handler: NO
Type of call that is defined by the special number: MONE
Route listindex: 1

- Special Number -- 711
Flexible length: 3
Inhibit time-out handler: NO
Type of call that is defined by the special number: MONE
Route listindex: 1

- Special Number -- 911

Flexible length: 3 b

5.6.7. Outbound Call - Numbering Plan Area Code (NPA)

The Numbering Plan Area Code (NPA) was not used for outbound calls. The Special Number
1 defined above under Section 5.6.6 allows the user to dial any Numbering Plan Area Code
(NPA) when dialing 9+1.

5.7. Administer Phone
This section describes the addition of the CS1000 extensions used during the testing.

5.7.1. Phone creation

Refer to Section 5.5.4 to create a virtual super-loop - 8 used for IP phone.
Refer to Section 5.4.1 to create a bandwidth zone - 5 for IP phone.

Log in to the Call Server CLI (please refer to Section 5.1.2 for more detail).
Create an IP phone using Unified Communications Management (UCM) or LD 11.
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REQ: prt

TYPE: 1110

TN

cusT

TEM

DATE

PAGE

DES

MODEL _NAME
EMULATED
DES 80071
N 008 0 00 01 VIRTUAL|

TYPE III0

CDEN 3D

cTYP XDLC

cUsT 0
NUID

MHTM

CFG_ZOME 00005

CUR_FONE 00005

MRT

ERL ©

ECL @

FDN

TGAR O

LDM  NO

NCOS 5

SGRP O

RNPG O

SCI 0

S50

HLST

SCPwW

SFLT NO

CAC_CIS O

CAC_MFC O

CLS UNR FBA WTA LPR MTD FMA HTA TDD CRFD
MwaA LMPMN RMMD SMWD AAD IMD <HD IRD NID OLD WCE DRGL
POD SLED CCSD SWD LMD CRDA
CFTA SFA MRD DDV CMIA CDCA MSID DAPA EFED RCED
ICDA CDMD LLCHW MCTD CLED AUTU
GPUD DPUD DMDA CFXA ARHD CLTD ASCD
CPFA CPTA AEBDD CFHA FICD MAID DMAA BUZZ
UDI RCC HETD AHD IPMD DDGA MAMA MIMD PRSD MRWD NRCD MROD
DRDD ExRO
USMD USRD ULAD CCED RTDD REDD RBHD PGMD OCED FLXD FTTC DNDY DMNO3 MCEN
FDSD MNOVD WOLA WOUD CDMR FRED RECD MCDD T87D SEMD
MSNY FRA  PKRCH MwTD DVLD CROD ELCD

(CPMND_LANG EMNG

RCO 0
EFD
HUNT
EHT
LHE O
FLEV 02
PUID
UPwWD
DAMT  NO
AST
IAPG O
AACS MO
ITHA N
DGRP
MLWL_LANG O
MLMG EMG
DNDR O
KEY 00 SCR BO0L1 1 MARP
CPND
CPMD_LANG ROMAN
MAME Awvawya, 1110_Unfi
HKPLM 14
DISPLAY_FMT FIRST, LAST
ANIE O
ol
02
03
04
05
06
07
08
0o
10
11
12
13
14
15
16 mMwk 8056
17 TRM
18 A0G
19 CFw 12
20 RGA
21 PRE
22 RMNP
23
24 PRS
25 CHG
26 CPN
27
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5.7.2. Enable Privacy for Phone

This section shows how to enable or disable Privacy for a phone by changing its class of service
(CLS). Changes can be made by using Unified Communications Management (UCM) or LD
11. By modifying the configuration of the phone created in Section 5.7.1, the display of the
outbound call will be changed appropriately. The privacy for a single call can be done by
configuring per-call blocking and a corresponding dialing sequence, for example *67. The
resulting SIP privacy setting will be the same in either case.

To hide display name, set CLS to namd. CS1000 will include “Privacy:user” in the SIP message
header before sending to the Service Provider.

FEQ: cho
TYPE: 1110
TI] g 001
ECHG ye=

ITEM cls namd
ITEMN

To hide display number, set CLS to ddgd. CS1000 will include “Privacy:id” in SIP message
header before sending to Service Provider.

FEQ: cho
TYPE: 1110
TI] g 001
ECHG ye=

ITEM cl=s ddgd
ITEMN

To hide display name and number, set CLS to namd, ddgd. CS1000 will include “Privacy:id,
user” in SIP message header before sending to Service Provider.

REQ: chg

TYPE: 1110

TH g 001

ECHG ye=

ITEHM clz namnd ddgd
ITEMN

To allow display name and number, set CLS to nama, ddga. CS1000 will send header
“Privacy:none” to Service Provider.

FEQ: cho

TYPE: 1110

TI] g 001

ECHG ye=

ITEM cl= nama ddoga
ITEMN
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5.7.3. Enable Call Forward for the Phone

This section shows how to configure the Call Forward feature at the system level and phone

level.

Select Customer = 00 - Call Redirection. The Call Redirection page is displayed as shown

below.

AVAYA

CS1000 Element Manager

- UCM Network Services
-Home
-Links
- Virtual Terminals
+System
- Customers
+Routes and Trunks
-+ Dialing and Numbering Plans
+Phones
+Tools
+Security

Managing: 172.16.21.61  Username: admin

Customers » Customer 00 » Customer Details

Customer Details

Basic Configuration

Application Module Link
Attendant

Call Detail Recording

Call Party Mame Display
Centralized Attendant Service
Contralled Class of Senvice
Features

Feature Packages

Flexible Feature Codes

Intercept Treatments

ISDM and ESN Metworking

Listed Directory Numbers

Media Services Properties

Mahile Service Directory Nurmbers
Multi-Party Operations

Might Service

Recorded Overflow Announcement
SIF Line Service

Timers
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Set the following fields:
- Total redirection count limit: 0 (unlimited)
- Call Forward: Originating
- Number of normal ring cycle of CFNA: 4

Click on Save (not shown)

AVAYA €S1000 Element Manager
- UCM Network Services ke Redirection Holidays A
- Home Do not disturb hunting: []
- Links
- Virtual Terminals | Total redirection count limit: | 0w
- Eyj;?\:?s Options: [ call forward reminder tone for 500/2500 sets
- Maintenance [0 cFNAtreatment for call waiting calls on @ DN
+Core Equipment
~ Peripheral Equipment [ DID call to second dearee busy treatment
+IP Netwark Message center
+Interfaces
- Engineered Values Prevention of reciprocal call forward
Emergency Senvices
:S-Jfrvgre Call forward: (8 Originating
- Customers

3 Forwardin:
- Routes and Trunks © o

- Routes and Trunks

-D-Channels Number of normal ringing cycles for CFNA
- Digital Trunk Interface
- Dialing and Numbering Plans Option 0: |4 &

- Electronic Switched Network

- Flexible Code Restriction Option 1: 4w

-Incoming Digit Translation Option 2: [4 |«
- Phones
- Templates Number of distinctive ringing cycles for CFNA
-Reports
iLEt;S Option 0:[4 |w
- Properties Option 1: |4
- Migration
- Tools Option 2: |4 [»
+Backup and Restore
- Date and Time Calls routed to message center
+Logs and reports
- Security Ne answer DID calls: [] .

+Passwords

Enable Call Forward All Call (CFAC) for the phone over the SIP trunk by using LD 11,
change its CLS to CXFA, then program the forward number on the phone set. Following is the
configuration of a phone that has CFAC enabled, the phone is forwarded to the PSTN number
919195551212.

RECQ: prt
TYPE: 2050pc
TM B003
CLS UMR FBA WTA LPR MTD FNA HTA TDD HFA CRPD
M LMPN RMMD SMWD AAD IMD XHD IRD NID OLD VCE DRG1
POD SLKD CCSD SWD LND CNDA,
CFTA SFD MRD DDV CNIA CDCA MSID DAPA BFED RCED
ICOD COMD LLCN MCTD CLED AUTL
GFUD DPUD DMDACEXA]JARHD CLTD ASCD
CPFA CPTA ABDD CFHD FICD MAID DNAA BUZZ
UDI RCC HETD AHD IPND DDGA NAMA MIND PRED NRWD NRCD NROD
DROD EXRO
USMD USRD ULAD CCED RTDD REDD REHD PGND OCED FLXD FTTC DNDY DNO3 MCEN
FDSD NOWD VOLA vOUD COMR PRED RECD MCDD T87D SEMD
KEM3 MSNY FRA PKCH MUTA WMWTD DWLD CROD ELCD

|19 CFW 12 919195551212|
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Enable Call Forward Busy (CFB) for the phone over the SIP trunk by using LD 11, change its
CLS to FBA, HT A then program the forward number as HUNT. Following is the configuration
of'a phone that has CFB enabled; the phone is CFB to the PSTN number 919195551212.

REQ: prt

TYPE: 2080pc

TH B0O03

CLS UNR[EBAIWTA LPR MTD FMARTAITOD HFA CRPD
b, LWP M RAMD ShivyD AAD IMD =HD IRD NID QLD YCE DRG
FOD SLKD CCSD SWD LMD CHDA
CFTA SFD MRD DDY CMIA CDCA MSID DAPA BFED RCED
ICOD COMD LLCM MCTD CLBD AUTU
GPUD DPUD DDA CFEA ARHD CLTD ASCD
CPFA CPTA ABDD CFHD FICD NAID DNAMA BUZZ
UDI RCC HETD AHD IPND DDGA NAMA MIND PRED MRWD NRCD MROD
DROD EXRO
USMD USRD ULAD CCED RTDD REDD REHD PGMD QCED FLED FTTC DNDY DNO3 MCERN
FOSD NOWD YOLA wOUD COMR PRED RECD MCDD TB70 SBMD
KEMS3 MSMY FRA PKCH MUTA WMWTD DWLD CROD ELCD

CPND_LANG ENG

RCO D

EFD 5004

[ HUNT 919195551212 |

Enable Call Forward No Answer (CFNA) for the phone over SIP trunk by using LD 11,
change its CLS to FNA, SFA then program the forward number as FDN. Following is the
configuration of a phone that has CFNA enabled; the phone is CFNA to the PSTN number
919195551234.

RECL prt
TYPE: 2050pc
T 8003

[FDN 919195551234

CLE UNR FEA WTA LPR MTD|[FNA|HTA TDD HEA CRPD
kWA LMPN RMWD ShWD AAD IMD ¥HD IRD NID OLD %CE DRG1
POD SLKD CCE0 SWWD LMD CNDA,
CFTA MRD DDy CHla COCA MSID DAPA BFED RCED
IC0D COMD LLCM MCTD CLED AUTL
GPUD DPUD DNDA CFXA ARHD CLTD ASCD
CPFA CFTA ABDD CFHD FICD MAID DNAA BUZL
LDl RCC HETD AHD IPND DDGA MaRMA MIND PRSD MRWD MNRCD NROD
DROD EXRO
LSWD USRD ULAD CCED RTDD REDD REHD PGHD OCED FLXD FTTC DHNDY DNO3 MCEN
FOS0 NOYWD WOLA YOUD COMR PRED RECD MCDD T8/ D SBMD
KEM3 MSNY FRA PKCH MUTA MWTD DVLD CROD ELCD

5.7.4. Enable Call Waiting for the Phone
This section shows how to configure the Call Waiting feature at the phone level.

Configure the Call Waiting feature for the phone by using LD 11, change the CLS to HTD,
SWA and add CWT to a key as shown below.
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RECL prt
TYPE: 2050pc
T 8003

CLS UNR FEA WTA LPR MTD FMA[HTDITDD HFA CRPD
MR, L MPR RMMD ShwD AAD IMD ¥HD IRD NID OLD %CE DRG
FOD SLKD CCSD SWAJLND CRDA
CFTA SFA MRD DOV CHIA COCA MSID DAPA BFED RCBD
ICDD COMD LLCN MCTD CLED AUTU
GPUD DPUD DNDA CFXA ARHD CLTD ASCD
CPFA CPTA ABDD CFHD FICD NAID DAL BUZZ
UDI RCC HBTD AHD IPMD DDGA NAKMA MIND PRSD MRWD NRCD NROD
DROD EXROD
USMD USRD ULAD CCBD RTOD REDD RBHD PGND OCED FLHD FTTC DNDY DNO3 MCEN
FDSD NOWD YOLA YOUD COMR PRED RECD MCDD TB7D SBMD
KEM3 MSMy FRA PKCH MUTA MWTD OVLD CROD ELCD

[0z cwt
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6. Configure the Avaya Aura® Session Manager

This section provides the procedures for configuring Avaya Aura® Session Manager. The
procedures include adding the following items:

e SIP domain

e Logical/physical Location that can be occupied by SIP Entities

¢ Adaptation module to perform dial plan manipulation

o SIP Entities corresponding to the Avaya CS1000, the Avaya SBCE and Avaya Aura®
Session Manager itself.

e Entity Links, which define the SIP trunk parameters used by Avaya Aura® Session Manager
when routing calls to/from SIP Entities

e Routing Policies, which control call routing between the SIP Entities

¢ Dial Patterns, which govern to which SIP Entity a call is routed

e Regular Expressions, which also can be used to route calls

e Avaya Aura® Session Manager, corresponding to the Avaya Aura® Session Manager Server
to be managed by Avaya Aura® System Manager.

It may not be necessary to create all the items above when creating a connection to the service
provider since some of these items would have already been defined as part of the initial Avaya
Aura® Session Manager installation. This includes items such as certain SIP domains, locations,
SIP entities, and Avaya Aura® Session Manager itself. However, each item should be reviewed
to verify the configuration.

6.1. System Manager Login and Navigation

Avaya Aura® Session Manager Configuration is accomplished by accessing the browser-based
GUI of Avaya Aura® System Manager, using the URL “https://<ip-address>/SMGR”, where
“<ip-address>" is the IP address of Avaya Aura® System Manager. Log in with the appropriate
credentials and click on Login (not shown). The screen shown below is then displayed, click on
Routing.
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AVAYA

Administrators
Manage Administrative Users

Groups & Roles
Manage groups, roles and
assign roles to users

Subscribers
Manage users and shared
resources associated with
CS51000, including LDAP/file
import and export

Synchronize and Import
Synchronize users with the
enterprise directory, import
users from file

UCM Roles
Manage UCM Roles, assign
roles to users

User Management
Manage users, shared user
resources and provision
users

Avaya Aura® System Manager 6.1

Application Management
Manage applications and
application certificates

Communication Manager
Manage Communication
Manager objects

Conferencing
Conferencing

Inventory
Manage, discover, and
navigate to elements,
update element software
Messaging
Manage Messaging System
objects
Presence
Presence

Routing
Network Routing Policy
Session Manager
Session Manager Element
Manager

SIP AS 8.1
SIP AS 8.1

Help | About | Change Password | Log off

admin

Home

Backup and Restore
Backup and restore System
Manager database

Configurations
Manage system wide
configurations

Events
Manage alarms,view and
harvest logs

Licenses
View and configure licenses

Replication
Track data replication
nodes, repair replication
nodes

Scheduler
Schedule, track, cancel,
update and delete jobs

Security
Manage Security Certificates

Templates
Manage Templates for
Communication Manager and
Messaging System objects

UCM Services
Manage UCM applications
and navigation such as
CS1000 deployment,
patching, ISSS and SNMP

The navigation tree displayed in the left pane below will be referenced in subsequent sections to
navigate to items requiring configuration. Most items discussed in this section will be located

under the Routing link shown below.

AVA A Avaya Aura® System Manager 6.1 Help | About | Change Password | Log off
admin
Routing *| Home
Routing il Home /Elements / Routing
Domains . ) ] Help 2
. Introduction to Network Routing Policy
Locations
Adaptations MNetwork Routing Policy consists of several routing applications like "Domains", "Locations", "SIP Entities", etc.
SIP Entities The recommended order to use the routing applications (that means the overall routing workflow) to configure
Entity Links your network configuration is as follows:
Time Ranges Step 1: Create "Domains" of type SIP (other routing applications are referring domains of type SIP).
Routing Policies
_ Step 2: Create "Locations”
Dial Patterns
Regular Expressions Step 3: Create "Adaptations”
Defaults .
Step 4: Create "SIP Entities”
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6.2. Specify SIP Domains

Create a SIP domain for each domain for which Avaya Aura® Session Manager will need to be
aware in order to route calls. For the compliance test, this includes the enterprise domain:
avaya.lab.com and the domain for CenturyLink: bsoft.nc.labnet.

The domain for CenturyLink (bsoft.nc.labnet) may change during installations.
To add a domain Navigate to Routing > Domains in the left-hand navigation pane and click the
New button in the right pane (not shown). In the new right pane that appears (shown below), fill

in the following:

e Name: Enter the domain name.
e Type: Select sip from the pull-down menu.
e Notes: Add a brief description (optional).

Click Commit. The screen below shows the entry for the CenturyLink domain.

~
AVAYA Avaya Aura® System Manager 6.1 Help | About | Change Password | Log off admin
Routing * Home
Routing il Home /Elements / Routing / Domains- Domain Management

Domains Help 2

Lacations Domain Management

Adaptations

SIP Entities

Entity Links

Time Ranges 1 Item | Refresh Filter: Enable

Routing Policies Name Type Default Notes

Dial Patterns * bsoft.nclabnet O Centurylink

Regular Expressions

Defaults

6.3. Add Location

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purposes of bandwidth management and call admission control. To add a location, navigate to
Routing > Locations in the left-hand navigation pane and click the New button in the right pane
(not shown).

In the General section, enter the following values. Use default values for all remaining fields:
e Name: Enter a descriptive name for the location.
e Notes: Add a brief description (optional).

In the Location Pattern, click Add and enter the following values. Use default values for all
remaining fields:

o IP Address Pattern:  An IP address pattern used to identify the location.

e Notes: Add a brief description (optional).
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The screen below shows the addition of the HG Lab location, which includes all equipment on
the 172.16.5.x and 172.16.20.x subnets including the Avaya CS1000, Avaya SBCE and Avaya
Aura® Session Manager itself. Click Commit to save.

AVAYA Avaya Aura® System Manager 6.1 Help | About | Change Password | Log off admin
Routing * Home
Routing Il Home /Elements / Routing / Locations- Location Details

Domains Help ?
Locations Location Details
Adaptations
SIP Entities General
Entity Links * Name: |[HG Lab
Time Ranges Notes: |Simulated Enterprise Customer (C

Routing Policies

Dial Patterns Overall Managed Bandwidth

Regular Expressions
Defaults Managed Bandwidth Units: | Khit/sec v

Total Bandwidth:
Multimedia Bandwidth:

Audio Calls Can Take Multimedia Bandwidth:

Per-Call Bandwidth Parameters

Maximum Multimedia Bandwidth {Intra-Location): 1000| Kbit/Sec
Maximum Multimedia Bandwidth {Inter-Location): 1000| Kbit/Sec
dia Bandwidth: 64| Kbit/Sec

* Default Audio Bandwidth: 80 |Kbitfsec ¥

Location Pattern
2 Items | Refresh Filter: Enahle
[] | 1P Address Pattern Motes
[0 *[172.16.20.%

O *172.165*

Select : all, None

6.4. Add Adaptation Module

Avaya Aura® Session Manager can be configured with adaptation modules that can modify SIP
messages before or after routing decisions have been made. A generic adaptation module
DigitConversionAdapter supports digit conversion of telephone numbers in specific headers of
SIP messages. Other adaptation modules are built on this generic, and can modify other headers
to permit interoperability with third party SIP products.

To view or change adaptations, select Routing = Adaptations. Click on the checkbox
corresponding to the name of an adaptation and Edit to edit an existing adaptation, or the New
button to add an adaptation. Click the Commit button after changes are completed. The
following screen shows a portion of the list of adaptations in the sample configuration.

The adaptations named CS1K75 and Diversion_History were created and used in the
compliance test.
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AVAYA Avaya Aura® System Manager 6.1 Help | About | Change Password | Log off admin
Routing * Home
Routing il Home /Elements / Routing / Adaptations- Adaptations
Domains Help 2
. Adaptations
Locations
SIP Entities
Entity Links
Y 5 Items  Refresh Filter: Enable
Time Ranges
Egress URI
Routing Policies W e izt et Parameters Nates
f Adapation For Avaya Aura
Dial Patterns [0 aac DigitConversionfdaptar Conferencing
Regular Expressions DigitConversionAdapter odstd=avayalab2.com
g P [1 Acme Out/in iosred=sil.miami avaya.com
Defaults Adaptstion for outgaing calls to
O |csikzs CS1000Adapter ks
[0 |Diversion Histaor DiversionTypeAdapter MIME=no Adaptation for calls ta CenturyLink
) Sutbound to DigitCanversionAdapter odstd=aslab centizvoip net
ATET osrcd=aslab centizvaoip.net

Select : all, None

Settings for CS1K75 Adaptation:

In the General section, enter the following values. Use default values for all remaining fields:
e Adaptation Name: Enter a descriptive name for the adaptation.
e Module Name: Enter CS1000Adapter

Click Commit to save.

The CS1K75 adaptation shown below will later be assigned to the CS1K7.5 SIP entity.

AVAyA AVaya Au ra® System Manager 6.1 Help | About | Change Password | Log off admin
Routing * Home
Domains Help ?
Locations Adaptation Details
Adaptations
SIP Entities General
Entity Links * Adaptation name: |CS1K75
Time Ranges Module name: ,m
MU ) (T Module parameter:
Dial Patterns
. Egress URI Parameters:
Regular Expressions
Defaults I\mtes: Adaptation for outgoing calls to ¢ |
Digit Conversion for Incoming Calls to 5M
0 Items  Refresh Filter: Enable
Matching Pattern Min Max Phone Context Delete Digits Insert Digits Address to modify Notes
Digit Conversion for Outgoing Calls from SM
0 Items  Refresh Filter: Enable @
Settings for Diversion_History Adaptation:
In the General section, enter the following values. Use default values for all remaining fields:
e Adaptation Name: Enter a descriptive name for the adaptation.
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e Module Name:
e Module parameter:

Click Commit to save.

Enter DiversionTypeAdapter.
Enter MIME=no.

The Diversion_History adaptation shown below will later be assigned to the HG ASBCE SIP

entity.

AVAYA

Avava Aura

Routing
Domains
Locations Adaptation Details

Adaptations

SIP Entities General

Entity Links

Time Ranges

Routing Policies

Dial Patterns

Regular Expressions

Defaults

Digit Conversion for

0 Items Refresh

Matching Pattern

Digit Conversion for

0 Items Refresh

[ Home /Elements / Routing / Adaptations- Adaptation Details

Help | 2bout | Change Password | Log off admin

® System Manager 6.1

Routing * Home

Help 2

* Adaptation name: Diversion_History

Module name: |DiversionTypeadapter

Module parameter: MIME=no

Egress URI Parameters:

Notes: |adaptation for calls to CenturyLin

Incoming Calls to SM

Filter: Enable

Min Max Phone Context Delete Digits Insert Digits Address to modify Notes

Qutgoing Calls from SM

Filter: Enable 2

6.5. Add SIP Entities

A SIP Entity must be added for Avaya Aura® Session Manager and for each SIP telephony
system connected to it which includes Avaya CS1000 and the Avaya SBCE. Navigate to Routing
-> SIP Entities in the left-hand navigation pane and click on the New button in the right pane

(not shown).

In the General section, enter the following values. Use default values for all remaining fields:

e Name:
e FQDN or IP Address:

e Type:
e Adaptation:

e Location:
e Time Zone:

Enter a descriptive name.

Enter the FQDN or IP address of the SIP Entity that is used for SIP
signaling.

Enter Session Manager for Session Manager, Other for

Avaya CS1000 and the Avaya SBCE.

This field is only present if Type is not set to Session Manager.
If applicable, select the Adaptation Name defined previously.
Select one of the locations defined previously.

Select the time zone for the location above.

To define the ports used by Avaya Aura® Session Manager, scroll down to the Port section of

the SIP Entity Details screen
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In the Port section, click Add and enter the following values. Use default values for all
remaining fields:

e Port: Port number on which the Session Manager can listen for SIP
requests.

e Protocol: Transport protocol to be used to send SIP requests.

¢ Default Domain: The domain used for the enterprise.

Defaults can be used for the remaining fields. Click Commit to save.
For the compliance test, only two Ports were used:

e 5060 with TCP for connecting to the Avaya SBCE.
e 5085 with UDP for connecting to the Avaya CS1000.

The following screen shows the addition of Session Manager. The IP address of the virtual SM-
100 Security Module is entered for FQDN or IP Address.

A\\/MA Avaya Aura® System Manager 6.1 Help | About | Changs Password | Log off admin
Routing * Home
Routing fl Home /Elements / Routing / SIP Entities- SIP Entity Details
Domains Help 2
(LDERHIS SIP Entity Details
Adaptations General
SIP Entities

* Name: HG Session Manager
Entity Links

. * FQDN or IP Address: |172.16.5.32
Time Ranges
Routing Policies Type:
Dial Patterns Notes: HG Session Manager
Regular Expressions
Defaults Location: |HG Lab 5
Outbound Proxy: v

Time Zone: | America/New_York v

Credential name:

SIP Link Monitoring

SIP Link Monitoring: |Use Session Manager Configuration v

Port
8 Items  Refresh Filter: Enahle
[] | Port Protocel = Default Domain Notes
[0 |soeo UDP avaya.lab.com
(] | 5060 TCP avaya.lab.com v
O [soet TLS avaya.lab.com
[1 [soez TCP avaya.lab.com
O |[so7o TCP avaya.lab.com
[1 [sos0 TCP avaya.lab.com
O | 5085 UDP avaya.lab.com -
[1 [soss TCP avaya.lab.com

Select : all, None

* Input Required
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The following screen shows the addition of the Avaya CS1000 SIP entity.

A separate SIP entity for the Avaya CS1000, other than the one created for Avaya Aura® Session
Manager during installation, is required in order to send SIP service provider traffic.

For the compliance test the following values were used:

e Name: Enter a descriptive name.

e The FQDN or IP Address field is set to the TLAN IP address of the CS1000 Signaling
Gateway (Node IP address).

e For Adaptation, select the CS1K75 adaptation previously defined.

e For Location, select the HG Lab location previously defined.

A\/MA Avava Aura® System Manager 6.1 Help | About | Changs Password | Log off admin
Routing * Home
Routing fl Home /Elements / Routing / SIP Entities- SIP Entity Details
Domains Help 2
(LDERHIS SIP Entity Details
Adaptations General
SIP Entities

* Name: |CS1K7.5

Entity Links
. * FQDN or IP Address: |172.16.20.60
Time Ranges

Routing Policies Type:
Dial Patterns Notes: |C51000 Rel. 7.5
Regular Expressions
Defaults Adaptation:
Location:
Time Zone: |Amer|:afNew_YDrk v

Override Port & Transport with DNS SRY: []
* SIP Timer B/F (in seconds): |4

Credential name:

Call Detail Recording:

SIP Link Monitoring

SIP Link Monitoring: |Lmk Monitoring Disabled v

* Proactive Monitoring Interval {in seconds): (900
* Reactive Monitoring Interval (in seconds): 120

* Number of Retries: |1
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The following screen shows the addition of the Avaya SBCE SIP entity.

For the compliance test the following values were used:

e Name: Enter a descriptive name.
e The FQDN or IP Address field is set to the IP address of its private network interface (see

Figure 1).

e For Adaptation, select the Diversion_History adaptation previously defined
e For Location, select the HG Lab location previously defined.

AVAYA

Routing
Domains
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

Avaya Aura® System Manager 6.1

'l Home /Elements / Routing / SIP Entities- SIP Entity Details

SIP Entity Details
General
¥ Name:
* FQDN or IP Address:
Type:

Notes:

Adaptation:
Location:
Time Zone:
Override Port & Transport with DNS SRV:
* SIP Timer B/F (in seconds):
Credential name:
Call Detail Recording:
SIP Link Monitoring
SIP Link Monitoring:
* Proactive Monitoring Interval (in seconds):
* Reactive Monitoring Interval (in seconds):

¥ Number of Retries:

Help | About | Change Password | Log off admin

x

Routing Home

Help ?

Commit Cancel

HG ASBCE

172.16.5.71

HG ASBCE

Diversion_History *

HG Lab h
America/New_York ~
[}

4

none ¥

Link Monitoring Disabled ~

6.6. Add Entity Links

A SIP trunk between Avaya Aura® Session Manager and a telephony system is described by an
Entity Link. Two Entity Links were created; one to the Avaya CS1000 and one to the Avaya
SBCE. To add an Entity Link, navigate to Routing = Entity Links in the left-hand navigation
pane and click on the New button in the right pane (not shown). Fill in the following fields in
the new row that is displayed:

e Name:

Protocol:

Port:
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e SIP Entity 2:

e Port:

Select the name of the other system. For the Avaya CS1000 and Avaya

SBCE, select the CS1000 or the Avaya SBCE SIP entity defined in
Section 6.5.
Port number on which the far-end is listening on. For the Avaya CS1000
this must match the port defined under SIP Gateway Settings tab, under
Proxy or Redirect Server in Section 5.5.2. For the Avaya SBCE this
must match the port defined under Server Configuration in Section 7.3.3
e Connection Policy: Select Trusted from the pull-down menu (not shown).

Click Commit to save.

It should be noted that in a customer environment the Entity Links to the Avaya CS1000 and to
the Avaya SBCE may be configured with a protocol other than the ones shown on the sample
configuration. For the compliance test, TCP was used to the Avaya SBCE and UDP was used to
the CS1000 to aid in troubleshooting. The protocol and ports defined here must match the values
used on the Avaya CS1000 and the Avaya SBCE.

The following screens illustrate the Entity Link between Avaya Aura® Session Manager and the

Avaya CS1000.
AvAyA AVaya Au ra® System Manager 6.1 Help | shout | Change Password | Log off admin
Routing * Home
Domains Help ?
Locations Entity Links
Adaptations
SIP Entities
Entity Links
Time Ranges 1Item | Refresh Filter: Enahle
Routing Policies Name SIP Entity 1 Protocol = Port SIP Entity 2 Port E“:’;‘I’}ﬁi““ Notes
Dial Patterns -
# HG SM to CS1K7S * |HG Session Manager ¥ UDP & #5085 *|C51K7.5 e *|5085 Trusted v
Regular Expressions " 3
Defaults
* Input Required
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The following screens illustrate the Entity Link between Avaya Aura® Session Manager and the
Avaya SBCE.

AvAyA AVaya Au ra® System Manager 6.1 Help | shout | Change Password | Log off admin

* Home

Routing

Routing Il Home /Elements / Routing / Entity Links- Entity Links

Domains Help ?
Locations Entity Links

Adaptations

SIP Entities
Entity Links
Time Ranges 1 Item | Refresh Filter: Enable
Routing Policies Name SIP Entity 1 Protocal | Port SIP Entity 2 Port E"';';‘fif:tyi"“ Notes
Dial Patterns
* HG SMto HG ASBCE  * [HG Session Manager v| [TcP v|  *Soed |  *[HG AsecE v| *[s0sn
Regular Expressions " 3

Defaults

* Input Required Commit Cancel

The following screen shows the list of Entity Links. Note that only the highlighted links were
created for the compliance test, and are the ones relevant to these Application Notes.

A\/AyA Avaya Aura® System Manager 6.1 Help | bout | Change Password | Log off admin
Routing *¥| Home
Routing i Home /Elements / Routing / Entity Links- Entity Links
Domains Help 2
. Entity Links
Locations
SIP Entities
Entity Links
15 Items | Refresh Filter: Enable

Time Ranges
Connection

Routing Palicies [1 Name SIP Entity L Protocol  Port  SIP Entity 2 Port Policy Notes
Dial Patterns D ALC HG Session Manager TCP 5060, BAC 5060, Trusted AAC Entity Link
Regular Expressions [0 HG-SMto ACME HG Session Manager  TCP 5060  HG-ACME 5060 Trusted G, ACME Entity
BEES O [besmiocsikss HG Session Manager _UDP 5085 CSLK7S 5085 Trusted|
[ HGSM to HG AA-SBC HG Session Manager  TCP 5060 HG AA-SAC 5060 Trusted
O HEG SM to HG ASBCE HG Session Manager TCP 5060 HG ASBCE 5060 Trusted |
O w HG Session Manager  TCP 5080 HG CM Trunk 1 s0a0 Trusted
O w HG Session Manager TCP 5070 HG CM Trunk 2 5070 Trusted
O 5MtoAA-Messaging mﬁiZme Tcp S060  As-Messaging so60 Trusted
[] 5MtoAA-SBC mﬁiééi'm Tcp S060  MA_AA-SBC 5060 Trusted
O SMtoAcme sipd Masbeesion Tcp 5060 Acme Packet s1pd 5060 Trusted
O SM to Acme s1pl HG Session Manager  TCP 5060/  Acme Packet sipl 5060 Trusted
O sMtoASBCE m’;‘;izﬁm” TCR 5060 4SBCE 5060 Trusted
[ $SMtoCMtrunk 1 Me_session Tep 5060  C.M.Trunk 1 5060 Trusted
Manager
0 s.Mto CM Trunklo Mea,_session TCR 50800 C.M.Trunk 10 5080 Trusted
Manager
[J SMtoCM Trunk 2 mﬁiééi'm TCp sozo] gt Trunk 2 ATAT 5070 Trusted

Select : all, Mone

6.7. Add Routing Policies

Routing policies describe the conditions under which calls will be routed to the SIP Entities
specified in Section 6.5. Two routing policies must be added: one for the Avaya CS1000 and one
for the Avaya SBCE. To add a routing policy, navigate to Routing => Routing Policies in the
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left-hand navigation pane and click on the New button in the right pane (not shown). The
following screen is displayed. Fill in the following:

In the General section, enter the following values. Use default values for all remaining fields:
e Name: Enter a descriptive name.
¢ Notes: Add a brief description (optional).

In the SIP Entity as Destination section, click Select. The SIP Entity List page opens (not
shown). Select the appropriate SIP entity to which this routing policy applies and click Select.
The selected SIP Entity displays on the Routing Policy Details page as shown below. Use
default values for remaining fields. Click Commit to save.

The following screen show the Routing Policy for the Avaya CS1000.

AvAyA AVaya Au ra® System Manager 6.1 Help | shout | Change Password | Log off admin

Routing * Home

Routing k| Home /Elements / Routing / Routing Policies- Routing Policy Details

Domains Help ?

(LDERHIS Routing Policy Details

Adaptations

SIP Entities General

Entity Links * Name: |To CS1K7E

Time Ranges Disabled: []

Eutnofisiicie Notes: |Inbound Calls to CS1K7E

Dial Patterns

Regular Expressions . . .
SIP Entity as Destination

Defaults
Name FQDN or IP Address Type Notes
CE1K7.5 172.16.20.80 Other CS1000 Rel. 7.5

The following screen show the Routing Policy for the Avaya SBCE.

AVAyA AVaya Au ra® System Manager 6.1 Help | &bout | Change Passward | Log off admin
Routing * Home
Routing k| Home /Elements / Routing / Routing Policies- Routing Policy Details

Domains Help 2
(LDERHIS Routing Policy Details
Adaptations
SIP Entities General
Entity Links * Name: |HG ASBCE
Time Ranges Disabled: []

Routing Policies Notes: |Outbound calls via ASBCE

Dial Patterns

Regular Expressions

SIP Entity as Destination
Defaults

Name FQDN or IP Address Type Notes
HG ASBCE 172.16.5.71 Other HG ASBCE
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6.8. Add Dial Patterns

Dial Patterns are needed to route calls through Avaya Aura® Session Manager. For the
compliance test, dial patterns were needed to route calls from Avaya CS1000 to CenturyLink and
vice versa. Dial Patterns define which route policy will be selected for a particular call based on
the dialed digits, destination domain and originating location. To add a dial pattern, navigate to
Routing = Dial Patterns in the left-hand navigation pane and click on the New button in the
right pane (not shown). Fill in the following, as shown in the screens below:

In the General section, enter the following values. Use default values for all remaining fields:

e Pattern: Enter a dial string that will be matched against the Request-URI of the
call.

e Min: Enter a minimum length used in the match criteria.

e Max: Enter a maximum length used in the match criteria.

¢ SIP Domain: Enter the destination domain used in the match criteria.

¢ Notes: Add a brief description (optional).

In the Originating Locations and Routing Policies section, click Add. From the Originating
Locations and Routing Policy List that appears (not shown), select the appropriate originating
location for use in the match criteria. Lastly, select the routing policy from the list that will be
used to route all calls that match the specified criteria. Click Select.

Default values can be used for the remaining fields. Click Commit to save.

Examples of the dial patterns used for the compliance testing are shown below. The first example
shows dial pattern “0” for calls to the Operator, have a destination domain of ALL (since it’s
shared among other test activities in the lab), Originating Location Name of HG Lab, uses
Routing Policy Name of HG ASBCE.

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 62 of 110
SPOC 6/21/2012 ©2012 Avaya Inc. All Rights Reserved. CTLCS1KSMSBCE



AvAyA AVaya Au ra® System Manager 6.1 Help | shout | Change Password | Log off admin

x

Routing Home
Routing fll Home /Elements / Routing / Dial Patterns- Dial Pattern Details
Domains Help 2

(LDERHIS Dial Pattern Details

Adaptations

SIP Entities General
Entity Links * Pattern: |0
Time Ranges * Min: |1
Routing Policies

* Max: |12
Dial Patterns

Emergency Call:

Regular Expressions 9 4 O
Defaults SIP Domain: | -ALL- ~

Notes:

Originating Locations and Routing Policies

2 Items Refresh Filter: Enable
o - . Routing . H :
S . Originating Location Routing ¢ Routing Policy Routing
[J | originating Location Name | Notes Policy Name Rank 2 Policy Destination Policy Notes
Disabled
Simulated Enterprise Qutbound calls
0 [neLab Custorner (CM, M, C51K,) HS ASBCE ° HS ASBCE vis ASBCE
O s sb Simulated Enterprise [r— A [r—

Custorner {CM, SM, CS1K,)

Select : all, None

The next example shown below is for dial pattern “1” for the North American Numbering Plan
area prefix, have a destination domain of ALL (since it’s shared among other test activities in the
lab), Originating Location Name of HG Lab, uses Routing Policy Name of HG ASBCE.

AVAyA AVaya Au ra® System Manager 6.1 Help | About | Change Password | Log off admin

x

Routing Home
Routing Il Home /Elements / Routing / Dial Patterns- Dial Pattern Details
Domains Help ?

acanans Dial Pattern Details

Adaptations

SIP Entities General

Entity Links * Pattern: |1

Time Ranges * Min: |11

Routing Policies * Max: 11

Dial Patterns

Regular Expressions Emergency Call: []

Defaults SIP Domain: |-ALL- -

Notes:

Originating Locations and Routing Policies

3 Items  Refresh Filter: Enahle
PP q q Routing q " q
I . Originating Location Routing 5 Routing Policy Routing
[J | originating Location Name 1 o Policy Name Rank 2 Policy Destination Policy Notes
Disabled
[0 -AlL- Any Locations To ATET PR 0 MA_AA-SBC
Simulated Enterprise _ _
[1 HGLab Customer (EM, &M, CS1K,) HG-ACHE 0 HG-ACHE
Simulated Enterprise Sutbound calls
0 nHetLsb Custormer (CM, SM, CS1K,) HG ASBCE o HG ASBCE via ASBCE

Select : all, None

The next example shown below is for dial pattern “318360” to route inbound calls to DID
numbers provided by CenturyLink (DID numbers assigned to extensions in the CS1000), have a
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destination domain of ALL, Originating Location Name of HG Lab, uses Routing Policy
Name of To CS1K75.

AVAYA

Routing
Domains
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

Avaya Aura® System Manager 6.1

Il Home /Elements / Routing / Dial Patterns- Dial Pattern Details

Dial Pattern Details

General

* Pattern:

* Min:

* Max:
Emergency Call:
SIP Domain:

Notes:

Originating Locations and Routing Policies

1Item | Refresh
I | Originating Location Name 1
[0 HGLab

Select : all, None

Originating Location
e

Simulated Enterprise
Custorner {CM, SM, CS1K,)

318360

ALL- v

Inbound Calls From Centurylink to CS1K

Routing
Policy Name

To CS1K7S

Rank 2

o

Help | About | Change Password | Log off admin

R;I;lltii:;ﬂ Routing Policy
s Destination

CS1K7.5

x

Routing Home

Help ?

Filter: Enahle
Routing
Policy Notes

Inbound Calls ta
CE1K7S

The next example shown below is for dial pattern “411” for calls to Directory Assistance, have a
destination domain of ALL (since it’s shared among other test activities in the lab), Originating
Location Name of HG Lab, uses Routing Policy Name of HG ASBCE.

AVAYA

Routing
Domains
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns
Regular Expressions
Defaults

Avavya Aura® System Manager 6.1

Ml Home /Elements / Routing / Dial Patterns- Dial Pattern Details

Dial Pattern Details

General

* pattern:

* Min:

* Max:
Emergency Call:
SIP Domain:

Notes:

Originating Locations and Routing Policies

3 Items Refresh

| DOriginating Location Name 1

Originating Location

411

-ALL- v

Routing
Palicy Name

Rank

Help | 2bout | Change Password | Log off admin

R;:‘I?(';g Routing Policy
pholicy | | Destination

x

Routing Home

Help 2

Filter: Enable

Routing
Palicy Notes

Simulated Enterprise

Cutbound calls

[0 | neLab Customner (CM, SM, C51K,) HS ASBCE ° HS ASBCE via ASBCE
Trulated ENTerpriss - -

[0 HGLab Customer (M, 81, CS1K,) HG-ACHE i HG-ACHE

[0 siiab To ATAT PR i MA_AA-SBC

Select : All, None
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The next example shown below is for dial pattern “711” for calls for Telecommunications Relay
Service, have a destination domain of ALL (since it’s shared among other test activities in the
lab), Originating Location Name of HG Lab, uses Routing Policy Name of HG ASBCE.

AVAyA AVaya Au ra® System Manager 6.1 Help | About | Change Password | Log off admin

x

Routing Home
Routing Il Home /Elements / Routing / Dial Patterns- Dial Pattern Details
Domains Help ?

acanans Dial Pattern Details

Adaptations

SIP Entities General

Entity Links * Pattern: |711

Time Ranges * Min: |3

Routing Policies * Max: [

Dial Patterns

Regular Expressions Emergency Call: []

Defaults SIP Domain: |-ALL- -

Notes:

Originating Locations and Routing Policies

1Item | Refresh Filter: Enable
o : : Routing : . :
S - Originating Location Routing , Routing Policy Routing
[J | originating Location Name 1 e Policy Name Rank 2 D:’s"a';fl:d Destination Policy Notes
Simulated Enterprise Sutbound calls
O nHetsb Custorner {CM, SM, CS1K,) HG ASBCE o HG ASBCE via ASBCE

Select : all, None

The next example shown below is for dial pattern “911” for emergency calls, have a destination
domain of ALL (since it’s shared among other test activities in the lab), Originating Location
Name of HG Lab, uses Routing Policy Name of HG ASBCE.

AVAyA AVaya Au ra® System Manager 6.1 Help | About | Change Password | Log off admin

Routing * Home
Routing Il Home /Elements / Routing / Dial Patterns- Dial Pattern Details
Domains Help ?

acanans Dial Pattern Details

Adaptations

SIP Entities General

Entity Links * Pattern: |911

Time Ranges * Min: |3

Routing Policies * Max: [

Dial Patterns

Regular Expressions Emergency Call: []

Defaults SIP Domain: |-ALL- -

Notes:

Originating Locations and Routing Policies

2 Items | Refresh Filter: Enahle
PP q q Routing q " q
I . Originating Location Routing 5 Routing Policy Routing
[J | originating Location Name 1 Policy Name Rank 2 Policy Destination Policy Notes
Disabled
Simulated Enterprise Outbound calls
O |Hetsb Customer (CM, 5M, CS1K,} HG ASBCE o HG ASBCE via ASBCE
[0 siiisb Ta ATAT PR o MA_AA-SBC

Select : All, None
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6.9. Add/View Avaya Aura® Session Manager

The creation of an Avaya Aura® Session Manager element provides the linkage between Avaya
Aura® System Manager and Avaya Aura® Session Manager. This was most likely done as part
of the initial Avaya Aura® Session Manager installation. To add an Avaya Aura® Session
Manager, navigate to Elements > Session Manager = Session Manager Administration in
the left-hand navigation pane and click on the New button in the right pane (not shown). Ifthe
Avaya Aura® Session Manager already exists, click View (not shown) to view the configuration.
Enter/verify the data as described below and shown in the following screen:

In the General section, enter the following values:

e SIP Entity Name: Select the SIP Entity created for Session
Manager.
e Description: Add a brief description (optional).

e Management Access Point Host Name/IP:  Enter the IP address of the Session Manager
management interface.

In the Security Module section, enter the following values:
e SIP Entity IP Address: Should be filled in automatically based on the SIP Entity
Name. Otherwise, enter IP address of Session Manager
signaling interface.

e Network Mask: Enter the network mask corresponding to the IP address of
Session Manager.

e Default Gateway: Enter the IP address of the default gateway for Session
Manager.

Use default values for the remaining fields. Click Save (not shown) to add this Avaya Aura®
Session Manager. The screen below shows the Avaya Aura® Session Manager values used for
the compliance test.
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AVAyA Avaya Aura® System Manager 6.1 Help | About | Change Password | Log off

admin

Session Manager = Home

Session Manager 'l Home /Elements [/ Session Manager / Session Manager Administration- Session Manager
Administration

Dashboard

Help ?

Session Manager

Administration View Session Manager

Communication Profile

Editor General | Security Module | NIC Bonding | Monitoring | CDR | Personal Profile Manager (PPM) - Connection Settings
5 . Event Server
Network Configuration Expand All | Collapse All
Device and Location
. . General ®
Configuration .
Application SIP Entity Name HG Session Manager
Configuration Description Lab-HG SM
System Status Management Access Point Host

Name /TP 172.16.5.31

System Tools
Direct Routing to Endpoints Enable

Security Module =

SIP Entity IP Address 172.16.5.32
Network Mask 255.255.255.0
Default Gateway 172.16.5.254
Call Control PHB 45
QOS Priority &
Speed & Duplex 2uto
VLAN ID
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7. Configure the Avaya Session Border Controller for
Enterprise.

This section describes the required configuration of the Avaya SBCE to connect to CenturyLink
BroadWorks SIP Trunk service. This configuration is done in two stages. The first part or initial
configuration is done via the Provisioning Script, which requires a serial connection between a
terminal device and the Console port of the Avaya SBCE.

Once the Avaya SBCE is provisioned and ready to be used on the IP network, the remainder of
the configuration is accomplished using the Avaya SBCE web interface.

It is assumed in these Application Notes that the Avaya SBCE contains no previous
configuration, and it is being provisioned for the first time.

7.1. Provisioning Script
Use the following procedure to establish the initial serial connection to the Avaya SBCE:

e (Connect a DB9 serial communications cable from a PC or terminal device to the Console
port in the back of the Avaya SBCE.

e Configure the communications parameters of the terminal program in the PC, like
HyperTerminal or Putty, to the following settings: Baud rate: 19200, Data Bits: 8,
Stop Bits: 1, Parity: None

e Apply power to the chassis.

Once power has been applied to the Avaya SBCE, a series of scripts run automatically preparing
the chassis to be configured. The provisioning process is ready to be completed when the prompt
Press ENTER to continue... is displayed. Press the ENTER key.

The Top Level Provisioning Screen is displayed. Use the arrows to select UC-Sec
Configuration and press ENTER.

—| Chooze Zection I—

Chooze Zection

C—%3ec Configuration
TC-3ec Operations
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The Provisioning screen is displayed (not shown). Select Installation Type. Press Select.

In our test scenario, both the SBC (UC-Sec) and the Element Management System (EMS) reside
in the same server. Select EMS+UC-Sec for a single box installation. Click OK.

4| Installation Type |—

Choose bhetween TC-5ec Only or Single
Eox installation

TC-3ec
EMS+TC-Sec

On the next screen, the EMS+UC-Sec Provisioning screen, select EMS+UC- SEC Appliance
Configuration. Press Select.

4| Choose Section I—

Chooze Section

Installation Type

EHS+UC—SEE Appliance Configuration
Managemwment Interface Setup

Custom Routes

Self-Signed Certificate
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Enter the required information into the appropriate fields. Click OK.

——————4 UC-323ec+EM3 Appliance Configuration F———————

Configure 3ingle EBox Appliance

EMZ Appliance MName

Domain Suffix (Optional)
Li=st of DN3 Servers

NTP ZSerwver IP Address [ipvd)

In the same EMS+UC-Sec Provisioning screen previously shown (shown below), select
Management Interface Setup and press Select.
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Select the M1 Management Device, and enter the IP address, Netmask and Gateway to be used
to manage the Avaya SBCE on the network. Click OK.

I Hanagement Interface Zetun I

Hanagemwent Dewvice

Management IP hddre=ss [(ipvd)
Managemwent Network HMask
MHanagemwent Gateway IF Address [(ipwvd)

Press Back at EMS+UC-Sec Provisioning screen. This will bring up the Top Level Provisioning
screen. Select Done.

4| Chooze Zection I—

Choose Section

Installation Type

EM34+TC-5ec Appliance Configuration
Management Interface Setup

Custom Foutes

At this point the initial configuration is complete and the Avaya SBCE is ready to be
administered via the browser through the Management Interface.

7.2. Install Device

Log on to the Avaya SBCE web interface by pointing a browser to the previously configured
management interface address. For the Compliance Test, this was https://172.16.5.70. Click the
UC-Sec Control Center box. Log in using the proper credentials (the GUI default password for
the account “ucsec” is “ucsec”). Once in the UC-Sec Control Center home page, on the left hand
side navigation panel select System Management. Select the Installed tab.
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After the Avaya SBCE has been initially installed and connected to the network, it will show the
status of Registered. In addition, the Install Device icon, (right arrow on the screen capture
shown below), is displayed only for the devices which have not yet been configured.

UC-Sec Control Center @ S|pera
Welcome ucsec, you signed in as Admin. Current server time iz 1:16:39 PM GMT Systems
@ Alarms Incidents uﬂ Statistics j Logs ? Diagnostics m Users m Logout @ Help
5 uc-sec Cantrol Center
@ welcome
o Administration
L] packup/Restare Installed | | Updates
> 2 Gloal Parameters serialNumber | version | satws | || || |||
» 2 Global Frofiles $8_172_16_5_70 IPCS31020132 405002 @ Registered mEBOEa X
> 2 BIP Cluster

> | Domain Policies

> [ Device Specific Seftings
> |2 Troubleshoaoting

> 2 TLS Management

> [ IM Logging

Click the Install Device icon (right arrow on the screen capture shown above).
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On the Installation Wizard that follows, fill in the required information for the Appliance Name,
DNS servers and the Private (A1) and Public (B1) interfaces of the Avaya SBCE as shown. Click
Finish when done.

For the Public (B1) interface, enter the public IP address (outside address), Netmask and
Gateway.

Installation Wizard

FPhores ~
& ; 3—@—‘ Call

@ Intsmakih e e iv::
SIP 99912

Device Settings DN S Configuration
Appliance Name [Sipera | Primary 192.168.10.102 Ex 2022011921
High Awailability (HA) r

Secure Channel Type # Mone  DMZ ~ Core |

= Nebwork Settings -

Alleast one address is requined. Netmask and subnel must e cOmMmon across the same interface,

I FublicIP MHetmask Gatewa) interface  DNS Client
sddress#1 (17216571 17216571 | |2552552550 | [172.165.254 | a1~ 5
sdress®z (11111111187 [iL111111.189 [55255255193 [11.111.111129] [B1 = c
Address 3 | | | 2552552550 I | W -
hddress w4 | | | | less2sszsso | | | A1 » c
Address #5 | | [2552552550 | | | a1 » c

The last screen in the Wizard is a basic reminder of topics that need to be visited in order to
complete the configuration. It can be closed at this point.

Installation Wizard

Installation is now complete, please configure the following items in order to get your UC-5Sec up and running. Clicking on any of the links
below will take you to the corresponding configuration page for that item.

+ Server Configuration
» Nedia Interface

« Signaling Interface
#+ SIP Cluster

» End Point Flows
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7.3. Global Profiles

The Global Profiles Menu, on the left navigation pane, allows the configuration of parameters
that affect all the devices under the EMS control.

7.3.1. Server Interworking

Interworking Profile features are configured to facilitate interoperability of implementations
between enterprise SIP-enabled solutions and different SIP trunk service providers.

Several profiles have been already pre-defined and they populate the list under Interworking
Profiles on the screen below. If a different profile is needed, a new Interworking Profile can be
created, or an existing default profile can be modified or “cloned”. Since modifying a default
profile is generally not recommended, for the test configuration the default avaya-ru profile was
duplicated, or “cloned”, and then modified to meet specific requirements.

On the left navigation pane, select Global Profiles = Server Interworking. From the
Interworking Profiles list, select avaya-ru. Click Clone Profile.

UC-Sec Control Center @ Sipera
Welcome ucsec, you signed in as Admin. Current server time is 1:59:59 PM GMT Systems
@ Alarms Incidents | [Ify Statistics =] Logs & Diagnostics |Gl Users @] Logout | @ Help
|2 UC-Sec Control Center Global Profies = Server Interworking: avaya-ru
“os Administration
HBackum’Resmre Interworking Profiles Itis not recommended to edit the defaults. Try cloning or adding a new profile instead.
B8 system Management cs2100 General | | Timers | | URI Manipulation | | Header Manipulation | ‘ Advanced |
> |2 Global Parameters
4 [ Global Profiles avaya-ru FET—— ~
G tlings =
@ Domain Do3 0CS-Edge-Server
(G Fingerprint Record Routes BOTH
cisco-ccm
Topology Hiding: Change Call-ID Mo
€3 Phone Interwarking cups
f’ﬁ Media Farking Call-nfo MNAT Mo
i Sipera-Halo
;:E Routing ) Change Max Forwards Yes
& Server Configuration OCS-FrontEnd-Server
&5 Subscriber Profiles Include End Point IP for Context Lookup Mo
alm Ui Avaya
Topology Hiding 0CS Extensions No
Signaling Manipulation
&% URI Groups AVAYA Extensions Yes
[»
D SIP Cluster NORTEL Extansions No
> | Domain Policies
> [ Device Specific Seftings SLiC Extensions Mo
> 3 Troubleshaoting Diversion Manipulation Mo -
> [ TLS Management
> 2 IM Logging Metaswitch Extensions Mo
Reset on Talk Spurt Mo
Reset SRTF Context on Session Refresh MNa =
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Enter the new profile name in the Clone Name field. Click Finish.

Profile Mame

Clone Mame

Clone Profile

dvaya-ru

Avaya |

For the newly created Avaya profile, click Edit (not shown) at the bottom of the General tab
Verify that for Hold Support, RFC2543 is selected.

e Verify that 3xx Handling and Diversion Header Support are selected.
e [eave other fields with their default values.
e Click Next.
Editing Profile: Avaya %
° mMone
Hold Support ¢ RFC2843-c=0.000
" RFC3264 - g=sendonly
180 Handling & Mone  SDP O Mo SDF
181 Handling & pone ¢ SDP O Mo SDP
182 Handling & Mone © SDP O Mo SDP
183 Handling # Mone  SDP ¢ Mo SDF
Refer Handling [
Fa Handling [w
Diversion Header Support v
Delayed SOF Handling [
T.28 Support [
URI Scheme f« SIP  TEL © AMNY
i
Wia Header Farmat RFL-3261
" RFC2543
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Click Finish on the Privacy and DTMF tab.

x|

Editing Profile: Avaya

Privacy Enabled I
Uzer Mame | |
P-Asseted-ldentity N
P-Freferred-ldentity -

Privacy Header | |

DTMF

DTMF Support f¢ Maone © SIPMNOTIFY  SIPINFO

The following screen capture shows the newly added Avaya Profile.

@) Logout (@ Help

[ I # Disgnostics | [B users
|5 Uc-Sec Contral Center Inte;

Sivielcome Add Profile Rename Profile Clone Profile Delete Profile

¢ Administration

H Backup/Restore Interworking Profiles Click here to add a description.

8 systern Management £s2100

b ) Global Parameters General | ‘ Timers | ‘ URI i i | ‘ Header i i | ‘ |
4 12 Glohal Profiles avaya-ru ~
anmainpos 0CS Edge Server B Handling Yes
%' Fingerprint " Diversion Header Support Yes
a2 Server Interworking cisco-ccm
ﬁ?Phane \ntework\ng cups Delayed SDF Handling Mo
& Media Forking . 138 Support -
B Routing Sipera-Halo
i Server Configuration 0CS-FrontEnd-Server URI Scheme 1
£& Subscriber Profiles n e —

7|ETapuIagy Hiding

gtanzling Maripuiain

3 Qg;%i:s;fups Privacy Enabled Mo
I Domain Palicies T —

) Device Specific Settings

b 1 Troubleshooting P-Assertad-Identity Mo
P LS Management P-Preferred-ldentty Na

P IM Logain,
paing Privacy Header

DTMF

DTMF Support MNone

2]

7.3.2. Routing Profiles

Routing profiles define a specific set of routing criteria that are used, in conjunction with other
types of domain policies, to determine the route that SIP packets should follow to arrive at their
intended destination.
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Two Routing Profiles were created in the test configuration, one for inbound calls, with Session

Manager as the destination, and the second one for outbound calls, which are sent to the Service
Provider SIP trunk.

To create the inbound route, from the Global Profiles menu on the left-hand side:
e Select Routing.
e Select Add Profile.
e Enter Profile Name: Route to SM.
e Click Next.

Routing Profile

Frofile Mame |F'.-:- ute to_SHM |

Hext

On the next screen, complete the following:

e Next Hop Server 1: 172.16.5.32 (Session Manager IP address)
e Check Routing Priority Based on Next Hop Server
e QOutgoing Transport: TCP

Click Finish.

Edit Routing Rule ]

Each URI group may only be used once per Routing Profile.

LRI Graup

Mext Hop Server 1 |1F2_1E_E_32 | IP, IP:Port, Domain, or Demain:Port

Mext Hop Server 2 | | IP, IP:Port, Domain, or Domain:Port

v Routing Pricrity based on Mext Hop Server
[~ Use Mext Hop for In Dialog Messages
[ lgnore Route Header for Messages Outside Dialog

[ MNAPTR [ SRV

Qutgoing Transport - TLS= * TCP " UDP
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The following screen shows the newly added Route_to_SM Profile.

UC-Sec Control Center

‘Welcome ucsec, you signed in as Admin. Current server time is 9:48:49 AM GMT
@@ Alarms Incidents | [ Statistics | =] Logs # Diagnostics B users

I Uc-sec Control Center
&) Welcome
Lo Administration
(& BackupRestore
B8 systern Management
» |2 Global Parameters
4 |3 Global Profiles
B Domain Dos
15 Fingerprint
B server Interworking
€3 Prone Interworking
&% Wedia Forking
;"; Routing
 Server Configuration
&2 Subscriber Profiles
"IUTUDEllUgy Hiding
Signaling Manipulation
33 URI Groups
> | SIF Cluster
> |2 Domain Policies
> |20 Device Specific Settings
» | Troubleshooting
> [ TLS Management
> (2 IM Logging

Global Profiles > Routing: Route_to_SM

Add Profile
Routing Profiles

default
Route to SM
Route_to_SP

Routing Profile

Rename Profile Clone Profile Delete Profile

Click here to add a description.

@) Sipera

Systems

] Logout | i@ Help

L1~

Next Hop Next Hop "u?:
Server1 Server 2 L
Priot

17216.5.32

Kt Next | lgnore )

p | NAPTR Hopin| Route ?:I?s““?t

rity Dialog | Header po
- r T e

Add Routing Rule

Similarly, for the outbound route:
e Select Add Profile.

e Enter Profile Name: Route_to_SP

e C(Click Next.

e Next Hop Server 1: 222.222.222.247:6003 (service provider SIP Proxy IP:Port).

e Check Routing Priority Based on Next Hop Server

e QOutgoing Transport: UDP
e C(Click Finish
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Edit Routing Rule

Each URI group may only be used once per Routing Profile.

v Routing Pricrity based on Mext Hop Server !

[~ Use Mext Hop for In Dialog Messages
[ lgnore Route Header for Messages Cutside Dialog

[ MAPTR [ SRV

Qutgoing Transport T TLS " TCP

Hext Hop Routing

LRI Group * V|
Mext Hop Server 1 |222_222_222.2-‘-?:ED03 | IP, IP:Port, Domain, or Domain:Port
Mext Hop Server 2 | | IP, IP:Port, Domain, or Domain:Port

(+ LIDP

X

The following screen capture shows the newly added Route to_SP Profile.

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 9:52:10 AM GMT

I UC-Sec Control Center
) welcome
. Administration
[‘5‘] Backup/Restore
ﬂ Systermn Management
|2 Global Parameters
4 |2 Global Profiles
E Domain Dos
£ Fingerprint
‘ Server Interworking
@ Phone Interworking
{‘i IMedia Forking
T Routing
& Server Configuration
L8 Subscriber Profiles
als Topalagy Hiding
- Signaling Manipulation
£ URI Groups
I [ 8IP Cluster
|2 Demain Palicies
I |2 Device Specific Settings
) Troubleshooting
2 TLS Management
) IM Logging

@ Alarms Incidents | [Ifj Statistics = =] Logs 3 Diagnostics | [ Users

Global Profiles > Routing: Route_to_SP

& Logout @ telp

Rename Profile Clone Profile Delete Profile

Click here to add a description.

defaut | Routing Profile |
Route_to_ S
Route_to_SP

Next Hext | lgnore -
Priority | URIGroup | NextHop Server 1 "S:ﬂe"r"; Hop | NAPTR Hopin| Roule ?:::'"?l
Priority Dialog | Header| ol
: rrr ~  UuDP 2

Add Routing Rule

2002222222 2476003 — v

7.3.3. Server Configuration

Server Profiles should be created for the Avaya SBCE’s two peers, the Call Server (Session
Manager) and the Trunk Server or SIP Proxy at the service provider’s network.

To add the profile for the Call Server, from the Global Profiles menu on the left-hand navigation
pane, select Server Configuration. Click Add Profile and enter the profile name: Session

Manager.
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On the Add Server Configuration Profile screen:

HG; Reviewed:
SPOC 6/21/2012

Select Server Type: Call Server

IP Address: 172.16.5.32 (IP Address of Session Manager Security Module)

Supported Transports: Check TCP

TCP Port: 5060
Click Next

Add Server Configuration Profile - General [

Server Type | Call Server

9

IP Addresses/ Supported FQDMNs

Comma zeperated list

172.18.5.32

v TCP
Supported Transports [ UDP

 TLS
TCP Port £050 |
UDP Port | |
TLS Port | |

3

Click Next on the Authentication tab.
Click Next on the Heartbeat tab.

On the Advanced tab, select Avaya from the Interworking Profile drop down menu.

Leave the Signaling M anipulation Script at the default None.

Click Finish.
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Add Server Configuration Profile - Advanced [*

Enable DoS Protection
Enable Grooming
Interworking Profile
Signaling Manipulation Script

TCP Connection Type

-
-

| Avaya

v

| MNaone

g

f« SUBID ©° PORTID

MAPPIMNG

The following screen capture shows the General tab of the newly added Session Manager

Profile.

@ Alarms Incidents

nte

[y statistics =] Logs

I3 Uc-Sec Contral Center
@Welcume
= Administration
HBackupJRestore
@System Management
b2 Global Parameters
4 12 Glohal Profiles
EDumain Das
{5 Fingerprint
% Server Interworking
@Phane Interworking
ﬁMed\a Forking
S"%Ruuting
T Server Configuration
£& Subscriber Profiles
7'DTapuIagy Hiding
Signaling Manipulation
£ URI Groups
> I SIP Cluster
> I Domain Policies
v I Device Specific Settings
b1 Troubleshooting
I TLS Management
I IM Logaing

Add Profile

Session Manager

Service Provider

GeneraIH icati H H |

Rename Profile Clone Profile Delete Profile

Serer Tupe
IP Addresses | FODMNs
Supported Transports

TCP Part

Call Server
17216532
TCP
406D
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The following screen capture shows the Advanced tab of the added Session Manager Profile.

©) Sipera

Systems

&, Diagnostics [& users @] Logout (@ Help

(5 Uc-Sec Contral Center
@Welcume

Add Profile Rename Profile Clone Profile Delete Profile
= Administration
[E] BackupiRestore General | Authenticaion | [ |
@ Systern Management Session Manager

# (2 Glabal Praflles Service Pravider Enahle Do Protection r
EDumain Das
5 Fingerprint Enable Graoming -
% Server Interworking
@Phane Interworking
fEMed\a Forking Signaling Manipulation Script Mone

& Routing TCF Cannection Type SUBID
T Server Configuration

£ Subscriber Profiles m
1'DTupqugy Hiding
Signaling Manipulation

25 URI Groups

> I SIP Cluster

> I Domain Policies

v I Device Specific Settings

b1 Troubleshooting

I TLS Management

b1 IM Logaing

Interworking Profile Avaya

To add the profile for the Trunk Server, from the Server Configuration screen, click Add
Profile and enter the profile name: Service Provider.

On the Add Server Configuration Profile screen:
e Seclect Server Type: Trunk Server
o IP Address: 222.222.222.247 (service provider’s SIP Proxy IP address)
e Supported Transports: Check UDP.
e UDP Port: 6003
e C(lick Next
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Edit Server Configuration Profile - General

Semer Type

IF Addresses f Supported FQDRs
Comma seperated list

Suppored Transpors

TCP FPort
UDP Port

TLS Fort

|Trunk SERsEr V|

EI

2P 20202247

[ TCP
v LIDP
[ TLS

6003 |

e C(Click Next on the Authentication tab.
e Click Next on the Heartbeat tab.
e Onthe Advanced tab, select Avaya from the Interworking Profile drop down menu.

Leave other fields with their default values for now, a Signaling Manipulation Script

will be assigned later.
e C(Click Finish.
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The following screen capture shows the General tab of the added Service Provider Profile.

:35:32 PM GMT

@System Management

b2 Global Parameters

4 12 Glohal Profiles
EDumain Das
{5 Fingerprint
% Server Interworking
@Phane Interworking
ﬁMed\a Forking
S"%Ruuting
T Server Configuration
£& Subscriber Profiles
1'DTupqugy Hiding

Signaling Manipulation

25 URI Groups

> I SIP Cluster

> I Domain Policies

v I Device Specific Settings

b1 Troubleshooting

I TLS Management

I IM Logaing

@ a ! Diagnostics
|5 UC-Sec Contral Center
- Administration

Session Manager

Service Provider

©) Sipera

Systems

3] Logout @ Help

[& users

Rename Profile Clone Profile Delete Profile

GeneraIH icati H H |

Serer Tupe Trunk Server
IP Addresses | FODMNs 222232222247
Supported Transports UDP

UDP Port RO03

The following screen capture shows the Advanced tab of the added Service Provider Profile.

UC-Sec Control Center
Wel

in as Admin. Current server time iz 12:36:29 PM GMT

@ Marms Incidents

[Ify Statistics | =] Logs =5 Diagnostics

12 UC-Sec Control Center
@Welnnme
¢ Administration
EEankupIResmre
B system Management
> |2 Global Parameters
4 |3 Global Profiles
EDnmam DoS
&0 Fingerprint
%1 Server Interworking
@thne Interwarking
.*‘aMema Forking
x"gﬂnutmg
g Server Configuration
£ Subscriber Profiles
"'DTnpnlngy Hiding
Signaling Manipulation
2% URI Groups
> I3 SIP Cluster
> | Domain Policies
|2 Device Specific Settings
|2 Troubleshooting
> |2 TLS Management
> |20 IM Logoing

Add Profile

Session Manager

Service Provider

|& users @] Logout @ Help

Rename Profile Clone Profile Delete Profile

General” icati H H |

Enable DoS Protection r

Enable Graoming r

Interwarking Profile Avaya
Signaling Manipulation Script Mane
UDP Connection Type sSuUBID

7.3.4. Topology Hiding

Topology Hiding is a security feature which allows changing several parameters of the SIP

packets, preventing private enterprise network information from being propagated to the un-
trusted public network.

Topology Hiding can also be used as an interoperability tool to adapt the host portion in SIP
headers like To, From, Request-URI, Via, Record-Route and SDP to the IP addresses or domains

expected by Session Manager and the SIP trunk service provider, allowing the call to be accepted
in each case.

For the compliance test, only the minimum configuration required to achieve interoperability on
the SIP trunk was performed. Additional steps can be taken in this section to further mask the
information that is sent from the Enterprise to the public network.
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To add the Topology Hiding Profile in the Enterprise direction, select Topology Hiding from the
Global Profiles menu on the left-hand side:

e Click on default profile and select Clone Profile.
e Enter the Profile Name: Session_Manager.

e Lecave all Replace Action as Auto.

e C(Click Finish.

The following screen capture shows the newly added Session_Manager Profile.

rol Center i
Admin. Curr e is 12:39:50 PM GMT @ S I pera

Systems
@ Marms Incidents
[ Uc-Sec Control Center

@] Logout @ Help

¢ Administration
[@ Backup/Restore Topology Hiding Profiles Click here to add a description.
B3 system Management default —‘
+ [ Glopal Parameters Topology Hiding
a cisco_th_profile
& pomain Dos Session_Manager . P it
& Fingarprint rom omain uto
- gerp Service_Provider
2 Server Intorworking SDP IPiDamain Auto
@thne Interwarking
.*‘aMema Forking Wia IPiDomain Auto
i Routing Ta IP/Damain Auta
‘& Server Configuration
55 Subscriber Profiles ReguestLine IPiDomain Auto
I
=8 Topology Hiding Record-Route IP/Damain Auto
Signaling Manipulation
2% URI Groups m
> |2 SIP Cluster
> |2 Domain Policies

> |2 Device Specific Settings
> |2 Troubleshooting

> |2 TLS Management

> |3 M Logaing

To add the Topology Hiding Profile in the Service Provider direction, select Topology Hiding
from the Global Profiles menu on the left-hand side:

e C(lick on default profile and select Clone Profile.

e Enter the Profile Name: Service_Provider.

e For the From header, chose Overwrite from the pull-down menu under Replace Action,
enter the domain name for the Service Provider under Overwrite Value.

e For the To header, chose Overwrite from the pull-down menu under Replace Action,
enter the domain name for the Service Provider under Overwrite Value.

e For the Request-Line header, chose Overwrite from the pull-down menu under Replace
Action, enter the domain name for the Service Provider under Overwrite Value.
e Click Finish.
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Edit Topology Hiding Profile

|Frum V| |IF","DDma|n V| |Clverwr|te V| |hsu:uftnclahnet
| SDP v| |[IPDomain - v Ao v| |

Via v| |IPDomain v/ |Auto v |

|TD V| |IF’,"DDmain V| |Dverwrite

hd | |bsof‘t.nc.labnet

| Fequest-Line

v| | IP/Domain

“ | | Cherwrite

w | |hsaf‘t.nc.lahnet

| Fecord-Route

v| | IP/Domain

V| |Aut|:|

v |

b A S S S

The following screen capture shows the newly added Service Provider Profile.

rol Ce nter

@ Aarms Incidents |]:E| Statistics | =] Logs

[ Uc-Sec Control Center
@Welnnme
.+ Administration
[E]Eankupfﬂesmre

> |2 Global Parameters

4 |3 Global Profiles
EDnmam DoS
&0 Fingerprint
%1 Server Interworking
@thne Interwarking
.*‘aMema Forking
x"gﬂnutmg
& Server Configuration
& Subscriber Profiles
"'DTnpnlngv Hiding

Signaling Manipulation

2% URI Groups

> I3 SIP Cluster

> | Domain Policies

|2 Device Specific Settings

|2 Troubleshooting

> |2 TLS Management

> |20 IM Logoing

m Users

@] Logout @ Help

Topology Hiding Profiles Click here to add a description.

default Topology Hiding

cisco_th_profile

Session_Manager From IPiDomain Owerwrite hsoftnelabnet

Service_Provider
S0P IFiDamain Auto
Wia IPiDomain Auto
Ta IFDamain Cwenirite hsoftnelabnet
Reqguest-Line IPiDomain Cwerwrite bsoftnc.labnet
Record-Route IFDamain Auto

7.3.5. Signaling Manipulation

The Avaya SBCE is capable of doing header manipulation by means of Signaling Manipulation
(or SigMa) Scripts. The scripts can be created externally as a regular text file and imported in the
Signaling Manipulation screen, or they can be written directly in the page using the embedded
Sigma Editor. For the test configuration, the Editor was used to create the script needed to handle
the header manipulation described above.

For more information on the structure of the SigMa Scripting Language and details on its use,
see [13].

From the Global Profiles menu on the left panel, select Signaling Manipulation. Click on Add
Script to open the SigMa Editor screen. On the Title, enter Remove_Unwanted_Headers.
Enter the script as shown on the screen below:
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Options
’7Title |Remove_UnWantad_Headers

within session "AILL"™

{

act on reguest where $DIRECTICN="OUTBEOUND" and %ENTRY POINT="PO3T_ROUTING™
{

// Remove unwanted Headers

[T - AT, QTS P S

remove ($HEADERS["Alert-Info™] [1]):
2 remwove ($HELDERS["X-nt-el6d4-clid™][1]):
10 remove ($HEADERZ["History-info™][1]):

11

1z // Remove unwanted mimes from the body.

13

14 // The SBC will not remove the SDP MIME, so "x-nt-modn-frag-hex"™ = $BODY[1]
15 // After "x-nt-medn-frag-hex™ is removed, "x-nt-esnS-frag-hex™ moves up one...
16 // %o the same command removes "x-nt-esnS-frag-hex™.

17 // ind so on (e.d.,"x-nt-epid-frag-hex").

]

19 remove ($BODY[1]) ;
20 remove ($BODY[1]) ;
21 remove ($BODY[1]) ;

zZ3 H
24}

@] Logout @ Help

@ Marms Incidents
[ Uc-Sec Control Center

[y statistics

@Welnnme

¢ Administration

- Backup/Restare

4 Systern Management

> |2 Global Parameters

4 |3 Global Profiles
EDnmam DoS
&0 Fingerprint
%1 Server Interworking
@thne Interwarking
.*‘aMema Forking
x"gﬂnutmg
‘& Server Configuration
&5 Subscriber Profiles
"'DTnpnlngy Hiding

Signaling Manipulation

25 URI Groups

> |2 SIP Cluster

> |2 Domain Policies

> |2 Device Specific Settings

> |2 Troubleshooting

> |2 TLS Management

> |3 M Logaing

Upload Script
Add Seript

Signaling Manipulation Scripts

Remove_Unwanted_Headers

Downioad Seript Clone Script Delete Script

Click here to add a description.

Signaling Manipulation

within session "ALL™

{
act on request wvhere $DIRECTION="OUTBOUND™ and $ENTRY_POINT="POST_ROUTING"

/4 Remove unwanted Headers

renove (SHEADERS["Alert-Info"][1]]:
remove ($HEADERS [ "X-nt-e164-c1id"1[1]);
remove [YHEADERS [ "History-info"][1]]:

/4 Remove unwanted mimes frowm the body.

4/ The SEC will not remove the SDP NIME, so "x-nt-mcdn-frag-hex” = 3BODV[1]
// After "x-nt-modn-frag-hex” is remowed, "x-nt-ssnS-frag-hex” moves up one...
#/ S0 the same command removes "x-nt-esnS-frag-hex'”.

4/ Bnd so on (e.q.,"x-nt-epid-frag-hex”).

remowe (SBODV[1])
rewove ($BODY[L1]) 2
remowe (SBODV[1])

}
}

After the Signaling Manipulation Script is created, it should be applied to the Service Provider

Server Profile previously created in Section 7.3.3.

Go to Global Profiles > Server Configuration - Service Provider > Advanced tab > Edit.
Select Remove _Unwanted_Headers from the drop down menu on the Signaling Manipulation
Script field. Click Finish to save and exit.
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Edit Server Configuration Profile - Advanced [

Enable DoS Protection B

Enahle Grooming B

Interwaorking Profile | Ausaya

v

Signaling Manipulation Script | Femowve_Unwanted_Headers V|

LIDF Connection Type & SUBID O PORTID  MAPPING

The following screen capture shows the Advanced tab of the previously added Service Provider
Profile with the Signaling M anipulation Script assigned.

@ Marms Incidents
[ Uc-Sec Control Center

S welcome Add Profile Rename Profile Clone Profile Delete Profile
. Administration
[L] BasiunRestore General | | Auhenticaton || I |

Syalem Management
> |2 Global Parameters
4 |3 Global Profiles

Session Manager

Service Provider

EDnmam DoS
&0 Fingerprint
%1 Server Interworking
@thne Interwarking
.*‘aMema Forking
x"gﬂnutmg
g Server Configuration
£ Subscriber Profiles
"'DTnpnlngy Hiding
Signaling Manipulation

2% URI Groups

> I3 SIP Cluster

> | Domain Policies

|2 Device Specific Settings

|2 Troubleshooting

> |2 TLS Management

> |20 IM Logoing

Enable DoS Protection
Enahle Grooming

Interwarking Profile

Signaling Manipulation Script

UDP Connection Type

-
-

Avaya

Remove_Unwanted_Headers

suUBID
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7.4. Domain Policies

Domain Policies allow configuring, managing and applying various sets of rules designed to
control and normalize the behavior of call flows, based upon various criteria of communication
sessions originating from or terminating in the enterprise.

7.4.1. Media Rules

For the compliance test, the default-low-med Media Rule was used.

©) Sipera

Systems

@] Logout (@ Help

e is 1:19:25 PM GMT

&, Diagnostics

@ a

[ UC-5ec Contral Center

[& users
ned

-

- Administration
H Backup/Restore Media Rules .
S Systern Management default-lov-med Media NAT | | Media Encryption | [ Media Anomaly | | Media Silencing | | Media QoS | [ Turing Test |
» 1L Global Parameters
> [ Global Profiles default-low-med-enc
. 3 81P Cluster deraut igh |
4 |3 Domain Policies Media NAT Learn Media IP dynamically
[ Application Rules tefault-high-enc
|48 Border Rules avaya-low-med-enc m
Bl Wedia Rules

[} Security Rules
' Signaling Rules
2 Time of Day Rules
= End Point Policy Groups
{i Session Policies
» I Device Specific Settings
» I Troubleshaoting
1L TLS Management
I IM Logaing

7.4.2. Signaling Rules

Signaling Rules define the actions to be taken (4llow, Block, Block with Response, etc.) for each
type of SIP-specific signaling request and response message. They also allow the control of the
Quality of Service of the signaling packets.

The Alert-Info, P-Location and P-Charging-Vector headers are sent in SIP messages from the
Session Manager to the Avaya SBCE and to the Service Provider’s network. These headers
should not be exposed external to the enterprise. For simplicity, these headers were simply
removed (blocked) from both requests and responses for both inbound and outbound calls.

A Signaling Rule was created, to be later applied in the direction of the Enterprise or the Service
Provider. To create a rule to block the Alert-Info, P-Location and P-Charging-Vector headers
coming from Session Manager from being propagated to the network, in the Domain Policies
menu, select Signaling Rules:

e C(Click on the default Signaling Rule.

e Click on Clone Rule.
Enter a name: Service_Provider. Click Finish.
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Clone Rule
Fule Hame default
Zlone Mame Service Provider

%

Select the Request Headers tab of the newly created Signaling Rule.

To add the Alert-Info header:

Select Add in Header Control
Header Name: Alert-Info
Method Name: INVITE

Header Criteria: Forbidden
Presence Action: Remove Header
Click Finish

To add the P-Location header:

Select Add in Header Control

Check the Proprietary Request Header box
Header Name: P-Location

Method Name: INVITE

Header Criteria: Forbidden

Presence Action: Remove Header

Click Finish

To add the P-Charging-Vector header:

Select Add in Header Control

Check the Proprietary Request Header box
Header Name: P-Charging-Vector
Method Name: INVITE

Header Criteria: Forbidden

Presence Action: Remove Header

Click Finish
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The following screen capture shows the Request Headers tab of the Service Provider Signaling
Rule.

rol Center

dents [|f Statistics =] Logs

@ Alarms I

[ Uc-Sec Control Center 1
.+ Administration
[@ Backup/Restore Signaling Rules Click here to add a description.

B System Management defautt S—
General | | Requests || Responses Response Headers | | Signaling QoS
> |2 Global Parameters | ‘ a | ‘ Li | ‘ Request Headers | ‘ L | ‘ 4 90 ‘
> [ Global Profiles No-Content-Type-Checks
55 custer Service Pravier
4 |5 Domain Policies
0 Anplicston Rulss [Row] __Header Name | Hethod Name | _Header Crteria__|___Action __|_Proprietary | _Direction | _| |
|5 Border Rules 1 Alert-Info INVITE Forbidden Remaove Header Mo In Edr
F!:IemasuRlels 1 P-Charging-Vector INVITE Forbidden Remaowe Header itee In F X
| Security Rules
' Signaling Rules 3 P-Location INVITE Forhidden Remove Header Yes N P X
L2 Time of Day Rules

= End Point Palicy Groups
{) Session Palicies

> |2 Device Specific Settings

> |2 Troubleshooting

> |2 TLS Management

> |3 M Logaing

Select the Response Headers tab.

To add the Alert-Info header:
e Select Add in Header Control

e Header Name: Alert-Info

e Response Code: 200

e Method Name: INVITE

e Header Criteria: Forbidden

e Presence Action: Remove Header
e Click Finish

To add the P-Location header:
e Select Add in Header Control.
e Check the Proprietary Request Header box
e Header Name: P-Location
e Response Code: 200
e Method Name: INVITE
e Header Criteria: Forbidden
e Presence Action: Remove Header
e Click Finish

To add the P-Charging-Vector header:
e Seclect Add in Header Control.
e Check the Proprietary Request Header box
e Header Name: P-Charging-Vector
e Response Code: 200
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e Method Name: INVITE

e Header Criteria: Forbidden

e Presence Action: Remove Header
e C(Click Finish

The following screen capture shows the Response Headers tab of the Service Provider
Signaling Rule.

@ Alarms Incidents  [Jf Statist
(5 Uc-Sec Contral Center

©) Sipera

Systems

@] Logout (@ Help

- Administration
H Backup/Restore Signaling Rules Click here to add a description.
@System Management default - —
> ) Global Parameters General H Requests H Responses H Request Headers H Response Headers H Signaling QoS ‘
> [ Global Profiles Ho-Content-Type-Checks
4 |2 Domain Policies — =
[ Application Rules m Response Code | Method Name | Header Criteria m Proprietary m.
|8, Border Rules 1 Alertinfo 00 INVITE Forhidden Remove Header Mo In P X
=] Media Rules 2 P-Charging-Vestor 200 INVITE Forbidden Remove Header ‘as IN X
[} Security Rules
' Signaling Rules 3 P-Location 200 INWITE Forbidden Remove Header Yes N EdP .9
2 Time of Day Rules

= End Point Policy Graups
{i Session Policies

» | Device Specific Settings

» | Troubleshooting

» L TLS Management

» I M Logaing

7.4.3. End Point Policy Groups

End Point Policy Groups are associations of different sets of rules (Media, Signaling, Security,

etc) to be applied to specific SIP messages traversing through the Avaya SBCE.

To create an End Point Policy Group for the Enterprise, from the Domain Policies menu, select

End Point Policy Groups. Select Add Group.
¢ Group Name: Enterprise.

Policy Group

Group Name \Enterprise |

e Application Rule: default

e Border Rule: default

e Media Rule: default-low-med

e Security Rule: default-low

e Signaling Rule: Service Provider

e Time of Day: default
e Click Finish.
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Application Rule
Border Rule
Media Rule
Security Rule
Signaling Rule

Time of Day Rule

Edit Policy Set [

| default V|

| default-low-rmed V|

| default-low |

| Serdce Provider v|

e

The following screen capture shows the newly added Enterprise End Point Policy Group.

[ Uc-Sec Control Center
@Welnnme
¢ Administration
EEankupIResmre
B system Management
> |2 Global Parameters
> I Global Profiles
> I3 SIP Cluster
4 |5 Domain Policies
[ Application Rules
|5 Border Rules
[ media Rules
|-} Security Rules
! Signaling Rules
L2 Time of Day Rules
" End Point Policy Groups
{5 Session Palicies
|2 Device Specific Settings
|2 Troubleshooting
> |2 TLS Management
> |20 IM Logoing

@] Logout @ Help

s: Enterp

PO || oy Device. v Detete Groun
Policy Groups Click here to add a description.

default-low
default-low-enc
default-med
default-med-enc
default-high
default-high-enc
0OCS-default-high
avaya-def-low-enc
Enterprise

Service Provider

Hover over a row to see its description.

Policy Group

default default defaulk-low-med default-low Service Provider default & dh

Similarly, to create an End Point Policy Group for the Service Provider SIP Trunk, select Add

Group.

e Group Name: Service Provider.
e Application Rule: default

e Border Rule: default
e Media Rule: default-low-med
e Security Rule: default-low

e Signaling Rule: default

e Time of Day: default
e C(Click Finish.
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Edit Policy Set [

Application Rule default +

Border Rule | default b |

Media Rule | default-low-med hd |
Security Rule | default-low |

Signaling Rule | default b |

Time of Day Rule

The following screen capture shows the newly added Service Provider End Point Policy Group.

C-Sec Control Center @ Sipera
Systems
) 2] Logout @ Help
[ Uc-Sec Control Center Joma cies = End
¢ Administration
[@ Backup/Restore Policy Groups Click here to add a description.
B3 system Management default-low
> |2 Global Parameters Click here to add a row description.
» |2 Global Profiles CEEIH T Policy Group |
> |2 SIP Cluster defauttmed
4 |3 Domain Policies = =
T Avplcation Rules sotaut et enc.
P detautigh | pplication | __Border | __Meda | __Securiyy | Signalig__| _TimeofDay
5 pplication Border Securi Time of D;
[ media Rules m L it 2 .
) Security Rules default-high-enc default default defaulblovemed  defaultlow default default 2
! Signaling Rules 0CS-default-high
L2 Time of Day Rules
" End Point Policy Groups avaya-def-low-enc
{5 Session Palicies Enterprise
|2 Device Specific Settings - -
|2 Troubleshooting Service Provider
> |2 TLS Management
> |20 IM Logoing

7.5. Device Specific Settings

The Device Specific Settings allow the management of various device-specific parameters,
which determine how a particular device will function when deployed in the network. Specific
server parameters, like network and interface settings, as well as call flows, etc. are defined here.

7.5.1. Network Management

The network information should have been previously completed in Section 7.2. To verify the
network configuration, from the Device Specific Menu on the left hand side, select Network
Management. Select the Network Configuration tab.
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© Sipera

ms
@ Alarms Incidents @] Logout (@ Help
(D Uc-Sec Control Center
@ Wielcome
- Administration
[ BackupRestare UC-Sec Devices Network C jon || C
@ Systern Management Sipera
b2 Global Parameters
> [2) Global Profiles Modifications or deletions of an IP address or its associated data require an application restart before taking effect. Application
> 3 5IP Cluster restarts can be issued from System Management.

> I Domain Policies

4 | Device Specific Settings
@Network Management
E_Med\a Interface

i il the i i Save Chi
' signaling Interface e Changes will not take effect until the interface is updated. ave Changes
‘_“' Signaling Farking Clear Changes
P | paawress | pwiep | cwewsy
. Interface
End Paint Flows -.

) Session Flows [17218571 I | [17218.5.284 [[a1 #] %
&L Twa Factor
@Relay Services
b1 Troubleshooting
I TLS Management
I IM Logaing

A1 Metmask A2 Metmask B1 MNetmask B2 Metmask
[2ss.255.2550 255255255192 | |

[111 011011087 il [ [r11a11411020 [[B1 ¥] x

In the event that changes need to be made to the network configuration information, they could
be entered here.

On the Interface Configuration tab, click the Toggle State control for interfaces Al and B1 to
change the status to Enabled. It should be noted that the default state for all interfaces is
Disabled, so it is important to perform this step, or the Avaya SBCE will not be able to
communicate on any of its interfaces.

@ Alarms Incidents
(D Uc-Sec Control Center
@Welcume
= Administration

[ BackupiRestare UC-Sec Devices Netwark C i IS ion |

@System Management Sipera

> (5 Giobal Parareters e wmestteSaw

> I Glohal Profiles 21 Enahled

> I SIP Cluster

> Domain Policies 2 Disabled

4 | Device Specific Settings a1 Enabled
@Network Management
E_Med\a Interface B2 Dizabled
_'Signaling Interface
‘_“' Signaling Farking

i SMP

End Paint Flows
@Sessmn Flows
&L Twa Factor
@Relay Services

b1 Troubleshooting

I TLS Management

I IM Logaing

7.5.2. Media Interface
Media Interfaces were created to adjust the port range assigned to media streams leaving the
interfaces of the Avaya SBCE. On the Private interface of the Avaya SBCE ports range 2048 to

3349 was used. On the Public interface port range 40150 to 40199 was used, matching the port
range specified by the Service Provider.

From the Device Specific Settings menu on the left-hand side, select Media Interface.
e Select Add Media Interface
e Name: Private
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e Seclect IP Address: 172.16.5.71 (Inside IP Address of the Avaya SBCE, toward Session
Manager)

e Port Range: 2048-3349

e C(lick Finish

Add Media Interface %
Marme |F'rivate |
IP Address 17216571 v
Fort Range o048 |-|3mes |
s

e Select Add Media Interface

e Name: Public

e Select IP Address: 111.111.111.187 (Outside IP Address of the Avaya SBCE, toward
Service Provider)

e Port Range: 40150-40199

e C(Click Finish.

Edit Media Interface %
Narme Pubiic |
IP Address [ KRS
Port Range 40150 |- 40199 |
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The following screen capture shows the added Media Interfaces.

@ Marms I

idents

[ Uc-Sec Control Center
@Welnnme
.+ Administration
EEankupIResmre

> |2 Global Parameters

> I Global Profiles

> I3 SIP Cluster

> | Domain Policies

4 |3 Device Specific Settings
@Netwurk Management
EMema Interface

_4' Signaling Interface

IS Signaling Farking

{5 shmpP

End Paint Flows

i Session Flows

& Twa Factor
@Relay Services

|2 Troubleshooting

> |2 TLS Management

> |20 IM Logoing

@] Logout @ Help

gnostics | [ Users
D a

UC-Sec Devices Media Interface

Sipera

Modifying or deleting an existing media interface will require an application restart before taking effect. Application restarts can be

issued from System Management.

Add Media Interface

S T ST S
Private 172164571 2048 - 3348 R
Puhblic T1A11.111.187 40150- 40193 P X

7.5.3. Signaling Interface
To create the Signaling Interface toward Session Manager, from the Device Specific Settings
menu on the left hand side, select Signaling Interface.
e Select Add Signaling Interface:
e Name: Private

e Select IP Address: 172.16.5.71 (Inside IP Address of the Avaya SBCE, toward Session

Manager)

e TCP Port: 5060
e UDP Port: 5060
e Click Finish
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Add Signaling Interface [

Only Cluster TLS is available because no TLS Server Profiles exist. There is no
restriction on non-TLS profiles.

Marre |P'ri'-.fate |
IF Address 17216571 |
TCP Port

Leave blank to disable |5DEEI |
LJDOP Port

Leave blank to disable |5DEEI |
TLS Port | |
Leawe blank to dizable

Cluster TLS r

Onby far use with Cisco S1P Clusters

Enable Stun r

Requires a UDP Fort

e Select Add Signaling Interface:

e Name: Public

e Select IP Address: 111.111.111.187 (Outside IP Address of the Avaya SBCE, toward
the Service Provider)

e TCP Port: 5060

e UDP Port: 5060

e Click Finish
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Edit Signaling Interface

Onby Cluster TLS is available because no TLS Server Profiles exist. There is no
restriction on non-TLS profiles.
Mame Public |
IP Address |_.1B? v
TCZP Port
Leawe blank to disable |5DEEI |
LIDF Fort
Leawe blank to disable |5I:IEI:I |
TLS Port | |
Leawe blank to disable
Cluster TLE r
Only far use with Cisco S1F Clusters
Enable Stun r
Requires a UDP Fort

The following screen capture shows the newly added Signaling Interfaces.

©) Sipera

Systems

@] Logout (@ Help

[& users

@ Alarms
(D Uc-Sec Control Center
@Welcume
- Administration

HBackupJRestore
@System Management
b2 Global Parameters
> I Global Profiles
> I SIP Cluster
> I Domain Policies
| Device Specific Settings
@Network Management
E_Med\a Interface
_' Signaling Interface
‘_“' Signaling Farking
ey SMMP
End Paint Flows
@Sessmn Flows
&L Twa Factor
QRelay Services
b1 Troubleshooting
I TLS Management
I IM Logaing

S

UC-Sec Devices

Sipera

Signaling Interface

[ ne sommor | Toppon | uoeron | Tisrun

Frivate 17218.5.71 5060 S060

Public 111111111 187 &060 406D

1LS Profile | ] ]
EdP

Mone

Mone 2K

7.5.4. End Point Flows

The End-Point Flows allows you to define certain parameters that pertain to the signaling and
media portions of a call, whether it originates from within the enterprise or outside of the

enterprise.

To create the call flow toward the Service Provider SIP trunk, from the Device Specific Settings
menu, select End Point Flows, tab Server Flows. Click Add Flow.
e Name: SIP_Trunk_ Flow
e Server Configuration: Service Provider
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URI Group: *
Transport: *
Remote Subnet: *

Received Interface: Private
Signaling Interface: Public

Media Interface: Public

End Point Policy Group: Service Provider
Routing Profile: Route_to_SM (Note that this is the reverse route of the flow).
Topology Hiding Profile: Service_Provider

File Transfer Profile: None

Click Finish

Flow Marme

Senver Configuration
LRI Group

Transport

Remaote Subnet
Feceived Interface
Signaling Interface
Media Intarface

End Point Policy Group
Routing Profile
Taopalogy Hiding Profile

File Transfer Frofile

Edit Flow: SIP_Trunk_Flow

|SIP_Trurk_Flow

| Service Provider V|

g | [ %]
£

g

Frivate »

Fublic

Fublic

| Serdce Provider V|

|Fi|:|ute_t|:|_5h=1 Vl

| Service_Prowvider V|

Mone +

X

To create the call flow toward the Session Manager, click Add Flow.
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e Remote Subnet: *

e Received Interface: Public
e Signaling Interface: Private
e Media Interface: Private

e End Point Policy Group: Enterprise
¢ Routing Profile: Route_to_SP (Note that this is the reverse route of the flow)
e Topology Hiding Profile: Session_Manager

e File Transfer Profile: None
e Click Finish

Edit Flow: Session_Manager_Flow

Flowy Marme

Senver Configuration
LRI Group

Transport

Remote Subnet
Received Interface
Sianaling Interface
Media Interface

End Foint Policy Group
Routing Profile
Topology Hiding Profile

File Transfer Profile

|Sessinn_Manager_FIDW

| Dession Manager V|

g [ %
4

9

Public =
Frivate «

Frivate »

| Enterprise V|

| Route_to_SF V|

| Dession_Manager V|

Mone +
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The following screen capture shows the added End Point Flows.

@ Alarms Incidents

(D Uc-Sec Control Center
@Welcume
.7 Administration
HBackupJRestore
ﬂsystem Management
I Glohal Parameters
12 Glohal Profiles
1 8IP Cluster
12 Domain Policies
| Device Specific Settings
@Network Management
iH;Med\a Interface
_'Signaling Interface
I3 Signaling Farking
SMMP
End Paint Flows
) Session Flows
s Twa Factor
@Relay Services
D Troubleshooting
b TLS Managerment
b M Logaing

LT T T T

UcC-Sec
Devices

Sipera

[& users

Subscriber Flows ‘ | Server Flows

@) Logout (@ Help

Click here to add a row description.

Server Configuration: Service Provider

End
e Remote | Received | Signaling | Media Point Routing
S U Subnet | Interface | Interface | Interface| Policy Profile
Group
SIP_Trunk_Flow * * * Private Fublic Fublic SEN!EE
Provider

Server Configuration: Session Manager

Remote | Recei
ME

Session_Manager_Flow * Puhblic Frivate Private

Profile

Route_to_SM Service_Prowider Mone

Media E'lljd it Routing Topology 0
nterface cy Profile Profile
Group

Enterprise  Route_to_SF  Session_Manager Mone

Add Flow

s File
Topology Hiding s

Profile

EdPaik

EdPaik
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8. CenturyLink BroadWorks SIP Trunk Service Configuration

To use CenturyLink BroadWorks SIP Trunk service, a customer must request the service from
CenturyLink using their sales processes. The process can be started by contacting CenturyLink
via the corporate web site at http://www.centurylink.com/Pages/Support/ and requesting
information via the online sales links or telephone numbers.

During the signup process, CenturyLink will require that the customer provide the public IP
address used to reach the Avaya SBCE at the edge of the enterprise. CenturyLink will provide
the IP address of the SIP proxy/SBC, IP addresses of media sources and Direct Inward Dialed
(DID) numbers assigned to the enterprise. This information is used to complete the Avaya
CS1000, Avaya Aura® Session Manager, and the Avaya SBCE configuration discussed in the
previous sections.

The configuration between CenturyLink and the enterprise is a static configuration. There is no
registration of the SIP trunk or enterprise users to CenturyLink’s network.
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9. Verification Steps

The following steps may be used to verify the configuration.

9.1. General

Place an inbound/outbound call to/from a PSTN phone to/from an internal CS1000 phone,
answer the call, and verify that two-way speech path exists. Check call display name and number
to ensure the correct info was sent/received. Perform hold/retrieve on calls. Verify the call
remains stable for several minutes and disconnect properly.

9.2. Verify Call Establishment on the CS1000 Call Server

Active Call Trace (LD 80)
Following is an example of one of the commands available on the CS1000 to trace the DN when
the call is in progress or idle. The call scenario involved the CS1000 extension 8005 calling
PSTN phone number 7863311234.
- Login to the Call Server CLI (please refer to Section 5.1.2 for more detail).
- Login to the Overlay command prompt, issue the command LD 80 and then trac 0 8005.
- After the call is released, issue command trac 0 8005 again to see if the DN is released
back to idle state.
Below is the actual output of the Call Server Command Line mode when extension 8005 is in an
active call:

=1d 80
TRAQOD
.trac 0 8005

ACTIVE WTH QOF O 00 03

ORIG YT Q08 0 Q0 03 KEY © SCR MARP CUST © DM 8005 TYPE Z2050PC
SIGMNALLIMNG EMCRYPTIOM: IMNSEC
FAR-EMD SIP SIGMALLIMNG IP: 172.16.21.61
FAR-EMD MEDIA EMDPOIMT IP: 1.1.1.°2 PORT: 5200
FAR-EMD vendorID: Mot available
TERM YWTN Q48 O Q0 10 YTRE IPTI EMER 0 11 QUTGDIMNG WOIP GW CALL
FAR-EMD SIP SIGMALLIMNG IF: 172.16.5.71
FAR-EMD MEDIA EMDPOIMNT IFP: 172.16.5.71 PORT: 2050
FAR-END WendorID: avaya—sSM-6.1.5.0.6815006
MEDIA PROFILE: CODEC G. 711 mMU-Law PAYLOAD 20 ms wWaDh OFF
RFCZB833: R=PT 101 T=PT 101 0pral ol 91786331 N
MAIM_PM ESTD
TALKSLOT ORI 27 TERM 320 JUNCTOR ORIGD TERMO
EES_DATA:
MORE
QUEL  MNONE
CalLL ID O 190

———— ISDM ISL CALL (TERM) ———-

CALL REF # = 3045

BEARER CAP = WOICE

HLZ =

CAalLL STATE = 10 ACTIVE

CAaLLImMG nMo = Z18360MEEE  nuM_PLAN:ELGS TOM:MATIONAL ESHN:NPA

CalLED Mo = 1786331 nuM_FLAN:ELGY TOM:MATIONAL ESMIMPA
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Following is an example after the call on 8005 has been released.

trac O 5005

IDLE wTH Q05 O 00 03 MARF

Following is an example after the call has been released, which shows that there are no trunks
busy.

>1d 32

MPROOO

.stat 0 0

LOOP UMED

.5tat 48 0O

012 UNITECS) IDLE
Q00 UMITES) BUSY
000 UMITES) DSBL
000 UMITECS) MBSY

9.3. Protocol Traces

Wireshark was used to verify the following information for each call:

- RequestURI: verify the request number and SIP domain

- From: verify the display name and display number.

- To: verify the display name and display number.

- Diversion: verify the name and number and reason code.

- P-Asserted-Identity: verify the display name and display number.
- Privacy: verify the “user, id” masking.

- Connection Information: verify IP addresses.

- Time Description: verify session timeout of far end endpoint

- Media Description: verify audio port, codec, and DTMF event description

- Media Attribute: verify specific audio port, codec, ptime, and send/receive ability
- DTMF event and fax attributes.
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Following is an example of a typical capture for a call made from the PSTN (7863311234) to a

CS1000 extension 8005 (DID 3183601234).

Note that IP addresses and telephone numbers have been masked for security reasons.

I - [=]]
File Edt View Go Capture Analyze Statistics Telsphony Tools Inkernals  Help
SBuadee CEXDEIAe+TILIEEIQQAD| @ EMRR
Filter: | sip | Expression... Clear
Ho. Time Source Destination Protocol (Length |Info
08 27.465703 .247 SIP/SDF 985 Request: IMVITE sip:3183o0N. 127 :5060, with session description
00 27.467180 187 SIP 412 status: 100 Trying
103 27. 506418 .187 SIP 1024 status: 180 Ringing
119 31.633422 .187 SIP/SDF 1334 status: 200 oK, with sessi description
120 31.724990 . 247 SIP 659 Request: ACK sip:318360] . 187:5060; Transport=udp; user=phone
767 38.184556 . 247 SIP 607 Request: BYE sip:318360 L 187:5060; Transport=udp; user=phone
760 38.105446 .187 SIP 6094 status: 200 OK
# Frame 98: 985 bytes on wire (7830 bits), 985 bytes captured (7880 bits)
+ Ethernet IT, Src: Adtran_30:cd:78 (00:a0:c8:30:cd:78), Dst: IntelCor_ch:79:91 (00:1b:21:ch:79:91)
+# Internet Protocol version 4, src: .27 (EEEEEEEE.-7), ost: .17 (O . 157)
# User Datagram Protocol, Src Port: 6003 (6003), Dst Port: sip (50600
=l Session Initiation Protocol
+ request-Line: TWWITE sip:3183c0-IN. 157: 5050 S1F,/2.0
= Message Header
+ via: s1r/2.0/uoF N . 247 :6003; branch=29hc4bkpl4ms43068Tghicuozkl. 1
# From: "AVAYA INC NEW"<sip:786331HBGh=oft.nc.labnet;user=phones; tag=50buu3fol-894999433-1333053017453-
+ To: 318360 318360 '<sip:318360llebsof t. nc. Tabnet>
call-Ip: spbuu3fol-6f37f0819h1bbldssf8e76dofel6adac-anlgo2l
4 CSerq: 806577847 INVITE
# contact: <sip:78633 1NN . 22 7:6003; transport=udp>
Allow: ACK,BYE, CANCEL , THFO, TNVITE, OPTIONS, PRACK, REFER, NOTIFY, URDATE
Accept: application/media_control+xml, application/sdp,multipart/mixed
Max-Forwards: 49
Content-Type: application/sdp
Content-bisposition: session;handling=optional
Content-Length: 244
# Message Body
@ Frame (frame), 985 bytes Packets: 817 Displayed: 7 Marked: 0 Dropped: 0 Frofile; DeFault
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Following is the SIP messaging flow of the same call listed above seen from Telephony = VoIP
Calls of Wireshark.

D-Link PCI Fast Ethernet Adapter {Microsoft's Packet Sche...

Camment
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10. Conclusion
These Application Notes describe the procedures necessary to configure SIP Trunk connectivity

between Avaya Communication Server 1000 Release 7.5, Avaya Aura® Session Manager
Release 6.1, Avaya Session Border Controller for Enterprise Release 4.0.5Q02 and CenturyLink

BroadWorks SIP Trunk service as shown in Figure 1.

CenturyLink BroadWorks SIP Trunk service passed compliance testing.
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