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Abstract

These Application Notes describe a sample configuration for the SonicWALL Continuous
Data Protection (CDP) backup solution with Avaya VoiceMail Pro.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe a sample configuration of the SonicWALL Continuous Data
Protection (CDP) backup solution with Avaya VoiceMail Pro. Compliance testing emphasis was
placed on validating the SonicWALL CDP backup solutions capability of backing up and
restoring voicemail messages as well as the Avaya VoiceMail Pro configuration files. The
SonicWALL CDP series has four models of varying drive capacities, CDP 100 = 500GB, CDP
210=1TB, CDP 5040 = 2.25TB and the CDP 6080 = 4.5TB. Being that all of the models have
identical software and features, only the CDP 100 was tested and will be shown in this
document.

1.1. Interoperability Compliance Testing

This document describes the interoperability compliance testing for the SonicWALL CDP
Backup solution with Avaya VoiceMail Pro.

Compliance testing included the following:

Installation of CDP Server
Installation of CDP Agent Tool.
Backups

Restore

Serviceability

The general test approach included installing and configuration of the CDP server and client
software as well as backups and restores.

1.2. Support
Technical Support: http://www.sonicwall.com/us/Support.html

2. Reference Configuration

The configuration in Figure 1 shows an Avaya Telephony Infrastructure using Avaya IP Office
and Avaya VoiceMail Pro integrating a SonicWALL CDP Backup solution.
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2.1. Corporate Headquarters

The Corporate Headquarters consisted of one SonicWall CDP 110, one router, one Avaya IP
Office IP500, two Avaya IP Telephones, one Avaya digital phone, one PC running Avaya IP
Office Manager, Avaya IP Office VoiceMail Pro and SonicWall CDP Backup Client.

Avaya |P Office IP5S00

10.40.40.1 Avaya 1616
one-X Deskphone
A"E‘i';é‘fm Value Edition
Telephone IF Telephone
Woicel
Ext, 30001
Ext, 30002
f=———
— I
= Avaya 3610SW
rout IP Telephone
I Woical
— Ext. 30003

Avaya |P Office Manager, Avaya
VoiceMail Pro & SonicWall CDP
Backup Cliert running on a PC

10,40.40.10
SoniciVall
10404098 | Zhe 1o
Vian100 =1id 100 =10.20
L Viandd =id40 =10.4040024
Figure 1: Sample Network Configuration
TMA; Reviewed: Solution & Interoperability Test Lab Application Notes 3ofl6

SPOC 09/25/2009 ©2009 Avaya Inc. All Rights Reserved. SonicWALL-CDP



3. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment

| Software/Firmware

Avaya PBX Products

Avaya IP Office IP500

42(17)

Avaya [P Office Manager (running on HP
Proliant Server)

6.2 (17)

Avaya Messaging (Voice Mail) Products

Avaya VoiceMail Pro ‘ 4.2 (30)
Avaya Telephony Sets
Avaya 1600 Series IP Telephones Avaya one-X Deskphone Value Edition 1.020
Avaya 5600 Series IP Telephones 8.016
Avaya 2410 Digital Telephone 5.0
SonicWALL Products
SonicWall CDP 110 5.0.3-43
SonicWall CDP backup client 5.0.0.3
MS Products
Microsoft Windows 2003 Server (Running
PC Avaya IP Office Manager, Avaya VoiceMail
Pro and SonicWall CDP backup client.
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4. Configure Avaya IP Office & Avaya VoiceMail Pro

e No SonicWALL CDP specific configuration is required on Avaya IP Office or Avaya
VoiceMail Pro to support this solution.

e [tis assumed that Avaya IP Office and Avaya VoiceMail Pro are already configured.
Consult the Avaya IP Office and Avaya VoiceMail Pro documentation Section 8 [1] for
additional configuration details.

4.1. Configure SonicWALL CDP 110 Configuration

Step | Description

1. | Register the SonicWALL CDP with SonicWALL, Consult the SonicWALL CDP
documentation Section 8 [6] for details.
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Step | Description

2. | Configure the SonicWALL CDP using the built-in web-based Management Tool.

e Using the supplied crossover cable and the computer you are using to administer the
SonicWALL CDP appliance, connect the LAN port of computer to the LAN port on
the back of your SonicWALL CDP appliance.

e Set the computer IP address used to manage the SonicWALL CDP appliance to have
a static IP address of 192.168.168.50.

e Open a Web browser on the computer you are using to administer the SonicWALL
CDP appliance. Enter http://192.168.168.169 (the default IP address of the
SonicWALL CDP appliance) in the Location or Address bar. The SonicWALL CDP
Web management login screen displays.

SONICWALLY | CDP Login

Marne:
Passwiord;

Language: | English %
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Step | Description
3.| The SonicWALL CDP window appears. The following steps refer to the Configuration Tree
which is in the left pane of the window.
(& SonicwALL - administration for 001 7C527E39E &) | - Page v Safety v Toos - @~
SONJCWAL>  Continuous Data Protection Appliance
> System System |
r @ network Status
System Messages / Last Alerts
I Mon Aug 31 10:16:07 2009 ippliance baoted
B Tuefugll14:11:58 2009 appliance booted
Wied Aug 5 11114154 2009 appliance baoted
B Tuelulzl 0752133 2009 appliance baoted
B ed Ul 1 14:01,05 2003 ippliance boated
System Information
Model: COP 110
Serial Number: 0017C527E39E
CcPU: Y14 Esther processor 1000mMHzZ
Total Memory: 438 MB
Up Time: 0 days 1 hours 50 minutes
Version: 5.03-43
08: SonicLinug
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Step | Description
4.| Configure the LAN port IP Address. From the Configuration Tree, click Network -
Settings, under Interfaces, click the Configure icon for eth0. The InterfaceethOSettings
dialog box will appear. Change the IP Address and Subnet Mask to reflect Figure 1
settings. Click OK to continue.
| (& SonicwALL - Administration for 0017CS27E39E | i | | e v Page - Safsty v Tooks - 0-
sgmfyﬁﬁ’ P S —— hllps:l.99![:servlnellnlerfﬂce.csp?nﬂme:elho - Winduwsl|| ?I ?- '
» ; System — Interfaceeth0Settings a
- Ne;:;:qs Settings | »udies 10404099
Connectiviey MT Subnet Mask: 255.255.255.0
m Comiment:
Heme Ok ][ Cancel | [ Help Comment Configure
ethd ¥
Network Routes
Destination Metwork] Configure
default
Add
Host
Marne
Dirnain
Name Servers
Mame Servers Configure
4222 LN ]
[
Search Suffixes  Looee © mtermet fu o) Riome - Configure
MY COMPany Com & ﬁ
Add Delete All b
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Step | Description
5.| Add the default gateway for the LAN. From the Configuration Tree, click Network >
Settings, under Network Routes, click the Configure icon for Default. The Default
Gateway dialog box will appear. Change Default Gateway, 10.40.40.254 was used for
compliance testing. Click OK tab. Click the Accept tab to continue.
(& SonicWALL - Administration for D017CS27E39E b B | = v Page~ Safety - Took - @-
SONICWAL®  Continuous Data Protection Appliance
* I_E System Metwork [
@ peraon Settings
Settings
Connectivity a pro
Interfaces Y
Mame IP Address Pe E E Lﬂ_‘ Comimert Configure
atho 10.40.40.99 €| 10.40,40,59 Iedl Certificats Error | 4 &
Default Gateway
Network Routes
Default Gateway: 10.40.40.254
Destination Metwork Configure
default Ok ‘ ‘ Cancel | | Help
Add
Host
Mame sm
Damain Bexal
Name Servers Done & Iternet R R
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4.2. Configure SonicWALL CDP Client

1. | Install the SonicWALL CDP Client software on the PC running Avaya VoiceMail Pro.
Consult the SonicWALL CDP Client documentation Section 8 [6] for details.
2.| This Step is used to establish a connection from the SonicWALL CDP Client and the
SonicWALL CDP 110 Appliance.
Log into the Avaya VoiceMail Pro PC and select Start 2 Programs - SonicWALL >
SonicWALL Continuous Data Protection > SonicWALL CDP Enterprise Manager.
Click the Manual Connection, enter the IP Address of the SonicWall CDP 110 as shown in
Figure 1, click Connect. Enter the Administrator Password and click Login. The
Enterprise Manager window will appear (not shown). This step is now complete, click the
X box to kill the window.
AEnterprise Manager !El
»"—3 @.
SOHICWAIL Manual Connection
i IP Address:
Enterprise Manager o o 5003
Appliance Mame: 4”6”03'
Adrinistrator Password: |
Laogin Change Appliance M ahual Connection |
Lost Password
Local Archiving Data Restoration
’7 Bestore Fram Local Archive
Click to download the latest COP zoftware and documentation
hittpa: A A, ryzonicwall. cam
€ 2006-2009. SonicWALL. Inc. All Rights Reserved.
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3.| On the PC, select Start 2 Programs = SonicWALL - SonicWALL Continuous Data
Protection 2> SonicWALL CDP Agent Tool to launch the Agent Tool. The Agent Tool
will appear, click Folders to continue.

Aﬁgent Tool [ devconnect ] [ Status ] M=l E3
Ele Wiew Tools Help

@ O 0
Search

Statl,is Folders  Applications

1 Change Appliance ) Add Mew Folder 4 Add Application

9

Help

File Activity Log State: Marmal

SONICWALL> e

Agent Tool 5.0.0.3

Agent Information

Anpliance: devconnect Mame | Start Date | Time | Size | Complete |

File Count: 95
Dizk Used: &1 MB
Digk Avwailable: 409,535 MB

Agent Status

Agent State: Martnal
Upload Gueue: u]

Policy Settings

Palicy Mame: Default Policy
Oifsite Backup: Enabled
Management; Enabiled
Guata: 400 GB
Fitters: Mone set.

Selected File

& 2006-2009, SonichALL, Inc. All Rights
Reserved.

Server Digk Uzed E1 MB Filez 98 5.003
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4.3. Configure SonicWALL CDP Client Backup

1. | Configure the backup folder. From the Folders section of the Agent Tool window, click Add Folder.

Browse for the VoiceMail Pro folder, highlight VoiceMail Pro and click OK to continue. Consult
the SonicWALL CDP Client documentation Section 8 [6] for more details.

Angent Tool [ devconnect ] [ Folders ]

= [=1 E3
File “iew Toaols Help
S8 O D ‘ (%)

Status Folders  Applications Search Help

@l@l-él || Folders

Mame Offsite
Browse For Folder E
Select a folder For backup
B [5) Program Files |
B ) Avaya
H ) 1P Office
() CONFIGFILES
[T Manager

[E] Managerl.1
(=) Monikor

E] Syskern Staktus

£ YMPROCONFIGFILES
(& ¥/ 0icemail Pro
() Wizard

(5 Terminal Emulatar _ILI
4 B

[ ] Folders Make Mew Folder | oK I Cancel |

A
Configure and restore folder backups
4 Add Falder s Bemove Old Versions
.+ &add Commaon Folder » Aemove Deleted ltems

Server Dizk Used O MB Filez O 5.0.0.3
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4.4. Configure SonicWALL CDP Client Restore

Restores can be done for the entire VoiceMail Pro directory in case of a disk failure or individual
mailbox and voicemail messages. The scenario for the following example is to restore an
individual voicemail message. Refer to the SonicWALL CDP Client documentation Section 8
[6] for more details of restoring directories.

*Note:

e Restored files and folders for the VoiceMail Pro directory or individual user
accounts must be restored to a NEW location and then moved into place. System
crash may occur if the files are restored directly.

e Restored individual voicemail messages are not to be restored directly to the

original location and are NOT to be moved back into the original location, System
crash may occur if this is done.

1. | The scenario for the restore is as follows, the owner of extension 30020 deleted a voicemail message

and requested it be restored. Click Folders, browse through the restore folder and highlight the file
being restored, in this case it’s a wav file, click the Restore File Version link, select which version
(not shown) of the file to be restored and click Restore. The Browse for folder window will appear,
select where to restore the file to (*) and select OK.

Angent Tool [ devconnect ] [ Folders ] — O]
File W“iew Tools Help
= B D )
Status Folders  Applications Search Help
D€ C:%Program FileshAwvapatlP Office’Yoicemail Pro\WkMYAccountssExtn30020
Mame | Offsite | Size | Type | Date |
-. 3D0E583F06242580 393ACEDES. . 204 KB WAl 72472009 851 AM
Eij GRTGAMTM TKE TxT 8/13/2009 9:02 AM
ElnTuimy TKBE TXT 8/13/2009 9:02 AM
[El LATIME 1KBE TxT /2372009 503 PM
I:;_] MSGNUM 1vD TT TFAA OO 0BT Ak
E] STATLS Browse For Folder [ 7]

Select a folder to restore CriProgram FilesiawayalIp
Officelvaicemail

ProfWMiAccountsiExtn3002013D0E3583F0624 2566 393ACEE

@ Deskiop

E| My Documents

IJ My Computer

'EJ My Metwork Places
& Recycle Bin

2 avava

| 3DOE3583F0624255839:
Size: 204 KB Date: 752402009 8:51:458 8
Manage And Restore & File
't; Restare File Wersion Make MNew Folder OK Cancel |
», Bemove Old Wersions bz

Server Disk Used 207 MB | Files 3504 | 5003 |
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5. General Test Approach and Test Results
5.1. Test Approach

All test cases were performed manually. The general test approach entailed verifying the
following list:

e Installation of CDP Server

e Installation of CDP Agent Tool.
e Backups

e Restores

e Serviceability

5.2. Test Results

The SonicWALL Continuous Data Protection (CDP) backup solution with Avaya VoiceMail Pro
passed all test cases as described in Section 5.1.

6. Verification Steps

This section provides the steps for verifying The SonicWALL Continuous Data Protection
(CDP) backup solution with Avaya VoiceMail Pro, the verification steps include

Installation of CDP Server

Installed the CDP Agent Tool on the PC that is running Avaya VoiceMail Pro.

Backed up the Avaya VoiceMail Pro directory structure.

Restored:

1. Restored Avaya VoiceMail Pro directory structure

2. Restored individual voicemail message

e Serviceability test included power cycling the SonicWall CDP 110 appliance and make
sure it recovered

7. Conclusion

These Application Notes describe the configuration steps required for integrating the
SonicWALL Continuous Data Protection backup solution with Avaya VoiceMail Pro. For the
configuration described in these Application Notes, the SonicWALL Continuous Data Protection
solution was responsible for backing up and restoration of file/folders on Avaya VoiceMail Pro.
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8. Additional References

The documents referenced below were used for additional support and configuration

information.

This section references the Avaya documentation relevant to these Application Notes. The

following Avaya product documentation is available at http://support.avaya.com

[1] Avaya IP Office 4.2 Installation Manual, Document Number 15-601042

[2] Avaya IP Office 4.2 Embedded Voicemail User Guide, Document Number 15-601067

[3] Avaya IP Office 4.2 Phone Manager User Guide, Document Number 15-600988

[4] Avaya IP Office 4.2 Manager 6.2, Document # 16-601443

[5] Deskphone Value Edition 1600 Series IP Telephones Installation and Maintenance
Guide, Document # 16-601443

The SonicWALL product documentation can be found at

[6] http://www.sonicwall.com/us/support/6832.html
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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