AVAYA

Avaya Solution & Interoperability Test Lab

Application Notes for Configuring a UM-Labs SIP Security
Controller with Avaya IP Office, Avaya Communication
Manager and Avaya SIP Enablement Services— Issue 1.0

Abstract

These Application Notes describe how to configure UM-Labs SIP Security Controllers RC
2100 and EC 4200 between Avaya IP Office as Branch Office and Avaya Communication
Manager and Avaya SIP Enablement Services as Head Office.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe how to configure UM-Labs SIP Security Controllers (SSC)
RC 2100 and EC 4200 between Avaya IP Office as Branch Office and Avaya Communication
Manager (CM) and Avaya SIP Enablement Services (SES) as Head Office. The configuration
described in these Application Notes focuses on UM-Labs SSC’s handling of SIP messages and
RTP between Branch Office and Head Office.

The SIP Security Controllers (SSC) are security gateways for VolP and other applications
running the Session Initiation Protocol. In addition to providing much needed security features,
the UM-Labs SIP Security Controller includes a number of features designed to simplify the
interconnection of VolP Networks and remote SIP users. These functions include local Network
Address Translation (NAT) and the ability to handle far-end NAT traversal without the need to
manage complex firewall configurations or to use additional protocols. UM-Labs SIP Security
Controllers are designed to process all SIP and related traffic crossing a network boundary. In
most cases that network boundary is the perimeter of a corporate network where the controller
handles VolIP calls between the corporate PBX and other networks. These other networks may
include branch offices, remote users and SIP trunk services, or even calls made to and received
from other users over the Internet. The SIP Security Controllers may also be used to interconnect
network segments within a larger organisation or for service provider deployment where the
controllers relay calls between the service provider’s core systems and customer connections.
The SSC includes a hardened operating system, all necessary security software, and a Web
interface for configuration and management. Each model in the range is supplied with multiple
network interfaces. The SIP Security Controller implements security controls at three levels: IP
Network level, Protocol and Application level, and Content level. The UM-Labs SIP Security
Controllers process and validate all SIP messages passing between its connected networks. All
subsequent messages in that transaction are then delivered along the same path according to the
rules specified in the SIP standard. The SSC applies a standard set of routing rules to direct the
calls to the appropriate destination. One of the key functions of the SIP Security Controller is to
protect calls by encrypting both the SIP signaling and the RTP media stream using TLS and
SRTP. If a connecting phone or other device supports either of these encryption protocols, then
the SIP Security Controller automatically encrypts the SIP and RTP messages. This means that if
a remote user has a hardware or software phone that supports standards based encryption, the SIP
Security Controller will automatically encrypt calls to and from that user. All configuration and
management operations are carried out using a simple to use Web GUI.

1.1. Interoperability Compliance Testing

Interoperability compliance testing focused UM-Labs SIP Security Controllers RC 2100 and EC
4200 between Avaya IP Office as Branch Office and Avaya Communication Manager with
Avaya SIP Enablement Services as Head Office. Testing verified point to point and conferencing
calls and in addition, phone features like hold and transfers with SIP trunking were tested. The
transport method used between Avaya and UM-Labs was TCP.
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1.2. Support
Technical support can be obtained at http://www.um-labs.com/

2. Reference Configuration

Figure 1 is a high level network diagram of test configuration of UM-Labs SSC and Avaya
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Figure 1: Network Configuration Diagram
RJ; Reviewed: Solution & Interoperability Test Lab Application Notes
SPOC 7/21/2009 ©2009 Avaya Inc. All Rights Reserved.

SIP Trunk
SIP Phones

Mon SIP Phones
Head Office

Avaya
Communication
Manager
SIP Security
Controller

SIP Enablemsnt
Services

Damain Name
System

30f 52

CM_IPOff_UMLabs



3. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided.

Equipment

Software

S8300 Server

Avaya Communication Manager
5.1.1 SP1
01.1.415.1-16988

Avaya G350 Media Gateway 28.22.0

Avaya SIP Enablement Services SES05.1.1-01.1.415.1
Avaya IP Hard Phones (H.323/SIP) 292040

Avaya IP Office 412 4.2(4)

Avaya Softphones (SIP) SIP R2.1 SP2

Avaya DCP 2.9

UM-Labs SIP Security Controller (RC- 1.2.1-1435

2100 and EC-4200)
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4. Configure Avaya Communication Manager

This section provides the procedures for configuring Avaya Communication Manager. The
configuration page in this section are accessed using Avaya Communication Manager System
Access Terminal (SAT). Log in with the appropriate credentials. The procedures include the
following areas:
e Verify Avaya Communication Manager License
e Administer IP Node Name for Avaya Communication Manager
e Administer Dial Plan
Administer Trunk and Signaling
Administer Routing
Administer AAR
Administer Stations Local and OPTIM
Administer Network Region
Administer Codec Set

4.1. Verify Avaya Communication Manager License

Verify that the Avaya Communication Manager license has proper permissions for features
illustrated in these Application Notes. If not, then contact the Avaya sales team or business
partner for a proper license file.

Using the SAT, verify that the Off-PBX Telephones (OPS) and SIP Trunks features are enabled
on the System-Parameters Customer-Options form. The license file installed on the system
controls these options. If a required feature is not enabled, contact an authorized Avaya sales
representative. On Page 1, verify that the number of OPS stations allowed in the system is
sufficient.

display system-parameters customer-options Page 1 of 10
OPTIONAL FEATURES

G3 Version: V15 Software Package: Standard
Location: 1 RFA System ID (SID): 1
Platform: 6 RFA Modulle ID (MID): 1

USED

Platform Maximum Ports: 44000 141
Maximum Stations: 36000
Maximum XMOBILE Stations: O
Maximum OFF-PBX Telephones - EC500: 100
Maximum OFF-PBX Telephones - OPS: 100
Maximum OFF-PBX Telephones - PBFMC: 100
Maximum OFF-PBX Telephones - PVFMC: O
Maximum OFF-PBX Telephones - SCCAN: O
(NOTE: You must logoff & login to effect the permissio

SOO0OO0OWFr O

changes.)
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On Page 2 of the System-Parameters Customer-Options form, verify that the number of SIP
trunks supported by the system is sufficient.

display system-parameters customer-options Page 2 of 10
OPTIONAL FEATURES
IP PORT CAPACITIES SED
Maximum Administered H.323 Trunks: 2000
Maximum Concurrently Registered IP Stations: 12000
Maximum Administered Remote Office Trunks:
Maximum Concurrently Registered Remote Office Stations:
Maximum Concurrently Registered IP eCons:
Max Concur Registered Unauthenticated H.323 Stations:
Maximum Video Capable H.323 Stations:
Maximum Video Capable IP Softphones:
Maximum Administered SIP Trunks:
Maximum Administered Ad-hoc Video Conferencing Ports:
Maximum Number of DS1 Boards with Echo Cancellation:
Maximum TN2501 VAL Boards:
Maximum Media Gateway VAL Sources:
Maximum TN2602 Boards with 80 VolP Channels: 128
Maximum TN2602 Boards with 320 VolP Channels: 128
Maximum Number of Expanded Meet-me Conference Ports: O

ORPOONOOOOOO
=
o

ONOOOOORrRPROOOOOOFrOC

(NOTE: You must logoff & login to effect the permission changes.)

4.2. Administer IP Node Name

Enter the change node-names ip command and add an entry for the Avaya SES as shown in the
sample configuration screen below. The actual node name and IP address may vary. Submit
these changes.

change node-names ip Page 1 of 2
IP NODE NAMES
Name IP Address
Head Office_SES 10.0.0.12
default 0.0.0.0
procr 10.0.0.10
(3 of3 administered node-names were displayed )

Use "list node-names®™ command to see all the administered node-names
Use "change node-names ip xxx" to change a node-name “"xxx" or add a node-name
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4.3. Administer Dial Plan

Enter the change dialplan analysis command. Add an entry for local ext (extension), dac (dial
access code), and aar (automatic alternate routing) as shown in the screen shot below. Submit
these changes.

change dialplan analysis Page 1 of 12
DIAL PLAN ANALYSIS TABLE
Location: all Percent Full: 2
Dialed Total Call Dialed Total Call Dialed Total Call
String Length Type String Length Type String Length Type
1 3 dac
6 5 ext
8 4 aar

4.4. Administer Trunk and Signaling

Prior to configuring a SIP trunk group for communication with Avaya SIP Enablement Services,
a SIP signaling group must be configured. Enter the add signaling-group 1 command, and add
an entry for Avaya SES as shown below. Submit these changes.

add signaling-group 1 Page 1of 1
SIGNALING GROUP

Group Number: 1 Group Type: sip
Transport Method: tls

Near-end Node Name: procr Far-end Node Name: Head Office_SES
Near-end Listen Port: 5061 Far-end Listen Port: 5061
Far-end Network Region: 1
Far-end Domain: ho.avaya.com

Bypass If IP Threshold Exceeded? n
DTMF over IP: rtp-payload Direct IP-1P Audio Connections? y
IP Audio Hairpinning? n

Enable Layer 3 Test? y

Enter the add trunk-group 1 command and add an entry for Avaya SES as shown below.
Submit these changes.

add trunk-group 1 Page 1 of 21
TRUNK GROUP

Group Number: 1 Group Type: sip CDR Reports: y

Group Name: To_HO_SES COR: 1 TN: 1 TAC: 101
Direction: two-way Outgoing Display? n

Dial Access? n Night Service:

Queue Length: O

Service Type: tie Auth Code? n

Signaling Group: 1
Number of Members: 10
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Enter the add signaling-group 4 command and add an entry for Avaya IP Office as shown
below. Submit these changes.
Note: Far-end Domain is the IP Address of Avaya IP Office.

add signaling-group 4 Page 1of 1
SIGNALING GROUP

Group Number: 4 Group Type: sip
Transport Method: tls

Near-end Node Name: procr Far-end Node Name: Head Office_SES
Near-end Listen Port: 5061 Far-end Listen Port: 5061
Far-end Network Region:1
Far-end Domain: 10.2.0.10

Bypass If IP Threshold Exceeded? n

DTMF over IP: rtp-payload Direct IP-1P Audio Connections? y
IP Audio Hairpinning? n
Enable Layer 3 Test? n
Session Establishment Timer(min): 3 Alternate Route Timer(sec): 6

Enter the add trunk-group 4 command and add an entry for Avaya IP Office as shown below.
Submit these changes.

add trunk-group 4 Page 1 of 21
TRUNK GROUP

Group Number: 4 Group Type: sip CDR Reports: y

Group Name: To_IPOffice COR: 1 TN: 1 TAC: 104
Direction: two-way Outgoing Display? n

Dial Access? n Night Service:

Queue Length: O

Service Type: tie Auth Code? n

Signaling Group: 4
Number of Members: 10
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4.5. Administer Routing

Enter the change route-pattern 1 command and add an entry for Avaya SES as shown. Submit

these changes.

change route-pattern 1 Page 1 of 3
Pattern Number: 1 Pattern Name: HO_SES
SCCAN? n Secure SIP? n
Grp FRL NPA Pfx Hop Toll No. |Inserted DCS/ IXC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1: 1 0 n user
2: n user
3: n user
4: n user
5: n user
6: n user
BCC VALUE TSC CA-TSC ITC BCIE Service/Feature PARM No. Numbering LAR
012M4W Request Dgts Format
Subaddress
1: yyyyyn n rest none
2: yyyyyn n rest none
3: yyyyyn n rest none
4: yyyyynn rest none
5:yyyyyn n rest none
6: yyyyyn n rest none

Enter the change route-pattern 4 command and add an entry for Avaya IP Office as shown.
Submit these changes.

change route-pattern 4 Page 1 of 3
Pattern Number: 4 Pattern Name: TO_IPOffice
SCCAN? n Secure SIP? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1: 4 0 n user

4.6. Administer AAR

Enter the change aar analysis 8 command and add an entry for Avaya IP Office as shown.

Submit these changes.

change aar analysis 8 Page 1 of 2
AAR DIGIT ANALYSIS TABLE
Location: all Percent Full: 2
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqd
8 4 4 1 aar n
9 7 7 254 aar n
n
n
n
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4.7. Administer Stations Local and OPTIM

To create local or non-sip stations. Enter the add station 60001 command and add an entry for
Local Head Office as shown below. Submit these changes.

add station 60001 Page 1 of 6
STATION
Extension: 60001 Lock Messages? n BCC: O
Type: 9650 Security Code: 60001 TN: 1
Port: S00004 Coverage Path 1: COR: 1
Name: HO_ H.323 Phonel Coverage Path 2: CoS: 1

Hunt-to Station:
STATION OPTIONS
Time of Day Lock Table:

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 60001
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english Button Modules: O
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? n

Customizable Labels? y

To create SIP stations, create a local station as shown above and make this local extension as
OPTIM by entering the change off-pbx-telephone station-mapping 60003 command as shown
below and configure it as OPTIM for SIP. Submit these changes

change off-pbx-telephone station-mapping 60003 Page 1 of 2
STATIONS WITH OFF-PBX TELEPHONE INTEGRATION

Station Application Dial CC Phone Number Trunk Config

Extension Prefix Selection Set

60003 OPS - 60003 1 1
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4.8. Administer Network Region
Enter the change ip-network-region 1 command and add entries as shown below. Submit these

changes.

change ip-network-region 1

Region: 1

Page 1 of 19
IP NETWORK REGION

Location: 1 Authoritative Domain: ho.avaya.com

Name: Head Office
MEDIA PARAMETERS
Codec Set: 1
UDP Port Min: 2048
UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority:
Audio 802.1p Priority:
Video 802.1p Priority:
H.323 1P ENDPOINTS
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5

g oo

Intra-region IP-1P Direct Audio: yes
Inter-region IP-IP Direct Audio: yes
IP Audio Hairpinning? n

RTCP Reporting Enabled? y
RTCP MONITOR SERVER PARAMETERS
Use Default Server Parameters? y

AUDIO RESOURCE RESERVATION PARAMETERS
RSVP Enabled? n

4.9. Administer Codec Set

Enter the change ip-codec-set 1 command and add entries as shown in sample configuration

below. Submit these changes.

change ip-codec-set 1 Page 1 of 2
IP Codec Set
Codec Set: 1
Audio Silence Frames Packet
Codec Suppression Per Pkt Size(ms)
1: G.711MU n 2 20
2:
3:
4:
5:
6:
7:
Media Encryption
1: none
2:
3:
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5. Configure Avaya SIP Enablement Services

This section provides the procedures for configuring Avaya SIP Enablement Services. Avaya
SES is configured via an Internet browser using the administrator web interface. It is assumed
the Avaya SES software and the license file have already been installed on the server.

Access the Avaya SES administration web interface by entering http://<SES-ip-addr>/admin
as the URL in an Internet browser. Log in with the appropriate credentials and then select the
Launch SES Administration Interface link from the main page.

A Standard Management Solutions - Microsoft Internet Explorer

Fle Edit View Favorites Tools Help BRI~

Qe - @ \ﬂ @ _;j /,73 Search i; Favorites %) Ex'ﬂ'_f % \4 =N -\ g b’ 3
e | ] hips:f710.0.0.12/cgibinfurified v BYeo ks ?
AVAyA Integrated Management
Standard Management Solutions
B SES The Administration web Interface Launch SES Administration
| dminEiration allows you to administer this SES TRtaEracs
server. e
Maintenance The Maintsnance Web Intsrface allows Launch Maintenance Web
you to maintain, troubleshoot, and Interface

configure the server,

2001-2008 Avaya Inc. All Rights Reserved.

&) Done 3 @ Internet
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From the main page click on Launch SES Administration Interface. The Avaya SES
Administration Home Page is displayed as show below.

icrosoft Internet Explorer | %
= -~ = s &% 3 | ==l
D e=c ] \ﬂ @ ‘_h Sseach geraaies @) | (- a5 _J il g 3B - -"‘5

fddre=< | ] htps1j£10.0.0. 12jcgi-binjmadmin/doftopftop v B

AVAyA Integrated Management 5

SIP Server Management

Help Exit Server: 10,0.0.12

]
W Top
Manage Users Add and delete Users,

s Manage Address Map  Adjust Address Map Priorities.

e Priorities
Manage Adjunct Add and delete Adjunct Systems,

agement Systems

Manage Event Add/Delete Event Aggregators,
Aggregators
Certificate Manage Certificates.
Management

Manage Conferencing Add and delete Conference

Extensions.
Manage Emergency Add and delete Emergency
Gontacts Contacts.
Export Import to Export and import data using
BRGMIS T, Pravision on this host,
Manage Hosts Add and delete Hosts,
IM logs Download IM Logs.

Manage Add and delete Communication
Lommunication Manager Servers.

Manager Servers
Manage Add and delete Communication
Comminieatingg Manager Extensions,

Manager Extensions
Server Configuration  View Properties of the system,

Manage SIP Phone Add/Delete Phone Settings
Settings

&] Done 3 Internet

|

The administration procedures include the following areas:

Administer Avaya Communication Manager
Administer Mapping

Administer Trusted Hosts

Administer SIP End Points

RJ; Reviewed: Solution & Interoperability Test Lab Application Notes 13 of 52
SPOC 7/21/2009 ©2009 Avaya Inc. All Rights Reserved. CM_IPOff_UMLabs



5.1. Administer Avaya Communication Manager

From the home page on the left panel expand Communication Manager Servers—>Add (Not

Shown)

Enter the required details as show in the sample configuration and Click Add and Continue.
e Communication Manager Server Interface Name = <10.0.0.10>

SIP Trunk Link Type = <TLS>

SIP Trunk IP Address = <10.0.0.10>

Communication Manager Server Admin Address = <10.0.0.10>

Communication Manager Server Admin Port is the default value

Communication Manager Server Admin Login = <init>

Communication Manager Server Admin Password as previously defined for <init>

SMS Connection Type = <ssh>

2} Add Communication Manager Server Interface - Microsoft Internet Explorer

Qe - © - ¥ @) G| Oz Feram @ -2 B JE O 3 Al J=Ib e

fiddress | ] https:(110.0.0.12fcgibinfmadmindoflistacp/add_acp v| B
L SIP Server Management a
Help Exit Server: 10.0.0.12
Add Communication Manager Server Interface
Communication Manager P
Server Interface Mame* L
Host [10.00.12 |¥|
SIP Trunk
SIP Trunk Link Type OT1CcP @TLS
SIP Trunk IP Address* [10.0.010
Communication
Manager Server
Communication Manager =
Server Admin address* 10.0.0.10
(see Help)
Communication Manager Isnzz ‘
Server Admin Port™ E—
Communication Manager e |
Server Admin Login*
Communication Manager |ﬁ‘
Server Admin Password*
Communication Manager R
Server Admin Password I%/
Ul Confirm*
SMS Connection Type @ssH O Telnet O Not Available
Note: If the Communication Manager Server connection type is changed and the admin port value is not also changed,
ation Manager changing connection type to SSH will change the admin port to 5022 when Add or Update is clicked and changing connection

type to Telnet will change admin port to 5023 when Add or Update is clicked,
Fields marked * are required.

S| @ meemet
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5.2. Administer Mapping

Configure Avaya IP Office as a host on Avaya SES. From home page expand Host. Click on
List to display List Hosts page. Select the Map link for Avaya SES to display the List Host
Address Map page.

2 List Hosts - Microsoft Internet Explorer

— T

Qe - @ ¥ B @ Poewh Jormoes @ -2 S [JE O B : = ’,'F
fddress | @] hitpsf{10.0.0,12{cgibinjmadindofisthostftop v B
Help Exit Server: 10.0.0.12 py

n,
W List Hosts

SES
¥Yersion

Edit Map Go-To Test-Link Delete 10.0.0.12 SES combined home-edge SES-5.1.1.0-415.1

Commands Host Type

Migrate Home /Edge

[£3

&) S @ mnternet
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Add a Host Address Map entry for calls to Avaya IP Office. Click on Add Map In New Group.

2 List Host Address Map - Microsoft Internet Explorer
Qs - © 1 @ | Prewer Frroons B R- BB LI O B
Address !@https:mn.n.mz;c;L' drindo/editadd listrnap?sid=1

AVAyA Integrated Management =

SIP Server Management
Help Exit Server: 10.0.0.12

]

W List Host Address Map
Host 10.0.0.12

No address map entries,

Add Map In New Group

2006 Avaya Inc. All Rights Reserved.

&] pore S| @ mtemet

[I£3

Enter a descriptive name in the Name field. In the Pattern field, enter the regular expression to
pattern match for extensions on Avaya IP Office. In this configuration, extensions begin with 8.
Verify the Replace URI checkbox is ticked. Click the Add button once the form is completed.
On the confirmation screen (not shown), click Continue.

e

Add Host Address Map
Mame* {To_IFOffice
Pattern* | ~sipB(0-9)% |

Replace URI

Fields marked * are required,
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Add a Contact entry for calls to Avaya IP Office. Click on Add Another Contact.

23 List Host Address Map - Microsoft Internet Explorer

. N
@ - © b @ 6| e e @3- 25U O B —T])
Address \@ hitps:{/10.0.0.12coi i listmap?sid=18cmd=Continue v Be
)
AVAyA Integrated Management
SIP Server Management
Help Exit Server: 10,0.0.12
n, .
W List Host Address Map
Host 10.0.0,12
Commands Name Commands  Contact
Edit Delete To_IPOffice
Add Another Map Add Another Contact Delete Group
Add Map In New Group
= he]
&] https:j10.0.0.12)c handie=Ta_IPOfficesid=13csid=100000029 3 @ Internet

Enter a descriptive name in the Name field. In the Contact field enter
sip:$(user)@10.2.0.10:5060;transport=tcp. The IP address is the Avaya IP Office LAN2 IP
address. Transport is TCP as show in the sample configuration and click Add.

AVAYA

Help Exit
Top N
Setup Add Host Contact
& [Jser
Handle To_IPOffice
Contact* |sip:$|{user]l@ltl.2.lil.1D:5060;transpar‘t=tcp

Fields marked * are required,
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(Not Shown) On the confirmation screen, click Continue. Below is the configured Host
mapping.

2 List Host Address Map - Microsoft Internet Explorer Ll %
= = Y = STl ; | ~|0/|T

Qex - @ ¥ B @0 Pooeh Frroonss @ (- S JE O B : =¥ /|

fdress [ ] https://10.0.0.12fcgibinfmadmin/dofeditadd listmap?sid=18&cmd=Continue | s

AVAyA Integrated Management 5

SIP Server Management
Help Exit Server: 10,0.0.12

]
W List Host Address Map
Host 10.0.0,12

Commands Name Commands Contact

Delete Edit Delete To_IPOffice

Edit Edit Delete sip:$(user)@10.2,0.10: 5060; transport=tcp

Add Another Map Add Another Contact Delete Group

Add Map In New Group

|

3 Internet
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Configure Avaya Communication Manager as a Host on Avaya SES. From the home page,
expand Communication Manager Servers and select List. This will display List
Communication Managers Servers as shown below.

On the List Communication Managers Servers page, select the Map link for Avaya SES to
display the List Communication Manager Server Address Map (not shown).

2l List Communication Manager Servers - Microsoft Internet Explorer

eﬁack > \ﬂ @ :h /.‘SEar:h 5. Favarites {£4) B2-da = gl ﬂ 8 ﬁ 2 S :f'

n
W List Communication Manager Servers

Commands Interface Host
Edit Extensions Map Test-Link Delete 10.0.0.10 10.0.0.12

Add Another Communication Manager Server Interface

1on Manager

S| @ meemet
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Click on Add Map In New Group (Not Shown) and enter a descriptive name in the Name field.
In the Pattern field, enter the regular expression to pattern match for extensions on Avaya
Communication. In this configuration, extensions begin with 6. Ensure the Replace URI
checkbox is ticked. Click the Add button once the form is completed. On the confirmation
screen, click Continue (not shown).

2 Add Communication Manager Server Address Map - Microsoft Internet Explorer

= . = = - | 12T
Qe - © \ﬂ @ h S seach Sleraaies | (- iz B g | 8 3 : = :f‘
Address 4] https:{110.0.0.12jcq-binmadmindajediadd i v| B
AVAyA Integrated Management 5
SIP Server Management
Help Exit Server: 10.0.0.12
u Add Communication Manager Server Address Map
Marne® \TT_HEFEEEA
Pattern* Eﬁ&j@ﬁ
Replace URI
Fields marked * are required.
S| @ meemet i
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Add a Contact entry for calls to Avaya Communication Manager. Click on Add another
Contact (not shown). Enter a descriptive name in the Handle field. In the Contact field, enter
sip:$(user)@10.0.0.10:5061;transport=tls. The IP address is the Avaya Communication
Manager IP address. Transport is TLS as shown in the sample configuration below. Click Add.

AVAYA

Help Exit

Add Communication Manager Contact

Handle Local_Ck
Contact* Isip:$(user}@lﬂ.ﬂ.ﬂ A0:5061 transport=tls |

Fields marked * are required.

23 List Communication Manager Server Address Map - Microsoft Internet Explorer

Oui- O RNRBA G| Owwn oo @ -2 LEHO B | I— T
e | ] htps:1710.0.0.12/cgibinjmariin/dofedicarc listmap7sid=100000000 v| By o
2
AVAyA Integrated Management
SIP Server Management
Help Exit Server: 10.0.0,12
B
W List Communication Manager Server Address Map
Commands Name Commands Contact
Edit Delete Local_CM
Edit Delete sip:$(user)@10.0.0.10:5061; transport=tls
Add Another Map Add Another Contact Delete Group
Add Map In New Group
]
3 Internet
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5.3. Administer Trusted Hosts

From the home page on the left panel, click on Trusted Hosts—>Add and enter the details of
IP Office and click on Add (Not Shown). Repeat the same steps for adding SSC RC2100
Gateway.

AVAYA

Help Exit

Top
Setup Add Trusted Host

B Users

sdd IP Address*; 110.0.2.10 |

Default Profila Host* 10.0.0.12 ]

Delete Comment: P ffice |

Edit Fields marked * are reguired.

List

Pas
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5.4. Administer SIP End points

Expand Users on the left panel and click Add. Enter the required details as show in the sample
configuration below and click Add. Repeat the same steps for other SIP OPTIM Endpoints
e Primary Handle = 60003
Userld = 60003
Password = XXXXXX
Confirm Password = XXXXXX
Enter First Name
Enter Last Name
Tick the Add Communication Manager Extension

Add User
Primary Handle* 60003 |
User ID |60003 i
Password* |ennee I

Confirm Password® | esses |

Host* (100012 ¥

First Mame®* |Avaya |

Last Name* \Bvaya |
sddress 1 | |
Address 2

Office

1)
Add

adjunct ! State

|
|
City | |
|
|

aggregatar Country
Zip I
Survivable Call o
Emergency Contacts Processar

Add Communication ;=
Manager Extension =i

Export/Import to Provision

Fields marked * are required,
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Click Continue on subsequent screen (not shown). The screen below appears and enters the
extension as show in sample screen shot and click Add.

Eetlp Add Communication Manager Extension
B Lsers

s Add Communication Manager extension for user 60003,
A0 .
Extension ] |

ault Profile

Carmmunication

Manager 100,010 =

Server
Fields marked * are required.
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6. Configure Avaya IP Office

This section provides the procedures for configuring Avaya IP Office. The procedures include
the following areas:

e Administer SIP Trunk License

e Administer Firewall

e Administer SIP Trunk

e Administer Users

e Administer Incoming Routing

e Administer Short Code and Gateway

IP Office is configured via the IP Office Manager program. Log into the IP Office Manager PC
and select Start ->Programs-> IP Office>Manager to launch the Manager application. Log in
to the Manager application using the appropriate credentials.
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6.1. Administer SIP Trunk License

Verify that there is a SIP Trunk Channels License. Double-click on Licence in the left panel.
Verify that there is a SIP Trunk Channels entry. If a required feature is not enabled or there is
insufficient capacity, contact an authorized Avaya sales representative or Business Partner to

make the appropriate changes
] Avaya IP Office Manager 6.2 (11) 00EOO7018F1 7 [4.2(4)] [Administrator{Administrator)]

File  Edit Wiew Tools Help

R e N | ] e I [P = T - Licence - SIP Trunk Channels -
IP Offices =] SIP Trunk Channels phol X))

-y, 5004 4005 ~

U
Wy, 5000 6001 icences |
S-'my, 5001 8002 s ;
s 517 8003 Licence Key iDqOy’qBQY’QUe\GAJ_anWxFquthGxOJ |
Rl Licence Type  [SIP Trunk Channels |
'y, 002 5005 ;
" 8003 8006 Licence Status |valid |
=-f User (7) :
i |
g Molser Instances 255 |
H : RemoteManager Expiry Date !Never |

§ 5001 extgo0:
@ 6002 ext 8002
@ 0005 ext 8005
@ 0003 ExtnBoos
G004 Extndoo4
Eu---ﬂ HuntGroup {13
"3 200 Main
=+ @% Short Code (1)
B o
- @ Service {0)
By RAS (1)
= @ Incoming Call Raute (2)
@
Qo
- @ WanPort (0}
~a4m Directary (0)
A7 Time Profie (0)
Eu@ Firewall Profile (1)
=l IP Route (2)
; 0,0,0,0
192,168,290
- Account Cods {0)
=%, Licence (1)
& SIF Trunk Channels
i Tunnel {0} o i

<, Logical LAM (0}

g User Rights (3) L Error List | >

B ARS L) w (] = = = = = = = -
Ready %
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6.2. Administer Firewall

In this sample configuration, LANZ is configured as IP Office IP Address. From the left panel
click System - LAN2 - Network Topology select Firewall=Open Internet.

] Avaya IP Office Manager 6.2 (11) 00EO07018F17 [4.2(4)] [Administrator{Administrator)]
File  Edit Wiew Tools Help

e O

o |} ooEooroLsFL7 ~ System * O0EOO701GF17 T

O0EOD7018F17 i O 0 400 O

IP Offices

® K BOOTR(1) S —
(-4 Operator (3) | i | CORJSMDR. || Twinning | WCM | SBCC
)% DOEOO7O16F17 [ Law Settings | G'ateiéeeper'i Metwork Topolagy |
[=)-#55 System (1) T e s
t “=) OOEODZO18F17
G- Line (3) STUN Server [P Address | 1} o .0 a STUN Paort s i
-+ Control Unit (2)
[#l-.4 Extensinn (213
g User i) Binding Refresh Time ~
ﬁ: : Nollser {seconds) |D—"!
i RemoteManager Public IP Address i 0 o 0
5 8001 ext 8001 ==
. § 002 ext 8002 Public Port 0 §_| Fun STUN Cane
@ 8005 ext 8005
§ 8003 Extmanns [T Run STUN on startup
§ 5004 ExtrEnns
Elﬂ HunkGroup (1)
(B3¢ Shart Code (1)
- @ Service (1)
ri..g; RAS (1)
- @ Incoming Call Route (2)
2 @ “WanPort (0)
~am Directory (00
41 Time ProFile (0)
Firewuall Profile (13
- Jll TP Route (2)
- Account Code (0)
=)W Licence (1)
- @, SIP Trunk Channels
- il Tunnel (D)
- Logical LAM {0)
El-- &i User Rights (3)
B RS

| System | LANL iLnNZ |oms | voicemail | Telephony | LDAP || System Events | sMTR

Mebwork Topology Discovery

FirewalMAT Type iOpen Internet vi ‘

Error List | =

Ready
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6.3. Administer SIP Trunk

Create the SIP line for Avaya SES. Select Line in the left panel. Right-click and select New
->SIP Line (Not shown). Enter the SIP Domain Name of Avaya SES in the ITSP Domain
Name field. Enter the UM-Labs SSC RC 2100 Gateway IP Address in the ITSP IP Address
field. In the Network Configuration section, select the following:

e Layer 4 Protocol, use TCP

e Send Port, use 5060

e Line Network Topology Info use LAN2
The above values must match what is administered on Avaya SES. Select the appropriate
Compression Mode to G711 ULAW 64K. This is required to match what was configured for
the Codec Set in Avaya Communication Manager. Use default values for other fields.

] K BooTR (1) Al e e rd

“ (Operator (3)
00E0O7O1EF17 Line Mumber 9 i Registration Required O
% System (1) e y
4 Line (3) ITSP Domnain Mame ho.ava}fa.com In Service

1

&

ITSP IP Address 10 2 a 1 Use Tel URL

5
] Primary Authentication Mame WoIP Silence Suppression
[#-<2 Control Unit {23

=) Extension (21} Primary Authentication Password
"y, G005 i
& 515201 Frimary Registration Expiry 60
& 516202
& 519205
& 520 206 Secondary Authentication Password RE-IMYITE Supparted
& 521 207
A& 522 208 Secondary Registration Expiry 60
& 523209
& 524210
4 525211 Call Tnitiation Timeaut 4
& 526212
& 527213
A& 528214 2
A 529715 Laver 4 Prokocal TCP v Send Port ;5050
& 530216
"y, G000 5001
"W, G001 5002
Ay 517 5003
A 518 8004
"y, G002 5005
"Wy, 5003 5006

2@ User (7)
: Mallser

2‘ RermoteManager
§ 5001 ext 5001 E
& &OnZ et AONZ

4

Secondary Authentication Mame

4

Use Offerer's Codec El

Yoice Packet Size |za

4

Compression Mode G, 711 LILAW 64k

Metwork Configuration

4

Use MNetwork Topology Info | LAN 2 ~
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To configure URI parameters for the line, click on Line select the SIP URI Tab. Press the Add
button. Select Use User Data for Local URI, Contact, and Display Name. Enter a unique
number for the Incoming Group and Outgoing Group fields. Use default values for all other
fields. Press the OK button.

] Avaya IP Office Manager 6.2 (11) 00EOO7018F1 7 [4.2(4)] [Administrator{Administrator)]

File  Edit Wiew Tools Help

R e N | ] e I [P = T - Line -9 &
IP Offices E SIP Line -Line 9 o - X | v ] <]

#- & BOOTP (1) —— uru'\
(-4 Operator (3) SIP Line|
S ewi Channel | Groups Wia | LocalURT | Contack L
=539 System (1) : b o
‘= OOEDO7OLEFLT o
BT Line (3)
v Edit. ..
[
™ 9
<= Contral Unit (2)
[ Extension (21)
El"-& User (7}
) : Nollser
i : Remotefanager
§ 8001 ext o001
§ 8002 ext 9002

> ﬂ 8005 ext 8005 Edit Channel oK
@ 0003 ExtnBoos i T -
- § o004 Exinoood - e
ri'a Huntroup (1) Local URT Lise Lser Data v]
- @ Short Code (1)
r @ Service {0) Contack lUse User Data v|
ally RAS (1) e
El--@ Incoming Call Route {2) Display Nare (o reerhatd v|
& @ WWarPort (T} Registration iPrimary v
~a4m Directary (0) : ==
B ru“ Tirme Prafile {0) Incoming Group IQ |
fil@ Firewall Profile (1) T
- [l IP Route (2) SUtgon :aroup T
- Account Cods (0) Max Calls per Channel 1o CJI
=%, Licence (1) e es—
% SIF Trunk Channels
- i Tunnel {0)
<L Logical LaM (0)
- i User Rights (3) Cance
F- g ARS (1)
Error List | 2
| e . . - . - . :
Ready
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6.4. Administer Users

Create the VOIP Extensions to connect a H.323 end point to IP Office. Right click on the
Extension and select New > VOIP Extension. Enter the details as shown in the sample
configuration.

] Avaya IP Office Manager 6.2 (11) 00EOO7018F1 7 [4.2(4)] [Administrator{Administrator)]

File  Edit Wiew Tools Help

P25 S AN e

IP Offices

#- & BOOTR (1)
(47 Operator (3)
[=)-#&p ODEQO7O1GF17
(=55 System (1)
%) ODEQODFOL8F17
=47 Line (3)
g ]
o™ 5
7
< Contral Unit (2)
-y Extension (21}
s 515201
Lol 516 202
s 519 205
s 520 206
s 521 207
oy 522 208
s 523 209
s 524 210
Ll 525211
ol 526212
ol 527 213
Ll 520214
Ll 529 215
s 530 216
|y, BO04 4005
[, 0000 5001
|y, BO01 BO0Z
oy 517 8003
oy 5188004
|y, BO0Z BO0S
"%y, 8003 G006
Elﬁ User (7}
g Molser
3 ‘ RemobeManager

>

OOEOO7OLEFL? -  Extension > &000 5001 T
=] VolP Extension: 8000 8001 e i i

Extn | vorp
Extension Id 2L |
Base Extension |8001 |

Caller Display Tvpe

Reset Yolume After Calls Ll

Device type m _‘Avaya 4621
Module

Part:

i

Disable Speakerphone

§ 6001 ext 8001

@ 8002 exten0z Error List | >

@ 9005 ext 5005 v|! -
Ready %
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Create new user to connect a H.323 End Point to IP Office. Right click on User in the left panel,
and select New —>User. Enter the details as show in the sample configuration. Note this is a
VOIP user.

] Avaya IP Office Manager 6.2 (11) 00EO07018F17 [4. 2(4)] [Administrator{Administrator)]

File  Edit  Wiew T

I e B e | ] I [ RO =, 7 User 7 8001 ext 8001 T
IP Offices E ext 8001: 8001 i 0 o 0 0 A

4 519205 Al ————— ——
—||| User | Woicemail | DND

l=  Help

-y 520 206 | shortCodes | Source Mumibers . Telephony | Farwarding . Dial In || Moice Recording || Button Programmir 4 »
Sy 521 207
Ly 522 208
iy 523209 Password |*»<»<»< |
ol 524 210
o 525211 Confirm Password |
ol 526212 Erm T |
s 57T 213 Full Mame 1
4 528214 [ Estension T |

Name |ext 8001 |

|****

o 529215
L 530216 Locale | >
|y, 5004 4005
-y, 5000 8001
-y, 8001 8002 [] Ex Directary
4 517 8003 -
ol 5158004 Devlce w [Avaya 4621
Wy, 8007 5005 Type
|y, 5003 5006
Elﬁ User (7)
F T : Molser User Rights view |User data v‘
H : RemnteManager
H 8001 ext 5001
& 8002 ext AO0Z Working hours User Rights | v ‘
@ 8005 ext 8005
H i £003 Extn&003 0Out of hours User Rights
@ 8004 ExtrEnnd
El@ HuntGroup (1)
(B3 Shart Code (1)
- @ Service (0)
ri.@ RAS (1)
[13---@ Incoming Call Route (2)
o @ ‘WarPort (0}
g Direckory (0)
| Time Profile (0} Canicel

&I@ Firewall Profile (1)

-l TP Route (2) | =
i Account Code (0) “ 2

Ready

Priarity s w

User Rights

‘Working hours time profile
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Navigate to the SIP tab for the user and enter the details as show in the sample configuration.
This is for the VOIP user.

] Avaya IP Office Manager 6.2 (11) 00EOO7018F1 7 [4.2(4)] [Administrator{Administrator)]

File  Edit Wiew Tools Help

R e N | ] e I [P = T - User = 5001 ext 5001 -
IP Offices E ext 8001: 8001 i el O G0 [0 O

4 519 205 ~
s 520206 =
ol 521 207 SIP Mame ) |
-y 522 208
ooy 523 209 SIF Display Name {Alias) |8001 |
o 524 210
4 525211 Contack
i S26 212
o 527 213
s 528214
s 529215
4 530216
-y, BO04 4005
"y, BO00 G001
- wy, BO01 BO02
-y 517 8003
-y 518 8004
"y, BO0Z BO0S
"y, 8003 6006
Euﬁ User {7}
i : Naolser
3 ‘ RemobeManager
§ 6001 ext 8001
@ 6002 ext 002
@ 0005 ext 8005
@ 0003 ExtnBoos
§ 5004 Extroood
rfuﬂ HunkGroup (1)
@3 Short Code (1)
@ Service {0)
By RAS (1)
- @ Incoming Call Raute (2)
w WanPort (0}

- Directory (0)
47 Time Profile (0) Lance

El@ Firewall Profile (1)

| Menu Programming | Mabilicy | T3 options | Phone Manager Sptions | Hunk Group Membership | Announcements | 5P | A

[aooy |

D Anonymous

- [l IP Route (2) Error List >

g Account Code (0) w | _ . .. _ _ . - = ;

Ready l—]
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6.5. Administer Incoming Routing

Create an Incoming Call Route for the SIP calls. Select Incoming Call Route in the left panel.
Right-click and select New. Click on the Standard tab, select Any VVoice under Bearer
Capability and enter the Incoming Group created for the URI in the Line Group Id field. Use
default values for all other fields. Press the OK button (Not Shown).

] Avaya IP Office Manager 6.2 {11) D0E007018F1 7 [4. 2{4)] [Administrator{Administrator]]

Fle: Edit  Wiew Tools  Help

., = | _:j | « i |i ooEoovotERL7 = Incoming Cal Route i -
IP Offices

oy 522 208 ”~
sy B2 209
ooy 524 210 Bearer Capabilicy |Any Yoice bl
ooy 525 211
Loy 526212 Line Group Id |9 w |
] S | Incaming Mumber i
sy 528214 |
-l 529 215 Incoming Sub Address
e B30 216
- BO04 4005 Incaming CLI
Sy, BO00 8001
Sey, 001 B002
iy 517 8003 Priority
e 518 8004
-mg, BO0Z 5005 Tag |
S w5003 006
Ei--ﬁ User (73
- g Naser
- frg RemoteManager
“-§ 5001 ext 8001
“f 5002 et BO0Z
“f 5005 et BO0S
~§ 5003 Extn3003
~@ 8004 ExtnB004
= 54§ HunbGroup (1)
~-4ag) 200 Main
|- 8% Short Code (1)
P 9N
4By Service (0)
o, RAS (L)
=-§2 Incoming Call Route (2)

"ol

: Standard |'\n'0ice Recording | Destinations |

|
|
i

Locale | v
|
T

1 - Low |
1

Hald Music Source |Systern Source bl
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Select the Destination tab for the Incoming Call Route, and enter *.” in the Destination field.
Press the OK button (Not Shown).

] Avaya IP Office Manager 6.2 (11) 00EOO7018F1 7 [4.2(4)] [Administrator{Administrator)]

File  Edit Wiew Tools Help

b MR By E | |} ooEoo7oisFL7 = Incoming Call Route =9 -
IP Offices = 9 TR A

s 522 208 2 —
; : 523 209 —|| Standard | ‘aice Recarding | Destinations ‘

Lol 524 210 | TimeProfile Destination Fallback Extensian

oy 525211 » Default Yalue . ~| B
ol 526212 i -
o 527 213
s 528214
s 529215
4 530216
-y, BO04 4005
"y, BO00 G001
- wy, BO01 BO02
-y 517 8003
-y 518 8004
"y, BO0Z BO0S
"y, 8003 6006
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§ 6001 ext 8001
@ 6002 ext 8002
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@ 0003 ExtnBoos
§ 5004 Extroood
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6.6. Administer Short Code and Gateway

Create a short code to route calls to Avaya Communication Manager via Avaya SES. Select
Short Code in the left panel. Right-click and select New. Enter a unique code that ends with
9N; for the Code field. Select Dial for the Feature. Enter the dialed number followed by
(N“@<ip address of SES server>) for the Telephone Number field. This corresponds to the
extension numbers that are administered on Avaya Communication Manager followed by 9.
Enter the SIP line Outgoing Group ID created previously for the Line Group Id. Use default
values for all other fields. Press the OK button.

{8 Avaya IP Office Manager 6.2 (11) 00EOO7018F17 [4.2(4)] [Administrator {Administrator)] CE
File  Edit Wiew Tools Help
. R By _J | |} ooEcorolEFL? = Short Code - oy -
IP Offices s S O 8 0

el 522208 AN/ shart Code |
- 523209
o 524 210 Code [am; i
s 525211
s 526212 Feature |pial |
o 527 213
s 528214
s 529215
4 530216
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"y, BO00 G001
- wy, BO01 BO02
-y 517 8003
-y 518 8004
"y, BO0Z BO0S
"y, 8003 6006
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@ 0003 ExtnBoos
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Configure the Default Gateway on the IP Office by clicking IP Route in left panel and selecting
the IP address of 0.0.0.0. Enter the gateway IP address in Gateway IP Address and select LAN2
from the pull down menu for Destination as shown.

i Avaya IP Office Manager 6.2 (11) ODEQOD7018F17 [4.2(4)] [Administrator(Administrator)]
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7. Configure the UM-Labs SSC EC4200 in Head Office

This section provides the procedures for configuring the EC4200 in the Head Office. The
procedures include the following areas:
e Administer Initial Setup
Administer License
Administer Basic Configuration
Administer SIP Routes
Administer Save Configuration
Verify Software Version

7.1. Administer Initial Setup

The EC4200 ships with a default IP address on interface ethO of 192.168.1.1. For the purposes of
this test, this default address was left unchanged. Other installations may choose to change this
default to simplify subsequent configuration. Refer to the UM-Labs documentation for details.

For the purposes of the certification test, the RC2100 and EC4200 were linked on a test network
using a private IP address. To simplify subsequent configuration the default IP address of
interface ethO on the RC2100 was changed to a different value from that of the EC4200. Other
installations may pick a different default IP address.

Follow the quick start guide (Refer UM-Labs Website) to change the default IP of the EC4200
(192.168.1.1.) Configure the EC4200 from the GUI, connect to http://192.168.1.1, log in and
change the password.

7.2. Administer License

For the very first time, log in using the above URL. Users need to Accept the license and change
admin password, click on Save.

({,TJM Labs ﬁl

User Account:
Type a new Password: |esssssss

Confirm the new Password: [ssssssss|

(e
opyright © 2008 UM Labs Ltd
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7.3. Administer Basic Configuration

From the left panel, click on Network Config - System Settings, enter the details for Host
Name, Domain Name, Default Gateway, Primary DNS, and Time Zone as shown in the

sample configuration.

For the purposes of these tests, there was no operational NTP server on the test network and the
Head Office Primary DNS was used as the NTP server. For live installations it is strongly
recommended that at least one valid NTP server is configured. Refer to the UM-Labs
documentation for details. To save these changes, click on Apply.

‘ UM Labs | {d

sipgw.um-labs.com

* Dashboard

v System Status

+ Metwork Config
System Settings
Network Interfaces
VLANS
Static Routes

Advanced Firewall Control

* SIP Routes

* Advanced SIP Processing

* Call Recording

' Encryption Management

Certificate Management

Media Encryption
ZRTP Management
* Logging & Reporting

' User Management

System Administrators

SIP Users

RADIUS Authentication

* Software Updates
* License Management

+ Config Management
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Host Name
Domain Name

Default Gateway

Web Proxy:

Primary DNS

Secondary DNS:
Tertiary DNS:

Primary NTP

Secondary NTP:

Time Zone

SyslLog Server:
SMNP Community String:

System time and date

Date: | April

ec

| avaya.com

[192.168.1.2

[10.0.0.40

[10.0.0.40

[ Dublin v

|pub|ic

v|[07 ¥][ 2009 %]

Tine: [18 ][40 %] [20 ]

Network Interfaces

MName P

etho 192.168.1.1 255.255.255.0 @ @ ©

000 0

ethl

Set

admin

at 18:38:28
07 Apr 2000

Logout

000000000000

Mask UDP TCP TLS Link Status Status

Apphy Cancel
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From the left panel, choose Network Config and click on Network Interfaces and select EthO.
Configure the IP Address as 192.168.1.1 (Link to HO). Set each Interface to Transparent

Proxy. Enable Ping and Web Admin (Not Shown). Click Apply.

ethO

IP Address:
MAC Address:

Interface Type:
Enabled:

MTL:

Media:

IP Address:
Metwork Mask:
5IP UDP Port:
SIP TCP Port:

SIP TLS Port:

Transparent Proxy: |
External Firewall IP: |
Web GUI Enabled:

ICMP echo:
SHMP:

RJ; Reviewed:
SPOC 7/21/2009

192 168.1.1
00:21:9BFD.EA BR
Physical Metwork Interface
1500 |

! auto-sense b
1192.168.1.1

255,255,255
[ [s080 |
o @|

SNMP Client List
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To configure the IP Address for the ethl, click on Network Interfaces configure ethl
10.0.0.1(Head Office). Set each Interface to Transparent Proxy. Enable Ping and Web Admin
(Not Shown). To save these changes, click on Apply not shown in this screen shot.

ethil

IP Address:
MAC Address: 00:21:5BFDEA RS

Interface Type: Physical MNetwork Interface
Enabled:

MTU: [1500 |

IP Address: 10.0.0.1
Network Mask: |255 255 265 1

SIP UDP Port: 5060 |

SIP TCP Port: 4] 5080 |

SIP TLS Port: ¥ [s061 |

Transparent Proxy:

. |
Media: | auto-sense b

External Firewall IP: | |

web GUI Enabled: ] [443 |

ICMP echo: [+

SNMP: []

COC0CO0OO0O0OCOOOOC

SHMMP Client List
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Configured EthO and Eth1 interface as show in the sample configuration below.

Link
Name Type IP Mask UDPTCPTLSStatUSStatus
Physical
etho Network 192.168.1.1255.255.255.0 @ @ @ © 2 ©
Interface
Physical
ethl Metwork 10.0.0.1 255.255.255.0 g o W v Configure

Interface

7.4. Administer SIP Routes

Click on SIP Routes in the left hand panel, add routes for Head Office. Make all routes local
domain by enabling Local Domain. Set Transport Type between Avaya systems and EC4200
as TCP. UDP was used in tests to enable local diagnostics. Note that setting the domains as local
in each SIP route ensures that there are no restrictions on the call flow between the two test sites.
Other installations may require a more restrictive call flow policy. Refer to the UM-Labs
documentation for more information (Refer Section 1.2).

Mew Route

Target URI: |ho.svaya.com

Destination:|10.00.12 "7
Paort: |5060 s
Transport type: OTDEP @TCP OTLS 7
Local Domain: ¥ o
Destination Map: w
’ Apply ] I Cancel ]
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7.5. Administer Save Configuration

To save the above configuration, click on the Configuration Management from Home Page and
enter Description of the configuration. Click Save and then click on Set Active. Next, a Reboot
page is displayed. Click Reboot to make the configuration active (not shown).

Description Date Created Active
Avaya Test EC Basic Config 07 Apr 2009, 18:42 4
. Default Configuration 07 Apr 2009, 19:14
Backup H Festore

Mew Configuration

Date: 07 Apr 2009, 18:54

Description: |Awvaya Test EC Basic Config W
Abhandon I I Changes ] [ Save ] I SethActive
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7.6. Verify Software Version
To verify Software version, click on System Status.

admin

" Logout

Dateftime: Tue Apr 7 18:56:23 IST 2009
Uptime: 0 days 00:03:15
System Load: 0.04, 0,08, 0.03
Software ¥Yersion: W1.2.1 (Rev 1433)

Rehoot ” Shutdoen

System Services Remote Services Logged Sdmin Users MNetwork Diagnostic Tools

Service Status Control
SIP Security Engine <
NTP <

8. Configure the UM-Labs RC2100

This section provides the procedures for configuring RC2100 in Branch Office. The procedures
include the following areas:
e Administer Initial Setup
Administer License
Administer Basic Configuration
Administer SIP Routes
Administer Save Configuration
Verify Software Version
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8.1. Administer Initial Setup

For the purposes of the certification test, the RC2100 and EC4200 were linked on a test network
using a private IP address. To simplify subsequent configuration the default IP address of
interface ethO on the RC2100 was changed to a different value from that of the EC4200. Other
installations may pick a different default IP address.

Follow the quick start guide (refer UM-Labs Website at http://www.um-
labs.com/documentation.php) to change the default IP of the RC2100 (192.168.1.2.) To
configure the RC2100 from the GUI, connect to http://192.168.1.2 and log in with the
appropriate login credentials.

8.2. Administer License

For the very first time, log in using the above URL. Users need to Accept license and change
admin password, click on Save

(:JM Labs ﬁ

sipgw.um-labs.com

User Account:
Type a new Password: eessssss

Confirm the new Password: ssssssss|

Save Clear

Copyright © 2008 UM Labs Ltd
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8.3. Administer Basic Configuration

From the left panel click Network Config - System Settings, enter the details for Host Name,
Domain Name, Default Gateway, Primary DNS, and TimeZone as show in the sample
configuration. For the purposes of these tests, default Branch Office Primary DNS was NTP
server in this configuration as there was no operational NTP server on the test network. For live
installations it is strongly recommended that at least one valid NTP server is configured. Refer to
the UM-Labs documentation for details.

AT TR ST

at 18:12:37

( |+ =i= ’ o U7 Apr 2009
UMLabs | fc gt > Logout

sipgw.um-labs.com

* Dashboard

v System Status

* MNetwork Config HosEName: |rc | W
System Settings Domain Name: |avaya.com | (7]
r——— Default Gateway: |192.1561.1 | (7]
fr— Web Proxy: | | (7]
P Primary DNS: [10.1.0.40 | (7]

s dary DNS: >

Advanced Firewall Control econdary | | U

e Tertiary DMS: | | (7]

Pri NTP: [10.1.0.40 |

* Advanced SIP Processing Linary | U
5 d NTP:

*  Encryption Management sRantaty | : | b

Time Zone: |Dublin v 1

Certificate Management i | U
SysLog Server:

Media Encryption ¥ U

e i SMNP Community String: Ipublic | (7]

anagemen T 1 —

: : RTP Port Range: [16000 |- [16200 | (7]

' Logging & Reporting : Ll (R O

System time and date
* User Management
. Date: | April v |07 ~|[2009 ~|

System Administrators e e L e
Time: [18 [ [13 »|[18 »
SIP Users —_I I——! |—|

Set

RADIUS Authentication =

* Software Updates Network Interfaces

* License Management

+ Config Management Name P Mask UDP TCP TLS Link Status Status

eth0 | 192.168.1.2 255.255.255.0 @ @ @ (V) (V]
©0o © ©
eth2 006 0 (%]
Apply
Click on Apply.
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Click Network Config - Network Interfaces, and configure the IP Addresses of eth0 as
192.168.1.2 (Link to Head Office). Set each Interface to Transparent Proxy. Enable Ping and
Web Admin as needed (Not Shown).

ethO

IP Address
MAC Address
Interface Type

Enabled:

MTU

Media

IP Address
Metwork Mask
5IP UDP Port
S5IP TCP Port
SIP TLS Port

Transparent Proxy:
External Firewall IP:
Web GUI Enabled:

ICMP echo:
ShiMP:

RJ; Reviewed:
SPOC 7/21/2009

:192.165.1.2
:O00DES: 152892

: Physical Metworle Interface

=

: |aut|:|—aense V|
;19216812 |
. |e652552550 |

@ |
@
@ |

QOO0 O0OOOOOOC
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Select Network Interfaces, configure IP Address of eth2 as 10.2.0.1 (Interface to IP Office). Set
each Interface to Transparent Proxy. Enable Ping and Web Admin as needed (Not Shown).
Click Apply.

eth2

IP Address: 10.2.0.1
MAC Address: D0:0DB9:15:28.9E
Interface Type: Physical Metwork Interface
Enabled:

MTU;

Media: | auto-sense V|
IP Address: 10.2.0.1 |
Network Mask: [265.255.2550 |
EOE0

SIP UDP Port:
SIP TCP Port:

SIP TLS Port: 5061

E & E E
[
[np]
]

Transparent Proxy:

External Firewall IP:

Web GUI Enabled: 443
ICMP echo:

SMMP:

QOO0 O0OOOO0OO0OOC

OE ®

SMNMP Client List
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8.4. Administer SIP Routes

Click on SIP Routes in the left hand panel, add routes for IP Office. Make all routes local
domain by enabling Local Domain. Use TCP transport between Avaya systems and RC2100.
Note that setting the domains as local in each SIP route ensures that there are no restrictions on
the call flow between the two test sites. Other installations may require a more restrictive call
flow policy. Refer to the UM-Labs documentation for more information.

Click on Apply for each route.

MNew Route

Target URI: |10.2.0.10
Destination: [10.2.0.10
Port: 5060

Transport type: OTUDE @TCE OTLE

Local Domain:

Destination
Map:

QOO0 OC

RJ; Reviewed: Solution & Interoperability Test Lab Application Notes 48 of 52
SPOC 7/21/2009 ©2009 Avaya Inc. All Rights Reserved. CM_IPOff_UMLabs



8.5. Administer Save Configuration

To save the above configuration, click on the Configuration Management. Enter a
configuration Description. Click Save and then click on Set Active. Next, a Reboot page is
displayed. Click Reboot to make the configuration active (not shown).

Description Date Created Active
Default Configuration a7 Apr 2009, 19:07 )
Backup H Festare

Mew Configuration

Date: 07 Apr 2009, 15:15

Description: |Avaya Tests RC Base Config| -
Abandaon ] [ Changes ] [ Save ] [ Set Active
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8.6. Verify Software Version
To verify the software version, click on System Status in the left panel.

admin logged i

at 18:46:32
o7 Apr 2009

Logout

S|P Scuif' Controller

\TrunkslandjRemotelConnections

System Status

Date ftime: Tue Apr 7 18:46:43 [ST 2009
Uptime: 0 days 00:15:39
System Load: 0.07, 0.01, 0.00
Software Yersion: W1.2.1 (Rev 1433)

[ Reboot ][ Shutdowen ]

System Services Remote Services Logged Admin Users MNetwork Diagnostic Tools

Service Status Control
SIP Security Engine 0
NTP (V]
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9. General Test Approach and Test Results

In this test configuration, a real time deployment scenario was simulated with UM—-Labs SSC
sitting on each office. All the signaling and RTP was through SSC using TCP.

10. Verification Steps

Verification and troubleshooting steps between UM-Labs SSC, Avaya IP Office, Avaya
Communication Manager and Avaya SIP Enablement Services.

e Place a call from an extension on the Avaya IP Office to an extension on Avaya
Communication Manger. Answer the call and verify talk path.

e Repeat previous case in the opposite direction.

o Verify that calls can be transferred from an extension on Avaya IP Office to an extension
on Avaya Communication Manager.

e Verify that calls can be transferred from an extension on Avaya Communication Manager
to an extension on Avaya IP Office.

o Verify that extensions on Avaya IP Office can conference in extensions on Avaya
Communication Manager.

o Verify that extensions on Avaya Communication Manager can conference in extensions
on Avaya IP Office.

e To verify Home Page - SIP routes page shows status (UDP links only, i.e. between
RC2100 and EC4200.)

e To verify UM-Labs SSC logs, go to Home Page—> Logging and Reporting to view logs.
To enable full packet trace (for diagnostics only), check Enable SIP Packet Trace,
click Apply, save Config and Reboot.

e To verify logs from Avaya Communication Manager, use SAT, enter list trace tac n,
where TAC is used for the trunk group created on the Avaya Communication Manger to
Avaya SES and IP Office .

o Verify logs from Avaya IP Office. Avaya IP Office can be traced with System Status
Application. Log into the IP Office Administration PC and select Start->Programs >
IP Office>System Status to launch the application. In this tool, double click on Trunks
entry and select trunk created and Press Trace All button. The messages on the line are
displayed.

e To verify logs on Avaya SES, use command line trace called traceSES.

11. Conclusion

The Interop between UM-Labs SSC RC2100 and EC4200 and Avaya Communication Manager,
IP Office and SIP Enablement Services has passed.
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Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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