AVAYA

Avaya Solution & Interoperability Test Lab

Application Notes for IntraNext Event Intelligence 11.2with
Avaya Aura® Communication Manager 8.1and Avaya
Aura® Appli cation Enablement Services 8.1 Issuel.0

Abstract

These Application Notes describe the configuration steps requirednti@Next Even
Intelligencell.2to interoperate wittAvaya Aura&® Communication Manager 8.1 and Av
Aura® Application Enablement Services 8.thtraNextEvent Intelligence is a contact cen
solution.

In the compliance testingintraNext Event Intelligenceused the Telephony Service
Application Programmindnterface from Avaya Aura® Application Enabhent Services t
monitor agent stationsn Avaya Aua® Communication Manager to provide screen pog
call controlfeatures from the agent desktapsaning the IntraNext OneCT]I application.

Readers should pay attention $ection 2, in particular the scope of testing as outlineg
Section2.1as well as any observations notedettion 2.2, to ensure that their own use ca
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect com
testing and addibinal technical discussions. Testing was conducted via the DevCq
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps requiréutrfaNext Event
Intelligencell.2to interoperate withAvaya Aur&® Communication Manager 8.1 and Avaya
Aura® Application Enablement Services 8Hvent Intelligence is a contact center solution.

In the compliance testingvent Intelligencaised thelelephony Services Application
Programmig Interface(TSAPI) from Application Enal#ment Services to monitor agent stations
on Communication Manager to provide screen gag call controfeatures from the agent
desktopsunning the IntraNext OneCT]I application.

2. General Test Approach and Test Results

The feature test cases were performed manually. dp@ygent log inEvent Intelligencaised
TSAPIto queryandrequest monitoring otheagent station associated with the agent ID.

Incoming ACD calls were placed with available agents that esktops running the OneCTI
clientapplication Manual call controls from the OneCTI application were exercised to verify
call control features such as answering and transferring of calls.

The serviceability test cases were performed manually by disconnecting/reconnecting the
Ethernet connection to thevent IntelligenceserverandOneCTI client

DevConnect Complianceesting is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standas#sl interfaces pertinent

to the interoperability of the tested products and thueictionalities. DevConnect Compliance

Testing is not intended to substitute full product performanceaturie testing performed by

DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
compl eteness of a DevConnect memberds solutio

Avaya recommends our customers implement Avaya solutions using appropriate sadurity a
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya producheiatzion for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in amAwvaga solution component is
the responsibility of each individual venddReaders should consult the appropriate vendor
supplied product documentation for more information regarding those products.

For the testing associated witleieApplication Notes, the interface between Avaya systems
andIntraNextused encrypted TSAPI with Application Enablement Services.
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2.1. Interoperability Compliance Testing
The interoperability compliance test included feature and serviceability testing.

The feature testing fosed on verifying the following oBvent Intelligence

1 Use of TSAPI query servieg@o query devicenformation, name, agent state, and universal
call ID.

1 Use of TSAPImonitoring ancevent report servicdo monitoragent stations.

1 Use of TSAPI setalue serviceto set agent states, including log out, work mode changes
with support for reason codes and pending aux work.

1 Use of TSAPIsnapshot servigdo obtain information on agent stations and existing calls.

1 Use of TSAPI call control servis¢o supportcall control actions initiated fra OneCTI.

1 Proper handling of call scenarios involving inbound, outbound, internal, external, ACD,
nonACD, screen pop, drop, hold/resume, multiple calls, multiple ageatsfer,
conference, long duration, send DTMF, pending aux work, and reason codes.

The servieability testing focused on verifying the abilityE¥ent Intelligenceo recover from

adverse conditions, such as disconnecting/reconnecting the Ethernet conndevent to
Intelligence server and OneCTI client
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2.2. Test Results
All test cases were execdteand the following were observationsEvent Intelligence

1 By designagents are required to use the phone to log into thgad&&D at start of each
day. This is so that thassociation oagent IDwith the used station extensioan be
establishe@ndbe picked up by Event Intelligence via TSAPI queries.

1 After establishment ahreeparty conference involving two agentise agent phone bars did
notreflect all other parties on the calbr get updated as other parties drdptraNext
shared that in typical customer environments, there will be addiirop&mentation of
OneCare Transfer Tool améckend services that can provide and reflect all parties in
conference and update accordinglypasgties drop.

1 Previously dialed digitsan remairn the Touch Tone Keypastreerandmay require
manual clearing.

2.3. Support
Technical support okvent Intelligencean be obtained through the following:

9 Phone: (800) 9286398
9 Email: support@intranext.com
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3. Reference Configuration

The configuration used for the compliance testing is showdigimre 1. The detailed

administration of basic connectivity between Communication Manager and Application
Enablement Services, and of call center devices are not the focus of these Application Notes and
will not be described.

In the compliance testingvent Inteligencemonitored agent statio@ssociated with the agent
IDs shown in the table below.

Device Type Extension
Agent Station 65001(H.323) 66006 (SIP)
Agent ID 65881, 65882
Agent Password 65881, 65882

Simulated
SIP Service
Provider

: Session Border :
G650 Media e Session
Gateway § Manager
Enterprise
A
\ 4
. Communication tem
Media Server Syste
Manager Manager
: : Agents with IntraNext
Application g
Er? apbl Eriont TSAPI IntraNext OneCTl and Avaya IP |
; Event Intelligence Deskphone or Avaya
Services 9 Agent for Desktop
Figure 1: Compliance TestingConfiguration
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software Release/Version

Avaya Aura® Communication Manager in 8.1.3
Virtual Environment (8.13.0.1.890.28685
Avaya B50 Media Gateway NA
Avaya Aura® Media Server in 8.0
Virtual Environment (8.02.139)
Avaya Aura®Application Enablement Services 8.1.3
Virtual Environment (8.1.3.0.0.29)
Avaya Aura® Session Manager in 8.1.3
Virtual Environment (8.1.3.0.813019
Avaya Aura® System Manager in 8.13
Virtual Environment (8.1.3.0.101209)
AvayaSession Border Controller for Enterprise 811
Virtual Environment (8.1.1.01939Q
Avaya Agent for Desktop (H.328 SIP) 2.0.6.0.10
Avaya 9611G IP Deskphone (H.323) 6.8502
Avaya J169 IP Deskphone (SIP) 4.0.7.1.5
IntraNext Event Intelligencen 11.2.11.0
Windows Server 2019 Standard

1 AvayaTSAPI Windows Client (csta32.dll) 8.1.3.25
IntraNext OneCTbn 10.8.2
Windows 10 Pro
TLT; Reviewed: Solution & Interoperability Test Lab Application Note 6 of 32
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5. Configure Avaya Aura® Communication Manager

This section provides the procedures for configuring Communication Manager. The procedures
include the following areas:

1 Verify license

9 Administer CTllink

1 Administer system parameters features
9 Obtain reason codes

5.1. Verify License

Log in to the System Access Terminal to verify that the Communication Manager license has
proper permissions for featur es displajsgstemat ed i
parameters customeroptionsd ¢ 0 m meerifidthat tleeComputer Telephony Adjunct

Linkscust omer opydi Bagedi s Isfett hios fioypt i bhenscaont aske
Avaya sales team or business partner for a proper license file.

display system - parameters customer - options Page 4 of 1 2
OPTIONAL FEATURES

Abbreviated Dialing Enhanced List? y Audible Message Waiting? y
Access Security Gateway (ASG)? n Authorization Codes? y
Analog Trunk Incoming Call ID? y CAS Branch? n
A/D Grp/Sys List Dial ing Start at 01?7 y CAS Main? n
Answer Supervision by Call Classifier? y Change COR by FAC? n
ARS?y Computer Telephony Adjunct Links? y
ARS/AAR Partitioning?y C vg Of Calls Redirected Off -net?y
ARS/AAR Dialing without FAC? y DCS (Basic)? y
ASAI Link Core Capabilities? y DCS Call Coverage? y
ASAI Link Plus Capabilities? Y DCS with Rerouting? y

5.2. Administer CTI Link

Add a CTI | adacki-linkrsdi ncgo nmnaen dio wheame dvail able CT
Enter an available extension number inEx¢ensionfield. Note that the CTI link number and
extension number may vary.

Ent ADJ-IP® i Aype fielé, and a descriptive name in tNamefield. Default values
may be used in the remaining fields.

addcti -link 1 Page 1lof 3
CTI LINK
CTI Link: 1

Extension: 60111

Type: ADJ - IP
COR: 1

Name: AES CTI Link

Unicode Name? n

TLT; Reviewed: Solution & Interoperability Test Lab Application Note 7 of 32
SPOC1/21/2022 ©2021 Avaya Inc. All Rights Reserved. IntraNextAES81



5.3. Administer System Parameters Features

Log into the System Access Termin&dl s e dhdnge systerrparameters feature®
command to enabléreate Universal Call ID (UCID), which is located oPage 5 ForUCID
Network Node ID, enter an available node ID.

change system - parameters features Page 5 of 19
FEATURE RELATED SYSTEM PARAMETERS

SYSTEM PRINTER PARAMETERS
Endpoint: Lines Per Page: 60

SYSTEMWIDE PARAMETERS
Switch Name:
Emergency Extension Forwarding (min): 10
Enable Inter - Gateway Alternate Routing? n
Enable Dial Plan Transparency in Survivable Mode? n
COR to Use for DPT: station
EC500 Routing in Survivable Mode: dpt - then - ec500
MALICIOUS CALL TRACE PARAMETERS
Apply MCT Warning Tone? n MCT Voice Recorder Trunk Group:
Delay Sending RELeas e (seconds): 0
SEND ALL CALLS OPTIONS
Send All Calls Applies to: station Auto Inspect on Send All Calls? n
Preserve previous AUX Work button states after deactivation? n
UNIVERSAL CALL ID
Create Universal Call ID (UCID)?y UCI D Network Node ID: 27

Navigate toPage 13and enabl&end UCID to ASAI. This parameter allows for the universal
call ID to be sent t&vent Intelligence

change system - parameters features Page 13 of 19
FEATURE RELATED SYSTEM PARAMETERS
CALL CENTER MISCELLANEOUS
Callr - info Display Timer (sec): 10

Clear Callr - info: next - call
Allow Ringer - off with Auto - Answer? n
Reporting for PC Non- Predictive Calls? n

Agent/Caller Disconnect Tones? N
Interruptible Aux Notification Timer (sec): 3
Zip Tone Burst for Callmaster Endpoints: double

ASAI
Copy ASAI UUI During Conference/Transfer? n
Call Classification After Answer Supervision? y
Send UCID to ASAI? y
For ASAI Send DTMF Tone to Call Originator? y
Send Connect Event to ASAI For Announcement Answer? n
Prefer H.323 Over S IP For Dual - Reg Station 3PCC Make Call? n
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5.4. Obtain Reason Codes

Forcustomers hat wuse r eas changereadaredenamest ecro ninmaen di t o
display the configured reason codes. Make a note dfukRéNork reason codes, which will be
used lateto configureEvent Intelligence

change reason - code - names Page 1of 1
REASON CODE NAMES

Aux Work/ Logout
Interruptible?

Reason Code 1: Meeting n

Reason Code 2: Lunch /n

Reason Code 3: /n

Reason Code 4: /n

Reason Code 5: /n

Reason Code 6: /n

Reason Code 7: /n Other
Reason Code 8: In

Reason Code 9: /n

Default Reason Code:
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6. Configure Avaya Aura® Application Enablement Services

This section provides the procedures for configuring Application Enablement Services. The
procedures include the following areas:

9 Launch OAMinterface

1 Verify license

9 Administer TSAPI link

9 AdministerintraNextuser

1 Administer security database
9 Restart service

9 Obtain Tlink name

1 Export CA certificate

6.1. Launch OAM Interface

Accessthe OAMwelb ased i nt er f ac éttpd/fp-addsessn gi t haen UIRLt eir n e
browser wi ripdaddres® wihertehé& | P address of the Appl
server.

ThePlease login herescreen is displayed. Log in using the appropriate credentials.

AVAYA Application Enablement Services

Management Console

Please login here:

Username [

l Continue
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TheWelcome to OAM screens displayed next.

Welcome: User
Last login: Tue Oct 12 10:50:49 2021 from 192.168.200.20
H H H Number of prior failed login attempts: 0
AVA A Appllcatlon Enablement SerVIceS HostName/IP: aes7/10.64.101.239

Management Console Server foer Type: VIRTUAL_APPLIANCE_ON_VMWARE
SW Version: 8.1.3.0.0.25-0
Server Date and Time: Tue Oct 12 11:12:17 EDT 2021
HA Status: Not Configured

Home Home | Help | Logout

» AE Services

Communication Manager Welcome to OAM

Interface

High Availability The AE Services Operations, Administration, and Management (OAM) Web provides you with tools

Licensing for managing the AE Server. OAM spans the following administrative domains:

Maintenance e AE Services - Use AE Services to manage all AE Services that you are licensed to use on
the AE Server.

Networking e Communication Manager Interface - Use Communication Manager Interface to manage

switch connection and dialplan.
Security » High Availability - Use High Availability to manage AE Services HA.
e Licensing - Use Licensing to manage the license server.
Status « Maintenance - Use Maintenance to manage the routine maintenance tasks.
« Networking - Use Networking to manage the network interfaces and ports.
e Security - Use Security to manage Linux user accounts, certificate, host authentication and
authorization, configure Linux-PAM (Pluggable Authentication Modules for Linux) and so on.

User Management

Utilities s Status - Use Status to obtain server status informations.
e User Management - Use User Management to manage AE Services users and AE Services
Help user-related resources.

o Utilities - Use Utilities to carry out basic connectivity tests.
e Help - Use Help to obtain a few tips for using the OAM Help system

Depending on your business requirements, these administrative domains can be served by one
administrator for all domains, or a separate administrator for each domain.

6.2. Verify License

SelectLicensing A WebLM Server Accessn the left pane, to display the applicable WebLM
server log in screen (not shown). Log in using the appropriate credentials and navigate to
display installed licenses (not sha)v

Welcome: User
Last login: Tue Oct 12 10:50:45 2021 from 192.168.200.20
o H H H Number of prior failed login attempts: 0
AVA Appllcatlon Enablement SeI‘VIceS HostName/IP: aes7/10.64.101.23%
Management Console Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
SW Version: 8.1.3.0.0.25-0

Server Date and Time: Tue Oct 12 11:12:17 EDT 2021
HA Status: Not Configured

Licensing Home | Help | Logout

» AE Services

) Communication Manager Licensing
Interface
High Availability If you are setting up and maintaining the WebLM, you need to use the following:

Telccnomn e \WebLM Server Address

WebLM Server Address If you are importing, setting up and maintaining the license, you need to use the following:

WebLM Server Access « WebLM Server Access
Reserved Licenses If you want to administer TSAPI Reserved Licenses or DMCC Reserved Licenses, you need to use

i he following:
» Maintenance the following

e Reserved Licenses

» Networking
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SelectLicensed productsA APPL_ENAB A Application_Enablementin the left pane, to
display theApplication Enablement (CTI) screernin the right pane.

Verify that there are sufficient licenses fT08API Simultaneous Usersas shown below.

FAV/\V/N

& Users v K Elements v #Servicesv | Widgets v Shortcuts v ‘ = |
Aura® System Manager 8.1
Home Licenses
L..
WebLM Home Application Enablement (CTI) - Release: 8 - SID: 10503000 (Enterprise license
Install license o )
You are here: Licensad Products > Application_Enablement > Visw by Feature
Licensed products
License installed on: August 8, 2019 4:43:51 PM -05:00
APPL_ENAB : g
~ Application_Enablement License File Host IDs: VE-83-02-2D-26-52-01
View by feature
iew A y Feature = s
View by local WebLM (Licensa Keyword) License Capacity
Enterprise configuration Unified CC API Desktop Edition $0ti0
= : VALUE_AES_AEC_UNIFIED_CC_DESKTOP
» Local WebLM Configuration ( s inmi T )
CVLAN ASAI 16
» Usages (VALUE_AES_CVLAN_ASAI)
» Allocations Device Media and Call Control 1000
(VALUE_AES_DMCC_DMC)
Periodic status AES ADVANCED SMALL SWITCH 3
ASBCE (VALUE_AES_AEC_SMALL_ADVANCED)
; DLG 16
» Session_Border_Controller_E_AE (VALUE_AES_DLG)
» Avaya_Proactive_Contact TSAPI Simultaneous Users 1000
(VALUE_AES_TSAPI_USERS)
gEIR AES ADVANCED LARGE SWITCH 3
S ConESCtCanter (VALUE_AES_AEC_LARGE_ADVANCED)
CVLAN Proprietary Links
> COMMUNICATION_MANAGER (VALUE_AES_PROPRIETARY_LINKS) 16

120f 32
IntraNextAES81
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6.3. Administer TSAPI Link

SelectAE ServicesA TSAPI A TSAPI Links from the left pane of th®lanagement

Console to administer a TSAPI link. THESAPI Links screen is displayed, as shown below.
Click Add Link .

Welcome: User
Last login: Tue Oct 12 10:50:49 2021 from 192.168.200.20

- - — Nur of prio atter CH
AVAV/\ Application Enablement Services |12, 77 272 3150 ©
Management Console r er Ty TUAL_APPLIANCE_ON_VMWARE
Version: 8.1.3.0.0.25-0
rver Date and Time: Tue Oct 12 11:12:17 EDT 2021
HA Status: Not Configured

AE Services | TSAPI | TSAPI Links Home | Help | Logout

CVLAN TSAPI Links

[ tink | switch Connection | _Switch CTI Link #_| _ASAT Link Version | _Security |

St | Add Link || Edit Link || Delete Link |
SMS

TSAPI
= TSAPI Links
= TSAPI Properties

The Add TSAPI Links screen is displayed nexgetthe following values for the specified fields
and retain the default values for the remaining fields.

9 Link: An available link number

9 Switch Connection: The relevant switch connecti on,
9 Switch CTI Link Number: The CTI link number fronsection5.2

1 Security: AEncryptedod or fAiBotho to all ow

Welcome: User
Last login: Tue Oct 12 10:50:49 2021 from 152.168.200.20
Number of prior failed login attempts: 0
stName/IP: aes7/10.64.101.239
r Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
on: 8.1.3.0.0.25-0
Server Date and Time: Tue Oct 12 11:12:17 EDT 2021
HA Status: Not Configured

AE Services | TSAPI | TSAPI Links Home | Help | Logout

AVAYA Application Enablement Services

Management Console

CVLAN Add TSAPI Links
i Link [1v]
bMcc Switch Connection [cm7 v|
SMS Switch CTI Link Number ]1—V|
TSAPI ASAI Link Version |12—V!
« TSAPI Links Security (Both |
= TSAPI Properties | Apply Changes || Cancel Changes |
TWS
Interface
TLT; Reviewed: Solution & Interoperability Test Lab Application Note 130f 32
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6.4. Administer IntraNext User

SelectUser ManagementA User Admin A Add User from the left pane, to display tiAeld
Userscreen in the right pane.

Enter desired values fatser Id, Common Name Surname, User Passworg andConfirm
Password ForCT User, s eYle® c f r B m -downkst. &etainggthe default value in the
remaining fields.

Welcome: User
Last login: Tue Oct 12 10:50:49 2021 from 192.168.200.20
- - - Number of prior failed login attempts: 0
AVAYA Application Enablement Services rostimee: ses7/10.64.101.235
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.1.3.0.0.25-0

Server Date and Time: Tue Oct 12 11:12:17 EDT 2021
HA Status: Not Configured

User Management | User Admin | Add User Home | Help | Logout

» AE Services

N Communication Manager Add User
Interface
High Availability F:elds marked with * can n.ot be empty.

- - User Id | intranext |
plicemsing * Common Name |intranext |
) Maimtemance * Surname |intranext |
» Networking = User Password | |
» Security * Confirm Password | |
) Status Admin Note | |
¥ User Management Avaya Role | None v |

Service Admin Business Category | |
User Admin Car License | |
= Add User EH:FHome | |
= Change User Password Css Home | |
= List All Users CT User Yes v |

= Modify Default Users
= Search Users Display Name

|

| |

| |
» Help Employee Type | |

| |

| |

Department Number

Enterprise Handle

Given Name
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6.5. Administer Security Database

SelectSecurity A Security DatabaseA Control from the left pane, to display ti&DB
Control for DMCC, TSAPI, JTAPI and Telephony Web Servicesscreen in the righpane.
Make certain that both parameters are unchecked, as shown below.

In thecasethat the security database is used by the customer with parameters already enabled,
then follow reference?] to configure access privileges for titraNextuser fromSection 6.4.

Welcome: User
Last login: Tue Oct 12 10:50:49 2021 from 192.168.200.20

ovoyo Application Enablement serVices Number of prior failed login attempts: 0
HostName/IP: aes7/10.64.101.239
Management Console Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
SW Version: 8.1.3.0.0.25-0
Server Date and Time: Tue Oct 12 11:12:17 EDT 2021
HA Status: Not Configured

Security | Security Database | Control Home | Help | Logout

» AE Services

> Communication Manager SDB Control for DMCC, TSAPI, JTAPI and Telephony Web Services
Interface

High Availability [] Enable SDB for DMCC Service

» Licensing [C] Enable SDB for TSAPI Service, JTAPI and Telephony Web Services
» Maintenance [ Apply Changes

» Networking

¥ Security

Account Management
Audit

Certificate Management
Enterprise Directory
Host AA

PAM

Security Database

= Control
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6.6. Restart Service

SelectMaintenanceA Service Controller from the left pane, to display tlgervice Controller
screen in the right pane. Chet8API Serviceand clickRestart Service

Welcome: User
Last login: Tue Oct 12 10:50:49 2021 from 192.168.200.20
H H H Number of prior failed login attempts: 0
AVA A Appl'catlon Enablement Services HostName/IP: aes7/10.64.101.239

Management Console Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
SW Version: 8.1.3.0.0.25-0
Server Date and Time: Tue Oct 12 11:12:17 EDT 2021
HA Status: Not Configured

Maintenance | Service Controller Home | Help | Logout

» AE Services

R Communication Manager Service Controller
Interface
High Availability | Service ___[Controller Status|
» Licensing |:| ASAI Link Manager Running
s [J pMcc service Running
¥ Maintenance 55 )
: [J cvian service Running
Date Time/NTP Server =)
[J pLG service Running

Security Database =2 )
[_] Transport Layer Service Running

Service Controller ¢
TSAPI Service Running

Server Data
For status on actual services, please use Status and Control

| Start [ Stop | Restart Service I Restart AE Server l Restart Linux l Restart Web Server
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6.7. Obtain Tlink Name

SelectSecurity A Security DatabaseA Tlinks from the left pane. Thélinks screen shows a
listing of the Tlink names. A new Tlinkame is automatically generated for the TSAPI service.
Locate the Tlink name associated with the relevant switch connection, which would use the
name of the switch connection as part of the Tlink name.

Make a note of thpertinentTlink name, to be el laterto share witlEvent Intelligence In this
case, theertinentTlink namefor encrypted connection SAVAYA#CM7#CSTA -S#AES®, as
shown below.

Welcome: User
Last login: Tue Oct 12 10:50:49 2021 from 192.168.200.20

= = = Number of prior failed login attempts: 0
A\/A\YA Application Enablement Services . iiine/ir secr/i0.64.101 255
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.1.3.0.0.25-0
Server Date and Time: Tue Oct 12 11:12:17 EDT 2021
HA Status: Not Configured

Security | Security Database | Tlinks Home | Help | Logout

» AE Services

Communication Manager Tlinks
’ Interface

High Availability Tlink Name
O AVAYAZCM7#CSTAZAES7

® AVAYA=CM7=CSTA-SZAEST
[ Delete Tlink |

» Licensing

» Maintenance
» Networking
¥ Security

Account Management
Audit

Certificate Management
Enterprise Directory
Host AA

PAM

Security Database

= Control

CTI Users

= Devices

= Device Groups
= Tlinks
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6.8. Export CA Certificate

SelectSecurity A Certificate ManagementA CA Trusted Certificates from the left pangto
display theCA Trusted Certificates screen Select the pertinent CA certificate for secure
connection with «cl i eSystemianagerCA at aoBxport! i okt hi s

Welcome: User
Last login: Tue Oct 12 10:50:45 2021 from 192.168.200.20
H H H Number of prior failed login attempts: 0
AVAyA Appllcatlon Enablement serv.ces HostName/IP: aes7/10.64.101.239
Management Console Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
SW Version: 8.1.3.0.0.25-0
Server Date and Time: Tue Oct 12 11:12:17 EDT 2021
HA Status: Not Configured

Security | Certificate Management | CA Trusted Certificates Home | Help | Logout

» AE Services

R Communication Manager CA Trusted Certificates
Interface

High Availability

| View || Import || Export H Delete ]

» Licensing T T T Expiration Date

jMamienance () serverCertDefault ||expired||aes7-081738682-labUseOnly aes7-081738682-labUseOnly Aug 5, 2020
» Networking
- @) valid Avaya Product Root CA Avaya Product Root CA Aug 14, 2033
v Security ) avayaprca
Account Management O avaya_sipca valid SIP Product Certificate Authority |[SIP Product Certificate Authority ||Aug 17, 2027
Audit ® systemManagerca ||valid System Manager CA System Manager CA Oct 8, 2028

Certificate Management

= CA Trusted Certificates

TheTrusted Certificate Export screen is displayed next. Copy everything in the text box,
including theBEGIN CERTIFICATE andEND CERTIFICATE (not shown)ines.

Welcome: User
Last login: Tue Oct 12 10:50:49 2021 from 192.168.200.20
H = s Number of prior failed login attempts: 0
AVA A Appllcatlon Enablement ser‘"ces HostName/IP: aes7/10.64.101.239

Management Console Server foer Type: VIRTUAL_APPLIANCE_ON_VMWARE
SW Version: 8.1.3.0.0.25-0
Server Date and Time: Tue Oct 12 11:12:17 EDT 2021
HA Status: Not Configured

Security | Certificate Management | CA Trusted Certificates Home | Help | Logout

» AE Services

R Communication Manager Trusted Certificate Export
Interface
High Availability Issued To: System Manager CA
= = Issued By: System Manager CA
» Licensing Expiration Date: Oct 8, 2028
» Maintenance Certificate PEM:

» Networking

MIIDWzCCAkOgAWIBAGIILIbhCFHr3mswDQYIKoZIhveNAQELBQAWOzEaMBgGA1UEAWWRU3IzdG

¥ Security IE1hbmFnZXIgQOEXDTALBgNVBASMBE1HTVQxDjAMBgNVBAoMBUFWQVIBMB4XDTE4MTAXMTES

Account Management

Audit
Certificate Management 2 ¥

: 22W1T+1WqV7fiSq/itPOSEbwuIN0o32Tn9U03hc/LWLqoOmMTKyBZt4ejFD/c8KaRAOacw2a/+enMQ
= CA Trusted Certificates 5afShXKM9PaCbcMN29D3RftIybrTqUSKFOUOSiNev7170KDMaC/pRXbc/6Wu0O3sykTUyCpB4Hx49
@ Server Certificates M/OMh/c8vdSCYNmMNO7PPzNhescK0e7MZywIDAQAB0o2MwYTAPBgNVHRMBAfSEBTADAQH/MB8G

IwQYMBaAFFojv41gl02AzKk709pIBI14Gz7RMBOGA1UdDgQWBBRal7+CICTtgMypO9PaSQZdeBs
S 0TAOBgNVHQ8BAFSBEBAMCAYYWDQYIK0ZIhvcNAQEL BQADGGEBAINKv7PFUNHmMptIFXjdeGUUXw(
Enterprise Directory CrmwCz4z2V6QgmmRGBBg2HIfmdPZZ23hKghApey8YyumsvG+A12qRNjb5tfox6p19XA9T8HO

= Revocation Configuration
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Paste the copied content to a Notepad file and save with a desired file namertsianguffix,
such asavaya.crtin the compliance testing.

E avaya.crt - Motepad — O W
Eile Edit Format View Help

IIIDWzCCAkOgAWIBAgITL1bhCFHr3mswDQY JKoZ ThvcNAQELBQAWDzZEaMBgGALUEAwWRU3 1zdGVE
IE1lhbmFnZXIgQBExXDTALBgNVBASMBELIHTV(QxDjAMBgNVEACMBUFWOV1BMBAXDT EAMT AxMT EAMTU|
NFoXDTIAMT AwODEAMTUBNFowOzEaMBgGALUEAWWRU31zdGVETELhbmFnZ XTI gQBExDTALBgNVBASM
BE1IHTVQxDjAMBgNVBAOMBUFHQV1BMIIBI jANBgkqhkiG9waBAQEFAAOCAQBAMITBCgKCAQEATY9H
blFeekV10ePXGA6TdUR7LjyZ1NFkMBCp+vf /rLbyy8u+y06YT9ZGzpajxEY ] JwZgOKSIrgdkvv?)
Ridmi71UICM7 3wy tBQwpzK12HQ@00S51ZAW ] EWa /VuPQmbahGdC7UX04DHMcnzzhekWhEQJ j J4zkRM
22W1T+1WgV7fi5q/1tPBsEbwulINe32Tno9UB3he /LWLqoOmTKyBZ tdejFD/ c8KaRABacw2a /+enM])
5afShXKMIPaCbcMN29D3RFtlybrTqUSKFOUOSiNev/I78KDMaC /pRXbe /6Wu03sykTUyCpBAHXAS

1/0Mh / c8vdSCYNmNB7PPzNhes cKBe 7TMZywIDAQABo 2MwYTAPE gNVHRMBAFBEBTADAQH /MBBGA1Ud
TwQYMBaAFFojvAIgl02AzKk7609p]B114Gz7RMEBGALUADgQWEBRaI7+CICTtgMyp09Pas0QZdeBs+
BTAOBgNVHQSBATSEEAMCAYYWDQY JKoZLhvcNAQELBQADggEBAINKv7PFUNHmpt1FX]jdeGUUxw0IM
CrmsCz4z2V6Q0gmmRGBBg2H] fmdPZZ23hKghApey8YyumsvG+Al2gRNjb5StfoxbplIXAITELtt0OHN
o8FQ6/ chUYVCIfwRKgUA7KKhODx75LK7mTGBv2DFBcGetEWLZ zozVQ5+gzwpAYgqF5fUpASE2zni
mA6HESSivL 7WDdowglAxcVrdSchghTpeeMBd1linp9R/elbvOHK7420BATQGvem3rW36vRkUBalls
NzXWnvilUXqtBTMQ8irD1zSEMx61IEBbXboht7elU60mnhQczFI1jMLiwYuGBIN1Imf2+gCZThbK1019N
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7. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager, which is performed via
the web interface of System Manager. The procedures include the follaress)

1 Launch System Manager
1 Administerusers

7.1. Launch System Manager

Access the System Manager web-addtes$acenbgnub
browser wi ndaodwd,r ewshseor e siiitphe | P address of Syst
appuopriate credentials.

This system is restricted solely to authorized users

for legitimate business purposes only. The actual I
or attempted unauthorized access, use, or User ID:
modification of this system is strictly prohibited.

Unauthorized users are subject to company

disciplinary procedures and or criminal and civil

penalties under state, federal, or other applicable Log On Reset
domestic and foreign laws.

The use of this system may be monitored and
recorded for administrative and security reasons.

7.2. Administer Users

In the subsequent screen (not shown), sélesetsA User Managementfrom the top menu
SelectUser ManagementhA Manage Usergnot shown)¥rom the left pane to display the screen
below.

Select the entry associated with the first SIP agent stationSemtion3, i n t@600E», case 0
andclick Edit.
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