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Abstract

These Application Notes describe a sample configuration for a network that uses Avaya
Aura™ Session Manager to connect Ingate SlParator and Avaya Aura™ Communication
Manager using SIP trunks.

The Ingate SIParator is a SIP Session Border Controller (SBC) that manages and protects the
flow of SIP signaling and related media across an untrusted IP network. The compliance
testing focused on telephony scenarios between an enterprise site, where the Ingate SlParater,
Session Manager and Communication Manager were located, and a second site simulating a
service provider service node.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe a sample configuration for a network that uses Avaya Aura™
Session Manager to connect Ingate SIParator and Avaya Aura™ Communication Manager using SIP
trunks.

The compliance testing focused on telephony scenarios between an enterprise site, where the Ingate
SlParater, Session Manager and Communication Manager were located, and a second site simulating
a service provider service node.

1.1. Interoperability Compliance Testing

The compliance testing focused on interoperability between Ingate SIParator and Session Manager /
Communication Manager by making calls between the enterprise site and a second site simulating a
service provide service node that were connected through the SIParator using direct SIP trunks. The
following functions and features were tested in the compliance test:

— Calls from both SIP and non-SIP endpoints between sites

— G.711u and G.729A codec support

— Proper recognition of DTMF transmissions by navigating voicemail menus

— Proper operation of voicemail with message waiting indicators (MWI)

— PBX features including Multiple Call Appearances, Hold, Transfer, and Conference

— Extended telephony features using Communication Manager Feature Name Extensions
(FNE) such as Call Forwarding, Conference On Answer, Call Park, Call Pickup, Automatic
Redial and Automatic Call Back and Send All Calls.

— Proper system recovery after SIParator restart and/or re-establishment of broken IP
connectivity.

1.2. Support

Technical support for Ingate SIParator can be obtained by contacting Ingate at
— EMEA Phone: +46-13-21 08 52
— NA Phone: +1-866-809-0002
— Email: support@ingate.com
— Web: http://www.ingate.com

2. Configuration

Figure 1 illustrates the test configuration. The test configuration shows two sites connected via a SIP
trunk across an untrusted IP network: the main enterprise site and a second site that simulates a
service provider service node. The main site has a Juniper Networks Netscreen-50 firewall at the
edge of the network restricting unwanted traffic between the untrusted network and the main
enterprise site. Also connected to the edge of the main site is a SIParator Session Border Controller
(SBC). The public side of the SIParator is connected to the untrusted network and the private side is
connected to the trusted corporate LAN.
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All SIP traffic between sites flows through the SlParator. In this manner, the SIParator can protect
the main site’s infrastructure from any SIP-based attacks. The voice communication across the
untrusted network uses SIP over TCP and RTP for the media streams. All non-SIP traffic bypasses
the SIParator and flows directly between the untrusted network and the private LAN of the
enterprise if permitted by the data firewall.

Also connected to the corporate LAN at the main site are:

e A Session Manager and its companion Avaya Aura™ System Manager. The Session
Manager serves as a SIP routing hub and System Manager provides management functions
for Session Manager.

e An Avaya S8300B Server running Communication Manager in an Avaya G700 Media
Gateway. Avaya IA 770 Intuity Audix is also running on the Avaya S8300B Server to
provide VVoice Mail functionality.

e An Avaya S8500 Server running Avaya Aura™ SIP Enablement Services that provides SIP
registrar and proxy server functions for SIP endpoints in the enterprise IP telephony network.

e AnHTTP server for SIP phones at the enterprise site to obtain their configuration
information.

The Session Manager connects the SIParator and Communication Manager using SIP trunks.
Endpoints include both SIP and non-SIP endpoints. An ISDN-PRI trunk connects the media
gateway to the PSTN.

Located at the 2" site simulating a service provider service node is a SIP Enablement Services
server and a Communication Manager with both SIP and non-SIP endpoints.

The SIP endpoints located at both sites are registered to the local SIP Enablement Services. Each
site has a separate SIP domain: business.com for the main site and bigtime.com for the 2" site. SIP
and H.323 telephones at both sites use the local HTTP server to obtain their configuration files.
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Figure 1: SIParator SIP Trunking Test Configuration
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3. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration:

Equipment

Software/Firmware

Avaya S8300B/C Server with Avaya
G700 Media Gateway
Avaya IA 770 Intuity Audix

Avaya Aura™ Communication Manager 5.2
(R015x.02.0.947.3 with update 17294)

Avaya S8500 Server

Avaya Aura™ SIP Enablement Services 5.2
(SES-5.2.0.0-947.3b
with update SES-2.0.947.3-SP1)

Avaya 9600 Series IP Telephones
(SIP)

Avaya one-X™ Deskphone Edition SIP 2.2

Avaya 9600 Series IP Telephones
(H.323)

Avaya one-X™ Deskphone Edition H.323
Release 3.0

Avaya 1616 IP Telephone (H.323)

Avaya one-X™ Deskphone Value Edition
Release 1.100

Windows PC (Soft Phone)

Windows XP Professional SP2
Avaya one-X™ Communicator (SIP)
R1.030-SP3-16918

Avaya 6408D Digital Telephone

Avaya 6210 Analog Telephone

Analog Telephone

e Standard SIP features

e SIP Trunking

e Remote SIP Connectivity (NAT
Traversal)

e Failover

e VPN (IPsec and PPTP)

Windows Server (HTTP Server) Windows Server 2003 SP2
Juniper Networks Netscreen-50 5.4.0r9.0
Ingate SIParator with installed modules: 4.7.1
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4. Configure Communication Manager

This section describes the Communication Manager configuration at the main enterprise site to
support the network shown in Figure 1. It assumes the procedures necessary to support SIP and
connectivity to SIP Enablement Services have been performed as described in [3] and [5]. It also
assumes that an off-PBX station (OPS) has been configured on Communication Manager for each
SIP endpoint in the configuration as described in [3] and [4].

This section is divided into two parts. Section 4.1 summarizes the user-defined parameters used in
the installation procedures that are important to understanding the solution as a whole. It will not
attempt to show the installation procedures in their entirety. It also describes any deviations from
the standard procedures, if any.

Section 4.2 will describe procedures beyond the initial SIP installation procedures that are necessary
for connecting Communication Manager to Avaya Aura™ Session Manager.

The configuration of Communication Manager was performed using the System Access Terminal
(SAT). After the completion of the configuration, perform a save translation command to make the
changes permanent.

Note that in the case of the compliance test, a second site comprised of an Communication Manager
and SIP Enablement Services was set up to simulate a service provider service node, therefore the
configuration described in this section must be repeated for the Communication Manager at the 2™
site using values appropriate from Figure 1. This includes but is not limited to the IP addresses, SIP
domain and user extensions. The specific differences will be called out in the configuration details
in this section. A complete set of the key configuration screens on Communication Manager at site 2
is included as an appendix.
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4.1. Summary of Initial SIP Installation

This section summarizes the applicable user-defined parameters used during the SIP installation
procedures.

Step Description

1. | IP network region

The Avaya S8300B Server, SIP Enablement Services and IP (H.323/SIP) endpoints
were located in a single IP network region (IP network region 1) using the parameters
described below. Use the display ip-network-region command to view these settings.
The example below shows the values used for the compliance test.

= Authoritative Domain: business.com
This field was configured to match the domain name configured on SIP
Enablement Services. This name will appear in the “From” header of SIP
messages originating from this IP region.

= Name: Default Any descriptive name may be used.

» Intra-region IP-IP Direct Audio: yes
Inter-region IP-IP Direct Audio: yes
By default, IP-IP direct audio (media shuffling) is enabled to allow audio traffic to
be sent directly between IP endpoints without using media resources in the Avaya
Media Gateway. Shuffling can be further restricted at the trunk level on the
Signaling Group form.

= Codec Set: 1
The codec set contains the set of codecs available for calls within this IP network
region. This includes SIP calls since all necessary components are within the same

region.
display ip-network-region 1 Page 1 of 19
IP NETWORK REGION
Region: 1
Location: Authoritative Domain: business.com
Name: Default
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 1 Inter-region IP-IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? n
UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS RTCP Reporting Enabled? y
Call Control PHB Value: 46 RTCP MONITOR SERVER PARAMETERS
Audio PHB Value: 46 Use Default Server Parameters? y

Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority:
Audio 802.1p Priority:
Video 802.1p Priority: AUDIO RESOURCE RESERVATION PARAMETERS
H.323 1P ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5

aao o
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Step Description

2. Codecs

individual codec, only the codec under test was included in the list.

IP codec set 1 was used for the compliance test. Multiple codecs were listed in priority
order to allow the codec used by a specific call to be negotiated during call
establishment. The list includes the codecs the enterprise wishes to support within the
normal trade-off of bandwidth versus voice quality. The example below shows the
values used in the compliance test. It should be noted that when testing the use of each

display ip-codec-set 1 Page 1of 2
IP Codec Set
Codec Set: 1
Audio Silence Frames  Packet
Codec Suppression Per Pkt Size(ms)
1: G.711MU n 2 20
2: G.729A n 2 20
3:
4:
5:
6:
7:
Media Encryption
1: none
2:
3:
AMC; Reviewed: Solution & Interoperability Test Lab Application Notes 8 of 52
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Step Description
3. | Signaling Group
For the compliance test, signaling group 1 was used for the signaling group associated
with the SIP trunk group between Communication Manager and SIP Enablement
Services. Signaling group 1 was configured using the parameters highlighted below.
All other fields were set as described in [3].
= Near-end Node Name: procr This node name maps to the IP address of the Avaya
S8300 Server. Node names are defined using the change node-names ip
command.
» Far-end Node Name: SES This node name maps to the IP address of SIP
Enablement Services.
» Far-end Network Region: 1 This defines the IP network region which contains
SIP Enablement Services.
» Far-end Domain: business.com This domain is sent in the “To” header of SIP
messages of calls using this signaling group.
= Direct IP-IP Audio Connections: y This field must be set to y to enable media
shuffling on the SIP trunk.
display signaling-group 1
SIGNALING GROUP
Group Number: 1 Group Type: sip
Transport Method: tls
IMS Enabled? n
Near-end Node Name: procr Far-end Node Name: SES
Near-end Listen Port: 5061 Far-end Listen Port: 5061
Far-end Network Region: 1
Far-end Domain: business.com
Bypass If IP Threshold Exceeded? n
DTMF over IP: rtp-payload Direct IP-IP Audio Connections? y
Session Establishment Timer(min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? n Direct IP-IP Early Media? n
H.323 Station Outgoing Direct Media? n Alternate Route Timer(sec): 6
AMC; Reviewed: Solution & Interoperability Test Lab Application Notes 9 of 52
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Step

Description

Trunk Group

For the compliance test, trunk group 1 was used for the SIP trunk group between

Communication Manager and SIP Enablement Services. Trunk group 1 was

configured using the parameters highlighted below. All other fields were set as

described in [3].

= Signaling Group: 1 This field is set to the signaling group shown in the previous
step.

=  Number of Members: 24 This field represents the number of trunks in the SIP
trunk group. It determines how many simultaneous SIP calls can be supported by
the configuration. Each SIP call between two SIP endpoints (whether internal or
external) requires two SIP trunks for the duration of the call. Thus, a call from a
SIP telephone to another SIP telephone will use two SIP trunks. A call between a
non-SIP telephone and a SIP telephone will only use one trunk.

display trunk-group 1 Page 1 of 21
TRUNK GROUP

Group Number: 1 Group Type: sip CDR Reports: y
Group Name: SES Trk Grp COR: 1 TN: 1 TAC: 101
Direction: two-way Outgoing Display? y
Dial Access? n Night Service:
Queue Length: 0O
Service Type: tie Auth Code? n

Signaling Group: 1
Number of Members: 24

Trunk Group - continued

On Page 3:

= Verify the Numbering Format field is set to public. This field specifies the
format of the calling party number sent to the far-end.

= The default values may be retained for the other fields.

display trunk-group 1 Page 3 of 21
TRUNK FEATURES
ACA Assignment? n Measured: none
Maintenance Tests? y

Numbering Format: public
UUI Treatment: service-provider

Replace Restricted Numbers? n
Replace Unavailable Numbers? n

Show ANSWERED BY on Display? y
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Step

Description

Public Unknown Numbering

Public unknown numbering defines the calling party number to be sent to the far-end.
An entry was created for the trunk group defined in Step 4. In the example shown
below, all calls originating from a 5-digit extension beginning with 3 and routed across
any trunk group (Trk Grp(s) setting is blank) including trunk groupl will be sent as a
5 digit calling number. This calling party number is sent to the far-end in the SIP
“From” header.

display public-unknown-numbering O Page 1of 2
NUMBERING - PUBLIC/UNKNOWN FORMAT
Total
Ext Ext Trk CPN CPN
Len Code Grp(s) Prefix Len

Total Administered: 14
5 3 5 Maximum Entries: 240

4.2. Configure SIP Trunks to Session Manager

To connect to Session Manager, 2 SIP trunk groups were configured on Communication Manager,
one for sending outgoing calls from Communication Manger to Session Manager, the other for
receiving incoming calls from Session Manager.

Step Description
1. | Node Names

Use the change node-names ip command to create a node name for the IP address of
Session Manager. Enter a descriptive name in the Name column and the IP address
assigned to Session Manager in the 1P address column. The example below shows the
values used in the compliance test at site 1.
At site 2, since a direct SIP trunk needs to be established between the Communication
Manager and the SlParater at the main enterprise site, the SIParator and its public side
IP address should be configured in the IP Node Names form instead of the entry for
Session Manager.

change node-names ip

IP NODE NAMES
Name IP Address

ASMeast 10.75.5.24

SES 10.75.5.6

default 0.0.0.0

myaudix 10.75.5.7

procr 10.75.5.2
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Step Description

2. | Signaling Group (for outgoing calls)

For the compliance test, signaling group 27 was used for the SIP trunk group defined
for sending outgoing calls to Session Manager (see Step 3). Signaling group 27 was
configured using the same parameters as signaling group 1 in Section 4.1, Step 3 with
the exception of the Far-end Node Name. The Far-end Node Name field was set to
the node name for Session Manager.

At site 2, this signaling group was used for the trunk group connecting the
Communication Manager to the SlParator at the main enterprise site. So the Far-end
Node Name field should be set to the node name for the SIParator and the Far-end
Domain field should be set to bigtime.com.

display signaling-group 27
SIGNALING GROUP

Group Number: 27 Group Type: sip
Transport Method: tcp
IMS Enabled? n

Near-end Node Name: procr Far-end Node Name: ASMeast
Near-end Listen Port: 5060 Far-end Listen Port: 5060
Far-end Network Region: 1
Far-end Domain: business.com

Bypass If IP Threshold Exceeded? n

DTMF over IP: rtp-payload Direct IP-IP Audio Connections? y
Session Establishment Timer(min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? n Direct IP-IP Early Media? n
H.323 Station Outgoing Direct Media? n Alternate Route Timer(sec): 6
AMC; Reviewed: Solution & Interoperability Test Lab Application Notes 12 of 52
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Step

Description

Trunk Group (for outgoing calls)

For the compliance test, trunk group 27 was used for the SIP trunk group defined for
connecting Communication Manager to Session Manager. Trunk group 27 was
configured using the same parameters as trunk group 1 in Section 4.1, Step 4 except
that the Group Name field was named differently and the Signaling Group field was
set to 27. This includes the settings on Page 3 of the trunk group form (not shown).
Similar changes should be made for this trunk group form at site 2.

display trunk-group 27 Page 1 of 21

TRUNK GROUP

Group Number: 27
Group Name: To ASMeast
Direction: two-way
Dial Access? n
Queue Length: O
Service Type: tie

Group Type: sip
COR: 1 TN: 1
Outgoing Display? n

CDR Reports: y
TAC: 127

Night Service:
Auth Code? n

Signaling Group: 27
Number of Members: 24

Signaling Group (for incoming calls)

For the compliance test, signaling group 26 was used for the SIP trunk group defined
for receiving incoming calls from Session Manager (see Step 5). Signaling group 26
was configured using the same parameters as signaling group 27 in Step 2 with the
exception of the Far-end Domain set to blank.

At site 2, this signaling group was used for the trunk group connecting the
Communication Manager to the SlParator at the main enterprise site. So the Far-end
Node Name field should be set to the node name for the SIParator.

display signaling-group 26

SIGNALING GROUP
Group Number: 26 Group Type: sip
Transport Method: tcp
IMS Enabled? n

Far-end Node Name: ASMeast
Far-end Listen Port: 5060
Far-end Network Region: 1

Near-end Node Name: procr
Near-end Listen Port: 5060

Far-end Domain:

Bypass If IP Threshold Exceeded? n

DTMF over IP: rtp-payload
Session Establishment Timer(min): 3
Enable Layer 3 Test? n
H.323 Station Outgoing Direct Media? n

Direct IP-IP Audio Connections? y
IP Audio Hairpinning? n

Direct IP-IP Early Media? n
Alternate Route Timer(sec): 6
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Step

Description

5. | Trunk Group (for incoming calls)

For the compliance test, trunk group 26 was used for the SIP trunk group defined for
receiving incoming calls from Session Manager. Trunk group 26 was configured using
the same parameters as trunk group 27 in Step 3 except that the Group Name field was
named differently and the Signaling Group field was set to 26. This includes the
settings on Page 3 of the trunk group form (not shown). Similar changes should be
made for this trunk group form at site 2.

Dial

display trunk-group 26

Group Number: 26
Group Name: From ASMeast
Direction: two-way
Access? n
Queue Length: O
Service Type: tie

Page 1
TRUNK GROUP

Group Type: sip
COR: 1
Outgoing Display? n

TN: 1
Night Service:

Auth Code? n

Signaling Group: 26
Number of Members: 24

CDR Reports:
TAC:

of 21

y
126

6. | Automatic Alternate Routing

Step 7).

Automatic Alternate Routing (AAR) was used to route calls to Session Manager (for
onward routing to the 2" site through the SlParator). In the example shown, numbers
that begin with 50 and are 5 digits long use route pattern 27. Route pattern 27 routes
calls to the SIP trunk group defined for sending outgoing calls to Session Manager (see

500
501

display aar analysis 5

Page 1
AAR DIGIT ANALYSIS TABLE

Location: all Percent Full:
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqd
5 5 27 aar n
5 5 27 aar n
5 5 27 aar n

of 2

3
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Step

Description

Route Pattern
For the compliance test, route pattern 27 was used for calls destined for the 2nd site
through Session Manager and the SIParator. Route pattern 27 was configured using the

parameters highlighted below.
= Pattern Name: Any descriptive name.

=  Grp No: 27 This field is set to the trunk group number defined in Step 3.
= FRL: 0 This field is the Facility Restriction Level of the trunk. It must be set to an
appropriate level to allow authorized users to access the trunk. The level of 0 is the

least restrictive.

display route-pattern 27 Page 1of 3
Pattern Number: 27 Pattern Name: To ASMeast
SCCAN? n Secure SIP? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1: 27 n user
2: n user
3: n user
4: n user
5: n user
6: n user
BCC VALUE TSC CA-TSC ITC BCIE Service/Feature PARM No. Numbering LAR
012M4W Request Dgts Format
Subaddress
l1: yyyyyn n rest none
2: yyyyyn n rest none
3:yyyyynn rest none
4y yyyynn rest none
5:yyyyynn rest none
6: yyyyyn n rest none
AMC; Reviewed: Solution & Interoperability Test Lab Application Notes 15 of 52
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5. Configure Session Manager

This section provides the procedures for configuring Session Manager as provisioned in the
reference configuration. Session Manager is comprised of two functional components: the Session
Manager server and the System Manager management server. All SIP call provisioning for Session
Manager is performed via the System Manager web interface and are then downloaded into Session
Manager.

The following sections assume that Session Manager and System Manager have been installed and
that network connectivity exists between the two platforms.

The Session Manager server contains an SM-100 security module that provides the network
interface for all inbound and outbound SIP signaling and media transport to all provisioned SIP
entities. For the Session Manager used for the compliance test, the IP address assigned to the SM-
100 interface is 10.75.5.24 as specified in Figure 1. The Session Manager server has a separate
network interface used for connectivity to System Manager for managing/provisioning Session
Manager. For the compliance test, the IP address assigned to the Session Manager management
interface is 10.75.5.22. In the configuration for the compliance test, the SM-100 interface and the
management interface were both connected to the same IP network. If desired, the SM-100 interface
for real-time SIP traffic can be configured to use a different network than the management interface.
For more information on Session Manager and System Manager, see [8] and [9].

The procedures described in this section include configurations in the following areas:

e SIP domain

e Logical/physical Locations that can be occupied by SIP Entities

e SIP Entities corresponding to the SIP telephony systems (including Communication
Manager and Session Border Controller) and Session Manager itself

e Entity Links which define the SIP trunk parameters used by Session Manager when routing
calls to/from SIP Entities

e Time Ranges during which routing policies are active

e Routing Policies which control call routing between the SIP Entities

e Adaptations which specifies any digit conversions or domain modifications needed in SIP
Request URI before routing the call to a SIP Entity

e Dial Patterns which govern to which SIP Entity a call is routed

e Session Manager corresponding to the Session Manager Servers managed by System
Manager
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SPOC 10/28/2009 ©2008 Avaya Inc. All Rights Reserved. Ingate-ASM-Trk



Login

Access the Session Manager administration web interface by entering
http://<ip-addr>/IMSM as the URL in an Internet browser, where <ip-addr> is the IP
address of the System Manager server.

Log in with the appropriate credentials. The main page for administrative interface is
shown below.

<2 Welcome - Microsoft Internet Explorer |Z||E||z|
© File Edt Miew Favorites  Tools  Help -al"
Address |@ https: {10,755, 21 /IMSM|f aces/pageswelcome  chtml?client TZ=2408client TZName=1J5/Easterngcid=40 V| G
A
Yiyelcome, admin Last Logged on at
AVAyA INTEGRATED MANAGEMENT Aug. 27, 2003 18:11 P
SYSTEM MAMAGER 1.0 Help | Log off

b Asset Management

p User Management
» Monitoring

» Network Routing Policy

b Security

» Applications
b Settings

» Session Manager

Shortcuts

Change Passward

|

@Done é O Internet
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Add SIP Domain
The Network Routing Policy sub menus contain all configuration tasks (except the
last one) listed at the beginning of this section.

In the compliance test, only one SIP Domain was configured — all Session Manager
SIP entities were located in the same authoritative domain.

Navigate to Network Routing Policy->SIP Domains to add the SIP domain with
e Name: business.com (as set in Section 4.2, Step 2)
¢ Notes: optional descriptive text

Click Commit to save the configuration.

< SIP Domains - Microsoft Internet Explorer |Z”E|

()

: File Edit ‘iew Favorkes Tools Help "‘
| Address |5§| https: {{10.75.5.21 [NRP|faces/pages/sipDarmains. xhtml V| Go
o |
V irelcarne, admin Last Logged on at Aug.
A\ A\ A\ INTEGRATED MANAGEMENT SYSTEM 28, 2008 17:46 FM
MANAGER 1.0 Help | Log off
/ S1IP Domains
» Asset Management SIP Domains
» User Management
» Monitoring
~ Network Routing Policy
Adaptations 11tem  Refresh Filter: Enahle
Dial Patterns
Mame Motes
Enftity Links 5
. * business.com for Core
Locations
Regular Exprassions
Routing Policies 1
SIP Domains * Input Required
SIP Entities
Time Ranges
Personal Settings
» Security
» Applications
» Settings
» Session Manager
X
S | &
@ é ° Internet
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3. | Add Location

Locations identify logical and/or physical locations where SIP entities reside. In the
compliance test, only one Location was configured — all Session Manager SIP entities
were located in the same Location.

Navigate to Network Routing Policy-> Locations to add the Location.

Under General:
e Name: a descriptive name
¢ Notes: optional descriptive text

Under Location Pattern:
e [P Address Pattern: 10.75.5.*
e Notes: optional descriptive text

Click Commit to save the configuration.

3 Location Details - Microsoft Internet Explorer |;||E|rz|
 File Edit View Favorites Tocls  Help -:;"
: Address !fg https:{/10.75.5.21/NRP Faces/pages routingOriginationsDetails. xhtml?cid=23 ~ i Go
e
V Welcome, admin Last Logged on &t Aug,
A A A INTEGRATED MANAGEMENT SYSTEM 28, 2008 17:46 M
MANAGER 1.0 Heln | Log off
ocation Details
» Asset Management Location Details
» User Management
» Monitoring General
* Network Routing Policy Name Notes
Adaptations © Core Session M-l;mager and CM/SES
Dial Patterns < | B
Entity Lirks
ke Managed Bandwidth: Khitfsec v.
Regular Expressions * Average Bandwidth per Call: a0 IKbit,-fsec V|
Routing Policies * Time to Live (secs): 3600
SIP Domains
e Location Pattern
Time Ranges
Personal Settings 1Item Refresh Filter: Enable
b Security
— I | IP Address Pattern Notes
» Applications | |
» Settings O -10755* Carz ASM, CM/SES
piskssion Managen Select: All, Mone ([ O of 1 Selected )
Shortcuts
Change Password * Input Required v
< | o
@ Done é a Inkernet
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Add Adaptations

Session Manager provides for specialized code modules, called Adaptations, to process
specific call processing requirements. In the compliance test, 2 Adaptations were used
to update the domain as contained in the SIP Request-URI based on the SIP Entities to
which this adaptation is defined. The screen below shows the configuration details of
the Adaptation (when associated with the Communication Manager SIP Entity in Step
7) that will replace domain in the SIP Request-URI for all calls to Communication
Manager to business.com.

Navigate to Network Routing Policy-> Adaptations to add Adaptation.

Under General:
e Name: a descriptive name
e Adaptation Module: enter DigiConversionAdapter business.com
e Notes: optional descriptive text

Click Commit to save the configuration.

2 Adaptation Details - Microsoft Internet Explorer E]\E|E|
File  Edit View Favorites Tools Help 'f,'
Address !Q https: {10,755, 21jNRP/faces/pages/ adaptationsDetails xhtmizcid=21 v| Go
A
V Welcorne, admin Last Lagged an at Aug. 28,
A\ A\ A\ INTEGRATED MAMAGEMENT SYSTEM 2008 17:46 PM
MANAGER 1.0 Help | Log off
Home ing / Adaptation Details
» Asset Management Adaptation Details
» User Management
» Monitoring General
~ Metwork Routing Polic
b \" Name Adaptation Module sgress S Notes
) arameters
Adaptations
i et * business DigitConversionadapter business.cam For calls to
X ! < | b
Entity Links =
Locations .. . .
Digit Conversion for Incoming Calls
Regular Expressions
Rermove
Routing Policies
SIP Domains 0 Items Refresh Filter: Enable
SIP Entities Matching Min R Delete [ Insert Address to Notes
Time Ranges | Paiftern | | Digits | .Digits | mudi.fy
Personal Settings
SEneEiry Digit Conversion for Qutgoing Calls
» Applications
» Settings 0 Items  Refresh Filter: Enahle —=
» Session Manager
Matching 7 Delete Insert Address to
Pattern il glad Digits Digits modify Hotes
Shortcuts
Change Passward * . -
Input Required -Cnmrmt -Cancel
Arantatinn Nataile fiald Aacerin tinne :’
4] | =
g‘l é O Internet
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5. | Add Adaptations (Continued)

Add a second Adaptation that will replace domain in the SIP Request-URI for all calls
to the Ingate SlParator SIP Entity (for onward routing to the 2" site simulating a
service provider service node) to bigtime.com.

The Adaptations summary screen as shown below list the 2 Adaptations used in the
compliance test:

3 Adaptations - Microsoft Internet Explorer |Z”E||g|
: File Edit Wiew Favorites Tools  Help ;"
Address |5Ej https:/{10,75.5.21{MNRPf aces/pages/adaptations, xhtml?cid=20 v| Go
|
V Welcome, admin Last Logged on at Aug,
A\ A\ A\ INTEGRATED MANAGEMENT SYSTEM 28, 2009 17:45 FM
MANAGER 1.0 Help | Log off

/ Adaptations

» Asset Management Ada ptations %
» User Management

» Monitoring New selete More Actions ™ ‘ [ Cormnmit ]

* Network Routing Policy

Adaptations 2 Items | Refresh Filter: Enable
Dial Patterns T T = AT
[} State MName Adaptation Module gress Notes
Entity Links | | {i i Rorameters |
. et DigitConversionAdapter For calls to
Locations O  swe bigtime bigtirme.com bigtire.com
. . DigitConversionAdapter For calls to
Regular Expressions O se business %o com business.com

Routing Policies -
Select: All, Mone [ 0 of 2 Selected )

SIP Domains

SIP Entities

Time Ranges

Personal Settings

b Security

» Applications
» Settings

» Session Manager

|€

LYIES

S & Internet
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6. | Add SIP Entities — Session Manager

A SIP Entity must be added for Session Manager and for each SIP-based telephony
system supported by it using SIP trunks. In the compliance test, a SIP Entity was
added for the Session Manager itself, the Communications Manager, and the Ingate
SlIPrator.

Navigate to Network Routing Policy-> SIP Entities to add SIP Entities. The
configuration details for the SIP Entity defined for Session Manager are as follows:

Under General:
e Name: a descriptive name
e FQDN or IP Address: 10.75.5.24 as specified in Figure 1. This is the IP
address assigned to the SM-100 security module installed in the Session
Manager.
Type: select Session Manager
Adaptation: leave blank
Location: select the Location created in Step 3
Time Zone: select the proper time zone for this installation

Under Port, click Add, then edit the fields in the resulting new row as shown below:
e Port: 5060. This is the port number on which the system listens for SIP
requests.
e Protocol: TCP. The TCP transport protocol was used in the compliance test to
send SIP requests.
e Default Domain: select the SIP Domain created in Step 2.

Default settings can be used for the remaining fields. Click Commit to save the SIP
Entity definition.
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6. | Add SIP Entities — Session Manager (Continued)
The screen below shows the SIP Entity configuration details for the Session Manager.

23 SIP. Entity Details - Microsoft Internet Explorer,

i File Edit Vizw Favorkes Tools Help ‘:,.:
¢ fiddress | @] htkps:/J10.75.5, 21 (NRF{Faces|pages/sipEntitiesDetals, shtml?cid=29 v B
2
V welcome, admin Last Logged on at aug.
A\ A\ A\ INTEGRATED MANAGEMENT SYSTEM 28, 2009 17:46 PM
MANAGER 1.0 Help | Log off

sIP Entity Details

» Asset Management SIP Entity Details

¢ User Management

General
» Monitoring : . .
~ Metwork Routing Policy [tiame [REUEE e (adde s | Txne Notes
Adaptations *E5lleast * 10.75.5.24
Dial Patterns a .
Entity Links Entity Links »
Locations Adaptation: I:I
Fegular Exprassions Location: i_cm »
Routing Palicies Outbound Proxy: ¥
SIP Domains Time Zone: |ﬂmerica,-fNew_‘r’ork v|
SIP Entities Override Port & Transport with DNS SRY:  [] [}s
S SIP Timer B/F (secs): * 4

Personal Settings

Credential name:

b Security
» Applications Monitoring
} Settings Monitoring on/off: |Use Session Manager configuration ¥

Session Manager
2 g Port
Shortcuts
Change Password 11Item Refresh Filter: Enable
SIP Entity Details field descriptions T T T

. - ] Port - Protocol Default Domain Notes

Saving Committing Synchranizing b . . L
configuration changes (| 5060 |TCP V| [ business.com +

Select: 2ll, Mone ( 0 of 1 Selected )

* Input Required 7

| =B

LYIES

é o Inkernet
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7. | Add SIP Entities — Communication Manager

created in Step 4.

i File  Edit  View

The screen below shows the SIP Entity configuration details for the Communication
Manager. Note the CM selection for Type and the business Adaptation selection

23 SIP. Entity Details - Microsoft Internet Explorer,

Favarites  Toadls  Help

FEX

‘;’m

Address |5E1;| https: {f10.75.5.21/NRP faces/pages)sipErtitiesDetails. <html?cid=25

v|Go

¢ Asset Management

¢ User Management

» Monitoring

* Network Routing Policy
Adaptations
Dial Patterns
Entity Links
Locations
Regular Expressions
Routing Paolicies
SIP Domains
SIP Entities
Time Ranges
Personal Settings

b Security

» Applications

» Settings

} Session Manager

Shortcuts

Change Password
SIP Entity Details field descriptions

Saving Committing Synchranizing

INTEGRATED MANAGEMENT SYSTEM
MANAGER 1.0

P Entity Details

SIP Entity Details

~

Wwelcome, admin Last Logged on at Aug,
28, 2009 17:46 PM

Help | Log off

General
Name I FQDN or IP Address I Type | Notes
IE Core CM i 10.75.5.2 " .
4 .
Entity Links *
Adaptation: I@I
Location: [k i_CF‘V_ L4
Time Zone: |ﬂmerica,-fNew_‘r’Drk b
Owverride Port & Transport with DNS SRY: [
SIP Timer B/F (secs): * 14
Credential name:
Call Detail Recording: |8ng|
Monitoring
Monitoring on/off: |Enah|e monitoring o

Proactive cycle time {secs): * 900
Reactive cycle time (secs): * 120

Number of Retries: ¥

* Input Required

(o) (et

| &

&)
@ Done

é a Inkernet
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8. | Add SIP Entities — Ingate SIParator

The screen below shows the SIP Entity configuration details for the Ingate SIParator.
Note the SBC selection for Type and the bigtime Adaptation selection created in Step
5.

23 SIP Entity Details - Microsoft Internet Explorer |:||E|®
i File Edit Vizw Favorkes Tools Help ‘:,.:
¢ fiddress | @] htkps:/J10.75.5. 21 (NRF{Faces|pages/sipEntitiesDetals, shtnl?cid=27 v B
2
V welcome, admin Last Logged on at aug.
A\ A\ A\ INTEGRATED MANAGEMENT SYSTEM 28, 2009 17:46 PM
MANAGER 1.0 Help | Log off

SIP Entity Details

» Asset Management SIP Entity Details %

¢ User Management

General
» Monitoring T y N
_ . Name FQDN or IP Address Type Notes
* Network Routing Policy E | 1 -
. © 5IParat © 10.75.5.63 SBC I t
Adaptations Starel ngate
3 < b
Dial Patterns = J =
Entity Links Entity Links *
RS Adaptation: bigtime %
. =
Regular Expressions Location: [ Core ] ¥
Routing Paolicies Time Zone: |ﬂmerica,-fNew_‘r’Drk b
SIP Domains Owverride Port & Transport with DNS SRY: [
SIP Entities SIP Timer B/F (secs): * g

Time Ranges Credential name:

Personal Settings call Detail Recording: |Egress v
b Security

+ Applications Monitoring

b Settings Monitoring on/off: |Enah|e monitaring ~

} Session Manager Proactive cycle time {secs): * 900

Reactive cycle time (secs): * 120

Shortcuts B
Number of Retries: ¥

Change Password

SIP Entity Details field descriptions

* Input Required -

| &

Saving Committing Synchranizing

¢
@ é a Internet
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9. | SIP Entities Summary List
The screen below shows the SIP Entities summary list displayed after the 3 SIP
Entities have been added in Steps 6, 7 and 8. Note that the SIP Entity named FaxR
CM was configured for other purposes; it was not used in the compliance test.
23 SIP Entities - Microsoft Internet Explorer |Z||E|@
: File Edit View Favorites Todls Help ;f
| Bddress |5EJ https: /10,75.5.21 {NRP{Faces/pages/sipEntities, xhtml?cid=24 v| Eo
Welcome, admin Last Logged on at &ug,
AVAyA INTEGRATED MAMAGEMENT SYSTEM 28, 2009 17:46 PM
MAMNAGER 1.0 Help | Log off
Home [ Metwork Routing Policy / SIP Entities
» Asset Management SIP Entities
¥ User Management
» Monitoring Edit New Jelete [ More Actions ™ ] [ Caornmit ]
¥ Network Routing Policy
Adaptations 4 Items | Refrash Filter: Enable
Ehel eftiere ' Entity = FQDN or IP |
Entity Lrke . ] | State | Name | il | fapiiet | Typ.e | Notes
Voeatiore [ sSync  ASMeast 8 10.75.5.24 fqzsnz'g';r
Regular Expressions [T Core CM ¥ 10.75.5.2 = T
Routing Policies O syne  FaxRCM ’ 192.45.70.2 cM
SIP Domains O =syne SIFaratar r 10.75.5.63 SBC Ingate SBC
=L UGS Select: 2ll, Mone ( 0 of 4 Selected )
Time Ranges
Personal Settings
b Security
» Applications
» Settings
} Session Manager
< | =
&] Dane 2 & Tternet
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10. | Add Entity Links

A SIP trunk between Session Manager and a telephony system is described by an
Entity link. In the compliance test 2 Entity Links were created: one between Session
Manager and Communication Manger; the other between Session Manager and Ingate
SlParator.

Navigate to Network Routing Policy-> Entity Links to add a new Entity Link. The
screen below shows the configuration details for the Entity Link connecting Session
Manager to Communication Manager.

e Name: a descriptive name

e SIP Entity 1: select the Session Manager SIP Entity created in Step 6.

e Port: 5060. This is the port number to which the other system sends SIP
requests.

e SIP Entity 2: select the Communication Manager SIP Entity created in Step 7.

e Port: 5060. This is the port number on which the other system receives SIP
requests.

e Trusted: check this box
e Protocol: select TCP as the transport protocol.
o Notes: optional descriptive text

Click Commit to save the configuration.

2} Entity Links - Microsoft Internet Explorer

 Fle Edit Wiew Favorites Tools  Help ﬂ.’
: Address 1@ https:/f10,75.5.21/MRP[f aces/pages/entityLinks, xhtml Vl Go
oo
AVA A wielcome, admin Last Logged on at Aug.
y INTEGRATED MANAGEMENT SYSTEM 28, 2009 17:46 PM
MANAGER 1.0 Help | Log off
Home < Routing Palicy / Entity Links
} Asset Management Entity Links
» User Management
» Monitoring
* Network Routing Policy
Adaptations 1 Item | Refresh Filter: Enable
Disl pattams Name SIP Entity 1 Port SIP Entity 2 Port Trusted  Protoc
Entity Links — ——y : e
- © ASMeast Core CM < |ASMeast ¥ < S060 < |CareCM ¥| - 5060 |TcP »
Locations 2 | 3
Regular Expressions — =
Routing Paolicies
SIP Domains
SIP Entities * Input Required
Time Ranges
FPersonal Settings
b Security
» Applications
» Settings
» Session Manager =
< >
& 2 8 nternet
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11.

Add Entity Links (Continued)

The Entity Link for connecting Session Manager to Ingate SIParator was similarly
defined. The screen below shows the SIP Entity Links summary list displayed after the
2 SIP Entity Links have been configured. Note that the SIP Entity Link named
ASMeast FaxR CM was configured for other purposes; it was not used in the
compliance test.

23 Entity Links - Microsoft Internet Explorer |z||E|rZ|
 File Edit Wiew Favorites Tools  Help -:,"'
| Address ‘5&‘] hktps: /f10.75.5. 21 /MRPFaces/pagesientityLinks. xhtml?cid=30 vi 4 Go
i
V Welcome, admin Last Logged on at Aug,
A\ A\ A\ INTEGRATED MANAGEMENT SYSTEM 28, 2009 17:46 FM
MANAGER 1.0 I Helo | Log off
Horne / Metwork Routing Policy / Entity Links
» Asset Management Entity Links
» User Management
» Monitoring Edit Mew uplicat Delsts [ Mare Actions = J [ Commit
* Network Routing Policy
Adaptations 3 Items Refresh Filter: Enable
Dial Patterns T T e 7 e T
Eritty itk ] State Name Entity 1 Port Entity 2 Port Trusted Protocol Notes
Lacations O syne ’égfeegiqt AS5Meast 5080 Core CM 5060 TCP
Regular Expressions
: _ O syne  F9MESSL  agueast 5050 FasRCM 5050 TCP
Routing Policies L
= From
SleeDomalns O syne  £8MeSst  poyeact  Soe0  stParator 506D TCR nShea
SIParator to
5IP Entities — SlPara
Time Ranges £ | >
e Seiings Select: all, Mone { 0 of 3 Selected )
» Security
» Applications
» Settings
» Session Manager
A
| B
é ' Inkernet
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12. | Add Time Ranges

Before adding routing policies (configured in next step), time ranges must be defined
during which the policies will be active. For the compliance test, one Time Range was
defined that would allow routing to occur at anytime.

Navigate to Network Routing Policy—> Time Ranges to add a new Time Range:

Name: a descriptive name

Mo through Su: check the box under each of these headings
Start Time: enter 00:00

End Time: enter 23:59

Click Commit to save this time range.

<3 Time Ranges - Microsoft Internet Explorer |;||E|[E\
: File Edit Wiew Favorites  Tools  Help :f
: Address !Q https:/f10.75.5.21/MRPfaces/pages timeR anges. xhtml?cid=35 "| Go
e
V Welcarme, admin Last Logged on at Aug,
A\ A\ A\ INTEGRATED MANAGEMENT SYSTEM 28 200917 d6:EM
MAMNAGER 1.0 Help | Log off

Home f Network Routing Policy / Time Ranges

» Asset Management Time Ranges [}S
» User Management

» Monitoring Mew [ Mare Actions ~ ] [ Cammit ]

* Network Routing Policy

Adaptations 1 Item | Refresh Filter: Enable
Dial Patterns

' ' ' ' | start  End
Entitw Litke I | State Name Mo | Tu | We Th Fr Sa Su Time Time Notes

Lacations O syne Anytime 0000 23:59

Regular Expressions £ |

|

Routing Palicies Select: &ll, Mone { 0 of 1 Selected )
SIP Domains

SIP Entities
Time Ranges
Personal Settings
b Security
» Applications
» Settings

» Session Manager

TR

S @ Irkermet
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13. | Add Routing Policies

Routing policies describe the conditions under which calls will be routed to the SIP
Entities connected to the Session Manager. For the compliance test, 2 routing policies
were added — one for routing calls to Communication Manager, the other for routing
calls to Ingate SIParator.

Navigate to Network Routing Policy->Routing Policies to add a new Routing Policy.
Under General:

e Name: a descriptive name
e Notes: optional descriptive text

Under SIP Entity as Destination
Click Select to select the appropriate SIP Entity to which the routing policy applies.

Under Time of Day
Click Add to select the Time Range configured in Step 12.

Default settings can be used for the remaining fields. Click Commit to save the
configuration.
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13.

Add Routing Policies (Continued)
The screens below show the configuration details for the 2 Routing Policies defined for
the compliance test.

-2l Routing Policy Details - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help e
{ Address [@] https:£/10.75.5.21 {NRP faces/pages networkRoutingPalicyDet ails. xhtmizcid=37 ~| Go
]
V welcormne, admin Last Logged on at Aug.
A\ A\ A\ INTEGRATED MANAGEMENT SYSTEM 28, 2009 17:46 PM
MAMAGER 1.0 Help | Log off

¥ Details

» Asset Management Routing Policy Details

» User Management

» Monitoring General k
* Network Routing Policy o [ Disabled Notes
Adaptations - f5 Core 1 o

Dial Patterns

Entity Links SIP Entity as Destination

Locations [

Regular Expressions

Routing Policies Name FQDN or IP Address Type MNotes

SIP Domains Core CM 10.75.5.2 cM

SIP Entities

Time Ranges Time of Day
Personal Settings [[Remove | | iew Gaps/Overlaps ]
F Security
rem— 1Item Refresh Filter: Enable
» Applications
» Settings ] Ranking 1 . Name Z . Mon Tue wed Thu Fri Sat Sun _?_fr‘:":
» Session Manager
i L] [u] Anytime 0o:00
Shortcuts e 2
Change Password Select: All, Mone [ 0 of 1 Selected )
Routing Paolicy Details field ~
& o]
&] = & Internet

Routing Policy Details - Microsoft Internet Explorer ]
File Edit Wiew Faworites Tools Help -:"

i Address Ig‘] htkps: /10.75.5.21 [NRP{faces/pages/nebworkRoutingPolicyDet ails xhbmi7cid=45 ~| Go

outing Policy Details

b Asset Management Routing Policy Details

¢ User Management

» Monitoring General
~ Network Routing Policy Name [ pisabled Notes
contetiohs * to SIPArator O

Dial Patterns

Entity Links SIP Entity as Destination

Locations

Regular Expressions

Routing Policies Name FQDM or IP Address Type Notes
SIP Domains SIParator 10,75.9.63 SBC Ingate SBC
SIF Entities [%
Time Ranges Time of Day h
Personal Settings [ Remove ] [ Wiew GapsfOverlaps ]
F Security
T 1 Item | Refresh Filter: Enable
» Applications
b Settings I | Ranking | - Name Z . Mon Tue Wed Thu Fri Sat Sun _?,:I?::
» Session Manager z T
= || u] Anytime a0:00
Shortcuts | &
Change Passward Select: All, Mone { 0 of 1 Selected )
Routing Paolicy Details field
descriptions d
o o Dial Patterns 2
SR Fntite | ict fiald dacrrintinns —
< | >

&l 2 B mnternet
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14. | Add Dial Patterns

Dial Patterns define digit strings to be matched against dialed numbers for directing
calls to the appropriate SIP Entities. In the compliance test, 5-digit extensions
beginning with “301” resided on Communication Manager in the main enterprise site;
and 5-digit extensions beginning with “50” should be routed to Ingate SIPrator for
onward routing to the 2" site. Therefore 2 Dial Patterns were created accordingly.

Navigate to Network Routing Policy-> Dial Patterns to add a new Dial Pattern.

Under General:
e Pattern: dialed number or prefix
Min: minimum length of dialed number
Max: maximum length of dialed number
SIP Domain: select the SIP Domain created in Step 2
Notes: optional descriptive text

Under Originating Locations and Routing Policies
Click Add to select the appropriate originating Location and Routing Policy from the
list.

Under Time of Day
Click Add to select the time range configured in Step 12.

Default settings can be used for the remaining fields. Click Commit to save the
configuration.
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14.

Add Dial Patterns (Continued)

The screen below shows the configuration details for the Dialed Pattern defined for
matching dialed numbers beginning with “301” destined for the main enterprise site.
The Dialed Pattern defined for matching dialed numbers beginning with “50” destined
for the Ingate SIParator (for onward routing to the 2" site simulating a service provider
service node) is similarly defined (not shown) with 50 specified for Pattern and the to
SIParator selection for Routing Policy Name as defined in Step 13.

A Dial Pattern Details - Microsoft Internet Explorer _'-' |
© Flle Edit Wiew Favorites  Tools  Help -?,'
: Address !4@ https:{{10.75.5.21jNRP{f aces/pages/dialP atternsDetails xhtmizcid=4& V| 4 Go
A~
V Welcormne, admin Last Logged on at Aug. 2§,
A\ A\ A\ INTEGRATED MAMNAGEMENT SYSTEM 2009 17:48 PM
MANAGER 1.0 Hel | Log off
Dial Pattern Details
» Asset Management Dial Pattern Details
» User Management
} Monitoring General
¥ Network Routing Polic
Y Y Pattern Min Max Eme[:';]ltlanty SIP Domain Notes
Adaptations = —
o 301 5 5 | business.com ¥| Remote Users to Core
2 < | 2
Entity Links = =
Locations L . . . .
Originating Locations and Routing Policies
Regular Expressions
Routing Policies %
SIP Domains 1 Item  Refresh Filter: Enable
S1IP Entities |:| Originating Originating Routing Routing | Routing Routing
- Location Location Policy Policy Policy Policy
AR e Name Notes Name Disabled Destination Notes
Personal Settings ) ~ Session )
P |:| Core Manager and To Core Core CM
b Security CM/SES
Biinlications Select: all, Mone { 0 of 1 Selected )
b Settings
» Session Manager
Denied Originating Locations
T
Change Password
4 0 Items Refresh Filter: Enable
Dial Pattern Dietails fleld deccriptions =5
Location and Routing Policy List field Originating Location Notes
descriptions
Denied Location field descriptions . -
Savinn Cnmmitting Runehronizinn M
1] |
@ é ' Inkernet
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15. | Add Session Manager

To complete the configuration, adding the Session Manager provided the linkage
between System Manager and Session Manager. This configuration procedure should
have already been properly executed but is included here for reference and
completeness.

Navigate to Session Manager->Session Manager Administration to add a new
Session Manager:

Under Identity:
e SIP EntityName: select the name of the SIP Entity created for Session
Manager
e Description: descriptive text
e Management Access Point Host Name/IP: enter the IP address of the Session
Manager management interface.

Under Security Module:
e Network Mask: enter the proper network mask for Session Manager.
o Default Gateway: enter the default gateway IP address for Session Manager

Accept default settings for the remaining fields. Click Save to add this Session
Manager..

< 1 https://10.75.5. 21/ASM/facesfpagesfadminfinstanceEdit.xhtm[?cid=6 - Microsoft Internet Explorer

EBx
'l'r

: File Edit  Miew Favoribes  Tools  Help

v[BEse

A

welcorne, admin Last Logged on at Aug. 28,
2009 21:46 PM

Address | ] Htpsii10.75.5.21 (A5 Fares(pages adminjinstsncsEdi. hrlzcid—
INTEGRATED MANAGEMENT SYSTEM

AVAyA MANAGER 1.0

¢ Asset Management

Help Log off

SAll: ot e it Edit Session Manager

» Monitoring %
General | Security Module | Maonitaring | CDR
Expand All | Collapse all

b Netwrork Routing Policy

b Security
» Applications General =
» Settings

~ Session Manager SIP Entity Name ASMeast

Session Manager
Administration

System State Administration

Description Core Session Manager

* Management Access Point Host
Mame/IP 10.75.5.22

Security Module Status
Data Replication Status
Local Host Mame Resolution Security Module =
Maintenance Tests

SIP Firewall Configuration
SIP Monitoring

Tracer Configuration

SIP Entity IP Address

* Network Mask

10.75.5.24

255.255.255.0

* pefault Gateway 10.75.5.1
Trace Wiewer
* Call Control PHB 46
Call Routing Test
VLAMN ID
Managed Bandwidth Usage
* QOS Priority ©
Shortcuts
Change Password
Help for Session Manager Monitoring -
Administration
Help for Page Fields Enable Monitoring
-
< : = . § i = | ¥

&) pone 2 & Internet
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6. Configure Avaya SIP Telephones

The SIP telephones at each site will use the local SIP Enablement Services as the call server. The
table below shows an example of the SIP telephone network settings for each site.

Main Site 2" Site
Extension 30102 50022
IP Address 10.75.5.162 192.45.70.21
Subnet Mask 255.255.255.0 | 255.255.255.0
Router 10.75.5.1 192.45.70.1
File Server 10.75.10.100 192.45.70.100
DNS Server 0.0.0.0 0.0.0.0
SIP Domain business.com bigtime.com
Call Server or SIP Proxy Server 10.75.5.6 192.45.70.7

7. Configure the Ingate SlParator

The Ingate SlIParator is configured initially with the Ingate Startup Tool. Based on the provided
input, the Startup Tool will create an initial configuration that can be uploaded to the SIParator. The
results of this configuration can then be viewed or expanded using the SIParator web interface. To
access the web interface, enter the IP address of the SIParator as the destination address in a web
browser. When prompted for login credentials, enter an appropriate user name and password.

Step

Description

1.

Launch Startup Tool

The Ingate Startup Tool is a windows application which is launched from the Windows
Start Menu by navigating to Start->All Programs->Shortcut to StartupTool.exe.
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Step Description
2. | Select Product Type
The initial Ingate Startup Tool screen is shown below. Verify the PC is running on the
same LAN subnet as the SIParator as shown in the diagram. This is necessary in order
to assign the initial IP address to the SIParator from the Startup Tool. Select the
SlIParator model from the Ingate model drop-down menu. Click the Next button.
:=1Select Product Type
Wielcome bo the Ingate Startup tool - this tool will assist vou in setting up your new Ingate unit
Setup
Ethi0
LAN
Connect your computer to your Ingake unit like this,
Ingate model - Please Select model
Fireswall 1190/5IParakar 19 w
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Step

Description

Select Configuration Options and Assign Private IP

Select options for Configure the unit for the first time and Configure SIP trunking.
Enter the inside IP address, MAC address and a password. Click the Contact button to
establish a connection to the SlParator. For future updates, click the option - Change

or update configuration of the unit

Ingate Startup Tool - Helps configure your Ingate unit

Ingate Startup Tool Yersion Help
Wersion information is not available,

MAC Address:
[ Ireqister this unit with Ingate
[Upgrade this unit Seleck a password
Password:
|:| Configure Remote SIP Connectivity
Caonfigure SIP trunking
[ IBackup the created configuration

Confirm Passward:

[Icreate a config without connecting ta a unit

[ this taal remembers passwords

Status

Ingate Startup Tool Yersion 2.5.1
Information abouk a newer wersion of this tool is not available,
Caould nok connect to www, ingate. com

First select what wou would like ko do: Assign IP address and password, establish contact
(%) Configure the unit For the first time Inside {Interface EEhO)
() Change or update configuration of the unit IF Address: 0 .75 . 5 . 63

00-d0-c9-ac-d9-15
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Step Description
4. | Network Topology
After connecting to the SIParator, the following page appears. Select the Network
Topology tab. Select Standalone SIParator from the Product Type drop-down menu.
Enter an IP address and subnet mask for both the inside and outside interfaces as
shown in Figure 1. The Gateway field is set to the IP address of the default gateway
on the public side of the SIParator. A DNS server was not used for the compliance
test.
G| Ingate Startup Tool
Metwark Topalogy |1P-PB>< ITSP || Upload Configuration
Product Type: |Standalnne SIParakar v |
Inside {Interface ELhO) Internet
IP address: | m .7 . 5 . 63 ‘
Metmask: | 255 ., 255 ., 255 . O ‘
Qukside (Interface Ethi) Exiating fintsasl
[Juse DHCP ko obtain 1P Ingate SIParator
IP Address: | 4 . 14 . 2 . 13 | LAM
Metmask: | 255 . 255 . 255 . O |
[ Allowe https access ko web inketface from Internet Prax
Gateway: | 45 . 14 . 02 1 |
DMS server
Primnary: |4.2.2.2|
Secondary: | o .0 .0 .0 |
(Optianal)
Status
Ingate Startup Tool Yersion 2.5.1, connected bo; Ingate SIParator 19, 15-092-902-4033-3
Installed Madules: A
SIP Trunking 0
Remote SIP Connectivity
WP
15 SIF Traversal Licenses
10 5IP User Registration Licenses
Software Yersion: 4.7.1 B
b
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Step

Description

IP-PBX Settings

Select the IP-PBX tab. Select Avaya Aura SM from the Type drop-down menu (this
selection was available from Startup Tool version 2.6.0 or greater). This will instruct
the Startup Tool to configure the SIP parameters on the internal interface to be
compatible with the Avaya component (Session Manager in this case) connected to it
through direct SIP trunking interface. Enter the Session Manager IP address in the IP
Address field. Also check the option to use domain name, then specify the domain
name as set on Session Manager (see Section 5 Step 2)

Ingate Startup Tool

Nebwark Topalagy | IP-PEX | ITSP || Upload Configuration

IP-PE (should be locaked on the LAM)
Type: Avaya dura SM v

IP Address: m . 75 . 5 . 24

Use domain name

SIF Damain: | business,com

Skatus
Ingate Startup Tool Yersion 2.6.1, connect,'ad ta: Ingate SIParator 19, 1G-092-719-5012-4

Remote SIF Connectivity Y
WFM

Qo5

Enhanced Security

20 5IP Traversal Licenses

20 5IP User Reqistration Licenses

Software Version: 4.7.1

3
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Step

Description

Service Provider Settings

Select the ITSP_1 tab. Select Generic ITSP from the Name drop-down menu. This
will instruct the Startup Tool to configure the SIP parameters on the external interface
to be compatible with a generic SIP service provider. In the Domain field in the
Provide address section, enter the domain for the 2" site simulating a service provider
service node and check the Use domain name option box.

Ingate Startup Tool

Marme:

aeneric [TSP

Provider address

Domain: bigtime.com
Use domain name
Advanced

Prefix:

Prefix to add to outbound calls

Prefix:

Forward Fxx messages

Enable

Skakus

---End of CLI file--—-
Configuration successfully uploaded.

Nebwark Topalagy | IP-PEX | ITSP_L | Upload Canfiguration

Prefix to match and remove From inbound calls

DI (skark of range)
(user name):

DID range size:

Account information:

|:| Use account

Authentication name:
(zame as DID iF blank)

|:| Increment authentication name for ranges

Camain:

Passward:

PEY local numbers {advanced)

Local number{start of range,
use same as DID i local
numbers are not used):

Passwaord {only used if PBX
registers at the Ingake):

Ingate Startup Tool Yersion 2.5.1, connected to: Ingate SIParator 19, 15-092-902-4033-3

add-row sipswitch. Forward_to account="-" domain="" name="zeneric ITSP" number=1 port="" reqg="sip:$ 1i@higkim:
add-row sipswitch. dial_plan action=fwd comment="" enum_prefix="" enunm_root=- forward_prefix="" forward_to="

add-row sipswitch,Forward_to account="-" domain="" name="Avava SE5/CM" number=1 port="" reg="sip:$1@busi

add-row sipswitch. dial_plan action=fwd comment="" enum_prefix="" enum_root=- forward_prefix="" forward_to='
add-raw sipswitch.dial_plan action=deny comment="" enurn_prefiz="" enum_root=- farward_prefix="" Forward_to=

3
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Step Description

7. | Upload Configuration
Select the Upload Configuration tab to upload the configuration to the SiParator.
Click the Upload button to begin the upload.

Ingate Startup Tool

x)

Mebwork Topolagy | IP-PEX || 1TSP_1 | Upload Configuration

Disclaimer Verbose Lagging (SIF debug)
While Ingate has made every effort ko ensure A ol
interoperability with each Ingate Certified

and Self-Certified vendor, every possible
configuration, combination andfor software
version has not been tested, For technical
assiskance regarding end-to-end inkeroper abilicy
issues, please contack suppork@ingate. com,

Final skep

{#) Logon ko web GUI and apply sethings
() Apply settings directhy using serial inkerface

[ IBackup the configuration
Upload

Skakus
Ingate Startup Tool Yersion 2.5.1, connected bo; Ingate SIParator 19, 15-092-902-4033-3

add-row sipswitch. dial_plan action=fwd comment="" enum_prefix="" enum_root=- forward_prefix="" forward_to=" A
add-row sipswitch.request_to domain="" head="" min_tail_length="" name="Inbound" prefix="" regexp="sip:(,* )@
add-row sipswitch. Forward_to account="-" domain="" name="fvava SE3/CM" number=1 port="" reg="sip:$ Li@busi

add-row sipswitch.dial_plan action=fwd comment="" enum_prefix="" enum_root=- forward_prefix="" forward_to="

add-row sipswitch, dial_plan action=deny comment="" enurn_prefiz="" enum_root=- farward_prefix="" Forward_to=
---End of LI File---
Configuration successfully uploaded.
v
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Step Description
8. | Apply Configuration
After uploading the configuration, the Startup Tool opens a web browser to the
Administration->Save/Load Configuration page of the SIParator. Click the Apply
configuration button to apply the configuration. The Startup Tool configuration is
complete at this point. However, additional configuration was required to support all
the test cases in the compliance test. This configuration is performed using the
SlParator web interface and is covered in the remaining steps.
L Basic SIP § SIP .. Virtual Private | Quality of | Logging
Sove/Load Show User Table Date and (hange
(0N Configuration Administration Upgrade look  Time  Restort Language
Test Run and Apply Conf (Help) Show Message About Unapplied Changes
Duration of limited test mode: ® On every page
30 <econds (2 On the SaveLoad Configuration page
O Never
Apply configuration
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Step

Description

Configure Routing

Navigate to SIP Traffic>Routing to add entries for DNS override for SIP requests.
Add one entry for the outside interface and one entry for the inside interface as shown

below. The configured parameters are:

e Domain: domain names for the main enterprise site (business.com) and the
2" site simulating a service provider service node (bigtime.com)

e DNS Name or IP Addresss: IP addresses for the Avaya components
connected to the SIParator on the outside (2" site Communication Manager IP
address 192.45.70.2) and on the inside (Session Manager IP address

10.75.5.24)
e Transport: select TCP

L Basic SIP§ SIP .. Virtuol Private | Quality of

SIP local ~ Authentication ~ SIP Dl Time  SIP
Methods Filtering Registrar and Accounting Accounts Plan LAY Classes Status

Logging
and Toals

DNS Override For SIP Requests (Help)

Relay To

Domain DNS N Delete
NS Name Lo .. Row
or IP Address IP Address | Port |Transport| Priorityv | Weight
* |bigtime com 192 4570 2 19245702 TCP (v L
* |business com 1076524 10.75.5.24 TCP |» O
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Step Description

10. | Configure EthO Inside Interface

In order to support endpoints on networks within the enterprise other than the subnet to
which the SlParator is directly connected, a static route must be configured on the
internal interface. In the case of the compliance test, one endpoint was located on the
10.75.10.0/24 network. Thus, to view the static route configured for this network,
navigate to Network->Eth0. Scroll down to the Static Routing section. In this case,
the routed network with Network Address 10.75.10.0 and Netmask of 255.255.255.0
is reached using Router IP address 10.75.5.1.

El[ SIP SIF' \fanul Private Ouulﬂyo Logging
Networks ond  Default  All
Computers  Gateways Inferfaces VLAN Eth1 Eth2 Smlus PPPoE Topology

General Speed and Duplex
Physical device: eth0 ® Automatic negotiation
This interface is: & Active O Inactive O 100 Mbit's, full duplex
O 100 Mbit's, half duplex
O 10 Mbit's, fill duplex
© 10 Mbit's, half duplex

Interface name: |inside

Directly Connected Networks (Help)

Name Address DXNS Name IP Netmask / Bits Network Broadcast  VLAN VLAN Delete
) Tvpe or IP Address Address | ' Address | Address Id Name | Row
inside Static % ||10.75.5 63 10.75.5.63 |255 255 255 0 10.75.5.0(10.75.5.255 - O
Alias (Help)

Below are the ranges from which vou can select aliases.
10.75.5.1-10.75.5.254

_ DXNS Name
Name or IP Address IP Address Delete Row

Add new rows | |1 TOWs.

Proxy ARP (Help)
Proxy ARPed Network
Get Network From| DNS Name or VLAN Id VLAN Name Delete Row

Network : N / Bi
Network Address - etwork Address Netmask/ Bits

Add new rows | |1 TOWs.

Static Routing (Help)

Routed Network Router
DXNS Name or o - s . . DNS Name Delete Row
Network Address Network Address | Netmask/Bits Dynamic or IP Address IP Address
10.75.10.0 10.75.10.0 24 -4 10,7551 107551 |O
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Step Description

11. | Configure Ethl Outside Interface
The Eth1 outside interface is shown below for reference and completeness.

et Basic SIP | SIP .. Virtual Private | Quality of | Logging

Networksand ~ Defauli Al Interface
Computers  Gatewoys Interfaces VLAN EthO Eth? Status  PPPoE Topology

General Speed and Duplex
Physical device: ethl & Automatic negotiation
This interface is: @ Active O Inactive © 100 Mbit's. full duplex
© 100 Mbit/s, half duplex
O 10 Mbit's, full duplex
© 10 Mbit/s, half duplex

Interface name: |outside

Directly Connected Networks (Help)

Name Address DNS Name P Netmask / Bits Network | Broadcast | VLAN VLAN Delete

) Tvpe or IP Address Address | ' Address | Address Id Name | Row
outside Static v ||46.14.2.13 46.14.2.13 | 255 255 255 0 46.14.2.0|46.14.2.255 - |
Alias (Help)

Below are the ranges from which vou can select aliases.

DNS Name
or IP Address

Add new rows |1 TOWs.

Proxy ARP (Help)

Name IP Address Delete Row

Proxy ARPed Network

Get Network F SN VLANId VLAN N Delete Row
et hetwork Srom ,D'\S s T Network Address Netmask / Bits ame Delete Tow
Network Address

Add new rows | |1 TOWS.

Static Routing (Help)

Routed Network Router
DNS Name or | - P . DNS Name Delete Row
Network Address Network Address| Netmask/Bits |Dynamic or IP Address IP Address
default default - & 46.14.2.1 46.1421 |O

8. General Test Approach and Test Results

This section describes the compliance testing used to verify the interoperability of the Ingate
SlParator with Session Manager and Communication Manager using SIP trunking. This section
covers the general test approach and the test results.
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8.1. General Test Approach

The general test approach was to make calls between the main enterprise site and the 2™ site
simulating a service provider service node using various codec settings and exercising common PBX
features.

8.2. Test Results

The Ingate SIParator passed compliance testing. The following features and functionality were
verified. Any observations related to these tests are listed at the end of this section.
e Calls from both SIP and non-SIP endpoints between sites.
e G.711MU and G.729A codec support
e Proper recognition of DTMF transmissions by navigating voicemail menus.
e Proper operation of voicemail with message waiting indicators (MWI).
e PBX features including Hold, Transfer, Call Waiting, Call Forwarding and Conference.
e Extended telephony features using Communication Manager Feature Name Extensions
(FNE) such as Conference On Answer, Call Park, Call Pickup, Automatic Redial and Send
All Calls. For more information on FNEs, please refer to [4].
e Proper system recovery after a SIParator restart and loss of IP connection.

The following observation was made during the compliance test.
e When the SIParator was hard-reset to simulate the adverse condition of power outage, the
SIP trunk between the SIParator and the Session Manger would not come back to the normal
in-service state unless the Session Manager was restarted too.

9. Verification Steps

The following steps may be used to verify the configuration:

e Using System Manager Monitoring (from left navigation pane), verify that Entity Links to
the SIParator and Communication Manager are up.

e From the Communication Manager SAT, use the status signaling-group command to verify
that the SIP signaling group is in-service.

e From the Communication Manager SAT, use the status trunk-group command to verify
that the SIP trunk group is in-service.

e Verify that calls can be placed from both SIP and non-SIP endpoints between sites.

10. Conclusion

The Ingate SIParator passed compliance testing. These Application Notes describe the procedures
required to configure the Ingate SIParator to interoperate with Session Manager and Communication
Manager to support the network shown in Figure 1 where Session Manger connects the SIParator to
Communication Manager using SIP trunking interface.
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11. Additional References

[1] Avaya Aura™ Communication Manager Feature Description and Implementation, Doc # 555-
245-205, May 2009.

[2] Administering Avaya Aura™ Communication Manager, Doc # 03-300509, May 2009.

[3] SIP support in Avaya Aura™ Communication Manager Running on the Avaya S8xxx Servers,
Doc # 555-245-206, May 2009.

[4] Avaya Extension to Cellular and Off-PBX Station (OPS) Installation and Administration Guide
Release 3.0, version 6.0, Doc # 210-100-500, Issue 9, June 2005

[5] Administering Avaya Aura'™ SIP Enablement Services on the Avaya $8300 Server, Doc # 03-
602508, May 2009.

[6] Avaya IA770 INTUITY AUDIX Messaging Application Release 5.1 Administering
Communication Manager Servers To Work with 1A770, June 2008.

[7] Avaya Aura™ Session Manager Manage Overview, Doc # 03-603323

[8] Installing and Administering Avaya Aura™ Session Manager, Doc # 03-603324

[9] Maintaining and Troubleshooting Avaya Aura™ Session Manager, Doc # 03-603325

[10] Ingate SIParator Getting Started Guide

[11] Ingate SIParator Reference Guide.

Product documentation for Avaya products may be found at http://support.avaya.com.

Product documentation for the SIParator can be obtained from Ingate. Contact Ingate using the
contact link at http://www.ingate.com.
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Appendix A: Communication Manager Configuration at 2"
Site

This section contains specific configuration screens that are important to the Communication
Manager at the 2" site simulating a service provider service node.

The node-names ip form: note the SlParator and its public side IP address.

display node-names ip
1P NODE NAMES

Name IP Address
SES 192.45.70.7
SIParator 46.14.2.13
procr 192.45.70.2

The signaling-group form (for outgoing calls): note the Far-end Node Name and Far-end Domain
settings.

display signaling-group 36

SIGNALING GROUP
Group Number: 36 Group Type: sip
Transport Method: tcp
IMS Enabled? n

Near-end Node Name: procr
Near-end Listen Port: 5060

Far-end Node Name: SlParator
Far-end Listen Port: 5060

Far-end Network Region: 1

Far-end Domain: 46.14.2.13

Bypass If IP Threshold Exceeded? n

DTMF over IP: rtp-payload Direct IP-IP Audio Connections? y

Session Establishment Timer(min): 3
Enable Layer 3 Test? y
H.323 Station Outgoing Direct Media? n

IP Audio Hairpinning? n
Direct IP-IP Early Media? n
Alternate Route Timer(sec): 6
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The trunk-group form (for outgoing calls): note the Group Name and Signaling Group settings.

display trunk-group 36

Group Number: 36
Group Name: ToSlIParator
Direction: two-way
Dial Access? n
Queue Length: O
Service Type: tie

Group Type: sip

Page

TRUNK GROUP

CDR Reports: y

COR: 1 TN: 1 TAC:

Outgoing Display? n

Night Service:

Auth Code? n

Signaling Group: 36
Number of Members: 10

1 of 21

*036

The signaling-group form (for incoming calls): note the Far-end Node Name and Far-end

Domain settings.

display signaling-group 37

Group Number: 37

IMS Enabled? n

Near-end Node Name: procr
Near-end Listen Port: 5060

Far-end Domain:

DTMF over IP: rtp-payload
Session Establishment Timer(min): 3
Enable Layer 3 Test? y
H.323 Station Outgoing Direct Media? n

SIGNALING GROUP

Group Type: sip
Transport Method: tcp

Far-end Node Name: SlParator
Far-end Listen Port: 5060
Far-end Network Region: 1

Bypass If IP Threshold Exceeded?

Direct IP-IP Audio Connections?
IP Audio Hairpinning?

Direct IP-IP Early Media?
Alternate Route Timer(sec):
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The trunk-group form (for incoming calls): note the Group Name and Signaling Group settings.

display trunk-group 37 Page 1 of 21
TRUNK GROUP

Group Number: 37 Group Type: sip CDR Reports: y

Group Name: FromSIParator COR: 1 TN: 1 TAC: *037
Direction: two-way Outgoing Display? n

Dial Access? n Night Service:

Queue Length: 0O

Service Type: tie Auth Code? n

Signaling Group: 37
Number of Members: 10

The public-unknown-numbering form:

display public-unknown-numbering O Page 1 of 2
NUMBERING - PUBLIC/UNKNOWN FORMAT
Total
Ext Ext Trk CPN CPN
Len Code Grp(s) Prefix Len

Total Administered: 1
5 5 5 Maximum Entries: 240
Number of Members: 10

The aar analysis form:

display aar analysis 3 Page 1of 2
AAR DIGIT ANALYSIS TABLE
Location: all Percent Full: 2
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqd
30 5 5 36 aar n
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The route-pattern form: note that trunk group 36 was defined for routing outgoing calls (to the
SlParator for onward routing to the main enterprise site).

No

36

DU WNPE

o

1

O WNPE
KKK K
KKK K

0

2

KKK K

M

KKK K

4

KKK K

W

) e ) R R R

display route-pattern 36 Page

Pattern Number: 36 Pattern Name: ToSIPArator
SCCAN? n Secure SIP? n

Grp FRL NPA Pfx Hop Toll No. Inserted

Mrk Lmt List Del Digits

BCC VALUE TSC CA-TSC

5353353355

Dgts

1 of

DCS/

QSIG

Intw
n

5 33335

ITC BCIE Service/Feature PARM No. Numbering LAR

Request Dgts Format

Subaddress
rest
rest
rest
rest
rest
rest

3

I1XC

user
user
user
user
user
user

none
none
none
none
none
none
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.

AMC; Reviewed: Solution & Interoperability Test Lab Application Notes 52 of 52
SPOC 10/28/2009 ©2008 Avaya Inc. All Rights Reserved. Ingate-ASM-Trk


mailto:devconnect@avaya.com

	1.  Introduction
	1.1. Interoperability Compliance Testing
	1.2. Support

	2. Configuration
	3. Equipment and Software Validated
	4. Configure Communication Manager
	4.1. Summary of Initial SIP Installation
	4.2. Configure SIP Trunks to Session Manager

	5.   Configure Session Manager
	6. Configure Avaya SIP Telephones
	7. Configure the Ingate SIParator
	8. General Test Approach and Test Results
	8.1. General Test Approach
	8.2. Test Results

	9. Verification Steps
	10. Conclusion
	11. Additional References

