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Abstract

These Application Notes describe the procedures for configuring Session Initiation P
(SIP) Trunkingservicebetween the seice providerBell Aliant and an Avaya SIRenabled
enterprise solution. The Avaya S#RPabled mterprise solution consists of Avaya Aurd
Communication ManagdRel. 6.3 Avaya Aura® Session Manag®&el. 6.3 Avaya Sessior
Border Controllefor EnterpriseRel. 6.2 and various Avaya endpoints.

The test was performed to verify SIP trunk featuresuohiolg basic calls, call forward (all
calls, busy, no answer), call transfer (blind and consult), conference, and voice mail. Th
were placed to and from the PSTN with various Avaya endpoints.

Bell Aliant SIP Trunk Service provides PSTN access via 8unks betwen the enterprig
andBell Aliantd setwork as an alternative to legacy analog or digital trunks. This app
generally results in lower cost for the enterprise.

Readers should pay attention to section 2, in particular the scope of @stmglined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own |
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect com
testng and additional technical discussions. Testing was conducted via the Dev(C
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes descritiee stepsequiredto configure Session Initiation Protocol
(SIP) trunk servicebetween the seice providerBell Aliant and an Avaya SHenabled
enterprise solution.

In the sample atfiguration, the Avaya SHenabled enterprissolution consists of aAivaya
Aura® Communication Manag&el. 6.3(hereafter referred to as Communication Manager)
Avaya Aura® Session ManagRel. 6.3(hereafter referred to as Session ManagemyaSession
Border Controllefor EnterpriseRel. 6.2(hereafter referred to #svaya SBCE)and various Avaya
endpointsThis solution does not extend to configtions without the Avay&ession Border
Controllerfor Enterpriseor Avaya Aura® Session Manager.

During the interoperability testing, feature test cases were executesli@ éenteroperability
between Bell Aliant and Communication Manager.

During the interoperability testing, a VPN connection was used to connect the simulated Avaya

enterprise network to Bel |l HAiecoanedidrsulddsebewor k v
done without the use of VPN, by directly connecting the Avaya SBCE to a public facing SBC
| ocated in Bell Aliantés network. This is acc

of being reached across the public internet, to the Avaya §B@face B1) and to the Bell
Aliant SBC.

Customers usingnAvayaSIP-enabled enterprise solution wilell Aliant SIP Trunk service are

able to place and receive PSTN calls via the SIP protocol. The converged network solution is an
alternative to trational analog trunks and/d&?STN trunks such as ISDRRI. This approach
generally results in lower cost for the enterprise.

The terms fnService Providero and nBell Al i ant
Application Notes

2. General Test Approach and Test Results

The general test approach was to simulate an enterprise site in the Solution & Interoperability
Test Lab by connectinGQommunication ManageSession Manager arlde Avaya BCE to Bell
Aliant SIP Trunk service via the public internas, depicted ifrigure 1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standasgsl interfaces pertinent

to the interoperability of the tested produiand their functionalities. DevConnect Compliance
Testing is not intended to substitdiee full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completenes of a DevConnect memberdéds solution.
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2.1. Interoperability Compliance Testing

To verify SIP trunk interoperability, the following areas were tested for compliance:

1 SIP Trunk Regidration (Dynamic)Authentcation with Bell Aliant.

1 Response to SIP OPTIONS quei

1 Incoming calls from thd®STN were routed tDID numbers assigned [Bell Aliant.
Incoming PSTN calls were terminated to the following endpoints: A9&y8 SeriedP
Deskphones (H.328 Avaya96x1 SeriesP Deslphones (H.323and SIP) Avaya2420
Digital DeskphonesAvaya oneX® CommunicatofH.323 anl SIP, Avaya Flar®
Experience for Windows (SIPanalogDeskphones

1 Outgoing calls to the PSTiNere routed videll Aliantd setworkto the various PSTN
destinations.

1 Proper disconnect when the caller adi@ms the call before the call is answered.

1 Proper disconnestia normal call termination by the caller or the cdljgarties.

1 Proper disconnect by the network @alls that are not answered (witbicemail off).

1 Proper response to busy endpoints.

1 Proper esponse/error treatment when dialing invalid PSTN numbers.

1 Proper Codec negotiati@nd two way speeepath. [esting wagperformedwith codecs:
G.711MU, G.711A and G.729, Bell Aliantd preferred codeorder)

1 No matching codecs.

1 Voicemail and DTMF tonsupport [eaving and retrievingoice mailmessagesetc.).

1 Outbound ToHFree calls, interacting with IVR (Interactive Voice Response systems).

1 Calling numbeblocking (Privacy).

9 Call Hold/Resume (long and short duration).

1 Call Forward (unconditional, bysno answer).

1 Blind Call Transfers.

1 Consultative Callransfers.

9 Station Confeence.

1 EC500(Extension to Cellular call redirectian)

1 Simultaneous active calls.

1 Long duration callgoverone hour).

91 Proper response/error treatment to all trunks busy.

1 Proper response/error treatment when disabling SIP connection.

Items not supported or not tested included the following:
1 Inbound tolHree calls and 911 emergency calls are supported but were not tested as part
of the compliance test.

I T.38fax is not supportkbyBell Aliant; therefore T.38 faxvas not tested.
1 G.711fax passthroughis available withCommunicatiorManageo n a fiboest ef f o
basi s, i t 6 ghatit wilt words; tharefae® .7 1d faxgassthroughis not
recommendedith this solutionandwas not tested.
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2.2. Test Results

Interoperability testing oBell Aliant SIP trunk service witlan AvayaSIP-enabled enterprise
solutionwas completed successfully with the following observations/limitations.

TEnterprise phones :®Onauibduadals, théd 200 OKnmessaga s 0O
sent byBell Aliant as a response to the INVITE sent by the enterprise included a P
Asserted denti ty ( PAI ) anbngraodse rp awiatnhe taenr .A sTihpe: i nc
header made the display on the enterprise extensidhisdgearty) change from the
cal |l ed nroommeus@avayundvalla once the calls was an
PSTN party. To avoid this issue, a Signaling Rule was created on the Avaya SBCE to
remove the PAI header in the 200 @tessagesent by Bell Alianbn outbound calls.

1 Vector based NCR using the302Moved Temporarily method: A vector DN in
Communication Manager is programmed to redirect an inbound call to a PSTN number
before the call I's answered. Communication
SIP message to redirect the call to the new PSTN number specified in the Contact header
of the 302 messagea3ell Aliant did not route the call as expectedhe numbespecified
in the Contact header of t882 message.

1 Faxi T.38 faxis not supported bBell Aliant; Bell Aliant only supportss.711fax pass
through.G.711 faxpass hr ough is available with Communic
efforto basi s, i tds not guar andheegdishohat it w
recommendedith this sdution and was not tested.

1 No matching codec on outbound calldf an unsupported audio codec is received by
Bell Aliant on the SIP Trunk (e.g., 722),
Terminatedo instead of 4 8lheaNeotder. Aluscdssyet abl e
does not have any user impact, it is listed here simply as an observation.

1 Outbound Calling Party Number (CPN) Blocking: To support outbound privacy calls

(calling party number bl ocking), asGCh@emmuni ca
calling numberinthe SIPromheader and includes APrivacy:
message. During testing, Bell Al ifBrambés net

header for this purpose, thus the Calling Party Number (CPN) was not blocked.

9 Call Display on Transferred Calls to PSTN Caller ID display is not updated on PSTN
phones involved with call transfers fradbommunication Managdo the PSTN. A&er the
call transfer is completed, the PSTN phone does not display the actual connected party
butinstead shows the ID of the host extension that initiated the call transfer. The PSTN
phone display is ultimately controlled by the PSTN provider, thus this behavior is not
necessarily indicative of a limitation of the combined AvBgdl/ Aliant solution.lIt is
listed here simply as an observation.

1 SIP header optimization There are multiple SIP headers used by the Avaya Solution
that have no particular use to the Service Provider. These headers were removed in order
to block private IP addresses and othreterprise information from being propagated
outside of the enterprise boundaries, and to reduce the size of the packets entering Bell
Al i ant 0 sReferéoSestmm7I3.1in this documentor the complete list of headers
that were removed.
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2.3. Support

For support on Bell Aliansystems visit the corporate Web page at:
http://www.bellaliant.ca/index.shtml

Avaya customers may obtain documentation and support for Avaya products by visiting
http://support.avaya.comlternatively, n the United States, (866) GRVAYA (866-462-8292)
provides access to overall sales and service support menus

3. Reference Configuration

Figure 1 below illustrates the test configuration usétie test configuration simulates an
enterprise site withn Avaya SIRenabled enterprise soluticonnected tohe Bell Aliant SIP
trunk service through the public internet.

The Avaya components used to create the simulated customer site included:
Avaya S830 Server runnindwvaya Aura®Communication Manager.

AvayaG450 Media Gateway.

AvayaHP® Proliant DL360 G7 erver runningAvaya Aura®Session Manager
AvayaHP® Proliant DL360 G7 erver runningAvaya Aura®System Manager
Dell R210 V2 Server runningvayaSession Border Controller for Enterprise.
Avaya 96X0-Series IP Degkhones (H.323).

Avaya 96x1Series IP Degkhones (H.32and SIB.

Avaya oneX® Communicator soft phones (H.323 and SIP)

AvayaFlare® Experience for Window§SIP)

Avaya2420Digital Deslkphones
Analog Deskhones
DesktopPCrunning variousadministration interfaces

A =A2=4 -4 -4 4 4 4 9 93 93 -9

Located at thedge of the enterprise &VPN Firewall, followed byhe Avaya SBCEThe
Avaya SBCE has two physical interfaces, interfBdéevas used to connect to thablic network
via an IPSec VPN Tunnel, interfaéd was used to connettie enterprise networldll SIP and
RTP traffic enteringr leaving theenterprise flows through theAvaya SBCE and through the
VPN Firewall The AvayaSBCEprovides network addregsnslation at both the IP and SIP
layers.The transport protocol between the Avaya SBCE and Bell Aliant, through the IPSec VPN
Tunnel, and across the public internet, is SIP over UDR.tansport protocol between the
Avaya SBCEandSession Manager acsothe enterprise IP network$dP over TCP. he
transport protocol betweedession Manageand Communication Managacross the enterprise
IP network isSIP over TLSNote that br ease of troubleshootimyringthetesting the
compliance test was concled withthe Transport Methodet toTCP betweerSession Manager
and Communication Manager.

For security reasons, any actual public IP addresses names and passwoused in the
referenceconfiguration have beamasked
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One SIP trunk group waseded betweeiCommunication Manager argkession Manager to
carrythetraffic to and fromlhe service provider (twway trunk group). To separate tbedec
settings required by the service provittem the codec used by the telephones, two IP network
regionswere created, each with a dedicated signaling group.

For inbound calls, the calls flowed fragell Aliant to the Avaya SBCERhrough the IPSec VPN
Tunnel,then to Session Manager. Session Manager used the configuredtdiaigand routing
policies to @&termine the recipient (in this case Communication Manager) and on which link to
send the call. Once the call arrived at Communicddanager, further incoming calleatment,
such as incoming digit translations andsslaf service restrictions gperfamed.

Outbound calls to the PSTN were first processed by Communication Manager for outbound
feature treatment such AsitomaticRoute Selection(ARS) andClass ofService restrictions.
Once Communication Manager selected the propetr8iiR; the callwas routed toSession
Manager Session Manager once again used the configured diafmpsand routing policiesot
determine the route to tlievaya SBCEfor egress t@ell Aliantd s  n ethirough thk IPSec
VPN Tunnel.
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Service Provider

' I
Bell Aliant SIP trunk Registration
Username: User123
Realm: Realm Core SBC
Password: Password123 PSTN
Domain: pbx06dch2046.ca 142125721 Gateway
IP to register to: 142.125.72.11 CE router
192.168.1.137
192.168.1.138
. VPN Firewall
\_ 10.10.170.162

4 Avaya Aura®

. R
Session Manager Simulated Enterprise
e Domain: avaya.lab.com

DIDs: 506-694-8000 to 8009
Avaya I IPSec VPN Tunnel
Session Border Controller

T
for Enterprise e sl e VPN Firewall

172.16.5.32

Avaya Aura®
System Manager

10.10.157.131
172.16.5.200

Avaya Aura®
Communication Manager running on

Avaya S8300 Server
Communication Manager Messaging

Desktop PC
Avaya 96x1 Series
IP Deskphones
(H.323)

. Avaya one-X® C icat )
(H.323 & SIP) Avaya 96x0 Series Avaya 96x1 Series
+  Avaya Flare® Experience for IP Deskphones P De?g:l;:';o"es
i H.323
Analog Avaya 2420 Windows (SIP) ( )

. Wireshark
. Avaya Site Admin (access to CM)
\ . MS Explorer

Figure 1: Avaya SIP-enabledEnterpri seSolution and Bell Aliant SIP Trunk Service

Deskphones Digital Deskphone

J
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4. Equipment and Software Validated

The following equipment and&ware were usetbr the compliance testing the simulated
enterprise

Equipment/Software | Release/Version
Avaya
Avaya Aura® CommunicatioManager running 6.3.6 (Service Pack 6)
on an Avaya S8300Server. (03.0.124.621591)
Avaya Aura® Session Manager running on a 6.3.8 (Service Pack 8)
HP® Proliant DL360 G7 Server. (6.3.8.0.638018)
Avaya Aura® System Manager running on a 6.3.8
HP® Proliant DL360 G Server. Build No. 6.3.0.8.5685.3.8.4219
Software Update Rev. No. 6.3.8.5.237
G450 Gateway 35.8.0
Avaya Session Border Controller for Enterpris 6.2.1.016
running on a DELL R210 V2 Server T
Avaya Aura® Integrated Management Site 6.0.07
Administrator o
Avaya Aura® Communication Manager CMM 6.3 (Service Pack 3)
Messaging (CMM) (CMM-03.0.124.60304)
Avaya oneX® Communicator (SIP & H.323) 6.2.3.05
Avaya Flare® Experience for Windows (SIP) 1.1.4.23
Avaya 96x0 Series IP Deskphorés323) Avaya oneX® Desk phone Edition
Version S3.220A
Avaya 96x1 Series IPeskphoneg$SIP) Avaya oneX® Deskphone SIP
Version 6.4.0.33
Avaya 96x1 Series IPeskphonegH.323) Avaya oneX® Deskphone H.323

Version 6.4014
Avaya 2420 Series Digitd&deskphone --

LucentAnalogDeskphone -

Bell Aliant
Genband A2 17.0.12.16
ACME Session Border Controller (4500) 6.3.7 MR1 Patch 3

Table 21 Hardware and Software Components Tested

The specific configuration above was used for the compliance tedivig. that this saition is
compatible with other Avaya Sergand Media Gateway platforms running similar versions of
Avaya Aur@® Communication Manager at/aya Aur® Session Manager.
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5. Configure Avaya Aura® Communication Manager

This section describes the procedunedmfiguringCommunication Manager. A SIP trunk is
established betwegdommurncation Manager an8ession Manager for use by siting traffic
to and fromBell Aliant. It is assumedhatthe geneal installation ofCommunication Manager,
theAvaya G4® Media Gateway an@ession Manager has been previously completed.

In configuring Communication Manager, various components suchretwmrkregions,
signaling groups, trunk groups, etc. need to be selected or created for use with the SIP
connection to theervice provider. Unless specifically stated otherwise, any unuseviprk
region, signaling group, trunk group, etc. can be used for this purpose.

The Communication Manager configuration was performed ubmgvaya Integrated
Management Site Admisirator. Some screens in this section have been abridged and
highlighted for brevity and clarity in presentation. Note that the puiBladdresseshown
throughout these Application Notes have been edited so that the@dilialP addresses of the
network elementsare not revealed.
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5.1. Licensing and Capacity

Use thedisplay systemparameters customeroptions command to verify that thiglaximum
Administered SIP Trunksvalue onPage 2is sufficient to support the desired number of
simultaneous SIP callzeoss all SIP trunks at the enterpriseluding anySIPtrunks to the

service provider. The exampbelowshowsone license with a capacity 4000trunksare

available an@2 are in use. The license file installed on the system controls the maximues valu
for these attributeslf a required feature is not enabled or there is insufficient capacity, contact
an authorized Avaya sales representative to add additional capacity.

arameters customer-options
OPTIONAL FEATURES

IP PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 48688 18

Maximum Concurrently Registered IP Stations: 24080

Maximum Administered Remote Office Trunks: 4888

Maximum Concurrently Registered Remote Office Stations: 2488
Maximum Concurrently Registered IP eCons: 68

Max Concur Registered Unauthenticated H.323 Stations: 188

Maximum Uideo Capable Stations: 2484

Maximum Uideo Capable IP Softphones: 2488

| Hazimum Administered SIP Trunks: 4000

Maximum Administered Ad-hoc Video Conferencing Ports: 4888
Maximum Humber of DS1 Boards with Echo Cancellation: 8@
Maximum TH2581 UAL Boards: 1@
Maximum HMedia Gateway VAL Sources: 5@

Maximum TH2682 Boards with 88 UoIP Channels: 128

Maximum TH2682 Boards with 328 UoIP Channels: 128

Maximum Humber of Expanded Meet-me Conference Ports: 380

{HOTE: You must luquF [ luiin to effect the iermiSSiun chanies.)

OnPage 3 verify thatARS is set toy.

EEEJEEEE"JEEEEEM

parameters customer-options
OPTIONAL FEATURES

Abbreviated Dialing Enhanced List? y Audible Message Waiting?
Access Security Gateway (ASE)}? n Authorization Codes?

Analog Trunk Incoming Call ID? y CAS Branch?

A/D Grp/Sys List Dialing Start at 817 y CAS Main?

Answer Supervision by Call Classifier? Change COR by FAC?
Computer Telephony Adjunct Links?

ARS/AAR Partitioning? y  Cvg OF Calls Redirected Off-net?

ARS/AAR Dialing without FAC? n DCS (Basic)?

ASAI Link Core Capabilities? DCS Call Coverage?

ASAI Link Plus Capabilities? DCS with Rerouting?

Async. Transfer Mode (ATHM) PHC?
Async. Transfer HMode {ATH) Trunking?
ATH WAH Spare Processor?

ATHS?

Attendant Vectoring?

(HOTE: You must luinFF & luiin to effect the iermissinn chanies.)

Digital Loss Plan Modification?
D51 MSP?
D31 Echo Cancellation?

L — ] L - ]

L= — i I R |
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5.2. System Features

Usethechangesystemparametersfeature command to set thErunk -to-Trunk Transfer
field to all to allow incoming calls from the PSTN to be transferred to another PSTN endpoint.
If for security reasons, incoming calls should not be allowed to transfer back to thetR&TN

leave tlis field set tonone

R
change system-parameters fFeatures Page 1 of 28

FEATURE-RELATED SYSTEH PARAMETERS

Self Station Display Enabled? n
| Trunk-to-Trunk Transfer: all |
Automatic Callback with Called Party Queulng?
Automatic Callback - Ho Answer Timeout Interval {rings):
Call Park Timeout Interval (minutes):
0ff-Premises Tone Detect Timeout Interval (seconds): 28
AAR/ARS Dial Tone Required? y

|Alm|:
= =

Music {or Silence) on Transferred Trunk Calls? no
DID/Tie/ISDH/SIP Intercept Treatment: attendant
Internal Auto-Answer of Attd-Extended/Transferred Calls: transferred
Automatic Circuit Assurance {(ACA) Enabled? n

Abbreviated Dial Programming by Assigned Lists? n
Auto Abbreviated/Delayed Transition Interval {rings): 2_
Protocol for Caller ID Analog Terminals: Bellcore

Disilai Eallini Humber for Room to Room Caller ID Calls? n
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OnPage 9verify that a text string has been defined to replace the Calling Party Number (CPN)
for restricted or unavailable calls. This text string is entered in the two fields highlighted below.
The compliance tésised the value aestrictedfor restricted calls andnavailablefor

unavailable calls

parameters fFeatures
FEATURE-RELATED SYSTEM PARAMETERS

CPN/ANI/ICLID PARAMETERS
CPH/ANI/ICLID Replacement for Restricted Calls: restricted
CPH/ANI/ICLID Replacement for Unavailable Calls: unavailable

DISPLAY TEXT
Identity When Bridging: principal
User Guidance Display?
Extension only label for Team button on 96xx H.323 terminals?

1= 1=

INTERHATIODHAL CALL ROUTIHG PARAMETERS
Local Country Code:
International Access Code:

SCCAN PARAMETERS
Enable Enbloc Dialing without ARS FAC? n

CALLER ID ON CALL WAITING PARAMETERS
Caller ID on Call Waiting Delay Timer {msec): 204

I —

5.3. IP Node Names

Use thechangenode-namesip command to verify that node hames have been previously
defined for the IP addresses of the Avaya S838fider runningCommunication Manager
(procr), and for Session Managdrab-HG-SM). These node names will be needed for defining
the service provider signaling groupSection 56.

change node-names ip
IF HODE HAMES

Hame IP Address
ASBCE A1 172.16.5.71
ab-HG-SH 172 .16.5.32 |
HA-CH 192.168.18.12
default 8.8.8.8
msqserver 172.16.5.12
procr 172 . 16.5.12
procrb B
(7 of 7 administered node-names were displayed )}
Use 'list node-names' command to see all the administered node-names
Use 'change node-names ip %xX' to change a node-name 'xXxx' or add a node-name
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5.4. Codecs

Use thechange ipcodecsetcommand to define a list of codecs to use foisdatween the
enterprise and the service provider. For the compliancapgestdecset 2wasused for this
purpose.Bell Aliant SIP Trunking supports G.711MI&.711Aand G.729A Thus, these
codecs were included in this set. Er@&e711MU, G.711AandG.729Ain theAudio Codec
column of theable;this isBell Aliantd s pr e f e r r.®efaultvaluke can be usddefar all
other fields.

R R
Page 1 of 2

change ip-codec-set 2

IP CODEC SET

Codec Set: 2

Audio Silence Frames Packet

Codec Suppression  Per Pkt Size(ms)
1| G.711HU n 2 28
2:|G.711n n 2 20
3:|G.729A n 2 28
4: _ _
5: _ .
G- _ _
i: _ .

Media Encryption

1: none
2:
3:

I —

OnPage 2 set theFax Modeto off (T.38 fax is not supported [Bell Aliant).

e R
Page 2 of 2

change ip-codec-set 2
IPF CODEC SET

Allow Direct-IP Multimedia? n

Packet
Hode Redundancy Size(ms)
|Fax off |
Hodem off a
TDDATTY us 3
H.323 Clear-channel n a
SIP 64K Data n a 28
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Use thechange ipcodecsetcommand to define a list of codecs to use for telepharias the
enterprise For the compliance tesp-codecset 1was used for this purpose. Default values can
be used for all other fields.

IPF CODEC SET

Codec Set: 1

Audio Silence Frames Packet

Codec Suppression  Per Pkt  Size{ms)
1:|G.711HU n 2 28
2:|6.729n n 2 20
3: — —
Lh: _ _
L: _ .
6: _ _
¥: _ .

Media Encryption

1: none
2:
3:

OnPage 2 set thd=ax Modeto off.

change i1p-codec-set 1 Page 2 of 2

IP CODEC SET

Allow Direct-IP Hultimedia? n

Packet
Hode Redundancy Size{ms)
[FAX off 8
MHodem off a
TDDATTY us 3
H.323 Clear-channel n L)
SIP 64K Data n a 28
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5.5. IP Network Region

Create a separate IP network region for the service provider trunk. This allows for separate

codec or quality of service settings to be used (if necessary) for calls between the enterprise and

the service provider versus calls within the enterprisdsmwhere. For the compliance téBt,

network-region 2was chosendr the service provider trunklse thechange ipnetwork-region

2 command to configure region 2 with the following parameters:

1 Set heAuthoritative Domain field to match theSIP domain bthe enterprise In this

configuration, the domain nameasaya.lab.com This name appears
header of SIP messages originating from this IP region.

1 Enter adescriptive name the Namefield.

1 EnablelP-IP Direct Audio (shuffling)to allow audio traffic to be sent directly between
IP endpoints without using media resources in the Avaya Media Gaté&edlyoth
Intra -region andinter -region IP-IP Direct Audio toyes This is the default setting.
Shuffling can be further restricted at thertk level on the Signaling Group form.

1 Set heCodec Sefield to the IP codec selefined inSection 54.

1 Default valuesan beused for all other fields.

IP HETWORK REGIOH
Region: 2
Location: 1 | Authoritative Domain: avaya.lab.com|
|Hame: SP Heglunl Stub Hetwork Reqlon: n
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Inter-reqgion IP-IP Direct Audio: ves
UDP Port Min: 2848 IP Audio Hairpinning? n
UDP Port Max: 3349
DIFFSERV/TOS PARAMETERS
Call Control PHE VUalue: 46
Audio PHB Value: 46
Uideo PHB Value: 26
882.1P/0 PARAMETERS
Call Control 8082.1p Priority: &
Audio 882.1p Priority: 6
Uideo 8082.1p Priority: 5 AUDID RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPDINTS RSUP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 28
Keep-Alive Interval {sec): &
Heei—nliue Count: 5
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OnPage4, define the IP codec set to be used for traffic between region 2 and regraerithe
desired IP codec set in thedec setolumn of the row with destination regioasf rgn) 1.

Default values may be used for all other fields. The example below shows the settings used for
the compliance test. It indicates that code@seitl be used for calls between region 2 (the

service provider region) and region 1 (the rest of the enterprise).

Source Region: 2 Inter Hetwork Region Connection Hanagement I M
G A t

dst codec direct  WAN-BW-1limits  VUideo Intervening Dyn A G c

rgn set WAN Units Total Morm Prio Shr Regions CAC R L e

1 |2 y NoLimit | n___ t

2 all

3

i

5

i}

7

8

9

5.6. Signaling Group

Use theadd signalinggroup command to create a signaling group betw&emmunication
Manager and@ession Manager for ubg theservice provideSIPtrunk. This signaling group is
used for inbound and outbound calls between the service provider and the enterprise. For the
compliance tessignaling group 2was used for this purpose and was configured using the
parameters highligbt below.

1 Set theGroup Type field to sip.

1 Set the MS Enabled field ton. This specifie€ommunication Manager will senas an
Evolution Server foSession Manager.

1 Set theTransport Method to the recommended default valuelsf(Transport Layer
Securty). Note that br ease of troubleshootimyring testingthe compliance test was
conducted with th@ransport Method set totcp. The transport method spéed here is
used betwee@ommunication Manager arf®kssion Manager.he transport method used
between Session Manager and tAeaya SBCHs specified as TCP i8ectiors 6.5 and
7.2.3 Lastly, the transport method between #vayaSBCEandBell Aliantis UDP.

This is defined irSection7.2.3.

1 Set theNear-end Listen PortandFar-end Listen Portto a valid unused port instead of
the default welkknown port value. (For TLS, the wékhown port value is 5061)This is
necessargo Session Manager can distinguish this trunk from the trunk used for other
enterprise SIP trafficThe compliance test wasnducted with th&lear-end Listen
Port andFar-end Listen Portset to5070. (For TCP, the welknown port valudor SIP
is 5060).
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1 Set thePeer Detection Enabledield toy. ThePeerServerfield will initially be set to
othersand cannot be changed administration. Later, theeerServerfield will
automatically change t8M once CommunicatioManager detects its peer&sssion
Manager.

1 Set heNear-end Node Nameo procr. This node name maps to the IP address of the
Avaya S8300D Server running Camnication Manager as defined$ection5.3.

1 Set teFar-end Node Namdo Lab-HG-SM. This node name maps to the IP address of
Session Manager as definedSaction5.3.

1 Set heFar-end Network Regionto the IP network region defined for the service

provider inSection5.5.

Set heFar-end Domainto the domain of the enterprise.

SetDirect IP-IP Audio Connectionstoy. This field will enable media shilihg on the

SIP trunk allowingCommunication Manager to redirect media traffic directly between

the insde IP of theAvayaSBCEand the enterprise endpoint. If this value is set to

then the Avaya Media Gateway will remain in the media path of all calls between the SIP

trunk and the endpoint. Depending on the number of media resources available in the

Avaya Media Gateway, these resources may be depleted during high call,volume

preventing additional calls from completing.

1 Set theDTMF over IP field to rtp-payload This value enables Communication
Manager to send DTMF transmissions using RFC 2833.

1 Defaul values may be used for all other fields.

= =4

SIGHALING GROUP

Group Mumber: 2 Group Type: sip
| IMS Enabled? nj Transport HMethod: tcp|
0-SIP? n
IP Uideo? n Enforce SIPS URI for SRTP? y

|Peer Detection Enabled? y | Peer Server: SH

Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Humbers?
Remove ‘+' from Incoming Called/Calling/Alerting/Diverting/Connected Humbers?
Alert Incoming SIP Crisis Calls? n

Hear-end Hode Mame: procr Far-end Hode Hame: Lab-HG-5H
Hear-end Listen Port: 5878 Far-end Listen Port: 5878
Far-end Hetwork Region: 2

o=

ar-end Domain: auaua.lah.cuml

Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Moise? n
[irect TP-1P fudic Connections? y|

Session Establishment Timer{min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? y Initial IP-IP Direct Hedia? n

6

H.323 Station Uutiuini Direct HMedia? n Alternate Route Timer({sec):

5.7. Trunk Group

Use theadd trunk -group command to create a trunk group for the signaling group created in
Section5.6. For the compliance testtunk group 2 was configured using the parameters
highlighted below.

1 Set theGroup Type field to sip.

1 Enter a descriptive name for tl@oup Name.
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1 Enter an available trunk access co@AQ) that is consistent with the existing dial plan
in theTAC field.

1 Set theService Typefield to public-ntwrk.

1 Set heSignaling Group to the signaling group shown in the previous step.

1 Set heNumber of Membersfield to the number of trunk members in the SIP trunk
group. This value determines how many simultaneous SIP calls can be supported by this
trunk.

1 Default values were used fall other fields.

change trunk-group 2 Page 1 0Ff 21
TRUNK GROUF
Group Humber: 2 |Gruup Type: siE| CDR Reports:
Group Mame: Service Provider COR: 1 TH: 1
Direction: two-way Outgoing Display? n
Dial Access? n Hight Service:
Queue Length: 8
Service Type: public-ntuwrk| Auth Code? n
Member Assignment Method: auto
Signaling Group: 2
Humber of Members: 18
-
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OnPage 2 verify that thePreferred Minimum Session Refresh Interval(sec)is set to a value

acceptable to the service provider. This value defines the interval 4N FEES must be sent

to keep the active sasa alive.Note that the value assigned to Breferred Minimum Session

Refresh Interval (sec)f i el d i s doubl ed -abad KHeasdegmeki ¢lod tihme
INVITE messages for callsriginating fromCommunication Manager. Using the default setting

of 600secondsas n t he e x amEloe Hetaldeerfi Miirel d woul d be cc
seconds in SIP INVITEnessages origating fromCommunication Manager.

Group Type: sip

TRUHK PARAMETERS
Unicode Hame: auto

Redirect On OPTIH Failure: 50808

SCCAN? n Digital Loss Group: 18
|PreFerred Minimum Session Refresh Interval(sec): 6BB|

Disconnect Supervision - In? y Out? y

XOIP Treatment: auto Delay Call Setup When Accessed Uia IGAR? n
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OnPage 3 set theNumbering Format field to private This field specifis the format of the
calling party nurber (CPN) sent to the f&nd.Beginning with Communication Manager 6.0,
public numbers are automatically preceded with a + sign when passed in fite @b,
AContacb andfiP-Asserted Identity headers. The additiasf the + sign impacted
interoperability withBell Aliant. Thus, theNumbering Format was set trivateand the
Numbering Format in the route pattern was getunk-unk (seeSection5.10).

Set theReplace Restricted NumberandReplace Unavailable Numiers fields toy. This will
allow the CPN displayed on local endpoints to be replaced with the valueSssttion 52, if
the inbound call enabled CPN block. Default values were used for all other fields.

TRUMK FEATURES
ACA Assignment? n Heasured: none

Maintenance Tests? y

Humbering Format: private |

UUI Treatment: service-provider

Replace Restricted Humbers? y
Replace Unavailable Humbers? y

Modify Tandem Calling Humber: no

Show ANSWERED BY on Display? u

 ———————————————
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OnPage 4 setNetwork Call Redirection field to Y to directCommunication Managy to use

the SIP REFER message foansferringcalls offnet to the PSTNSet theSend Diversion
Headerfield toy. This field provides additional information to the network if the call has been
re-directed. This is needed to support call forwarding of inbound calls back to the PSTN and
some Extension to @alar (EC500) call scenarios. Set tBapport Request Historyfield to n.

Set theTelephone Event Payload Typéo 101, the value preferred Byell Aliant. SetConvert

180 to 183 for Early Mediato y.

e
change trunk-group 2 Page 4 of 21

PROTOCOL VARIATIONS

Hark Users as Phone? n

Prepend *+' to Calling/Alerting/Diverting/Connected Humber? n
Send Transferring Party Information? n

|Netwurk Call Redirection? ul

Build Refer-To URI of REFER From Contact For HCR? n

Send Diversion Header? y

Support Request History? n
Telephone Event Payload Type: 181

|Convert 188 to 183 for Early Hedia? y|

Always Use re-INVITE for Display Updates? n
Identity for Calling Party Display: P-Asserted-Identity

Block Sending Calling Party Location in INUITE? n

Accept Redirect to Blank User Destination? n

Enable Q-SIP? n

Interworking of ISDHN Clearing with In-Band Tones: Keep-channel-active

I ——
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5.8. Calling Party Information

The calling party number is sent in the SI
numbering was selected to define the format of this nu8®ation5.7), use thechange

private-numbering command to create an entry for each extension which has a DID assigned.

The DID numbes areassigred by the SIP service providdris used to authenticate the caller.
Each DID number is assigned to oneeeptise internal extension or Vector Directory Numbers
(VDNS).

Thescreen below showBID numkbers assigned for testing. TB¢D numbers were mapped to
enterprise ex@nsions 3040 3042, 3044 3048 These 1aligit numbers were used for the
outbound callg party information on the service provider trunk when calls were originated
from theseextensions.

hange private-numbering 1

C

NHUMBERING - PRIUATE FORMAT

Ext Ext Trk Private Total

Len Code Grp{s)} Prefix Len

4 3 L Total Administered: 18
4 5 L Maximum Entries: 5S40
4 3Jaup 2 SH669480808 18

4 3o 2 La664E001 18

4  3Jayz 2 66948086 1

4 Zouy 2 La664E002 1

4  3aus 2 6694800 1

4 304b 2 CLa6694E003 1

4  Jauy 2 66948005 1

4 3Zoug 2 L6624 E008 1
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In a realcustomer environment, normalB/D numbes are comprised dhelocal extension plus

a prefix. If this is true, then a singbeivate numbering entry can be applied for all extensions. In
the exarple below, all stations with adigit extension beginningith 3 will send the calling

party number as therivate Prefix plus the extension numberh&example shown in the
screenshabelowis assuminghat the locaéxtensions in the DID numbers begiith a 3(e.g,
506698xxX).

change private-numbering 1

NHUMBERING - PRIUATE FORMAT

Ext Ext Trk Private Total
Len Code Grp{s)} Prefix Len

4 3 L Total Administered: 18
4 5 L Maximum Entries: 5S40
|ﬂ_ 3 2 SH669YL 18

5.9. Inbound Routing

DID numbers received fromell Aliant were mappedtb extensios using the incoming call
handling treatmeraf the receiving trunk groupJse thechange inecall-handling-trmt
command to create amtryfor each DIDnumber

change inc-call-handling-trmt trunk-gr
IHCOMING CALL HAWDLING TREATHEHWT

Service/ Humber Humber Del Insert
Feature Len Digits

public-ntuwrk 18 5866948000 18 3048
public-ntwrk 18 5866948881 3841
public-ntuwrk 5866948002 3044
public-ntwrk 58669480883 3846
public-ntuwrk SA6694800Y 3045
public-ntwrk 58669480885 3847
public-ntuwrk 58669480806 3042
public-ntwrk 5866948887 3224
public-ntuwrk 5866948008 3048

public-ntwrk
public-ntuwrk
public-ntwrk
public-ntuwrk
public-ntwrk
public-ntuwrk
public-ntwrk
public-ntuwrk

iuhlic—ntwrk

In a real customer environment, whddéD numbes areusuallycomprised ot local extension
plusa prefix, a singlentry can be applied for all extensions, like iretexampleshownbelow.

LTI R
[~Rl~R [ ~R[ g R~ ]

ke |t [ [ [k [ ok [

= (@D (@D ==

change inc-call-handling-trmt trunk-groug
INCOMING CALL HANDLINMG TREATHENT

Service/ Humber Humber Del Insert
Feature Len Digits
public-ntwrk | 18 586694 [
public-ntwrk — —
public-ntuwrk _ _
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5.10. Outbound Routing

In these Application Notes, the Automatic Route Selection (ARS) feature is used to route
outbound calls via the Stirunk to the service providein the sample configuration, the single
digit9isused asthe AR&c c e s s

code.

Enterprise

cal |

This common configuration is illustrated below with little elaboratioisethe changedialplan

analysiscommand to define a dialed string beginning ithf lengthl as a featuraccess code

(fac).

change dialplan analysis

Dialed
String

DIAL PLAH AHALYSIS TABLE
Location: all

Dialed
String

Dialed
String

Total Call
Length Type
13 udp

Total Call
Length Type

Page
Percent Full: 3

Total Call
Length Type

1 of 12

dac

ext

ext

udp

ext

dac

ext

ext

fac |

dac

£ | % ol oo [ o A i jea e = |

dac

N i il il vl
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Use thechange featureaccesscodescommand to configur@ as theAuto Route Selection
(ARS) T Access Codd.

e
change feature-access-codes Page 1 of 18
FEATURE ACCESS CODE (FAC)

Abbreviated Dialing List1 Access Code:
Abbreviated Dialing List2 Access Code:
Abbreviated Dialing List3 Access Code:
Abbreviated Dial - Prgm Group List Access Code:
Announcement Access Code: #7
Answer Back Access Code:
Attendant Access Code: _
Auto Alternate Routing {(AAR) Access Code: =81
Auto Route Selection {(ARS) - Access Code 1: 2 Access Code 2:
Automatic Callback Activation: Deactivation:
Call Forwarding Activation Busy/DA: All: Deactivation:
Call Forwarding Enhanced Status: Act: Deactivation:
Call Park Access Code:
Call Pickup Access Code:
CAS Remote Hold/Answer Hold-Unhold Access Code:
CDR Account Code Access Code:
Change COR Access Code:
Change Coverage Access Code:
Conditional Call Extend Activation: Deactivation

Contact Closure Dien Code: Close Code

Use thechange ars analysisommand to configure the routing of dialed digits following the
first digit 9. The exmple below shows a subset of the dialed strings testpdra of the
compliance testSeeSection2.1for the complete list of call types testédl dialed strings e
mapped taoute pattern 2 which contains the SIP trunk to the service provider (agelf
next).

R

change ars analysis 17 Page 1 of 2
ARS DIGIT AHALYSIS TABLE
Location: all Percent Full: 3
Dialed Total Route Call Hode ANI
String Min Max Pattern Type Hum  Reqd

178 11 11 deny fnpa - n
1788 11 11 deny £npa _ n
171 11 11 deny fnpa - n
172 11 11 2 £npa _ n
173 11 11 deny fnpa - n
174 11 11 deny £npa _ n
175 11 11 deny fnpa - n
176 11 11 deny £npa _ n
177 11 11 deny fnpa - n
178 11 11 deny fnpa n
1786 11 11 2 Fopa _  nf
179 11 11 deny £npa _ n
188 11 11 deny Fnpa - n
|18688 11 11 2 Fnpa ____n

Ba555 11 11 deny Fnpa - n
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The route pattern defines which trunk group will be used for the call and performs any necessary
digit manipulation. Use thehange routepattern command to configure the parameters for the
service provider trunk route parn in the flowing mannerThe example below shows the
values used for route patte2muring the compliance test.
1 Pattern Name Enter a descriptive name.
1 Grp No: Enter the outbound trunk group for the SIP service provider. For the compliance
test, trunk grouf@ wasused.
1 FRL: Set the Facility Restriction LeveFRL) field to a level that allows access to this
trunk for all users that require it. The valuddas$ the least restrictive level.
1 Pfx Mrk : 1 The prefix mark Pfx Mrk ) of one will prefix any FNPA 1@ligit number
with a 1 and leave numbers of any other length unchanged. This will ensure 1 + 10 digits
are sent to the service provider for long distance North American Numbering Plan
(NANP) numbers. All HNPA 10 digit numbers are left unchanged.
1 Numbering Format: unk-unk Calls using this route pattern will use the private
numbering tableSeesetting of thedNumbering Format in the trunk group form for full
details inSection5.7.

[ 7 7 Page 1
Pattern Humber: 2 Pattern Hame:
SCCAN? n Secure SIP? n
Grp FRL HPA Pfx Hop Toll Ho. Inserted DCS/ IXC
NHo Mrk Lmt List Del Digits QsIG
Dgts Intw

1:|2 a _ 1| . . . n user
2: - _ _ n user
3: o . . n user
4: - _ _ n user
5: o . . n user
G- - _ _ n user

BCC UVALUE TSC CA-TSC ITC BCIE Service/Feature PARM Ho. Humbering LAR

812HMayW Request Dgts Format

Subaddress

1:yyuyuuyun n rest _ none
2:yyyyyn n rest _ none
J:yyyyyn n rest _ none
4:yyyyyn n rest _ none
S:yyyyyn n rest _ none
b H H H H H nn rest _ none

Note: To save all Communication Manager progisng changes, enter the commaiadg
translations.
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6. Configure Avaya Aura® Session Manager

This section provides the procedures for configuBegsion Managerhe procedures include
adding the following items

1 SIP domain

1 Logical/physical Location that can be occupied by SIEtiEa

1 Adaptation module to perform dial plan manipulation

1 SIP Entities corresponding to Communication ManagerAtlag/a SBCE andSession
Manager
Entity Links, which define the SIP trunk parameters used by Session Manager when
routing calls to/from SIP iiities
Routing Policies, which control call routing between the SIP Entities
Dial Patterns, which govern to which SIP Entity a call is routed
Regular Expressions, which also can be used to route calls
Session Manager, corresponding to the Seddmmagerserver to be managed IBystem
Manager.

=

= =4 =4 =4

It may not be necessary to create all the items above edmdiguringa connection to the

service provider since some of these items would have already been defined as part of the initial
Session Manager installatior may not be required his includes items such as certain SIP
domainsLocations Adaptations SIP Entities, and Session Manager itself. However, each item
should be reviewed to verify the configuration.

Note: Some of the default information in tlsereenshotthat followmay have been cut outdt
included for brevity
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6.1. System Manager Login and Navigation

Session Managaonfigurationis accomplished by accessing the browsased GUI of System
Manager, using the URLL h s/i<ip-address>8MGRo,wh er ea di&ki @¢ss>0 i s t he
of System ManagerLog in with the appropriate credentigfsot shown) The screen shown

below is then displayelick on Routing.

Aura® System Manager 6.3 B oo o aduin

Coemes O e
Administrators a on Envir n Backup and Restore
Directory Synchroniza tion Bulk Import and Export
Groups & Roles ation Server 1000 Configurations
User Managemen t Co ing Events
User Provisioning Rule IP Office Geographic Redundancy
Meeting Exchange Inventory
Messaging Licenses
Presence Replication
Reports
Session Manager Scheduler
Security
Shutdown
Software Management
Templates
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The navigation tree displayed in the left pane below willdberenced in subsequent sections to
navigate to items requiring configuration. Most items will be located undé&dugng link
shown below.

Aura® System Manager 6.3 B £ oo off admin

Home Routing
¥ Routing « Home / Elements / Routing [+
elp
Domains = < - Relp:2.
Introduction to Network Routing Policy
Locations
Adaptations Network Routing Policy consists of several routing applications like "Domains”, "Locations”, "SIP Entities”, etc.
SIP Entities The recommended order to use the routing applications (that means the overall routing workflow) to configure your network configuration is as follows:

Entity Links Step 1: Create "Domains" of type SIP (other routing applications are referring domains of type SIP).

Step 2: Create "Locations”

Routing Policies Step 3: Create "Adaptations”
Dial Patterns Step 4: Create "SIP Entities"

Regular Expressions - SIP Entities that are used as "Outbound Proxies" e.g. a certain "Gateway" or "SIP Trunk"
Defaults - Create all "other SIP Entities" (Session Manager, CM, SIP/PSTN Gateways, SIP Trunks)

Create a SIP domain for each domaiinvhich Session Manager will need todeare in order
to route callsFor thecompliance tedhe enterprise domaswvaya.lab.conwas used

To add a domain Navigate Routing A Domainsin the lefthand navigation pane and click the
New button in the right pane (not shown). In the new right pane that apf@bawn below), fill
in the following:

1 Name:Enter the domain name.

1 Type: Selectsipfrom the pultdown menu.

1 Notes Add a brief descriptiorfoptional)

9 Click Commit to save (not show).

The screen below shows taetry for the enterprise domaawaya.labhcom
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