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Abstract

These Application Notes describe the steps required égrate Smart Assist by Mutare w
Avaya Aura® Communication Manager and Avaya Aura® Session Man8gedrt Assist by
Mutare is a voicemail replacement solution that completes a missed call, records §
memo, transcribes the voice memo to textg delvers the text message as an email an|
SMS text message to the intended call recipient. If the caller chooses not to record
memo,Smart Assistlelivers the caller ID of the missed calls an option, astomers may o
to add Mut a rclet@text transiftidn service Bmart Assist by Mutaréviutare
giSTT converts the content of a recorded voice message to text and delivers the fi@m
in the body of the emadr textmessage

Readers should pay attention $ection 2 in particular the scope of testing as outlined
Section 2.1as well as the observations notedsiection 2.2 to ensure that their own use ca
are adequately covered by this scope and results.

Information in these Application Notes has been obtained throwgtf€C@nnect compliang
testing and additional technical discussions. Testing was conducted via the Dev(
Program at the Avaya Solution and Interoperability Test Lab.
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1 Introduction

These Application Notes describe the steps required to integratée Asa@t by Mutare with
AvayaAura® Communication ManagéCommunication Managegnd Avaya Aura® Session
ManagernSession Managerpmart Assist by Mutar€SAM) is a voicemail replacement solution
thatcompletesa missed call, recosdh voice mematranscibesthevoice memdo text,and

delivers the text messages an emaindbr SMStext message to the intended call recipient. If

the caller chooses not to record a voice mesmoart Assistlelivers the caller ID of the missed

call. As anoption,astomeé s may opt t o add-toMxitraascrptios gi STT
service toSAM. MutaregiSTT converts the content of a recorded voice message to text and
delivers the transcrifmn in the body of the emailr textmessage

SAM intergrades with Avaya Aura@gironment via SIP/RTP. During compliance testing,

SAM was installed on cloud based environment. SIP/RTP (UDP) traffic between Avaya Aura®
environment and SAM was routed via Avaya Session Border Controller for Enterprise (Avaya
SBCE).

2 General Test Approach

To verify interoperability ofSAM with Communication Manager and Session Managésed
call notifications, includingaller ID,voice messageand voicemessagéranscription, were
delivered to the call recipient via email and/or SMS text notice.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standasgsl interfaces pertinent

to the interoperability of the tested products and their functionaliblesConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
compl eteness of a DiewConnect memberds sol u

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encrypti@bitigips in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in amAwvaga solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor
supplied produatiocumentation for more information regarding those products.

For the testing associated witleieApplication Notes, the interface between Avaya systems
andSmart Assist by Mutardid not include use of any specific encryption features as requested
by Mutare

This test was conducted in a lelbudenvironment simulating a basic custaroenfiguration
The testing focused on the standdbdsed interface between the Avaya solution and the third
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party solution. The results of testing are therefore coresiidier be applicable to either a premise
based deployment or to a hosted or cloud deployment where some elements of the third party
solution may reside beyond the boundaries of the enterprise network, or at a different physical
location from the Avaya compents.

Readers should be aware that network behaviors jjeeay, packet loss, delay, speed, etc.) can
vary significantly from one location to another, and may affect the reliability or performance of
the overall solution. Different network elementsy, session border controllers, soft switches,
firewalls, NAT appliances, etc.) can also affect how the solution performs.

If a customer is considering implementation of this solution in a cloud environment, the
customer should evaluate and discusste/ork characteristics with their cloud service

provider and network organizations, and evaluate if the solution is viable to be deployed in the
cloud.

The network characteristics required to support this solution are outside the scope of these
Application Notes. Readers should consult the appropriate Avaya and third party documentation
for the product network requirements. Avaya makes no guarantee that this solution will work in
all potential deployment configurations
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2.1 Interoperability Compliance Testing
Interoperability compliance tasg covered the followindgeatures and functionality:

A

> D> D> D> D>

Establishing a SIP trunk between SAM &eksion Managgvia Avaya SBCE)sing
UDP transport and verifying the exchange of SIP OPTIONS messages

Missed calls coweng to SAM.

Delivering missed call notifications wittaller IDto the call recipient via email and an
SMS text notice.

Delivering voice message file to the call recipient via email.

Delivering voice memo transcriptidoncallr e c i p i e and @&ssuSMSnextindtice
Delivering call to a PSTN number instead of leaving a voicemail.

Using Mutare giSTT cloud service to transcribe voice messages.

Recording personalized greetings in SANhich requires an outbound call from SAM to
a local or PSTN station

G.711 mulaw codec support.

Proper system rewvery after a reboot of the SAbkrver and loss of IP connectivity.

2.2 Test Results
All test cases passedth the following observatian

A When SAM sends a SIP REFER to Session Manager, the-Rdfeader contaia local

IP Address. During compliance testing, Avaya SBCE, converted the local IP Address to a
domain. Without the use of Avaya SBCE, this call would fail. This is only applicable

when SAM delivers the call to a PSTN number instead of leaving a voicemail

2.3 Support
For technical suppodn Smart Assist by MutareontactMutare Supportvia phoneor email

A Phone: +1 (855 782-3890
A Email: help@mutare.com
A Website: http://www.mutare.com/support.asp
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3 Reference Configuration

Figure 1illustrates a sample configuration with an Avaya-8#3ed network that includes the
following Avayaand Mutareproducts:

A

>\

I > > D

Avaya Aura® Communication Manager runnimga virtual enviroment withan Avaya
G450 Media Gateway.

Avaya Aura® Session Manager connected to Communici@anager via a SIP trunk
that provides SIP connectivity f@&mart Assist by Mutare.

Avaya Aura® System Manager used to configure Session Manager.
Avaya Aura®Media Server.

Avaya Session Border Controller for Enterprise.
Smart Assist by Mutare running in a virtual environment.
Mutare giSTT in the cloud used for message transcription.

Avay a Mierer i
running in Virtual Environment

Avaya Aura® Session Manager
running in Virtual Environment

Aaya urast ‘Man ge
running in Virtual Environment

Avyei Border Controller
For Enterprise running
In Virtual Environment

Smart Assist by Mutare
Avaya Aura® Communication Manager
running in Virtual Environment

Enterprise LAN

3 .
.
sis[v/w[vle] ]

Avaya G450 Media Gateway

Avaya 96x1 Series SIP
and H.323 Telephones

Figure 1: Avaya envronment with Smart Assist by Mutare SAM
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4 Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Hardware Component Version
Avaya Aura® @mmunication Manager | 7.1.2.0.0FP2
running ina Virtual Environment (RO17x.00.06320 with Patct241849
Avaya G450 Media Gateway 37.19.0
Avaya Session Border Controller for

Enterprise 7.2.1.005-14222

Avaya Aura® Media Servaunning in a
Virtual Environment

7.8.0.240

AvayaAura®Session Manageunningin

a Virtual Environment 7.1.2.0.712004

AvayaAura®System Manageunning in| - 4 5 5 057353
a Virtual Environment T

. 6.6.6(H.323)
Avaya $x1 SerieslP Telephones 7.1.0.1(SIP)
Smart Assist by Mutare 1.6
Mutare giSTT 1.9.0
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5 Configure Avaya Aura® Communication Manager

This sectiorcovers the configuration steps required to establiSkP trunk between
Communication Managemnd Session Manager and call coverage to SAdmmunication
Manager is configured through the System Access Terminal (SAIgprocedures include the
following areas:

Administer IP Node Names

Administer IP Codec Set

Administer IP Network Region

Administer SIP Trunk Group to Session Manager
AdministerPrivate Numbering

Administer Hunt Group

AdministerCoveragePath

Administer AARCall Routing

I v > I D> D

5.1 Administer IP Node Names

In thelP Node Namedorm, note down théP address foEommunication Managédprocr) and
add an entry foBession Manageagm. Thename configured for Session Manageit be used
in other configuration screens Gbmmunication Manager.

change node - names ip asm Page 1of 2
IP NODE NAMES

Name IP Address
asm 10.64.110.12
cms 10.64.110.18
defa ult 0.0.0.0
procr 10.64.110.10
procr6 :
(5 of 7 administered node - names were displayed )
Use 'list node - names' command to see all the administered node - names
Use 'change node - names ip xxx' to change a node - hame 'xxx' or add a node - hame
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5.2 Administer IP Codec Set

In thelP Codec Setform, specify the audio codéa be used by SAMThe form is accessed via
thechange ipcodecset lcommand. Note the codec set number since it will be used in the IP
Network Regiorcovered in the next section. For the compliance test, G.71dbdused.

changeip -codec -setl Page 1of 2

IP CODEC SET
Codec Set: 1

Audio Silence  Frames Pac ket
Codec Suppression Per Pkt Size(ms)

1: G.711MU n 2 20

2:

5.3 Administer IP Network Region

In thelP Network Region form, specify the codec set to be used for aaigering to SAMand

specify whetheltP-IP Direct Audio (Shuffling) is required for the test. Shuffling allows audio
traffic to be sent directly between IP endpoints without using media resources in the Avaya G450
Media Gatewayr Avaya Aura® Media Servexfter call establishmentor this compliance
test,shuffling was disabled, because it is not currently supported by SAM. However, if shuffling
is enabled, the call to SAM would complete successfully, but the call would not be shuifiked.
Authoritative Domain for this configuration ivayacom

change ip - network -region 1 Page 1of 20
IP NETWORK REGION
Region: 1
Location: 1 Authoritative Domain: avaya.com
Name: Stub Netw ork Region: n
MEDIA PARAMETERS Intra -region IP - IP Direct Audio: no
Codec Set: 1 Inter -region IP - IP Direct Audio: no
UDP Port Min: 2048 IP Audio Hairpi nning? n

UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 6
Audio 802.1p Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep- Alive Interval (sec): 5
Keep- Alive Count: 5
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5.4 Administer SIP Trunk to Session Manager

Prior to configuring a SIP trunk group for communication with Session Manager, a SIP signaling
group must be configured. Configure Bignaling Group form as follows:

Set theGroup Type field to sip.

Set theMS Enabledfield ton.

TheTransport Method field was set tdis.

SpecifyCommunication Managep(ocr) and the Session Manadgasm) as the two ends
of the signaling group in thidear-end Node Namdield and theFar-end Node Name
field, respectively. These fetvalues are taken from tihie Node Namedorm.

Ensure that the TLBort value 065061is configured in thé&ear-end Listen Portand
theFar-end Listen Portfields.

The preferred codec for the call will be selected from the IP codec set assigneliPto the
network region specified in tHear-end Network Regionfield.

TheDTMF over IP field should be set to the default valuetpkpayload

I > I D

> >

>\

Communication Manager supports DTMF transmission using RFC 2833. The default values for
the other fields may besed.

add signaling -group 1 Page 1lof 2
SIGNALING GROUP

Group Number: 10 Group Type: sip
IMS Enabled? n Transport Method: tls
Q SIP?n
IP Video? n Enforce SIPS URI for SRTP?y

Peer Detection Enabled? y Peer Server: SM
Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Numbers? y

Remove '+' from Incoming Called/Calling/Alerting/Diverting/Connec ted Numbers? n
Alert Incoming SIP Crisis Calls? n
Near - end Node Name: procr Far - end Node Name: devcon - sm
Near - end Listen Port: 5061 Far - end Listen Port: 5061
Far - end Network Region: 1

Far - end Domain:
Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n
DTMF over IP: rtp - payload Direct IP - IP Audio Connections? y
Session Establishment Timer(min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? y Initial IP - IP Direct Media? n
H.323 Station Outgoing Direct Media? n Alternate Route Timer(sec): 6
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Configure theTrunk Group form as shown below. This trunk group is used for SIP calls to
SAM. Set theGroup Type field to sip, set theService Typefield to public-ntwrk, specify the
signaling group associatavith this trunk group in th8ignaling Group field, and specify the
Number of Memberssupported by this SIP trunk group. Accept the default values for the
remaining fields.

add trunk -group 1 Page 1of 21
TRUNK GROUP
Group Number: 10 Group Type: sip CDR Reports: y
Group Name: asm COR: 1 TN: 1 TAC: 101
Direction: two - way Outgoing Display? n
Dial Ac cess?n Night Service:
Queue Length: 0
Service Type: public - ntwrk Auth Code? n

Member Assignment Method: auto
Signaling Gro up: 1
Number of Members: 10

OnPage 3of the trunk group form, set tidumbering Format field to private This field
specifies the format of the calling party number sent to therfdr

add trunk - group 1 Page 3 of 21
TRUNK FEATURES
ACA Assignment? n Measured: none

Maintenance Tests? y
Numbering Format: private
UUI Treatment: service - provider

Replace Restricted Numbers? n
Replace Unavailable Numbers? n

Modify Tandem Calling Number: no

Show ANSWERED BY on Display? y

OnPage 5of the trunk group formenableSend Transferring Party Information andSend
Diversion Headeras shown below.

add trunk -group 1 Page 5 of 21
PROTOCOL VARIATIONS

Mark Users as Phone? n
Prepend '+' to Calling/Alerting/Diverting/Connected Number? n
Send Transferring Party Information? y
Network Call Redirection? n

Send Diversion Header? y
Support Request History? y
Telephone Event P ayload Type: 100
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5.5 Administer Private Numbering

Configure theNumbering 1 Private Format form to send the calling party number to the far

end. Add an entry so that local stationswititddi gi t ext ensi @Wan@&ed@gi nni ng
whose calls are routexver any trunk group, including SIP trunk group 10, have the extension

sent to the faend for display purposes.

change private - numbering 0 Page 1of 2
NUMBERING- PRIVATE FORMAT

Ext E xt Trk Private Total
Len Code Grp(s) Prefix Len
55 5 Total Administered: 2
56 5 Maximum Entries: 540

5.6 Administer Hunt Group

Configure a hunt group as shown below. Specify @eup Name and Group Extension;
Group Extensiorfield that will be used to route calls to SAMn this examplegoveredcalls
will be forwarded to the SAMxtensionnumber62001for uses configured with call coverage
to SAM.

add hunt - group 98 Page 1 of 60

HUNT GROUP

Group Number: 98 ACD? n
Group Name: Mutare SAM Queue? n

Group Extension: 62001 Vector? n
Group Type: ucd - mia Coverage Path:

TN: 1 Night Service Destination:
COR: 1 MM Early Answer? n
Security Code: Local Agent Preference? n
ISDN/SIP Caller Display:

OnPage 2of the hunt group, set tidessage Centefield to sip-adjunctsinceSAM is accessed

via SIP. Set th&/oice Mail Number and theVoice Mail Handle fields to the digits used to

route calls toSAM and set thdRouting Digits field to the AAR access code. In this example,

the AAR feature access code was used to route calls. The voice mail number is used by
Communicéion Manager to route calls ®AM.

add hunt - group 98 Page 2 of 60
HUNT GROUP
Message Center: sip - adjunct
Voice Mail Number Voice Mail Ha ndle Routing Digits
(e.g., AAR/ARS Access Code)
62001 62001 8
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5.7 Administer Coverage Path

Configure the coverage path for the hunt group, which is gn@8jin this sample configuration.
The default values shown f@usy, Do n 6 t AandDNR'SAC/Goto Covercan be used for
theCoverage Criteria

Note: This coverage path should be configured on stations that should cover calls to SAM (not
shown in these Pplication Notes).

add coverage path 98 Page 1lof 1
COVERAGE PATH

Coverage Path Number: 98
Cvg Enabled for VDN Route - To Party? n Hunt after Covera ge?n
Next Path Number: Linkage

COVERAGE CRITERIA
Station/Group Status Inside Call  Outside Call

Active? n n
Busy ? y y
Don't Ans wer? y y Number of Rings: 3
All? n n
DND/SAC/Goto Cover ? y y
Holiday Coverage? n n

COVERAGE POINTS

Terminate to Coverage Pt s. with Bridged Appearances? n
Pointl:h 98 Rng: Point2:
Point3: Point4:
Point5: Point6:
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5.8 Administer AAR Call Routing

SIP calls to Session Manager are routed over a SIP trunk via AAR atitigo Configure the
AAR analysis form and add an entry that routes dg@301to route patterd as shown below.
Calls to62001are routed to SAM on Session Manager.

change aar analysis 62001 Page lof 2
AAR DIGIT ANALYSIS TABLE
Location: all Percent Full: 0
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqd
62001 5 5 1 aar n

Configure a preference Route Pattern1 to raute calls over SIP trunk groupas shown below.
ConfigureNumbering Format to levO-pvtas shown below.

change route - pattern 1 Page 1lof 3
Pattern Number: 1 Pattern Name:
SCCAN? n Secure SIP? n  Used for SIP stations? n

Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1: 1 0 n user
2: n user
3: n user
4: n user
5: n user
6: n user
BCC VALUE TSC CA -TSC ITC BCIE Service/Feature PARM Sub Numbering LAR

012M4W Request Dgts Format
l:yyyyynn rest levO - pvt none
2:yyyyynn rest none
3yyyyynn rest none
4:yyyyynn rest none
5:yyyyynn rest none
6:yyyyynn rest none
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6 Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. The procedures include
adding the following items:

A SIP Entitiesfor Communication Manager and Avaya SBCE

A Entity Links, which defines the SIP trunk parameters used by Sessioagdiawhen
routing calls to/fromCommunicatiorManager and\vaya SBCE

A Routing Policies and Dial Patterns

Note: Calls to SAM are routed via Avaya SBCE.

Configuration is accomplished by accessing the browased GUI of System Manager using
t he UR U/<iptdddresgp*sS MGR 0 , <ipwalddeesseis the IP address of System
Manager. Log in with the appropriate credentials.

Note: It is assumed that basic configuration of Session Manager has already been performed.
This section will focus on the configation of the adaptation, SIP entity, entity link, and call
routingto SAM (via Avaya SBCE)
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6.1 Add SIP Entities

In the sample configuration, twalP Entiteswereadded fotCommunication Managemd

Avaya SBCE

6.1.1 Avaya Aura® Communication Manager

A SIP Entty must be added for Communication Manager. To add a SIP Entity, SéRect
Entities on the left and click on thidew button on the right. The following screen is displayed.

Fill in the following:
UnderGeneral

A Name:
FQDN or IP Address:

A descriptive name.
IP address of the signaling interface (epgoct)

on the telephony system.

A Type: SelectCM.

A Location: Select one of the locations defined previoysiyt
shown)

A Time Zone: Time zone for this location.

Defaults can be used for themmaining fields. ClickCommit to save each SIP Entity definition.

Aura System Manager 7. |

Home | Routing ™
m< Home / Elements / Routing / SIP Entities ©
e
SIP Entity Details Commit] |Cancel
* FQDN or IP Address: [10.64.110.10
v BB
m Location: |DevConnect |+

Time Zone: | America/Denver ~
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6.1.2 Avaya Session Border Controller for Enterprise

A SIP Entity must be added féwaya SBCE Calls to SAM will be routed via Avaya SBCIEo
add a SIP Entity, sele®P Entities on the lef and click on théNew button on the righ¢not
shown) The following screen is displayed. Fill in the following:

UnderGeneral
A Name: A descriptive name.
A FQDN or IP Address: IP address of thmsidesignaling interfacef SBCE
A Type: SelectSIP Tunk
A Location: Select the location defined previoughot shown)
A Time Zone: Time zone for this location.

Aura  System Manager 7. |

Home Routing x
m‘ Home / Elements / Routing / SIP Entities (4]
SIP Entity Detall
* FQDN or IP Address: [10.64.91.48
| Defauts Location: [Dercomed ]S
Time Zone: | America/Fortaleza ~
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6.2 Add Entity Links

This section covers the configuration of Entity Links for Communication Managekaya
SBCE

6.2.1 Communication Manager Entity Link

The SIP trunk from Session Manager to Communication Manager is described by an Entity link.
To add an Entity Link, sele&ntity Links on the left and click on thidew button (not shown)
on the right. Fill in the following fields in the new rohat is displayed:

A Name: A descriptive name

A SIP Entity 1: Select the Session Manager.

A Protocol: Select the appropriate protocol (e0LS.

A Port: Port number to which the other system sends SIP
requests.

A SIP Entity 2: Select the name of CommuniaatiManager.

A Port: Port number on which the other system receives
SIP requests.

A Connection Policy: SelectTrusted Note: If Trusted is not selected,

calls fromthe associated SIP Entity specified in
Section6.1.1will be denied.

Click Commit to save the Entity Link definition.

Aura” System Manager 7. |

=
a
x

)
]
]
g

=

m
4+ Home / Elements / Routing / Entity Links

Domains

Entity Links

" Commit Cancel
Locations

Adaptations

1ltem &

O [Mame

Entity Links

SIP Entity 1 Protocol | Port SIP Entity 2 Port

Time Ranges

Routing Policies [1 * asm_secm71_5061_TLS |Qasm TLS |~ “|s061 |°\a:m7l * 5061

Dial Patterns Select : All, None

Regular Expressions

Commit | Cancel
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6.2.2 Avaya Session Border Controller for Enterprise

The SIP trunk from Session Manage®vwaya SBCHs described by an Entity link. To add an
Entity Link, selecEntity Links on the left andleck on theNew button (not shown) on the right.
Fill in the following fields in the new row that is displayed:

A Name:

A SIP Entity 1:
Protocol:
Port:

> > >

SIP Entity 2:
Port:

> >

>

Connection Policy:

A descriptive name

Select the Session Manager.

Select the appropriate protocol (eGP).

Port nunber to which the other system sends SIP
requests.

Select theasbce SIP entity.

Port number on which the other system receives
SIP requests.

Selectedlrusted Note: If the link is not trusted,
calls fromtheassociated SIP Entity specified in
Section6.1.2will be denied.

Click Commit to save the Entity Link definition.

Aura” System Manager 7. |

Home Routing ®

Entity Links
Adaptations

| swemites | _
Routing Policies [0 * asm_asbce_sos0_TCP
Dial Patterns Salect : All, None
Regular Expressions

4 Home / Elements / Routing / Entity Links

Commit | Cancel

SIP Entity 1

+ [Oraem

Protocol | Port SIP Entity 2 Port

Tcp v *[s080 * [QLasbee + 5060

Commit | Cancel
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6.3 Add Routing Policies

Routing policies describe the conditions under which calls will beetbto the SIP Entities
specified inSection6.1 A routing policywasaddedior Communication Manager and SAM
To add a routing policy, seleRiouting Policieson the left and click on thidew button (not
shown) on the righ The following screen is displayed. Fill in the following:

UnderGeneral
Enter a descriptive name Name.

UnderSIP Entity as Destination
Click Select and then select the appropriate SIP entity to which this routing policy applies.

Defaults carbe used for the remaining fields. Cli€ommit to savethe Routing Policy
definition.

Last Logged on at April 10, 2018 2:07
PM

Aura System Manager 7.1 Log off

Home | Routing *
Mq Home / Elements / Routing / Routing Policies [+]
| vomains | e
Routing Policy Details Commit| | Cancel
prsabled: 1
m SIP Entity as Destination
(select|
Name FQDN or IP Address Type Notes
acm71 10.64.110.10 cM
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Similarly, add a Routing Policy for Avaya SBCE.

Home Routing *

M< Home [/ Elements / Routing / Routing Policies [+]
| Domains | e
Routing Policy Details Commit| |Cancel

General

* Name: |asbce
5 Disabled: []

SIP E|.1t|t',.Ir as Destination

| select|

Name FQDN or IP Address Type Notes

asbce 10.64.91.48 SIP Trunk
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6.4 Add Dial Patterns

Dial patterns must be defined to direct calls to the appropriate SIP Entity. Imtpkesa
configurationcalls to 5digits extension startingwill be routed to Communication Manager
and62001will be routed toSAM.

To add a dial pattern, seldotal Patterns on the left and click on thidew button (not shown)
on the right. Fill in thdollowing:

UnderGeneral
A Pattern: Dialed number or prefix.
A Min Minimum length of dialed number.
A Max Maximum length of dialed number.
A SIP Domain SIP domain of dial pattern.
A Notes Comment on purpose of dial pattern (optional).

UnderOriginating Locatons and Routing Policies
Click Add, and then select the appropriate location and routing policy from the list.

Default values can be used for the remaining fields. @mkmit to save this dial pattern. The
following screen shows the dial pattern défon for routing calls tcCommunication Manager

Last Logged on at April 10, 2018 2:07
PM

Aura System Manager 7. | Log off
Home | Routing *
M4 Home [/ Elements / Routing / Dial Patterns (+]
Dial Pattern Details Commit | Cancel
General
| swenes | « attonm: &
Emergency Call: []
Emergency Priority: 1
m Emergency Type:
SIP Domain: |-ALL- ~
Notes:
Originating Locations and Routing Policies
Add Remaove
1ltem & Filter: Enable
D Originating Location Name ~ E;Lg;;::ﬁl;lgotes gz::‘s:g Rank R;:I‘i::;!g Rn‘;:::::gtli:;:iw sz:‘:‘::lyl:g
Mame Disabled Notes
[0 opevconnect cm7l 0 acm71
Select : all, None
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Similarly, add a Dial Patter®2001for Avaya SBCE.
Avaya SBCE.

Calls to 62001 are routed to SAM via

Last Logged on at April 10, 20

Log off

Home Routing ®
4 Home [/ Elements / Routing / Dial Patterns [ +]
| oomains | e
Dial Pattern Details Commit| [Cancel
General
m * Pattern: 52001
S—
Emergency Priority: 1
m Emergency Type:
SIP Domain: |-ALL- ~
Notes:
Originating Locations and Routing Policies
|E| |_Rernove_|
1Item & Filter: Enable
|:| Originating Location Name & E::gaitr::'rzlirll'dgutes g::‘::::l;lg Rank R;:I‘i:::r;(g I;:l;::::tli’:'llicy s::‘:z‘:g
Name Disabled Notes
[ Devconnect asbce v] asbce
Select ; all, None
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7 Configure Avaya Session Border Controller for Enterprise
This section describes tinequired configuration of the Avaya SBCE to connect to SAM

It is assumed that the Avaya SBCE was provisioned and is ready to be ussahfipgration
shown here is accomplished using the AVa#CE web interface.

The screenshots that follow may have badroat (not included) for brevity.

7.1 Login Avaya SBCE

Use aweb browser to access the Avaya SBCE Web interface. Eitpet/<ip-addr>/sbcin the
address field of the web browser, wherne-addr> is the Avaya SBCE management IP address.

Enter the appropaie credentials and clidkog In.

o v 0 0 Log In
Username: username

Password: [

Session Border Contro"er This system is restricted solely to authorized users for legitimate
- business purposes only. The actual or attempted unauthorized
for Enterprlse access, use or modifications of this system is strictly prohibited.

Unauthorized users are subject to company disciplinary procedures
and or criminal and civil penalties under state, federal or other
applicable domestic and foreign laws.

The use of this system may be monitored and recorded for
administrative and security reasens. Anyone accessing this system
expressly consents to such monitoring and recording, and is advised
that if it reveals possible evidence of criminal activity, the evidence of
such activity may be provided to law enforcement officials.

All users must comply with all corporate instructions regarding the
protection of information assets.

© 2011 - 2013 Avaya Inc. All rights reserved.
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TheDashboardmain page will appear as shown below.

Alarms  Incidents  Status

Dashboard
Administration
Backup/Restore
System Management
Global Parameters
Global Profiles
PPM Services
Domain Policies
TLS Management
Device Specific Settings

Session Border Controller for Enterprise

Logs Diagnostics  Users

Dashboard
System Time 09:25:34 PM CST Refresh EMS
Version 6.3.000-19-4338 Avaya SBCE
Build Date Fri Sep 26 09:14:23 EDT 2014
License State OK
Aggregate Licensing Overages 0
Peak Licensing Overage Count 0
Nane found Avaya SBCE: No Server Flow Matched for Incoming Message

Avaya SBCE: No Server Flow Matched for Incoming Message
Avaya SBCE: No Server Flow Matched for Incoming Message
Avaya SBCE: No Server Flow Matched for Incoming Message

Avaya SBCE: No Server Flow Matched for Incoming Message

No notes found |

On the left pane, navigate Bevice Specific Setting#y, Network ManagementA Networks. This
page displays the configured network interfaces and assodafsddresses. For security reason,
Public IP Addresses have been hidden in the screen capture Dellomg Compliance testing,
internal interfacé\1 and external interfad®1 were used.

Interfaces | | Networks |

Add
Name Gateway E‘;uhne_t S— Interface IP Address
ength
10.64 91 48,
Inside A1 10.64.91.1 255 255 2550 A1 10.64.91.49, Edit Delete
10.64.91.50
Public B2 255 255 255 128 B2 Edit Delete
Verizon B1 1111 255 255 255 0 B 1112 Edit Delete
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7.2 Global Profiles

The Global Profiles Menu, on the leftuigation pane, allows for the configuration of parameters
across all devices.

7.2.1 Server Configuration
Server Profilesrec r eat ed f or Av a\Saessidh BahkgasdSAMvo peer s,

To add the profile for the Call Serverpin theGlobal Profiles menu on tk lefthand navigation
pane, selecderver Configuration (not shown)Click Add Profile andenterthe profile name
Session Manager

On theAdd Server Configuration Profile - General window:
1 Server Type SelectCall Server.

1 [P Address / FQDN 10.64.11012(IP Address of Session Manager Security Module)
91 Port: 5060(This port must match the port number define&attion 62).
1 Transports: SelectTCP.
91 Click Next.
Server Type Call Server
SIP Domain |ava1,ra.cnm|
TLS Client Profile MNone
Add
IP Address / FQDN Transport
10.64.110.12 | |5060 | [Ter v| Delste
Finish

1 Click Next onthe Authentication window (not shown)
1 Click Next ontheHeartbeat window (not shown)
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On theAdvancedtab:

1 CheckEnable Grooming.

1 Selecta preconfiguredinterworking Profile from thedrop-down menu.
1 Click Finish.

Edit Server Configuration Profile - Advanced

Enable DaS Protection ]

Enable Grooming

Interworking Profile | Enterprise Interwork V|
Signaling Manipulation Script | Maone v|
Securable ]

Enable FGDM ]

TCP Failover Port

TLS Failover Port

Tolerant ]
URI Group | Mane -
Finish
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To add the profile for the Trunk Servemiin theServer Configuration screen, kick Add in the
Server Profiles sectionandenterthe profile name Service Provider(not shown)

On theAdd Server Configuration Profile - General window:
1 Server Type SelectTrunk Server.
IP Address / FQDN IP Address of SAM
Port: 5060(This port must match the port numlzefined inSection 6.6)
Transports: SelectUDP.
Click Next.

= =4 4 =

For security reason, the IP Address has been hidden.

Edit Server Configuration Profile - General

Server Type can not be changed while this Senver Configuration profile is associated to a Semver
Flow.

Server Type Trunk Server
SIP Domain
TLS Client Profile None
Add
IP Address / FQDM Transport
| |s060 | [uop ~| Delete
Finish

1 Click Next ontheAuthentication window (not shown,
1 Click Next ontheHeartbeat window (not shown)
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On theAdvancedtab:
1 Selectapreconfigurednterworking Profile drop down menu.
1 Click Finish.

Edit Server Configuration Profile - Advanced

Enable DoS Protection ]

Enable Grooming ]

Interworking Profile | SIP Provider Interwk v|
Signaling Manipulation Script |N|:|ne Vl
Securable ]

Enable FGDHN ]

TCP Failover Port

TLS Failover Port

Tolerant ]
LRI Group | Hone w
Finish
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7.2.2 Routing Profiles

Routing profiles define a specific set of routing criteria that are used, in conjunction with other
types of domain policies, to determine the route that SIP fsaskeuld follow to arrive at their
intended destination.

Two Routing profiles were created, one for inbound calls, with Session Manager as the
destination, and the second one for outbound calls, which are sent to the Service Provider SIP
trunk.

To creae the inbound routerdm theGlobal Profiles menu on the lefhand sidgnot shown)
1 SelectRouting.
1 Click Add in theRouting Profiles section
1 Enter Profile Nameroute to SM71
1 Click Next.

On the Routing Profile screen complete the following:
9 Click on theAdd button toadda Next-Hop Address
1 Priority / Weight : 1
1 Server Configuration: Selectserverconfigured for Session Manager$ection 7.2.1
1 Click Finish.

Profile : route to SM71 - Edit Rule X

URI Group Time of Day
Load Balancing | Priority v| NAPTR
Transport None Next Hop Priority
Mext Hop In-Dialog ] Ignore Route Header ]
EMUM ] ENUM Suffix
Add

Prionty / Weight ~ Server Configuration Next Hop Address Transport

1 | [smm ~| |10.64.110.12:5060 (TCP) ~| | None Delete

Finish
KJA; Reviewed Solution & Interoperability Test Lab Application Note 290of 57

SPOC 5/31/2018 ©2018 Avaya Inc. All Rights Reserved. MSAM-CMSM712



Similarly, for SAM:
1 SelectRouting.
1 Click Add in theRouting Profiles section
1 Enter Profile Nameroute to Mutare.
91 Click Next.

On the Routing Profile screen complete the following:
1 Click on theAdd button toadda Next-Hop Address
1 Priority / Weight: 1
1 Server Configuration: Selectserver configured for SAM iSection 7.2.1.
1

Click Finish.
Profile : route to Mutare - Edit Rule X
URI Group Time of Day
Load Balancing | Priority | NAPTR
Transport None Mext Hop Priority
MNext Hop In-Dialog | Ignore Route Header |
ENUM [ ENUM Suffix
Add
Prionity / Weight ~ Server Configuration MNext Hop Address Transport
1 | [Mutare ~] | 5060 (UDP) ~] |mone Delete
Finish
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The following screen capture shows the newly creRimate to SPProfile.

Alarms  Incidents  Status Logs Diagnostics ~ Users

Session Border Controller for Enterprise

Dashboard Routing Profiles: Route_to_SP

Administration Add

Backup/Restore

Settings Help Log Out

Click here to add a description’

Add
Next Hop Address

default Priority 192168 45 227 uppP Edit Delete

Routing Profiles
System Management
default
> Global Parameters Routing Profile
[ Global Frofiles Route_to SM
Update Priority

Domain Do$

Fingerprint Route to CM

Server Interworkin f]

9 Route_to_CS1000 1

Phene Interworking

Media Forking Route_to_IPO

To SM from Rem W

Server Configuration
Topology Hiding
Signaling Manipulation
URI Groups

> PPM Services

> Domain Policies

> TLS Management

> Device Specific Settings

7.2.3 Topology Hiding
Topology Hiding is a security feature

which allows changsegeral parameters ohe SIP

packets, preventing private enterprise nekwimformation from being propagated to the-un

trusted public network.

Topology Hiding can also be used an interoperability todb adapt the host portion in SIP
headers like To, From, RequésRl, Via, RecordRoute and SDP to the IP addresses or dasnai
expected by Session Manager and the SIP trunk service provider, allowing the call to be accepted

in each case.

For the compliance test, only the minimum configuration required to achieve interoperability on
the SIP trunk was performed. Additional eg@an be taken in this section to further mask the
information that is sent from the Enterprise to the public network.

Note that this topology modifies, among others, the REéelheader coming from SAM.

To add the Topology Hiding Profile in the Entaggrdirection, selectopology Hiding from the
Global Profiles menu on the lefhand sidgnot shown)

1 Click ondefault profile and selecClone Profile.
1 Enter theProfile Name: SM71-Topology.

9 Click Finish.
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The following screen capture shows themy addedSM71-Topology Profile. Edit the profile
and configure as follows

Edit Topology Hiding Profile X

Header Criteria Replace Action Overwrite Value

[ From | [P/pomain | [overwrite ~| |avaya.com | Delete
| Record-Route v| | P/Domain | |Auto v| Delete
[ Request-Line | [P/pomain  ~| [overwrite ~| |avaya.com | Delete
[To | [P/pomain | [overwrite ~| |avaya.com | Delete
| Referred-By ~| | P/Domain | |Auto v| Delete
| sDP v| | P/Domain | |Auto v] Delete
|Refer-To ~| [P/pomain  ~| |overwrite ~| |avaya.com Delste
| via v| |P/Domain | |Auto ~| Delete

Finish

Similarly, to add the Topology Hiding Profile the Service Providetirection, selecTopology
Hiding from theGlobal Profiles menu on the lefhand side:

1 Click ondefault profile and selec€lone Profile.
1 Enter theProfile Name: Mutare -Topology.
91 Click Finish.
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The following screen capture shows the newly addedare-Topology Profile. Note that for
the SAM no values were overwritten (default).

Topology Hiding
Header Criteria Replace Action Overwrite Value
From IP/Domain Auto —
Record-Route IP/Domain Auto -—
Request-Line IP/Domain Auto -
To IP/Domain Auto —
Refer-To IP/Domain Auto —
Referred-By IP/Domain Auto -
sSoP IPfDomain Auto -—
Via IP/Domain Auto -—
Edit
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7.3 Domain Policies

Domain Policies allow configuring, managing and applying various sets of rules designed to
control and normalize the behavior of call flows, based upon various criteria of communication
sessions originating from or terminating in the enterpMseziously configured Domain Policy
rules were used. Please refer to documentati@eation 11for further information.

7.4 Device Specific Settings

The Device Specific Settingsallow the managenent of various devicespecific parametefs
which determine how particular device will function when deployed in the netw@kecific
server parameters, like network and interface settings, as well as call flows, etc. are defined here.

7.4.1 Network Management

The network information should have been previously completed.verify the network
configuration, from theDevice SpecificSettings menuon the lefthand side, seledietwork
Management Select thdNetworks Configurationtab.

For security reasons, public IP Addresses have been hidden. Inside A1 and Public B&edere
during compliance testing.

Network Management: SBC1

Interfaces | | Networks ‘

SBC1

Add

Subnet Mask /

Gateway Prefix Length Interface IP Address
10 64.91 48,
Inside A1 10 64.91.1 255 255 255 0 Al 10 64.91 49, Edit Delete
10 64.91 50
Public B2 265 255 255 128 B2 Edit Delate
Verizon B1 1411 255 255 255 0 B1 1112 Edit Delete
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7.4.2 Media Interface

Media Interfaces were created to adjust the port range assigned to media streams leaving the
interfaces of the Avaya SBCE. On the Private and Public interfaces of the Avaya SBCE, port
range 3500 to 40000 was used.

From theDevice Specific Settingsnenu on the lefhand side, seledfledia Interface. Below
is the configuration of the inside, private Media Interface of the Avaya SBCE.

)l
T

T

T
1

SelectAdd in theMedia Interface area (not shown)
Name: RW-Inside-Med-49.

IP Address: 10.64.91.49Insideor PrivatelP Address of thédvayaSBCE, toward
Session Manager).

Port Range: 3500040000
Click Finish.

Edit Media Interface X

Mame |RW-Inside-Med-49 |

IP Address

[Inside A1 (AL VLAN D) v

110.64.91.49 v |

Port Range 35000 |-|40000 |
Finish
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Below is the configuration of the outside, public Media Interface of the Avaya SBCE.
1 SelectAdd in theMedia Interface area(hot shown)
1 Name: Outside-Med-92.
1 [P Address: Outsideor PubliclP Address of thévayaSBCE, towardSAM.
1 Port Range: 3500340000
1 Click Finish.

For security reasons, public IP Address has been hidden.

Edit Media Interface X

Mame |Gutside-Med-92 |
| Public B2 (B2, VLAN 0) ™|
IP Address | |
Port Range 35000 |- |40000 |
Finish
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7.4.3 Signaling Interface

To create the Signaling Interface toward Session Manager, froawee Specificmenu on
the lefthand side, sele&ignaling Interface.

Below is the configuration of the inside, private Signaling Interface of the Avaya SBCE.
1 SelectAdd in theSignding Interface area(hot shown)
1 Name:Inside-sig-48.
1 SelectiP Address. 10.64.91.4§Insideor PrivatelP Address of théwvaya SBCE,
toward Session Manager).

1 TCP Port: 5060.

1 Click Finish.
Edit Signaling Interface X
MName |Inside-sig-48| |
| Inside A1 (A1, VLANO)  v|
IP Address
110.64.91.48 |
TCP Port
Leave blank to disable |5|:“5|:I |
UDP Port | |
Leave blank to disable
TLS Port
Leave blank to disable |5D61 |
TLS Profile |Inside-Sewer V|
Enable Shared Control ]

Shared Control Port

Finish
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Below is the configuration of the outside, publgraling Interface of the Avaya SBCE.
SelectAdd in the Signaling Interface area.
Name: RW-Outside-sig-92.

IP Address. Outside or Publi¢P Address of thévayaSBCE, towardSAM.

T

T
T
)l
T

UDP Port: 506Q
Click Finish.

For security reason, public IP Address hasrbleidden.

Edit Signaling Interface X

Mame

IP Address

TCP Port

Leave blank to disable

UDF Port

Leave blank to disable

TLS Port

Leave blank to disable

TLS Profile

Enable Shared Control

Shared Control Port

RW-Outside-sig-92] |

| Public B2 (B2, VLAN 0) |
| ]

15060 |

15056 |

|Outside-92 |

[

Finish
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7.4.4 End Point Flows

When a packet is received by t8&c, the content of the packet (IP addresses, URIs, etc.) is used

to determine which flow it matches. Once the flow is determined, the flow points to a policy

which contains severaliles concerning processing, privileges, authentication, routing, etc. Once

routing is applied and the destination endpoint is determined, the policies for this destination
endpoint are applied. The context is maintained, so as to be applied to futuets patke same

flow. The following screen illustrates the flow througtSIP Trunk call.

“Call Server”

Policy Group

“Call Server to
SBC” Flow
Pi:g Sgrr\éir “Call Server to

¥ =rodp SBC” Flow

-
-
1P-PBX

y

Applied
Routing

Applied
Routing

“Trunk Server to h;”“_”k SGE"’E'
SBC” Flow (e (Sl

“Trunk Server” “Trunk Server to
Policy Group SBC” Flow

Avaya SBCE

SIP Trunk Service Provider
-

The End-Point Flows define certain parameters that pertain to the signaling and media portions
of a call, whether it originates from within the enterprise daside of the enterprise.

To create the call flow toward the Service Provider SIP trunk, frorDévéce SpecificSettings
menu, seledEnd Point Flows, and then th&erver Flowstab. ClickAdd Flow (not shown).

Name: Mutare Flow.
Server Configuration: Mut are.

URI Group: *
Transport: *
Remote Subnet: *

Routing Profile: route to SM71

= =4 =4 8 4 8 9 -5 -9 -9 12

Click Finish.

Received Interface Inside-sig-48.
Signaling Interface: RW-Outside-sig-92.
Media Interface: Outside-Med-92.

Topology Hiding Profile: Mutare-Topology.
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Edit Flow: Mutare flow X

Flow Name

Server Configuration

URI Group

Transport

Remote Subnet

Received Interface
Signaling Interface

Media Interface
Secondary Media Interface
End Poaint Policy Group
Routing Profile

Topology Hiding Profile
Signaling Manipulation Script

Remote Branch Office

|Mutare flows

|Mutare V|

|Inside-sig-48 V|

| RW-Outside-sig-92 |

| Outside-Med-92 |

|Nnne V|

| default-low V|

| route to SM71 v|

| Mutare-Topology V|

|Nnne v|

Finish

To create the call flow toward the Session Manager, @idé Flow.

Name: SM71 Side

URI Group: *
Transport: *
Remote Subnet: *

= =4 =4 -4 4 8 8 -9 9
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1 Topology Hiding Profile: SM71-Topology.

1 Click Finish.
Flow Name |5M?l Side |
Server Configuration | 5M71 v|
URI Group |* V|
Transport
Remote Subnet |* |
Received Interface |RW-£]utsi|:Ie-sig-92 V|
Signaling Interface |Inside—sig-48 V|
Media Interface |Inside-MEd-48 V|
Secondary Media Interface |N|:|ne V|
End Point Policy Group |defau|t-|nw V|
Routing Profile |rnute to Mutare v|
Topology Hiding Profile |SM?1-TnpnIng1,r V|
Signaling Manipulation Script |Nnne V|
Remote Branch Office
Finish
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8 Configure Smart Assist by Mutare

This section covers the configuration®4M, including SIP parameters WéBVoice
Configuration, a SAM user and tenawmta the SAM web administration interfagcand a
personal recording (optionalRefer to[2] for additional information on configurinAM.

8.1 VBVoice Configuration

LaunchVBVoice Configuration and navigate t€onfiguration A VBVoice Config as shown
below. Click onRun VBVoice Configuration.

= VBVoice Control Panel = = -

VBVoice Configuration

Rurtime Manager

This component helps configuring different parts of VBVoice

Click the following link to ron VBVoice Configuration

Run VBVoice Confimuration

Configure VBVoice components
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In the Pronexus vbvConfigwindows displayed below, navigatevbvoice.ini A Intel. Verify
that SIPSignalingPort is set to506Q the default value. Continue to use the default values for
the other parameters.

& Pronexus vbvConfig |;|i-
File Edit Tools Help
[Al¥ens] ~ || Key Walue | D escription
annc;32_|rw|.[C:\Wlndows] AcceptiferedCalls 1 Answers dffered calls without calling go_acceptCall before answering. Some switches require an immediate answer; b...
Eﬂ vbroice.ini [C:\windows) EﬁAutoslaft 1 0 means don't stark [nkel driver if they're not started. 1 means YBVaice wil start the driver,
B [Agenty] ca_pamd_chosig 1] Dialogic ca_pamd_chosig call progiess parameterfwamingl Change it OMLY' if advized by Pranexus Support
. [':S_[] @jca_pamd_failtime 1] Dialagic ca_pard_failtime call progress parameterlwfarningl Change it OMLY if advized by Pronesus Support
B [Bil ca_pamd_hedge 1] Dialogic ca_pamd_hedge call progress parameterw aming! Change it OMLY if advized by Pronexus Suppoart
B [Callqueus] . . . ) .
B [Conference] @ca_pamd_nbrdna u] Dialogic ca_pamd_nbrdna call progress parameterfw arning! Change it OMLY if advised by Pronesus Suppart
B [Customshares] ca_pamd_spdwal 1] Dialogic ca_pamd_spdval call progiess parameterfwamingl Change it OMLY' if advized by Pranexus Support
ConfEntrytane 1 For conferencing only, it enables a notification tone to all conferses upon entry of a new conferee.
B [Data
g [Datafind] ConfHeedénnouncer 0 1=allowsz a conference to reserve one voice rezource o be used for both announcer [to play greetings to the confere. .
B [Diagnosticlags] Eﬂtnanarithnne o For conferencing only. it enables a tone every 5 minutes to all conferees.
By [Disagic] Conlacbﬂddress User customized contact address to be used in the OK message sent as reply to a SIP INVITE [for Avaya set thiz to th..
By [Diectories] @Fastbus}l -1 The tonell of the defined global tone which will be used as fastbusy tone
B [Getdigits] ®H323SignalingPUrl 1720 Drefines the signaling port of H323
i [I1tEl] EjLngLevel 1 Customize logger level. For example: choosing 'Warning lewel will get Warning, Eror, and Fatal meszages
~ B [lvrguard] _ SetChanneIsInSewice 1] If et to 1, WBVnice sets the channels in service after the ines are open, otherwise has no effect. Applicable to lines u...
g [lsdn] = E]SIF‘C&IIContro\ Dialagic Call cantrol for SIP, when set to Pronexus it is going to use Pronexus Call Contral and rely on Dialogic for ather resourc..
B [Languages] EJSIPDTMFMUCIE default Defines the DTMF mode for 51P on HMP, default value enables both In-Band and RFC2833 for Dialogic Call Contral; ...
B [Lhrstelecam] @SIPSignalingF’nrt BOR0 Defines the signaling port of SIP
-5 [Logs] % one_1 User customized Global Tone ta be used in addition to the default by Dialogic. The values are based on tone, cadenc..
2 mudl,ilanly] P Tone_2 User customized Global Tone ta be used in addition to the default by Dialogic. The values are based on tone, cadenc..
R Q21 TT5F1eq &000 Sampling rate [Hz] for TT5
B [Hiog] & '
TTSStreamBufferSize ERA3E Internal tranzter buffer size [in bytes] for Dialogic card,
M
:‘é {P;:]nce] UsaDliverDefauIts 0 Use driver defaults
B [Palog]
B [Playmsgs]
B [Record]
~B [Resources]
B [Rstelecom]
B [Rim]
By [Run]
B [Speechconnect]
B [Speachify]
B [Speechwarks]
B [Station addresses]
B [Gystem]
B [Tapi] .
< - m >
Done. Read 490 keys inta 3 ini files.
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A RetrieveSipHeader:
A SipDefaultTransportProtocol:

In thePronexus vbvConfigwindow, navigate tebvoice.iniA Voip.
parameters:

Set toDiversion
Set toTCP.

Modify the following

SPOC 5/31/2018

©2018 Avaya Inc. All Rights Reserved.

A SipTCPEnabled: Set to 06160
Use the default values for the remaininggpaeters.

&y Pronexus vbvConfig = -

File Edit Tools Help
- [Logs] A~ Key | Walue | Description A
B [Modularity] @ MolLinesdwailableR esponzeT olnvite 486 ForSIP, sets the response code when there are no lines available ¥
-3 [Mrcp] @ FrovisionalResponzeT ol nvite 180 1#%4 Response to SIP INVITE. By default, it is set to 180 Ringing.
-5 [Niog] |FegtddressPhane Far H323 anly. to register end-painter with a PSTN phaone number
] [EL‘B”CE] RegEndPointP Client addhess, &g user@192.168. 05 for SIP; or 192.168.0.5 for
- {F’f T] I @ FegtdaxHops For H323 only, to specify the maximum number of hops that a pack
g [F'I: Drﬁs . Ej FegProtocal Mone Perform regiztration with the selected protocol. Specify Mone to diz
m [Heiolcﬁ m RegServerlP Registration Server IP in IPvd dot natation. 0.0.0.0 [default] means
B [Resouces] RegTeminaldlias For SIP, thig iz the alias of the user agent. For H323, this is the em:
B¢ [Rstelecom] @ FegTimeT oLive Feoo When using SIP. auto-refresh is uzed. If the application does not &
-3 [Ritm] &) RejectReinvite 1] WBVaice will reject re-invite requests when zet to 1. WARNING: Dy
B [Fun] RetrieveSipHeader Diversion [SIP Only] When enabled. ¥BYoice will offer the specif
B [Speschconnect] | SipduthenticationP assword SIP authentication username and password identify the user
g [Speechify] ] SipduthenticationFealm SIF authertication realm where identifies the protected damain
- [Speechworks] Sipduthenticationl)semame SIF authentication username and pazsword identify the user =
B [Station addresses] SipDefaultTransportProtocol TCP Set the default transport protocol for SIP messages. Nc
g [System] = | |ks*| SipTCPEnabled 1 Enable TCP transport for 51P messages.
B [Tapi] SRTP 0 Use SRTF for all the calls,
g [Ths] Eﬂ SATPFixedhasterkeps 0 Use predefined master keys for SRTP, keys not zent by SIP messs
-0 [hiax] SHTPMasterKe_l,l Master key to be used for SRTP stream in the case SRTP fiked mg
] Nb.vlog] ; SRTPMazterk eyB azefid Master key to be uzed for SRTP stream in the caze SRTF fiked ma
-y [‘v"o!cecar ! Eﬂ UseDynamicResource 1 Force uze of dynamic resources allocation on IPLink board, WVBV i
-G [Voip] v

B[ vbwrtmini [Ciwindaws) o | < m >

Done. Read 490 keys into 3 i files.
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8.2 Configure SAM User

Openaninternet browser and enter the SAM IP address in the URL field to open the SAM Web
administration interface. Enter the appropriate credentials and cli€ghen button.

Username

Password

Sign In

In the SAM Web admiistrationinterface, seledtsers and then click th&dd User buttonto
add a user
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Adminisirator -

Announcements Recordings Reporis

Q I Allive E Search O Add User
Display Hame = Phone Number User Name Role Active Edit
Administrator Admin Admin o Vi
User, IP 77301 IP User Admin o rd
User, SIP 78030 SIP User Admin v rd
3 Users Page1of1 M 1 ] H

Powered By: k4 Mutare

Current server time: 3:02 PM EST
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TheNew User page should displayConfigure the following fields:

A First Name: Enter the usero6s first name.
A Last Name Enter the userod6s | ast name.
A User Name Enter the user namesed to log into th&AM application
A Time Zone Enter the userods time zone.
A Active: Select this radio button to make the user entry active.
A Password Enter password used to log into the SAM application.
A Confirm Password: Enter the same password as thevpus field.
Administrator «
Templales ARNOUREEments Recordings Repors Tenant Sattings
+~ New User
First Name
P
Last Name
User
User Name
1P Usef
Display Mame
User, P
Override Text To Speech Name
Time Zone
Eastern :
) Aclive InActive
Password
Confirm Password
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Scroll down the page and select 8geech to Text Enableaption to allow voice messages to
betranscribedo textmessages using MutageéSTT.

Scroll down tothe Notification Preferences/User Channelsection. In this sectiothe user

can set up the notification preferences for how they will receive a notification that a message has
been left for them. Click on to add a notification preferencé&or the first entry, gecify a

phone number (e.g.982) 9023202 to receive SNb notifications (setfemplate to Standard

SMS as shown in the first line of that section below. This entry should also beAuothde

Add another entry in this section by clicking. In the secon@ntry, specify an email address

(e.g.,mutaesaml@gmaéicom) to receive emaslnotification with a voice file. In this case, the
Template field should be set t8tandard Email w/Voice FileThis entry should also be made
Active
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