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Abstract

These Application Notes illustrate a sample configuration using Avaya Communication Server
1000 Release 7.5, Avaya Session Border Controller for Enterprise (Avaya SBCE) Release
4.0.5 with the PAETEC Communications system.

The PAETEC Communications offer referenced within these Application Notes is designed
for business customers with an Avaya SIP trunk solution. The service provides local and/or
long distance PSTN calling via standards-based SIP trunks directly, without the need for
additional TDM enterprise gateways or TDM cards and the associated maintenance costs.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes illustrate a sample configuration using Avaya Communication Server
1000 Release 7.5, Avaya Session Border Controller for Enterprise (Avaya SBCE) Release 4.0.5
with the PAETEC Communications system. The PAETEC Communication Service provides
local and/or long-distance calls (with PSTN endpoints) via standards-based SIP trunks.

2. General Test Approach and Test Results

The Communication Server 1000 connects to the SBCE using a SIP connection. Then the SBCE
connects to the PAETEC Communications system using SIP signaling. Various call types were
made from Communication Server 1000 to and from the PAETEC Communications system to
verify the interoperability.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Avaya’s formal testing and Declaration of Conformity is provided only on the headsets/handsets
that carry the Avaya brand or logo. Avaya may conduct testing of non-Avaya headset/handset to
determine interoperability with Avaya phones. However, Avaya does not conduct the testing of
non-Avaya headsets/handsets for: Acoustic Pressure, Safety, Hearing Aid Compliance, EMC
regulations, or any other tests to ensure conformity with safety, audio quality, long-term
reliability or any regulation requirements. As a result, Avaya makes no representations whether a
particular non-Avaya headset will work with Avaya’s telephones or with a different generation
of the same Avaya telephone.
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2.1. Interoperability Compliance Testing

Compliance testing scenarios for the configuration described in these Application Notes included
the following:

General call processing between Communication Server 1000 and PAETEC
Communications systems including:
- Codec/time (G.729/20ms, G.711 u-law/20ms)
- Hold/Retrieve on both ends
- CLID displayed
- Ring-back tone
- Speech path
- Dialing plan support
- Advanced features (Call on Mute, Call Park, Call Waiting)
- Abandoned Call
Call redirection verification: all supported methods (blind transfer, consultative transfer,
call forward, and conference) including CLID. Call redirection is performed from both
ends
Fax is supported only with G.711
DTMEF in both directions
SIP Transport UDP, TCP
Thru dialing via the Communication Server 1000 Call Pilot
Voice Mail Server Call Pilot (hosted on Avaya system)
Static registration

The following assumptions were made for this lab test configuration:

1.

N

ok w

10.

11.
12.

Communication Server 1000 R7.5 software and implementation of latest patches
PAETEC Communications provides support to setup, configure and troubleshoot on
carrier switch during testing execution.

During testing, the following activities were made to each test scenario:

Calls were checked for the correct call progress tones and cadences.

During the ringing state the ring back tone and destination ringing were checked.

Calls were checked in both hands-free and handset mode due to internal Avaya
requirement.

Calls were checked for speech path in both directions using spoken words to ensure
clarity of speech.

The display(s) of the sets/clients involved were checked for consistent and expected
CLID and redirection information both prior to answer and after call establishment.

The speech path and messaging system were observed for timely and quality End to End
tone audio path generation and application responses.

The call server maintenance terminal window was open during the test cases execution
for the monitoring of BUG(s), ERR and AUD messages.

Speech path was checked before and after calls were put on/off hold from each end.
Applicable files were screened on an hourly basis during the testing for message that may
indicate technical issues. This refers to Avaya Communication Server files.
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13. Calls were checked to ensure that all resources such as Virtual trunks, TDM trunks, Sets
and VGWs are released when a call scenario ends.

2.2. Test Results

The objectives outlined in the Section 2.1 were verified. All the applicable test cases were
executed. However, the following observations were noted during the compliance testing:

1. Call is made between a Communication Server 1000 phone and a PSTN phone with
CPND (call party name display) restricted. This is a requirement from PAETEC
Communications.

2. PAETEC Communications system cannot translate the originating CLID to the wrong
number (e.g.: 111-111-1111) for the outbound calls.

3. If the Communication Server 1000 phone holds/retrieves an outbound call, the dialed
digits are no longer displayed. This is a Communication Server 1000 known issue.

4. PSTN1 phone calls to Communication Server 1000 phone, then phone does blind transfer
to PSTN2 phone. PSTN1 phone could not hear ring-back-tone from PSTN2 phone when
Communication Server 1000 phone completed blind transfer. In this particular scenario,
the UPDATE support is required on the CS1000 for the ring-back-tone, but the PSTN-to-
SIP gateway that PAETEC uses for this Interop testing does not support the UPDATE. In
order to fix this ring-back-tone issue, we make sure to enable plug-in 501 on CS1000 to
allow blind transfer to work without the UPDATE method and configure Avaya SBCE to
translate the SIP 183 with SDP to SIP 180 without SDP (Section 6.2.1 and 6.3.5) so that
PSTNL1 can hear the local ring-back-tone. If we do this translation on SBCE, the early
media is not supported in this testing.

5. PSTNL1 phone calls to Communication Server 1000 phone, then phone does call forward
to PSTN2 phone. In this particular scenario, the call forward is failed because the second
SIP Invite from Avaya Communication Server 1000 is sending History Info instead of
Diversion Header. PAETEC only supports Diversion Header method. In order to fix it,
we make sure to configure SBCE to translate the History Info into Diversion Header so
that the call forward works properly. Sipera provided a patch load - ipcs-bin-
mvista_debug_20120418143545-1.i386.rpm on top of 4.0.5.Q02. With this patch and
using a sigma script (Section 6.2.9), we were able to add Diversion header to the INV
based on History-Info uri. But the scope is limited with sigma script. We can’t add an
appropriate reason in Diversion header based on reason in History-Info header. This is a
limitation.

It was agreed with PAETEC Communications that the above observations were not severe
enough to fail the testing.
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2.3. Support

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com

For technical support on PAETEC Communications system, please contact PAETEC
Communications technical support at:

e Toll Free: 1-800-967.2233

e http://www.paetec.com/customer-care/

3. Reference Configuration

Figure 1 illustrates the test configuration used during the compliance testing event between
Communication Server 1000 and PAETEC Communications systems. For confidentiality and
privacy purposes, actual public IP addresses used in this testing have been masked out and
replaced with fictitious IP addresses throughout the document.

[ - 10.10.97.X - - ()

129 65 1129

Avaya CS1000 A77
Signaling Gateway 178 (Node ID)

189 AvayaSBCE Avaya UNIStim [P Phones

E. = 2 Avaya CS1000 Call Server | .96

112
Call Pilot Voicemail System
———

97

— 701098 ) § é g
Analog Phone BAX Digital Phone

. DevConnect Test LAB

ACME Packet
Session Border Controller PAETEC
STSTY  communication
20.20.64.220 Network Cloud

Figure 1- Network diagram for Avaya and PAETEC Communications Systems

Digital Phones FAX
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4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Avaya and PAETEC Communication system:

Equipment/Software Release/Version
Avaya Communication Server Call Server: 750 Q+ GA
1000 (CPPM) Signaling Server: 7.50.17 GA
SIP Line Server: 7.50.17 GA
Avaya Session Border Controller 4.0.5 Q02
for Enterprise (Avaya SBCE)
Acme Packet Net-Net 4250 Firmware SC6.2.0 Patch 3 (Build 497)
Session Border Controller Build Date=02/12/10
Broadsoft Version 14.sp9
LCS Gateway Version 3.14.4.7
Avaya UNIStim Phone 2002 p2: 0604DCN
1140: 0625C8D
1120: 0624C8D
2007: 0621C8D
Avaya 3904 Digital Phone N/A
Analog Phone N/A
HP OfficeJet 4500 Fax N/A

Additional software and patch lineup for the configuration and active patch list on the SIP
Signaling Gateway are listed as below:

Call Server: 7.50 Q+ GA plus latest DEPLIST — Deplists CPL_X21 07 _50Q.zip
SSG Server: 7.50.17 GA plus latest DEPLIST — Service_Pack_Linux_7.50 17 20111101.ntl
Avaya SBCE: 4.0.5 Q02 plus a patch - ipcs-bin-mvista_debug_20120418143545-1.i386.rpm

5. Configure Avaya Communication Server 1000

These Application Notes used the Incoming Digit Translation feature to receive the calls and
used the Numbering Plan Area Code (NPA), Special Number (SPN) features to route calls from
the Communication Server 1000, over the PAETEC Communications SIP trunk to PSTN.

These application notes assume that the basic configuration has already been administered. For
further information on Communications Server 1000, please consult the references in Section 10.

The below procedures describe the configuration details of Communication Server 1000 with a
SIP trunk to the PAETEC Communications system.
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5.1. Log in to Communication Server 1000 System

5.1.1. Log in to Unified Communications Management (UCM) and Element
Manager (EM)
Open an instance of a web browser and connect to the UCM GUI at the following address:

http://<node IP address> or http://<<UCM IP address>. Log in using an appropriate User ID and
Password.

admin

Figure 2 — Login Unified Communications Management
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The Avaya Unified Communications Management screen is displayed. Click on the Element
Name of the Communication Server 1000 Element as highlighted in red box as shown in Figure

3.

SNIP Profiles
Secure FTP Token

New elements are registered into the security framewaork, or may be added as simple hyperlinks. Click an element name to launch its management service. You can optionally filter the list

by entering a search term.

Software D
— User Services
Administrative Users
External Authentication
Password
— Security
Roles
Policies
Certificates
Active Sessions
— Tools
Logs
Data

I
Add[ =it l Dgleie[

Search | Reset

AVAYA Avaya Unified Communications Management
— Network HostName: 10.10.97.96  Software Version: 02.20.0009.00(3350) ~ User Name admin
Elements
— CS 1000 Services
i Elements
Patches

[” Element Name Element Type+ lea Address
| + [~ EM.on car3-cores CS1000 75 10.10.97.96
27 car3-cores bvwdev.com (member) Linux Base 7.5 10.10.97.179
2~ card-sipl-ucm.bvwdev.com (primary} Linux Base 75 10.10.87.175
47 car3-ssg-carrier.bvivdev.com (member)  Linux Base 75 101087177
S 138109797 Media Gateway Controller 75 10.10.97.97

LR

Descripti
New
element.
Base 08
element
Base 0S
element.
Base 08
element.
New
element.

on =

Figure 3 — Unified Communications Management

The Communication Server 1000 Element Manager System Overview page is displayed as
shown in Figure 4.

IP Address: 10.10.97.96
Type: Communication Server 1000E CPPM Linux
Version: 4121

Release: 7.50 Q+

AVAYA

- UCM Network Services
-Home
- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
+1P Network
+Interfaces
- Engineered Values
+Emergency Services
+ Geographic Redundancy
+ Software
- Customers
- Routes and Trunks

CS1000 Element Manager

Managing: 10.10.97.96
System.Overview

Username: admin

System Overview

IP Address: 10.10.97.96

Type: Avaya Communication Server 1000E CPPM Linux

Version: 4121
Release: 750 & +

HV; Reviewed:
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Figure 4 — Element Manager System Overview
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5.1.2. Log in to Call Server by using the Overlay Command Line Interface
(CLD)

Use Putty, SSH to connect to IP address of SSG Server with the admin account. Run the

command cslogin and log in with the appropriate admin account and password. And here are the

logs:

login as: admin

Nortel Networks Linux Base 7.50
The software and data stored on this system are the property of, or licensed to, Nortel Networks
and are lawfully available only to authorized users for approved purposes. Unauthorized access
to any software or data on this system is strictly prohibited and punishable under appropriate
laws. If you are not an authorized user then do not try to login. This system may be monitored
for operational purposes at any time.

admin@10.10.97.177's password: <----enter your password
Last login: Fri Mar 02 11:42:05 2012 from 10.10.98.78
[admin@car3-ssg-carrier ~]$ cslogin

SECO054 A device has connected to, or disconnected from, a pseudo tty without authenticating
>login

USERID? admin

PASS? <----enter your password

TTY #08 LOGGED IN

The software and data stored on this system are the property of, or licensed to, Nortel Networks
and are lawfully available only to authorized users for approved purposes. Unauthorized access
to any software or data on this system is strictly prohibited and punishable under appropriate
laws. If you are not an authorized user then log out immediately. This system may be monitored
for operational purposes at any time.

ADMIN 11:43 02/03/2012

>

5.2. Administer an IP Telephony Node

This section describes how to configure an IP Telephony Node on the Communication Server
1000.

5.2.1. Obtain Node IP address

These application notes assume that the basic configuration has already been administered and
that Node has already been created. This section describes the steps for configuring a Node
(Node ID 3000) in Communication Server 1000 IP network to work with PAETEC
Communications system. For further information on Communications Server 1000, please
consult the references in Section 10.
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Select System 1P Network - Nodes: Servers, Media Cards and then click on the Node ID as
shown in Figure 5.

AVAYA C&1000 Element Manager
— UCM Network Services Managing: 10.10.97.96 Username: admin
System » IP-Network » [P Telephony Nodes
-Home
_ Links IP Telephony Nodes
- Virtual Terminals Click the Node ID to view or edit its properties.
- System
+Alarms
- Maintenance Add._ I Import. .. | Export ] Delgte | Erint | Refresh
+ Core Equipment
- Peripheral Equipment [~ NodelD~ Components  Enabled Applications ELANIP Node/TLAN IPv4  Nod 1P Status
- IP Network G jay W) 5 10.10.897.178 Svi i
- NBHe SN s [T 3000 1 LTPS, Gateway ( SIPGw ) 10.97. Svnchronized
- Maintenance and Reports [~ 3002 1 SIP Line, LTPS 10.10.87.176 Synchronized
- Media Gateways
-Zones
-Host and Route Tables
L A eticAdaress Tranaston a0 Show: [© Nodes I~ Component servers and cards [V IPv6 address
Figure 5 — IP Telephony Nodes
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The Node Details screen is displayed in Figure 6 with the IP address of the Communication
Server 1000 node. The Node IP Address 10.10.97.178 is a virtual address which corresponds to
the TLAN IP address 10.10.97.177 of the Signaling Server, SIP Signaling Gateway.

+ Core Equipment
- Peripheral Equipment
- IP Network
- Nodes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Host and Route Tables

- Qo8 Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces
-Engineered Values
+Emergency Services
+ Geographic Redundancy
+ Software
- Customers
- Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
- Incoming Digit Translation
-Phones

- Network Address Translation (N,

AVAYA C81000 Element Manager

— UCM Network Services Managing: 10.10.97.96 Username: admin

—Home System » IP Network » P Telephony Nodes » Nede Details

_ Links Node Details (ID: 3000 - LTPS, Gateway ( SIPGw ))
- Virtual Terminals

- System
+Alarms o =
- Maintenance Node ID:

Call server IP address: |10 10.97.96 g

Embedded LAN (ELAN)

Gateway IP address: |10 10.97.65 :
Subnet mask: |§55 255.255.192 -

Telephony LAN (TLAN)

TLAN address type: & |py4 only
€ IPv4 and IPv6

Node IPv4 address: |10.10 97.178
Subnetmask: [255.255 255 192

Node IPv6

* Required Value.

Associated Signaling Servers & Cards

=
Save | Cancel

Select to add vI Add I Remove I Vake Leader | Print | Refresh

[~ Hostname« Tipe Deploved Applications ELANIP TLAN IPvd Role
SR 7 5 .. LTPS, Gateway, PD, Presence 10.10.97.95

[ car2:sszeaner Signaling_Server o icher IP Media Senvices ki 400 GTNET Cesiek

Show: [~ FIEVGaddrese

Note: Only server(s) that are not part of any other IP telephony node and deployed application(s) that match the service(s) selected for this node are

available in the servers list.

-Templates
—R_’_epgrts
Ll 4 2]
Figure 6 —Node Details
HV; Reviewed: Solution & Interoperability Test Lab Application Notes 14 of 91
SPOC 07/13/2012 ©2012 Avaya Inc. All Rights Reserved. PTCS1K75SBCE405



In the Node Details screen, scroll down to IP Telephony Node Properties (Figure 7) to
configure Voice Gateway (VGW) and Codecs, Quality of Service (QoS), Terminal Proxy
Server (TPS) and Gateway (SIPGw).

|AVAYA €S$1000 Element Manager

- UCM Network Services
-Home
-Links
- Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Network
-Nodes: Servers, Media Cards
- Maintenance and Reports
-lledia Gateways
-Zones
-Host and Route Tables

- QoS Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces
-Engineered Values
+Emergency Senvices
+ Geographic Redundancy
+Software
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
- Incoming Digit Translation
-Phones

Managing: 10.10.97.96 Username: admin
System » P Network » IP Telephony Nodes » Node Details

- Network Address Translation (N

Node Details (ID: 3000 - LTPS, Gateway ( SIPGw ))

Subnet mask: PSS 255.2565.192 *

Subnet mask: ESS 255255192 2l

Node IPvG address I

IP Telephony Node Properties
Voice Gateway (VGW) and Codecs

Quality of Service (Qo8)

e Lol
* SNTP

e Numbering Zones
o IMCDN Aternative Routing Treatment (MALT) Causes

* Required Value.

Associated Signaling Servers & Cards

Applications (click to edit configuration)
SIP Line

Terminal Proxy Server (TPS)

[Gateway (SIPGW) |
Personal Directories (PD}
Presence Publisher

IP lledia Semvices

v

Cancel

Select to add '] Add | Remove ] Make Leader Print | Refresh
I~ Hostname« Tvpe Deploved Applications ELANIP T IPv4 Role
I car3-ssq-carrier Signaling_Server LTS Gateway, PD, Presence  4q 10 g7 g5 10.10.97.177 Vs

Show: [~ IFvG 2ddress

Publisher, IP Media Serices

Note: Only server(s) that are not part of any other IP telephony node and deployed application(s) that match the service(s) selected for this node are

available in the servers list.

-Templates
—R_epgns
Lt « 2]
Figure 7 —Node Details
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5.2.2. Administer Terminal Proxy Server (TPS)

Continue from Section 5.2.1. On the Node Details page, select the Terminal Proxy Server
(TPS) link as shown in Figure 7. Check the UNIStim Line Terminal Proxy Server check box
and then click the Save button as shown in Figure 8.

AVAYA

- UCM Network Services
-Home
- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Network
- Nodes: Servers. Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Hostand Route Tables
- Network Address Translation (N
- QoS8 Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces
- Engineered Values
+Emergency Services
+ Geographic Redundancy
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
-Incoming Digit Translation
- Phones

CS81000 Element Manager

Managing: 10.10.97.96 Username: admin
System » IP Network » |P Telephony Nodes » Node Details » UNIStim Line Terminal Proxy Server (LTPS) Configuration

Node ID: 3000 - UNIStim Line Terminal Proxy Server (LTPS) Configuration Details

Firmware | DTLS | Network Connect Server

UNIStim Line Terminal Proxy Sewer:l [V Enable proxy service on this node I

|»

Firmware

IP address: IW

Fullfile path: [downloadfirmwa

Server Account/User ID: [—
Password: l—

DTLS

DTLS policy: | Off 'I

Options: [ Client authentication

|= Periodic re-keying

Network Connect Server
=
Cancel

1AL AIT 1L PaIL U1 G11Y UHISH IF ICIPIVITY 11UUT G1IY USPIVYTU GEILGUUILS ] LG IGLUT HIT STIVILTIS | STITUSY (U1 LIS 11IUUT aiT
available in the servers list .

Note: Changes made on this page will NOT be

Lenixedvave transmitted until the Node is also saved.

IWUIT. Uiy STI VSR

- Templates
—RepQﬂs
gy . =
Figure 8 — TPS Configuration Details
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5.2.3. Administer Quality of Service (QoS)

Continue from Section 5.2.1. On the Node Details page, select the Quality of Service (QoS)
link as shown in Figure 7. The default Diffserv values are as shown in Figure 9. Click on the
Save button

AVAYA CS81000 Element Manager
~ UCM Network Services Managing: 10.10.97.96 Username: admin
—_Home System » IP Network » IP Telephony Nodes » Node Details » Quality of Service (QoS
ETinkS Node ID: 3000 - Quality of Service (QoS)
- Virtual Terminals
- System
+Alarms Diffserv Codepoint (DSCP)
Edlenace Enable Avaya automatic QoS- [T
+ Core Equipment I
- Peripheral Equipment Control packets:

- IP Network —
- Nodes: Servers. Media Cards Voice packets: FO (0-63
- Maintenance and Reports

- Media Gateways VLAN tagging: " 802.1Q support

-Zones 5 Hs s1ev 5 07
~ Host and Route Tabies 802.1Q bits value (802.1P): [6

- Network Address Translation (N
- Qo8 Thresholds
-Personal Directories
- Unicode Name Directory
+Interfaces
-Engineered Values
+Emergency Services
+ Geographic Redundancy
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks

-D-Channels
- Digital Trunk Interface Note: Changes made on this page will NOT be
e ; *Reg /alue = Era B fge -Save Cancel I
- Dialing and Numbering Plans Eedurec Moue: transmitted until the Node is also saved.

Figure 9 — QoS Configuration Details

5.2.4. Synchronize the New Configuration

Continue from Section 5.2.1 and click on the Save button. The Node Saved screen is displayed.
Click on Transfer Now (not shown). The Synchronize Configuration Files screen is displayed.
Check the Signaling Server check box and click on the Start Sync (not shown). When the
synchronization completes, check the Signaling Server check box and click on the Restart
Applications (not shown)
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5.3. Administer Voice Codec

5.3.1. Enable Voice Codec G.729, G.711 on IP Telephony Node

Select IP Network - Nodes: Servers, Media Cards from the left pane, and in the IP
Telephony Nodes screen displayed, select the Node ID of this Communication Server 1000
system. The Node Details screen is displayed (See Section 5.2.1 for more detail). On the Node
Details page (as shown in Figure 7), click on Voice Gateway (VGW) and Codecs. The
PAETEC Communications system supports G.729/time 20ms and G.711/time 20ms with VAD
unchecked. Then click on the Save button.

AVAYA €$1000 Element Manager
~ UCM Network Services Managing: 10.10.97.96 Username: admin
N o System » IP Network » IP Telephony Nodes » Node Details » VGW and Codecs
Links Node ID: 3000 - Voice Gateway (VGW) and Codecs
- Virtual Terminals
& fﬁ;?rl:s General | Voice Codecs | Fax
- Maintenance Voice Codecs i-!
tggrr;::rual!p;i?;ment [Codec G711: [¥ Enabled (required) I
- IP Network IVoice pavload size: |20 '|| (miliseconds p
- Nodes: Servers, Media Cards
- Maintenance and Reports Voice playout (jitter buffer) delay: {40 « |80 vI (r
—!Zd;:;Gateways Nominal Maximum
- Host and Route Tables Maximum delay may be automatically adjusted based on nominal
- Network Address Translation (N: sefings.
- QoS Thresholds [[_ Voice Activity Detection (VAD)
- Personal Directories :
- Unicode Name Directory Codec G722: [~ Enabled
+Interfaces Voice payload size: |20 vI (miliseconds per frame
- Engineered Values
+Emergency Services Voice playout (jitter buffer) delay: |40 I 80 v| (milliseconds
:gs;ﬁ:gh'c Redundancy Nominal Maximum
e mers Maximum delay may be automatically adjusted based on nominal
settings.
- Routes and Trunks 2
—Routes and Trunks Codec G729: [V Enabled
- D-Channels ; i —_ Y LS ey
- Digital Trunk Interface | Voice payload size: |20 v|| (miliseconds per frame’ _'_I
- Dialing and Numbering Plans T Note: Changes made on this page wil NOT be -
- Electronic Switched Network Poniied Vot transmitted until the Node is also saved. ﬂf_l EEQI_J

Figure 10 — Voice Gateway and Codec Configuration Details

Synchronize the new configuration (please refer to Section 5.2.4)
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5.3.2. Enable Voice Codec on Media Gateways

From the left menu of the Element Manager page in Figure 10, select IP Network - Media
Gateways menu item. The Media Gateways page will appear (not shown). Click on the MGC
which is located on the right of the page. In the following screen, scroll down to the Codec
G.729 and G.711 and uncheck VAD as shown in Figure 11. Scroll down to the bottom of the
page and click on the Save button.

- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Network
-Nodes: Servers, Media Cards
- Maintenance and Reports
-Media Gateways
-Zones
-Hostand Route Tables
- Network Address Translation (N
- QoS Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces
- Engineered Values
+Emergency Senvices
+ Geographic Redundancy
+Software
- Customers
- Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
-Incoming Digit Translation
- Phones
-Templates
-Reports
- Views
- Lists
- Properties
- Migration
-Tools
+Backup and Restore
- Date and Time
+Logs and reports
- Security
+Passwords
+Policies
+Login Options

il |

AVAYA €S1000 Element Manager
= sCM Network Services -VGW and IP phone codec profile 2l
- Home
— Links Enable echo canceller [V
- Virtual T I 2 M=
g Sys't:; efminas Echo canceller tail delay |128 ¥| (milliseconds)
+Alarms

Enable dynamic attenuation [V

Voice activity detection threshold |1 {0-4DBM)
Idle noise level |0 {0-1DBM)

R factor calculation

KU

DTMF tone detection

Enable low latency mode

<7

Remove DTMF delay (squelch DTMF from TDM to IP)

Enable modem/fax pass through mode

<l

Enable V.21 FAX tone detection [
Fax TCF method [2 <]
FAX maximum rate Im {bps)
FAX playout nominal delay ITTW* {0 - 200 millissconds )
FAX no activity timeout |20 { 10 - 22000 milliseconds )
FAX packet size [ﬂ

Select 7 ‘
Codec name G711

Voice payload size |20 || (mstrame)

Voice playout (jitter buffer) nominal delay |40 ~

-Codec G711

Modifications may cause changes to dependent settings
Voice playout (jitter buffer) maximum delay |80 ~

Modifications may cause changes to dependent settings

Select ¥

Codec name G729A

Voice payload size |20 ¥|| (msframe) Ll

[ -Codec G729A
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Figure 11 — Media Gateways Configuration Details

19 of 91
PTCS1K75SBCE405

Solution & Interoperability Test Lab Application Notes
©2012 Avaya Inc. All Rights Reserved.




5.4. Zones and Bandwidth Management

This section describes the steps to create 2 zones: zone 10 for VGW and IP set, and zone 255 for

SIP Trunk.

5.4.1. Create a zone for IP phones (zone 10)

The following figures show how to configure a zone for VGW and IP set for bandwidth
management purposes. The bandwidth strategy can be adjusted to preference.
Select IP Network - Zones configuration from the left pane, click on the Bandwidth Zones as

shown in Figure 12.

AVAyA CS1000 Element Manager
- UCM Network Services IManaging: 10.10.97.96 . Username: admin
-Home System » IP Network » Zones
- Links
- Virtual Terminals Zones
- System Zones are used to group related i for either bandwidth or dial plan
+Alarms
- Maintenance Bandwidth Zones
+Core Equipment Bandwidth zones are used for alternate routing of calls between IP stations and alse for bandwidth management
- Peripheral Equipment <
- IP Network Numbering Zones
- Nodes: Servers, lMedia Cards Numbering zones are used to route calls through a centralized call server.

Figure 12 — Zones Page

The Bandwidth Zones screen is displayed as shown in Figure 13. Click ADD to create new

zone for IP Phones.

AVAYA C81000 Element Manager
- UCM Network Services lanaging: 10.10.97.96  Username: admin
_Home System » 1P Network » Zones » Bandwidth Zones
- Links
- Virtual Terminals Bandwidth Zones
- System
+Alarms
:gi',';‘;’;?,?;;em Add ’ Edit l Import I Export I Maintenance. ’ Delete l Refresh
:r;:errﬁ:ﬁﬂ Zones Intrazone Bandwidth  Intrazone Strateqy  Interzone Bandwidth  Interzone Strateqy  Resource Type Zone Intent Description
-Nodes: Servers, Media Cards 109 1000000 BQ 1000000 BQ SHARED 110
e s 203 1000000 BQ 1000000 Ba SHARED 1o
—Zones 30 s 1000000 B8 1000000 BB SHARED 1o
- Hostand Route Tables <010 1000000 80 1000000 BQ SHARED 1Mo
Fhwarkpddress Tanelalon 0 | o ¢y 055 1000000 BQ 1000000 Ba SHARED VIRK
- QoS Thresholds
Figure 13 — Bandwidth Zones
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Select the values as shown (in red box) in Figure 14 and click on the Submit button.

e INTRA _STGY: Codec configuration for local calls. Select BQ to set codec G.711 as the
first choice and G.729 as the second choice.
e INTER_STGY: Codec configuration for the calls over trunk. Select BQ to set codec
G.711 as the first choice and G.729 as the second choice.
e Zone Intent: MO is used for IP phones, VGW ....etc
AVAyA C81000 Element Manager

Managing: 10.10.97.96  Username: admin
System » IP Network » Zones » Bandwidth Zones » Bandwidth Zones 10 » Edit Bandwidth Zone » Zone Basic Property and Bandwidth Management

- UCM Network Services
-Home
- Links

- Virtual Terminals
- System

+Alarms

- Maintenance

+ Core Equipment

- Peripheral Equipment

-IP Network
-Nodes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Hostand Route Tables

Zone Basic Property and Bandwidth Management

L nputDescripton | __ _____________putVae |
Zone Number (ZONE): |10 = (1-8000
Intrazone Bandwidth (INTRA_BW):|| 1000000 0-10000000 )

BestQuality 80)__ ]|

1000000 0-10000000 )
Best Quality (BQ) %

Shared (SHARED) ¥

Description (ZDES): |

Intrazone Strategy (INTRA_STGY):

Interzone Bandwidth (INTER_BW)

Interzone Strategy (INTER_STGY):T
Resource Type (RES_TYPE):
Zone Intent (ZBRN):[

- Netwaork Address Translation (N
- QoS Thresholds
-Personal Directories

- Unicode Name Directory
+Interfaces
- Engineered Values

+Emergency Services
+G icR
+Software

- Customers

- Routes and Trunks

| Submit [| Refresnl Cancel

Figure 14 —-Bandwidth Management Configuration Details — IP phone

5.4.2. Create a zone for virtual SIP trunk (zone 255)

Follow Section 5.4.1 to create a zone for the virtual trunk. The difference is in Zone Intent
(ZBRN) field. Select VTRK for virtual trunk as shown in Figure 15 and then click on the
Submit button.

AVAYA €S1000 Element Manager

- UCM Network Services
-Home
- Links

lanaging: 10.10.97.96  Username: admin
System » IP Network » Zones » Bandwidth Zones » Bandwidth Zones 255 » Edit Bandwidth Zone » Zone Basic Property and Bandwidth Management

- Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Network

Zone Basic Property and Bandwidth Management

Input Description Input Value
Zone Number (ZONE): [255 = {1-8000

-Nodes: Servers, Media Cards Intrazone Bandwidth (INTRA_BW):[

1000000 0-10000000 )

- Maintenance and Reports

- Media Gateways Intrazone Strategy (INTRA_STGY)

Best Quality (BQ) i ‘

-Zones Interzone Bandwidth (INTER_BW)

1000000

-Hostand Route Tables

‘ 0 - 10000000 )

- Network Address Translation (N

- Unicode N;
+Interfaces
- Engineered

- QoS Thresholds
- Personal Directories

Interzone Strategy (INTER_STGY):|| Best Quality (BQ) v
Resource Type (RES_TYPE): | Shared (SHARED) v

Zone Intent (ZBRN){ | VTRK (VTRK) ¥

ame Directory

Values Description (ZDES): |

+Emergency Services

R

+Software
- Customers

I Submit II Refresh | Cancel |

HV; Reviewed:
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Figure 15 —-Bandwidth Management Configuration Details —virtual SIP trunk
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5.5. Administer SIP Trunk Gateway
This section describes the steps for establishing a SIP connection between SIP Signaling

Gateway (SSG) to SBCE.

5.5.1. Integrated Services Digital Network (ISDN)

Select Customers in the left pane. The Customers screen is displayed. Click on the link
associated with the appropriate customer, in this case 00. The system can support more than one
customer with different network settings and options. The Customer 00 Edit page will appear
(not shown). Select the Feature Packages option from this page to show a listing of feature

packages (Figure 16).

AVAYA

- UCM Network Services
- Home
- Links
- Virtual Terminals
- System
+Alarms
-Maintenance
+ Core Equipment
- Peripheral Equipment
+IP Network
+Interfaces
- Engineered Values
+Emergency Services
+ Geographic Redundancy
+ Software

- Routes and Trunks
- Routes and Trunks
- D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
- Incoming Digit Translation
- Phones
- Templates
- Reports
- Views
-Lists
- Properties
- Migration
-Tools
+Backup and Restore
- Date and Time
+Logs and reports

CS1000 Element Manager

Managing: 10.10.97.96 Username: admin
Customers » Customer 00 » Customer Details » Feature Packages

|Feature Packages |

+ Do Not Disturb Individual

+ End-to-End Signaling

+Message Waiting Center

+ New Flexible Code Restriction

+ Set Relocation

+ Network Alternate Route Selection

+ Distinctive Ringing

+ Departmental Listed Directory Number
+Command Status Link

+ Pretranslation

+ Dialed Number Identification System

+ Malicious Call Trace

+Incoming Digit Conversion

+ Directed Call Pickup

+ Enhanced Music

+ Station Camp-On

+ Integrated Digital Access

+ Digital Private Network Signaling System 1
+Flexible Tones and Cadences

Package: 9
Package: 10
Package: 46
Package: 49
Package: 53
Package: 58
Package: 74
Package: 76
Package: 77
Package: 92
Package: 98
Package: 107
Package: 113
Package: 115
Package: 119
Package: 121
Package: 122
Package: 123
Package: 125

- Security
: Ezﬁ;‘g’g’ds + Multifrequency Compelled Signaling Package: 128
+Login Options +International Supplementary Features Package: 131
+ Enhanced Night Service Package: 133
{ Integrated Services Digital Network Package: 145 ]
+Flexible Services Package: 152
Figure 16 —Customer — Feature Packages
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Select Integrated Services Digital Network to edit its parameters. The screen (Figure 17) is
updated with parameters populated below Integrated Services Digital Network. Click on
Integrated Services Digital Network (ISDN), and retain the default values for all remaining
fields: Virtual private network identifier: 1 and Private network identifier: 1. Scroll down to
the bottom of the screen, and click on the Save button at the bottom of the page (not shown).

AV/-\YA CS81000 Element Manager
—UCM Network Services - Integrated Services Digital Network Package: 145
- Home +Dial Access Prefix on CLID table entry option
- Links ) Integrated Senvices Digital Network: [
- Virtual Terminals
- System - Virtual private network identifier: |1 (1-18282)
+Alarms ) -
~ Maintenance - Private network identifier: |1 1-18283)
+Core Equipment N
- Peripheral Equipment -Node DI: I
- IP Network o ; : c I‘— N
~Sodeh: Sonpm Madla Cards lulti-location business group: [0 (028235
- Maintenance and Reports Business sub group consult-only: |€5535 0. 25525,
- Media Gateways NS
Figure 17 — Customer — ISDN Configuration
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5.5.2. Administer SIP Trunk Gateway to Avaya SBCE

Select IP Network > Nodes: Servers, Media Cards configuration from the left pane, and in
the IP Telephony Nodes screen displayed, select the Node ID of this Communication Server
1000 system. The Node Details screen is displayed as shown in Figure 7, Section 5.2.1. Click

SIP Gateway (SIPGw) > General
On the Node Details screen, select SIP Gateway (SIPGw).

enter the values highlighted in red boxes for the specified fields, and retain the default values for

the remaining fields as shown in Figure 18
e Check enable gateway service on this node

e Vtrk gateway application: SIP Gateway (SIPGw)
e SIP domain name: bvwdev7.com
e Local SIP port: 5060
e Gateway endpoint name: car-ssg-carrier
e Application node ID: 3000
AVAYA CS1000 Element Manager
S ———— =
= Node D: 3000 - Virtua Trunk Gateway Configuration Detalls

- System

Zones

- Virtual Terminals

General | SIP Gateway Settings | SIP Gateway Semvices

+Alarms

-Maintenance Virk gateway apphcatmn'lp Enable gateway service on this node | e
+ Core Equipment

- Peripheral Equipment

- IP Network General Virtual Trunk Network Health Monitor

Nodes: Servers, Media Cards

- Maintenance and Reports Vtrk gateway application:| | SIP Gateway (SIPGw) v] ™ Monitor IP addresses (listed below)
-Media Gateways 1 ot R —_ for the IP sses listed
E SIP domain name:| pwwdev com Information will be captured for the IP addresses listed

-Host and Route Tables

- Network Address Translation (N: -1 [5060 165538 Monitor IP I— Add
- QoS Thresholds Local SIP port:| 5060 |'(1-essqs

-Personal Directories I —

- Unicode Name Directory Gateway endpoint name: Ear:‘l»ssg-camer onitor addresses:

+Interfaces

- Engineered Values Gateway password:

+Emergency Services
+ Geographic Redundancy
+ Software Application node ID: * (0-9999
- Customers
- Routes and Trunks Enable failsafe NRS: 7
-Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network

below

IP ANAT: @& |Pv4

N Note: Changes made on this page will NOT be Save Cancel
Required Value. transmitted unti the Node is also saved

Figure 18 — Virtual Trunk Gateway Configuration Details
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Click on the SIP Gateway Settings tab, under Proxy or Redirect Server, enter the following
values (highlighted in red boxes) for the specified fields, and retain the default values for the
remaining fields as shown in Figure 19. Enter Primary TLAN IP address as the internal IP
address of Avaya SBCE

AVAYA €S1000 Element Manager

~ UCM Network Services Managing: 10.10.97.96 Username: admin

_Home System » P Network » [P Telephony Nedes » Node Details » Virtual Trunk Gateway Cenfiguration

_ Links Node ID: 3000 - Virtual Trunk Gateway Configuration Details
- Virtual Terminals

i fyis';erm 5 General | SIP Gateway Settings | SIP Gateway Services
= !.iaintenance Proxy Or Redirect Server: .ﬂ
+ Core Equipment Proxy Server Route 1:

Pvé format based on the value of “TLAN

- Peripheral Equipment Primary TLAN IP address: |10 10.97.189
- P Network . —

- Nodes: Servers. Media Cards U

- Maintenance and Reports &

- Media Gateways Port I'TOBO 1-6E5535 _J
-Zones L By

-Host and Route Tables g Iﬁ

- Network Address Translation (N, Transport protocol. {| UDP |52

- QoS Thresholds Options] [ Support registration

- Personal Directories

- Unicode Name Directory [~ Primary CDS proxy

+Interfaces

-Engineered Values )

+Emergency Services Secondary TLAN IP address: |0 0.00

+ Geographic Redundancy The IP ad can have either IPv4 : o alue of “TLA

+Software address fy
- Customers

ort: [506 (1-65835

- Routes and Trunks Port |°0 50 1-85535

- Routes and Trunks

-D-Channels Transport protocol ITCP v

- Digital Trunk Interface LI
- Dialing and Numbering Plans RS Note: Changes made on this page will NOT be Save I Cancel

- Electronic Switched Network S e transmitted until the Node is also saved.

Figure 19 — Virtual Trunk Gateway Configuration Details

On the same page as shown in Figure 19, scroll down the parameters box to the SIP URI Map
section.

Under the Public E.164 Domain Names, for:

National: leave this SIP URI field as blank

Subscriber: leave this SIP URI field as blank

Special Number: leave this SIP URI field as blank

Unknown: leave this SIP URI field as blank

Under the Private domain names, for:

UDP: leave this SIP URI field as blank

CDP: leave this SIP URI field as blank

Special Number: leave this SIP URI field as blank
Vacant number: leave this SIP URI field as blank
Unknown: leave this SIP URI field as blank
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The remaining fields can be left at their default values as shown in Figure 20. Then click on the

Save button

AVAYA

- UCM Network Services

CS1000 Element Manager

Managing: 10.10.97.96 Username: admin
System » [P Network » [P Telephony Nodes » Node Details » Virtual Trunk Gateway Configuration

-Home

— Links Node ID: 3000 - Virtual Trunk Gateway Configuration Details
- Virtual Terminals

E Sy‘stem General | SIP Gateway Settil | SIP Gateway Services
+Alarms

- Maintenance SIP URI Map:

+ Core Equipment

~ Peripheral Equipment Public E.164 domain names

Private domain names

- IP Network National: | UDP: |
-Nodes: Servers, Media Cards
- Maintenance and Reports Subscriber: ] CDFP: I

- Media Gateways
-Zones
-Host and Route Tables

Special number: | Special number. |

- Network Address Translation (N, Unknown: [ Vacant number: |

- QoS Thresholds
-Personal Directories

Unknown: |

- Unicode Name Directory

+Interfaces
- Engineered Values
+Emergency Services
+ Geographic Redundancy
+ Software

- Customers

- Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface

- Dialing and Numbering Plans
- Electronic Switched Network

SIP Gateway Services

SIP Converged Desktop: [V Enable CD senvice

Converged telephone call forward DN:
RAN route for announce: (route numb
Waittime before RAN queue: |1 -1

Note: Changes made on this page will NOT be
transmitted until the Node is also saved.

* Required Value.

Service DN: Used for making VTRK call frem agent

=
Save Cancel I

Figure 20 — Virtual Trunk Gateway Configuration Details

Synchronize the new configuration (please refer to Section 5.2.4).
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5.5.3. Administer Virtual D-Channel

Select Routes and Trunks = D-Channels from the left pane to display the D-Channels screen.
In the Choose a D-Channel Number field, select an available D-channel from the drop-down
list as shown in Figure 21. Click the to Add button.

AVAYA CS1000 Element Manager
- UCM Network Services Managing: 10.10.97.96  Username: admin
—Home Routes and Trunks » D-Channels
- Links
- Virtual Terminals D-Channels
- System
+Alarms
- Maintenance 5
+ Core Equipment Maintenance
- Peripheral Equipment D-Channel Diaanaostics (LD 96)
- IP Network Network and Peripheral Equipment (LD 32, Virtual D-Channels)
- Nodes: Servers, Media Cards IMSDL Diagnostics (LD 96)
- Maintenance and Reports THCI Diagnostics (LD 96)
- Media Gateways D-Channel Expansion Diagnostics (LD 48}
-Zones
- Host and Route Tables Confi i
- Network Address Translation (N; onfiguration
- QoS Thresholds
- Personal Directories =
Ui aS NS5 Ditaciory Choose a D-Channel Number:lo 'I and type: |DLH 'I to Add
+Interfaces
-Engineered Values ST 3 T
7 Emgergenc-.f Seivices - Channel: 11 Type: DCH Card Type: DCIP Description: sip! El_tj
+ Geographic Redundancy o >
+Software - Channel: 100 Type: DCH Card Type: DCIP Description: VoIP ‘iﬂj

Figure 21 — D-Channels

The D-Channels 100 Property Configuration screen is displayed next as shown in Figure 22.
Enter the following values for the specified fields, and retain the default values for the remaining

fields.
e D channel Card Type (CTYP): D-Channel is over IP (DCIP)
e Designator (DES): A descriptive name
e User: Integrated Services Signaling Link Dedicated (ISLD)
e Interface type for D-channel (IFC): Meridian Meridianl (SL1)
e Meridian 1 node type: Slave to the controller (USR)
e Release ID of the switch at the far end (RLS): 25
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Click on the Advanced options (ADVOPT), check on the Network Attendant Service
Allowed check box as shown in Figure 22. Other fields are left as default.

AVAYA

C81000 Element Manager

- UCM Network Services
- Home
- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Network
-Nodes: Servers, lledia Cards
- Maintenance and Reports
- ledia Gateways
-Zones
- Host and Route Tables

- Qo8 Thresholds
-Personal Directories
- Unicode Name Directory
+Interfaces
-Engineered Values
+Emergency Services
+ Geographic Redundancy
+Software
- Customers
-Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
- Incoming Digit Translation
-Phones
-Templates
-Reports
-Views
- Lists
- Properties
- Migration
~Tools
+Backup and Restore
-Date and Time
+Logs and reports
- Security
+Passwords
+Policies
+Login Options

- Network Address Translation (N

-Basic Configuration

Input Description Input Value

Action Device And Number (ADAN}: |DCH

‘D channel Card Type : [DCIP

Designator: l\/olF‘i

Recavery to Primary: [~

PRI loop number for Backup D-channel:

@

User.l\w:e‘_w

1aling Link Dedic

Interface type for D-channel: | Meridian Meridian1 (SL1)

Country: | ETS 300 =102 basic protocol (ETSI)

D-Channel PRI loop number:

Primary Rate Interface:
Secondary PRI2 loops:

more PRI

Meridian 1 node type: | Slave to the controller (USR) j

Release ID ofthe switch atthe farend: |25 =

Senvices Si

Link Maxi : j4000

Signalling server resource capacity: | 1800

- Layer 3 call control message count per 5 second

- Number of Status Enquiry Messages sent within

+Feature Packages

ol | 3] cop

Submit | Refresh | Delete | cancel |

time interval: 300

1w

128 ms:

- Map channel number to timeslots on a PRI2 locp: @

—-Overlap Timer: v

- Multilocation Business Group Allowed: [~

- Network Attendant Service Allowed: ¥ I

Central Office switch type: | 100% compatible with Bellcare standard (STD) j

Range: 1 - 4000

Range: 0 - 3700

Range: 60 - 350

HV; Reviewed:
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Figure 22 — D-Channels Configuration Details
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Click on the Basic Options and click on the Edit button at the Remote Capabilities (RCAP)
attribute as shown in Figure 23

AVAYA

€S1000 Element Manager

- UCM Network Services
-Home
- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Network
-Nodes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Hostand Route Tables
- Network Address Translation (N,
- QoS Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces
-Engineered Values
+Emergency Services
+ Geographic Redundancy
+Software
- Customers
- Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
- Incoming Digit Translation
- Phones
-Templates
-Reports
- Views
- Lists
- Properties
- Migration
-Tools
+Backup and Restore
- Date and Time
+Logs and reports
- Security
+Passwords
+Policies
+Login Options

| — ]

Action Device And Number (ADAN}: |D£H
D channel Card Type : [DCIP
Designator: |VolP

Recaovery to Primary: [

PRI loop number for Backup D-channel:

User:[Intz

naling Link De

Interface type for D-channel: I Meridian Meridian1 (SL1)

Coumry:!ETS 300 =102 basic protocol (ETSI)

D-Channel PRI loop number:[—
Primary Rate Interface: l—
Secondary PRI2 loops: [—

more PRI

Meridian 1 nodety‘pe:]Slave to the controller (USR)
Release ID of the switch atthe farend: |25 ¥

=

Central Office switch type: [ 100% compatible with Bellcore standard (STD) ;]

Senices Si Link Maxi

Range: 1 - 4000
Signalling server resource capacity: [1800— Range: 0 - 3700
Primary D-channel for a backup DCH: [— Range: 0 - 254
- PINX customer number: m
- Progress signal: [—l]
- Calling Line Identification : | =l
- Output request Buffers: [ﬂ
- D-channel transmission Rate:[SB kb/s when LCMT is Al (56K) 3|
- Channel option:[No exclusive. (1) j

- Remote Capabiliti

s

- B channel Service messaging.: [~

+Adva

+Feature Packages

Submit | Refresh | Delete | Cancel |

Ll
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Figure 23 — D-Channel Configuration Details
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The Remote Capabilities Configuration page will appear as shown in Figure 24. Then check

on the ND2 and the MW/I checkboxes

+ Core Equipment
- Peripheral Equipment
- IP Network
-Nodes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Hostand Route Tables

- QoS Thresholds
-Personal Directories
- Unicode Name Directory
+Interfaces
-Engineered Values
+Emergency Senices
+ Geographic Redundancy
+ Software
- Customers
-Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
- Incoming Digit Translation
- Phones

- Network Address Translation (N

AVAYA CS$1000 Element Manager :
- UCM Network Services Ifanaging: 10.10.97.96  Username: admin
—Home Routes and Trunks » D-Channels » D-Channels 100 Property Confiquration » - Remote Capabilties Configuration
- Links — -
- Virtual Terminals - Remote Capabilities Configuration
- System
+Alarms
- Maintenance

Input Description Input Value

Basic rate interface (BRI) [~

Call completion on busy using integer value (CCBI) [~

Call completion on busy using object identifier (CCBO) [~

Call completion on busy for QSIG and EurolSDN BRI (CCBS) [~
Call completion on no response using integer value (CCNI) [~

Call completion on no response using object identifier (CCNO) [~

Call completion to no reply for QSIG and EurolSDN BRI (CCNR) [~
Network call park (CPK) [~

Ci line i i ion pr ion (COLP) [~

Call transfer integer (CTI) [~

Call transfer object (CTO) [~

Diversion info. is sent using integer value (DV11) [~

Diversion info. is sent using object identifier (DV10) [~
Rerouting requests processed using integer value (DV21) [~
Rerouting requests processed using object identifier (DV20) [~
Diversion info. sent. rerouting requests processed (DV3I) [~
EurolSDN - div. info sent. rerouting req. processed (DV30) [~
Call transfer notification and invocation to EurolSDN (ECTO) [~

-Templates

-Reports Malicious call identification (MCID) [~

:L:;";S MCDN QSIG conversion (MQC) [~

- Properties Remote D-channel is on a MSDL card (MSL) [~
I ;c'ﬂlg;a’w" Message waiting interworking with DMS-100 (W) 7 |

Network access data (NAC) [~
Network call trace supported (NCT) [~

+Backup and Restore
-Date and Time
+Logs and reports

- Security Network name display method 1 (ND1) [~
+Passwords =
+Policies Network name display method 2 (ND2) l7|
+Login Options Network name display method 3 (ND3) [~
Name display - integer ID coding (NDI) [~
Name display - object ID coding (NDO) [~ _ﬂ
Kl | B c 2

Figure 24 — Remote Capabilities Configuration Details

Click on the Return — Remote Capabilities button (not shown).
Click on the Submit button (not shown).
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5.5.4. Administer Virtual Super-Loop

Select System - Core Equipments - Superloops from the left pane to display the
Superloops screen. If the Superloop does not exist, please click the Add button to create a new
one as shown in Figure 25. In this example, superloop 4, 96, 100 and 124 have been added and
are being used.

AVAYA €S1000 Element Manager

- UCM Network Services 2! 1tanaging: 10.10.97.96
-Home System » Core
- Links
- Virtual Terminals Superloops
- System
+Alarms
- Maintenance Add Delete
- Core Equipment
- Superloop Number s Superloap Tipe
- Superloops —
- WSDLIMISP Cards [C 4 IPIG ]
- Conference/TDS/Multifrequen [2€ 95 Virtual]
-Tone Senders and Detectors | 20 100 :mual‘
- Peripheral Equipment 7
_IP Network 4O 104 Virtual
-Nodes: Servers, Media Cards |5 C 124 ,‘imlall
- Maintenance and Reports

Figure 25 — Administer Virtual Super-Loop Page

5.5.5. Administer Virtual SIP Routes

Select Routes and Trunks = Routes and Trunks from the left pane to display the Routes and
Trunks screen. In this example, Customer 0 is being used. Click on the Add route button as
shown in Figure 26.

AVAYA €$1000 Element Manager
- UCM Network Services 21 Managing: 10.10.97.96  Usernam €: admin
—Home Routes and Trunks » Routes and Trunks
- Links
- Virtual Terminals Routes and Trunks
- System
+Alarms
- Waintenance
- Core Equipment + Customer: 0 Total routes: 4 Total trunks: 96
-Loops
- Superloops

Figure 26 — Add route

The Customer 0, New Route Configuration screen is displayed next. Scroll down until the
Basic Configuration Section is displayed and enter the following values for the specified fields,
and retain the default values for the remaining fields as shown in Figures 27.

Route Number (ROUT): Select an available route number.

Designator field for trunk (DES): A descriptive text.

Trunk Type (TKTP): TIE trunk data block (TIE)

Incoming and Outgoing trunk (ICOG): Incoming and Outgoing (IAO)

Access Code for the trunk route (ACOD): An available access code.

Check the field The route is for a virtual trunk route (VTRK), to enable four
additional fields to appear.

For the Zone for codec selection and bandwidth management (ZONE) field, enter
255 (created in Section 5.4.2).
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e For the Node ID of signaling server of this route (NODE) field, enter the node number
3000 (created in Section 5.2.1).
Select SIP (SIP) from the drop-down list for the Protocol ID for the route (PCID) field.
Check the Integrated Services Digital Network option (ISDN) checkbox to enable
additional fields to appear. Enter the following values for the specified fields, and retain
the default values for the remaining fields. Scroll down to the bottom of the screen.

- Mode of operation (MODE): Route uses ISDN Signalling Link (ISLD)
- D channel number (DCH): D-Channel number 100 (created in Section 5.5.3)

- Network calling name allowed (NCNA): Check the field

- Network call redirection (NCRD): Check the field
- Insert ESN access code (INAC): Check the field

AVAyA C81000 Element Manager
- UCM Network Services 2 Managing: 10.10.97.96  Username: admin 1=
_Home Routes and Trunks » Routes and Trunks » Customer 0, Route 100 Property Configuration
- Links
- Virtual Terminals Customer 0, Route 100 Property Configuration
- System
+Alarms
- Waintenance . . .
_ Core Equipment - Basic Configuration

-Loops Route data block (RDB) (TYPE) : [RDB

- Superloops

- MSDUMISP Cards Customer number (CUST) : |00

- Conference/TDS/Multifrequen —

-Tone Senders and Detectors Route number (ROUT) : 100
5 ol
_ Il‘;err:izsgarquulpmem Designator field for trunk (DES) : |100

-Nodes: Servers, Media Cards , apy- [

Trunk type (TKTP):[TIE

- Maintenance and Reports Tk HpECTKT] —

- Media Gateways Incoming and outgaing trunk (ICOG) : |Incoming and Outgaing (IA0) ¥

-Zones

—Host and Route Tables Access code for the trunk route (ACOD) : {3100 -

- Network Address Translation \

QoS Thresholds Trunk type M911P (M11P): [T

- Personal Directories The route is for a virtual trunk route (VTRK) : @

»U?fmmje Name Directory -Zone for codec selection and bandwidth W— . 5
+Interfaces management (ZONE) : 179422 (0-8000)
-Engineered Values Node ID of signali tHh t
+Emergency Senvices -Node ID of signaling server of this route 3055 (0-9999)

+ Geographic Redundancy (NODE): :
+Software - Protocol ID for the route (PCID) : | SIP (SIP) <
- Customers - Print correlation ID in COR for the route —
- Routes and Trunks (CRID) :
-Routes and Trunks i " £ : =
_D-Channels Integrated senvices digital network option (ISDN): @
- Digital Trunk Interface - Mode of operation (MODE) :[Rome uses ISDN Signaling Link (ISLD) j
- Dialing and Numbering Plans T .
- Electronic Switched Netwark =D channel number (DCH): [100 (0-254) ||
- Flexible Code Restriction - Interface type for route (IFC) : [ Meridian 11 (SL1) ~|
- Incoming Digit Translation
- Phones - Private network identifier (PNI} 1 |00001 (0-32700)
-Templates PRI R AY:
_Reports - Network calling name allowed (NCNA) : 7
- Views - Network call redirection (NCRD): ¥
- Lists
- Properties --Trunk route optimization (TRO): [
- Migration - Recognition of DTI2 ABCD FALT signal for ISL -
~Tools (FALT)
+Backup and Restore - Channel type (CHTY):[B-channel (BCH} v
-Date and Time 3
+Logs and reports - Call type for outgoing direct dialed Tlg;\cf:te Unknown Call type (UKW =
- Security - —
+Passwords -Insert ESN access code (INAC): W |
+Policies A4 -ll
< | »

HV; Reviewed:
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Figure 27 — Route Configuration Details
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Click on Basic Route Options, check the North American toll scheme (NATL) and Incoming
DID digit conversion on this route (IDC), input DCNO 1 for both Day IDC Tree Number
and Night IDC Tree Number as shown in Figure 28

+Policies hé
2l | »

AVAYA €S1000 Element Manager
- UCM Network Services = - Mobile extension timer (MBXT) |O {0 - 8000 milliseconds) :]
-Home
_ Links Calling number dialing plan (CNDP) | Unknown (UKWN) _:_]
- Virtual Terminals -Basic Route Options
- System
+Alarms Aftendant announcement (ATAN) : |No Attendant Announcement. (NO) _;_l
:'(L.‘glrztgtllzrl‘;r;enl Billing number required (BILN} : [~
-Loops Call detail recording (COR): W
:ag%eﬂzﬁgs Cards - CDR records generated on incoming calls (INC): ¥
- Conference/TDS/Multifrequen - CDR record printing content option for I
-Tone Senders and Detectors redirected calls (LAST):
- Peripheral Equipment & 2 5 S R
_IP Network Time to answer outputin COR (TTA}: [T
- Nodes: Servers, Media Cards - CDR ACD Qiinitial connection records to be v
- Maintenance and Reports generated (QREC) :
- Media Gateways - CDR on outgoing calls (OAL): [@
-Zones
- Host and Route Tables - CDR on outgaing toll calls (OTL}: [
:gsg”?;ﬁ;sdndgﬁf: R - Answered call identification allowed (AlA): @
- Personal Directories - COR timing starts on answer supervsion of 1=
- Unicode Name Directory outgoing calls (OAN):
+Interfaces i <
- outpul: PD):
EeihecraaValiss outpulsed digits in CDR (OPD): ¥
+Emergency Services - - Number of digits printed (NDP) : |[EXC 0
+ Geographic Redundancy
+Software North American toll scheme (NATL): W ‘
-Customers Controls or timers (CNTL): [~
-Routes and Trunks
- Routes and Trunks Conventional (Tie trunk only) (CNVT): [T
:g[;:?l'}?si intaraca Incoming DID digit conversion on this route (IDC): v
- Dialing and Numbering Plans -DayIDC tree number (DCNO): |1 (0 -254)
- Electronic Switched Network
- Flexible Code Restriction - Night IDC tree number (NDNO} : [1 (0-254)
- Incoming Digit Translation z : 3 T
i - Display external dialed digits (DEXT}: [~
-Templates Hultifrequency compelled or FC signaling (MFC) |Nc MFC (NO) E]
-Reports
—Views Process notification networked calls (PNNC): [~
- Lists i
Network Options
- Properties g P
- Migration +General Options
-Tools . .
e +Advanced Configurations
-Date and Time
+Eousandyepoits submit || Refresh | Delete || cancel |
- Security -l
+Passwords =l

Figure 28 — Route Configuration Details

Click on the Submit button.
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5.5.6. Administer Virtual Trunks

From the EM, select Routes and Trunks - Route and Trunks, the Route list is now updated
with the newly added route. In the example, the Route 100 was being added. Click on the Add
trunk button next to the newly added route 100 as shown in Figure 29

AVAYA €$1000 Element Manager
- UCM Network Services 2| 1anaging: 10.10.97.96  Username: admin
_Home Routes and Trunks » Routes and Trunks
- Links
- Virtual Terminals Routes and Trunks
- System
+Alarms
- Waintenance
- Core Equipment - Customer: 0 Total routes: 4 Total trunks: 96
-Loops
- Superloops +Route: 11 Type: TIE Description: SIPL Edit| Add trunk
- MSDUMISP Cards
- Conference/TDS/Multifrequen +Route: 100 Type: TIE Description: 100 Edit
-Tone Senders and Detectors

Figure 29 — Route and Trunks Page
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The Customer 0, Route 100, Trunk 1 Property Configuration screen is displayed. Enter the
following values for the specified fields and retain the default values for the remaining fields.
The Media Security (SRTP) needs to be disabled at the trunk level by editing the Class of
Service (CLS) at the bottom of the basic trunk configuration page. Click on the Edit button as
shown in Figure 30.

e The Multiple trunk input number (MTINPUT) field may be used to add multiple trunks
in a single operation, or repeat the operation for each trunk. In the sample configuration,
32 trunks were created.
e Trunk data block (TYPE): IP Trunk (IPTI)
e Terminal Number (TN): Available terminal number (created in Section 5.5.4)
o Designator field for trunk (DES): A descriptive text
e Extended Trunk (XTRK): Virtual trunk (VTRK)
¢ Route number, Member number (RTMB): Current route number and starting member
e Card Density: 8D
e Start arrangement Incoming (STRI): IMM
e Start arrangement Outgoing (STRO): IMM
e Trunk Group Access Restriction (TGAR): Desired trunk group access restriction level
e Channel ID for this trunk (CHID): An available starting channel 1D
AVAYA €$1000 Element Manager
gitz;t Terminals Customer 0, Route 100, Trunk 1 Property Configuration

-MSDLMISP Cards
- Conference/TDS/Multifrequen
-Tone Senders and Detectors
- Peripheral Equipment
- IP Network
-Nodes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Hostand Route Tables
- Network Address Translation
- QoS Thresholds
-Personal Directories
- Unicode Name Directory
+Interfaces
-Engineered Values
+Emergency Services
+ Geographic Redundancy
+Software
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans

Trunk data block: ﬁ
Terminal number: | 100 0 00 00

Desmnamrﬁeldfortrum"W

Extended trunk: ﬁ

Member number: ,'\—

Level 3 Signaling: |

Card density: |20

Start arrangement Incoming | Immediate (IMI})

Start arrangement Outgoing: | Immediate (IMIM)

Trunk group access restriction: |0
Channel D for this trunk: {100
Class of Senvice: Edit

+Advanced Trunk Configurations

Ll |

Save Delete Cancel

HV; Reviewed:
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Figure 30 — New Trunk Configuration Details
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For Media Security, select Media Security Never (MSNV). Enter the remaining values for the
specified fields as shown in Figure 31. Scroll down to the bottom of the screen and click Return
Class of Service and then click on the Save button (not shown)

AVAYA

€S1000 Element Manager

-Home
- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
- Core Equipment
-Loops
- Superloops
- MSDLMISP Cards
- Conference/TDS/Multifrequen
- Tone Senders and Detectors
- Peripheral Equipment
- IP Network
-Nodes: Servers, lledia Cards
- Maintenance and Reports
- Media Gateways
-Zones
- Hostand Route Tables
- Network Address Translation
- QoS Thresholds
-Personal Directories
- Unicode Name Directory
+Interfaces
- Engineered Values
+Emergency Services
+Geographic Redundancy
+Software
- Customers
-Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
- Incoming Digit Translation
-Phones
-Templates
-Reports
- \Views
- Lists.
- Properties
- Migration
-Tools
+Backup and Restore
-Date and Time
+Logs and reports

+Passwords
+Policies
<« |

- UCM Network Services =

- Security s

P‘ﬂ

-Class of Service

Input Description Input Value

- ACD Priority : | ACD Priority not required (APN) »

- Analog Semi-Permanent Connections : | Analog Semi-Permanent Connections Denied (SPCD) v

- ARF Supervised COT: | ;‘
- Barring: lﬁ
- Battery Supenvised COT | _v_|
- Busy Tone Supervised COT:l ;I
- Calling Line Identification: | =l

- Calling pam:,m
- Central Office R|ngbackv| ﬂ
- Centrex Switchhook Flash: | Centrex Switchhook Flash Denied (THFD) ;]
- Dial Pulse: [ Digitone (DTN) =l
-DTR PAD value: [ |
-Echo Canceling:,m
-Hong Kong DT1: l—.'_l

- Loop Break Supervised COT: | ;j
- Make-break ratio for dial pulse: | 10 pulses per second (P10) ;]
- Manual Incoming: m
edia Securty: [1edia Security Never (W51} =
-Network Hook Flash Over M911P: | =l

- Polarity: vl
- Priority: | Low Priority (LPR) vl

- Restriction Ievel’lunrestrimed (UNR) EI
-Reversed EarPlece:lReversed Ear Piece denied (XREP) ;[
- Short or long line: | =l

-Transmission Class of Service:|Man-Transmission Compensated (NTC‘.;]
-Warning Tone:lm
-Reversed EarPlece’lReuersed Ear Piece denied (XREP) ;[
- ARF Supervised COT:l j

[ Rewmcissorsenice || cancel |
f

Ll
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Figure 31 — Class of Service Configuration Details Page
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5.5.7. Administer Calling Line Identification Entries

Select Customers - 00 = ISDN and ESN Networking. Click on Calling Line Identification
Entries as shown in Figure 32

AVAYA

C81000 Element Manager

- UCM Network Services =1
-Home
- Links
- Virtual Terminals
- System
+Alarms
- Waintenance
- Core Equipment
-Loops
- Superlocops
- MSDLMISP Cards
- Conference/TDS/Multifrequen
-Tone Senders and Detectors
- Peripheral Equipment
- IP Network
-Nodes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Hostand Route Tables
- Network Address Translation
- QoS Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces
-Engineered Values
+Emergency Services
+ Geographic Redundancy
+Software
- Customers
- Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
-Incoming Digit Translation
- Phones
-Templates
-Reports
- Views
- Lists
- Properties
- Migration
- Tools

Managing: 10.10.97.96  Username: admin
Custom Customer 00 » Customer Details » ISDN and ESN Networking

+Backup and Restore

ISDN and ESN Networking

General Properties

Flexible trunk to trunk connection option: | Connections restricted -
Flexible orbiting prevention timer: |6 vl

Country code:

= csllzs numoer

l_
National access code: W
International access code: l[ﬂT_
Optiens: [V Transfer on ringing of supervised external trunks

¥ Connection of supervised external trunks

Network option: ¥ Coordinated dialing plan routing
Integrated semvices digital network: W

Microsoft converged office dialing plan: | Private dialing plan v]

rdil

nated dial

Private dialing plan for non-DID users: & C

€ Uniform di

Calling Line Identification

for il i ing calls: | No i ion is done v]
Size: [256 (0 - 4000)
Country code: |1 P

Calling Line Identification Entries

gisplayed ss part of calling number

Save Cancel

Figure 32 — ISDN and ESN Networking

Click on Add as shown in Figure 33

AVAYA

C81000 Element Manager

-Home
- Links
- Virtual Terminals
- System
+Alarms
- Waintenance
- Core Equipment
-Loops
- Superloops
- MSDUMISP Cards
- Conference/TDS/Multifrequen
-Tone Senders and Detectors
- Peripheral Equipment
- IP Network
-Nodes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones

- UCM Network Services 1=

Ifanaging: 10.10.97.96 . Username: admin

Customers » Customer 00 » Customer Details » ISDN and ESN Networking » Calling L Identification Entries.

Calling Line Identification Entries

Search for CLID

Start range :
Endrange :

s |

Calling Line Identification Entries

Add... Delete

HV; Reviewed:
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Figure 33 — Calling Line Identification Entries
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Add entry 0 as shown in Figure 34:

e National Code: leave as blank

e Local Code: input prefix digits assigned by Service Provider, in this case it is 6 digits —
713343. This Local Code will be used for call display purpose of outbound international
call configuration in Section 5.6.6 in which the Special Number 011 is associated with
Call Type = Unknown.

e Home Location Code: input prefix digits assigned by Service Provider, in this case it is
6 digits - 713343. This Home Location Code will be used for call display purpose for
Call Type = National (NPA).

e Local Steering Code: input prefix digits assigned by Service Provider, in this case it is 6
digits - 713343. This Local Steering Code will be used for call display purpose for Call

Type = Local Subscriber (NXX).
e Calling Party Name Display: Uncheck for Roman characters.

Click on the Save button as shown in Figure 34

AVAYA

CS1000 Element Manager

- UCM Network Services
-Home
- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Network
-Nodes: Servers, Media Cards
- Maintenance and Reports
-Media Gateways
-Zones
-Host and Route Tables

- Network Address Translation (N:

- QoS Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces
- Engineered Values
+Emergency Services
+ Geographic Redundancy
+ Software
- Customers
- Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
-Incoming Digit Translation
-Phones
-Templates
-Reports
- Views
- Lists
- Properties
- Migration
-Tools
+Backup and Restore
-Date and Time
+Logs and reports
- Security
+Passwords

Managing: 10.10.97.96  Username: admin
Customers » Customer 00 » Customer Details » ISDN and ESN

» Calling Line Identification Entries » Edit Caliing Line identification 0

Edit Calling Line Identification 0

General Properties

National Code: 713 (0 - 999999)

Code for nationsl home number

Local Code: |343 (1-12 digits)

Code for home locsl listed DN

Home Location Code: |713343 7 )
Local Steering Code: (713343 (17 digits)
UseDN asDID: | YES o

Emergency Services Access

Emergency Local Code: (1-12 digits)

Code for home local number during Emergency cslls

Home national number for emergency services

Emergency Options:
Lol ™ access calls

Append the originating directory number for
emergency services access calls

2

Calling Party Name Display

Roman characters: [~

Save I Cancell

HV; Reviewed:
SPOC 07/13/2012

Figure 34 — Edit Calling Line Identification 0
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5.5.8. Enable External Trunk to Trunk Transferring

This section shows how to enable External Trunk to Trunk Transferring feature which is a
mandatory configuration to make call transfer and conference work properly over SIP trunk.

Login Call Server Overlay CLI (please refer to Section 5.1.2 for more detail)
Allow External Trunk to Trunk Transferring for Customer Data Block by using LD 15

>|d 15

CDBO000

MEM AVAIL: (U/P): 33600126 USED U P: 8345621 954062 TOT: 45579868
DISK SPACE NEEDED: 1722 KBYTES

REQ: chg

TYPE: net

TYPE NET_DATA
CUST O
OPT

TRNX YES
EXTT YES
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5.6. Administer Dialing Plans

5.6.1. Define ESN Access Codes and Parameters (ESN)

Select Dialing and Numbering Plans - Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen as shown in Figure 35

AVAYA

CS1000 Element Manager

- UCM Network Services
-Home
- Links
- Virtual Terminals
- System
+Alarms
- Waintenance
- Core Equipment
-Loops
- Superloops
- MSDLMISP Cards
- Conference/TDS/Multifrequen
-Tone Senders and Detectors
- Peripheral Equipment
- IP Network
-Nodes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Hostand Route Tables
- Network Address Translation
- QoS Thresholds
-Personal Directories
- Unicode Name Directory
+Interfaces
-Engineered Values
+Emergency Services
+ Geographic Redundancy
+Software
- Customers
- Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
- Incoming Digit Translation
- Phones
-Templates
-Reports
- Views
- Lists
- Properties
- Migration
-Tools
+Backup and Restore
-Date and Time
+Logs and reports

+Passwords

Managing: 10.10.97.96  Username: admin

Dialing and Numbering Plans » Electronic Switched Network (ESN.

- Security =

+Policies hd
4« | »

Electronic Switched Network (ESN)

- Customer 00

- Network Control & Services
- Network Control Parameters (NCTL)
I- ESN Access Codes and Parameters (ESN)

= Home Aréa Code (HNPA)
- Flexible CLID Manipulation Block (CMDB)
- Free Calling Area Screening (FCAS)
- Free Special Number Screening (FSNS)
- Route List Block (RLB}
- Incoming Trunk Group Exclusion (ITGE)
- Network Attendant Services (NAS)
- Coordinated Dialing Plan (CDP)
- Local Steering Code (LSC)
- Distant Steering Code (DSC)
- Trunk Steering Code (TSC)
- Numbering Plan (NET)
- Access Code 1
- Home Location Code (HLOC)
- Location Code (LOC)
- Numbering Plan Area Code (NPA)
- Exchange (Central Office) Code (NXX)
- Special Number (SPN)
- Network Speed Call Access Code (NSCL)
- Access Code 2
- Home Location Code (HLOC)
- Location Code (LOC)
- Numbering Plan Area Code (NPA)

- Exchange (Central Office) Code (NXX)
- Special Number (SPN)
— Network Speed Call Access Code (NSCL)

HV; Reviewed:

SPOC 07/13/2012
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In the ESN Access Codes and Basic Parameters page, define NARS Access Code 2 as shown
in Figure 36.
Click Submit button (not shown).

AVAYA €S1000 Element Manager
- UCM Network Services 21 Managing: 10.10.97.96  Username: admin =N
- Home Dialing and Numbering Plans » Electronic Switched Netviork (ESN) » Customer 00 » Network Control & Services » ESN Access Codes and Basic Parameters
- Links ~
- Virtual Terminals ESN Access Codes and Basic Parameters
- System
+Alarms
- Maintenance
- Core Equipment General Properties
-Loops
- Superloops NARS/BARS Access Code 1: [6

-MSDLMISP Cards
- Conference/TDS/Multifrequen NARS Access Code 2:[9
-Tone Senders and Detectors

- Peripheral Equipment NARS/BARS Dial Tone after dialing AC1 or AC2 access codes: ¥

- IP Network Y e T
-Nodes: Servers, Media Cards Expensive Route Warning Tone: ¥

- Maintenance and Reports

- Expensive Route Delay Time: |6 0-10)
- Media Gateways
-Zones Coordinated Dialing Plan feature for this customer: [@
-Hostand Route Tables
- Network Address Translation -Maximum number of Steering Codes: |1000 (1-84000 )
- QoS Thresholds
—_Personal Directories - Number of digits in CDP DN (DSC + DN er LSC + DN): |10 2-10)
- Unicode Name Directory Routing Contrals: [~
+Interfaces
- Engineered Values Check for Trunk Group Access Restrictions: [

+Emergency Services

Figure 36 — ESN Access Codes and Basic Parameters

5.6.2. Associate NPA and SPN call to ESN Access Code 2

Login Call Server CLI (please refer to Section 5.1.2 for more detail), change Customer Net Data
block by using LD 15

>Id 15

CDBO000

MEM AVAIL: (U/P): 35600086 USED U P: 8325631 954152 TOT: 44879869
DISK SPACE NEEDED: 1722 KBYTES

REQ: chg

TYPE: net

TYPE NET_DATA

CUSTO0

OPT

AC1 XNPA xSPN ~ ------ > (Set NPA, SPN not to associate to ESN Access Code 1)
FNP

CLID
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Verify Customer Net Data block by using LD 21

>|d 21
PT1000

REQ: prt

TYPE: net

TYPE NET_DATA
CUSTO

TYPE NET_DATA

CUST 00

OPT RTA

AC1

AC2 INTL NPA SPN NXX LOC ------ > (NPA, SPN are associated to ESN Access Code 2)
FNP YES

5.6.3. Digit Manipulation Block (DMI)

Select Dialing and Numbering Plans - Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen. Select Digit Manipulation Block
(DGT) as shown in Figure 35.

In the Choose a DMI Number field, select an available DMI from the drop-down list and click
to Add as shown in Figure 37.

Enter the Number of leading digits to be Deleted (Del) field and select the Call Type to be
used by the manipulated digits (CTYP) and then click Submit (see Section 5.6.4).

5.6.4. Digit Manipulation Block (DMI) for Outbound Call

The following steps show how to add DMI for the outbound call. There are 2 indexes, which
were added to the Digit Manipulation Block List (14 and 15)

Select Dialing and Numbering Plans - Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen. Select Digit Manipulation Block
(DGT) as above.

In the Choose a DMI Number field, select an available DMI from the drop-down list and click on
to Add button as shown in Figure 37

AVAYA €$1000 Element Manager
- UCM Network Services 21 Managing: 10.10.97.96  Usernams: admin
— Home Dialing and Numbering Plans » Electronic Switched Network (ESN} » Customer 00 » Network Control & Services » Digit Manipulation Block List
-Links
- Virtual Terminals Digit Manipulation Block List
- System
+Alarms
- Maintenance
C git I Iati lock Index 1 to Add
GorsEquinment Please choose the | Digit Manipulation Block Index _L” |
-Loops
- Superloops + Digit Manipulation Block Index - 14 Edit
- MSDUMISP Cards
- Conference/TDS/Multifrequen + Digit Manipulation Block Index -- 15 Edit
-Tone Senders and Detectors
- Peripheral Equipment

Figure 37 — Add a DMI
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Add DMI_14: Enter 0 for the Number of leading digits to be Deleted (Del) field and select
NPA for the Call Type to be used by the manipulated digits (CTYP) and then click on
Submit button as shown in Figure 38

AVAYA

€S1000 Element Manager

- UCM Network Services
-Home
- Links
- Virtual Terminals
- System
+Alarms
- Waintenance
- Core Equipment
-Loops
- Superloops
- MSDUMISP Cards
- Conference/TDS/Multifrequen
-Tone Senders and Detectors
- Peripheral Equipment
-IP Network
-Nodes: Servers, Media Cards

- Maintenance and Reports
- Media Gateways
-Zaones

IManaging: 10.10.97.96  Username: admin

Dialing and Numbering Plans » Electronic Switched Network (ESN} » Customer 00 » Network Control & Services » Digit Block List » Digit Block

Digit Manipulation Block

I Digit Manipulation Index numbers:

|rlurnber01 leading digits to be deleted: |0 | 0-19)

Insen:|
|P Special Number: [~
| Call Type to be used by the manipulated digits |NPA|NP;.1

Submit Refresh Delete Cancel

Figure 38 — DMI_14 Configuration Details

Add DMI_15: Enter 1 for the Number of leading digits to be Deleted (Del) field and select
NPA for the Call Type to be used by the manipulated digits (CTYP) and then click on
Submit button as shown in Figure 39

AVAYA

€S1000 Element Manager

- UCM Network Services
-Home
- Links
- Virtual Terminals
- System
+Alarms
- Waintenance
- Core Equipment
-Loops
- Superloops
- MSDLMISP Cards
- Conference/TDS/Multifrequen
-Tone Senders and Detectors
- Peripheral Equipment
- IP Network
-Nodes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones

Ifanaging: 10.10.97.96  Username: admin

Dialing and Numbering Plans » Electronic Switched Network (ESN) » Customer 00 » Network Control & Services » Digit Block

Block List » Digit

Digit Manipulation Block

|D|git Manipulation Index numbers: |15 |

| Number of leading digits to be deleted: |1 I (0-13)

Insert'|

IP Special Number: [~

=

| Call Type to be used by the manipulated digits : | NPA (NPA)

Submit Refresh l Delete Cancel

HV; Reviewed:
SPOC 07/13/2012

Figure 39 — DMI_15 Configuration Details
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5.6.5. Route List Block (RLB) (RLB 14)
This session shows how to add a RLB associated with the DMI created in Section 5.6.4.

Select Dialing and Numbering Plans = Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen. Select Route List Block (RLB) as
shown in Figure 35

Select an available value in the textbox for the route list index (in this case is 14) and click on to
Add button as shown in Figure 40

AVAYA €$1000 Element Manager
- UCM Network Services 2] Managing: 10.10.97.96  Username: admin
— Home Dialing and Numbering Plans » Electronic Switched Netviork (ESN) » Customer 00 » Network Control & Services » Route List Blocks
- Links
- Virtual Terminals Route List Blocks
- System
+Alarms
- Waintenance
2 CoréEquipment Please enter a route listindex | 14 (0-1s89)| _toAdd
-Loops
- Superloops +| Route List Block Index -- 14 Edit ‘
- MSDLUMISP Cards
- Conference/TDS/Multifrequen + Route List Block Index -- 15 Edit
-Tone Senders and Detectors
- Peripheral Equipment

Figure 40 — Add a Route List Block.
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Enter the following values for the specified fields, and retain the default values for the
remaining fields (Figure 41). Scroll down to the bottom of the screen, and click on the Submit

button.

e Route number (ROUT): 100 (created in Section 5.5.5)

¢ Digit Manipulation Index (DMI): 14 (created in Section 5.6.4)

e Incoming CLID Table: O (created in Section 5.5.7)

AVAYA

C81000 Element Manager

-Home
- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
- Core Equipment
-Loops
- Superloops
-MSDLMISP Cards
- Conference/TDS/MMultifrequen
-Tone Senders and Detectors
- Peripheral Equipment
- IP Network
-Nodes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
-Hostand Route Tables
- Network Address Translation
- QoS Thresholds
-Personal Directories
- Unicode Name Directory
+Interfaces
-Engineered Values
+Emergency Senvices
+ Geographic Redundancy
+Software
- Customers
- Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
-Incoming Digit Translation
- Phones
-Templates
-Reports
- Views
- Lists
- Properties
- Wigration
-Tools
+Backup and Restore
-Date and Time
+Logs and reports

+Passwords

- UCM Network Services =

Managing: 10.10.97.96  Username: admin

Dialing and Numbering Plans » Electronic Switched Network (ESN} » Customer 00 » Network Control & Services » Route List Blocks » Route List Biock » Data Entry of a Route List Block

Data Entry of a Route List Block

Route List Block Index: 14

General Properties
Entry Number for the Route List: |0

Indexes

Time of Day Schedule: |0 fudd

Facility Restriction Level: |0

Digit Manipulation Index; | 14 =

=

ISL D-Channel Down Digit Manipulation Index: |0 (0-1999)

Free Calling Area Screening Index: |0 =
Free Special Number Screening Index: |0 v
Business Network Extension Route: [~

Incoming CLID Table: |0 0-100)
Options

Local Termination entry: [~

Route Number: | 100 ¥

Skip Conventional Signaling:
Use Tone Detector:

Conversion to LDN:

BEinEnie)

Expensive Route:

Strategy on Congestion: | No Reroute (NRR)

- QSIG Alternate Routing Causes: | QSIG Alternate Routing Cause 1 x|

Preferred Routing: | Preferred Route 1 »

1SDN Drop Back Busy: [ Drop Back Disabled (DBD) =l

- Security g

+Policies hd
<« | »

ISDN Off-Hook Queuing Option: [T
Off-Hook Queuing Allowed: [~

HV; Reviewed:
SPOC 07/13/2012

Figure 41 — RLB_14 Route List Block Configuration Details
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5.6.6. Route List Block (RLB) (RLB 15)

Select Dialing and Numbering Plans = Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen. Select Route List Block (RLB) as
shown in Figure 35.

Select an available value in the textbox for the route list block index (in this case 15) and click
on the to Add button as shown in Figure 40.

Enter the following values for the specified fields, and retain the default values for the
remaining fields (Figure 42). Scroll down to the bottom of the screen, and click on the Submit
button.

e Route number (ROUT) : 100 (created in Section 5.5.5)
e Digit Manipulation Index (DMI): 15 (created in Section 5.6.4)
e Incoming CLID Table: O (created in Section 5.5.7)
AVAYA CS1000 Element Manager
- UCM Network Services 2] NManaging: 10.10.97.96  Username: admin Al
- Home Dialing and Numbering Plans » Electronic Switched Network (ESN) » Customer 00 » Network Control & Services » Route List Blocks » Route List Biock » Data Entry of a Route List Block
'E'?T;ua.Ter.nina.s Data Entry of a Route List Block
- System
il“’,‘llgirrlx-'t-‘esnam:e Route List Block Index: 15
- Core Equipment
-Loops
- Superloops General Properties

- MSDLMISP Cards

- Conference/TDS/Multifrequen

-Tone Senders and Detectors
- Peripheral Equipment

Entry Number for the Route List: {0

-Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
- Incoming Digit Translation
- Phones
-Templates
-Reports
- Views
- Lists
- Properties
- Migration
-Tools
+Backup and Restore
-Date and Time
+Logs and reports

- IP Network Indexes
-Nodes: Servers, Media Cards
- Maintenance and Reports Time of Day Schedule: |0 »
- Media Gateways
-Zones Facility Restriction Level: |0 6-7)
-Hostand Route Tables . m_
- Network Address Translation
- QoS Thresholds o i G s
B i Ditecnas ISL D-Channel Down Digit Manipulation Index: |0 0-1999)
- Unicode Name Directory Free Calling Area Screening Index: |0 v
+Interfaces
- Engineered Values Free Special Number Screening Index: |0 ¥
+Emergency Services ;
S Soiaphiic et dancy Business Network Extension Route: [~
- Customers
- Routes and Trunks Options

- Security
+Passwords
+Policies

‘ of

Local Termination entry: [
Skip Conventional Signaling: T~
Use Tone Detector: [
Conversion to LDN: 7
Expensive Route: [~

Strategy on Congestion: | No Reroute (NRR)

- QSIG Alternate Routing Causes: ,m
Preferred Routing: IW
ISDN Drop Back Busy: | Drop Back Disabled (DBD)
ISDN Off-Hook Queuing Option: [~

H

Off-Hook Queuing Allowed: [

HV; Reviewed:
SPOC 07/13/2012

Figure 42 — RLB_15 Route List Block Configuration Details
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5.6.7. Inbound Call — Incoming Digit Translation Configuration

This section describes the steps for receiving the calls from PSTN via the PAETEC
Communications system.

Select Dialing and Numbering Plans - Incoming Digit Translation from the left pane to
display the Incoming Digit Translation screen. Click on the Edit IDC button as shown in

AVAYA €S1000 Element Manager
- UCM Network Services 2| Managing: 10.10.97.96  Username: admin
—Home Dialing and Numbering Plans » Incoming Digit Translation
- Links - — -
- Virtual Terminals Incoming Digit Translation
- System
+Alarms
- Waintenance
- Core Equipment - Customer: 00 EditIDC
- Loops

Figure 43 — Incoming Digit Translation

Click on the New DCNO to create the digit translation mechanism. In this example, Digit
Conversion Tree Number 1 has been created as shown in Figure 44

AVAYA €$1000 Element Manager
- UCM Network Services 21 Managing: 10.10.97.96  Username: admin =
—Home Dialing and Numbering Plans » Incoming Digit Translation » Customer 00
- Links - — -
- Virtual Terminals Customer 00 Incoming Digit Conversion Property
- System
+Alarms
- Maintenance
- Core Equipment - Digit Conversion Tree Number: 0 New DCNO
-Loops
o Suerloops - Digit Conversion Tree Number: 1 Edit DCNO
-MSDUMISP Cards s ; ‘
_ ConferenceTDS/Multifrequen - Digit Conversion Tree Number: 2 New DCNO

HV; Reviewed:
SPOC 07/13/2012

Figure 44 — Incoming Digit Conversion Property
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Detail configuration of the Digit Conversion Tree Configuration is shown in Figure 45. The
Incoming Digits can be added to map to the Converted Digits which would be the
Communication Server 1000 system phones DN. This DCNO has been assigned to route 100
as shown in Figure 26 and 27.
In the following configuration, the incoming call from PSTN with the prefix 713-343xxxx or
281-402xxxx will be translated to DN xxxx. The DID number 2814022045 is translated to
1700 for Voicemail accessing purpose.

- Maintenance

+ Core Equipment

- Peripheral Equipment

- IP Network
-Nodes: Servers, Media Cards
- Maintenance and Reports
-Media Gateways
-Zones
-Host and Route Tables

- QoS Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces
-Engineered Values
+Emergency Services
+ Geographic Redundancy
+ Software
- Customers
-Routes and Trunks
- Routes and Trunks

- Network Address Translation (N:

AVAyA CS1000 Element Manager
-UCM Network Services Managing: 10.10.97.96  Username: admin
-Home Dialing and Numbering Plans » Incoming Diqit Translation » Customer 00 » Digit Conversion Tree 1 Configuration
- Links
- Virtual Terminals Digit Conversion Tree 1 Configuration
- System
+Alarms Regular IDC tree

Send calling party DID disabled

Add... Delete [BC Delete IDC tree
Incoming Digits 4 Converted Digits CPND Name
1 2814022045 1700
2 2814022046 2048
3 2814022126 2126
4 2814022130 2130
5 7133433756 3756
6 (" 7133433757 3757
7 7133433758 3758
8 7133433759 3759
9 (" 7133433760 3760
10 € 7133434390 4390

Refresh

CPND language

Roman characters
Roman characters
Roman characters
Roman characters
Roman characters
Roman characters
Roman characters
Roman characters
Roman characters
Roman characters

HV; Reviewed:

SPOC 07/13/2012

Figure 45 — Digit Conversion Tree
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5.6.8. Outbound Call - Special Number Configuration

There are special numbers which have been configured to be used for this testing such as: 0, 011,
1800, 411, 911 and so on.

Select Dialing and Numbering Plans - Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen. Select Special Number (SPN) as

shown in Figure 35
Enter SPN number and then click on to Add button. Figure 46 shows all the special number
used for this testing

AVAYA

CS1000 Element Manager

- UCM Network Services
-Home
- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Network

- Maintenance and Reports
-Media Gateways

-Zones

-Host and Route Tables

- QoS Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces
- Engineered Values
+Emergency Services
+ Geographic Redundancy
+ Software
- Customers
- Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
- Incoming Digit Translation
-Phones
-Templates
-Reports
-Views
- Lists
- Properties
- Migration
~Tools
+Backup and Restore
-Date and Time
+Logs and reports
- Security

-Nodes: Servers, Media Cards

- Network Address Translation (N:

Managing: 10.10.97.96  Username: admin

Dialing and Numbering Plans » Electronic Switched Network (ESN) » Customer 00 » Numbering Plan (NET) > Access Code 2 » Special Number List

Special Number List

Please enter a Special Number to Add

- Special Number -- 0 Edit
Flexible length: 12
Inhibit time-out handler: NO
Type of call that is defined by the special number: NATL
Route listindex: 14

- Special Number -- 011 Edit
Flexible length: 14
Inhibit time-out handler: NO

Type of call that is defined by the special number: INTL
Route listindex: 14

- Special Number - 1800 Edit
Flexible length: 11
Inhibit time-out handler: NO

Type of call that is defined by the special number: NATL
Route listindex: 14

- Special Number -- 411 Edit
Flexible length: 3
Inhibit time-out handler: NO

Type of call that is defined by the special number: NATL
Route listindex: 14

- Special Number -- 911 Edit
Flexible length: 3
Inhibit time-out handler: NO

Type of call thatis defined by the special number: NATL
Route listindex: 14

HV; Reviewed:

SPOC 07/13/2012

Figure 46 — Add a SPN.
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5.6.9. Outbound Call - Numbering Plan Area (NPA)
This section describes the creation of NPA used in this testing configuration.

Select Dialing and Numbering Plans = Electronic Switched Network from the left pane to
display the Electronic Switched Network (ESN) screen. Select Numbering Plan Area Code
(NPA) as shown in Figure 35

Enter the area code desired in the textbox and click on the to Add button. The 1281, 1613, 1647
and 1713 area codes were used in this configuration as shown in Figure 47

AVAYA €S1000 Element Manager
- UCM Network Services Managing: 10.10.97.96  Username: admin
— Home Dialing and Numbering Plans » Electronic Switched Network (ESN) » Customer 00 » Numbering Plan (NET) > Access Code 2 » Numbering Plan Area Code List
- Links
- Virtual Terminals Numbering Plan Area Code List
- System
+Alarms
- Maintenance l— 0 Add
+Core Equipment Please enter an area code
- Peripheral Equipment
- IP Network - Numbering Plan Area Code - 1281 Edit
-Nodes: Servers, Media Cards
- Maintenance and Reports Route List Index: 14
= gledia Gateways Incoming Trunk group Exclusion Index: NONE
-Zones
-Host and Route Tables - Numbering Plan Area Code -- 1613 Edit
- Network Address Translation (N:
- QoS Thresholds Route ListIndex: 15
- Personal Directories Incoming Trunk group Exclusion Index: NONE
Unicode Name Directory
+Interfaces - Numbering Plan Area Code -- 1647 Edit
- Engineered Values
+ Emergency Services Route ListIndex: 15
+ Geographic Redundancy Incoming Trunk group Exclusion Index: NONE
+ Software : ¥
o - Numbering Plan Area Code -- 1713 Edit
- Routes and Trunks Route ListIndex: 15
- Routes and Trunks Incoming Trunk group Exclusion Index: NONE
-D-Channels

Figure 47 — Numbering Plan Area Code List

5.7. Administer Phone

This section describes the creation of Communication Server 1000 clients used in this
configuration.

5.7.1. Phone creation

Refer to Section 5.5.4 to create a virtual super-loop - 96 used for IP phone.

Refer to Section 5.4.1 to create a bandwidth zone - 10 for IP phone.

Log in to the Call Server Command Line Interface (please refer to Section 5.1.2 for more detail).
Create an IP phone by using LD 11.

>ld 11

REQ: prt

TYPE: 2002p2
TN 96002
DATE

PAGE

DES
MODEL_NAME
EMULATED

DES 2002P2
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TN 9600002 VIRTUAL
TYPE 2002P2
CDEN 8D
CTYP XDLC
CUSTO
NUID
NHTN
CFG_ZONE 00010
CUR_ZONE 00010
MRT
ERL 12345
ECL 0
FDN
TGARO
LDN NO
NCOS 7
SGRP 0
RNPG 0
SCI 0
SSU
LNRS 16
XLST
SCPW
SFLT NO
CAC_MFCO
CLS UNR FBD WTA LPR MTD FND HTD TDD CRPD
MWD LMPN RMMD SMWD AAD IMD XHD IRD NID OLD VCE DRG1
POD SLKD CCSD SWD LNA CNDA
CFTD SFD MRD DDV CNID CDCA MSID DAPA BFED RCBD
ICDD CDMD LLCN MCTD CLBD AUTU
GPUD DPUD DNDD CFXD ARHD CLTD ASCD
CPFA CPTA ABDD CFHD FICD NAID BUZZ AGRD MOAD
UDI RCC HBTD AHD IPND DDGA NAMA MIND PRSD NRWD NRCD NROD
DRDD EXRO
USMD USRD ULAD CCBD RTDD RBDD RBHD PGND OCBD FLXD FTTC DNDY DNO3 MCBN
FDSD NOVD VOLA VOUD CDMR PRED RECD MCDD T87D SBMD
MSNV FRA PKCH MWTD DVLD CROD ELCD
CPND_LANG ENG
HUNT
PLEV 02
PUID
UPWD
DANI NO
AST
IAPG 0
AACS NO
ITNA NO
DGRP
MLWU_LANG 0
MLNG ENG
DNDR 0
KEY 00SCR 37580 MARP
CPND
CPND_LANG ROMAN
NAME Carrierl
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XPLN 13
DISPLAY_FMT FIRST,LAST
01
02
<Text removed for brevity>

5.7.2. Enable Privacy for Phone

In this section, it shows how to enable Privacy for a phone by changing its class of service
(CLS). By modifying the configuration of the phone created in Section 5.7.1, the display of the
outbound call will be changed appropriately.

To hide the display number, set CLS to ddgd. Communication Server 1000 will include
“Privacy:id” in the SIP message header before sending it to the Service Provider

>ld 11

REQ: chg
TYPE: 2002p2
TN 96002
ECHG yes
ITEM cls ddgd

To allow display number, set CLS to ddga. Communication Server 1000 will not send the
Privacy header to the Service Provider

>ld 11

REQ: chg
TYPE: 2002p2
TN 96002
ECHG yes
ITEM cls ddga
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5.7.3. Enable Call Forward for Phone
In this section, it shows how to configure the Call Forward feature at the system and phone level.

Select Customer - 00 - Call Redirection. The Call Redirection page is shown in Figure 48.
e Total redirection count limit: 0 (unlimited)
e Call Forward: Originating
e Number of normal ring cycle of CFNA: 4

- UCM Network Services
- Home
- Links
= Virtual Terminals
- System
« Alams
- Maintenance
« Core Equipment
- Peripheral Equipment
« IP Network
+ Interfaces
- Engingered Values
+ Emergency Senices
« Geographic Redundancy
» Software
- Customers
- Routes and Trunks
- Routes and Trunks
- D-Channels
- Digital Trunk interface
- Dialing and Numbering Plans
= Electronic Switchod Network
- Flexible Code Restriction
= Incoming Dight Translation
- Phones
- Templates
- Reports
-Views
- Lists
- Properties
- Migration
- Tools
+ Backup and Restore
- Date and Time
+ Logs and reports
«Security
+ Passwords
« Policles
+ Login OpSons

———
—

Redirection HoliGays

Do not disturb hunting: ™

Total redirecion count limt IO '”

Optons: [ Call forward reminder tone for 500/2500 sets
[T CFNAYeatment for call waiting calls on 3 DN
T DID call %o second degree busy réatment
M Message conter
M Prevension of reciprocal call forward

[Callforward @ Originating]

" Forwarding

Number oirnormalrfl;njlng cycle:fol CENA
Opton O Il 'I
Optont |4 =

Opton2 |4 =

Number of distinctive ringing cycles for CFNA
Opson 0 |4 'l
Opson ¥ |4 vl
Opson 2 |4 'l

Calls routed to message center

No answee DID calis: [~
No answes non-DID calis: [~

DID cas 30 busy telephones [~

Savo | Cancel

Figure 48 — Call Redirection

To enable Call Forward All Call (CFAC) for a phone over a trunk, use LD 11, change its CLS
to CXFA, SFA then program the forward number on the phone set. Following is the
configuration of a phone that has CFAC enabled with forwarding number 916139675205

>ld 11

REQ: prt
TYPE: 2007
TN 96004
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DATE

PAGE

DES
MODEL_NAME
EMULATED

DES 2007
TN 9600004 VIRTUAL
TYPE 2007

CLS UNR FBAWTA LPR MTD FNAHTA TDD HFD CRPD
MWA LMPN RMMD SMWD AAD IMD XHD IRD NID OLD VCE DRG1
POD SLKD CCSD SWD LNA CNDA
CFTD SFA MRD DDV CNID CDCA MSID DAPA BFED RCBD
ICDA CDMA LLCN MCTD CLBD AUTU
GPUD DPUD DNDD CFXA ARHD CLTD ASCD

" 19 CFW 16 916139675205

To enable Call Forward Busy (CFB) for phone over trunk by using LD 11, change its CLS to
FBA, HTA, SFA then program the forward number as is HUNT. Following is the configuration
of a phone has CFB enabled with forward number is 916139675205

>|d 11

REQ: prt

TYPE: 2007

TN 96004
DATE

PAGE

DES
MODEL_NAME
EMULATED

DES 2007
TN 9600004 VIRTUAL
TYPE 2007

CLS UNR FBAWTA LPR MTD FNA HTA TDD HFD CRPD
MWA LMPN RMMD SMWD AAD IMD XHD IRD NID OLD VCE DRG1
POD SLKD CCSD SWD LNA CNDA
CFTD SFA MRD DDV CNID CDCA MSID DAPA BFED RCBD

FDN 916139675205
HUNT 916139675205
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To enable Call Forward No Answer (CFENA) for a phone over a trunk by using LD 11, change
its CLS to FNA, SFA then program the forward number as FDN. Following is the configuration
of a phone that has CFNA enabled with forward number 916139675205

>ld 11

REQ: prt

TYPE: 2007

TN 96004
DATE

PAGE

DES
MODEL_NAME
EMULATED

DES 2007
TN 9600004 VIRTUAL
TYPE 2007

FDN 916139675205
HUNT 916139675205

CLS UNR FBAWTA LPR MTD FNA HTA TDD HFD CRPD
MWA LMPN RMMD SMWD AAD IMD XHD IRD NID OLD VCE DRG1
POD SLKD CCSD SWD LNA CNDA
CFTD SFA MRD DDV CNID CDCA MSID DAPA BFED RCBD

5.7.4. Enable Call Waiting for Phone

In this section, it shows how to configure Call Waiting feature at phone level.

Log in to the Call Server CLI (please refer to Section 5.1.2 for more detail), configure Call
Waiting feature for phone by using LD 11 to change CLS to HTD, SWA and adding a CWT
key.

>ld 11
REQ: prt
TYPE: 2002p2

TN 96002
DATE

PAGE

DES
MODEL_NAME
EMULATED
KEM_RANGE

DES 2002P2
TN 9600002 VIRTUAL
TYPE 2002P2

CLS UNR FBD WTA LPR MTD FNA HTD TDD HFD CRPD
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MWA LMPN RMMD SMWD AAD IMD XHD IRD NID OLD VCE DRG1
POD SLKD CCSD SWA LNA CNDA

KEY 00SCR 37580 MARP
CPND
CPND_LANG ROMAN
NAME Carrierl
XPLN 13
DISPLAY_FMT FIRST,LAST
01 CWT
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6. Configure Avaya SBCE
This section describes the configuration of the Avaya SBCE necessary for interoperability with
the Avaya Communication Server and PAETEC Communications systems.

In this testing, according to the configuration reference Figure 1, the Avaya elements reside on
the Private side and the PAETEC Communications system reside on the Public side of the
network.

Note: The following section assumes that Avaya SBCE has been installed and that network
connectivity exists between the systems. For more information on Avaya SBCE, see Section 10
of these Application Notes.

6.1. Log in Avaya SBCE

Access the web interface by typing “https://x.x.x.X” (where x.x.x.X is the management IP of the
Avaya SBCE)

ipera UC-Sec - Windows Internet Explorer =& xi

5~ | hetpsifito.10.98.85¢ | W certficate Errar | 42| % ||| £~

File Edit View Favorites Tools Help

- = »)
W G @ welcome to Sipera UC-Sec 0 - s v |:bPage v () Tools v

©) Sipera

Systems

Choose a destination

UC-Sec Control Center IM Log Viewer

Figure 49: Avaya SBCE Web Interface
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Select UC-Sec Control Center and enter the login ID and password

©Sip

VolIP networks.

NOTICE TO USERS: This

result in civil and/or crimi

Signin
era lLogind ficec ||
|

Systems |Password escesssscssces

LEARN ~ VERIFY ~ PROTECT

The UC-Sec ™ family of products from Sipera Systems delivers comprehensive
VolIP security by adapting the best practices of internet security and by using unique,
sophisticated techniques such as VolIP protocol misuse & anomaly detection,
behavioral learning based anomaly detection and voice spam detection to protect

Visitthe Sipera Systems website to learn more.

system is for authorized use only. Unauthorized use of this

system is strictly prohibited. Unauthorized or improper use of this system may

nal penalties. Use of this system constitutes consent to

security monitoring. All activity is logged with login info, host name and IP address.
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6.2. Global Profiles
When selected, Global Profiles allows for configuration of parameters across all UC-Sec appliances.

6.2.1. Configure Server Interworking - Avaya Side

Server Interworking allows you to configure and manage various SIP call server-specific
capabilities such as call hold, 180 Handling, etc.

From the menu on the left-hand side, select Global Profiles = Server Interworking - Add

Profile

On the General Tab (Figure51):

Enter Profile name: CS1K_Car3
Check Hold Support as RFC2543 and 180 Handling as NO SDP.
Check Diversion Header Support as Yes.

o All other options on the General Tab can be left at default.
On the Timers, URI Manipulation, Header Manipulation and Advanced Tabs: All options
can be left at default. Click Finish

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 11:54:06 AM EDT

@ Alarms Incidents

[Ify statistics =] Logs

|5 UC-Sec Control Center
@Welcome
& Administration
[‘,5_\ Backup/Restore
ﬂ System Management
> I3 Global Parameters
(a[Global rofies]
B pomain Dos
&) Fingerprint
&]Server Interworking
@ Phone Interworking
f} Media Forking
S"g Routing
% Server Configuration
&5 Subscriber Profiles
olm Topology Hiding
Signaling Manipulation
&% URI Groups
b (3 SIP Cluster
) Domain Palicies
> |2 Device Specific Settings
() Troubleshooting
P 23 TLS Management
> ) IM Logging

.

Interworking Profiles

CS1K_Car3

¥ Diagnostics | (B uUsers

Click here to add a description.

3] Logout | @ Help

Global Profiles > Server interworking: CS1K_Car3
Rename Profile Clone Profile Delete Profile

General ‘ ‘ Timers || URI i d || Header i i ‘ ‘

Coswpot " TRrcosas]
180 Handling No SDP |
181 Handling None
182 Handling None
183 Handling None
Refer Handling No
3xcHandling Yes

Diversion Header Support Yes
Delayed SDP Handling No
T.38 Support No
URI Scheme siP
Via Header Format RFC3261
Privacy
Privacy Enabled No
User Name
P-Asserted-dentity No
P-Preferred-Identity No

Privacy Header

DTMF Support

None
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6.2.2. Configure Server Interworking — PAETEC side

From the menu on the left-hand side, select Global Profiles = Server Internetworking -
Add Profile
On the General Tab (Figure52):

e Enter Profile name: PAETEC
e Check Hold Support as RFC2543
e Check Diversion Header Support as Yes

o All other options on the General Tab can be left at default.
On the Timers, URI Manipulation, Header Manipulation and Advanced Tabs: All options
can be left at default. Click Finish

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 11:57:07 AM EDT

@ Alarms Incidents

[If statistics

(3 Uc-sec Control Center
@ Welcome
2. Administration

=] Logs | & Diagnostics

Global Profiles > Server Interworking: PAETEC

& users

Add Profile

@] Logout

Rename Profile Clone Profile Delete Profile

Lﬁj Backup/Restore Interworking Profiles Click here to add a description.
Sys1em Management CS1K_Car3 - " = -
> 2 Global Parameters = General ] I Timers ‘ ‘ URI | l Header Manipula | [ ‘
4 |2|Global Profiles| EAETES
Domain DoS Soneral
) Fingerprint Hold Support RFC2543
a/Server Interworking ST %
Q Phone Interworking andling one
% Media Forking 181 Handling None
ﬁ Routing 182 Handli N
% Server Configuration ancing one
&5 Subscriber Profiles 183 Handling None
ala Topology Hiding
Signaling Manipulation Reletianding £
£ URI Groups 2xx Handling Yes
2 SIP Cluster e
. £ Domain Policies Diversion Header Support Yes
> I Device Specific Settings Delayed SDP Handling No
() Troubleshooting e - N
> | TLS Management il i
> [ IM Logging URI Scheme SIP
Via Header Format RFC3261

Privacy Enabled No
User Name
P-Asserted-ldentity No
P-Preferred-ldentity No

Privacy Header

DTMF

DTMF Support None

Edit

Figure 52: Server Interworking — PAETEC Side

6.2.3. Configure Routing — Avaya side

Routing profiles define a specific set of packet routing criteria that are used in conjunction with
other types of domain policies to identify a particular call flow and thereby ascertain which
security features will be applied to those packets. Parameters defined by Routing Profiles include
packet transport settings, name server addresses and resolution methods, next hop routing
information, and packet transport types.

From the menu on the left-hand side, select Global Profiles - Routing - Add Profile
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Enter Profile Name: PAETEC To_CS1K _CAR3
e Next Hop Server 1: 10.10.97.178 (Avaya CS1000 Node IP address)
e Check Next Hop Priority
e Outgoing Transport: TCP
e Click Finish

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 12:05:10 PM EDT

@ Alarms Incidents |[Jy Statistics = =] Logs | & Diagnostics [ users
| UC-Sec Control Center Global Profiles > Routing: PAETEC_To_CS1K_CAR3
& Administration
[DJ Backup/Restore Routing Profiles Click here to add a description.

B8 system Management PAETEC_To_CS1K_CAR3 Routing Profile

> | Global Parameters

4 | 2|Global Profiles
& Domain DoS Add Routmg Rule

) Fingerprint Next | Ignore

81 Server Interworking Priority Next Hop Server 1 Next Hop Server 2 uAPm Hopm Roule Ot

{ﬂ Phone Interworking Transport
10 10.97.178

Media Forking

| Server Configuration

Figure 53: Routing To Avaya

6.2.4. Configure Routing - PAETEC side
The Routing Profile allows you to manage parameters related to routing SIP signaling messages.

From the menu on the left-hand side, select Global Profiles > Routing - Add Profile
Enter Profile Name: CS1K_Car3 _To PAETEC

e Next Hop Server 1: 20.20.64.220 (IP Address provided by PAETEC)

e Check Next Hop Priority

e Outgoing Transport as UDP

UC-Sec Control Center ©) Sipera

Welcome ucsec, y s A Ci :12:47 PM EDT

@ Alarms [
(2 UC-Sec Control Center

G TEC
“:¢ Administration
[Q Backup/Restore Routing Profiles Click here to add a description.
B8 system Management CS1K_Car3_To_PAETEC -
¥ [ Global Parameters . " . Rowing brofe
PAETEC_To_CS1K_CAR3

@] Logout \@ Help |

Add Routlng Rule

@ EMmgert Next Next | ignore
. Setver Intsrworking Priority URI Group Next Hop Server 1 Next Hop Server 2 Hop |NAPTR| SRV|Hopin| Route Torlannsngl
QPnone Interworking Pnonty Dialog | Header

ﬁ Media Forking

e TGt 202064220 O O { ]
onﬂguration
Figure 54: Routing To PAETEC
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6.2.5. Configure Server — Avaya Communication Manager

The Server Configuration screen contains four tabs: General, Authentication, Heartbeat, and
Advanced. Together, these tabs allow you to configure and manage various SIP call server-
specific parameters such as TCP and UDP port assignments, IP Server type, heartbeat signaling
parameters and some advanced options.

From the menu on the left-hand side, select Global Profiles - Server Configuration > Add
Profile

Enter profile name: CS1K_Car3
On General tab (Figure 55):
e Select Server Type: Call Server
e |IP Address: 10.10.97.178 (CS1000 Node IP Address)
e Supported Transports: Check UDP and TCP
e TCP Port: 5060, UDP Port: 5060

UC-Sec Control Center @ Sipera

Welcome ucsec, you signed in as Admin. Current server time is 12:07:59 PM EDT Systems
@ Alarms Incidents | [Ify Statistics = =] Logs | & Diagnostics | [f users &) Logout | @ Help
|2) UC-Sec Control Center Global Profiles > Server Configuration: CS1K_Car3

© welcome Add Profile Rename Profile Clone Profile Delete Profile
<& Administration

[ Backup/Restore Profile General || ication | | I | [ Dos wniteist | [ Dos protection |

ﬂsystem Management CS1K_Car3
> 0 Global Parameters  Gere
4 [2|Global Profiles| Server Type Call Server

B pomain Dos

,f;ia Fingerprint IP Addresses / FQDNs 10.10.97.178
% Server Interworking
@] Phone Interworking
&% Media Forking TCP Port 5060
;‘2 Routing

&5 Subscriber Profiles m
alm Topology Hiding

Signaling Manipulation

Supported Transports TCP, UDP

UDP Port 5060

Figure 55: Avaya CS1000 Server Configuration 1

On the Advanced Tab (Figure 56), select CS1K_Car3 for Interworking Profile
Click Finish (not shown)

UC-Sec Control Center
Welcome ucsec, you signed in as Admin. Current server time is 12:15:27 PM EDT
@ Alarms Incidents | [Jfj Statistics = = L ® Diagnostics | [l Users
(3 UC-Sec Control Center Global Profiles > Server Configuration: CS1K_Car3
< Administration
[ Backup/Restore General | | ication | | | [Advanced | | Dos wnitelist | | Dos Protection |
ﬂ System Management CS1K_Car3
“ |Q|Global Profiles Enable DoS Protection 2
& Domain DoS =
) Fingerprint Enable Grooming -
e server Interworking Interworking Profile CS1K_Car3
@ Phone Interworking g . 3 : 3
ﬁ Media Forking Signaling Manipulation Script CS1K
% Routing TCP Connection Type suBiD
i Server Configuration
&5 Subscriber Profiles UDP Connection Type SUBID
ala Topology Hiding
Signaling Manipulation m

Figure 56: Avaya CS1000 Server Configuration 2
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6.2.6. Configure Server - PAETEC ACME packet SBC
From the menu on the left-hand side, select Global Profiles - Server Configuration - Add
Profile
Enter profile name: PAETEC
On General tab (Figure 57):
e Select Server Type: Trunk Server
e IP Address: 20.20.64.220 (PAETEC Trunk Server)
e Supported Transports: Check UDP
e UDP Port: 5060

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 12:11:25 PM EDT
@ Alarms Incidents | [Jf Statistics = =] Diagnostics [ Users @] Logout @ Help

(2 UC-Sec Control Center Global Profiles > Server Configuration: PAETEC
© welcome Add Profile Rename Profile Clone Profile Delete Profile

“.¢ Administration

ﬂaf]Elackuleesture Profile General I I icati j | | | ‘ ‘ DoS Whitelist | , DoS Protection l
ﬂ System Management -PAETEC
» (2 Global Parameters pactc] | jGerew |
“ (D) Global Profiles £51K car Server Type Trunk Server
Domain DoS
&) Fingerprint IP Addresses / FODNs 20.20.64.220
% Server Interworking Supported Transports UDP
@ Phone Interworking
&% Media Forking UDP Port 5080
;"% Routing
%[ Server Configuration m

& Subscriber Profiles

Figure 57: PAETEC Server Configuration

On the Advanced Tab (Figure 58):
e Select PAETEC for Interworking Profile
e Select Signaling Manipulation Script: CS1K_To PAETEC

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 1:37:57 PM EDT
@ Alarms incidents | [I Statistics =] Logs | i Diagnostics | [f Users @] Logout @ Help

|2 UC-Sec Control Center Global Profiles > Server Configuration: PAETEC
@Welcome Add Profile Rename Profile Clone Profile Delete Profile

¢ Administration

[ Backup/Restore General | | ication | | [[ | [ Dos wnitetist | [ Dos protection |

ﬂ System Management PAETEC
> [ Global Parameters Rt Sonced
T ar:
4 D obal Profiles = Enable DoS Protection v
&4 Domain DoS
Enable Grooming I

) Fingerprint
1 Server Interworking Interworking Profile PAETEC
@ Phone Interworking
ﬁ Media Forking

4 Routing UDP Connection Type SUBID

& /Server Configuration
&5 Subscriber Profiles m

ala Topology Hiding

Signaling Manipulation Script CS1K_To_PAETEC

Figure 58: PAETEC Server Advanced Configuration

HV; Reviewed: Solution & Interoperability Test Lab Application Notes 63 of 91
SPOC 07/13/2012 ©2012 Avaya Inc. All Rights Reserved. PTCS1K75SBCE405



On the Heartbeat Tab (Figure 59):
e Check on Enable Heartbeat
Select Method as REGISTER (PAETEC requires registration)
Frequency: 70 seconds
From URI: 7133434377@20.20.64.220
To URI: 7133434377@20.20.64.220

- Check TCP Probe, TCP Probe Frequency: 10 seconds
Click Finish (not shown)

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 1:39:24 PM EDT
@ Alarms Incidents | [Jfy Statistics = =] Logs & users @] Logout | @ Help

| UC-Sec Control Center Global Profiles > Server Configuration: PAETEC

@ Weltome: Add Profile Rename Profile Clone Profile Delete Profile
“.¢ Administration

ﬂaijlackulees!ore General | I Authentication 1 | Heartbeat | | Advanced ‘ ‘ DoS Whitelist I , DoS Protection [

ﬂSystem Management

> | Global Parameters

Diagnostics

4 [2[Global Profiles €31k Cars Enable Hieattbeat v
E Domain DoS
) Fingerprint Method REGISTER
% server Interworking Frequency 70 seconds
@ Phone Interworking
&% Media Forking From URI 7133434377@20.20.64.220
&% Routing ToURI 7133434377@20.20.64.220
% Server Configuration
&8 Subscriber Profiles TCP Probe v

alm Topology Hiding
3 Signaling Manipulation
&% URI Groups

L) SIP Cluster m

TCP Probe Frequency 10 seconds

Figure 59: PAETEC Server Heartbeat Configuration
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6.2.7. Configure Topology Hiding — Avaya side

The Topology Hiding screen allows you to manage how various source, destination and routing
information in SIP and SDP message headers are substituted or changed to maintain the integrity
of the network. It hides the topology of the enterprise network from external networks

From the menu on the left-hand side, select Global Profiles = Topology Hiding
Enter Profile Name: CS1K_Car3
For the Header To,

e In the Criteria column select IP/Domain

¢ Inthe Replace Action column select: Overwrite

e In the Overwrite Value column: bvwdev7.com
For the Header Request-L.ine,

e In the Criteria column select IP/Domain
¢ In the Replace Action column select: Overwrite

e In the Overwrite Value column: bvwdev7.com
For the Header From,

e In the Criteria column select IP/Domain
¢ In the Replace Action column select: Overwrite
e |In the Overwrite Value column: bvwdev7.com

UC-Sec Control Center @ Sipera
Welcome ucsec, you signed in as Admin. Current server time is 1:42:48 PM EDT

Systems

@ Alarms Incidents | [Jfy Statistics = =] Logs | 5 Diagnostics [ users @] Logout | @ Help
© uc-ec Control Genter
. Administration
Qij Backup/Restore Topology Hiding Profiles Click here to add a description.
@System Management W —‘ -
(2 Global Parameters - Topcloay Hiding
* gt e ] cion | owewrtevoe__|
E Domain DoS
& Fingerprint Request-Line IP/Domain Qverwrite bwdev7.com
‘7 Server Interworking SDP IP/Domain Auto =
@ Phone Interworking
£ Media Forking Record-Route IP/Domain Auto =
E£dRouting From IP/Domain Overwrite bvwdev7.com
% Server Configuration
&5 Subscriber Profiles To IP/Domain Overwrite bvwdev7.com
1‘” Via IP/Domain Auto -
= Signaling Manipulation
£* URI Groups
L SIP Cluster m
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6.2.8. Configure Topology Hiding — PAETEC side

From the menu on the left-hand side, select Global Profiles - Topology Hiding
Enter Profile Name: PAETEC

For the Header To,
e In the Criteria column select IP/Domain
e In the Replace Action column select: Overwrite

e Inthe Overwrite Value column: 20.20.64.220
For the Header Request-L.ine,

e In the Criteria column select IP/Domain

¢ Inthe Replace Action column select: Overwrite
e Inthe Overwrite Value column: 20.20.64.220

UC-Sec Control Center

Weicome ucsec, you signed in as Admin. Current server time is 1:44:30 PM EDT
@ Alarms Incidents | [} Statistics =] Logs  #j Diagnostics |8 Users

3] Logout | @ Help
5 UC-Sec Control Center
B oo
& Administration
[a] Backup/Restore Topology Hiding Profiles Click here to add a description.
ﬂsystem Management CS1K_Car3 —‘
> [ Global Parameters — Topology Hiding
+ Cifgobat ot | arec]
g i Ropiace Acton Overwrtevaue
) Fingerprint

Request-Line IP/Domain Overwrite 20.20.64.220
s Server Interworking

SDP IP/Domain Auto
@ Phone Interworking
ﬂ Media Forking

Record-Route IPIDomain

Auto ==
E3Routing To IP/Domain Overwrite 20.20.64.220
% Server Configuration
&8 Subscriber Profiles Via IP/Domain Auto =
alnl ‘opology Hiding
Signaling Manipulation m

Figure 61: Topology Hiding PAETEC
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6.2.9. Configure Signaling Manipulation

The Avaya’s SIP signaling header manipulation feature is use for the UC-Sec product. This
feature adds the ability to add, change and delete any of the headers and other information in a
SIP message

From the menu on the left-hand side, select Global Profiles - Signaling Manipulation - Add
Script
Enter script Title: CS1IK_To PAETEC
o Edit the script as Figure 62 to remove unwanted Header and Mimes from the body in SIP
message and translate History Info to Diversion Header.
e Click Save (not shown)

UC-Sec Control Center

©) Sipera

Systems

Welcome ucsec, you signed in as Admin. Current server time is 5:45:04 PM EDT

@ Alarms incidents | [Jfj Statistics == Lo iagnostics | [ Users 3] Logout @ Help
(&) uC-Sec Control Center Global Profiles > Signaling Manipulation: CS1K_To_PAETEC
& welcome Download Script Clone Script Delete Script
< Administration -
|=!| Backup/Restore Sa Click here to add a description.
e —
ﬂ System Management —l
> |2 Global Parameters
4 |2|Global Profiles CS1K_To_PAETEC within session "ALL" ;J:d
Domain DoS {
;7‘ Fingerprint act on message where $DIRECTION="OUTBOUND" and $METHOD="INVITE" and $ENTRY_ POINT="POST_ROUTING™
B Server Interworking {
€3 Phone Interworking // Remove unwanted Headers
BEL 3 $HEADERS ["Content-Type"] [1].regex_replace("multipart/mixed ;boundary=unique-boundary-
& u Media Forking R 3 R =+
£ 1", "application/sdp”);
§ZRouting remove ($HEADERS ["Alert-Info”] [1]);
% Server Configuration remove (YHEADERS ["X-nt-e164-clid™] [1]):
&5 Subscriber Profiles
ala Topology Hiding // Remove unwanted mimes from the body.
Al Ml // The SBC will not remove the SDP MIME, so "x-nt-mcdn-frag-hex” = $BODY[1]
3 £ URI Groups // After "x-nt-mcdn-frag-hex" is removed, "x-nt-esn5-frag-hex" moves up one...
2 SIP Cluster // So the same command removes "x-nt-esn5-frag-hex".
) Domain Palicies // BEnd sc on (e.g.,"x-nt-epid-frag-hex").
I |2 Device Specific Settings =
> |2 Troubleshooting Eemoye (SBODELLT) 7
= remove ($BODY[1]) ;
) TLS Management remove ($BODY[1]) ;
2 IM Logging
// Covert HISTORY INFO TO DIVERSION HERDER
$HEADERS["Diversion”] [1] = "sip:dummy@dummy.com”:
$HEADERS ["Diversion”] [1] .URI.SCHEME = $HEADERS["History-Info"]([1].URI.SCHEME;
$HEADERS ["Diversion”] [1] .URI.USER = $HEADERS(["History-Info"][1].URI.USER;
$HEADERS ["Diversion”] [1].URI.HOST = $HEADERS(["History- [1] .URI.HOST;
$HEADERS ["Diversion”] [1].URI.PORT = $HEADERS["History-Info"][1].URI.PORT;
SHEADERS["Diversion”] [1] .URI.FPAREMS["reason”] = "unconditional”;
SHEADERS["Diversion”] [1] .URI.PAREMS ["counter”] = "1";
$HEADERS ["Diversion”] [1].URL.PARRMS ["privacy”] = "0ff";
s remove ($HEADERS["History-Info"]([2]):
" remove (SHEADERS["History-Info"][1]):
1
} BT

Figure 62: Signaling Manipulation

6.3. Domain Policies

The Domain Policies feature allows you to configure, apply, and manage various rule sets (policies)
to control unified communications based upon various criteria of communication sessions originating
from or terminating in the enterprise. These criteria can be used to trigger different policies which
will apply on call flows, change the behavior of the call, and make sure the call does not violate any
of the policies. There are default policies available to use, or you can create a custom domain policy.

HV; Reviewed:
SPOC 07/13/2012

Solution & Interoperability Test Lab Application Notes
©2012 Avaya Inc. All Rights Reserved.

67 of 91
PTCS1K75SBCE405



6.3.1. Create Application Rules

Application Rules allow you to define which types of SIP-based Unified Communications (UC)
applications the UC-Sec security device will protect: voice, video, and/or Instant Messaging
(IM). In addition, you can determine the maximum number of concurrent voice and video
sessions your network will process on order to prevent resource exhaustion.

From the menu on the left-hand side, select Domain Policies - Application Rules
Select default Rule
Select Clone Rule button

e Name: CS1K_Car3_AppR

e Click Finish (not shown)

UC-Sec Control Center
Welcome ucsec, you signed in as Admin. Current server time is 1:49:20 PM EDT
@ Alarms Incidents | [Jy Statistics = =] Logs | &% Diagnostics (B users @] Logout '@ Help
8. Sec ool Corie
- Administration
|=] Backup/Restore Application Rules Click here to add a description.
ﬁ System Management ———-———‘
» 2 Global Parameters fipptcatonRule
> [ Global Profiles ESti-Cars AR
- [ SIP Cluster Application Type nm Maximum Concurrent Sessions Maximum Sessions Per Endpoint
4 (=[Domain Policie Voice ~ [~ 1000 1000
[“JApplication Rules
& Border Rules Video i
[El Media Rules m il O
|-} Security Rules
:.:/'Tlme of Day Rules COR Support Norie
= End Point Policy Groups
{ty) Session Policies IM Logging No
» |2 Device Specific Settings RTCP Keep-Alive No
> I Troubleshooting
> | TLS Management
> 2 IM Logging m

Figure 63: Avaya CS1000 Application Rule
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From the menu on the left-hand side, select Domain Policies = Application Rules
Select the default Rule

Select Clone Rule button
e Name: PAETEC_AppR
e Click Finish (not shown)

|5 UC-Sec Control Center

& Administration
|| Backup/Restore Application Rules Click here to add a description.
ﬂ System Management [default —1
> |2 Global Parameters - Aupcaton ke
> (3 Global Profiles CS1K_Car3_AppR
> £ SIP Cluster TR Application Type | m [out| Maximum Concurrent Sessions Maximum Sessions Per Endpoint
4 ([Domain Policies] = Voice ¥ & 1000 1000
[Zl|Application Rules
|8 Border Rules s 8
[El Media Rules M o 8§
|} Security Rules
::J Time ofDay‘ Rules CDR Support None
= End Point Policy Groups
) Session Policies IM Logging No
_7 Device Specific Settings RTCP Keep-Alive No
b |2 Troubleshooting
> I3 TLS Management
> (2 IM Logging m

Figure 64: PAETEC Application Rule
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6.3.2. Create Border Rules

Border Rules allow you control NAT Traversal. The NAT Traversal feature allows you to
determine whether or not call flow through the DMZ needs to traverse a firewall and the manner
in which pinholes will be kept open in the firewall to accommodate traffic

From the menu on the left-hand side, select Domain Policies - Border Rules
Select the default Rule

Select Clone Rule button

Name: CS1K_Car3_BorderR

Click Finish (not shown)

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time
@ Alarms Incidents | [Ify Statistics = =]
I3 UC-Sec Control Center

@ Welcome

. Administration

|L)| Backup/Restore

ﬁ System Management
> [ Global Parameters

i 2 Global Profiles

> [ SIP Cluster

4 ([Domain Policies]

[Z3) Application Rules
[&{Border Rules
=1 Media Rules
|-} security Rules

' Signaling Rules
J Time of Day Rules
% End Point Policy Groups
{&) session Policies

Domain Policies > Border

is 1:51:56 PM EDT
==

stics

& users

: CS1K_Car3_BorderR

Add Rule

|F|Iter By Device...

Click here to add a description.

NAT Traversal

Clone Rule Delete Rule

Enable Natting 72
Refresh Interval 80
Refresh For All Clients E
Use SIP Published IP 2
Use SDP Published IP v

> |2 Device Specific Settings
> 12 Troubleshooting
> |2 TLS Management

Figure 65: Avaya CS1000 Border Rule
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From the menu on the left-hand side, select Domain Policies - Border Rules

Select the default Rule

Select Clone Rule button
e Name: PAETEC BorderR
e Click Finish (not shown)

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 1:52:58 PM EDT

@ Alarms

Incidents

[Ify statistics =] Logs | & Diagnostics | [f users

ﬂ System Management
> (2 Global Parameters
2 Global Profiles
> |2 SIP Cluster
+ ([Domain Policies]

> |2 Device Specific Settings
(L Troubleshooting
() TLS Management

CS1K_Car3_BorderR

PAETEC_BorderR

NAT Traversal

(3 UC-Sec Control Center Domain Policies > Border Rules: PAETEC_BorderR
@ Welcome PEETl | [Firer By Device . = Clone Rule Delete Rule
¢ Administration
|5l Backup/Restore Click here to add a description.

Enable Natting I
Application Rule Refresh Interval 80
afBorserRues
[l Media Rules Refresh For All Clients ]
L:} Security Rules

2! Signaling Rules

& Time of Day Rules Use SIP Published IP 2
%  End Point Policy Groups 7z
@ Session Policies Use SDP Published IP v

Figure 66: PAETEC Border Rule

6.3.3. Create Media Rules

Media Rules allow you to define RTP media packet parameters such as prioritizing encryption
techniques and packet encryption techniques. Together these media-related parameters define a
strict profile that is associated with other SIP-specific policies to determine how media packets

matching these criteria will be handled by the UC-Sec security product

From the menu on the left-hand side, select Domain Policies > Media Rules

Select the default-low-med Rule

Select Clone Rule button
e Name: CS1K Car3_MediaR
e Click Finish (not shown)

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 1:54:47 PM EDT

@ Alarms Incidents

[l statistics

|2 UC-Sec Control Center
@ Welcome
~.¢ Administration
\}]ﬂ Backup/Restore
ﬂ System Management
> |0 Global Parameters
L2 Global Profiles
> (23 SIP Cluster
“>2
[Z] Application Rules
E Border Rules
Filued Rues
|2} Security Rules
" Signaling Rules
J Time of Day Rules
%  End Point Policy Groups
{i Session Policies

default-low-med-enc
default-high
default-high-enc

avaya-low-med-enc

CS1K_Car3_MediaR

|F|Iler By Device...

=

Click here to add a description.

@] Logout

Clore e | betete e

@ Help

Media NAT | | Media Encryption | | Media Anomaly | | Media Silencing | | Media Qos | | Turing Test |

Media NAT

Learn Media IP dynamically

Figure 67: Avaya CS1000 Media Rule

From the menu on the left-hand side, select Domain Policies 2> Media Rules
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Select the default-low-med Rule
Select Clone Rule button

e Name: PAETEC_MediaR
e Click Finish (not shown)

UC-Sec Control Center

Weicome ucsec, you signed in as Admin. Current server time is 1:56:04 PM EDT

@ Alarms Incidents | [Jf Statistics =] Logs @3 Diagnostics |8 Users @] Logout @ Help
5 uc-sec Control Center
< Administration
|l Backup/Restore Click here to add a description.
B8 system Management defaultdow-med = = = 5 e = =
= = M Media Encryption | | Media Anom: Media Media QoS | | Turing Test
12 Global Parameters Wogia NAT ‘ ‘ L ‘ ‘ i I ‘ [ l Qo I | 2 |
> 3 Global Profiles default-low-med-enc
- 5 SP Cluster ARG |
o 5 Media NAT Learn Media IP dynamically
[ Application Rules default-high-enc
& Border Rules avaya-ow-med-enc m
1 Media Rules 5
D Security Rules CS1K_Car3_MediaR
' Signaling Rules PAETEC_MediaR
J Time of Day Rules
7 End Point Policy Groups
{} Session Policies

Figure 68: PAETEC Media Rule

6.3.4. Create Security Rules

Security Rules allow you to define which enterprise-wide VoIP and Instant Message (IM)
security features will be applied to a particular call flow. Security Rules allows you to configure
Authentication, Compliance, Fingerprinting, Scrubber, and Domain DoS. In addition to
determining which combination of security features are applied, you can also define the security
feature profile so that the feature is applied in a specific manner to a specific situation

From the menu on the left-hand side, select Domain Policies = Security Rules
Select the default-med Rule
Select Clone Rule button
e Name: CS1K_Car3_SecurityR
Click Finish (not shown)

@ Alarms Incidents

I UC-Sec Control Center
Welcome

l_“aj Backup/Restore Click here to add a description.
ﬁ System Management Fem— Z = = =
» [ Global Parameters ettt A | [ G ‘ | S ‘ ‘ ‘ ‘ Domain DoS ‘
> 22 Global Profiles =il
- 53 SP Cluster defaulthigh
4 [2[Domain Policies] : Enabled No
[=) Application Rules
& Border Rules m
Bl Media Rules
|-2[Securty Rues |
. Signaling Rules
J Time of Day Rules
= End Point Policy Groups
{) Session Policies

[Ify Statistics =] Logs Diagnostics | (B users & Logout | @ Help

Figure 69: Avaya CS1000 Security Rule
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From the menu on the left-hand side, select Domain Policies = Security Rules
Select the default-med Rule
Select Clone Rule button

e Name: PAETEC_SecurityR

e Click Finish (not shown)

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 1:59:44 PM EDT

@ Alarms Incidents | [Jy statistics =] Log: nostics  [& Users H
(3 UC-Sec Control Center Domain Policies > PAETEC_SecurityR
@Welcome -
d Rule |F|Iter By Device... Rename Rule Clone Rule Delete Rule
~.¢ Administration
|5l Backup/Restore Click here to add a description.
System Management
B syster 9 defaultdow ication | | Compliance | [ Fingerprint | | | [ Domain pos |
> | Global Parameters
» (23 Global Profiles default med
> B Authentication
4 3[pomain Policies] Enabled No

[ Application Rules CS1K.Car:SecuriyR
E Border Rules m
[El Media Rules
B

" Signaling Rules
J Time of Day Rules
%  End Point Policy Groups
{) Session Policies

Figure 70: PAETEC Security Rule
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6.3.5. Create Signaling Rules

Signaling Rules allow you to define the action to be taken (Allow, Block, Block with Response,
etc.) for each type of SIP-specific signaling request and response message. When SIP signaling
packets are received by the UC-Sec, they are parsed and “patternmatched” against the particular
signaling criteria defined by these rules. Packets matching the criteria defined by the Signaling
Rules are tagged for further policy matching

From the menu on the left-hand side, select Domain Policies = Signaling Rules
Select the default Rule
Select Clone Rule button

e Name: CS1K_Car3_SigR

¢ Click Finish (not shown)

UC-Sec Control Center

Weicome ucsec, you signed in as Admin. Current server time is 2:

@ Alarms Incidents

[ statistics =] Logs

Diagnostics

& users

ﬂ System Management
[ Global Parameters
(2 Global Profiles
> [ SIP Cluster

J Time of Day Rules

% End Point Policy Groups

3] Logout @ Help

[ Uc-Sec Control Center Domain Policies > Signaling Rules: CS1K_Car3_SigR
© Welcome PEETl | [Firer By Device . = Clone Rule Delete Rule
“.¢ Administration
|l Backup/Restore Click here to add a description.

General | i

‘ ‘ esponses ‘ l Request Headers [ |

Headers | | signaling Qos |

default
CS1K_Car3_SigR

Enable Content-Type Checks
Action

Exception List

|

4 [[Domain Policies | Requests Allow
L;]Application Rujes Non-2XX Final Responses Allow
|8 Border Rules
[El Media Rules Optional Request Headers Allow
= g
(2D Securty Rules Optional Response Headers Allow

.'[Signaling Rules

|

ﬂh Session Policies Requests Allow
: _J Devics Snecific Selings Non-2XX Final Responses Allow
b I Troubleshooting
> | TLS Management Optional Request Headers Allow
¥ @ M Loaing Optional Response Headers Allow

Content-Type Policy

Allow

2
Multipart Action Allow

Exception List
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From the menu on the left-hand side, select Domain Policies = Signaling Rules
Select the default Rule
Select Clone Rule button
e Name: PAETEC SigR
e Click Finish (not shown)

UC-Sec Control Center

Weicome ucsec, you signed in as Admin. Curre

@ Alarms Incidents

[Ify Statistics

|2 UC-Sec Control Center
@ Welcome
< Administration
IHJ Backup/Restore
ﬂ System Management
¥ |2 Global Parameters
> 12 Global Profiles
i 3 SIP Cluster
4 (5[Domain Policies |
[-] Application Rules
I8 Border Rules
[El MediaRules
Q Security Rules
J Time of Day Rules
End Point Policy Groups
Session Policies
> |2 Device Specific Settings
P> (23 Troubleshooting
|2 TLS Management
& |2 IM Logging

CS1K_Car3_SigR

PAETEC_SigR

@] Logout @

iR
Click here to add a description.
General|| H esponsesHwaestHeadefs” Headers” i i Qosl
Inbound
Requests Allow
Non-2XX Final Responses Allow
Optional Request Headers Allow
Optional Response Headers Allow

|

Requests Allow
Non-2XX Final Responses Allow
Optional Request Headers Allow
Optional Response Headers Allow

Content-Type Policy
Enable Content-Type Checks Vv
Action Allow

Multipart Action Allow

Exception List Exception List
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The below configuration on PAETEC Signaling Rule converts 183 with SDP to 180 no SDP

Select the Response Headers Tab
Select Add in Header Control

Header Name: Contact
Response Code: 183
Method Name: INVITE
Header Criteria: Forbidden

Presence Action: Change response to 180 Ringing
Click Finish (not shown)

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 2:20:53 PM EDT
@ Alarms Incidents | [Jfy Statistics = =] Logs | ® Diagnostics | [f users

@] Logout | @ Help

(5 UC-Sec Control Center Domain Policies > Signaling Rules: PAETEC_SigR
¢ Administration
()| Backup/Restore Signaling Rules Click here to add a description.
ﬁ System Management default] = =
5 3 Global Parameters - General | i Requests ‘ [ Responses } [ Request Headers I | Response Headers ] l Signaling QoS [
> [ Global Profiles CSIK-Cars SloR

> |2 SIP Cluster PAETEC_SigR Add In Header Control Add Out Header Control
=

Rl Aopricaton Rlo5 m . cmese “ i) ll
|8 Border Rules 5

ledia Rules onta orbidden 0 o
El Media Rul 1 Contact 183 INVITE Forbidd Chagag responsedn 48k N N > X

= Ringing”
L}SecurityRules ging

.'{Signaling Rules

& Time of Day Rules
2 End Point Policy Groups

Figure 73: PAETEC Signaling Rule 2
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6.3.6. Create Time of Day Rules

A Time-of-day (ToD) Rule allows you to determine when the domain policy it is assigned to will
be in effect. ToD Rules provide complete flexibility to fully accommodate the enterprise by, not
only determining when a particular domain policy will be in effect, but also to whom it will
apply, and for how long it will remain in effect

From the menu on the left-hand side, select Domain Policies - Time of Day Rules
Select the default Rule
Select Clone Rule button

e Name: CS1K _Car3 ToDR

e Click Finish (not shown)

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 2:22:10 PM EDT

@ Alarms Incidents | [Jfy Statistics | ] Logs | & Diagnostics | [f Users @] Logout | @ Help
(3 Uc-Sec Control Center Domain Policies > Time of Day Rules: CS1K_Car3_ToDR
Filter By Device... = Rename Rule Clone Rule Delete Rule
¢ Administration - I Y ‘J
fﬁ?j Backup/Restore Click here to add a description.
System M. it
B =
CS1K_Car3_ToDR
> [ Global Profiles
- 58P Custer -
“ D Start Date 0111712012 End Date Never
[T Application Rules
|8 Border Rules Time
Bl vediaRules Start Time 12:00 Al End Time 1159 P
|-} Security Rules
R
% End Point Policy Groups @ Daily & EveryDay
% &) Session Policies " Weekly " Every Weekday
|2 Device Specific Settings © Every Weekend
[ Troubleshooting € Monthly Y,
> | TLS Management
> |2 IM Logging m
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From the menu on the left-hand side, select Domain Policies - Time of Day Rules
Select the default Rule
Select Clone Rule button

e Name: PAETEC_ToDR

e Click Finish (not shown)

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server fime is 2:23:30 PM EDT
@ Alarms Incidents | [|fy Statistics = =] Logs | & Diagnostics [B Users 3] Logout @ Help
| UC-Sec Control Center Domain Policies > Time of Day Rules: PAETEC_ToDR

plettome Lol | [Fiter By Device... | CloneRule | Delete Rule

<& Administration

Hﬁfj Backup/Restore Time of Day Rules Click here to add a description.
System Management -
Time of Day

I (2 Global Parameters
CS1K_Car3_ToDR

i 2 Global Profiles
¢ £ SIP Cluster PAETEC_ToDR o |

Pl Start Date 011712012 End Date Never
_:!Appllcatlun Rules
|8 Border Rules Time
[l Media Rules Start Time 12:00 AW End Time 11:59 PM

Q Security Rules
g oralnoRes
| Time of Day Rules

% End Point Policy Groups @ Daily & EveryDay

Ty; Session Policies € Weekly  Every Weekday
L evice Specific Settings € Every Weekend
b (2 Troubleshooting © Monthly A

I |2 TLS Management

> | IM Logging m

Figure 75: PAETEC Time of Day Rule
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6.3.7. Create Endpoint Policy Groups

The End-Point Policy Group feature allows you to create Policy Sets and Policy Groups. A
Policy Set is an association of individual, SIP signaling-specific security policies (rule sets):
application, border, media, security, signaling, and ToD. (Each of which was creating using the
procedures contained in the previous sections.) A Policy Group is comprised of one or more
Policy Sets. The purpose of Policy Sets and Policy Groups is to increasingly aggregate and
simplify the application of UC-Sec security features to very specific types of SIP signaling
messages traversing through the enterprise

From the menu on the left-hand side, select Domain Policies - End Point Policy Groups
Select Add Group
Name: CS1K_Car3_PolicyG
e Application Rule: CS1K_Car3_AppR
Border Rule: CS1K_Car3_BorderR
Media Rule: CS1K_Car3_MediaR
Security Rule: CS1K_Car3_SecurityR
Signaling Rule: CS1K_Car3_SigR
e Time of Day: CS1K _Car3 ToDR
Select Finish (not shown)

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 2:25:10 PM EDT

@ Alarms Incidents | [} Statistics =] Logs  #j Diagnostics |8l Users @] Logout @ Help
(5 UC-Sec Control Center Domain Policies > End Point Policy Groups: CS1K_Car3_PolicyG
© welcome |Fi|ler By Device..
“¢ Administration
|2l Backup/Restore Policy Groups Click here to add a description.
ﬂ System Management defaultlow
() Global Parameters Hover over a row to see its description.
L Global Profiles default-low-enc [Poticy Grou |
> | SIP Cluster default-med
4
" Dsvolcat defaut mectenc BEGRT
[= Application Rules
~icr il St | Appiication | ___Border | Meda | Secuiy | _Sgnaing |
g ime of Day
[El Media Rules m ..
D Security Rules default-high-enc 1 | CS1K_Car3_AppR CS1K_Car3_BorderR CS1K_Car3_MediaR CS1K_Car_SecurityR CS1K_Car3_SigR CS1K_Car3_ToDR .2 &
\' Signaling Rules CS1K_Car3_PolicyG
J Time of Day Rules
7 |End Point Policy Groups
{it; Session Policies

Figure 76: Avaya CS1000 End Point Policy Group

HV; Reviewed: Solution & Interoperability Test Lab Application Notes 79 of 91
SPOC 07/13/2012 ©2012 Avaya Inc. All Rights Reserved. PTCS1K75SBCE405



From the menu on the left-hand side, select Domain Policies - End Point Policy Groups
Select Add Group
Name: PAETEC_PolicyG
e Application Rule: PAETEC _AppR
Border Rule: PAETEC _BorderR
Media Rule: PAETEC _MediaR
Security Rule: PAETEC _SecurityR
Signaling Rule: PAETEC _SigR
Time of Day: PAETEC _ToDR

Select Finish (not shown)

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 2:26:36 PM EDT
@ Alarms Incidents | [Ify Statistics = =] Logs gnostics | |Gl Users ] Logout @ Help
T UG Sec Gontol Ceer
. TR | ey Do
& Administration
[E] Backup/Restore Click here to add a description.

ﬂ System Management
> () Global Parameters detectiity Hover over a row to see its description.
> 3 Global Profiles Cletoull Jow:-coe "Poticy Group |
> [ SIP Cluster default-med

+ ClpomainFaices]

= b
[=] Application Rules Sliiianks
shoore ules defauithigh m__m TmeorDay | ||

[El Wedia Rules -
Ldsecumy Rules default-high-enc n PAETEC_AppR PAETEC_BorderR PAETEC_MediaR PAETEC_SecurityR PAETEC_SigR PAETEC_ToDR 2 od

' Signaling Rules CS1K_Car3_PolicyG

'\;1 Time of Day Rules -
* |End Point Policy Groups PAETEC_PolicyG

Figure 77: PAETEC End Point Policy Group
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6.4. Device Specific Settings

The Device Specific Settings feature for SIP allows you to view aggregate system information,
and manage various device-specific parameters which determine how a particular device will
function when deployed in the network. Specifically, you have the ability to define and
administer various device-specific protection features such as Message Sequence Analysis
(MSA) functionality, end-point and session call flows and Network Management.

6.4.1. Manage Network Settings
From the menu on the left-hand side, select Device Specific Settings = Network Management
Enter the IP Address and Gateway Address for both the Inside and the Outside interfaces:

e |IP Address for Inside interface: 10.10.97.189; Gateway: 10.10.97.129

e |IP Address for Outside interface: 10.10.98.112; Gateway: 10.10.98.97
Select the physical interface used in the Interface column:

e Inside Interface: Al
e OQOutside Interface: B1

UC-Sec Control Center

Weicome ucsec, you signed in as Admin. Current server time is 7:59:11 PM EST

@ Alarms Incidents | [Jfy Statistics = =] Logs 5 Diagnostics ([ Users & Logout @ Help

|23 UC-Sec Control Center Device Specific Seftings > Network Management: sipera
@Welcome
<28 Administration
[l BackupRestore Network C ion | | Configurati
ﬂ System Management sipera

i 12 Global Parameters
> (2 Global Profiles
> |2 SIP Cluster

) Domain Policies

- A1 Netmask A2 Netmask B1 Netmask B2 Netmask

4 | O)|Device Specific Settings T T, ‘ |
% Network Management s S
=1 Media Interface
@ Save Changes
2! Signaling Interface Add IP 2 =
£ signaling Forking Clear Changes
Siowr Pusce T
@9 End Point Flows
{ini Session Flows [10.1097.189 I |[[10-10.87.129 far 1| x
£ Two Factor [10.1098.112 [ [[[10.10.98.87 [I[B1  =]| %
& it il ||/10.10. |
¢§ Relay Semvices

L) Troubleshooting
(2 TLS Management
I3 IM Logging

Figure 78: Network Management
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Select the Interface Configuration Tab.
Toggle the State of the physical interfaces being used.

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 8:00:05 PM EST

ﬂ System Management
P 12 Global Parameters

sipera

@ Alarms incidents [l Statistics =] Logs | & Diagnostics | [ Users & Logout | @ Help
2 UC-Sec Control Center Device Specific Settings > Network Management: sipera

@Welcome

<. Administration

[Ejsackup/Restore Network Configuration | | Interface Configuration |

© Sipera

&> (2 Global Profiles A Enabled Toggle State

b |2 SIP Cluster

> (£ Domain Policies A2 Disabled Toggle State

4 | Z) Device Specific Settings | B1 Enabled |
@ Network Management
Media Interface B2 Disabled Togdle State

e samincave Siaws

4" Signaling Interface
f"f Signaling Forking
{5 SNMP

nd Point Flows
i Session Flows
i Two Factor

& Relay Senvices

Figure 79: Network Interface Status

6.4.2. Create Media Interfaces

Media Interfaces (Figure 80) define the type of signaling on the ports. The default media port
range on the Avaya can be used for both inside and outside ports

From the menu on the left-hand side, select Device Specific Settings = Media Interface
Select Add Media Interface

e Name: InsideMedia

e Media IP: 10.10.97.189 (Internal Address toward Avaya CS1000)
e Port Range: 35000 - 40000
e Click Finish (not shown)

Select Add Media Interface
¢ Name: OutsideMedia_Avaya
Media IP: 10.10.98.112 (External Internet Address toward PAETEC trunk)
Port Range: 35000 - 40000
Click Finish (not shown)

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 8:03:31 PM EST

@ Alarms incidents [l Statistics =] Logs | & Diagnostics |[ff Users & Logout | @ Help
(3 UC-Sec Control Center Device Specific Seftings > Media Interface: sipera

© Welcome

<.# Administration

(£l Backup/Restore Media Interface

System Management sipera

i [ Global Parameters

i |2 Global Profiles

|2 SIP Cluster

& (22 Domain Policies

“ C[pevice specific settings]

=% Network Management

Modifying or deleting an existing media interface will require an application restart before taking effect. Application restarts can be
s el :

S S N T S

== - InsideMedia 10.10.97.189 35000 - 40000 2 X

ce OutsideMedia_Sipera 10.10.98.112 35000 - 40000 2K

’} Signaling Forking

{5 SNMP

@ End Point Flows

&, Session Flows

Figure 80: Media Interface
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6.4.3. Create Signaling Interfaces
Signaling Interfaces (Figure 81) define the type of signaling on the ports

From the menu on the left-hand side, select Device Specific Settings = Signaling Interface
Select Add Signaling Interface

Name: InsideSIP

Media IP: 10.10.97.189 (Internal Address toward Avaya CS1000)

TCP Port: 5060

UDP Port: 5060

Click Finish (not shown)

From the menu on the left-hand side, select Device Specific Settings = Signaling Interface
Select Add Signaling Interface

Name: OutsideSIP_Sipera

Media IP: 10.10.98.112 (External Internet Address toward PAETEC trunk)
TCP Port: 5060

UDP Port: 5060
Click Finish (not shown)

UC-Sec Control Center
Welcome ucsec, you signed in as Admin. Current server time is 8:04:20 PM EST
@ Alarms Incidents | [Jy Statistics =] Logs | & Diagnostics | [ffl Users @] Logout | @ Help
) UC-Sec Control Center Device Specific Settings > Signaling Interface: sipera

@Welcome

<. Administration

=] Backup/Restore ioneiing foTace

System Management sipera

> |2 Global Profiles
il [ wame | onamgp | rcepon | woppon | miseon | vispome | | |
> |2 Domain Policies InsideSIP 10.10.97.189 5060 5060 — None X

“:iybevice Specific Sefings OutsideSIP_Sipera 10.10.98.112 5060 5060 = None 2%

=% Network Management
E Media Interface

@9 End Point Flows
gg,, Session Flows
% Two Factor

é_; Relay Services

Figure 81: Signaling Interface
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6.4.4. Configuration Server Flows
Server Flows (Figure 82) allow us to categorize trunk-side signaling and apply a policy.

6.4.4.1 Create End Point Flows - To Avaya CS1000
From the menu on the left-hand side, select Device Specific Settings = End Point Flows
Select the Server Flows Tab
e Flow Name: PAETEC To_CS1K75
Server Configuration: PAETEC
URI Group: *
Transport: *
Remote Subnet: *
Received Interface: InsideSIP

Signaling Interface: OutsideSIP_Sipera
Media Interface: OutsideMedia_Sipera

End Point Policy Group: PAETEC_PolicyG
Routing Profile: PAETEC _To_CS1K_CAR3
Topology Hiding Profile: PAETEC

File Transfer Profile: None

Click Finish (not shown)

UC-Sec Control Center @ Sipera
Welcome ucsec, you signed in as Admin. Current server time is 2:30:48 PM EDT Systems
@ Alarms Incidents | [Jfj Statistics = =] Logs & Diagnostics [@ Users @] Logout | @ Help
|2 UC-Sec Control Center Device Specific Settings > End Point Flows: sipera

@Welcome

& Administration
(] Backup/Restore Subscriber Flows | || Server Flows l l
ﬂ System Management
> |2 Global Parameters Server Configuration: PAETEC
2 Global Profiles

> |2 SIP Cluster
= URI lemote | Received
O e et
4 | [Device Specific Settings| -
[ | |PAETEC_To_cS1K75 ¥ .

[i?.,NeiworkManagemem * [InsidesSIF O '_Sipera OutsideMedia_Sipera PAETEC_PolicyG PAETEC_To_CS1K_CAR3 PAETEC
E Media Interface
" Signaling Interface
’? Signaling Forking
) SNMP

it Session Flows

Figure 82: End Point Flows to Avaya CS1000
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6.4.4.2 Create End Point Flows — To PAETEC
From the menu on the left-hand side, select Device Specific Settings = End Point Flows
Select the Server Flows Tab

e Flow Name: CS1K75 To PAETEC
Server Configuration: CS1K_Car3
URI Group: *
Transport: *
Remote Subnet: *
Received Interface: OutsideSIP_Sipera
Signaling Interface: InsideSIP
Media Interface: InsideMedia
End Point Policy Group: CS1K_Car3_PolicyG
Routing Profile: CS1K_Car3_To PAETEC
Topology Hiding Profile: CS1K_Car3
File Transfer Profile: None
Click Finish (not shown)

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 2:30:18 PM EDT

@ Alarms

Incidents  [Jf sta

& users

(3 Uc-sec Control Center
@ welcome
& Administration
[“g.fj Backup/Restore
B8 system Management
¥ [ Global Parameters
© [ Global Profiles
> | SIP Cluster
& |2 Domain Policies
4 o[Device Specifc Setings |
@ Network Management
E Media Interface
' Signaling Interface
@ Signaling Forking
ﬂh SNMP
& Session Flows
m Two Factor
@a Relay Services

Point Flows: sipera

iber Flows |ServerFlows ‘ |

Server Configuration: CS1K_Car3

Received Signaling Media
Interface Interface

End Point Policy
Interface Group

CS1K_Car3_PolicyG CS1K_Car3_To_PAETEC CS1K_Car3

o URI Remote .
dentene et
" CS81K75_To_PAETEC i S 2

Server Configuration: PAETEC

Remote | Received End Point Policy
m@

] PAETEC_To_CS1K75 _Sipera OutsideMedia_Sipera PAETEC_PolicyG PAETEC_To_CS1K_CAR3 PAETEC

'_Sipera InsideSIF

HV; Reviewed:

SPOC 07/13/2012

Figure 83: End Point Flows to PAETEC
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7. Verification Steps
The following steps may be used to verify the configuration

7.1. General

Place an inbound call from a PSTN phone to an internal Avaya phone, answer the call, and
verify that two-way speech path exists. Verify that the call remains stable for several minutes and
disconnects properly

7.2. Verification of an Active Call on Call Server

Active Call Trace (LD 80)
The following is an example of one of the commands available on the Communication Server
1000 to trace the DN for which the call is in progress or idle. The call scenario involved PSTN
phone number 6139675205 calling 7133433758.
e Login on to Signaling Server 10.10.97.177 with admin account and password.
e [Issue a command “cslogin” to login on to the Call Server.
e Log in to the Overlay command prompt, issue the command LD 80 and then trace 0
3758.
e After the call is released, issue command trac 0 3758 again to see if the DN is released
back to idle state.
Below is the actual output of the Call Server Command Line mode when the 3758 is in call state:

>|d 80
.trac 0 3758
ACTIVE VTN 096 0 00 02

ORIG VTN 10000000 VTRKIPTI RMBR 1001 INCOMING VOIP GW CALL
FAR-END SIP SIGNALLING IP: 20.20.64.220
FAR-END MEDIA ENDPOINT IP: 10.10.97.242 PORT: 24574
FAR-END VendorID: Not available
TERM VTN 096 00002 KEY 0 SCR MARP CUST 0 DN 3758 TYPE 2002P2
SIGNALLING ENCRYPTION: INSEC
MEDIA ENDPOINT IP: 10.10.98.3 PORT: 5200
MEDIA PROFILE: CODEC G.711 MU-LAW PAYLOAD 20 ms VAD OFF
RFC2833: RXPT 101 TXPT 101 DIAL DN 3758
MAIN_PM ESTD
TALKSLOT ORIG 20 TERM 25
EES DATA:
NONE
QUEU NONE
CALL ID 50176

--—- ISDN ISL CALL (ORIG) ----
CALL REF # = 484

BEARER CAP = VOICE

HLC =
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CALL STATE= 10 ACTIVE
CALLING NO = 16139675205 NUM_PLAN:UNKNOWN  TON:UNKNOWN ESN:UNKNOWN
CALLED NO = 7133433758 NUM_PLAN:UNKNOWN  TON:UNKNOWN ESN:UNKNOWN

And this is the example after the call on 3758 is finished.

.trac 0 3758
IDLEVTN 96 00002 MARP

SIP Trunk monitoring (LD 32)
Place a call inbound from PSTN (6139675205) to an internal device (7133433758). Then check
the SIP trunk status by using LD 32, one trunk is BUSY

>|d 32

NPRO00O

.stat 100 0

091 UNIT(S) IDLE
001 UNIT(S) BUSY
000 UNIT(S) DSBL
000 UNIT(S) MBSY

After the call is released, check all SIP trunk status changed to IDLE state.

.stat 100 0

092 UNIT(S) IDLE
000 UNIT(S) BUSY
000 UNIT(S) DSBL
000 UNIT(S) MBSY
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7.3. Protocol Trace

Below is a wireshark trace of the same call scenario described in Section 7.2. Note that only
detail of the INVITE message is being shown here.

il 721 Broadcom NetXtreme Gigabit Ethernet Driver (Microsoft’s Packet Scheduler) {not tcp po... [Hi[=] B3
Time 20.20.64.220 Comment
10.10.98.112

6.456 | |[UIALISERGREEL SSIELRASVEEELELN | S1P From: "Unavailable” <sip:16 139675205 20 20 64.220 jus

] 1 1
6,459 (s 100 TW'TWL 500 SIP Status
6.493 Goeni) 180 Ringin S SIP Status
7.412 200 CESKOEODE.'I {g711u teleghone-P'(s\fosatRTP SIP Status
7.564 feceol ACK L SIP Request

1 | M
7.687 e RTP (g711l darsrq) | |RTP Num packets:159. Duration:3.1605 SSRCH0160364454
7.701 o] RTP (g7 11l S/ RTP Num packets:151 Duration:3.0255 SSRC:0¢6371C4D8

1 1
10.843 (sosoi? BYE =;‘5°‘°‘ SIP Request
10.854 sose ——<0.OK LS8 SIP Status

! | &

| | B KK I >
Save As | Close
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@ User Datagram Protoc
= Session Initiation Protoco]
B Request-Line: INVITE sip:7133433758@10.10.98.112:5060;transport=UDP SIP/2.0
Method: INVITE
® Request-URI: sip:7133433758@10.10.98.112:5060; transport=UDP
[Resent Packet: False]
E Message Header
via: SIP/2.0/UDP 20.20.64.220:5060;branch=z9hG4bKajd14b00806121s3mlB80.1
B From: "Unavailable'<sip:16139675205@20.20.64.220;user=phone;broadworks=BWWESTSIGIS-lecpqqcalh9bax>;tag=244833123-13202597
SIP Display info: "Unavailable"
@ SIP from address: sip:16139675205@20.20.64.220 ;user=phone;broadworks=BWWESTSIGIS-lecpqqcalh9ba
SIP tag: 244833123-1320259723119-
B To: "CS1K 8"«sip:7133433758@10.10.98.112;interopis=interopis-h3bnp3Spc3i58»
SIP Display info: "CSlk 8"

@ SIP to address: sip:7133433758@10.10.98.112;1interopis=interopis-h3bnp3iSpc3is8
Call-ID: BwW1848431190211111827754577@20.20.51.199
B CSeq: 852381624 INVITE
Sequence Number: 852381624
Method: INVITE
B Contact: <sip:16139675205@20.20.64.220:5060;broadworks=BWWESTSIGIS-0617c69dv2579; transport=udp>
® Contact-URI: sip:16139675205@20.20.64.220:5060;broadworks=BWWESTSIGIS-0617c69dv2579; transport=udp
Contact parameter: broadworks=BWWESTSIGIS-06i7c69dv2579
Contact parameter: transport=udp>
Allow: ACK,BYE,CANCEL,INFO,INVITE,OPTIONS,PRACK,REFER,NOTIFY
Accept: multipart/mixed,application/media_control+xml,application/sdp
Supported: timer
Min-SE: 60
Max-Forwards: 47
Content-Type: application/sdp
Content-Length: 283
= Message Body
= Session Description Protocol
Session Description Protocol Version (v): 0
& Owner/Creator, Session Id (o): Broadworks 206875 1 IN IP4 20.20.64.220
Session Name (s): -
@ Connection Information (c): IN IP4 20.20.64.220
# Time Description, actiwve time (t): 0 0
® Media Description, name and address (m): audio 39040 RTP/AVP 18 0 8 101 ~|

8. Conclusion

All of the test cases have been executed. Despite the number of observations seen during testing
as noted in Section 2.2, the test result met the objectives outlined in Section 2.1. The PAETEC
Communications system is considered compliant with Avaya Communication Server 1000
Release 7.5 and Avaya Session Border Controller for Enterprise Release 4.0.5.

9. Appendix

The ring-back-tone issue has been found on another PAETEC solution tested with One X Mobile
Lite application on iPhone. In order to make sure this issue has not been observed on our solution
testing, the below additional test cases were executed for this verification.

Call Scenario_01: Inbound call: PSTN1 ----call ----- CS1000 number (associated with a CS1000
desk phone paired with a 1xMobile LITE iPhone)

Result: PASSED

- Both CS1000 desk phone and iPhone (pop up on cell phone native function)
rang.

- PSTN1 heard ring back tone. (Observed the 2nd leg, CS1000 sent out INVITE
without SDP, and PAETEC responded 180 Ringing without SDP. As the
result, PSTN1 could hear the ring back tone).

The speech path was good after iPhone answered the call.
Call Scenario 02 Outbound call: 1xMobile LITE application on iPhone ----- call--- - PSTN1
thru CS1000 DISA number

Result: _ PASSED

HV; Reviewed: Solution & Interoperability Test Lab Application Notes 89 of 91
SPOC 07/13/2012 ©2012 Avaya Inc. All Rights Reserved. PTCS1K75SBCE405




- iPhone acted in two stage dialing:
+ Dialed DISA number and waited for dial tone.
+ Dialed the destination as PSTN1 number.
- iPhone heard ring back tone.
- There was speech path after PSTN1 answered the call.

Note: As the observation, in Call Scenario_01: On the 2nd leg, CS1000 sent out INVITE without
SDP and PAETEC responded 180 Ringing w/o SDP.

10. Additional References

Product services for Avaya SBCE may be found at:
http://www.sipera.com/products-services/esbc

Product documentation for Avaya, including the following, is available at:
http://support.avaya.com/
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