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Abstract

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
Trunking between MTS Allstream SIP Trunking Service and an Avaya SIP-enabled enterprise
solution. The Avaya solution consists of Avaya Communication Server 1000 7.5, Avaya
Aura® Session Manager 6.2, Avaya Session Border Controller for Enterprise 4.0.5 and various
Avaya endpoints. This documented solution does not extend to configurations without Avaya
Aura® Session Manager and Avaya Session Border Controller for Enterprise.

MTS Allstream is a member of the Avaya DevConnect Service Provider program.
Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing is conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.

Note: These Application Notes are applicable with Avaya Aura® 6.2 which is currently in
Controlled Introduction. Avaya Aura® 6.2 will be Generally Available in Summer 2012.
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1. Introduction

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
Trunking between MTS Allstream SIP Trunking Service (from this point it will be referred as
MTS Allstream for brevity) and an Avaya SIP-enabled enterprise solution. The Avaya solution
consists of Avaya Communication Server 1000 (CS1000) 7.5, Avaya Aura® Session Manager
6.2, Avaya SBC for Enterprise (Avaya SBCE) 4.0.5 and various Avaya endpoints.

Customers using this Avaya SIP-enabled enterprise solution with MTS Allstream are able to
place and receive PSTN calls via a broadband connection. This converged network solution is
an alternative to traditional PSTN trunk such as analog and/or ISDN-PRI.

2. General Test Approach and Test Results

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

MTS Allstream is a member of the Avaya DevConnect Service Provider program. The general
test approach is to connect a simulated enterprise to MTS Allstream via the public internet and
exercise the features and functionality listed in Section 2.1.

2.1. Interoperability Compliance Testing

To verify MTS Allstream SIP Trunking Service interoperability, the following features and
functionalities were covered during the compliance test:

e Response to SIP OPTIONS queries.

e Incoming PSTN call to various phone types including SIP, UNIStim, PC2050 softphone,
digital and analog telephone at the enterprise. All inbound calls from PSTN are routed to
the enterprise across the SIP trunk from the service provider.

e Outgoing PSTN call from various phone types including SIP, UNIStim, PC2050
softphone, digital and analog telephone at the enterprise. All outbound calls to PSTN are
routed from the enterprise across the SIP trunk to the service provider.

e Inbound and outbound PSTN calls to/from Avaya one-X® Communicator (1XC) soft
phone. Only the 1XC Computer Mode (where 1XC is used for call control as well as
audio path) is tested. The 1XC support both SIP and H.323 protocol but only SIP
protocol is tested because CS1000 does not support H.323 protocol.

e Dialing plans including local, long distance, international, outbound toll-free, operator
assisted calls, local directory assistance (411)... etc.

e Proper codec negotiation with G.729 and G.711MU codecs.

e DTMF tone transmissions as out-of-band RTP events as per RFC 2833.

e Caller ID presentation and Caller ID restriction.
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Response to incomplete call attempts and trunk errors.

Voicemail navigation for inbound and outbound calls.

Incoming and outgoing fax over IP with G.711MU codec.

User features such as hold and resume, transfer and conference.

Off-net call forwarding with SIP Diversion method.

Session Timers implementation from both ends of the enterprise and the service provider.

Items are not supported or not tested including the following:

Inbound toll-free and outbound emergency calls (911) are supported but are not tested as
part of the compliance test because MTS Allstream does not provide the necessary
configuration.

T.38 fax is not supported.

Off-net call forwarding using History-Info method is not supported.

2.2. Test Results

Interoperability testing of MTS Allstream SIP Trunking Service with the Avaya SIP-enabled
enterprise solution is completed with successful results for all test cases with the exception of the
observations/limitations described below.

1.

The untrusted Calling Party Name (CPN) from CS1000 is not examined. In an
outbound call scenario, PSTN displays the original untrusted CPN from CS1000. MTS
Allstream does not examine the CPN before sending to PSTN. This is a known issue on
MTS Allstream SIP Trunking Service and there is no available resolution at this time.

The CPN for outbound call is not being displayed by PSTN. In an outbound call
scenario, CS1000 sends both calling party name and number to PSTN. But in some cases,
PSTN phone displays the calling party number only and no calling party name. In other
cases, PSTN phone displays both calling party name and number. The calling party name
may be overridden by MTS Allstream or by intermediate service providers that route the
call through PSTN. This issue has low user impact and is listed here simply as an
observation.

In an inbound call scenario, MTS Allstream does not refresh the Session Timer.
MTS Allstream sends an initial INVITE with Session-Expires: 3600; refresher: uac Min-
SE: 600. It means, as a user agent client, MTS Allstream should refresh the Session
Timer every 300 seconds by a reINVITE or UPDATE method. In the compliance test,
CS1000 did not receive any Session Timer refresh signaling. This is a known issue on
MTS Allstream SIP Trunking Service and there is no available resolution at this time.

Off-net call transfer, the calling party name and number is not updated to calling
PSTN party When CS1000 transfers off-net of an incoming call to PSTN, it sends
2000K with true connected calling party name and number in PAI header to the calling
PTSN. However, the calling party name and number have not been updated; the calling
PTSN party still displays calling party number of CS1000. This is a known issue on MTS
Allstream SIP Trunking Service. It is recommended that MTS Allstream should support
the calling party information update. This feature also needs to be supported by the
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service provider hosting the calling PSTN party. This issue has low user impact, it is
listed here simply as an observation.

5. CS1000 SIP phone transfers off-net to PSTN is not successful if Music On Hold is
enabled. In an inbound or outbound call between CS1000 SIP phone and PSTN_1,
CS1000 SIP phone performs an off-net transferring back to PSTN_2. The transfer fails.
PSTN_1 still hear the ringback tone when the call is already answered by PSTN_2. The
same call scenario is successful when SIP phone is replaced by other endpoints .e.g.
UNIStim or digital phones. The issue does not happen when Music On Hold is disabled.
A product defect was reported to Avaya team for an investigation and therefore it is listed
here as a limitation.

6. CS1000 phone holds and retrieves an outbound call causing the CPN to be changed.
After retrieving the call, the calling party number previously displayed on CS1000 phone
will be unavailable and replaced by Route ACOD — Trunk Channel ID. This is a known
on CS1000 and there is no resolution available at this time. This issue has low user
impact and is listed here simply as an observation.

7. CS1000 SIP phone calls a local UNIStim phone then blind transfers to PSTN
causing the CPN to be changed. The call is successfully transfer. However, the
UNIStim phone displays Route ACOD — Trunk Channel ID instead of displaying PSTN
calling party name and number. This is a known on CS1000 and there is no resolution
available at this time. This issue has low user impact and is listed here simply as an
observation.

8. Performing an “Application Restart” or editing the SigMa script on Ayaya SBCE
causes the SigMa script not working. There is no resolution currently. If the SigMa
script does not work after an “Application Restart” or editing, please contact Avaya
SBCE support by telephone number 1-866-861-3113 or 1-214-269-2424.

2.3. Support

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com.

For technical support on MTS Allstream SIP Trunking Service, please contact MTS Allstream
technical support at:

e Phone: 204-941-8557 or 1-800-542-8703

o Website: http://www.mts.ca/mts/personal/support
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3. Reference Configuration

Figure 1 illustrates the sample Avaya SIP-enabled enterprise solution connected to the MTS
Allstream SIP Trunking Service (Vendor Validation circuit) through a public Internet WAN
connection.

For security purposes, the real public IP addresses and PSTN routable phone numbers used in the
compliance test are not shown in these Application Notes.

Located at the edge of the enterprise network is Avaya SBCE. It has a public side that connects
to MTS Allstream via internet and a private side that connects to the enterprise network. All SIP
and RTP traffic entering or leaving the enterprise network flows through the Avaya SBCE which
can protect the enterprise against any outside SIP-based attacks. Avaya SBCE provides network
address translation at both the IP and SIP layers. The transport protocol between the Avaya
SBCE and MTS Allstream across the public network is UDP; the transport protocol between the
Avaya SBCE and Session Manager across the enterprise network is TCP.

In the compliance testing, the Avaya CPE environment was configured with SIP domain
avaya.com for the enterprise. Avaya SBCE is used to adapt the enterprise SIP domain to the IP
address based URI-Host known to MTS Allstream. Figure 1 below illustrates the network
diagram for the enterprise. All voice application elements are connected to internal trusted LAN.
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Figure 1: Avaya IP Telephony Network connecting to MTS Allstream SIP Trunking Service
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4. Equipment and Software Validated
The following equipment and software are used for the sample configuration provided:

Component Release
Avaya CS1000 7.5 (CPPM) ® Call Server: 7.50 Q GA plus latest
DEPLIST — Issue: 01 Release: x2107.50,
2012-05-16 12:51:18 (est)
® SSG Server: 7.50.17 GA plus latest
Service_Pack _Linux_7.50 17 20120516.ntl
® SLG Server: 7.50.17 GA plus latest
Service_Pack Linux_7.50 17 20120516.ntl
Avaya IP Telephone 2002 p2: 0604DCJ (UNIStim)
2004 p2: 0604DCJ (UNIStim)
1140: 0625C60 (UNIStim)
1120: 0624C60 (UNIStim)
2007: 0621C6M (UNIStim)
1220: 062AC60 (UNIStim)
SIP 1120, 1140: SIP12x0e04.00.04.00
SIP 1220,1240: SIP12x0e04.00.04.00

Avaya CallPilot 05.00.41.141
Avaya Session Border Controller for Enterprise 4.0.5 Q09
Avaya 2050PC softphone 3.4
Avaya one-X Communicator (SIP) 6.1.3.08-SP3-Patch2-35791
Avaya Digital Telephone n/a
Avaya Analog Telephone n/a
| MTSAlistream SIP Trunking Service Components |
Component Release
Genband S3 52212
CS2K CVM13

Table 1: Equipment and Software Tested
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Following screen shows the output of “dstat” command on Call Server:

pdt> dstat
Call Server:
DepList name: core
Filename: /var/opt/nortel/cs/fs/u/patch/deplist/mcore 0l.cpl
Issue : 01
Release : x2107.50
Created : 2012-05-16 12:51:18 (est)
Number of patches: 215
Patches Loaded: 215
Patches In-service: 215
pdt>

Following screen shows the output of “spstat” command on SSG Server:

[admin@car2-mas ~]$ spstat

There is no SP in loaded status.

The last applied SP: Service Pack Linux 7.50 17 20120516.ntl
It is a STANDARD SP.

Has been applied by user nortel on Mon May 28 09:13:19 2012.
spins command completed with no errors detected.

5. Avaya Communication Server 1000 Configuration

This section describes the procedure for configuring CS1000 for inter-operating with MTS
Allstream.

A two-way SIP trunk is created between CS1000 and Session Manager to carry traffic to and
from service provider respectively. For inbound call, the call flows from the MTS Allstream to
Avaya SBCE to CS1000 via Session Manager. Once the call arrives at CS1000, further incoming
call treatment, such as incoming digit translations and class of service restrictions may be
performed. Outbound call to PSTN is first processed by CS1000 for outbound feature treatment
such as route selection and class of service restrictions. Once CS1000 selected the proper SIP
trunk, the call is routed to Session Manager toward Avaya SBCE for egress to the MTS
Allstream.

For the compliance test, CS1000 sent 11 digits in the destination headers (e.g., Request-URI and
To) and sent 10 digit in the source headers (e.g., From, Contact, and P-Asserted-Identity (PAI)).
MTS Allstream sent 10 digits in destination headers and sent 11 digits in source headers.

These Application Notes assume the basic configuration has already been administered and is
not discussed here. For further information on CS1000, please consult references in Section 11.
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5.1. Log into CS1000

5.1.1. Log into Unified Communications Management (UCM) and Element
Manager (EM)

a) Open web browser and connect to the UCM GUI https://<UCM IP address> as shown in the

screenshot below then log in using an appropriate username and password.

AVAYA

User ID: [admin

Passward: |uu.uuuu.

Lag In |

b) The Avaya Unified Communications Management is shown in the following screenshot.
Click on the Element Name of the CS1000 Element as highlighted in the red box.

AVAYA Avaya Unified Communications Management
Network Host Name: car2-sipl-ucm.bvwdev.com  Software Version: 02.20.0029.00(5448)  User Name admin
Elements

CS 1000 Services
PSec Elements
Faiches New elements are registered into the security framework, or may be added as simple hyperlinks. Click an element name to launch its management service. You can optionally filter the list
SNMP Profiles by entering a search term.
Secure FTP Token

Software Deployment Search || Reset

User Services
Administrative Users

External Authentication Add... i | | E a8 e

Sec:ra"sysword ] ElementName Element Type Release Address Description
Roles 1[F CS1000 75 135.10.97.90 New
S element.
Folides »[] EMon car2-ss-carrier €s1000 75 135.10.97.90 New
Certificates o element
c) The following screenshot shows CS1000 Element Manager System Overview page.
AVAYA CS1000 Element Manager
- UCM Network Services Managing: 110.10.97.90 Username: admin
- Home System Overview
- Links
- Virtual Terminals System Qverview
- System
+Alarms
- Maintenance
+ cor}e Euunpmem
M IP Address: 110.10.97.90
+Interfaces Type: Avaya Communication Server 1000E CPPM Linux
-Engineered Values Version: 4121
+Emergency Services g
+ Geographic Redundancy Release;750Q '+
+ Software
- Customers
-Routes and Trunks
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5.1.2. Log into Call Server Command Line Interface (CLI)

a) Using Putty, SSH to the IP address of the SSG Server with the admin account.
b) Run the command “cslogin” and login with the appropriate admin account and password.
c) Here are the logs.

login as: admin

Avaya Inc. Linux Base 7.50
The software and data stored on this system are the property of,
or licensed to, Avaya Inc. and are lawfully available only
to authorized users for approved purposes. Unauthorized access
to any software or data on this system is strictly prohibited and
punishable under appropriate laws. If you are not an authorized
user then do not try to login. This system may be monitored for
operational purposes at any time.

admin@110.10.97.190's password:

Last login: Thu Mar 10 17:38:16 2011 from 110.10.97.172
[admin@car2-ssg-carrier ~]$ cslogin

login

USERID? admin

PASS?

The software and data stored on this system are the property of,

or licensed to, Avaya Inc. and are lawfully available only to

authorized users for approved purposes. Unauthorized access to

any software or data on this system is strictly prohibited and

punishable under appropriate laws. If you are not an authorized

user then logout immediately. This system may be monitored for

operational purposes at any time.

TTY #09 LOGGED IN ADMIN 17:42 10/3/2011
>

5.2. Administer a Node IP Telephony
This section describes how to configure a Node IP Telephony on the CS1000.

5.2.1. Obtain Node IP address

These Application Notes assume the basic configuration has already been administered and that
a Node has already been created. This section describes configuration steps for Node ID 2004.

a) To create an IP Node, select System - IP Network - Nodes: Servers, Media Cards. In the
IP Telephony Nodes page as shown in the screenshot below, click the Node 1D of the CS1000.
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AVAYA

- UCM Network Services
-Home
- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment

- Nodes: Servers, Media Cards

- Media Gateways

-Zones

-Host and Route Tables

- Network Address Translation
- QoS Thresholds

- Personal Directories

- Unicode Name Directory

CS1000 Element Manager

» Managing: 110.10.97.90 Username: admin
System » IP Network » IP Telephony Nodes

IP Telephony Nodes

Click the Node ID to view or edit its properties.

Import..

Print | Refresh

"] NodeID~ Components  Enabled ications ELANIP Node/TLAN [Pv4  Node/TLAN IPv6  Status

[] 2000 1 LTPS, Gateway ( SIPGw ) - 110.10.97.168 Synchronized

[F] 2001 1 LTPS, Gateway ( SIPGw ) - 110.10.97.170 Synchronized

[ 2003 1 L‘II'S, Gateﬁay( SIPGw ) - 110.10.97.158 Synchronized

[lm 1 (S'ISiPLér‘];,)LTPS, Eneet 110.10.97.190 Synchronized
= [F] 2005 | LTPS, Gateway ( SIPGw ) - 110.10.97.188 Synchronized

Show: ~ Nodes || Component servers and cards /| IPv6 address

b) The Node Details page is shown in the screenshot below with the IP address of the Node 1D
2004. The SIP Signaling Gateway uses the Node IP Address to connect to Session Manager for
the SIP Trunk to MTS Allstream.

- Maintenance

+ Core Equipment

- Peripheral Equipment
_1P Natwo |
T aNO e 0

- Media Gateways

-Zones

- Host and Route Tables

- Network Address Translation
- QoS Thresholds

- Personal Directories

- Unicode Name Directory
+Interfaces

- Engineered Values

.
.

= o LAN
.
-

Gateway IP address: 110.10.97.65

Subnet mask: 255.255.255.192 -+

Voice Gateway (VGW) and Codecs

Quality of Service (Q0S)

12
=
0

Nimhearinn 7nnaa

* Reguired Value.

AVAYA CS1000 Element Manager
- UCM Network Services » Managing: 110.10.97.90 Username: admin
— Home i System » IP Network » IP Telephony Nodes » Node Details
- Links Node Details (ID: 2004F SIP Line, LTPS, PD, Gateway ( SIPGw ))
- Virtual Terminals
- System
+Alarms Embedded LAN (ELAN) Telephony LAN (TLAN) -

Node IPv4 address: §110.10.97.190 §-

Subnet mask: 255.255.255.192 *

Applications (click to edit configuration)
SIP Line

Pracanrea Pihlichar

m
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5.2.2. Administer Quality of Service (QoS)

Continued from Section 5.2.1. On the Node Details page, select the Quality of Service (QoS)
link. The default Diffserv values are shown in the screenshot below. Then click the Save button.

AVAYA CS1000 Element Manager
NGO Savicas ~ Managing: 110.10.97.90 Username: admin
e System » IP Network » IP Telephony Nodes » Node Details » Quality of Service (QoS)
— Links [Node ID: 2004 - Quality of Service (QoS
- Virtual Terminals
- System
+Alarms Diffserv Codepoint (DSCP)
SasrEtaE lEnable Avaya automatic QoS [}
- Peripheral Equipment Control packets: 40 (0-83
—1B Dlebaoric
fNodes' Servers, Media Carcsl Voice packets: 46 (0-63
- Media Gateways 1 VLAN tagging: [[] 802.1Q support
- Zon
7&"0;‘";‘6 T 802.1Q bits value (802.1P):
- Network Address Translation
- QoS Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces
- Engineered Values
+ Emergency Services
+ Geographic Redundancy
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
- D-Channels
- Digital Trunk Interface Note: Changes made on this page will NOT be - e
iali ; * : = [ cancel ]
- Dialing and Numbering Plans Roquicod Vale: transmitted until the Node is also saved ancel)

5.2.3. Synchronize the new configuration

a) Continued from Section 5.2.3, return to the Node Details page (not shown) and click on the
Save button.

b) The Node Saved screen is displayed. Click on the Transfer Now (not shown).

c¢) The Synchronize Configuration Files screen is displayed (not shown). Check the Signaling
Server checkbox and click on the Start Sync (not shown).

d) When the synchronization completes, check the Signaling Server check box and click on the
Restart Applications (not shown).

5.3. Administer Voice Codec

5.3.1. Enable Voice Codec, Node IP Telephony

a) To configure Voice Codec, select IP Network - Nodes: Servers, Media Cards from the left
pane, and in the IP Telephony Nodes screen, select the Node ID of the CS1000 system. The
Node Details screen is displayed as described in Section 5.2.1.

b) On the Node Details page (not shown), click on Voice Gateway (VGW) and Codec.

c) MTS Allstream supports voice codec G.729 and G.711 as fallback, payload size 20 ms, with
VAD disabled. The following screenshots show appropriated voice codec profile configured on
CS1000.
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|AVAYA €S1000 Element Manager |

— UCM Network Services + Managing: 110.10.97.90 Username: admin
ST | System » IP Network » IP Telephony Nodes » Node Details » VGW and Codecs
_ Links Node ID: 2004 - Voice Gateway (VGW) and Codecs
- Virtual Terminals
= System General | Voice Codecs | Fax
+Alarms 8
- Maintenance Vojce codecs z
+ Core Equipment ICodec G711: Enabled (required) I
- Peripheral Equipment
-1P Network Voice payload size: 2_0 v | (millisecond: s per frame
= ode Seers M Cardd _| Voice playout (jitter buffer)delay: 40 ~ 80 + (milise
- Media Gateways 1 Nominal Maximum
-Zones Maximum delay may be automatically adjusted based on nominal
-Host and Route Tables settings.
:gzg”g;’;e":ﬂﬁfs anclaton 7] Voice Activity Detection (VAD)|f 15
- Personal Directories Codec G722: []| Enabled ‘
- Unicode Name Directory [
+Interfaces Voice payload size: | 20 (miliseconds per frame F
:E"mgé'r’::::;’ g’::“,’iizs Voice playout (jitter buffer) delay: | 40 80 (miliseconds
+ Geographic Redundancy | Nominal Maximum
+Software Maximum delay may be automatically adjusted based on nominal
- Customers settings.
- Routes and Trunks Codec G729: [7] Enabled

- Routes and Trunks

- D-Channels Voice payload size: 20 w (miliseconds per frame

- Digital Trunk Interface n
- Dialing and Numbering Plans o : Note: Changes made on this page will NOT be -m Cancel

- Electronic Switched Network T transmitted until the Node is also saved.
AVAYA CS1000 Element Manager
_ UCM Network Services » Managing: 110.10.97.90 Username: admin

—Home 3 System » IP Network » IP Telephony Nodes » Node Details » VGW and Codecs
—Links INode ID: 2004 - Voice Gateway (VGW) and Codecsl
- Virtual Terminals

- System
+Alarms

General | Voice Codecs | Fax

- Maintenance - 7] =
+ Core Equipment

l Voice payload size: 20 v (miliseconds per frame)}j

Voice playout (jitter buffer) delay: 40 ~ 80 + (miliseconds)
Nominal Maximum

- Media Gateways Maximum delay may be automatically adjusted based on nominal
g iﬁ:r;fsand Route Tables r_—lsemngs'
g uf = - w— ‘
- Network Address Translation |5 Voice Activity Detection (VAD)
- QoS Thresholds Codec G723.1: [] Enabled
- Personal Directories _ )
- Unicode Name Directory Voice payload size: 30 (miliseconds per frame
+Interfaces Voice playout (jitter buffer) delay: | 60 120 (miliseconds)

sEnoineeted Vallins Nominal Maximum

+ Emergency Services

+ Geographic Redundancy 3 Maximum delay may be automatically adjusted based on nominal

+ Software settings.
- Customers Coding rate: |5
- Routes and Trunks

- Routes and Trunks Fax

-D-Channels Codecname: T.38 FAX

- Digital Trunk Interface x
- Dialing and Numbering Plans

= Note: Changes made on this page will NOT be Cancel
*
- Electronic Switched Network Remired veke: transmitted until the Node is also saved.

 — —

(kbps

d) For Fax over IP, MTS Allstream supports G.711MU codec as default and does not support
T.38. The following screenshot shows Modem Pass Through is selected for Node 2004; this
configuration enables G.711MU codec to be used for fax calls between CS1000 and MTS
Allstream. Note: The V.21 Fax tone detection should be unchecked to disable T.38 fax on the
SIP Trunk.
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AVAYA

- UCM Network Services
- Home
- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
=1P Network
= Nd efd e dana Repo
- Media Gateways
-Zones
-Host and Route Tables

- Network Address Translation
- QoS Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces
- Engineered Values
+Emergency Services
+ Geographic Redundancy
+ Software
- Customers
- Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network

CS1000 Element Manager

» Managing: 110.10.97.90 Username: admin

| J ¥ d Codecs
INode ID: 2004 - Voice Gateway (VGW) and Codecs I

General | Voice Codecs | Fax

General

[¥] Dynamic attenuation

(-20 - +10 DBM

Voice activity detection threshold: -17

m

Idle noise level: -65 (-327 - +327 DBM

Signaling options: [¥] DTMF tone detection
| Low latency mode

(] Modem/l-:ax pass-through
(] V.21 Fax tone detection
[7] R factor calculation

Voice Codecs

Codec G711: Enabled (required)

Voice payload size: 20 + (miliseconds per frame

Voice plavout (iitter buffer) delav: 40 « a0 v (miliseconds
Note: Changes made on this page will NOT be

2 "
Hequced Vake: transmitted until the Node is also saved.

Echo cancellation: [¥] Use canceller, with tail delay: 128 +

m

[¥] Remove DTMF delay (squelch DTMF from TDM to IP)

Cancel

e) Click Save.

f) Synchronize the new configuration (refer to Section 5.2.4 for more detail).

5.3.2. Administ

er Voice Codec on Media Gateways

CS1000 uses Media Gateways to support traditional analog and digital phone for voice calls over
SIP trunk. Media Gateways are also needed to support analog terminals to send fax over IP.

a) To configure Voice Codec for Media Gateways, from the left menu of the Element Manager
page (not shown), select the IP Network - Media Gateways menu item. The Media Gateways
page will appear (not shown). Click MGC which is located on the right of the page (not shown).
b) The MTS Allstream supports voice codec G.729 and G.711 as fallback, payload size 20 ms,
with VAD disabled. The screenshot below shows appropriated codec profile configured for

Media Gateways.

AVAYA

CS1000 Element Manager

- UCM Network Services
-Home
- Links

- Virtual Terminals
- System

+Alarms

- Maintenance

+ Core Equipment

- Peripheral Equipment

- IP Network
- Nodes: Servers, Media Cards
—JMaigtenance and Reports

- Host and Route Tables
- Network Address Translation
- QoS Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces
- Engineered Values
+Emergency Services
+ Geographic Redundancy
+ Software
- Customers
— Routes and Trunks

= !Codec G711 Select I

Codec name G711

lVoice payload size 20 vI ( msiframe )

Voice playout (jitter buffer) nominal delay 40 ~

may cause ges to settings

m

Voice playout (jitter buffer) maximumdelay 80

settings

Select -i.‘l

Codec name G729A

may cause to

- Codec G729A

[voice payload size 20 vl ( msame)

Voice playout (jitter buffer) nominaldelay 40 +~

may cause ges to dep settings

Voice playout (jitter buffer) maximum delay 80 ~

may cause ges to settings
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¢) For Fax over IP, MTS Allstream supports G.711MU codec as default and does not support
T.38. The following screenshot shows Modem Pass Through is selected for the Media
Gateway; this configuration enables G.711MU codec to be used for fax calls between CS1000
and MTS Allstream. Note: the V.21 Fax tone detection should be unchecked to disable T.38 fax
on the Media Gateway.

AVAYA CS1000 Element Manager
- UCM Network Services =
-Home Enable echo canceller [7]
- Links
- Virtual Terminals Echo cancellertaildelay 128 ¥ (milliseconds )
- System 2 5
+ Alarms Enable dynamic attenuation [V

- Maintenance

+ Core Equipment

- Peripheral Equipment i

- IP Network Idle noise level 0 (0-1DBM)
- Nodes: Servers, Media Cards
_Maintenance and Reports

- Media Gateways|

Voice activity detection threshold 1 (0-4DBM)

R factor calculation

DTMF tone detection [V]

m

- Hostand Route Tables Enable low latency mode ||

- Network Address Translation

- QoS Thresholds Remove DTMF delay (squelch DTMF from TDM to IP) [¥]

- Personal Directories

- Unicode Name Directory Enable modem/fax pass through mode [V
+Interfaces - L
—Engineered Values Enable V.21 FAX tone detection [ |

+ Emergency Services
+ Geographic Redundancy
+ Software

- Customers

Fax TCF method 2 ~

FAX maximum rate 14400 v (ppe)

- Routes and Trunks d FAX playout nominal delay 100 (0 - 200 milliseconds )
- Routes and Trunks
-D-Channels FAX no activity timeout 20 {10 - 22000 milliseconds )
- Digital Trunk Interface
- Dialing and Numbering Plans FAX packet size 30 v
P S S TR O R

5.4. Administer Zones and Bandwidth
This section describes the steps to create 2 zones: zone 10 for VGW and IP phone and zone 255
for SIP Trunk. CS1000 uses zone configuration for bandwidth management purposes.

5.4.1. Create a zone for IP phones

a) To create zone 10 for VGW and IP phone, select IP Network = Zones configuration from
the left pane, click on the Bandwidth Zones (not shown).

b) In Bandwidth Zones screen (not shown), click Add (not shown).

¢) In the Add Bandwidth Zone screen (not shown), click on Zone Basic Property and
Bandwidth Management, select the values as shown (in red box) in the screenshot below and
click on the Submit button.

INTRA_STGY: bandwidth configuration for local calls

INTER_STGY: bandwidth configuration for the calls over trunk

BQ: G.711 is first choice and G.729 is second choice

BB: G.729 is first choice and G.711 is second choice

MO: the zone type which is used for IP phones and Voice Gateway (VGW)

VTRK: the zone type which is used for SIP trunk
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|AVAYA €S1000 Element Manager

-UCM Network Services “ Managing: 110.10.97.90 Username: admin

-Home System » IP Network » Zones » Bandwidth Zones » Bandwidth Zones 10 » Edit Bandwidth Zone » Zone Basic Property and Bandwidth Management
- Links

- Virtual Terminals Zone Basic Property and Bandwidth Management
- System

+Alarms

—Mamlenar_u:e Input Description Input Value

+ Core Equipment

- Peripheral Equipment Zone Number (ZONE): - (1-8000)

- IP Network ;
- Nodes: Servers, Media Cards Intrazone Bandwidth (INTRA_BW): 1000000 {0 - 10000000 )
- Maintenance and Reports . <
Egatine | Intrazone Strategy (INTRA_STGY): BestQuality (BQ) v
= Interzone Bandwidth (INTER_BW): 1000000 (0 - 10000000 )

-Hostand Route Tables
- Network Address Translation
- QoS Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces
-Engineered Values
+Emergency Services
+ Geographic Redundancy
+Software
- Customers

Interzone Strategy (INTER_STGY):
Resource Type (RES_TYPE):

Best Quality (BQ) v
Shared (SHARED) ~
Zone Intent (ZBRN): MO (MO) -

Description (ZDES):

| submit | [ Refresh | [ Cancel |

MTS Allstream supports G.729 as the first choice, G.711 as fall-back. In the sample
configuration, the MO Zone 10 is configured with Strategy Best Quality (BQ) to allow CS1000
select G.711MU as a first choice and G.729 as the second choice for both voice and fax calls.
Note: In fax call scenario, the call has to be established with G.711MU otherwise it will fail
because CS1000 cannot switch the codec to G.711MU.

5.4.2. Create a zone for virtual SIP trunk

Follow Section 5.4.1 to create a zone for the virtual trunk. The difference is in the Zone Intent
(ZBRN) field. Select VTRK for virtual trunk and then click on the Submit button as shown in
the screenshot below.

AVAYA €S1000 Element Manager

- UCM Network Services “ Managing: 110.10.97.90 Username: admin

-Home System » IP Network » Zones » Bandwidth Zones » Bandwidth Zones 255 » Edit Bandwidth Zone » Zone Basic Property and Bandwidth Management
- Links

- Virtual Terminals Zone Basic Property and Bandwidth Management
- System

+Alarms

- Maintenance
+Core Equipment
- Peripheral Equipment

Input Description Input Value

Zone Number (ZONE): - (1-8000)

- IP Network .
- Nodes: Servers, Media Cards Intrazone Bandwidth (INTRA_BW): 1000000 (0 - 10000000 )
- Maintenance and Reports 5 =
st ] Intrazone Strategy (INTRA_STGY): BestQuality (BQ)  +
% Interzone Bandwidth (INTER_BW): 1000000 (o - 10000000
=Hostarid Route Tables

- Network Address Translation
- QoS Thresholds
- Personal Directories
-Unicode Name Directory
+Interfaces
-Engineered Values
+Emergency Services
+ Geographic Redundancy
+ Software
- Customers

Interzone Strategy (INTER_STGY):
Resource Type (RES_TYPE):
Zone Intent (ZBRN):

Best Quality (BQ) v
Shared (SHARED) ~
VTIRK (VTRK) +
Description (ZDES):

I Submit I Refresh | [ Cancel |

MTS Allstream supports G.729 as the first choice, G.711 as fall-back. In the sample
configuration, the MO Zone 255 is configured with Strategy Best Quality (BQ) to allow
CS1000 select G.711MU as a first choice and G.729 as the second choice for both voice and fax
calls. Note: In fax call scenario, the call has to be established with G.711MU otherwise it will
fail because CS1000 cannot switch the codec to G.711MU.
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5.5. Administer SIP Trunk Gateway
This section describes the steps for establishing a SIP IP connection between SIP Signalling
Gateway (SSG) to Session Manager.

5.5.1. Integrated Services Digital Network (ISDN)

a) To configure ISDN, select Customers in the left pane. The Customers screen is displayed
(not shown). Click on the link associated with the appropriate customer, in this case is 04. The
system can support more than one customer with different network settings and options. The
Customer 04 Edit page will appear (not shown). Select the Feature Packages option from this
page (not shown).

b) The screen is populated with a list of Feature Packages. Select Integrated Services Digital
Network to edit its parameters. The screen is populated with Integrated Services Digital
Network parameters. Retain the default values for all remaining fields. Scroll down to the
bottom of the screen, and click on the Save button (not shown)

AVAYA €S1000 Element Manager

- Media Gateways -

Package: 145
-Zones 2

- Integrated Services Digital Network

- Host and Route Tables

- Network Address Translation
- QoS Thresholds

- Personal Directories

+ Dial Access Prefix on CLID table entry option
Integrated Services Digital Network: [7]

- Virtual private network identifier: 4

(1-16383)

- Unicode Name Directory
+Interfaces
- Engineered Values

- Private network identifier: 4 (1-16383)

+Emergency Services -Node DN: 2004
A Ggramc Hegncancg Multi-location business group: 0 (0 - 85525)
Business sub group consult-only: 65535 (© - 85525)

- Routes and Trunks
- Routes and Trunks

Prefix 1:

5.5.2. Administer SIP Trunk Gateway to Session Manager

a) To configure SIP Trunk Gateway, select IP Network - Nodes: Servers, Media Cards
configuration from the left pane, and in the IP Telephony Nodes screen, select the Node ID
2004. The Node Details screen is displayed as shown in Section 5.2.1.

b) On the Node Details screen, select Gateway (SIPGw) (not shown).

¢) Under General tab of the Virtual Trunk Gateway Configuration Details screen, enter the
following values which are highlighted in red boxes as shown in screenshot below. These
configuration are obtained when user creates a SIP Entity on the Session Manager, these are
shown in Section 6.5. Retain the default values for the remaining fields.

e Vtrk gateway application: SIP Gateway (SIPGw)

e SIP domain name: avaya.com

e Local SIP port: 5060

e Gateway endpoint name: car2-ssg-mtsallstream

e Application node ID: 2004
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AVAYA C€S1000 Element Manager

_ UCM Network Services » Managing: 110.10.97.90 Username: admin

o T System » IP Network » IP Telephony Nodes » Node Details » Virtual Trunk Gateway Configuration

“links Node ID: 2004 - Virtual Trunk Gateway Configuration Details
- Virtual Terminals

E fﬁ;‘::q‘s General | SIP Gatewa Settings | SIP Gateway Services
-Maintenance Ivtrk gateway application: [¥] Enable gateway service on this node I ol
+ Core Equipment

[m]

- Peripheral Equipment

- General Virtual Trunk Network Health Monitor
Nodes: Servers. Media Cardg) § ) =
- Maintenance and Reports IVtrk gateway application: SIP Gateway (SIPGw) vI [Z] Monitor IP addresses (listed below)
el balwats ‘» . Information will be captured for the IP addresses listed
-Zones = w: avaya.com | B w p e esses liste
- Host and Route Tables befow
- Network Address Translation I - 5060 * (1 -65535 Monitor IP-
- QoS Thresholds Local ol poit: l ) .
- Personal Directories = Moni dd :
- Unicode Name Directory | Gateway endpoint name: car2-ssg.mtsallstream |} onitor addresses:
+Interfaces
- Engineered Values Gateway password:
+Emergency Services

+ Geographic Redundancy

+ Software Repicationnode 10, 2004 ]""
- Customers
—Routes and Trunks Enable failsafe NRS: [7]

- Routes and Trunks ’ .

-D-Channels f Al @

- Digital Trunk Interface be
- Dialing and Numbering Plans

. ) Note: Changes made on this page will NOT be m Cancel
- Electronic Switched Network B transmitted until the Node is also saved. _

d) Click on the SIP Gateway Settings tab, under Proxy or Redirect Server, enter the IP
address of Session Manager and value highlighted in the red box as shown in the screenshot
below, and retain the default values for the remaining fields.

AVAYA €$1000 Element Manager
— UCM Network Services » Managing: 110.10.97.90 Username: admin
~ Home [ System » IP Network » IP Telephony Nodes » Node Details » Virtual Trunk Gateway Configuration
— Links Node ID: 2004 - Virtual Trunk Gateway Configuration Details
- Virtual Terminals
5 fﬁ;?ms General | SIP Gateway Seftings | SIP Gateway Services
_ Maintenance Proxy Or Redirect Server: -
+Core Equipment Proxy Server Route 1
= epheral Eduipgent Primary TLAN IP address: 10.33.1.11 I
= SIWOK

The IP address can have either IPv4 or IPv6 format based on the value of "TLAN
address type

Nodes: Servers. Media Cardd

- Media Gateways

m
o
o
-1
I
=]
=2
=

»
n
n
n

-Zones = — T
-Host and Route Tables -
- Network Address Translation fansport protocol_TCE
- QoS Thresholds Options: [7] Support registration
- Personal Directories —
- Unicode Name Directory [] Primary CDS proxy
+Interfaces
- Engineered Values
+Emergency Services Secondary TLAN IP address: 0.0.0.0
+ Geographic Redundancy The IP address can have either IPv4 or IPv6 format based on the value of "TLAN
+Software address type
- Customers
- Routes and Trunks A RO 080 (165538
-Routes and Trunks
-D-Channels Transport protocol: TCP
- Digital Trunk Interface Antinnin: B8 Ciinnad rnictratinn b
- Dialing and Numbering Plans R § Note: Changes made on this page will NOT be - |
- Electronic Switched Network LIRS transmitted until the Node is also saved. m

e) On the same page, scroll down to the SIP URI Map section as shown in the screenshot below.

Under the Public E.164 Domain Names:
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National: leave this SIP URI field as blank
Subscriber: leave this SIP URI field as blank
Special Number: leave this SIP URI field as blank
Unknown: leave this SIP URI field as blank

Under the Public E.164 Domain Names:

UDP: leave this SIP URI field as blank

CDP: leave this SIP URI field as blank

Special Number: leave this SIP URI field as blank
Vacant number: leave this SIP URI field as blank
Unknown: leave this SIP URI field as blank

- Dialing and Numbering Plans

AVAYA CS1000 Element Manager

UCM Network Services + Managing: 110.10.97.90 Username: admin

Home System » IP Network » IP Telephony Nodes » Node Details » Virtual Trunk Gateway Configuration
Links ﬁode ID: 2004 - Virtual Trunk Gateway Configuration Details i
- Virtual Terminals

System General | SIP Gateway Settings | SIP Gateway Services
+Alarms

- Maintenance [siP URI Map:
+Core Equipment

- Peripheral Equipment
- IP Network | National: UDP:

Nodes: Servers, Media Cards!

- " TTRET0 Subscriber: CDP:
- Media Gateways . )
_Zones = Special number: Special number:
-Host and Route Tables | .
- Network Address Translation | Unknown: Vacant number:
- QoS Thresholds

Unknown:

- Personal Directories

Public E.164 domain names Private domain names

- Unicode Name Directory
+Interfaces SIP Gateway Services
- Engineered Values

+Emergency Services SIP Converged Desktop: [~| Enable CD senvice

+ Geographic Redundancy Service DN: sed for making VTRK call from
+ Software - :
- Customers Converged telephone call forward DN:

Routes and Trunks

- Routes and Trunks
-D-Channels

- Digital Trunk Interface

RAN route for announce: (route number 0 - 511

Waittime before RAN queue: (-1 - 32767 msec

Note: Changes made on this page will NOT be

LIRS transmitted until the Node is also saved.

- Electronic Switched Network

m agent

f) Then click on the Save button.
g) Synchronize the new configuration (refer to Section 5.2.4).

5.5.3. Administer Virtual D-Channel

a) To create a D-Channel, select Routes and Trunks - D-Channels from the left pane to
display the D-Channels screen (not shown). In the Choose a D-Channel Number field, select
an available D-channel from the drop-down list (not shown). Click on to Add button (not
shown).
b) The D-Channels Property Configuration screen is displayed as shown in the screenshot
below. Enter the following values for the specified fields, and retain the default values for the
remaining fields.

e D channel Card Type (CTYP): D-Channel is over IP (DCIP)
e Designator (DES): A descriptive name
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e Interface type for D-channel (IFC): Meridian Meridianl (SL1)
e Meridian 1 node type: Slave to the controller (USR)
o Release ID of the switch at the far end (RLS): 25
e Advanced options (ADVOPT): check on Network Attendant Service Allowed
AVAYA CS1000 Element Manager
:t;r:: -Basic Configuration
~Virual Terminals
E ffl';?;’s Action Device And Number (ADAN):

- Maintenance
+Core Equipment
- Peripheral Equipment
+IP Network
+Interfaces
-Engineered Values
+Emergency Senvices
+Geographic Redundancy
+Software
- Customers
-Routes and Trunks
_Rautes and Trunks
- Digital TrunK Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
-Incoming Digit Translation
- Phones
-Templates
-Reports
~Views
~Lists
- Properties
- Migration
-Tools
+Backup and Restore
-Date and Time
+Logs and reports
- Security
+Passwords
+Policies
+Login Options

ID channel Card Type : I
IDesugnator: MTSAIlIStream I

Recovery to Primary: []

PRI loop number for Backup D-channel:

User :| Integrated Services Signaling Link Dedicated (ISLD)

Ilmerface gge for D-channel: Meridian Meridian1 ‘SLQ vI
Country: ETS 300 =102 basic protocol (ETSI) >

D-Channel PRI loop number:

Primary Rate Interface:

Secondary PRI2 loops:

Iv1er|dian 1 node EEES Slave to the controller US-R ﬂ
IReIease ID of the switch atthe far end: 25 "I

Central Office switch type: 100% compatible with Bellcore standard (STD) v

Integrated Senvices Signaling Link Maximum: Range: 1 - 4000

Signalling server resource capacity: 3700

+ C >
I_HWPTEJ- | control message count per 5 second 300

time interval: Range: 60 - 350
- Number of Status Enquiry Messages sent within
128 ms:

- Map channel number to timeslots on a PRI2 loop: [¥]

1 v

—Overlap Timer: v
- Multilocation Business Group Allowed: [7]

t Network Attendant Service Allowed: RT\I

+Feature Packages

[EtEmit] [ Refresh | [ Delete | [ Cancel ]

c) Click on the Basic Options and click on the Edit button at the Remote Capabilities (RCAP)
attribute (not shown). The Remote Capabilities Configuration page will appear. Then verify
the ND2 and the MWI checkboxes as shown in the screenshot below.
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AVAYA

- UCM Network Services
-Home
- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
+Core Equipment
- Peripheral Equipment
+IP Network
+Interfaces
- Engineered Values
+Emergency Services
+ Geographic Redundancy
+Software
- Customers
- Routes and Trunks

ngd
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
- Incoming Digit Translation
- Phones
-Templates
-Reports
- Views
-Lists
- Properties
- Migration
-Tools
+Backup and Restore

>

m

CS1000 Element Manager

Remote D-channel is on a MSDL card (MSL) []
lMessage waiting interworking with DMS-100 (MWI) ;l

Network access data (NAC) []

Network call trace supported (NCT) []

Network name display method 1 (ND1) []
INetwork name display method 2 (ND2) ﬁl

Network name display method 3 (ND3) 7]

Name display - integer ID coding (NDI) []

Name display - object ID coding (NDO) ||

Path replacement uses integer values (PRI) [}

Path replacement uses object identifier (PRO) [

Release Link Trunks over IP (RLTI) []

Remote virtual queuing (RVQ) []

Trunk anti-tromboning operation (TAT) []

User to user service 1 (UUS1) [7]

NI-2 name display option. (NDS) []

Message waiting indication using integer values (QMWI) [7]
Message waiting indication using object identifier (QMWO) []
User to user signalling (UUI) []

[ Return - Remote Capabilities § cancel |

d) Click on the Return — Remote Capabilities button.
e) Click on the Submit button (not shown).

5.5.4. Administer Virtual Super-Loop

To add a virtual loop, select System - Core Equipments = Superloops from the left pane to
display the Superloops screen. If the Superloop does not exist, please click “Add” button to
create a new one as shown in the screenshot below. In this example, Superloop 100 is added

and used.
AVAYA CS1000 Element Manager
- UCM Network Services *  Managing: 110.10.97.90 Username: admin
- Home System » Core Equipment » Superloops
- Links
- Virtual Terminals Superloops
- System
+Alarms
- Maintenance Add... Refresh
- Core Equipment
m = Superloop Number & Superloo
mm - s 1© 4 IPMG
- Conference/TDS/Multifrequen| 20 24 Virtual
-Tone Senders and Detectors | 3@ 96 Virtual
- Peripheral Equipment — -
*lperr\;z“;;?k il 200 100 Virtual
+Interfaces 5@ 104 Virtual
- Engineered Values — | 8@ 108 Virtual
+Emergency Semvices 5
+Geographic Redundancy 7© 112 Phantom
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5.5.5. Enable Music for Customer Data Block

a) To enable music for a customer, select Customers in the left pane. The Customers screen is
displayed (not shown). Click on the link associated with the appropriate customer, in this case is
04. The Customer 04 Edit page will appear (not shown). Select the Feature Packages option
from this page (not shown).

b) The screen is populated with a list of Feature Packages. Select Enhanced Music to edit its
parameters. Check to enable music for Customer 04, define music route 54 as shown in the red
box of screenshot below. The CS1000 has been pre-configured with music route 54.

AVAYA €S$1000 Element Manager
D e Carts ”
- Conference/TDS/Multifrequen - Enhanced Music Package: 119

-Tone Senders and Detectors

S : Music for sets: [¥]
- Peripheral Equipment > =

+|P Network - Music Route for sets: 54

+Interfaces

-Engineered Values + Station Camp-On Package: 121

+Emergency Services o

+Geographic Redundancy +Integrated Digital Access Package: 122

+ Software + Digital Private Network Signaling System 1 Package: 123
runks +Flexible Tones and Cadences Package: 125

- Routes and Trunks + Multifreq y Ci Si i Package: 128

-D-Channels i .

- Digital Trunk Interface +Inter yF Package: 131
- Dialing and Numbering Plans +Enhanced Night Service Package: 133

- Electronic Switched Network

- Flexible Code Restriction +Integrated Services Digital Network Package: 145

-Incoming Digit Translation +Flexible Services Package: 152
- Phones

-Templates = + Network Attendant Service Package: 159

- Reports o y "

ks +Flexible Numbering Plan Package: 160

- Lists + Trunk Failure Monitor Package: 182

- Properties . -

- Migration +Radio Paging Package: 187
-Tools +DPNSS Network Services Package: 231

+Backup and Restore

-Date and Time +M911 Enhancement Display Package: 249

3 Log§ gndreeorts + Called Party Control on Internal Calls Package: 310
- Security

+Passwords + DPNSSI Message Waiting Indication Package: 325

+Policies +M3900 Product Enhancement Package: 386

+Login Options o
4 1 »

c) Scroll down to the bottom of the screen, and click on the Save button at the bottom of the page
(not shown).
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5.5.6. Administer Virtual SIP Routes

a) To create a SIP Route, select Routes and Trunks = Routes and Trunks from the left pane
to display the Routes and Trunks screen. In this example, Customer 04 is being used. Click on
the Add route button as shown in the screenshot below.

/-\VAy/-\ CS1000 Element Manager

-~ - >—H >—> [ ——
+ Emergency Services “ Managing: 110.10.97.90 Username: admin
+ Geographic Redundancy Routes and Trunks » Routes and Trunks
+ Software

poustomers Routes and Trunks

-0 e ang [UNK

- Routes and Trunks

-D-Channels

- Digital Trunk Interface + Customer: 0 Total routes: 2 Total trunks: 32 Add route
- Dialing and Numbering Plans

- Electronic Switched Network + Customer: 1 Total routes: 2 Total trunks: 34 Add route

- Flexible Code Restriction

- Incoming Digit Translation + Customer: 3 Total routes: 2 Total trunks: 34 Add route
- Phones + Total routes: 3 Total trunks: 66 Add route

- Templates

- Reports + Customer: 5 Total routes: 2 Total trunks: 34 Add route

-Views

b) The Customer 4, New Route Configuration screen is displayed (not shown). Scroll down to

the Basic Configuration section and enter the following values for the specified fields. Retain

the default values for the remaining fields as shown in the screenshot below.

e Route Number (ROUT): Select an available route number

Designator field for trunk (DES): A descriptive text

Trunk Type (TKTP): TIE trunk data block (TIE)

Incoming and Outgoing trunk (ICOG): Incoming and Outgoing (IAO)

Access Code for the trunk route (ACOD): An available access code

Check the field The route is for a virtual trunk route (VTRK) to enable four additional

fields to appear

e For the Zone for codec selection and bandwidth management (ZONE) field, enter 255
(created in Section 5.4.2)

e For the Node ID of signalling server of this route (NODE) field, enter the node number
2004 (created in Section 5.2.1)

e Select SIP (SIP) from the drop-down list for the Protocol ID for the route (PCID) field

e Check the Integrated Services Digital Network option (ISDN) checkbox to enable
additional fields to appear. Enter the following values for the specified fields, and retain the
default values for the remaining fields
o Mode of operation (MODE): Route uses ISDN Signalling Link (ISLD)

D channel number (DCH): D-Channel number 104 (created in Section 5.5.3)

Network calling name allowed (NCNA): Checked

Network call redirection (NCRD): Checked

Insert ESN access code (INAC): Checked

o O O O
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AVAYA

- UCM Network Services
- Home
- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
- Core Equipment
-Loops
- Superloops
- MSDUMISP Cards

-Tone Senders and Detectors

- Peripheral Equipment

+IP Network

+Interfaces

- Engineered Values

+Emergency Services

+Geographic Redundancy

+Software
- Customers

- Digital Trunk Interface
Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
-Incoming Digit Translation
Phones
-Templates
- Reports
-Views
~Lists
- Properties
- Migration
-Tools

+Backup and Restore

-Date and Time

+Logs and reports
- Security

+Passwords

+Policies

+Login Options

Managing: 110.10.97.90 Username: admin
Routes and Trunks » Routes and Trunks » Customer 4, Route 104 Property Configuration

C81000 Element Manager

|Customer 4, Route 104 Property Conﬁguration]

- Conference/TDS/Multifrequency

Route data block (RDB) (TYPE): | =L

- Network calling name allowed (NCNA)

- Mode of operation (MODE) :

- D channel number (DCH):

- Interface type for route (IFC):

- Private network identifier (PNI) :

Customer number (CUST): |04
Route number (ROUT) :
Designator field for trunk (DES) : MTSALLSTREAM
Trunk type (TKTP): TIE
Incoming and outgoing trunk (ICOG): Incoming and Outgoing (IAQ) ~
Access code for the trunk route (ACOD) : 8104 -
Trunk type M911P (M911P):
The route is for a virtual trunk route (VTRK) :
- Zone for codec serfgr::;eamngnt;e;;dovr\\l;gr: 00255 (0-8000)
- Node ID of signaling server oft(hhljsorggt)e: 2004 (0-9999)
- Protocol ID for the route (PCID): SIP (SIP) v
- Print correlation ID in CDR for the routg B
(CRID):
Hintegrated services digital network option (ISDN) : [¥

Route uses ISDN Signaling Link (ISLD)

- Network call redirection (NCRD) : |

v

- - Trunk route optimization (TRO):

- Recognition of DTI2 ABCD FALT signal for ISL

(FALT):
- Channel type (CHTY):

- Call type for outgoing direct dialed TIE route

(CTYP):

104 (0-254)
Meridian M1 (SL1)

(0-32700)
]
B-channel (BCH) -

Unknown Call type (UKWN) ¥

-Insert ESN access code (INAC)

- Integrated service access route (ISAR): [
- Display of access prefix on CLID (DAPC): [[
- Mobile extension route (MBXR) : |
- Mobile extension outgoing type (MBXOT) :

- Mobile extension timer (MBXT) :

Calling number dialing plan (CNDP) :

National number (NPA) v

0 (0 - 8000 milliseconds)

Unknown (UKWN) v
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e Click on Basic Route Options, check North American toll scheme (NATL) and Incoming
DID digit conversion on this route (IDC) and input DCNO 0 for both Day IDC Tree
Number and Night IDC Tree Number as shown in screenshot below. The IDC is discussed in

Section 5.6.5.

AVAYA

€S1000 Element Manager

- UCM Network Services
- Home
- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
- Core Equipment
-Loops
- Superloops
- MSDL/MISP Cards

-Tone Senders and Detectors

- Peripheral Equipment

+IP Network

+Interfaces

-Engineered Values

+Emergency Services

+ Geographic Redundancy

+Software
- Customers

es and K
S
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
-Incoming Digit Translation
- Phones
-Templates
- Reports
-Views
-Lists
- Properties
- Migration
- Tools
+Backup and Restore
-Date and Time
+Logs and reports
- Security
+Passwords
+Policies
+Login Options

- Conference/TDS/Multifrequency |

Managing: 110.10.97.90 Username: admin
Routes and Trunks » Routes and Trunks » Customer 4, Route 104 Property Configuration

[Customer 4, Route 104 Property Configuration|

+Basic Configuration

Basic Route Options)

Attendant announcement (ATAN) : No Attendant Announcement. (NO) v

[

Billing number required (BILN) :
Call detail recording (CDR) :

B EO

- CDR records generated on incoming calls (INC) :

- CDR record printing content option for
redirected calls (LAST):

- Time to answer outputin CDR (TTA):

- CDR ACD Qiinitial connection records to be
generated (QREC): —

- CDR on outgoing calls (OAL) :
- CDR on outgoing toll calls (OTL) :

Ooo

1 T

- Answered call identification allowed (AIA) :

- CDR timing starts on answer supervision of
outgoing calls (OAN) :

- outpulsed digits in COR (OPD):

Wil
o
o

- - Number of digits printed (NDP):

INorth American toll scheme (NATL): [¥] l
Controls or timers (CNTL): [7]
Conventional (Tie trunk only) (CNVT): [7]

Incoming DID digit conversion on this route (IDC): V|
-Day IDC tree number (DCNO): 0 (0-254)
- Night IDC tree number (NDNO): 0 (0-254)

- Display external dialed digits (T)EXT): (=]
Multifrequency compelled or MFC signaling (MFC): No MFC (NO) v
Process notification networked calls (PNNC): [7]
+Network Options
+General Options

+Advanced Configurations

I Submit I[ Refresh ][ Delete ][ Cancel ]
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¢ Click on Advance Configurations; check Music-on-hold (MUS) to enable music on hold
on the route. Input music route 54 to the boxes as shown in the screenshot below. The
CS1000 has been pre-configured with route 54 as a music route.

AVAYA CS1000 Element Manager L
- UCM Network Services Managing: 110.10.97.90 Username: admin
_Home Routes and Trunks » Routes and Trunks » Customer 4, Route 104 Property Configuration
- Links -
~Virtual Terminals [Customer 4, Route 104 Property Configuration|
- System
+Alarms
:g?'{:’;’;ﬂ?:;em +Basic Configuration
-Loops +Basic Route Options
- Superloops :
- MSDUMISP Cards +Network Options
- Conference/TDS/Multifrequency | +General Options

-Tone Senders and Detectors

- Peripheral Equipment I- Advanced Configurations I

+IP Network = .
Malicious call trace alarm is allowed for
SRS external calls (ALRM):
-Engineered Values ¢
+Emergency Senices Allow last re-directing number (ARDN): ARDN (NO) ~
+ Geographic Redundancy 5 ;5
+Software ANl identifier number (ANTK) :
- Customers AC15 timed reminder recall (ATRR) : [7]
-R g and CULDK
— Routes and Trunks Auto terminate (AUTO): [7]
 Digital Trunk Interface Collect call blocking allowed (CCBA): []
- Dialing and Numbering Plans Call forward restriction (CFWR): [7]
- Electronic Switched Network y o 5
— Flexible Code Restriction Maximum number of CNI digits (CLEN): 10 ~
- Incoming Digit Translation Time (in seconds) that an extension is allowed to
- Phones ring or be On-hold or Call Park before the trunk 0 (0-511)
-Templates is disconnected (DCTI):
-Reports North American distinctive ringing for incoming B
-Views calls (DRNG): —
- Lists .
—Properties Home local number (HLCL) :
s Migtaton Home national number (HNTN)
-Tools
+Backup and Restore In-band automatic number identification route &l
-Date and Time (IANI) :
+Logs_ and reports Incoming identifier send (ICIS): [¥]
- Security
+Passwords Internal/external definition (IDEF): Use networkinfo (NET) ~
+Policies y NP =
+Login Options Identify originating party (IDOP): []

Insert (INST) :

Manual outgoing trunk route (MANO) :

[

Manual route (MNL):
Music on-hold (MUS): [¥
-Music route number (MRT): 54 (0-511)
Outgoing identifier send (OGIS) : [¥]
Off-hook timer delay (OHTD) : []
¢) Click on the Submit button.
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5.5.7. Administer Virtual Trunks

a) Continued from Section 5.5.6, the Routes and Trunks screen is displayed and updated with
the newly added route (not shown). In the compliance test, route 104 was added. Click on the
Add trunk button next to the newly added route 104 as shown in the screenshot below.

AVAYA CS1000 Element Manager
- UCM Network Services Managing: 110.10.97.90 Username: admin
- Home Routes and Trunks » Routes and Trunks
- Links
- Virtual Terminals Routes and Trunks
- System
+Alarms
- Maintenance
- Core Equipment + Customer: 0 Total routes: 2 Total trunks: 32 Add route
-Loops
- Superloops + Customer: 1 Total routes: 2 Total trunks: 34 Add route
- MSDLUMISP Cards X )
— Conference/TDS/Multifrequency 1 + Customer: 3 Total routes: 2 Total trunks: 34 Add route
-Tone Senders and Detectors = %
- Peripheral Equipment . Total routes: 3 Total trunks: 66 Add route
s +Route: 54 Type: MUS Description: MUSIC Add trunk
- Engineered Values - . Description: =
+Emergency Senvices pRos et MTSALLSTREAM had ek
+ Geographic Redundancy X =
+Software +Route: 114 Type: TIE Description: SIPL Edit Add trunk
—ustomers + Customer: 5 Total routes: 2 Total trunks: 34 Add route
- Routes and Trunks
- Digital Trunk Interface
- Dialing and Numbering Plans

b) The Customer 4, Route 104, Trunk 1 Property Configuration is shown in the screenshot
below. Enter The Multiple trunk input number (MTINPUT) field to add multiple trunks in a
single operation, or repeat the operation for each trunk. In the certification test, 32 trunks are
created (not shown). The following values are entered for specified fields and retain the default
values for the remaining fields.

e Trunk data block: IP Trunk (IPTI)

e Terminal Number: Available terminal number (created in Section 5.5.4)

e Designator field for trunk: A descriptive text

e Extended Trunk: Virtual trunk (VTRK)

e Member number: Current route number and starting member

e Start arrangement Incoming: Immediate (IMM)

e Start arrangement Outgoing: Immediate (IMM)

e Trunk Group Access Restriction: Desired trunk group access restriction level

e Channel ID for this trunk: An available starting channel ID
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AVAYA

-UCM Network Services
- Home
- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
- Core Equipment
-Loops
- Superloops
- MSDL/MISP Cards

- Peripheral Equipment
+|P Network
+Interfaces
-Engineered Values
+Emergency Services
+ Geographic Redundancy
+Software

- Customers

-Routes and Trunk
Routes and Trunks
- D-Channels

- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
- Incoming Digit Translation
-Phones
-Templates
-Reports
- Views
- Lists

- Conference/TDS/Multifrequency ¢
-Tone Senders and Detectors

CS81000 Element Manager

Managing: 110.10.97.90 Username: admin

Routes and Trunks » Routes and Trunks » Customer 4, Route 104, Trunk 1 Property Configuration

Customer 4, Route 104, Trunk 1 Property Configuration

I = Easu: Eonhguraflonl

Auto increment member number: |

<l

Trunk data block:

Terminal number:

Extended trunk:

Member number:

pury

Designator field for trunk: MTSALLSTREAM

Level 3 Signaling:
Card density:

Start arrangement Incoming : Immediate (IMM)

Start arrangement Outgoing: Immediate (IMM)

Tunk group access restriction:

-

Channel ID for this trunk: 3

Class of Service: §Edit

+Advanced Trunk Configurations

I Save I Delete Cancel

c) The Media Security (SRTP) has to be disabled at the trunk level by editing the Class of
Service (CLS) at the bottom basic trunk configuration page. Click on the Edit button. For
Media Security, select Media Security Never (MSNV). Enter the remaining values for the
specified fields as shown in the screenshot below. Scroll down to the bottom of the screen and
click Return Class of Service and then click on the Save button (not shown).

AVAYA

- UCM Network Services
-Home
- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
- Core Equipment
-Loops
- Superloops
- MSDLMISP Cards
- Conference/TDS/Multifrequen
-Tone Senders and Detectors
- Peripheral Equipment
+IP Network
+Interfaces
-Engineered Values
+Emergency Services
+Geographic Redundancy
+Software
- Customers

-D-Channels

Digital Trunk Intac:

-

m

€S1000 Element Manager go
|

-Manual Incoming: Manual Incoming Denied (MID) ~

| -Media Security: Media Security Never (MSNV)

b |

-Network Hook Flash Over M911P:
- Polarity: =
- Priority: Low Priority (LPR) +

I-Restriction level: Unrestricted‘UNR vI

- Reversed Ear Piece: Reversed Ear Piece denied (XREP)

- Short orlong line: v

- Transmission Class of Service: Non-Transmission Compensated (NTC) v

-Warning Tone: Warning Tone Allowed (WTA) ~
- Reversed Ear Piece: Reversed Ear Piece denied (XREP)
- ARF Supervised COT:

l Eﬁﬂm Q 3ss g‘ ﬁiN‘iﬁ I Cancel

v

-

-

5.5.8. Administer Calling Line Identification Entries

a) To create a Calling Line Identification Entry, select Customers > 04 > ISDN and ESN
Networking. Click on Calling Line Identification Entries link at the bottom of the page (not

shown).
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b) On the Calling Line Identification Entries page (not shown), click Add.

c) Add entry 0 as shown in the screenshot below.

e National Code: leave as blank

e Local Code: input prefix digits assigned by Service Provider, in this case it is 6 digits —
647776. This Local Code is used for call display purpose of outbound international call
configuration in Section 5.6.6 where the Special Number 0 is associated with Call Type =
Unknown

e Home Location Code: input prefix digits assigned by Service Provider, in this case it is 6
digits - 647776. This Home Location Code is used for call display purpose for Call Type =
National (NPA)

e Local Steering Code: input prefix digits assigned by Service Provider, in this case it is 6
digits - 647776. This Local Steering Code is to be used for call display purpose for Call
Type = Local Subscriber (NXX)

e Calling Party Name Display: Uncheck Roman characters

AVAyA CS1000 Element Manager
- UCM Network Services Managing: 110.10.97.90 Username: admin
-Home Customers » Customer 04 » Customer Details » ISDN and ESN Networking » Calling Line Identification Entries » Edit Calling Line Identification 0
- Links . e = o =
- Virtual Terminals Edlt Calling Line Identification 0 |
- System
+Alarms
-Maintenance General Properties
- Core Equipment
-Loops ; >
S Siinetioops National Code: (0 - 598989)
-MSDLMISP Cards Code for national home number
- Conference/TDS/Multifrequency | i
- Tone Senders and Detectors Local Code- 1647776 {:12:digts)
- Peripheral Equipment Code for home local number or listed DN
+IP Network
+Interfaces Lkome Location Code, S47776 | digits)
gLogineerpdyalies Local Steering Code: 647776 (17 digits
+Emergency Senvices L g | EERS
+Geographic Redundancy 1 Use DN as DID : YES k|
+ Software -
Emergency Services Access
- Routes and Trunks
- Routes and Trunks
Pl Emergency Local Code: (1-12 digits)
- Digital Trunk Interface Code for home locsl number during Emergency calls
- Dialing and Numbering Plans : — Home national number for emergency senvices
- Electronic Switched Network Emergency Options: [T] 0 oo s
- Flexible Code Restriction
- Incoming Digit Translation [7) Append the originating directory number for
~ Phones * emergency senvices access calls
- Templates
-Reports Calling Party Name Display
-Views
- Properties
- Migration
-Tools

+Backup and Restore
- Date and Time
+Logs and reports

- Security
+Passwords
+Policies
+Login Options

Firstname, Last name

d) Click on Save.

5.5.9. Enable External Trunk to Trunk Transferring

This section shows how to enable External Trunk to Trunk Transferring feature which is a
mandatory configuration to make call transfer and conference work properly over SIP trunks.
a) Login Call Server CLI (please refer to Section 5.1.2 for more detail).
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b) Allow External Trunk To Trunk Transferring for Customer Data Block by using LD 15.

>1d 15

CDRBR0O0O

MEM AVAIL: (U/P)
DISK SPACE NEEDED:
REQ: chg

TYPE: net

TYPE NET DATA
CUST 4
OPT

TRNX YES
EXTT YES

35600176
1722 KBYTES

USED U P: 8325631 954062 TOT:

44879869

5.6. Administer Dialing Plans

5.6.1. Define ESN Access Codes and Parameters (ESN)

a) To configure ESN parameter, select Dialing and Numbering Plans - Electronic Switched
Network from the left pane to display the Electronic Switched Network (ESN) screen. Select

ESN Access Code and Parameters (ESN) as shown in the screenshot below.

AVAYA

- UCM Network Services
- Home
- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
- Core Equipment
-Loops
- Superloops
- MSDL/MISP Cards

- Peripheral Equipment
+ P Network
+Interfaces
- Engineered Values
+ Emergency Services
+ Geographic Redundancy
+ Software

- Customers

- Routes and Trunks
- Routes and Trunks
- D-Channels
- Digital Trunk Interface

lncommg Dlglt Translatlon

- Phones

- Templates

- Reports

- Views

- Lists

- Properties

- Migration
- Tools

+ Backup and Restore

—Date and Time

+Logs and reports

- Conference/TDS/Multifrequency t
- Tone Senders and Detectors

CS1000 Element Manager

Managing: 110.10.97.90 Username: admin
Dialing and Numbering Plans » Electronic Switched Network (ESN)

Electronic Switched Network (ESN)

+ Customer 00
+ Customer 01
+ Customer 03
- Network Control & Services

— Network Control Parameters (NCTL
- ccess Codes an arameters
—_Digi i i (DGT)

- Home Area Code (HNPA)
- Flexible CLID Manipulation Block (CMDB)
- Free Callmg Area Screemng (FCAS)

- Network Attendant Services (NAS)
- Coordinated Dialing Plan (CDP)

- Local Steering Code (LSC)

- Distant Steering Code (DSC)

— Trunk Steering Code (TSC)
- Numbering Plan (NET)

- Access Code 1

- Home Location Code (HLOC)
ade (1 O

K ess Code (NSCL)
- Access Code 2

- Home Location Code (HLOC)

Location Code (LOC)

Numbering Plan Area Code (NPA)
Exchange (Central Office) Code (NXX)

- Security 2

:gﬁﬁ;‘ggrds ﬁ‘éiﬁlﬁ'&“ﬁ:ﬁ r(:fl'lj':c)cess Code (NSCL)
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b) In the ESN Access Codes and Basic Parameters page, define NARS/ BARS Access Code 1

as shown in the screenshot below.

AVAYA €S1000 Element Manager

- UCM Network Services Managing: 110.10.97.90 Username: admin

- Maintenance
- Core Equipment
-Loops

eneral Properties

- Home Dialing and Numbering Plans » Electronic Switched Network (ESN) » Customer 04 » Network Control & Services » ESN Access Codes and Basic Parameters
- Links

- Virtual Terminals [ESN Access Codes and Basic Parameters|
- System

+Alarms

-Superloops

DTN Cade I NARS/BARS Access Code 1: 6

- Routes and Trunks
-Routes and Trunks

-D-Channels

- Digital Trunk Interface

Diali nd Numbering P

aling 3 an
- Electronic Switched Network
TR S

-Incoming Digit Translation

- Number of digits in CDP DN (DSC + DN or LSC + DN): 10

Routing Controls: [7]

Check for Trunk Group Access Restrictions: [7]

Limits

- Conference/TDS/Multifrequency ! NARS Access Code 2: 9
-Tone Senders and Detectors
- Peripheral Equipment NARS/BARS Dial Tone after dialing AC1 or AC2 access codes: [V]
+|P Network . . -
+ Interfaces Expensive Route Warning Tone: [¥]
-Engineered Values - Expensive Route Delay Time: 6
+ Emergency Services
+ Geographic Redundancy Coordinated Dialing Plan feature for this customer: [¥]
+Software ; y
_ Customers - Maximum number of Steering Codes: 64000

(0-10)

{1-84000)

(2-10)

c) Click Submit (not shown).

5.6.2. Associate NPA and SPN call to ESN Access Code 1

a) Login Call Server CLI (refer to Section 5.1.2 for more detail).
b) In LD 15, change Customer Net_Data block by disabling NPA and SPN to be associated to
Access Code 2. It means Access Code 1 will be used for NPA and SPN calls.

>1d 15

CDB0O0O

MEM AVAIL: (U/P):
DISK SPACE NEEDED:
REQ: chg

TYPE: net

35600086
1722 KBYTES

USED U P:

TYPE NET DATA
CUST 4

OPT

AC2 xNPA xSPN
ENP

CLID

8325631 954152

TOT: 44879869
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c) Verify Customer Net_Data block by using LD 21.

>1d 21
PT1000

REQ: prt
TYPE: net
TYPE NET DATA
CUST 4

TYPE NET DATA

CUST 01

OPT RTA

AC1 INTL NPA SPN NXX LOC
AC2

FNP YES

5.6.3. Digit Manipulation Block (DMI)

a) To create a DMI, select Dialing and Numbering Plans - Electronic Switched Network
from the left pane to display the Electronic Switched Network (ESN) screen (not shown).

b) Select Digit Manipulation Block (DGT) (not shown).

b) In the Choose a DMI Number field, select an available DMI from the drop-down list and
click to Add (not shown).

c) The screeshot below shows DMI 1 is created with following values.

e Number of leading digits to be Deleted (Del): 0

e Insert: 11129

e Call Type to be used by the manipulated digits (CTYP): NPA

AVAyA CS1000 Element Manager
- UCM Network Services Managing: 110.10.97.90 Username: admin
_Home Dialing and Numbering Plans » Electronic Switched Network (ESN) » Customer 04 » Network Control & Services » Digit Manipulation Block List » Digit Manipulation Block
- Links
Virtual Terminals IDigit Manipulation Block |
- System
+Alarms
: gz;?g;i?:;em Digit Manipulation Index numbers:
-Loops =y 3
2 Siinaiioops Number of leading digits to be deleted: 0 (0-18)
- MSDLIMISP Cards I_m 11129
- Conference/TDS/Multifrequency |
-Tone Senders and Detectors IP Special Number: [7]
- Peripheral Equipment = e
+1P Network [Call Type to be used by the manipulated digits : NPA (NPA) M |

+Interfaces
- Engineered Values
+Emergency Senvices m[ Refresh | [ Delete | [ Cancel |
+Geographic Redundancy
+Software

- Customers

- Routes and Trunks

- Routes and Trunks

-D-Channels

- Digital Trunk Interface

Dialing and Mumbering Plan

| Electronic Switched Network}

—FIENDIE Co0e Re

B
- Incoming Digit Translation

Note: This DMI will add a prefix 11129 to URI-User of Request Line for outbound call. This
prefix is defined by MTS Allstream. MTS Allstream requires different prefix per SIP Trunk
group. This configuration is to meet the SIP specification of MTS Allstream. The prefix will be
automatically deleted by MTS Allstream and not to be sent to PSTN.
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d) Click Submit.

5.6.4. Route List Block (RLB)

This section shows how to add a RLB associated with the DMI created in Section 5.6.3.

a) To create RLB 104, select Dialing and Numbering Plans = Electronic Switched Network
from the left pane to display the Electronic Switched Network (ESN) screen. Select Route List
Block (RLB) as shown in Section 5.6.1.

b) Select an available value (e.g. 104) in the textbox for the route list index and click on the
“to Add” button (not shown).

c) Enter the following values for the specified fields, and retain the default values for the
remaining fields as shown in the screenshot below.

¢ Route number (ROUT): 104 (created in Section 5.5.5)

¢ Digit Manipulation Index (DMI): 1 (created in Section 5.6.3)

AVAYA €S1000 Element Manager
- UCM Network Services Managing: 110.10.97.90 Username: admin
- Home Dialing and Numbering Plans » Electronic Switched Network (ESN) » Customer 04 » Network Control & Services » Route List Blocks » Data Entry of a Route List Block
- Links ~
- Virtual Terminals Data Entry of a Route List Block
- System
+Alarms
- Maintenance lRoute List Block Index: 104 I
- Core Equipment
-Loops
- Superloops General Properties

- MSDUMISP Cards
- Conference/TDS/Multifrequency | . ist
R Saris i and DT Entry Number for the Route List:

- Peripheral Equipment

+IP Network Indexes

+Interfaces

-Engineered Values Time of Day Schedule: 0 v

+Emergency Senvices

+Geographic Redundancy Facility Restriction Level: 0 (0-7)
_éf&i‘:’:;:s [Digit Manipulation Index: 1 ~§
- Routes and Trunks ISL D-Channel Down Digit Manipulation Index: 0 (0-1999)

- Routes and Trunks

-D-Channels Free Calling Area Screening Index: 0 ~

—.Dl_gltal Trunklnterf?ce Free Special Number Screening Index: 0 +
-Dialing and Numbering Plan

Business Network Extension Route: [7]

- Flexible Code Restriction ‘

- Incoming Digit Translation Incoming CLID Table: 0 (0-258)
- Phones

-Templates Options

- Reports

- Views Local Termination entry: [7]

- Lists

- Migration Skip Conventional Signaling: [7]

Toole

d) On the same page, scroll down to the bottom of the screen, and click on the Submit button
(not shown).
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5.6.5. Incoming Digit Translation (IDC)

This section describes the steps for receiving calls from PSTN via the MTS Allstream.

a) To create an IDC, select Dialing and Numbering Plans = Incoming Digit Translation
from the left pane to display the Incoming Digit Translation screen. Click on the Edit IDC
button (not shown).

b) Click on New DCNO to create a digit translation entry. In this example, Digit Conversion
Tree Number (DCNO) 0 is created. Detail configuration of the DCNO is shown in screenshot
below. The Incoming Digits can be added to map to the Converted Digits which would be the
CS1000 DN. This DCNO has been assigned to route 104 as shown in Section 5.5.6.

In the following configuration, incoming calls from PSTN with prefix 64777612XX will be
translated to CS1000 DN 12XX. The DID 6477761233 is translated to 3111 for Voicemail
accessing purpose.

AVAYA €$1000 Element Manager
- UCM Network Services Managing: 110.10.97.90 Username: admin
-Home Dialing and Numbering Plans » Incoming Digit Translation » Customer 04 » Digit Conversion Tree 0 Configuration
- Links — = =
- Virtual Terminals |Dlg|t Conversion Tree 0 Conﬂguratlonl
- System
+Alarms Regular IDC tree
- Maintenance Send calling party DID disabled
- Core Equipment
-Loops
- Superloops e
- MISDLMISP Cards Add... | DeleteIDCtree Refresh
- Conference/TDS/Multifrequency | : = =
-Tone Senders and Detectors Incoming Digits + Converted Digits CEND Name CPND lanquage
- Peripheral Equipment 1 647776121 121
gellatievork 2() 47776122 122
+Interfaces
- Engineered Values 3 6477761230 1230
+Emergency Services 4 6477761231 1231
+ Geographic Redundancy s 6477761232 1232
+Software
6 6477761233 311

- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
sibla senaib

2 X ode R ctiog
- Phones
-Templates

5.6.6. Outbound Call - Special Number Configuration

Special numbers is configured to be used for this testing. For example, O to reach Service
Provider operator, 0+10 digits to reach Service Provider operator assistant, 011 prefix for
international call, 1 for national long distance call, 411 for directory assistant and so on.

a) To create a special number, select Dialing and Numbering Plans - Electronic Switched
Network from the left pane to display the Electronic Switched Network (ESN) screen (not
shown). Then select Special Number (SPN) (not shown).

b) Enter SPN and then click on the “to Add” button (not shown). The screenshot below shows
all the special numbers used for this testing.
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Special Number: 0

¢ Flexible length: 0 (flexible, unlimited and accept the character # to ending dial number).
e Call Type: NONE.

e Route list index: 104, created in Section 5.6.4.

Special Number: 1

¢ Flexible length: 0 (flexible, unlimited and accept the character # to ending dial number).
e Call Type: NATL.

e Route list index: 104, created in Section 5.6.4.

Special Number: 411

e Flexible length: 3.

e CallType: SSER.

e Route list index: 104, created in Section 5.6.4.

AVAYA C$81000 Element Manager
- UCM Network Services Managing: 110.10.97.90 Username: admin
- Home Dialing and Numbering Plans » Electronic Switched Network (ESN) » Customer 04 » Numbering Plan (NET) > Access Code 1 » Special Number List
- Links
- Virtual Terminals [Special Number List |
- System
+Alarms
- Maintenance o
% Gora Eqtiipment Please enter a Special to Add
-Loops
- Superloops - Special Number -- 0
- MSDUMISP Cards
- Conference/TDS/Multifrequency t Flexible length: 0
- Tone Senders and Detectors International dialing plan: NO
- Peripheral Equipment " . . .
+IP Network Type of call thatis defined by the special number: NONE
+Interfaces Route listindex: 104
- Engineered Values | =
+Emergency Services R I
+Geographic Redundancy Flexible length: 11
s ooty Inhibit ime-out handler: NO
- Customers

— Routes and Trunks Type of call that is defined by the special number: NATL

- Routes and Trunks Route listindex: 104

- D-Channels =

- Digital Trunk Interface - Special Number - 411

Dialing and Numbering Plan Flexible length: 3
Electronic Swnhed Network Inhibit ime-out handler: NO

- Flexible Code Restriction
- Incoming Digit Translation Type of call thatis defined by the special number. SSER
- Phones Route listindex: 104
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5.6.7. Outbound Call - Numbering Plan Area (NPA)

This section describes the creation of NPA numbers used in this testing configuration.

a) To create a NPA number, select Dialing and Numbering Plans - Electronic Switched
Network from the left pane to display the Electronic Switched Network (ESN) screen (not
shown). Select Numbering Plan Area Code (NPA) (not shown).

b) Enter area code desired in the textbox and click on the “to Add” button (not shown). The
screenshot below shows NPA numbers 416 and 647 are configured for this testing. These NPA
numbers are associated to the SIP Trunk.

AVAYA €S1000 Element Manager

- UCM Network Services Managing: 110.10.97.90 Username: admin
— Home Dialing and Numbering Plans » Electronic Switched Network (ESN) » Customer 04 » Numbering Plan (NET) = Access Code 1 » Numbering Plan Area Code List
- Links = =
- Virtual Terminals INumbering Plan Area Code List|
- System
+Alarms

- Maintenance 1o Add |
to Add
~ Core Equipment Please enter an area code
-Loops

- Superloops - Numbering Plan Area Code —- 416
-MSDLMISP Cards

- Conference/TDS/Multifrequency t Route List Index: 104

- Tone Senders and Detectors Incoming Trunk group Exclusion Index: NONE
- Peripheral Equipment
+IP Network - Numbering Plan Area Code -- 647
+Interfaces X
- Engineered Values Route List Index: 104
+Emergency Services Incoming Trunk group Exclusion Index: NONE
+ Geographic Redundancy
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
[Eleciiontc Switched Networt]
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6. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. The procedures include
adding the following items:

SIP domain

Logical/physical Location that can be occupied by SIP Entities

SIP Entities corresponding to CS1000, Session Manager and Avaya SBCE
Entity Links, which define the SIP trunk parameters used by Session Manager when routing

calls to/from SIP Entities

Routing Policies, which control call routing between SIP Entities
Dial Patterns, which govern to which SIP Entity a call is routed

Session Manager, corresponding to the Session Manager server to be managed by System

Manager.

It may not be necessary to create all the items above when creating a connection to the service
provider since some of these items would have already been defined as part of the initial Session
Manager installation. This includes items such as certain SIP domains, locations, SIP entities,
and Session Manager itself. However, each item should be reviewed to verify the configuration.

6.1. System Manager Login and Navigation

Session Manager configuration is accomplished by accessing the Web GUI of System Manager,

using the URL “https://<ip-address>/SMGR”, where “<ip-address>" is the IP address of System

Manager. At the System Manager Log On screen, provide the appropriate credentials and click
on Login (not shown). The initial screen shown below is then displayed.

AVAYA

Users

Administrators
Manage Administrative Users

Directory Synchronization
Synchronize users with the
enterprise directory

Groups & Roles
Manage groups, roles and assign
roles to users

User Management

Manage users, shared user
resources and provision users

Avaya Aura® System Manager 6.2

B5800 Branch Gateway
Manage B5800 Branch Gateway
6.2 elements

Communication Manager
Manage Communication Manager
5.2 and higher elements

Conferencing
Manage Conferencing Multimedia
Server objects

Inventory
Manage, discover, and navigate to
elements, update element
software

Meeting Exchange
Manage Meeting Exchange and
Avaya Aura Conferencing 6.0
elements

Messaging
Manage Avaya Aura Messaging,
Communication Manager
Messaging, and Modular Messaging

Presence
Presence

Routing
Network Routing Policy

Session Manager
Session Manager Element Manager

SIP AS 8.1
SIP AS 8.1

Last Logged on at June 4, 2012 4:07 PM
Help | about | Change Password | Log off admin

Services

Backup and Restore
Backup and restore System
Manager database

Bulk Import and Export
Manage Bulk Import and Export of
Users, User Global Settings, Roles,
Elements and others

Configurations
Manage system wide
configurations

Events
Manage alarms,view and harvest
logs
Licenses
View and configure licenses
Replication
Track data replication nodes,
repair replication nodes

Scheduler
Schedule, track, cancel, update
and delete jobs

Security
Manage Security Certificates

Templates
Manage Templates for
Communication Manager,
Messaging System and B5800
Branch Gateway elements

TD
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Most of the configuration items are performed in the Routing element. Click on Routing in the
Elements column to bring up the Introduction to Network Routing Policy screen as below.

AVAYA Avaya Aura® System Manager 6.2 AU O SG PSWr L oft M
Routing * Home
Routing «
Domains Help 2
e
Adaptations Network Routing Policy consists of several routing applications like "Domains”, "Locations", "SIP Entities", etc.
SIP Entities The recommended order to use the routing applications (that means the overall routing workflow) to configure your network

g = configuration is as follows:
Entity Links

Time Ranges Step 1: Create "Domains" of type SIP {other routing applications are referring domains of type SIP).

Routing Policies Step 2: Create "Locations

Dial Patterns Step 3: Create "Adaptations”
Regular Expressions Step 4: Create "SIP Entities"
Defaults - SIP Entities that are used as "Outbound Proxies" e.g. a certain "Gateway" or "SIP Trunk"

- Create all "other SIP Entities" (Session Manager, CM, SIP/PSTN Gateways, SIP Trunks)

The navigation tree displayed in the left pane will be referenced in subsequent sections to
navigate to items requiring configuration.

6.2. Specify SIP Domain

To view or change SIP domains, select Routing = Domains. Click on the checkbox next to the
name of the SIP domain and Edit to edit an existing domain, or the New button to add a domain.
Click the Commit button (not shown) after changes are completed.

The following screenshot shows the list of configured SIP domains. The domain avaya.com is
already being used for communication among a number of Avaya systems and applications with
SIP integration to Session Manager. The domain avaya.com is not known to the MTS
Allstream. Later on, it will be adapted by Avaya SBCE to IP address based URI-Host to meet the
SIP specification of MTS Allstream.

® Last Logged on at June 4, 2012 4:07 PM
AVAyA Ava\/a AU ra System Ma nagel’ 6 . 2 Help | &bout | Change Password | Log off admin
Routing *| Home
Routing tillHome / Elements / Routing / Domains
- Domain Management
Locations
Adaptations Edit| |New | |Duplicate | |Delste
SIP Entities
Entity Links 3 Items ' Refresh Filter: Enable
Time Ranges = 7 .
] Name Type Default | Notes
Routing Policies A O For SP Testing
Dial Patterns [l bvwdev.com sip (]
Regular Expressions ] cucm.com sip [m} for Cisco UCM
Defaults Select : 4ll, None
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6.3. Add Location

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purposes of bandwidth management and call admission control.

To add a location, navigate to Routing = Locations in the left-hand navigation pane and click
the New button in the right pane (not shown).

In the General section, enter the following values:
e Name: Enter a descriptive name for the location .e.g. Belleville
o Notes: Add a brief description (optional)

In the Location Pattern section (not shown), click Add and enter the following values:
o |P Address Pattern: Enter two subnets 110.10.x.x and 10.33.x.x which are an IP address
patterns used to identify the location including CS1000, Session Manager and Avaya SBCE
o Notes: Add a brief description (optional)

@ Last Logged on at June 4, 2012 4:07 PM
AVAyA Avaya AUI’a System Ma nager 6 S 2 Help | About | Change Password | Log off admin
Routing *| Home
Routing fillHome / Elements / Routing / Locations
Domains Help ?
Location Details
Adaptations
= General
SIP Entities
Entity Links * Name: [Belleville ||
Time Ranges Notes:
Routing Policies
Dial Patterns Overall Managed Bandwidth
Regular Expressions Managed Bandwidth Units: |Kbit/sec [+]
Detaults Total Bandwidth: 100000
Multimedia Bandwidth: 100000
Audio Calls Can Take Multimedia 7
Bandwidth:

6.4. Add Adaptation Module

Session Manager can be configured with Adaptation module that modifies SIP messages before
or after routing decisions have been made.

To view or change adaptations, select Routing - Adaptations. Click on the checkbox
corresponding to the name of an adaptation and Edit to edit an existing adaptation, or the New
button to add an adaptation. Click the Commit button after changes are completed.

The following screen shows adaptations named CS1000 and Diversion were configured and used
in the compliance test.
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Avaya Aura® System Manager 6.2 S ke sl
AVAVA y y g

Routing *| Home

Routing fillHome / Elements / Routing / Adaptations
Domains Help 2
= Adaptations
Locations
. -
SIP Entities
Entity Links 3 Items | Refresh Filter: Enable
Time Ranges =l T
| Name Module name Egress URI Parameters Notes
Routing Policies Cisco UCM7 CiscoAdapter iosrcd=bvwdev.com odstd=135.10.97.249

Dial Patterns &l I 1000 CS1000Adapter fromto=true l
Regular Expressions E I Diversion DiversionTypeAdapter MIME=no ||

Defaults select : All, None

The CS1000 adaptation will later be assigned to the CS1000 SIP Entity. This adaptation uses the
CS1000Adapter to normalize the SIP traffic exchange between CS1000 and Session Manager.
The parameter is set to fromto=true to allow Session Manager to normalize From and To
headers. The screen below shows the CS1000 adaptation configured for the testing associated
with these Application Notes:

@® Last Logged on at June 4, 2012 4:07 PM
A\/AYA Avaya Aura® System Manager 6.2 Help | About | Change Password 1 Log off admin
Routing * Home

Routing Pl Home / Elements / Routing / Adaptations

Domains Help ?

ocatiDns Adaptation Details

=T General
SIP Entities
T * pdaptation name: CS1000 |
Entity Links
s : fCSi000adapter |

e Rangos Module name: [CS1000Adapter =

Routing Policies Module parameter: ffromto=true | |

Dial Patterns Egress URI Parameters:

Regular Expressions Notes:

Defaults

The adaptation named Diversion shown below will later be assigned to the Avaya SBCE SIP
Entity. As a requirement of MTS Allstream, only Diversion header is supported on the SIP
Trunk. Session Manager uses the DiversionTypeAdapter to convert the History-Info to Diversion
header on the egress traffic to MTS Allstream. The parameter is set to MIME=no to allow
Session Manager to send only SDP in SIP message body, other part will be deleted.

Last Logged on at June 4, 2012 4:07 PM
AV‘ \yA AVaya Au l’a® System Ma nager 6.2 Help | &bout | Change Passwaord | Log off admin
Routing *| Home
Routing Ll Home / Elements / Routing / Adaptations
Domains Help ?
Ebrations Adaptation Details
— General
SIP Entities
Entity Links * pdaptation name: IDiversion | |
i :
Time Ranges Module name: |DiversionTypeadapter | |
Routing Policies Module parameter: IMIME:nU I
Dial Patterns Egress URI Parameters:
Regular Expressions Notes:
Defaults
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6.5. Add SIP Entities

A SIP Entity must be added for Session Manager and for each SIP telephony system connected
to it which includes CS1000 and Avaya SBCE.

To add a new SIP Entity, navigate to Routing = SIP Entities in the left navigation pane and
click on the New button in the right pane (not shown).

In the General section, enter the following values. Use default values for all remaining fields:

o Name: Enter a descriptive name

o FQDN or IP Address: Enter the FQDN or IP address of the SIP Entity that is used for SIP
signaling

e Type: Select Session Manager for Session Manager and select Other for CS1000 and
Avaya SBCE

e Adaptation: Select the CS1000 adaptation for SIP Entity for CS1000 and select Diversion
adaptation for SIP Entity for Avaya SBCE. The adaptations are created in Section 6.4. The
Adaptation is not available for Session Manager type

e Location: Select one of the locations defined previously in Section 6.3

e Time Zone: Select the time zone for the location above

The following screen shows the addition of Session Manager SIP Entity. The IP address of the
Session Manager signaling interface is entered for FQDN or IP Address.

AVAYA Avaya Aura® System Manager 6.2 O B R oGS Sae A Ly oS ST,
Routing *| Home
Routing «
Domains Help ?
Locations SIP Entity Details Cancel
Adaptations General
* Name: IInteropSM l
Entity Links * FQDN or IP Address: [10.33.1.11 1
Time Ranges Type: W

ing Polici =
Koutng Bolieles Notes: Interop Session Manager

Dial Patterns

Regular Expressions Location: | Belleville [~}
Defaults Outbound Proxy: [Z]
Time Zone: || America/Toronto = |

Credential name:

SIP Link Monitoring
SIP Link Monitoring: | Use Session Manager Configuration E]

To define the ports used by Session Manager, scroll down to the Port section of the SIP Entity
Details screen. This section is only present for the Session Manager SIP Entity.
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In the Port section, click Add and enter the following values. Use default values for all
remaining fields:

e Port: Port number on which Session Manager can listen for SIP requests
e Protocol: Transport protocol to be used to send SIP requests
e Default Domain: The domain used for the enterprise

Defaults can be used for the remaining fields. Click Commit to save.

The compliance test used Port 5060 with TCP for connecting to CS1000 and Avaya SBCE. It is
shown in the screenshot below.

Port
TCP Failover port:
TLS Failover port:

4 Items = Refresh Filter: Enable
(] Port - Protocol Default Domain Notes

= ’l5060 TCP | avaya.com % i

[l |so60 UDP || bywdey.com

[ |so61 TLS E] bvwdey.com [z]

7] |so70 uoe [+] bywdev.com [+

The following screen shows the addition of CS1000 SIP Entities. In order for Session Manager
to send SIP traffic to CS1000, it is necessary to create a SIP Entity for CS1000. The FQDN or
IP Address field is set to the IP address of CS1000. Select Type is Other. Select Adaptation

CS1000 created in Section 6.4.

AVAYA Avaya Aura® System Manager 6.2 5 AL Charn BaseWarD) Lui ff Adrin’
Routing *| Home
Routing «

Domains Help 2

Eocatione SIP Entity Details QL:eI]

Adaptations General

* Name: |CS1KR75_MTS | |

Entity Links * FQDN or IP Address: |110,10.97 150 ]

Time Ranges Type:

RoutingiRulicles Notes: [CS1KR75_MTS

Dial Patterns

Regular Expressions Adaptation: [CS1000 |+

Defaults Location: | Relleville [~ |

Time Zone: lAmerica( oronto I |
Override Port & Transport with DNS SRv: [[]
* SIP Timer B/F (in seconds): 4
Credential name:
Call Detail Recording: none E|
CommProfile Type Preference: E|
SIP Link Monitoring
SIP Link Monitoring: | Use Session Manager Configuration B
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The following screen shows the addition of the SIP Entity for Avaya SBCE. The FQDN or IP
Address field is set to the IP address of its private network interface (see Figure 1). Select Type
is Other. Select Adaptation Diversion created in Section 6.4.

AVAYA

Routing
Domains
Locations
Adaptations
Entity Links
Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

Avaya Aura® System M

Last Logged on at June 4, 2012 4:07 PM
Help | about | Change Password | Log off admin

anager 6.2

Routing *| Home

Pl Home / Elements / Routing / SIP Entities

SIP Entity Details

General

Help ?

* Name: I,A\fayaSBCE l

* FQDN or IP Address
Type

Notes:

Adaptation:
Location:

Time Zone

: fL10.10.97.180 | |

d CETT—

: |avayasecE

: §Diversion ||

: §america/Toronto

Override Port & Transport with DNS SRV:

* SIP Timer B/F (in seconds):

4

Credential name:

call Detail Recording:

CommProfile Type Preference:

SIP Link Monitoring

SIP Link Monitoring:

none [+]
[

Use Session Manager Configuration |z|

6.6. Add Entity Links

A SIP trunk between Session Manager and a telephony system is described by an Entity Link.
Two Entity Links are created for CS1000 and for Avaya SBCE. To add an Entity Link, navigate
to Routing = Entity Links in the left navigation pane and click on the New button in the right
pane (not shown).

Fill in the following fields in the new row that is displayed:

o Name: Enter a descriptive name

e SIP Entity 1: Select the Session Manager

e Protocol: Select the transport protocol used for this link

e Port: Port number on which Session Manager will receive SIP requests from the far-end.
For CS1000, this must match the port of Proxy Server Route 1 which defined in Section
5.5.2 step d)

o SIP Entity 2: Select the name of the other system. For CS1000, select the CS1000 SIP
Entity; for Avaya SBCE, select the Avaya SBCE SIP Entity. The SIP Entities are defined in
Section 6.5

e Port: Port number on which the other system receives SIP requests from the Session
Manager. For CS1000, this must match the Local SIP Port defined in Section 5.5.2 step ¢)

e Connection Policy: Select Trusted. Note: If this is not selected, calls from the associated
SIP Entity specified in Section 6.5 will be denied
e Click Commit to save
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The following screens illustrate the Entity Links to CS1000 and Avaya SBCE. For the
compliance test, transport protocol TCP and port 5060 were used to match the values of Proxy
Server Route 1 defined in Section 5.5.2 step d) and in Figure 1.

Entity Link to CS1000:
Entity Links
Add | Remove |
1 Item @ Refresh Filter: Enable
SIP Entity 1 Protocol Port SIP Entity 2 Port Connection Policy
. T
M |1nteropsrv1§ TCP [v|  * 5060 CS1KR75_MTS E * 5060 Trusted E
s D a0
Select : all, None

Entity Link to Avaya SBCE:

Entity Links
(add
1 Item Refresh Filter: Enable

SIP Entity 1 Protocol Port SIP Entity 2 Port Connection Policy

] §InteropsM v/ TCP |[w|  *|5060 AvayaSBCE E * |S060 Trusted E
or e i

Select : all, None

6.7. Add Routing Policies

Routing policies describe the conditions under which calls will be routed to the SIP Entities
specified in Section 6.5. Two routing policies must be added for CS1000 and for Avaya SBCE.
To add a routing policy, navigate to Routing = Routing Policies in the left navigation pane and
click on the New button in the right pane (not shown). The following screen is displayed. Fill in
the following:

In the General section, enter the following values:
e Name: Enter a descriptive name
¢ Notes: Add a brief description (optional)

In the SIP Entity as Destination section, click Select. The SIP Entity List page opens (not
shown). Select the appropriate SIP entity to which this routing policy applies and click Select.
The selected SIP Entity displays on the Routing Policy Details page as shown below. Use
default values for remaining fields. Click Commit to save.

The following screens show the Routing Policies To_CS1K for CS1000.
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AVAYA

Routing
Domains
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Dial Patterns
Regular Expressions

Defaults

Avaya Aura® System Manager 6.2

Last Logged on at June 4, 2012 4:07 PM
Help | About | Change Password | Log off admin

Routing x Home

‘il Home / Elements / Routing / Routing Policies

Routing Policy Details

Help ?

General
* Name: [To _CS1K | |
Disabled: [
* Retries: 0
Notes: To_CS1K
SIP Entity as Destination
Select
Name FQDN or IP Address Type Notes

fcsikr75_MTS 110.10.97.190 Other CS1KR75_MTS

The following screens show the Routing Policies To_MTSAlIstream for the Avaya SBCE.

® Last Logged on at June 4, 2012 4:07 PM
A\/AYA Avaya Aura® System Manager 6.2 Help | About | Change Password | Log off adrmin
Routing *| Home
Routing il Home / Elements / Routing / Routing Policies
Domains Help 2
Locations Routing Policy Details Cancel
Adaptations
. General
SIP Entities
z = * Name: | To_MTSallstream |
Entity Links
Time Ranges Disabled: []
Routing Policies * Retries: [0
Dial Patterns Notes: |To_MTSallstream
Regular Expressions
Defaults SIP Entity as Destination
Name FQDN or IP Address Type Notes
favayaseCE 110.10.97.189 Other AvayaSBCEY

6.8. Add Dial Patterns

Dial Patterns are needed to route specific calls through Session Manager. For the compliance
test, dial patterns were needed to route calls from CS1000 to MTS Allstream and vice versa.
Dial Patterns define which route policy will be selected for a particular call based on the dialed
digits, destination domain and originating location. To add a dial pattern, navigate to Routing =
Dial Patterns in the left navigation pane and click on the New button in the right pane (not
shown). Fill in the following, as shown in the screens below:

In the General section, enter the following values:

Pattern: Enter a dial string that will be matched against the Request-URI of the call
Min: Enter a minimum length used in the match criteria

Max: Enter a maximum length used in the match criteria

SIP Domain: Enter the destination domain used in the match criteria

Notes: Add a brief description (optional)

In the Originating Locations and Routing Policies section, click Add. From the Originating
Locations and Routing Policy List that appears (not shown), select the appropriate originating
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location for use in the match criteria. Lastly, select the routing policy from the list that will be
used to route all calls that match the specified criteria. Click Select.

Default values can be used for the remaining fields. Click Commit to save.

Two examples of the dial patterns used for the compliance test are shown below, one for
outbound calls from the enterprise to the PSTN and one for inbound calls from the PSTN to the
enterprise.

The first example shows dial pattern for outbound call. The dialed numbers has to begin with
prefix 11129 and has a destination domain of avaya.com uses route policy To_MTSAllstream
as defined in Section 6.6.

ast Logged on a &4, 2012 10:00 PH
AVAYA Avaya Aura® System Manager 6.2 bielh | ABSUE | Change Paseword.| Lag FF admin
Routing x Home
Routing «
Domains Help 2
Locations Dial Pattern Details Cancel
Adaptations
S General
e * pattern: 11129 | |
Time Ranges * Min:
Routing Policies * Max:
Emergency Call:
Regular Expressions Emergency Priority: 1
Defaults Emergency Type:
SIP Domain:

Notes:

Originating Locations and Routing Policies

[Add Remove
1 Item ' Refresh Filter: Enable
Originating

Originating Location Name 1 Location
Notes

Routing Routing
Rank 2 . Policy Policy
Disabled Destination

Routing Policy
Name

Routing Policy
Notes

F I Belleville To_MTSAllstream [} AvayaSBCE To_MTSAllstream

Select : all, None

Note: This is a requirement of MTS Allstream. The prefix 11129 will be automatically deleted
by MTS Allstream and not to be sent to PSTN. For example, if a CS1000 phone dials 11 digits to
make a long distance call to PTSN, the DMI 1 configured in Section 5.6.3 will insert prefix
11129 before sending to Session Manager, the Dial Pattern 11129 configured on Session
Manager then routes the call to MTS Allstream. Because the prefix 11129 applies to all outbound
calls from CS1000 as described in Section 5.6.6 and 5.6.7, Session Manager just needs to use
only Dial Pattern 11129 for all outbound calls. As a result, the length of Dial Pattern 11129
should be flexible but cannot exceed 36 digits as it is a maximum dial digits allowed by Session
Manager.

The second example shows that inbound 10-digit numbers that start with 647776 to domain
avaya.com uses route policy To_CS1000 as defined in Section 6.6. These are the DID numbers
assigned to the enterprise by MTS Allstream.
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® Last Logged on at June 4, 2012 10:00 PN
AVAyA Avaya AU ra S\/Stem Manager 6 . 2 Help | About | Change Password | Log off admin
s x
Routing Home
Routing il Home / Elements / Routing / Dial Patterns
Domains Help ?
Locations Dial Pattern Details
Adaptations
. General
SIP Entities
e * pattern: [£547776 |
Entity Links
* in:
Time Ranges Min;
Routing Policies * Max:
Emergency Call: [
Regular Expressions Emergency Priority: 1
Defaults Emergency Type:
SIP Domain: | avaya.com E]
Notes:
Originating Locations and Routing Policies
1 Item | Refresh Filter: Enable
= 2 VRouting Routing = o Routing
Originating Location Name | . Erlgl'l:'!atlr;lg e Policy Rank 2 . Policy gou:!ngt!’nllcy Policy
cationhNotes Name Disabled estination Notes
[ Reelleville To_CS1K 0 CS1KR75_MTS To_CS1K |
Select : All, None

6.9. Add/View Session Manager

The creation of a Session Manager element provides the linkage between System Manager and
Session Manager. This is most likely done as part of the initial Session Manager installation. To
add a Session Manager, navigate to Home = Elements = Session Manager = Session
Manager Administration in the left navigation pane and click on the New button in the right
pane (not shown). If the Session Manager already exists, click View (not shown) to view the
configuration. Enter/verify the data as described below and shown in the following screen:

In the General section, enter the following values:
o SIP Entity Name: Select the SIP Entity created for Session Manager
e Description: Add a brief description (optional)

¢ Management Access Point Host Name/IP: Enter the IP address of the Session Manager
management interface

The screen below shows the Session Manager values used for the compliance test.
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ast Logged on at June 4, 2012 10:00 PM
AVa a Au I’a® S Stem Mana er 6.2 Help | About |Léhan§;epacsrsworudn| iuq off ad:nin
v Y 9
Session Manager *| Routing * Home

Session Manager Ll Home / Elements / Session Manager

Dashboard Help ?

Edit Session Manager

Session Manager

Administration

Communication Profile
Edit General | Security Module | NIC Bonding | Monitoring | COR | Personal Profile Manager (PPM) - Connection Settings | Event Server |
Lt Expand &ll | Collapse all
Network Configuration
General ®

Device and Location

Configuration SIP Entity Name

Application Description

Configuration *Management Access Point Host Name/IP 10.33.1.10 i
System Status

Systam Tools *Direct Routing to Endpoints m

Performance

In the Security Module section, enter the following values:
o SIP Entity IP Address: Should be filled in automatically based on the SIP Entity Name

¢ Network Mask: Enter the network mask corresponding to the IP address of Session
Manager

o Default Gateway: Enter the IP address of the default gateway for Session Manager

Use default values for the remaining fields. Click Save (not shown) to add this Session Manager.
The screen below shows the remaining Session Manager values used for the compliance test.

Security Module =
SIP Entity IP Address 10.33.1.11
*Network Mask 255.255.255,192
*pDefault Gateway 10.33.1.1
*Call Control PHB |46
*QOS Priority 6
*Speed & Duplex AUtO EI

VLAN ID
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7. Configure Avaya Session Border Controller for Enterprise

This section covers the configuration of Avaya Session Border Controller for Enterprise (Avaya
SBCE). It is assumed that the software has already been installed. For additional information on
these configuration tasks, see Reference [14] and [15].

The compliance test comprises of configuration for two major components, trunk server for
service provider and call server for the enterprise. Each component consists of a set of Global
Profiles, Domain Policies and Device Specific Settings. The configuration is performed using the
Avaya SBCE web user interface as described in the following sections.

Trunk server configuration elements for service provider MTS Allstream:

- Global Profiles:

(@]

o O O O

o

URI Groups

Routing

Topology Hiding
Server Interworking
Signaling Manipulation
Server Configuration

- Domain Policies:

@)
®)
@)
®)

Application Rules
Media Rules

Signaling Rules
Endpoint Policy Group
Session Policy

- Device Specific Settings:

o

o O O O

Call server configuration elements at the enterprise for Session Manager:

Network Management

Media Interface

Signaling Interface

End Point Flows - Server Flows
Session Flows

- Global Profiles:

©)
@)

o

@)
@)

URI Groups

Routing

Topology Hiding
Server Interworking
Server Configuration

- Domain Policies:

o

o O O O
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- Device Specific Settings:
o Network Management
Media Interface
Signaling Interface
End Point Flows = Server Flows
Session Flows

o O O O

7.1. Avaya Session Border Controller for Enterprise Login

Use a Web browser to access the Unify Communication Security (UC-Sec) web interface, enter
https://<ip-addr>/ucsec in the address field of the web browser (not shown), where <ip-addr> is
the management LAN IP address of UC-Sec.

Enter appropriate credentials and click Sign In.

Sign in
LoginID [ucse 7_'1

Password ‘“"L‘

LEARNM - VERIFY - PROTECT

The UC-Sec ™ family of products from Sipera Systems delivers comprehensive
VolP security by adapting the best practices of internet security and by using unigue,
saophisticated technigues such as VolP protocol misuse & anomaly detection,
hehavioral learning hased anomaly detection and voice spam detection to protect
VolP networks.

Visitthe Sipera Systems website to learn more.

NOTICE TO USERS: This system is for authorized use only. Unauthorized use of this
systemn is strictly prohibited. Unauthorized or improper use of this system may
resultin civil andfor criminal penalties. Use of this systermn constitutes consentto
security monitoring. Al activity is logged with login info, host name and IP address.

The main page of the UC-Sec Control Center will appear as shown below.
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UC-Sec Control Center |
i © Sipera

signed in s Admin. Current server time is 12:48:21 AM EDT

@ Alarms Incidents  [Jfy Statistics |8 users

(2 UC-Sec Control Center
@ welcome Securing your real-time unified communications
<.+ Administration

t'i‘ Backug/Restare Acomprehensive IP Communications Security product, the Sipera UC-Sec offers a complete suite of security, enablement UCEL e

ﬂ System Management

Logs % Diagnostics

@] Logout (@ Help

: and compliance features for protecting and deploying unified communications such as Voice-over-IP (¥olP), instant Sipera Website
hj Global Parameters messaging (IM), multimedia, and collaboration applications Sipera VIPER Labs
> | Global Profiles i« .
b 3 SIP Cluster Ifyou need support, please call our toll free number at (866) 861-3113 or e-mail support@sipera.com. Contact Support

2D in Polic -
B DevisEociie Selings Alarms (Past 24 Hours) Incidents (Past 24 Hours)
> (23 Troubleshooting None found sipera: No Routing Rule matched UC-Sec Devices Network Type E

12 TLS Management sipera: No Routing Rule matched sipera DMZ_ONLY
123 IM Logaing sipera: No Routing Rule matched
sipera: No Routing Rule matched

sipera: No Routing Rule matched

Administrator Notes [Add]

No notes posted.

To view system information that has been configured during installation, navigate to UC-Sec
Control Center = System Management. A list of installed devices is shown in the right pane.
In the compliance test, a single device named sipera is added. To view the configuration of this
device, click the View Config icon (the third icon from the right) as shown below.

UC-Sec Control Center

Wl as Admin. Current server time is 12:50:46 AM EDT

O Alarms Incidents ﬂﬂ Statistics = —| Logs % Diagnostics [f Users QJ Logout | (@ Help
() UC-Sec Control Center System Management
@Wel:ume

_.¢ Administration

|L) BackupiRestore Installed | | Updates
System Management

e [ etame s Ve S | | u

i Global Profiles sipera IPCS31020134 405002 @ Commissioned mBOs 2 X
12 SIP Cluster

> | Domain Policies
I Device Specific Settings
1) Troubleshooting
1) TLS Management

> 1L IM Logging

The System Information screen shows Network Settings, DNS Configuration and
Management IP information provided during installation and corresponds to Figure 1. The Box

Type is set to SIP and the Deployment Mode is set to Proxy. Default values are used for all
other fields.
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System Information: sipera !

Network Configuration

—General Settings Device Settings
Appliance Name sipera HA Mode Mo
Box Type SIP Secure Channel Mode  MNone
Deployment Mode Proxy Two Bypass Mode Mo
—Network Settings

P
110.10.97.189

Public IP
110.10.97.189

Netmask
255.255.255.192

Gateway Interface

110.10.97.129

110.10.98.112 110.10.88.112 265.255.255.224 110.10.98.97 B1

—DNS Configuration Management IP(S)
Primary DNS 110.10.98.60 [ P 110.10.98.85
Secondary DNS
DNS Location DMZ
DNS Client IP 110.10.97.189

7.2. Global Profiles
Global Profiles allows for configuration of parameters across all UC-Sec appliances.

7.2.1. Uniform Resource Identifier (URI) Groups

The URI Group feature allows user to create any number of logical URI groups that are
comprised of individual SIP subscribers located in that particular domain or group. These groups
are used by the various domain policies to determine which actions (Allow, Block, or

Apply Policy) should be used for a given call flow.

To add an URI Group, select UC-Sec Control Center - Global Profiles > URI Groups.
Click on Add Group (not shown).

In the compliance test, a URI Group named MTSAIlIstream was added with URI type Plain (not
shown) and consists of four domain *@anonymous.invalid, *@avaya.com, *@110.10.98.108
and *@220.20.2.12. Domain anonymous.invalid is defined for private calls received either from
call server or trunk server had URI-Host masked by anonymous.invalid. The enterprise domain
name avaya.com is for SIP Trunk domain defined in Section 5.5.2 step c) between CS1000 and
Avaya SBCE via Session Manager. For the public SIP Trunk between Avaya SBCE and MTS
Allstream, the Avaya SBCE public IP address 110.10.98.108 is set as URI-Host of From, PAI
and Diversion headers while the public IP address of MTS Allstream 220.20.2.12 is set as URI-
Host of Request-URI and To headers.
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This URI-Group is used to match the From and To headers in a SIP call dialog received from
both Session Manager and MTS Allstream. If there is a match, the Avaya SBCE will apply the
appropriate Routing Profile and Server Flow to route the inbound and outbound call to the right
destination. The Routing Profile and Server Flow are configured in Section 7.2.2 and Section
7.4.4 appropriately.

The screenshot below illustrates the URI Listing for URI Group MTSAllIstream.

UC-Sec Control Center @ Sipera

Systems

(@ Alarms Incidents ] Logout | @ Help

2 UC-Sec Contral Center Eam
i  Ada Grow |  Rename Grou | tetete Group |
Add Group Rename Group | Delete Group

& Administration

|=l| BackupiRestore URI Groups Click here to add a description.

B System Management SR

URI G
) Global Parameters RS | el
4 | Global Profiles ¥
B pomain Dos 2 Add URI
& Fingerprint SRRy =
URI Listing
s server ntenworking g “ :
€9 Phone Interworking pErr—— @110.10.88.108 2 X
£ Media Forking *@220.20.212 S
£%Routing *@anonymous.invalid 21X
% Server Configuration m @avaya.com > %
&8 Subscriber Profiles ot taed
a|= Topology Hiding
Signaling Manipulation
% URI Groups
> | SIP Cluster

7.2.2. Routing Profiles

Routing Profiles define a specific set of packet routing criteria that are used in conjunction with
other types of domain policies to identify a particular call flow and thereby ascertain which
security features will be applied to those packets. Parameters defined by Routing Profiles
include packet transport settings, name server addresses and resolution methods, next hop
routing information and packet transport types.

To create a Routing Profile, select UC-Sec Control Center 2 Global Profiles © Routing.
Click on Add Profile (not shown).

In the compliance test, a Routing Profile named To_MTSAlIstream was created to be used in
conjunction with the server flow defined for Session Manager. This entry is to route the outgoing
call from the enterprise to MTS Allstream.

In the opposite direction, a Routing Profile named To_SM62 is created to be used in
conjunction with the server flow defined for MTS Allstream. This entry is to route the incoming
call from MTS Allstream to the enterprise.

7.2.2.1 Routing Profile for MTS Allstream

The screenshot below illustrates the UC-Sec Control Center - Global Profiles > Routing:
To_MTSAIlIstream. As shown in Figure 1, MTS Allstream SIP Trunk is connected with
transportation protocol UDP. If there is a match in the To header of the MTSAllstream URI
Group defined in Section 7.2.1, the call will be routed to the Next Hop Server 1 which is the IP
address of MTS Allstream SIP Trunk on port 5060.
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Welcome ucs

UC-Sec Control Center

ned in as Admin. Current server time is 1:43:41 PM EDT

I UC-Sec Control Center
@ welcome
¢ Administration
|| Backup/Restore
B8 syster Management
b 12 Global Parameters
|2 Global Profiles
aDumain DoS
& Fingerprint
% Server Interworking
€3 Phone Interworking
Media Forking

ﬁguralion

&8 Subscriber Profiles
ala Topology Hiding
Signaling Manipulation

4% URI Groups

> I SIP Cluster

I Domain Policies

b |2 Device Specific Settings

) Troubleshooting

U 1) TLS Management

b2 M Logging

N

@ Alarms Incidents | [Jfy Statistics

default

To_gm8

To_CM

SM_To sipmmts
Jiimebvia. To_SM
CS1K_Car3_To @iins
WAEREM To_CS1K_CAR3
sM_To 0
PAETEC_To_SM
To_SM_fr fwssifams
To dyeaRs
To_CM521

To_CM601

Logs &% Diagnostics [[ Users

@) Sipera

Systems

3] Logout | @ Help

Rename Profile | Clone Profile | Delete Profile

Click here to add a description.

Routing Profile

Add Routing Rule

Next Hop Outgoing

URI Group Next Hop Server 1

Transport

1 CM_MTSAllstream  220.20.2.12:5060  ---

(e
o
o

7.2.2.2 Routing Profile for Session Manager

The routing profile To_SM62 is defined to route calls where the To header matches the URI-
Group MTSAllstream, defined in Section 7.2.1, to Next Hop Server 1 which is the IP address
of Session Manager, on port 5060 as a destination. As shown in Figure 1, SIP Trunk between
Session Manager and Avaya SBCE is connected with transportation protocol TCP.

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 11:20:23 AM EDT

@ Alarms Incidents

[In Statistics =

) UC-Sec Control Center
Welcome
& Administration
[&)] Backup/Restore
ﬂ System Management
b 2 Global Parameters
4 |2 Global Profiles
B pomain Dos
& Fingerprint

Logs &% Diagnostics

Global Profiles > Routing: To_SM62

Routing Profiles

default

B server ing
€3 Phone Interworking
Media Forking
|4 Routing |
& Server Configuration
&8 Subscriber Profiles
alm Topology Hiding
Signaling Manipulation
4% URI Groups
b [ SIP Cluster
4 |2) Domain Policies
[ Application Rules
[ Border Rules
[ Wedia Rules
[} security Rules
2" Signaling Rules
() Time of Day Rules
7 | End Point Policy Groups

i session Policies

Ir

To_MTSAllstream

& Users

Routing Profile

@] Logout

Rename Profile | Clone Profile | Delete Profile

@ Help

Click here to add a description.

Add Routing Rule

ik Outgoing
Route | & nsport
ader L
| TCP L4

Next

Priority URI Group Next Hop Server 1 Next Hop Server 2
Priority
=

Hop

Next
SRV | Hopin
] ]

| MTSAllstream 10.33.1.11:5060

[I1BH

7.2.3. Topology Hiding

Topology Hiding is an Avaya SBCE security feature which allows changing certain key SIP
message parameters to ‘hide’ or ‘mask’ how the enterprise network may appear to an
unauthorized or malicious user.
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To create a Topology Hiding profile, select UC-Sec Control Center - Global Profiles >
Topology Hiding. Click on Add Profile (not shown).

In the compliance test, two Topology Hiding profiles To_ MTSAlIstream and To_CS1K were
created.

7.2.3.1 Topology Hiding Profile for MTS Allstream

Profile To_MTSAIlIstream is defined to mask the enterprise SIP domain avaya.com in Request-
URI and To headers to IP 220.20.2.12 (the IP address MTS Allstream uses as URI-Host portion
for Request-URI and To headers to meet the SIP specification requirement of MTS Allstream);
mask the enterprise SIP domain avaya.com in From header to IP 110.10.98.108 (Avaya SBCE
public IP address); and replace Record-Route, Via headers and SDP added by CS1000 by
external IP address known to MTS Allstream. It is to secure the enterprise network topology and
also to meet the SIP requirement from service provider.

The screenshots below illustrate the Topology Hiding profile To_ MTSAllstream.

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 11:27:59 AM EDT

O Alarms Incidents |]£| Statistics | = Logs Diagnostics  [f] Users @] Logout @ Help
|2) UC-Sec Control Center Global Profiles > Topology Hiding: To_MTSAlistream
ki  Rename Profe | Clon profie | betete Proie|
Add Profile Rename Profile | Clone Profile | Delete Profile
. Administration -
u:.J Backup/Restore Topology Hiding Profiles Click here to add a description.
System Management default —ﬁ
L2 Global Parameters innsthepratie Topology Hiding
4 | Global Profiles
o
B pomain Dos - - =
) Fingerprint ] Request-Line IP/Domain Overwrite 220.20.2.12
% Server Interworking RS Via IP/Domain Auto =
{3 Phone Interworking TR Record-Route IP/Domain Auto =
pr =
g3 Hodiaborking VRt From IP/Domain Overwrite 110.10.98.108
Routi
:1'% otng ’ To IP/Domain Overwrite 220.20.2.12
& Server C St
22 Subscriber Profiles T EIeRAGHIEes SDP IP/Domain Auto =
7' Topology Hiding TonSiaa m
ignaling Manipulation To_ MTSAllstream
& URI Groups =
2 SIP Cluster =
2 Domain Policies AR
() Device Specific Settings R s rraioh ST
) Troubleshooting GremEaiuraink
[ TLS Management To.CSTK
L IM Logging -

- The Criteria should be selected as IP/Domain to give the Avaya SBCE the capability to
mask both domain name and IP address present in SIP URI-Host.

- The masking applied on From header also applies to Referred-By and P-Asserted-
Identity headers.

- The masking applied on To header also applies to Refer-To header.
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7.2.3.2 Topology Hiding Profile for CS1000

Profile To_CS1K is also needed to mask MTS Allstream URI-Host in Request-URI, From, To
headers to the enterprise SIP domain avaya.com; replace Record-Route, Via headers and SDP
added by MTS Allstream by internal IP address known to CS1000.

The screenshots below illustrate the Topology Hiding profile To_CS1K.

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current s

(@ Alarms Incidents [}y Statistics iagnostics | [ Users
) UC-Sec Control Center > il
S wacome
¢ Administration
Ui‘J Backup/Restore Topology Hiding Profiles Click here to add a description.
8
System Management default —|
> | Global Parameters SRR s
“Boampm sz Ovruric e
omain Do = = -
@ Fingerprint TS Request-Line IP/[Domain Overwrite avaya.com
% Server Interworking Wintreete ia IP/IDomain Auto =
€3 Phone Interworking RRLY G Record-Route IP/Domain Auto .
S -
aa Me"'_a Forking PPEBNEEER From IP/Domain Overwrite avaya.com
;;E :::It;r;gc i 0 IP/Domain Overwrite avaya.com
& Subscriber Profiles REEes EEE Epoman g =
515 Topology HIding preseey m
Signaling Manipulation To_ MTSAllstream
&% URI Groups =
I SIP Cluster =5
> ) Domain Policies W
() Device Specific Settings TRRADEE YK
> |2 Troubleshooting Py
|2 TLS Management
To_CS1K |
> (23 IM Logging
GnmndMaiaoses
feie SR p st
L

- The Criteria should be IP/Domain to give the Avaya SBCE the capability to mask both
domain name and IP address present in SIP URI-Host.

- The masking applied on From header also applies to Referred-By and P-Asserted-
Identity headers.

- The masking applied on To header also applies to Refer-To header.
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7.2.4. Server Interworking
Interworking Profile features are configured differently for Call and Trunk Servers.

To create a Server Interworking profile, select UC-Sec Control Center > Global Profiles >
Server Interworking. Click on Add Profile (not shown).

In the compliance testing, two profiles, MTSAllstream and SM, are created for MTS Allstream
and Session Manager.

7.2.4.1 Server Interworking profile for MTS Allstream

Profile MTS Allstream is defined to match the specification of MTS Allstream. The General
settings are configured with following parameters while the other settings for Timers, URI
Manipulation, Header Manipulation and Advanced are kept as default.

General settings:

- Hold Support = None. Avaya SBCE will not modify the hold/ resume signaling from CS1000
to MTS Allstream.

- 18X Handling = None. Avaya SBCE will not handle 18X, it will keep the 18X messages from
CS1000 unchanged to MTS Allstream.

- Refer Handling = unchecked. Avaya SBCE will not handle Refer. It will keep the Refer
message from CS1000 unchanged to MTS Allstream.

- T.38 Support = unchecked. MTS Allstream does not support T.38 fax in the compliance test.
- Privacy Enabled = unchecked. Avaya SBCE will not mask the From header with anonymous
for outbound call to MTS Allstream. It depends on the CS1000 to enable/ disable privacy on
individual call basis.

- DTMF Support = None. Avaya SBCE will send original DTMF supported by CS1000 to MTS
Allstream.
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The screenshots below illustrate the Server Interworking profile MTSAlIstream.

Editing Profile: MTSAllstream %
@ MNone
Hold Support R 43-¢=0.0.0.0
() RFC3264 - a=sendonly
180 Handling @ ) SDP () No SDP
181 Handling @ () SDP ) NoSDP
182 Handling )] () SDP ) NoSDP
183 Handling @ () SDP ) NoSDP

Refer Handling

It Handling

Diversion Header Support

Delayed SDP Handling [

T.38 Support E

URI Scheme @ SIP @ TEL ® ANY
@ RFC3261

Via Header Format ©) RFC2543

Editing Profile: MTSAllstream

Privacy Enahled
User Name
P-Asserted-ldentity
P-Preferred-ldentity

Privacy Header

DTMF Support (@ WNone ) SIP NOTIFY ©) SIPINFO

e i
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7.2.4.2 Server Interworking profile for Session Manager

Profile CS1K is defined to match the specification of CS1000. The General settings are
configured with the following parameters while the other settings for Timers, URI
Manipulation, Header Manipulation and Advanced are kept as default.

General settings:

- Hold Support = RFC2543. CS1000 supports hold/ resume as per RFC2543.

- 18X Handling = None. Avaya SBCE will not handle 18X, it will keep the 18X messages from
MTS Allstream to CS1000 unchanged.

- Refer Handling = unchecked. Avaya SBCE will not handle Refer. CS1000 does not use Refer
to redirect the call over SIP Trunk.

- T.38 Support = unchecked. MTS Allstream does not support T.38 fax in the compliance test.
- Privacy Enabled = unchecked. Avaya SBCE will not mask the From header with anonymous
for inbound call from MTS Allstream. It depends on the MTS Allstream to enable/ disable
privacy on individual call basis.

- DTMF Support = None. Avaya SBCE will send original DTMF supported by MTS Allstream
to CS1000.

The screenshots below illustrate the Server Interworking profile CS1K.

Editing Profile: CS1K !

Hold Support

© R o4 - a=sendonly
180 Handling ) SDP ) No SDP
181 Handling ) SDP ) No SDP
182 Handling ) SDP () No SDP
183 Handling () SDP ) No SDP

Refer Handling

3xx Handling

Diversion Header Support

Delayed SDP Handling [

T.38 Support |

URI Scheme @ SIP @ TEL @) ANY
@ RFC3261

Via Header Format () RFC2543
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Editing Profile: CS1K %

Privacy Enabled n

User Name ] ]

P-Asserted-Identity
P-Preferred-ldentity

Privacy Header ] ]

DTMF Support [ Mone] © siPnoTIFY @ siPINFO

Back Finish

7.2.5. Signhaling Manipulation

The Signaling Manipulation feature allows the ability to add, change and delete any of the
headers in a SIP message. This feature will add the ability to configure such manipulation in a
highly flexible manner using a proprietary scripting language called SigMa.

The SigMa scripting language is designed to express any of the SIP header manipulation
operations to be done by the Avaya SBCE. Using this language, a script can be written and tied
to a given Server Configuration which is configured in the next steps through the EMS GUI.
The Avaya SBCE appliance then interprets this script at the given entry point or “hook point”.

These Application Notes will not discuss the full feature of the Signaling Manipulation but will
show an example of a script created during compliance test to aid in Topology Hiding.

To create a Signaling Manipulation script, select UC-Sec Control Center = Global Profiles
- Signaling Manipulation. Click on Add Script (not shown). Separate SigMa script is created
for call server and trunk server.

7.2.5.1 SigMa script for MTS Allstream

In the compliance test, a SigMa script named MTSAllIstream_To_CS1K was created for Server
Configuration MTS Allstream and described detail as following:
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within session "ALL"
{
act on message where %DIRECTION="OUTBOUND" and $ENTRY POINT="POST ROUTING"
{
$HEADERS ["P-Asserted-Identity"][1].URI.HOST="110.10.98.108";
S$HEADERS ["Diversion"] [1] .URI.HOST="110.10.98.108";
remove ($HEADERS ["History-Info"][1]);
remove ($HEADERS ["P-Location"][11);
remove ($HEADERS ["Remote-Party-ID"] [1]);
}

act on message where %DIRECTION="INBOUND" and %ENTRY POINT="AFTER NETWORK"
{
SHEADERS ["Request Line"][1l].regex replace("sip:110.10.98.108","sip:avaya.com");
$HEADERS ["To"] [1] .regex replace("sip:110.10.98.108","sip:ping@110.10.98.108");
SHEADERS ["From"] [1] .regex replace("sip:220.20.2.12","sip:ping@220.20.2.12");
}
}

The statement act on message where $%DIRECTION="OUTBOUND" and

$ENTRY POINT="POST ROUTING" IS t0 specify that the script will take effect on all types of SIP
messages for outbound calls to MTS Allstream and the manipulation will be done after routing.
The manipulation will be according to the rules contained in this statement. The Topology-
Hiding profile MTSAlIstream could mask URI-Host of P-Asserted-Identity and Diversion
headers successfully in “request” SIP message. However, as a limitation, the P-Asserted-ldentity
and Diversion headers in “response” SIP message will still have the private enterprise SIP
domain. Therefore, two SigMa rules are used to correct the URI-Host of P-Asserted-ldentity and
Diversion headers. Three SigMa rules are also added to remove History-Info, P-Location and
Remote-Party-1D headers because they are not required by MTS Allstream.

The statement act on message where $DIRECTION="INBOUND" and

$ENTRY POINT="AFTER NETWORK" IS t0 Specify that the script will take effect on all types of SIP
messages for inbound calls from MTS Allstream and the manipulation will be done before
routing. The manipulation will be according to the rules contained in this statement. The purpose
of the SigMa script MTAllstream is to normalize the OPTIONS received from MTS Allstream.
The header From and To need to be modified to have URI-User@URI-Host format, otherwise
the OPTIONS will fail to match the URI-Group defined in Section 7.2.1. If unmatching happens,
the Routing Profile and Server Flow (discussed in Section 7.4.4) will not be applied to the call,
and will result in dropped packets. With the SigMa script in place, the OPTIONS heartbeat from
MTS Allstream will be forwarded to Session Manager. The 2000K response from Session
Manager will confirm the status of SIP Trunk as active. If there is no response, MTS Allstream
will change the status of SIP Trunk to “out of service”.
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7.2.5.2 SigMa script for Session Manager

In the compliance test, a SigMa script named SM62_4_MTSAllstream is created for Server
Configuration Session Manager and described in detail as follows:

within session "ALL"
{
act on message where %DIRECTION="INBOUND" and SENTRY POINT="AFTER NETWORK"
{
SHEADERS ["Request Line"][1l].regex replace("sip:110.10.97.189","sip:220.20.2.12");
$HEADERS ["From"] [1] .regex replace("sip:10.33.1.11","sip:ping@avaya.com");
SHEADERS ["To"] [1] .regex replace("sip:110.10.97.189","sip:pinglavaya.com") ;
}
}

The statement act on message where $%DIRECTION="INBOUND" and

$ENTRY POINT="AFTER NETWORK" IS t0 Specify that the script will take effect on all types of SIP
messages for outbound calls from Session Manager and the manipulation will be done before
routing. The manipulation will be according to the rules contained in this statement. The purpose
of the SigMa script SM62_4 MTSAIlIstream is to normalize the OPTIONS received from
Session Manager. The header From and To need to be modified to have URI-User@URI-Host
format, otherwise the OPTIONS will fail to match the URI-Group defined in Section 7.2.1. If
unmatching happens, the Routing Profile and Server Flow (discussed in Section 7.4.4) will not
be applied to the call, and will result in dropped packets. With the SigMa script in place, the
OPTIONS heartbeat from Session Manager will be forwarded to MTS Allstream. The 2000K
response from MTS Allstream will confirm the status of SIP Trunk as active. If there is no
response, Session Manager will change the status of SIP Trunk to “out of service”.

7.2.6. Server Configuration

The Server Configuration screen contains four tabs: General, Authentication, Heartbeat, and
Advanced. These tabs are used to configure and manage various SIP Call Server specific
parameters such as TCP and UDP port assignments, heartbeat signaling parameters, DoS security
statistics and trusted domains.

To create a Server Configuration entry, select UC-Sec Control Center > Global Profiles
->Server Configuration. Click on Add Profile (not shown).

In the compliance test, two separate Server Configurations were created, server entry
MTSAIlIsream for MTS Allstream and server entry SM62 for Session Manager.

7.2.6.1 Server Configuration for MTS Allstream

The Server Configuration named MTSAllIstream is added for MTS Allstream, it will be
discussed in detail below. General and Advanced tabs are provisioned but no configuration is
done for Authentication tab as MTS Alllstream does not implement Authentication on a SIP
Trunk. The Heartbeat tab is kept as disabled as default to allow the Avaya SBCE to forward the
OPTIONS heartbeat from Session Manager to MTS Allstream to query the status of the SIP
Trunk.
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UC-Sec Control Center
Wit in as Admi

is 12:53:33 PM EDT @ Slp?r?
(@ Alarms Incidents [y Stati i i

@] Logout (@ Help
) UC-Sec Control Center Global Profiles » Server Configu stream

@ Welcome Rename Profile | Clone Profile | Delete Profile

Add Profile
“.+ Administration

|2l Backup/Restore
B8 System Management
(2 Global Parameters
4 |2 Global Profiles
B Domain DoS
& Fingerprint
8 Server Interworking
€9 Phone Interworking
&% Media Forking
SZBauting
&5 Subscriber Profiles
o|= Topolagy Hiding
Signaling Manipulation
&% URI Groups
> | SIP Cluster
> | Domain Policies
> |2 Device Specific Settings
> | Troubleshooting

General ‘ icati H [l l

Server Type. Trunk Server
IP Addresses / FQDNs 22020212
Supported Transports UDP

UDP Port 5060

tii‘l’t“En”H

(L TLS Management
L IM Logging

In the General tab, set Server Type for MTS Allstream to Trunk Server. In the compliance
test, MTS Allstream supports UDP and listens on port 5060.

Edit Server Configuration Profile - General %

Server Type

22020212

IP Addresses f Supported FQDNs

Comma seperated list

[ 1cp
Supported Transports
) TLS
TCP Port [ l
UDF Port
TLS Port

Under Advanced tab, for Interworking Profile drop-down list, select MTSAllstream as
defined in Section 7.2.4, and for Signaling Manipulation Script drop-down list, select
MTSAIlIsteram_To_CS1K as defined in Section 7.2.5.1. These configurations are applied to the

specific SIP profile and SigMa rules for the traffic from MTS Allstream. The other settings are
kept as default.
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Edit Server Configuration Profile - Advanced [x

Enable DoS Protection

Enable Groocming

[
[
Interworking Profile MTSAllstream

Signaling Manipulation Script MTSAllstream _To CS1K
UDP Connection Type @ SUBID @ PORTID ) MAPPING

7.2.6.2 Server Configuration for Session Manager

The Server Configuration named SM62 is added for CS1000 is discussed in detail below.
General and Advanced tabs are provisioned but no configuration is done for Authentication
tab. The Heartbeat tab is kept as disabled as default to allow the Avaya SBCE to forward the
OPTIONS heartbeat from MTS Allstream to Session Manager to query the status of the SIP
Trunk.

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 12:26:53 PM EDT

O Alarms Incidents ﬂﬂ Statistics | = Logs 4% Diagnostics [fl Users
|2 UC-Sec Control Center
© Welcome
“# Administration
[J] Backup/Restore Profile General | ‘ icati ‘ | ‘l 1
ﬂ System Management
> |2 Global Parameters
4 |2 Global Profiles
EDomam DoS
% Fingerprint
% Server Interworking
€3 Phone Interworking
ﬁ Media Forking

Routin
& Server Configuration|

&5 Subscriber Profiles
als Topology Hiding
Signaling Manipulation
&% URI Groups
> |2 SIP Cluster
> | Domain Policies
> |2 Device Specific Settings

Global Profiles > Server Configuration: SM62

Add Profile

Rename Profile | Clone Profile | Delete Profile

Server Type Call Server
IP Addresses / FODNs 10.33.1.11
Supported Transports TCP
TCP Port 5060

{

ITSAllstream

B
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In the General tab, specify Server Type as Call Server. In the compliance test, the link between
Avaya SBCE and Session Manager was TCP and Session Manager listens on port 5060.

Edit Server Configuration Profile - General %

Server Type Call Server

IP Addresses / Supported FQDNs
Comma seperated list

Supported Transporis

TCP Port

UDP Port

TLS Port

Under Advanced tab, for Interworking Profile drop-down list, select CS1K as defined in
Section 7.2.4 and for Signaling Manipulation Script drop down list select
SM62_4 MTSAIllstream as defined in Section 7.2.5.2. The other settings are kept as default.

Edit Server Configuration Profile - Advanced

Enable DoS Protection ]

Enable Grooming [

Interworking Profile

Signaling Manipulation Script

TCP Connection Type @ SUBID ) PORTID ) MAPPING
 Frin
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7.3. Domain Policies

The Domain Policies feature configures various rule sets (policies) to control unified
communications based upon criteria of communication sessions originating from or terminating
at the enterprise. These criteria can be used to trigger policies which, in turn, activate various
security features of the UC-Sec security device to aggregate, monitor, control and normalize call
flow. There are default policies available for use, or a custom domain policy can be created.

7.3.1. Application Rules

Application Rules define which types of SIP-based Unified Communications (UC) applications
the UC-Sec security device will protect: voice, video, and/or Instant Messaging (IM). In
addition, it is possible to configure the maximum number of concurrent voice and video sessions
the network will process in order to prevent resource exhaustion.

An Application Rule is created to set the number of concurrent voice traffic. The sample
configuration cloned and modified the default application rule to increase the number of
Maximum Concurrent Session and Maximum Sessions Per Endpoint.

To clone an application rule, navigate to UC-Sec Control Center = Domain Policies 2
Application Rules. With the default rule chosen, click on Clone Rule (not shown).

Enter a rule with a descriptive name MTSAlIstream_AR and click Finish.

Clone Rule %

Rule Name default

Clone Name MTSAllstream AppR

Click Edit button (not shown) to modify the rule. Set the Maximum Concurrent Sessions and
Maximum Session Per Endpoint for the VVoice application to a value high enough for the
amount of traffic the network is able to process. The following screen shows the modified
Application Rule with the Maximum Concurrent Sessions and Maximum Session Per
Endpoint set to 1000. In the compliance test, CS1000 was programmed to control the concurrent
sessions by setting the number of Virtual Trunks (Section 5.5.7) to the allotted number. Therefore,
the values in the Application Rule named MTSAllIstream_AR are set high enough to be considered
non-blocking.
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Editing Rule: MT SAllstream_AppR

Maximum Maximum
Application Type Concurrent Sessions Per
Endpoint
Voice [#] |1000 | 1000
Video [l W G | | i
I == | | |
@ MNone

CDR Support - CDRW/RTP

~, CDR w/o RTP
IM Logging =
RTCP Keep-Alive =

7.3.2. Media Rules

Media Rules define RTP media packet parameters such as prioritizing encryption techniques
and packet encryption techniques. Together these media-related parameters define a strict profile
that is associated with other SIP-specific policies to determine how media packet matching the
criteria will be handled by the UC-Sec security product.

A custom Media Rule is created to set the Quality of Service and Media Anomaly Detection.
The sample configuration shows Media Rule MTSAllstream_MediaR used for both the
enterprise and MTS Allstream.

To create Media Rule, navigate to UC-Sec Control Center > Domain Policies - Media
Rules. With default-low-med selected, click Clone Rule (not shown).

Enter a Media Rule with a descriptive name MTSAlIstream_MediaR and click Finish.

Clone Rule %
Rule Name default-low-med
Clone Name MTSAllstream_Media

When the RTP of a call is changed on the fly, Avaya SBCE will interpret this as an anomaly and
an alert will be created in the Incidents Log. Disabling Media Anomaly Detection prevents the
RTP Injection Attack alerts from being created in the log during an audio shuffle.

To modify the rule, select the Media Anomaly tab (not shown) and click Edit, uncheck Media
Anomaly Detection and click Finish.
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Media Anomaly

Media Anomaly Detection E

The Media Silencing feature detects the silence when the call is in progress. If silence is
detected and exceeds the allowed duration, Avaya SBCE generates an alert in the Incidents Log.
In the compliance test, the Media Silencing detection was disabled to prevent the call from
unexpectedly disconnected due to a RTP packet lost on public WAN.

To modify the rule, select the Media Silencing tab and click Edit, uncheck Media Silencing and
click Finish.

Media Silencing %
Media Silencing

Media Silencing n

Timeout (seconds) | ]

Select the Media QoS tab and click Edit to configure the proper Quality of Service (QoS).
Avaya SBCE can be configured to mark the Differentiated Services Code Point (DSCP) in the IP
Header with specific values to support Quality of Services policies for the media. The following
screen shows the QoS values used for the compliance test.
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Media QoS

RTCP Enabled

Enabled

@ ToS
Audio Precedence
Audio ToS
Video Precedence
Video ToS
Audio
Video

- 5

Media QoS Reporting

(]

Media QoS Marking

7.3.3. Sighaling Rules

Signaling Rules define the action to be taken (Allow, Block, Block with Response, etc.) for each
type of SIP-specific signaling request and response message. When SIP signaling packets are
received by the UC-Sec, they are parsed and “pattern-matched” against the particular signaling
criteria defined by these rules. Packets matching the criteria defined by the Signaling Rules are

tagged for further policy matching.

To clone a signaling rule, navigate to UC-Sec Control Center = Domain Policies = Signaling

Rules. With the default rule chosen, click on Clone Rule (not shown).

In the compliance test, two Signaling Rules were created for MTS Allstream and Session

Manager.
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7.3.3.1 Signaling Rule for MTS Allstream
Clone a Signaling Rule with a descriptive name MTSAlIstream_SigR and click Finish.

Clone Rule [

Rule Name default

Clone Name MTSAlstream_SigR

The MTSAllstream_SigR is configured to allow MTS Allstream to accept inbound and
outbound call requests. It also blocks Accept-Language, Alert-Info, P-Chanrging-Vector and x-
nt-e164-clid headers from CS1000 because these headers are not required by MTS Allstream.

Being cloned from the Signaling Rule default, the MTSAllstream_SigR will block all requests
with 403 Forbidden. To start accepting calls, go to General tab, click on Edit. Then change
Inbound and Outbound Request to Allow as shown in following screenshot.

General Control x

Allow

Requests

Non-2XX Final Responses Allow -
Optional Request Headers Allow -
Optional Response Headers Allow -

Requests

Non-2XX Final Responses Allow

Optional Request Headers Allow -

Optional Response Headers  Allow - -
Content-Type Policy

Enable Content-Type Checks

Action Allow - Multipart Action  Allow -

Exception List Exception List

{one per line) {one per line)
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Request Headers setting is to allow or block a header in particular direction for request method .
The buttons “Add In Header Control” and “Add Out Header Control” are used to define the
inbound and outbound Request header rules. The signaling rule MTSAlIstream_SigR will be
assigned to Server Configure for MTS Allstream as shown in Section 7.2.6.1.

The following screenshot shows three rules added to block the Accept-Language, Alert-Info, P-
Chanrging-Vector and nt-e164-clid headers.

- Header Name: Select the header to be manipulated.

- Method Name: Select INVITE in an outbound call request.

- Header Criteria: Click on Forbidden to block the header.

- Action: Select Remove header to delete the header.

UC-Sec Control Center

‘Welcome ucsec, you signed in as Admin. Current server time is 1:00:52 PM EDT

@) Sipera

Systems

@ Alarms Incidents | [Jf Statistics =] Logs | &% Diagnostics | [fl Users @] Logout @ Help
=) UC-Sec Control Center Domain Policies > Signaling Rules: MTSAllstream_SigR
& Administration
|2 Backup/Restore Signaling Rules Click here to add a description.
s zystem;ﬂanagemem default General | | Requests | | Responses I Request Headers I Response Headers | | Signaling QoS
L Global Parameters No-Content.Type-Checks
) Global Profiles )
“ B in Polici GEEER
S Uomain Folldes Method Name | Header Criteria Action Proprietary | Direction | |
| Application Rules CEATRERRREEER
@ Border Rules 1  Accept-Language INVITE Forbidden Remove Header No ouT 2 X
CTEIRREEER
[El Media Rules = = 2 Alert-Info INVITE Forbidden Remove Header No ouT 2 X
W TSAlistroam, SigR] 3 P-Charging-Vector INVITE Forbidden Remove Header Yes ouT 2%
= ; ;
SiqnalingRues 4 xente1p4-clid INVITE Forbidden Remove Header Yes out %
\J Time of Day Rules GRASEPHATTER
7 |End Point Policy Groups CITTRITER
{5} Session Policies PEp—
2 Device Specific Settings -~ =
- Dusturpia sl
() Troubleshooting
() TLS Management CUIREEGR
) IM Logging FERODTERDRR
SRR

Note: Pre-defined list does not have P-Charging-Vector and nt-e164-clid headers, but the Avaya
SBCE provides an option to define these proprietary headers.

Response Headers setting is to allow or block a header in particular direction for response
method. The buttons “Add In Header Control” and “Add Out Header Control” are used to
define inbound and outbound Response Header rules. The Signaling Rule MTSAlIstream_SigR
will be assigned to Server Configure for MTS Allstream as shown in Section 7.2.6.1.

The following screenshots show three rules added to block the Accept-Language, Alert-Info, P-
Charging-Vector and nt-e164-clid headers:

- Header Name: Select the header to be manipulated.

- Method Name: Select INVITE for an inbound call request.

- Header Criteria: Click on Forbidden to block the header.

- Action: Select Remove header to delete the header.
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Welcome ucsec, you signed in as Admin. Current server time is 1:04:41 PM EDT

UC-Sec Control Center

© Sipera

@ Alarms Incidents | [Jfj Statistics = Logs &% Diagnostics [fl Users @] Logout @ Help
) UC-Sec Control Center Domain Policies > Signaling Rules: MTSAlistream_SigR
@ welcome - -
IYTL | Filter By Device... - Clone Rule | Delete Rule
B  Aca e | y  clone rui | etete ute |
[]] Backup/Restore Signaling Rules Click here to add a description.
=8
5 —Sysiem Manageman: detauty General | | Requests | [ Responses | | Request Headers [!ResEnse Headers !l ignaling Qo |
b d Global Parameters No-Content-Type-Checks
|2 Global Profiles N
> & SOmednabind  AcainHeader Control |l Add Out Header Control
> [ SIP Cluster Add In Header Control | Add Out Header Control
- F)omam.F'oI.lcles Header Name Response Code | Method Name | Header Criteria Proprietary | Direction .
[=] Application Rules TERSSERER 5
lf; Border Rules Accept-Language INVITE Forbidden Remove Header 2| X
[l Media Rules o Alert-Info INVITE Forbidden Remove Header 2 X
= e BSTTC R
_ Se fy Rule P-Charging-Vector INVITE Forbidden Remove Header 2| X
.. Signaling Rules i ;
% x-nt-e164-clid INVITE Forbidden Remove Header 2 X
& Time of Day Rules SERCOmD
¥ | End Point Policy Groups CNRSENGR
Ty $955|0n f'olnc:e§ T
i (2 Device Specific Settings
> B 1 TR
b (2 Troubleshooting =
b ) TLS Management EDUEGR
> (53 IM Logging Erobansfleling

Note: Pre-defined list does not have P-Charging-Vector and nt-e164-clid headers, but the Avaya
SBCE provides an option to define these proprietary headers.

On the Signaling QoS tab, select the proper Quality of Service (QoS). Avaya SBCE can be

configured to mark the Differentiated Services Code Point (DSCP) in the IP Header with specific
values to support Quality of Services policies for signaling. The following screen shows the QoS
value used for the compliance test.

) ToS

Precedence
ToS
@ DSCP

Value

Signaling QoS

Signaling QoS

Enabled

X
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7.3.3.2 Signaling Rule for Session Manager
Clone a Signaling Rule with a descriptive name CS1K_SigR and click Finish.

Clone Rule X

Rule Name default

Clone Name C31K_SigR

This CS1K_SigR is configured to allow CS1000 to accept inbound and outbound call requests.

Being cloned from the Signaling Rule default, the CS1K_SigR will block all requests with 403
Forbidden. To start accepting calls, select CS1K_SigR then go to General tab, click on Edit

(not shown). Then change Inbound-Requests and Outbound-Requests to Allow as shown in
following screenshot and click Finish.

General Control =

Requests Allowy

Non-2XX Final Responses Allow

Optional Request Headers Allow

Optional Response Headers ~ Allow

Requests
Non-2XX Final Responses Allow a v
Optional Request Headers Allow v
Optional Response Headers Allow v
Content-Type Policy
Enable Content-Type Checks
Action Allow v Multipart Action  Allow v
Exception List Exception List
(one per line) [one per line)
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On the Signaling QoS tab, select the proper Quality of Service (QoS). Avaya SBCE can be
configured to mark the Differentiated Services Code Point (DSCP) in the IP Header with specific
values to support Quality of Services policies for signaling. The following screen shows the QoS

value used for the compliance test.

Signaling QoS %

Enabled

Signaling QoS

@ ToS
Precedence | Rou [_J
ToS | Mini 1000 |
Value i

7.3.4. Endpoint Policy Groups

The rules created within the Domain Policy section are assigned to an Endpoint Policy Group.
The Endpoint Policy Group is then applied to a Server Flow defined in the next section.

Endpoint Policy Groups are created for the Session Manager and the MTS Allstream.

To create a new policy group, navigate to UC-Sec Control Center = Domain Policies 2>

Endpoint Policy Groups and click on Add Group (not shown).

7.3.4.1 Endpoint Policy Group for MTS Allstream

The following screen shows MTSAllstream_PolicyG created for MTS Allstream:
- Set Application and Media rules created in Section 7.3.1 and Section 7.3.2.

- Set Signaling rule MTSAlIstream_SigR created in Section 7.3.3.1.
- Set Border and Time of Day rules to default.
- Set Security rule to default-high.
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UC-Sec Control Center @ Sipera

‘Welcome ucsec, you signed in as Admin. Current server time is 1:21:36 PM EDT
@ Alarms Incidents  [Jfy Statistics = Logs |& Users
[ UC-Sec Control Center Domain Policies > End Point Policy Groups: MTSAlistream_PolicyG

© welcome LEEEESTT | Filter By Device... - Delete Group

“% Administration

|5] Backup/Restore Policy Groups Click here to add a description.

¥ Diagnostics @] Logout @ Help

B8 system Management default-low
b B Hover over a row to see its description.
- g:oga: gar:‘meters default-low-enc
> 12 Global Profiles Policy Group
> 2 SIP Cluster defast med
[Z] Application Rules default-high
Lf Border Rules default-high-enc i i Signaling Time of Day .
[l Media Rules 3 .
2 Security Rules 0OCS-default-high (1 | mTsAllstream_AppR  default MTSAllstream_MediaR = default-high MTSAlistream_SigR  default 2 &
=
™ Signaling Rules avaya-def-low-enc
i BRUSORERICTEIRRS
End Point Policy Groups SRl Polionb
ession Policies Pt TIVRSS NPTy
[ ] ce Specific Settings 5
v [ Troubleshooting =
> [ TLS Management Sournia
b 1) 1M Logging MTSAlistream_PolicyG
EAERLRET

7.3.4.2 Endpoint Policy Group for Session Manager

The following screen shows CS1K_For_MTS_PolicyG created for Session Manager:
- Set Application and Media rules created in Section 7.3.1 and Section 7.3.2.

- Set Signaling rule CS1K_SigR created in Section 7.3.3.2.

- Set the Border and Time of Day rules to default.

- Set the Security rule to default-low.

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 1:24:36 PM EDT
@ Alarms Incidents [Jfy Statistics = Logs [& Users
() UC-Sec Control Center Domain Policies > End Point Policy Groups: CS1K_For_MTS_PolicyG

© weicome PerISand | Filter By Device... v Delete Group

< Administration

L‘a‘] Backup/Restore Policy Groups Click here to add a description.

#% Diagnostics @] Logout | (@ Help

ﬁ System Management default-low
~ Hover over a row to see its description.
= g:oba: Ear:lmeuers e d
b 2 Global Profiles Polic
- y Group
£ SIP Cluster Jefault wmed
\j Application Rules default-high i =
g Border Rules default-high-enc i i Signaling TimeofDay | | |
Media Rules =
) Security Rules OCS-default-high (1 | MTSAllstream_AppR  default MTSAllstream_MediaR default-low CS1K_SigR default 2 %
© Signaling Rules avaya-def-low-enc
im 2 CEHEETIRIS
End Point Policy Groups LB REh
ession Policies Y VITeE S ar—_
= ce Specific Settings
= 4 SHERISOTRSETR
> |2 Troubleshooting =
> |2 TLS Management ansieye
> |2 IM Logging MTSAllstream_PolicyG
GESRNTRNGS
CUBTRATee®
TIPSR RS
Tl Ratiapd
SEISHERERNGR
(CS1K_For_MTS_PolicyG
Weieisaeh RS
Instesbraslelning
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7.3.5. Session Policy

The Session Policy is applied based on the source and destination of a media session, i.e., which
codec is to be applied to the media session between its source and destination. The source and
destination are defined in URI Group in Section 7.2.1.

In the compliance test, the Session Policy named MTSAllIstream was created to match the
codec configuration on MTS Allstream. The policy also allows Avaya SBCE to anchor media in
off-net call transfer scenarios.

To clone a Session Policy, navigate to UC-Sec Control Center = Domain Policies e-> Session
Policies. With the default rule chosen, click on Clone Rule (not shown). It is applied to both
CS1000 and MTS Allstream.

Enter a descriptive name MTSAIlIstream for the new policy and click Finish.

Clone Policy %

Policy Name default

Clone Name MTSAllstream

MTS Allstream supports voice codec G.729 and G.711MU in prioritized order with payload 101
for RFC2833/ DTMF. To define Codec Prioritization for Audio Codec, select the profile
MTSAIlIstream created above, click on Edit (not shown). Select Preferred Codec #1 as
G.711MU, Preferred Codec #2 as G.729 and Preferred Codec #3 as Dynamic (101) for
RFC2833/ DTMF. Check Allow Preferred Codecs Only to prevent the unsupported codec from
being sent to both ends.

Notes:
- The T.38 fax is not yet supported by MTS Allsteream SIP Trunking Service.
- This Session Policy prioritizes voice codec G.711MU to establish the voice call. It is
mandatory for a G.711MU fax call to be successful because both CS1000 and MTS
Allstream cannot switch the voice call using different codec to G.711MU for fax.
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Codec Prioritization

Audio Codec

Codec Prioritization E
Allow Preferred Codecs Only ﬁ
Preferred Codec #1 PCkU (0 v

Preferred Codec #2 m
Preferred Codec #3 Dynamic(101)

Preferred Codec #4 None v
Preferred Codec #5

Video Codec
Codec Prioritization [

Allow Preferred Codecs Only
Preferred Codec #1
Preferred Codec #2
Preferred Codec #3
Preferred Codec #4

Preferred Codec #5

To enable Media Anchoring on Avaya SBCE, select Session Policy MTSAllstream created
above then select tab Media, click Edit (not shown). Check on Media Anchoring.

Media X
Media Anchoring
Media Forking Profile ‘Nfone v
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7.4. Device Specific Settings

The Device Specific Settings feature allows aggregate system information to be viewed and
various device-specific parameters to be managed to determine how a particular device will
function when deployed in the network. Specifically, it gives the ability to define and administer
various device-specific protection features such as Message Sequence Analysis (MSA)
functionality and protocol scrubber rules, end-point and session call flows, as well as the ability
to manage system logs and control security features.

7.4.1. Network Management

The Network Management screen is where the network interface settings are configured and
enabled. During the installation process of Avaya SBCE, certain network-specific information is
defined such as device IP address (es), public IP address (es), netmask, gateway, etc. to interface
the device to the network. This information populates the various Network Management tab
displays, which can be edited as needed to optimize device performance and network efficiency.

Navigate to UC-Sec Control Center = Device Specific Settings = Network Management
and under Network Configuration tab verify the IP addresses assigned to the interfaces and that
the interfaces are enabled. The following screen shows the private interface is assigned to Al and
the public interface is assigned to B1.

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 1:30:06 PM EDT

(@ Alarms Incidents [}y Statistics = Logs 4% Diagnostics [ Users @] Logout | @ Help
) UC-Sec Control Center Device Specific Settings > Network Management: sipera
Welcome
& Administration

()] Backup/Restore UC-Sec Devices Network Configuration ‘ [ Interface Configuration [
System Management | sipera |
> [ Global Parameters I { rits associated data require an application ‘
(2 Global Profiles .
2 SIP Cluster A1 Netmask B1 Netmask B2 Netmask
5 Domain Policies [2s5.285 285,192 | 255.255.255.224 -
4 (3DauicaSpacific Satting
= Media Interface
. Signaling Intertace | paswress | pwiew | Gateway [ interface | |
(33 Signaling Forking 110.10.97.189 | [135.10.97.129 | Al v X
) SNMP - -
End Point Flows [110.10.98.112 | | [135.10.88.87 ] Bl + X
{5 Session Flows f110.10.98.108 | 135.10.98.97 B1 - x
7 Two Factor
Dol

Enable the interfaces used to connect to the inside and outside networks on the Interface
Configuration tab. The following screen shows interface Al and B1 are Enabled. To enable an
interface click it’s Toggle State button.
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is 12:51:30 AM EDT
Diagnostics

|5 users 5] Logout | |
pera

| UC-Sec Control Center

@ welcome

~.+ Administration

& BackupRestore UC-Sec Devices Network C ion | [ Interface ¢ jon |

B8 system Management I

5 Global Parameters . Name ] Administrative Status | ]
> | Global Profiles Toggle
> (3 SIP Cluster | & Enatied |

v

2 Domain Policies X Toogle
(2 Device Specific Settings A2 Disabled
T Media Interface Isn Enabled I

4! Signaling Interface

P o
’:__\Slgnalmg Forking B2 Disabled
T SNMP

@9 End Point Flows
i Session Flows
o) Two Factor
&5 Relay Senvices
> | Troubleshooting
> [ TLS Management
(5 M Logaing

7.4.2. Media Interface

The Media Interface screen is where the media ports are defined. Avaya SBCE will open
connection for RTP on the defined ports.

To create a new Media Interface, navigate to UC-Sec Control Center = Device Specific
Settings = Media Interface and click Add Media Interface (not shown).

Media Interfaces are created for both the inside and outside interfaces. The following screen
shows the Media Interfaces were created in the compliance test.

Note: After the media interfaces are created, an application restart is necessary before the
changes will take effect.

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 1:31:
@ Alarms Incidents | [}y Statis i @] Logout | @ Help
I3 UC-Sec Control Center
© Welcome
Lo Administration

(]l Backup/Restore UC-Sec Devices
B8 System Management
> |2 Global Parameters L 0
12 Global Profiles ied
> |2 SIP Cluster w
> | Domain Policies
4 (2 Device Specific Settings Name Media IP Port Range | ] ]
ghaork lanagement InsideMedia 110.10.97. 1&9 35000 - 40000 2 X
= T e OutsideMedia_SBCE 110.10.98.112 35000 - 40000 2 X
£) Signaling Forking [outsideMedia 110.10.98.108 35000 - 40000 | 2 X
5 sNmp

7.4.3. Signaling Interface

The Signaling Interface screen is where the SIP signaling port is defined. Avaya SBCE will
listen for SIP requests on the defined port.

To create a new Signaling Interface, navigate to UC-Sec Control Center = Device Specific
-> Settings = Signaling Interface and click Add Signaling Interface (not shown).
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Signaling Interface is created for both inside and outside interfaces. The following screen shows
the Signaling Interfaces were created in the compliance test with TCP/5060 and UDP/5060
used respectively for the inside and outside IP interface.

UC-Sec Control Center @ Sipera

Welcome ucsec, you signed in as Admin. Current server time is 1:45:03 PM EDT Systems

@ Alarms Incidents |[Jfy Statistics | = Logs =% Diagnostics | [f Users & Logout | @ Help
() UC-Sec Control Center Device Specific Settings > Signaling Interface: sipera
@ Welcome
-+ Administration
[]l Backup/Restore UC-Sec Devices Signaling Interface
B8 system Management m
) Global Parameters
o~ I T | miseome |
. & SIP Ouster signaling IP TCP Port TLS Port LS Profile | [ |
£ Domain Policies [rnsicesre 110.10.97.189 5060 — — None 1> x
4 [ Device Specific Settings OutsideSIP_SBCE 110.10.98.112 — 5060 = None 2%
=/ Network Management OutsideSIP 110.10.98.108 = 5060 = None |> x
B 14 din (oterdace
=20l MAlA InsideSIP_TCP_5080 110.10.97.189 5080 = - None B X
" Signaling Interface 3 5
e m— InsideSIP_TCP_5090 110.10.97.189 5090 — None 2| X
G SNMP

7.4.4. End Point Flows - Server Flow

When a packet is received by UC-Sec, the content of the packet (IP addresses, URIs, etc.) is used
to determine which flow it matches. Once the flow is determined, the flow points to a policy
which contains several rules concerning processing, privileges, authentication, routing, etc. Once
routing is applied and the destination endpoint is determined, the policies for this destination
endpoint are applied. The context is maintained, so as to be applied to future packets in the same
flow. The following screen illustrates the flow through Avaya SBCE to secure a SIP Trunk call.

*Call Server” “Trunk Server “Trunk
Poli _Sec” = Poli
“Call Serverto olicy Group tr_f_liélv? Sec ge{zg;r olicy

UC-Sec” Flow -

f
N
1P-PBX

“Call Server”
Policy Group

“Trunk™Policy “Trunk Server

“Call Serverto
- Group toUC-Sec”
UC-Sec” Fow o

SIP Trunk Service Provider
./("’

Sipera UC-Sec

In the compliance test, separate Server Flows were created for MTS Allstream and Session
Manager. To create a Server Flow, navigate to UC-Sec Control Center > Device Specific
Settings 2 End Point Flows. Select the Server Flows tab and click Add Flow (not shown). In
the new window that appears, enter the following values. The other fields are kept default.

¢ Flow Name: Enter a descriptive name

e Server Configuration: Select a Server Configuration created in Section 7.2.6 to assign to the
Flow

¢ URI Group: Select the URI Group created in Section 7.2.1 to assign to the Flow

¢ Received Interface: Select the Signaling Interface created in Section 7.4.3 the Server
Configuration is allowed to receive SIP messages from
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e Signaling Interface: Select the Signaling Interface created in Section 7.4.3 used to
communicate with the Server Configuration

e Media Interface: Select the Media Interface created in Section 7.4.2 used to communicate
with the Server Configuration

e End Point Policy Group: Select the End Point Policy Group created in Section 7.3.4 assigned
to the Server Configuration

e Routing Profile: Select the Routing Profile created in Section 7.2.2 the Server Configuration
will use to route SIP messages to

e Topology Hiding Profile: Select the Topology-Hiding profile created in Section 7.2.3 to apply
toward the Server Configuration

o Click Finish

The following screen shows the Server Flow Name (MTS Allstream) configured for MTS
Allstream.

Edit Flow: MT SAllstream %

Flow Name | MTSAlistream |
Server Configuration MTSAllstream

URI Group MTSAllstream v
Transport * v

Remote Subnet *

Received Interface InsideSIP v
Signaling Interface QutsideSIP v
Media Interface OutsideMedia v

End Point Policy Group MTSAllstream_PolicyG  ~
Routing Profile To_SM62 v
Topology Hiding Profile To_MTSAllstream v

File Transfer Profile None ~
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The following screen shows the Server Flow Name (SM62_4 MTSAllstream) configured for
Session Manager.

Edit Flow: SM62_For_MT SAlistream

Flow Name

Server Configuration

| SM62_For_MTSAlistream

SM62 v

URI Group MTSAllstream v
Transport * v

Remote Subnet i“ “
Received Interface OutsideSIP v
Signaling Interface InsideSIP v
Media Interface InsideMedia v

End Point Policy Group CS1K_For_MTS_PolicyG ~
Routing Profile To_MTSAIIstream v
Topology Hiding Profile To_CS1K v

File Transfer Profile None ~

Finish

7.4.5. Session Flows

The Session Flows feature allows defining certain parameters that pertain to the media portions
of a call, whether it originates from the enterprise or outside the enterprise. This feature provides
the complete and unparalleled flexibility to monitor, identify and control very specific types of
calls based upon these user-definable parameters. Session Flows profiles SDP media parameters,
to completely identify and characterize a call placed through the network.

To create a session flow, navigate to UC-Sec Control Center = Device Specific Settings =
Session Flows. Click Add Flow (not shown).

A common Session Flow is created for both Session Manager and the MTS Allstream. In the
new window that appears, enter the following values. Use default values for the remaining fields:
¢ Flow Name: Enter a descriptive name

¢ URI Group #1: Select the URI Group created in Section 7.2.1 to assign to the Session Flow as
the source URI Group

¢ URI Group #2: Select the URI Group created in Section 7.2.1 to assign to the Session Flow as
the destination URI Group

e Session Policy: Select the session policy created in Section 7.3.5 to assign to the Session Flow
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e Click Finish

Note: A unique URI Group is used for source and destination, since it contains multiple URIs

defined for the source as well as for the destination.

The following screen shows the Session Flow named MTSAlIstream is created.

Edit Flow: MT SAllstream

I

L J

Session Policy

Finish

MTSAllstream v

Criteria
Flow Name
URI Group #2
Subnet #1 r' \ Ex: 1
Subnet#2 l" | Ex1

8. MTS Allstream SIP Trunking Service Configuration

MTS Allstream is responsible for the configuration of its SIP Trunking Service. The customer
will need to provide the IP address used to reach the Avaya SBCE at enterprise side. MTS

Allstream will provide the customer with the necessary information

to configure the SIP

connection from enterprise to the MTS Allstream. The information provided by MTS Allstream

includes:
IP address of the MTS Allstream Session Border Controller.

address as a URI-Host.

Avaya SBCE as a URI-Host.
Supported codecs.

DID numbers.

[

MTS Allstream SIP domain. In the compliance test, MTS Allstream preferred to use IP

CPE SIP domain. In the compliance test, MTS Allstream preferred to use IP address of

IP addresses and port numbers used for signaling or media through any security devices.

The sample configuration between MTS Allstream and the enterprise for the compliance test was
a static configuration. There is no registration on the SIP trunk implemented on either MTS

Allstream or enterprise side.
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9. Verification and Troubleshooting

This section provides verification steps that may be performed in the field to verify that the
solution is configured properly. This section also provides a list of useful troubleshooting
commands.

9.1. Verification Steps

The following activities are performed for each test scenario.

1. Calls are checked for the correct call progress tones and cadences.

2. During the ringing state, the ring back tone and destination ringing are checked.

3. Calls are checked in both hands-free and handset mode due to internal Avaya
requirement.

4. Calls are checked for speech path in both directions using spoken words to ensure clarity
of speech.

5. The display(s) of the sets/clients involved are checked for consistent and expected calling
party name and number and redirection information both prior to answer and after call
establishment.

6. The speech path and messaging system are observed for timely and quality End to End
tone audio path generation and application responses.

7. The call server maintenance terminal window is used for the monitoring of BUG(s), ERR

and AUD messages.

Speech path and display checked before and after calls are put on/off hold from each end.

9. Applicable files are screened on an hourly basis during the testing for messages that may
indicate technical issues. This refers to Avaya PBX files.

10. Calls are checked to ensure that all resources such as Virtual trunks, TDM trunks, Sets
and VGWs are released when a call scenario ends.

o

9.2. Protocol Traces

The following SIP headers are inspected using Wireshark traces:
- Request-URI: verify the request number and SIP domain

- From: verify the display name and display number

- To: verify the display name and display number

- P-Assert-1dentity: verify the display name and display number
- Privacy: verify the “user, id” masking

The following attributes in SIP message body are inspected using Wireshark traces:

- Connection Information (c line): verify IP address of near end and far end endpoints

- Time Description (t line): verify session timeout value of near end and far end endpoints

- Media Description (m line): verify audio port, codec, DTMF event description

- Media Attribute (a line): verify specific audio port, codec, ptime, send/ receive ability, DTMF
event and fax attributes
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9.3. Troubleshooting

a) Avaya SBCE
Using a network sniffing tool (e.g., Wireshark) to monitor the SIP signaling messages
between MTS Allstream and Avaya SBCE

Following is an example inbound call from MTS Allstream to CS1000.
- Inbound INVITE request from MTS Allstream:

INVITE sip:6477761226@110.10.98.108;user=phone SIP/2.0

Max-Forwards: 69

Session-Expires: 3600;refresher=uac

Min-SE: 600

Supported: timer, 100rel

To: <sip:6477761226@110.10.98.108;user=phone>

From: <sip:16139675279@220.20.2.12;user=phone>;tag=3546180151-253410
P-Asserted-Identity: <sip:16139675279@220.20.2.12;user=phone>
Call-ID: 42919-3546180151-253400@nextone-msw-lab-3.mtsallstream.com
CSeqg: 1 INVITE

Allow: CANCEL, INVITE, BYE, OPTIONS, REGISTER, NOTIFY, INFO, REFER, SUBSCRIBE,
PRACK, UPDATE, MESSAGE, PUBLISH

Via: SIP/2.0/UDP
220.20.2.12:5060;branch=2z9hG4bKb897bdd90d9972c590£fc5£903c540bel
Contact: <sip:16139675279@220.20.2.12:5060; tgrp=TOROONSBCIOT1>
Content-Type: application/sdp

Accept: application/sdp

Content-Length: 227

v=0

o=nextone-msw-lab-3 505427280 505427280 IN IP4 220.20.2.12
s=sip call

c=IN IP4 220.20.2.13

t=0 0

m=audio 19962 RTP/AVP 18 0 8 101

a=ptime:20

a=fmtp:18 annexb=no

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-15

- 2000K/SDP response by CS1000:

SIP/2.0 200 OK

From: <sip:16139675279@220.20.2.12;user=phone>; tag=3546180151-253410

To: <sip:6477761226@110.10.98.108;user=phone>;tag=5cec7a8-be610a87-13c4-55013-
a9c96-2a93fdae-a%c96

CSeqg: 1 INVITE

Call-ID: 42919-3546180151-253400@nextone-msw-lab-3.mtsallstream.com

Contact: <sip:6477761226@110.10.98.108:5060; transport=udp;user=phone>
Record-Route: <sip:110.10.98.108:5060;ipcs-1ine=8456;1lr;transport=udp>

Allow:

INVITE, ACK,BYE, REGISTER, REFER, NOTIFY, CANCEL, PRACK, OPTIONS, INFO, SUBSCRIBE, UPDATE
Supported: 100rel, x-nortel-sipvc, replaces

User-Agent: Nortel CS1000 SIP GW release 7.0 version ssLinux-7.50.17

Via: SIP/2.0/UDP
220.20.2.12:5060;branch=z9hG4bKb897bdd90d9972c590£fc5£903c540bel

Require: timer

Server: AVAYA-SM-6.2.1.0.621009
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Privacy: none

P-Asserted-Identity: "MTS x1226" <sip:6477761226@110.10.98.108;user=phone>
Content-Type: application/sdp

Content-Length: 253

v=0

o=- 144 1 IN IP4 110.10.98.108
g=—

c=IN IP4 110.10.98.108

t=0 0

m=audio 35084 RTP/AVP 0 101 111
c=IN IP4 110.10.98.108
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

a=rtpmap:111 X-nt-inforeq/8000
a=ptime:20

a=maxptime:20

a=sendrecv

Following is an example outbound call from CS1000 to MTS Allstream.
- Outbound INVITE request from CS1000:

INVITE sip:16139675258@220.20.2.12;user=phone SIP/2.0

From: "MTS x1226" <sip:6477761226@110.10.98.112;user=phone>;tag=5ceaf28-
be610a87-13c4-55013-a9c0a-6a3cObbf-ad9cla

To: <sip:161396752580@220.20.2.12;user=phone>

CSeqg: 1 INVITE

Call-ID: 73783e8-be610a87-13c4-55013-a9c0a-416eell-a9cla

Contact: <sip:6477761226@110.10.98.108:5060; transport=udp;user=phone>
Record-Route: <sip:110.10.98.108:5060;ipcs-1ine=8437;1r;transport=udp>

Allow: INVITE, ACK, BYE, REGISTER, REFER, NOTIFY, CANCEL, PRACK, OPTIONS, INFO,
SUBSCRIBE, UPDATE

Supported: 100rel, x-nortel-sipvc, replaces

User-Agent: Nortel CS1000 SIP GW release 7.0 version ssLinux-7.50.17 AVAYA-SM-
6.2.1.0.621009

Max-Forwards: 65

Via: SIP/2.0/UDP 110.10.98.108:5060;branch=z9hG4bK-s1632-000961312022-1--s1632~-
Privacy: none

P-Asserted-Identity: "MTS x1226" <sip:6477761226@110.10.98.108;user=phone>
Content-Type: application/sdp

Content-Length: 217

v=0

o=- 143 1 IN IP4 110.10.98.108
s=—

c=IN IP4 110.10.98.108

t=0 0

m=audio 35082 RTP/AVP 0 101
c=IN IP4 110.10.98.108
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

a=ptime:20

a=maxptime:20

a=sendrecv
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- 2000K/SDP response by MTS Allstream:

SIP/2.0 200 OK

Via: SIP/2.0/UDP 110.10.98.108:5060;received=110.10.98.108;branch=z9hG4bK-s1632-
000961312022-1--s1632-

Record-Route: <sip:110.10.98.108:5060;ipcs-1ine=8437;1lr;transport=udp>

To: <sip:161396752580@220.20.2.12;user=phone>;tag=3546180013-365742

From: "MTS x1226" <sip:6477761226@110.10.98.112;user=phone>;tag=5ceaf28-be610a87-
13c4-55013-a9c0a-6a3cO0bbf-a%c0a

Call-ID: 73783e8-be610a87-13c4-55013-a9c0a-416eell-a9cla

CSeqg: 1 INVITE

Allow: CANCEL, INVITE, BYE, OPTIONS, REGISTER, NOTIFY, INFO, REFER, SUBSCRIBE,
PRACK, UPDATE, MESSAGE, PUBLISH

Contact: <sip:161396752580@220.20.2.12:5060>

Content-Type: application/sdp

Accept: application/sdp

Content-Length: 227

v=0
o=nextone-msw-lab-3 504051291 504051291 IN IP4 220.20.2.12
s=sip call
c=IN IP4 220.20.2.13
t=0 0
m=audio 19960 RTP/AVP 0 18 8 101
a=ptime:20
a=fmtp:18 annexb=no
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

b) CS1000 Verification Steps.

- Active Call Trace (LD 80)

The following is an example of one of the commands available on CS1000 to trace the DN when

the call is in progress. The call scenario involved the PSTN phone number 6139675258 calling

6477761230 on CS1000.

e Log into Call Server CLI (please refer to Section 5.1.2 for more detail)

e Log into the Overlay command prompt, issue the command LD 80 and then trace 4 1230

e After the call is released, issue the command trac 4 1230 again to see if the DN is released
back to idle state

Below is the actual output of the Call Server Command Line mode when the 1230 is in call state:

>1d 80
>*1d 80
TRAOOO
.trac 4 1230

ACTIVE VTN 108 0 00 18

ORIG VIN 100 1 01 00 VTRK IPTI RMBR 104 1 INCOMING VOIP GW CALL
FAR-END SIP SIGNALLING IP: 220.20.2.12
FAR-END MEDIA ENDPOINT IP: 110.10.97.216 PORT: 21320
FAR-END VendorID: AVAYA-SM-6.1.1.0.611023

TERM VIN 108 0 00 18 KEY O SCR MARP CUST 4 DN 1230 TYPE 1140
SIGNALLING ENCRYPTION: INSEC
MEDIA ENDPOINT IP: 110.10.98.133 PORT: 5200

MEDIA PROFILE: CODEC G.729A NO-LAW PAYLOAD 20 ms VAD OFF
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RFC2833:
MAIN PM ESTD

TALKSLOT ORIG

EES_DATA:
NONE
QUEU NONE

RXPT

101 TXPT 101

88 TERM 61

CALL ID O 34784

CALL REF # =
BEARER CAP =
HLC =

CALL STATE
CALLING NO
CALLED NO =

ISDN ISL CALL

(ORIG)
387
VOICE

10 ACTIVE
6139675258 NUM PLAN:UNKNOWN
6477761230 NUM PLAN:UNKNOWN

DIAL DN 1230

TON : UNKNOWN
TON : UNKNOWN

ESN:UNKNOWN
ESN:UNKNOWN

Following is an example after the call on 1230 is completed.

.trac 4 1230

IDLE VTN 108 0 00 18

MARP

b) SIP Trunk monitoring (LD 32)
Place an inbound call from PSTN (6139675258) to CS1000 (6477761226). Then check the SIP
Trunk status by using LD 32.

>1d 32

NPROOO

.stat 100 1

063 UNIT(S) IDLE

001 UNIT(S) BUSY

000 UNIT(S) DSBL
MBSY

000 UNIT(S)

Following is an example after the call is completed; the BUSY trunk changes its state to IDLE.

.stat 100 1
064 UNIT (S)

IDLE

000 UNIT(S) BUSY

000 UNIT(S)
000 UNIT(S)

DSBL
MBSY
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10. Conclusion

These Application Notes describe the configuration necessary to connect Avaya Communication
Server 1000 7.5, Avaya Aura® Session Manager 6.2 and Avaya Session Border Controller for
Enterprise 4.0.5 to MTS Allstream SIP Trunking Service. MTS Allstream SIP Trunking Service
is a SIP-based Voice over IP solution for customers ranging from small businesses to large the
enterprises. MTS Allstream SIP Trunking Service provides a flexible, cost-saving alternative to
traditional analog and ISDN-PRI trunks.

All of the test cases have been executed. Despite the number of observations seen during testing
as noted in Section 2.2, the test results met the objectives outlined in Section 2.1. The MTS
Allstream SIP Trunking Service is considered compliant with Avaya Communication Server
1000 7.5, Avaya Aura® Session Manager 6.2 and Avaya Session Border Controller for
Enterprise 4.0.5.
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