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Abstract

These Application Notes illustrate a sample configuration using Avaya Communication Server
1000 Release 7.6, Avaya Aura® Session Manager Release 6.3, and the Avaya Session Border
Controller for Enterprise 6.3, with the AT&T IP Toll Free SIP Trunk service using either
AVPN or MIS/PNT transport connections.

Avaya Aura® Session Manager 6.3 is a core SIP routing and integration engine that connects
disparate SIP devices and applications within an enterprise. Avaya Communication Server
1000 7.6 is a telephony server, and is the point of connection between the enterprise endpoints
and Avaya Aura® Session Manager. Avaya Session Border Controller for Enterprise 6.3 is the
point of connection between Avaya Aura® Session Manager and the AT&T IP Toll Free
service, and is used to not only secure the SIP trunk, but also to make adjustments to the SIP
signaling for interoperability.

The AT&T IP Toll Free service is a managed Voice over IP (VolP) communications solution
that provides toll-free services over SIP trunks. Note that these Application Notes do NOT
cover the AT&T IP Transfer Connect service option of the AT&T IP Toll Free service.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

AT&T is a member of the Avaya DevConnect Service Provider program. Information in these
Application Notes has been obtained through DevConnect compliance testing and additional
technical discussions. Testing was conducted via the DevConnect Program at the Avaya
Solution and Interoperability Test Lab.
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1 Introduction

These Application Notes illustrate a sample configuration using Avaya Communication Server
1000 Release 7.6 (CS1000), Avaya Aura® Session Manager Release 6.3 (Session Manager), and
the Avaya Session Border Controller for Enterprise 6.3 (Avaya SBCE), with the AT&T IP Toll
Free SIP trunk service (IPTF) for PSTN access.

Avaya Aura® Session Manager 6.3 is a core SIP routing and integration engine that connects
disparate SIP devices and applications within an enterprise. Avaya Communication Server 1000 7.6
is a telephony server, and is the point of connection between the enterprise endpoints and Avaya
Aura® Session Manager. Avaya Session Border Controller for Enterprise 6.3 is the point of
connection between Avaya Aura® Session Manager and the AT&T IP Toll Free service, and is
used to not only secure the SIP trunk, but also to make adjustments to the SIP signaling for
interoperability.

In addition, Avaya Call Pilot® (Call Pilot®) is used in conjunction with the Avaya Communication
Server 1000 to provide voice mail access, as well as Avaya Aura® Contact Center 6.4 (ACC) which
provide Agents access functionality (queues, skill levels, etc). While both of these platforms are
discussed in the following sections, their provisioning is beyond the scope of this document.

The AT&T IP Toll Free service is a managed Voice over IP (VoIP) communications solution that
provides toll-free services over SIP trunks utilizing AVPN or MIS/PNT? transport.

Note - These Application Notes do NOT cover the AT&T IP Transfer Connect service option
of the AT&T IP Toll Free service. That solution is not supported by the CS1000.

2 General Test Approach and Test Results

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

The interoperability compliance testing focused on verifying inbound and outbound call flows
between IPTF and the Customer Premises Equipment (CPE) containing the CS1000, Session
Manager, and the Avaya SBCE (see Section 3.2 for call flow examples).

L MIS/PNT transport does not support compressed RTP (CRTP), however AVPN transport does support cRTP..
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The test environment consisted of:

e Asimulated enterprise including the C$1000 (including Call Pilot®), Session Manager,
System Manager (for Session Manager provisioning), the Avaya SBCE, ACC, Avaya
phones, and fax machine emulation software (Ventafax application).

e A laboratory version of the AT&T IP Toll Free service, to which the simulated enterprise
was connected via AVPN transport.

2.1 Interoperability Compliance Testing

Note — Documents used to provision the test environment are listed in Section 12. In the following
sections, references to these documents are indicated by the notation [x], where x is the document
reference number.

The compliance testing was based on a test plan provided by AT&T, for the functionality required
for certification as a solution supported on the IPTF network. Calls were made between the PSTN,
via the IPTF network, and the CPE.

The following SIP trunking VolP features were tested with the IPTF service:
e Inbound voice calls between PSTN, the IPTF service, the Avaya SBCE, Session Manager,
and the CS1000/ACC. Avaya 1140E and 1150E UniStim IP telephones, as well as M3904
Digital telephones, were used.
e Inbound fax calls using T38 or G.711.
e Requests for privacy (i.e., caller anonymity) for inbound calls to the CS1000/ACC.
e SIP OPTIONS messages used to monitor the health of the SIP trunks between the CPE and
AT&T.
e Incoming calls using the G.729(A) and G.711 ULAW codecs.
e Long duration calls.
DTMF transmission (RFC 2833) for successful IPTF, Call Pilot®, and ACC voice menu
navigation.
CS1000 telephony features such as Hold, Transfer, and Conference.
Proper UDP port ranges for RTP media (16384-32767) were verified.
Passing of inbound DTMF events and their recognition by ACC automated menus.
IPTF network features such as Legacy Transfer Connect (network Hold, Transfer, and
Conference via outbound DTMF), and Alternate Destination Routing were also tested.

2.2 Test Results
The test objectives stated in Section 2.1, with limitations as noted below, were verified.

1. Maxptime:30 and Ptime:10 — For inbound calls, the IPTF service sends Invites with the SIP
parameter maxptime:30. In response, the CS1000 will send ptime:10 for any UNIStim or digital
stations. This is known CS1000 behavior. However, the AT&T AVPN transport service
specifies the use of ptime:30 for best bandwidth utilization. An Avaya SBCE script is used to
change the IPTF maxptime:30 parameter, to ptime:30, thereby making CS1000 respond with
ptime:30 as required (see Section 7.2.3).
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. Removal of SIP Headers — Depending on the call flow and the endpoints involved, the
CS1000 and/or Session Manager may send multiple SIP headers that are not used by AT&T. In
addition the AT&T IP Toll Free network does not support the History-Info header. Therefore in
the interest of reducing packet overhead, the following headers are removed:

e The CS1000 may include MIME type headers in some messages. These are removed by
a Session Manager Adaptation (see Section 6.3.2).
e The Avaya SBCE is configured to remove the following SIP headers that may also be
added by the CPE (see Section 7.4.4):
o Alert-Info, x-nt-e164-clid, History-Info, Remote-Party-1D, Resource-Priority,
AV-Global-Session-ID, P-AV-Message-ID, and P-Location.
a. Note that AT&T does not support History-Info.

. The Avaya SBCE issues a Remote-Address header even though the option to do so is
disabled - During testing it was found that the Avaya SBCE was including a Remote-Address
header to SIP Invite messages leaving the Avaya SBCE (inbound or outbound, depending on
call direction), even though the option was disabled.

a. No issues were caused by the inclusion of this header; however the Avaya SBCE was
provisioned to remove this header for calls to AT&T, to reduce overall packet size (see
Section 7.3.3).

. CS1000 Telephone Events 101 and 111 - The CS1000 uses Telephone Event type 101 by
default. This value is changed to the AT&T recommended value of 100 in the CS1000 (see
Section 5.9). Telephone event type 111 is also sent by the CS1000. This value is removed by
the Avaya SBCE (see Section 7.2.3).

. The IPTF service offers the G.726-32 codec (Dynamic Payload 98). This codec is not
supported by the CS1000.

. The CS1000 may not populate the PAI header correctly. In certain call conditions, the
CS1000 Incoming Digit Translation (IDT) table (Section 5.6), may populate PAI headers with
the associated CS1000 extension and/or the inbound IPTF DNIS digits , instead of the desired
IPTF DID digits.

a. The workaround is to have Session Manager modify the PAI headers prior to sending
the subsequent CS1000 call responses back to the IPTF service (see Section 6.3.1).

Fax support - G.711 and T.38 fax is supported by the IPTF service, and the sender and receiver
of a fax call may use either Group 3 or Super Group 3 fax machines. However the T.38 fax
protocol carries all fax transmissions as Group 3. Note that the fax test results obtained during
the CS1000 7.6/Session Manager 6.3/Avaya SBCE 6.3/AT&T IP Flexible Reach-Enhanced
Features testing were used as the benchmark validation for the AT&T IP Toll Free service as
well. Successful fax speeds of 14400, with Error Correction Mode, were observed during that
testing.
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8.

IPTF Landline/Mobility test cases could not be executed. The AT&T supplied IPTF test plan
specifies test cases to verify the transmission of Landline/Mobility data by the IPTF service.
Due to network provisioning issues, these test cases could not be executed.

Call Pilot® uses the contents of the SIP To header for admission control. The IPTF service
Invite messages populate the SIP To header with the customers billing number. When inbound
calls are placed directly to the Call Pilot® main extension, this billing number must be defined
provisioned in Call Pilot® as a Service Directory Number (see Section 5.10), otherwise Call
Pilot® will reject the call.

2.3 Support
AT&T customers may obtain support for the AT&T IP Toll Free service by calling (800) 325-5555.

Avaya customers may obtain documentation and support for Avaya products by visiting
http://support.avaya.com. In the United States, (866) GO-Avaya (866-462-8292) provides access

to overall sales and service support menus.

3 Reference Configuration

The reference configuration used in these Application Notes is shown in Figure 1 and consists of
the following:

e The CS1000 system provides the voice communications services for the enterprise site. The
system is comprised of:
o The MG1000 Gateway containing:
= Call Server (CPPM).
= Media Gateway Controller (MGC), which provides Digital Signaling
Processor (DSP) resources.
= Meridian Integration Recorded Announcement (MIRAN) card used for Music
on Hold.
= Avaya Call Pilot® messaging application.
o IBM 306M Consumer Off the Shelf (COTS) servers, COTS1 and COTS2.
= Signaling Server and SIP Gateway (COTS1).
= SIPLINE and UCM (COTS2).

e Avaya desk phones are represented with Avaya 1140E and 1150E UNIStim IP and M3904
Digital telephones.

e Session Manager provides core SIP routing and integration services that enable
communication between the CS1000 and the Avaya SBCE/IPTF service. In the reference
configuration, Session Manager uses SIP over TCP to communicate with the Avaya SBCE,
and SIP over TCP to communicate with the CS1000.

e System Manager 6.3 provides the provisioning/management interface for Session Manager.

e Avaya SBCE provides address translation and SIP header manipulation between the IPTF
service and the enterprise internal network. TCP transport protocol is used between Avaya
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SBCE and Session Manager. UDP transport protocol is used between Avaya SBCE and the
IPTF service.

e An Avaya Aura® Contact Center system provides the Agent capabilities in the reference
configuration. The provisioning of Avaya Aura® Contact Center is beyond the scope of this
document (see [12-14] for more information).

AT&T

AT&T
IP Toll Free Service
10.10.10.11
10.10.10.12

AT&T
AVPN or MIS/PNT
Transport Network

AT&T Router

Public Side Avaya
10.10.10.10 “Outside™ Session Border
: ; Controller for
Enterprise 6.3

Private Side
“Inside”

Communication 7.45
= Server 7.6 . S em——
MG1000E ; - , 200 O
& w/ Call Pilot Avaya Aura® System Manager 6.3
172.16.6.111
Digital o f >
phone E Avaya Communication Server 1000E 7.6
== (COTS1 Signaling Server/SIPGW)
y Analog 172.16.6.211
B Modem
1150E
Unistim Avaya Communication Server 1000E 7.6
1140E Agent (COTS2 SIPLine/UCM)
Unistim phone p—
Agent PC with o
phone Ventafax

Avaya Aura® Contact Center 6.4

Figure 1: Avaya Interoperability Reference Configuration
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3.1 lllustrative Configuration Information

The specific values listed in Table 1 below and in subsequent sections are used in the reference
configuration described in these Application Notes, and are for illustrative purposes only.
Customers must obtain and use the specific values for their own configurations.

Note — The IPTF service Border Element IP addresses and DID/DNIS digits are shown in this
document as examples. AT&T Customer Care will provide the actual IP addresses and DID/DNIS

digits as part of the IPTF provisioning process.

Component Illustrative Value in these
Application Notes

CS1000

COTS1 SIP Signaling Server (TLAN) 172.16.6.110
COTS2 SIP Line (TLAN) 172.16.6.210

Call Pilot”® 172.16.6.130

MGC Media (DSP) (TLAN) 172.16.6.115
Avaya Contact Center

Contact Center Application | 172.16.6.50

Avaya SBCE

“Outside” (Public) Interface (connected to
AT&T Access Router/IP Toll Free Service)

10.10.10.10 (see note below)

“Inside” (Private) Interface (connected to
Session Manager)

192.168.67.120

AT&T IP Toll Free Service

Border Element

10.10.10.11 (see note below)

Table 1: Hlustrative Network Values Used in these Application Notes

NOTE — The Avaya SBCE Outside interface communicates with AT&T Border Elements (BES)
located in the AT&T IP Toll Free network. For security reasons, the IP addresses of the AT&T BE
are not included in this document. However as placeholders in the following configuration sections,
the IP address of 10.10.10.10 (Avaya SBCE public interface), and 10.10.10.11 (AT&T BE IP

address), are specified.
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3.2 Call Flows

To understand how inbound IPTF service calls are processed by Session Manager and CS1000, two
general call flows are described in this section.

The first call scenario illustrated in Figure 2 is an inbound IPTF service call that arrives on Session
Manager and is subsequently routed to CS1000.

A PSTN telephone originates a call to an IPTF service number.

The PSTN routes the call to the IPTF service network.

The IPTF service routes the call to Avaya SBCE.

Avaya SBCE performs SIP Network Address Translation (NAT) and any necessary SIP

header modifications, and routes the call to Session Manager.

5. Session Manager applies any additional SIP header adaptations and digit conversions, and
based on configured Routing Policies, determines where the call should be routed next. In
this case, Session Manager routes the call to CS1000.

6. Depending on the called number, CS1000 routes the call to an Agent (via Avaya Contact

Center) or CS1000 telephone.

PonbRE

1 : ATET IP Toll Frae
Service

PSTH
Phone

Avaya Contact
Center Awvaya SBCE
*G F!
¥ ¥
Avaya 5 Avaya Aurai
Commumni cation |- Session
Servar 1 000E Manager
|6
¥

™

Agent /| Phone

Figure 2: Inbound IPTF Service Call to Agent / Telephone
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4 Equipment and Software Validated

The following equipment and software was used for the reference configuration described in these
Application Notes.

Equipment/Software

Release/Version

HP Proliant DL360 G7 server
e System Platform
e Avaya Aura® System Manager

6.3.6.1005.0
6.3.13.10.3336 (SP13)

IBM 8800 server
o Avaya Aura® Session Manager

6.3.13.0.631304 (SP13)

CS1000 Platform

Version 4021, Release 765P+
Service Pack 5 (CPM_7.65.16.00)
CP 5.00.41

HP DL360 G7
o Avaya Aura® Contact Center

6.4.212.0

Dell R210
e Auvaya Session Border Controller
for Enterprise

6.3.2-08-5478 (SP2)

Avaya 1140E and 1150E Series IP e 0625C8Q
Telephones (UNIStim)

Avaya M3904 Series Digital -

Deskphones

Ventafax Home Version (Windows e 7.0.202.494

based Fax device)

JF:Reviewed
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5 CS1000 Provisioning

Note — Only CS1000 system provisioning providing SIP trunk functionality is described in these
application notes. For additional CS1000 system provisioning documentation, see Section 12.

This section describes the CS1000 configuration, focusing on the routing of calls to Session
Manager over a SIP trunk. In the sample configuration, CS1000 Release 7.6 was deployed with Call
Server applications running on a CPPM server platform with MGC, and utilizing servers running
separate Signaling Server and SIP Gateway applications (COTS1), and SIPLINE and UCM
applications (COTS2).

Session Manager Release 6.3 provides all the SIP Proxy Service (SPS) and Network Connect
Services (NCS) functions previously provided by the Network Routing Service (NRS). As a result,
the NRS application is not required to configure a SIP trunk between CS1000 and Session Manager
Release 6.3. Therefore NRS was not included in the reference configuration.

This section focuses on the SIP Trunking configurations for the CS1000. Although sample screens
are illustrated to document the overall configuration, it is assumed that the basic configuration of
the Call Server and SIP Signaling Server applications has been completed, and that the CS1000 is
configured to support analog, digital, UNIStim and SIP endpoints. For references on how to
administer the CS1000, see Section 12.

5.1 Logging In and Selecting the System Element

Step 1 - Unless otherwise noted, all CS1000 provisioning was performed via the Avaya Unified
Communication Management (AUCM) web interface. The AUCM web interface may be launched
directly via https://<ip address> where the relevant <ip address> in the sample configuration is
172.16.6.111. The following screen shows an abridged log in screen. Log in with appropriate
credentials.

AVAYA

User ID:

Password:

Log In

Change Password

Note — Although not used in the reference configuration, System Manager may be configured as
the Primary Security Server for the Avaya Unified Communications Management application and
CS1000 is registered as a member of the System Manager Security framework. The Element
Manager then may be accessed via the System Manager UCM Services link.
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Step 2 - Click on the Element Name corresponding to CS1000 in the Element Type column. In
the sample screen below, the user would click on the Element Name, EM on cotsL.

AVAYA Avaya Unified Communications Management

Metwark Host Name: cots2.ntlab.com  Software Version: 02.30.0065.00(6406)  User Name admin
Elements
C8 1000 Services
—— Elements
Patches

Mew elements are registered into the security framewaork, or may be added as simple hyperlinks. Click an element name to launch its
SNMP Profiles management service. You can optionally filter the list by entering a search term.
Secure FTP Token

Software Deployment “
User Services
Administrative Users

|| Search ” Reset]

External Authentication Add.. | | | E # o
P d
Secu:tjswor [ ElementName Element Type « Release Address Description
Roles O EM on cots1 C31000 7.6 192.12.0.100 Mew
element.
Folicies
X 20 192.12.0.100 Call Server 7.6 192.12.0.100 Mew
Ce!'tmcates. element.
Active Sessions 2 [] CallPilot Hyperlink 76 http://172.16.6.130/cpmar
Tools 4[] cotsintiab.com (member)  LinuxBase 76 172.16.6.111 Base 08
Logs element.
Bl s [] cots2ntiab.com (primary)  Linux Base 756 172.16.6.211 Base 0S
element.
s [ 19212.011 Media Gateway 7.6 19212.011 Mew
Controller element.

5.2 Administer Telephony Node

5.2.1 Node Information and IP Addresses

Expand System => IP Network on the left panel and select Nodes: Servers, Media Cards. The IP
Telephony Nodes page is displayed as shown below. Click <Node id> in the Node ID column to
view details of the node.

In the sample configuration, node 1001 is selected.

AVAYA CS1000 Element Manager
- UCM Network Services A Managing: 192120100 Username: adimin
Howme Syatem » P Network = P Telephory Nedes
- Links IP Telephony Nodes
- Vrtua! Terminals Stick the Node 1D o vew or edit #3 propermies
~ System
« Mams .
« Mairtanance Adgd.||Impont_ | Prl | Refresh
+ Core Equipment
- Penphaeral Equipmeant [[] Nogs iD=~ Components  Enabled Applicaions ELAN ¥ NOJeTLAN IFut  NOJelTLAN IPVS  Status
= IP Network " 1 S Gatewas [ SIPGW X 172 16 6,140 X Sunchiontz
- Nodes Servers. Madla Carts LTRS, Gateway ( SFGw 236.6.110 Smcivonized
- Mantenance and Repons ] 1004 1 SIP Line - 172155210 - Synchronized
_'_':::i Catowars Show  Modes [ Componentservers andcads ] IP addiess
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The Node Details screen is displayed with additional details as shown below.

Under the Node Details heading at the top of the screen, make a note of the TLAN Node I1PV4
address. In the sample screen below, the Node IPV4 address is 172.16.6.110. This IP address
will be needed when configuring a Session Manager SIP Entity for CS1000 in Section 6.4.1.

AVAYA CS1000 Element Manager
- DCM Network Services A Managing: 152.120.100 Username: admin
-H System » F Netwock » | Tolaghony liogeq » Noge Detats
- Links Node Details (ID: 1001 - LTPS, Gateway ( SIPGw ))
= Ywtual Terminals
- System
< Alafms ~
« Mairtenance Node ID
jg:’:j:"",‘:’;ﬂ:mm Call server P agdress: 192 12.0.100 TLAN address ¥pe: @ 1Pet only
- IP Networek ) 1P and IPv6
-N o,
- Maintenance and Reponts Embedded LAN (ELAN) Telephony LAN (TLAN)
- Medis Gateways
~2008s Gateway W aodress. 192 1201 Noge 1P« aodress. 172 16 6.110
- Host anc Route Tables
- Network Address Tr Subnet mask (255 255 255 0 Subnet mask 255 255 2550
- Q08 Thresholds
= Personal Direclones
- Unicoge Name Direclory v
+ Indartaces
- Engineered Values ERAS Nl [s=e ] [cancet ]
+ Emergency Sarices
+ Geooraohic Redundance Asenciatad Sinnalinn Saniare B Carde

Scrolling down the Node Details section, the various Node Properties and Applications may be
selected.

AVAYA CS$1000 Element Manager

- UCM Network Services A Managing: 192.12.0,100  Username: admin
2 System « P Network » F Tgieotony Hooed » Node Defals
- Links Node Details (ID: 1001 - LTPS, Gateway ( SIPGw ))
- Vrtual Teeminals
« System
« Aams A
L :::m"ama Subnet mask |255 255 255 0 Sudnel mask 255 255 255 0
+ Core Equipment
- Penpheral Equipmant
- IP Network
-H & 14 . IP Tedephony Node Properties Applications (chck to edit configuration)
- Maintenance and Repons o Voie Galeway (VGW and Cs o SPLING
-Mediz Gateways ‘ - of Santes (005 o Tedminal Proe Senver (TPS
S ok i T . s Slum GEQw)
7 e SNTP o Parsg G
s :‘.::S“?rl:e?;l':'s Tranaistion « Numbeting Zones o Presence Publisher
= > ICDN Al Tre MATIC F Media Sendoeg
~ Persenal Direclones , %
- Unicods Name Cirsctory bl
« Indarfaces 3
-Enginaered Values eos paiibbonas (sae J (Cancet
+ Emergency Senates
+ Geographic Redundancy Asenciated Sinnalina Saruare R Carde
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The Associated Signaling Servers & Cards information is displayed at the bottom of the screen.

AV/-\yA CS1000 Element Manager
_ICM Network Services -~ Subnetmask: |255.255 2650 | Subnet mask: |255 255 255 0
-Home
- Links
-Virtual Terminals
- System IP Telephony Node Properties Applications (click to edit configuration)
+Alarms * Voice Gateway (VGW) and Codecs « SIP Line
- Maintenance * Quality of Service (Q0S) #| Terminal Proxy Server (TPS
+ Core Equipment » LAN » Gafeway (SIFGw]
- Peripheral Equipment » SNTP » Personal Directories (FDY
- IP Metwork + Numbering Zones # Presence Publisher
-Modes: Servers, Media Cards « MCDMN Aternative Routing Treatment (MALT) Causes + |P Media Senices
- Maintenance and Reports 5
- Media Gateways
-Zones * Required Value. Save Cancel
-Host and Route Tables =
- Metwork Address Translation i i )
- QoS Thresholds Associated Signaling Servers & Cards
-Personal Directories
=L IIEGENENE DIEERY Select to add v Print | Refresh
+Interfaces
-E”Q'neefedgalu_es [] Hostname « Type Deployed Applications ELANIP TLAN IPv4 Role
+ Emergency Sernvices B
+ Geographic Redundancy . . SIP Line, LTPS, Gateway
+ Software [ cots1 Signaling_Server (SIPMH323), PD, Presence 192.12.010 172.16.6.111 Leader
Fublisher, IP Media Services
- Customers
- Routes and Trunks Show:
- Routes and Trunks Note: Only server(z) that are not part of any other IP telephony node and deployed application(z) that match the service(s) selected for this node are
-D-Channels available in the servers list .
=Ninital Trunk Intarfara

5.2.2 Enable Terminal Proxy Server

Continuing from Section 5.2.1, on the Node Details page, select the Terminal Proxy Server
(TPS) application link as shown above.

Step 1 - Check the UNIStim Line Terminal Proxy Server checkbox to enable proxy service on
this node.
Step 2 - Click on Save (not Shown).

AVAYA CS1000 Element Manager
_UCM Network Services + Managing: 192.12.0.100 Username: admin
SHome System » IP Network » |P Telephony Nodes » Node Detaile » UNIStim Line Terminal Proxy Server (LTPS) Configuration
— Links Node ID: 1001 - UNIStim Line Terminal Proxy Server (LTPS) Configuration Details
- Virtual Terminals
=JEET Firmware | DTLS | Metwork Connect Server
+Alarms

- Maintenance UNIStim Line Terminal Proxy Sewer:l.@.Enablapmxy_wmis_uuﬂ.Ll 4

+ Core Equiprment

- Peripheral Equipment

— P Network Firmware
- MNodes: Servers, Media Cards

: IP address: [0.0.0.0
- Maintenance and Reports

- Media Gateways Full file path; |download/firmwa
-Zones
- Host and Route Tables Senver AccountUser I0:
- Network Address Translation
- (o3 Thresholds Password:
- Personal Directories
- Unicode Mame Directory DTLS
+Interfaces
- OT1 2 malics: fal:3 LV
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5.2.3 Synchronize Configuration

Step 1 - Scroll to the bottom of the page and click Save. This will return the interface to the Node
Details screen.

Step 2 - Click Save on the Node Details screen (not shown).

Step 3- Select Transfer Now on the Node Saved page as shown below.

AVAYA €$1000 Element Manager
— UCM Network Services # Managing: 192.12.0.100 Username: admin
“fiome System » IP Network » P Telephony Nodes » Node Saved
_ Links Node Saved
- Virtual Terminals
- System
+Alarms Node ID: 1001 has been saved on the call server.
- Maintenance
+ Core Equipment The new configuration must also be transferred to associated servers and media cards.
- Peripheral Equipment
- IP Network g
—Nodes: Servers. Media Cards [ Transfer Now... ]You will be given an option to select individual servers, or transfer to all.
-Maintenance and Reports
- Media Gateways
—éones ¥ [ Show Nodes ] You may initiate a transfer manually at a later time.
=Honat and Route Tahles

Once the transfer is complete, the Synchronize Configuration Files (Node ID <id>) page is
displayed.

Step 4 - Select the appropriate Hostname (e.g., cotsl) and click Start Sync.

AVAYA CS1000 Element Manager
~UCM Notwork Services A Managing: 192.12.0.100 Userrame: sdmin
H Systen » P Network » B Talecheny Bozes » Synchmance Confguraton Fles
- Unks Synchronize Configuration Files (Node ID <1001>)
= Wit Terminals
- System Flote” Salact Companents b 5yNCNIONIZE Mek CorgUraton Tes Wil Cal arver 03la TIVS Process Tanslers senver INI Hes t0 seledted
q
x ::::l:é_f“\ components, and ISGAres a restant” of appiications on affected server(3) when compieta
-N N0
B g:;i?;'f?;::nhm [_Stan Syme )| Cancel ][ Restan Applications | Eret | Rafrash
- IP Metwork f Snehronaation Stahus
- Moges Setesry Madla Cargs Z] e we w
- Mantsnancs and Reponts _:r» Line :lF_- .
« Mediz Gateways Gateway (SIPMI22)
- Zones [ cotst SignaIng_Seret PD, Prasance Sync requied
—Host 30d Route Tabls Publisher, ® Heaa
- Nedwork Addness Transladon Senices
- 005 Thrasholds * Appicaton retart i ool regered for ntisl sysien contguraten or i changes fave Seen made o gererw LAN configursturs, SNTP sstings 58 and
. Personal Dwedtones H3ZD Gamway settnga. networt conneciviy retsted parsrreters Wr ports and P address, mnating ov SIsaRing services, of pddeg of remesvieg apséceicn
- Uricode Name Ditsciory s

The Synchronization Status field will update from Sync required, to Sync in progress, to
Synchronized as shown below.

JF:Reviewed Solution & Interoperability Test Lab Application Notes 17 of 86
SPOC 8/17/2015 ©2015 Avaya Inc. All Rights Reserved. CS76SM63SBC63TF



AVAYA €$1000 Element Manager

— UM Network Serices A Maraging: 192.120.100 Username: admin
H System » © Networt » P Talatany Nides » Synchiose Configuraten Fies
- Links Synchronize Configuration Files (Node ID <1001>)
= \Vinual Taminats
System MOte Se1ecT cOMPONnsais 10 SyNCWONize Peer CONNQUIANON TS with C3ll Sener A3 THIS PIOCeSS Vansiers sever ININIes 10 sebecien
% ::':-:I:n ance Lomponents, and requires 3 restad” of applications on aflected server(s) when complele
. =

+ Cote Equpmant

Cancel | Ennt | Retesh
= Penpheral Equipment l— RS
S [ Hostame Tree Acpbcations Sanchronization Status

- biodes Sorvers Bedia Cards - - .

- Matntanance ang Repots Iof“L'l\ﬂ: .Lo::fn”

- G >3 (5 23]

-I;Gen:‘.: Gatewars [ cotst Sgnaling_Server PO, Prezence __s;ﬂ:m:nuxd

- Hott and Reute Tatles f;?l‘:::r P Macia

- Nstwork Aoess Transsasion e

- QoS Thresholds * AQQECATON TESIMT & Sy OQuUTe0 150 NEM Syslen CORTQUINIAN OF if CRAZGES Rave Dean Made t general LAN confiQuwratons, SKTP setings, 5P ang

- Personal Direciones HI22 Ostoway SefNga. NEtWErs Connacty iy relondd parameters e 2ors 850 P 300reas, enabing or dBAbINg Services. O 308INY Of remaving apgicaton

|iminndn bl arns Mg rene seryers

Step 5 - After synchronization completes, click on the Refresh button in the right hand corner,
Select the appropriate Hostname (e.g., cotsl), and click Restart Applications.

| NOTE - When the applications restart, the phones will also reset. |

AVAYA CS1000 Element Manager

- UCM Network Services A Maraging: 192120100 Username: adenin
Syatam » B Network » F Telechony Noses » Syschrenge Canfguwalon Fies
- Links Synchronize Configuration Files (Node ID <1001>)
= Virtual Terminals
- SVH“'“ E‘lolu Select components to synchronize Meir configuration Ses with call server data Thes process transfers server NI files %o seleclod
L M::":l‘nﬂnanco components, and requires a restat® of applications on affected servens) when compéete. |
& E
+ 2?';;:;?2:;:”’“ |_Stan Sync [ Cancet || Rastart Appications | Print | Refresh
gt ovoris [ Hestams Tipe spglications Synchvonizaton Status
- lSodes Senvers Nedls Cads B —
- Maintenance ana Regors et i O
- Maa3 Gateways - Gateway (SIFH323),
- Zones [ cota Signaling_Sefver PD, Presence Synthronzed
-Ho.s! and Route Tables Publisher, ¥ Media
- Network Address Translstion Serwces
- 208 Thresholds * Agphcation restarn i cnly regquired for ndiel sysiem SonSguwation or & changes have boes made 12 goneral LAN configuratons, SNTP selings. S¥ s
- Pergonal Directories H223 Gate'way sefings Network CONNECtvEy reiated parameders e ports and P address, enabing or disabing services, Or adding o remaving apphosticn
- Unicode Name Diractory .

5.3 Voice Codecs

The following section describes how to set codec preferences as well as setting Packet Interval
(PTIME) values. Note that the CS1000 always specifies G.711 regardless of the additional selected
codes. Codecs are defined in the IP Telephony Node for IP (e.g., UNIStim) phones, and the Media
Gateway (for analog and digital phones).

5.3.1 IP Telephony Node Codec Configuration
Step 1 — As shown in Section 5.2, expand System = IP Network, select Node, Server, Media
Cards, and select node 1001.

Step 2 — Scroll down the upper half of the form and under the IP Telephony Node Properties
heading, select VVoice Gateway (VGW) and Codecs.
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AVAYA CS1000 Element Manager
- UCM Network Services « Managing: 192.12.0.100 Username: admin
— Home System » IP Network » IP Telephonv Hodes » Node Details
= = _ Node Details (ID: 1001 - LTPS, Gateway ( SIPGw ))
- Virtual Terminals
- System
+Mams 4
- Maintenance Node ID: 10071 * (0-9999)
Core Equipment _
i Periph:raIquuipment Call server IP address:  192.12.0.100 - TLAN address type: @ |Pyd anly
= PR . © 1Pv4 and IPv6
- Modes: Servers, Media Cards
- Maintenance and Reports Embedded LAN (ELAN) Telephony LAN {(TLAN)
- Media Gat
_ Zuc?n;as I Gateway IP address: 192.12.0.1 . Mode IPv4 address: 172.16.6.110
- Host and Route Tabl
T Network Address Tranciation|2 Subnetmask 2552552550 ° Subnetmask  255.255.255.0
- QoS Thresholds
- Personal Directories MNode IPvE address:
- Unicode Mame Directo
+ Interfaces o IP Telephony Node Properties Applications (click to edit configuration)
- Engineered Values & ‘pice Gateway (VGW) and Codecs & SIPLine
+ Emergency Serices ® Quality of Service (QoS ® Terminal Proxy Server (TPS)
+ Geographic Redundancy * LAN ® Gateway (SIPGw)
+ Software * SNTP ® Personal Directories (PD)
- Customers * Numbering Zones ® Presence Publisher
- Routes and Trunks ® MCDN Aternative Routing Treatment (MALT) Causes ® |P Media Senices
= Boites and Toink

The Voice Gateway (VGW) and Codecs form will open.
Step 3 - Use the scroll bar on the right side of the form to find the heading Voice Codecs. Set the
Voice payload size to 30. Note that Codec G.711 is enabled by default.

Voice Codecs
Codec G711: Enabled (required)
Voice payload size: _'30 v; (miliseconds per frame
Voice playout (jitter buffer) delay: | 60 | [ 120 ¥/ (miliseconds

Nominal Maximum

Maximum delay may be automatically adjusted based on nominal
settings.

[[] Voice Activity Detection (VAD)

Step 4 — Scroll down to the G729 codec section and check the selection box. Set the Voice payload
size to 30.

Note — Although not shown, annexB=yes may be enabled by selecting the VAD (Voice Activity
Detection) box. However, if enabled here, it should also be enabled in Section 5.3.2.

Codec G729: [¥] Enabled
Voice payload size: v 30 V‘ (miliseconds per frame
Voice playout (jitter buffer) delay: 60 v | :120 » | (miliseconds
Nomihal vlvlraximuni‘

Maximum delay may be automatically adjusted based on nominal
settings.

[] Voice Activity Detection (VAD)
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Step 5 - Scrolling further down, note that T.38 fax is enabled by default
Rate is set to 14400.

. Verify the Maximum

Fax
Codecname: T.38 FAX

Maximum rate: | 14400 | (bps)
Fax TCF method: |2 %
Fax playout nominal delay: [100 (0 - 300 milizeconds)

FAX no activity timeout: |20 {10 - 32000 miliseconds)

Packet size: | 30 »

(bps)

Step 6 — Click on Save and then follow Steps 8 through 12 in Section 5.2.3 to synchronize the

configuration.

5.3.2 Media Gateway Codec Configuration

Step 1 - Expand System - IP Network on the left panel and select Media Gateways. Click on the

IPMG ID (e.g., 000 01).

AVAYA CS1000 Element Manager
|- LCM Network Sorvices B Varegng 192120900 Usernare: aomn
- Home Syswm s P letwork ¢ Meda Gaenaye
- Links

- Wrtual Terminals Media Gateways
I System

« Narms

- Mantanancs
+ Cote Equipment
- Panpharal Equipment

| Aga_ |

-1 Network | NG 1P Acddress
- Nodes Sarvers, Meds Carcs 192 1
- Ramensce s Reports -
Iedta Gatanwas
- Zones

This will open the Property Configuration screen (not shown). Click on Next (not shown). This
will open the Media Gateway Controller (MGC) Configuration screen.

Step 2 - Scroll down and click on VGW and IP phone codec profile.

Hostname |DB1
- DSP Daughterboard 2
Type of the DSP daughterboard | NODB v |
Telephony LAN (TLAN) IP address |
Telephony LAN (TLAMN) gateway IP address 172.16.6.1
Telephony LAN (TLAN) IPv6 address
Telephony LAN (TLAN) subnet mask 255.255.255.0

Hostname

+VGW and IP phone codec profile
+ QoS
+ Media Based CLID
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Step 3 - The VGW and IP phone codec profile section will expand. Scroll down, click on and
expand the Codec G711 field. Note that the Select box is checked by default. Set the Voice
payload size (PTIME) to 30.

-Codec G711 Select
Codec name G711
Voice payload size ; 30 Y| (msiframe)
Voice playout (jitter buffer) nominal delay 60 v
Medifications may cause changes to dependent settings
Voice playout (jitter buffer) maximum delay 120 v |

Medifications may cause changes to dependent settings

VAD []

Step 4 — Scroll down , click on and expand the Codec G729A field. Check the selection box and
set the Voice payload size (PTIME) to 30.

Note — Although not shown, annexB=yes may be enabled by selecting the VAD (Voice Activity
Detection) box. However, if enabled here, it should also be enabled in Section 5.3.1.

-Codec G729A Select
Codec name G729A
Voice payload size 4730 M| (msiframe )
Voice playout (jitter buffer) nominal delay ]760 v
Modifications may cause changes to dependent settings
Voice playout (jitter buffer) maximum delay :-1_2_0 v

Modifications may cause changes to dependent settings

VAD []

Step 5 — Scroll down and click on Codec T.38 FAX. Note that T.38 is enabled by default.

-Codec T38FAX Select
Codec name T38 FAX

Step 6 — If changes are made to any of these settings, click on Save (not shown).
Step 7 — A dialog box will open. Click on Ok.
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Message from webpage

.? %
\_"\J/ Click on [OK] to save the IPME configuration.

| [o]4 |[ Cancel ]

Step 8 —Select the Media Gateway ID (e.g., 000 01), and click on the Reboot button. The Media
Gateway will reboot and deploy the new configuration.

- UCM Network Services | Managing: 192.12.0.100 Username: admin
- Home System » IP Network » Media Gateways

- Links

- Virtual Terminals Media Gateways
- System
+Alarms
- i | pp——
+E§L’;‘E’;ﬂ?§;em [Add... ] [ Digital Trunking.. || [ Reboot || [ Delete | [ virtual Terminal | [ More Actions v Refresh
- Peripheral Equipment
~IP Network IPMG IP Address ZTone Type
-Modes: Servers, Media Cards ®
- Maintenance and Reports
- Media Gateways
-Zones

00001 19212011 1 MGC

5.4 Zones and Bandwidth Management
Zone configuration can be used to control codec selection and for bandwidth management.

Step 1 - Expand System = IP Network and select Zones as shown below.

AVAYA CS1000 Element Manager
- UCM Network Services | \Managing: 192.42.0.100 Username: admin
- Home System » IP Network » Zones
- Links
- Virtual Terminals Zones
- 5"5;‘?{28 Zones are used to group related information for either bandwidth or dial plan numbering purposes.
+ 7
- Maintenance Bandwidth Zones
+ Care Equipment Bandwidth zones are used for alternate routing of calls between IP stations and alse for bandwidth management.
- Peripheral Equipment .
_IP Network Numbering Zones
- Modes: Servers, Media Cards Mumbering zones are used to route calls through a centralized call server.

- Maintenance and Reports
- Media Gateways
-Zones

Step 2 - Select Bandwidth Zones. In the reference configuration, two zones are configured as
shown below. Zone 3 is for the IP telephones and Zone 5 is for the SIP trunk. Additional zones
may be added by selecting the Add button.
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54.1 Zone 5 -=SIP Trunk

Step 1 — Continuing from Section 5.4, Step 2, select the zone associated with the virtual trunk to
Session Manager (e.g., zone 5) and click Edit as shown below.

Bandwidth Zones

| Add... | [ Edit. | [Import. | | Export | [ Maintenance. | ‘ Hetrash
Zone Intrazone Intrazong Intarzone Interzong Resource Type Zone Intent Description i
e Bandwidih Suateqy Bandwidin Strateqy e

10 3 10000 BQ 10000 BB SHARED Mo PHONES

2@ 5 100000 Ba 100000 BE SHARED VTRK VTRK

Step 2 — Select Zone Basic Property and Bandwidth Management for Zone 5.

Edit Bandwidth Zone

Zone Basic Property and Bandwidth Management

Adaptive Metwork Bandwidth Management and CAC

Alternate Routing for Calls between IP Stations

Branch Office Dialing Plan and Access Codes

Branch Office Time Difference and Daylight Saving Time Property

Media Services Zone Properies

The following screen shows the Zone 5 configuration. Note that the Interzone Strategy (access to
the AT&T network) is set for Best Bandwidth (BB). This is so that codec G.729A is preferred
over codec G.711mu-law for calls with the IPTF service.

Zone Basic Property and Bandwidth Management

Input Description Input Value
Zone Number (ZONE): | . {1-8060)
Intrazone Bandwidth (INTRA_BW): 100000 | (0- 10000000 3

Intrazone Strategy (INTRA_STGY): | Best Quality (8Q)  v|
Interzone Bandwidth (INTER_BW): ‘ 100000 ‘ (0 - 10000000 )
Resource Type (RES_TYPE): | Shared (SHARED) v |
Zone Intent (ZBRN): VTRK (VTRK) | \

Description (ZDES): VTRK

[ submit | [ Refresh | [ Cancel |
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5.4.2 Zone 3 —IP Telephones

Following the steps in Section 5.4.1, these are the values used for Zone 3 (IP Telephones), in the

reference configuration.

Intrazone Bandwidth (INTRA_BW):
Intrazone Strategy (INTRA_STGY):

Interzone Bandwidth (INTER_BW):
Interzone Strategy (INTER_STGY):

Resource Type (RE5_TYPE):

Zone Intent (ZBRH):

Description (ZDES):

Location Hame (ZNAME):

Reserved BW Block Size (RESERVED_BW_SIZE): |0

= {1-8000)
10000
Best Quality (BQ) -
10000
Best Bandwidth (BB) w
Shared (SHARED) w
MO (MO) v
PHONES

{0 - 10000000 )

{0 - 10000000 )

{ 200 - 58959999 )

input Description Ve,

Zone Number (ZONE):

5.5 SIP Trunk Gateway

This section describes the steps for establishing a SIP connection between the SIP Signaling

Gateway and Session Manager.

5.5.1 Provision SIP Gateway

Step 1 — As shown in Section 5.2.1, expand System => IP Network on the left panel and select
Nodes: Servers, Media Cards. Using the scroll bar on the right side of the screen, navigate to the
Applications section on the screen and select the Gateway (SIPGw) link to view or edit the SIP

Gateway configuration.

Managing: 192.12.0.100 Username: admin
System » IP Network » IP Telephony Nodes » Node Details

Ldlewdy I dUUIess. | 1J£.1£.U. |

Subnetmask: [265.265.255.0 |-

IP Telephony Node Properties

Voice Gateway (VGW) and Codecs

Quality of Service (QoS)

LAN

SNTP

Numbering Zones

MCDN Aternative Routing Treatment (MALT) Causes

Node Details (ID: 1001 - LTP S, Gateway ( SIPGw ))

NUUE IFV4 dUUIESS. | 1/£.10.0. 11U

Subnetmask: [255.255.255.0

Applications (click to edit configuration)

e SIPLine

Gateway (SIPGw)

Server (TPS)

les (PD}

e Presence Publisher
e |P Media Services

v

* Required Value.
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Step 2 - On the Node ID: 1001 - Virtual Trunk Gateway Configuration Details page, enter the

following values and use default values for remaining fields.
e SIP domain name: Enter the appropriate SIP domain for the customer
network. In the sample configuration, customera.com was used in the reference
configuration.

e Local SIP port: Enter 5060
e Gateway endpoint name:  Enter descriptive name
e Application node ID: Enter <Node id>. In the sample configuration, Node

1001 was used matching the node shown in Section 5.2.1.
e Check the VTrk gateway application checkbox.

The values defined for the sample configuration are shown below.

Nc;deID~ 166i -ilTnua! Trunk Gateway Conﬁgurat?oir: D;tails

Caners! | OF Catewgy Setwngs | SIF Catewaw Serdces
Uk gateway application [#] Enatie gateway Sordce on this noce o
Geneval Virtuad Trunk Network Health Monitor
Vuk gateway apphcation. | SIP Gateway (SPGw) v [C] Montor 1P addres ses (listed balow
SIF doman name  customera,com
Local SP pan: 5060 Monitor 1P

~u Monitor addresses
Sateway endpaint nams: SS_1001 Monitor addresse

Gateway paseword

Agple stion node ID. 1001

Enable falsale NRS: |

fote. Crangen sade on thin page wil KOT be
fransmed unil e Wade is s dayver

Step 3 - Scroll down to the section: SIP Gateway Settings - Proxy or Redirect Server.
Under Proxy Server Route 1, enter the following and use default values for remaining

fields.
e Primary TLAN IP address: Enter the IP address of the Session Manager SIP signaling
interface (e.g., 192.168.67.47).
e Port: Enter 5060
e Transport protocol: Select TCP
Note - The Secondary TLAN IP address was not used.
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AVAYA CS1000 Element Manager

= UCM Network Services
- Home
= Links
= Viftus Terminals
- System
+Alams
- Manrdnance
+ Core Equipment
- Peripherai Equipment
- IP Network
- liodus. e

~ Hedia Gateways
~ Zoowes
- Husl and Route Tables

- Q08 Tivesholes
~ Parzonal Direcionas
- Unicode Name Directory
+Interfaces
~ Enginesred Values
+ Emergency Sendces
+ Geographic Redundancy
+Software
~ Customers
~ Routes and Trunks

S5 Heda CAes
« Margenance and Roparts

= Nestwork Address Transiation

A Managing: 182128190 Username: admin
Systen » @ Hetwark » F Teeahan v ) » Vrtugl Trusk Gateway Canfiguration

Node ID: 1001 - Virtual Trunk Gateway Configuration Details

Port

Transport protocot
Shared Sanchenath Management:
[[] Enabie Shared Bandwidth Hanagement
Proxy Or Redirecs Server:
Proxy Server Soute +:
Premary TLAM I address 1192 168.67 47

T P actrans tan hvew sihet Pl

stidrese type
Fort 5060

Transpori protocot ([ TCP &

Options [7] Support registration
[[] Prmary COE peaxy

Step 4 - Scroll down and repeat these steps for the Proxy Server Route 2 (not shown).
Step 5 - Scroll down to the SIP URI Map section. Under the Public E.164 domain names and
Private domain names section, leave the fields blank. Use the defaults for all other values.

AVAYA CS1000 Element Manager

= UCM Network Serwces
- Home
~Links
= Virtual Teminaly
- Systemn
+ Aarms
= Maidenance
+ Core Equipment
- Penpherst Equipment
= 1P Network

-

- Maimenance and Repons
-Media Gatewars

- Zones

- Host and Rease Tables

- QuS Thresholds
- Personal Directones
- Unicode Name Direclory
+Intertaces
- Engineared Yales
+ Emangency Sendces
+ Geographic Redundancy
+Sofware
- Customers
~ Routes snd Trunks
- Roules and Trunks
-D-Channeis
- Dogikal Trank Intertsce

~Network Aacress Transtalion

-~ Dialing and Numbering Plans
|- Elecronic Swdched Network

A Managmg: 192920100 Usecrame: acmmin
_Systems P Network » £ Tosanioigdes » lagaDatala » Vitusl Trunk Gatew iy Confguratan

Node ID: 1001 - Virtual Trunk Gateway Configuration Details

Mumber ransiabon. S¥ip Prefix
Subscriber (SN} 10

CLID aisplay format

Hascnal (NN (0
Intarnatonal 0
SIP URS Magx
Public E 154 doman names
Nationas (s 1]
SubsIrider copP
Special number Soecal namber
Linknown Yatant numbse

Unknown

SIP Gateway Services

4P Converged Desktop: [ ] Enable CO sanvce

fote: Chasges maoe 00 e page wil NOT be
itungratied urié Sre Mode iy sly

o el Veus
Pea 0 saues

Private gomain names

(o] (&

Step 6 — Select Save and follow the synchronization steps shown in Section 5.2.3.
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5.5.2 Integrated Services Digital Network (ISDN)

Step 1 - Select Customers in the left pane.

Step 2 - Click on the link associated with the appropriate customer, (e.g., 00, not shown).The
Customer 00 Edit page will appear (not shown).

Step 3 - Select the Feature Packages option from Customer 00 Edit page (not shown).

The screen is updated with a listing of available Feature Packages.

Step 4 - Select Integrated Services Digital Network to edit the parameters shown below. Check
the Integrated Services Digital Network option, and retain the default values for all remaining
fields. Scroll down to the bottom of the screen, and click on the Save button (nhot shown).

AVAyA CS1000 Element Manager
+Core Equipment -~ + Digital Private Network Signaling System 1 Packagg: 123
- Peripheral Equi t
. IPer:ZhEnrJark quipmen + Flexible Tones and Cadences Package: 125
+Interfaces

+ Multifrequency Compelled Signaling Package: 128

- Engineered Values
+Emergency Services
+ Geographic Redundancy
+ Software

- Customers

- Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface

- Dialing and Numbering Plans
- Electronic Switched Metworlk

+ International Supplementary Features Package: 131
+ Enhanced Night Service
- Integrated Services Digital Network

+Dial Access Prefix on CLID table entry option

Integrated Services Digital Metwork: |

Package: 133
Package: 145

- Virtual private network identifier: | 0 [1-18282)

- Private network identifier: | 1 116389

5.5.3 Virtual D-Channel Configuration

Step 1 - Expand Routes and Trunks on the left navigation panel and select D-Channels. In the
sample configuration, Channel 15 is associated with the Signaling Server. Channel 20 is associated
with the SIPLine. Click on Edit to view/change settings. Click on the To Add button, to add
additional D-Channels.

AVAYA €S1000 Element Manager
« UCM Network Services A1 Managing: 182.12.0100 Username. admin
- Home Routes and Trunks » D-Channals
Links
- Virtual Terminals D-Channels
- System
+Alarms

= Maintenance

v Core Equipmant

- Paripheral Equipment
=P Network

Maintenance

ReChannel Rlagnostics (LD 96)
Neatwork and Paripheral Equipment (LD 32, Vitual D-Channels)

~Nodes, Servers, Media Cards
- Maintenance and Repons
Media Gateways
~Zones
= Host and Route Tables
Network Addrass Translation
= Qo8 Thresholds
= Personal Directories
= Unicode Name Diractory
+Interfaces
Engineered Values
+ Emargency Savices
+ Geographic Redundancy
+ Boftware
- Customers

Choose a D-Channal Numbaear | 0

= Channel: 15

= Channel: 20

MERL Diggnostics (LD 96)
TMRLDIagneatics (LO 96)
D-Channel Expansion Diagnostics (LD 48)

Configuration

v andtype: |DCH & (to Add |

Type DCH Card Type: DCIP

Type DCH Card Typa: DCIP

Description’ VOCH |_Eﬁ|

Dascription: SIPLINE [Edit]

Routes and Trunks
- Routes and Trunks
- R-Channels
Ninital Trink Interfare
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Step 2 — Click on Edit to display the associated D-Channel information used in the reference
configuration for the Signaling Server (e.g., channel 15). The D-Channels 100 Property
Configuration screen is displayed. In the Basic Configuration section, the following settings are

used.

- Basic Configuration

Input Description

Action Device And Number (ADAN):

O channel Card Type :

Designator:

Recovery to Primary:

FRIloop number for Backup D-channel:
User:

Interface type for D-channel:

Country:

D-Channel PRI loop number:

Primary Rate Interface:

Secondary PRIZ loops:

Meridian 1 node type:

Release ID of the switch atthe far end:
Central Office switch type:

Integrated Services Signaling Link Maximum:

Signalling server resource capacity:

_EM_

VDCH
O

Meridian Meridian1 (SL1) ~
ETS 200 =102 basic protocol (ETSI) w
Slave to the controller (USR) v

25 W

100% compatible with Bellcore standard (STD) »

Range: 1 - 4000

1800 Range: 0 - 3700

Step 3 — Scrolling down, in the Basic Options section, the following settings are used.

Step 4 — Scrolling down, in the Advanced Options section, the following settings are used.

Primary D-channel for a backup DCH:
- PINX customer number:

- Progress signal:

- Calling Line Identification :

- Qutput request Buffers:

- D-channel transmission Rate:

- Channel Megotiation option:

Range: 0 - 254

v
v
W
32w
56 kbis when LCMT is AMI (56K) v

Mo alternative acceptable, exclusive. (1)

- Remaote Capahilities:

- Layer 3 call control message count per 5 second
time interval:

- Mumber of Status Enquiry Messages sent within 1
128 ms:

- Map channel number to timeslots on a PRIZ loop:

b4

300 Range: 60 - 350

Step 5 — Click on Submit (not shown).
Step 6 — Repeat Steps 1-5 to create the D-channel (e.g., 20) for the SIP Line.
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5.5.4 SIP Routes Configuration

Step 1 - Select Routes and Trunks - Routes and Trunks (not shown) from the left pane to
display the Routes and Trunks screen. In the reference configuration, Customer 0 is used. Click
on Customer:0 to display defined routes, or click on Add route, to add additional routes.

Step 2 — In the reference configuration, Route 16 is used for SIP trunking. Click on the Edit button
to display the Route 16 settings.

AVAYA CS1000 Element Manager
~UCM Network Services A Maragep RLIZENGD Usemane st
- Home Roures on2 Trunks » Rauies o Tramss
Links
- Virtua Teeminatz Routes and Trunks
- System
o Mams
- Usmenancs
« Core Equipment - Customer: 0 Total routes 3 Totadl yunks. 50 Add couta |
= Pengteral Equipment -
+ P Matwars « Rownec 15 Tres TIE Descipton H3Z) [Eae] [ A0d wunk |
+» ntortaces —
- Enginesred Vaues « Route 19 Trow TIE Dascripton SIF (o] [ A0g sumr |
+ EMRIgancy Sanices v C P vt ot
< Coaoraptic Redsndsncy « Rouses 17 Troe TIE Descriphon S0 VIRK TTY [Eae] [ A0d wune |
+ Sokeare . g
- Ronme: 18 Tioe NE Desuipton SIPLINE E0t Add Junk
- Customers I—:J (ot o]
~ Rouses and Trunks « Rouse: 26 Tree: CAD Desaipion. MRAN Edt Add Sunt
- Routes . oo e
- D.Channeis « Route: 27 Tree: MUS Descipton WUSIC |Ede] | Add suar |
~ Digral Trunk ntartacs g _ ” —
- Dialng andd Ninbweing Plary « Rowse: 28 Tres: RAN Descripton R [Eaz] [ Aoa sunr |

The following screen shows Basic Configuration settings for Route 16.

-Basic Configuration
Route data block (RDB) (TYPE) | |
Customer number (GUsT) |
Route number (ROUT) | |
Lesignatorn Nald for runk (LES) © | 519
Trunk type (TKTP) - | |
Incaming and outgoing trunk (1ICOG) | Incoming and Outgoing (IAO)
Accees coda 1or the trunk route (ACOD) : 7916 | -
Trunk type Ma11P (MB11F)
The route 1= Tor @ virtual trunik route (VTIRIK)
Zone for codec saelection and bandwidth

management (ZONE) ; | 20006 (0 - 8000)
- Node 1D of Signaling sarvar of this route
(NODE); 11007 (0 - 0806)
Protacol 1D for the route (PCID) | SIP (31F) |
= Print carrmlation 10D In COR for the routs =

(CRID)
- Enable Shared Bandwidth Managemaent far the 1
route (SEWM)

Intograted services digital network option (1IS0ON) © [&]

Made of operation (MODE) | Route uses ISDN Signaling Link (1SLD) |
- B channel number (ODCEH) 165 | (0-264)
“Intmrface type for route (IFC) | Meridian M1 (5SL1) - ‘
Private network identifier (PN {00000 | (0 -3z2700)

- Nmtwark calling name allowed (NCMA)Y - [&]
MNatwork call radiraction (NCRD) - [¥]

== Trunk route optimization (TRO) ||
-Recognition of DTIZ ABCD FALT signal for 181

(FALT)
Channel typo (CHTY) | B.channel (BCH) -~ |
= Call type for outgaing direct dialed TIE route ) >
(CTYP) Unknown Call type (LIKWH) -

-Insert ESN access code (INAC) . []

- Integrated service access route (15412) 7]
Display of access prefix on CLID (DARPC) © []
- Mobile extension route (MBXR) ]

- Moblle extension outgoing type (MBXOT) | National number (NPA) v |
- Mablla extanslon timar (MBXT) |0 | (0- 8000 milliseconds)
Calling numbear dialing plan (CHNOFY | Unknown (WKWHN) -~ |
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Step 3 — Scrolling down, click on Basic Route Options. The following settings are used in the

reference configuration.

-Basic Route Options
Aftenaant announcement (ATAN) | No Aanaant Announcemant. (NJ)
Buling numbder ceguined (BLN) - [T]
Call detall recoeding (COR) [
North Amercan 08 schome (NATL) . [¥]
Contrets or timers (CNTL) . 7]
Corventionsl (Tie trunk only) (CNVT) . [T
Incoming DD drgit comversion on this route (0C) - [¥]
Day IDC tree number (DCND) - Y 0 -254)
- Hight 1IDC e numbss (NDNO 0 -254)
- Display waternas Gded digits (OEXT) O]
Muttitrequency Compabad of MFC Rignatng IMFC)  Na NFC (ND)
Process noANcabon networked calis (IPNNC) | [[]

5.5.5 SIP Trunk Configuration

Step 1 - Expand Routes and Trunks on the left navigation panel and expand the Customer 0.
Select Route 16, to display the 10 trunks used in the reference configuration (Trunk:1 — 10), or
click Add Trunk to add additional trunks to the route.

AVAYA CS1000 Element Manager
= o1

« Mz
- Wantenance
= Cose Equpment
-Loaps
- Supeaoaps
« MSDLARSS Cwds
- ConferanceTOSMuUlYegsn

BN Neoagng 152428900 Usemame: adein
Foates and Trutks » Radtes ard Trurks

Routes and Trunks

- Tone Senders snd Detectors Customern 0 Toral routes: @ Toaat wunws: 60 Aga reute |
« Fenpheral Equpment B —
- Mok + Route: 15 Tipe TE Descnpton: H323 {Ean) | Add tumk |
- N Serses Nedia Care P T —
_,Mmmi.ﬁu;:c:;: 1| - Houte: 16 Tipe TE Descnpton 59 {Edn] | Add vure |
:':::;Gi'(“'@ﬁ + Trumkc 140 Torsl unks 10
.;;—,'3\: Rous Tabikss + Route: 17 Trpe: TIE Descripten: 3P VIRK TTY lEan; Agd trunk [
- Nstwork Address Trasalotbon . -
-GS Threshoids + Route: 18 Tree TIE Descriphon SPLMNE Egit) | A0d fure
- Parsona Disclonies [Ean)
-wwu:‘?n' Dirmctory + Routs: 76 Tps DO Descripton: MIRAN (Ean) | Adg wune |
::‘3""‘?21“. (G « Rioute: 27 Trpe: MUS Descriphon: HUSKC Eat] [ Add bum
+ Emengency Serdoes + Routs: 78 Typs: RAN Destriphon RANY Ean| | Aog bunk |
+ Ceographic Redundancy )
+ 2oNware + Route: 28 Tree: RAN Descripon RANZ (Eanj | Add tuni |
- Roeses and Trunks - Route: 30 Troe RA Descnpton: RANG Edn| | Ada yure
Devsas aod ke

Step 2 — Click on Trunk:1-10 to display each trunk channel. Then click on the Edit button for
Trunk: 1, to display the trunk configuration.
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- Route: 16 Type NE Desciption SIP :i l_;gc trunk |
-Trmk: 110 Total unks: 10 :
- Trunk: 1 TN D86 10200 Description SIP i§'-" Vl.!um - Dat
- Trunk: 2 TN: 085 1 02 01 Description SIP (Eat
Trunk: 3 TN 086 10202 Desciption SIP |£
-~ Trunk: 4 TN 096 10203 Oescription: SIP |Eae
- Trunk: 5 TN 005 1 02 D4 Desoription: SIP (Eae]
- Trunk: 6 TN. 096 102 05 Desciption SIP (Ean
Trunk: 7 TN 096 10208 Description SIP {Ei'_
~Trunk: 8 TN 08610207 Description: SIP |§.1;"
- Trunk: 8 TN 086 102 08 Description: SIP [Ec]
Trunk: 10 TN 09610208 Description. SIP IQ

In the reference configuration, Trunk 1 uses Channel 16. Therefore, each subsequent trunk
allocated to this route will use channel 16+(n-1), where n is the trunk number. For example, Trunk
9 will use channel 24 (16+9-1 = 24).

Customer 0, Route 16, Trunk 1 Property Configuration

- Basic Configuration Q
Auto increment member number:

Trunk data block:

Terminal number:
Designator field for trunk: | SIP

Extended trunk:

Member number:

jry

Level 3 Signaling: v
Card density:
Start arrangement Incoming : | Immediate (IMM) w
Start arrangement Outgoing: | Immediate (IMM) v

Trunk group access restriction: |0

Channel 1D for this trunk: | 16 |

Class of Service: | Edit

Step 4 — Going back to the screen shown in Step 1, select the Edit button next to Route 16 to
verify the configuration, as shown below. Verify SIP (SIP) has been selected for Protocol ID for
the route (PCID) field and the Node ID of signaling server of this route (NODE) matches the
node shown in Section 5.2. As can be observed in the Incoming and outgoing trunk (ICOG)
parameter, incoming and outgoing calls are allowed. The Access code for the trunk route
(ACOD) will in general not be dialed, but the number that appears in this field may be observed on
CS1000 display phones if an incoming call on the trunk is anonymous or marked for privacy. The
Zone for codec selection and bandwidth management (ZONE) parameter can be used to
associate the route with a zone for configuration of the audio codec preferences sent via the Session
Description Protocol (SDP) in SIP messaging.
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AVAYA C€S1000 Element Manager

= UCM Network Services
-~ Home
~ Links
= Virtual Terminals
- System
+ Alarms
~Maintenance
+ Core Equipment
= Pertpheral Equipment
=P Network
~Nodes Servars, Media Cards
= Maintenance and Reports
-Media Gateways
~Zonas
- Host and Route Tables
~ Network Addrass Translation
= QoS Thresholds
~Paraonal Directories
« Unicode Nama Directory
+Interfaces
~Engineared Values
+Emergency Services
+ Gaographlc Redundancy
+ Software
= Customers
- Routes and Trunks
~ Rowtes and Trunks
~D-Channels
- Digital Trunk Interface
~ Dialing and Numbering Plans
- Electronic Switched Network

~

v

Managing 192.12,0.100 Username: admin
Routes and Trunks » Routes and Trunks » Customar 0, Route 18 Proparty Configuration

Customer 0, Route 16 Property Configuration

- Basic Configuration
Route data block (RDB) (TYPE)
Customar numbar (CUST)
Route number (ROUT)
Dasignator flald for trunk (DES) :
Trunk type (TKTP)

|sIP

Incoming and outgolng trunk (ICOG)

[ Incoming and Outgoing (1AQ) |

Access code for the trunk route (ACOLD) l‘/‘J‘IG : -
Trunk fype MOTTF (MO11F)
Tha routa is for a virtual trunk routa (VTRK)
- Zone for codec selection and bandwidth
management (ZONE) ‘00005 (0-8000)
- Node ID of signaling aerver of this route
ansing (NODE):MON (0 - 9999)
Protocol 1D for the route (PCID) l BIP (3IP) -
Print correlation 10 0 COR for tha routa [
(CRID)

Step 5 - Scrolling down, other parameters may be observed. The D channel number (DCH) field
must match the D-Channel number shown in Section 5.5.3 (e.g., 15).

» 08 ThrashaMis
- Personal Ovectooes
« Lishtosw Mavw Diectovy
+ Intertacss
~Enginaered Yaues
+ Emergency Sennces
+ GRographic Ratumaney
+ Sofware
Customers
- Routes and Tronks
- Ravdsated Tucks
< DLnannels
- Dagitad Trunk interface
= DRadng et Murmitmering Flans
~ ERConic Swiched Netwon.
< >

AVAYA CS1000 Element Manager
- UM Heowork Sandces o) integrated seraces Agtal netesrk option BS0M) (W)
n"': Wado of cperation (MOOE) | Route usas 130N SOnalnp Lnk JSLD) &
= Witval Teemmnan | D chanoel numbes (DCH0 ' 15 10 - 254}
- Syssem = = = . =
i ramecat = NIt S for rOUN OFC) | Menadian NT (5L 1) -
- Wairienance - Pavat Netwedy iontfiar (FM0 |0 10- 327008
+ Carw Equpmenm VOR Fei ) 100000 0 - 32700
- Penpharal Equipment N0 SN tame allawed NCHA) - [V
« P Netwark > p— n
= Nodes: Barvers. Medta Cards Network call redrocson MCRD)
- Mudrtemance w0 Repomy Trurk route optimizaton (TRO
_'?_.::“"“" - Recegriton o/ OTR ABCO FALT wignal for 151
o ALY
- Hont nd Houte Taties e
- Natwark A0iess Transaaion - Channsi tpe (CHTY) | B-ohanne! (BCH) B

Call yps %or 2unoing drect dakd TE route
CTF)
Insen ESN access code (NAT)

Untnoen Call hpe (LWAT

Integrated senace access route 1EAR)

Duptay of access prebx on CLUD (DAPT

- Mobie sdmnmmn route (NEXR) [
Hod R GEons N OURYUNG Spa MEXOT) | Nasonal rumbar INFA)
Mabite edenaion tmer (MBXT) - O

Cating cumaar dlaing pan (CHEP) | Uninaen (LW

10 - BI00 Mt paconds)

v

.

Step 6 - Scrolling down, open Basic Route Options and verify that the DCNO number specified
(e.g., 1), matches the Digit Conversion Tree Number specified in Section 5.6, Step 3. Click on

Submit (not shown).
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- Basic Route Options
Aflendant aonouncement (ATAN 1O Allendant Announcament (NO ~
Biang number requred (BILN |
Caf detail recoraing (COR A
L
Plorth Arrwsrican 1ol acherns (NAT = .
Controls or Smers (CNTL |
Sarwenmonad (The runs onty) (CNVT
Incoming DND Mg corrversion on s route (I0C v
Day 10C ree number (DCHND) | ) (0-294
Taght IDC trew numties (NDNO) |1 (0.254
Disglay external cealed digits (DEXT |
MFC tasture opions (MFC_FEAT) 7]
« Network Options
« General Options
« Advanced Configurations

5.6 Routing of Inbound Numbers to CS1000

Calls from PSTN will dial IPTF DID numbers to reach stations on CS1000. The IPTF service will
then deliver associated DNIS numbers, in SIP Invite messages, to the CPE. These DNIS numbers
are converted to the associated extensions by the CS1000 Incoming Digit Translation (IDT) table.

Note — The DNIS digits are those included in the R-URI of the inbound Invite. These might not be
the same as the IPTF dialed DID number.

Note — In the reference configuration, although AT&T assigned 10 digit DID numbers (e.qg.,
732555xxxx), the IPTF service delivered 10 digit DNIS numbers with the format 00000XXXXX.

Note — Due to the issue described in Section 2.2, Item 6, Session Manager must modify the
DNIS digits that the CS1000 places in the PAI headers. See Section 6.3.1.

Step 1 — Navigate to Dialing and Numbering Plans = Incoming Digit Translation
Step 2 — Select the appropriate Customer ID (e.g., 00) and click on Edit IDC.

+ Geographic Redundancy T Managing: 192.12.0.100 Username: admin

+ Software Dialing and Numbering Plans » Incoming Digit Translation
Customers
Routes and Trunks Incoming Digit Translation

- Routes and Trunks

-D-Channels

- Digital Trunk Interface

Dialing and Numbering Plans - Customer: 00 EditIDC

- Electronic Switched Network

- Flexible Code Restriction

- Incoming Digit Transiation

Step 3 — From the listed Digit Conversion Trees, select either New DCNO or edit DCNO. In the
reference configuration, Digit Conversion Tree Number: 1 was selected. Note that the Digit
Conversion Tree Number selected must also be defined in the trunk provisioning (Section 5.5.5).
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= UCM Network Services
~ Home
= Links
= Virtual Terminals
- System
+Alarms
~Maintenance
+ Core Equipment
- Parlpharal Equipmant
+ IP Network
+Intarfaces
~ Engineered Valuos
+ Emargancy Services
+ Gaographic Redundancy
+ Software
« Customers
- Routas and Trunks
= Routes and Trunks
O-Channels

A Managing 192,12,0,100 Username sdmin
Dialing and Numbering Plana » Incoming Digit Translation » Customer 00

Customer 00 Incoming Digit Conversion Property

- Digit Conversion Tree Number: [newDenND |
Digit Conversion Tree Number: [ Edtoene |
- Digit Conversion Tree Number: [Newbcno |

Digit Convarsion Trae Number;

& W N|= |o

((NewDGHio ]

([ NewDCNG ]

- Digit Conversion Tree Numbaer:

[(Refresh | [ Cancel

- Digital Trunk Interface
= Dialing and Numbering Plans
= Electronic Switched Network
Flexible Code Restriction
- Ingoming Qialt Translation

Step 4 — The IDC Tree form will open. Click on the Add button. In the Incoming Digits field,
enter an IPTF DNIS number (e.g., 0000011050). In the Converted Digits field, enter the associated
CS1000 extension (e.g., 4013). Allow the other fields to default. Click on Save.

AVAYA C$1000 Element Manager

UCM Metwork Servces Varagey A2 Userarw sone
- Moree .

DN @ MDY Mo » Nuices Dud Tiassleiie » Comtaeay OO » Dugt Coveprans Tree ¥ Gin

Links
ks

SR e Add Incoming Digits

+ Mums

- Malanance

+ Core Eguipmant hcomng Dy 0000011050 +

= Pargnacsl L giprend ot AR 4019

v
Fare slorage of teenived of Sata
e Cf GO D < s x o ege
-~ <3 of prebyey 3t e
CPND Mrgease
v Sowane FHD Wrgeay
- Customer s Foman haracn
Rostes and Trunks i
- Reutes ant Tranis CPND Name

- D-Chamels
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Step 5 — Repeat Step 4 for all IPTF DNIS numbers and their associated destination extensions. For
example, define an IPTF DNIS number for the Call Pilot main access number 2090, (see Section
2.2, Item 9 and Section 5.10).

5.7 Enabling Plug-Ins for Call Transfer Scenarios

Plug-Ins allow specific CS1000 software feature behaviors to be changed. In the testing associated
with these Application Notes, Plug-In 501 is required for successful completion of Unattended
Transfer calls.

Step 1 - To view or enable a Plug-In, from the left navigation menu, expand System = Software,
and select Plug-Ins (not shown). In the right side screen, a list of available Plug-Ins will be
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displayed along with the associated MPLR Number and Status. Use the scroll bar on the right to
scroll down so that Plug-In 501 is displayed as shown in the screen below.

Step 2 - If the Status is Disabled, select the check-box next to Number 501 and click the Enable
button.

Note - Enabling Plug-In 501 will allow the user to complete the transfer while the call is in a
ringing state, but no audible ring back tone will be heard after the transfer is completed.

AVAVA CS1000 Element Manager
- UCHM Network Servces o
-Home An infemal error has ocouted Severty. Major
Links
= Vinuat Tanmnals Beys |
System
+ H3ms [T Mumbats  Descripficn HPLR Humbes Salus
- Martenance 85 223 FERCUN REJEL T S USIC CUBS REWUEST Wi R IW0 CALLWIG NELR 12290 Disatled
e = g [7] 223 L 2290 3
+ Core Equipment PANER < - At
- Penphers Equipment a7 ] 224 .»‘ r: ) 0 h.‘-':(nm t on external Wansses rough apeHcation & Désahled
« IP Network ou_T )
- Nodas Senees. Mecks Carnds FLPKG 179 Taunes elektronsc look, Mall and CallPict softkeys Casabtilec
Mantenance and Reports PLACLID should display moee than 10 dipks Cusablea
- Wedia Gateways
-Zones PLTTY 000 CPU cara (18) Causas axsof 10 90 up on vDU Davlee
- Host and Rouwwe Tables Ft Urplugoed telses ¢ & aflar mudnight rovlings Dizatiec
- NEdwOv Adess Transtanon . - A
—1 1 BRI 54K data not poasie over DTIZ. With mix of spans (both
2 = a2 231 1087 -
, ': Ehal:!’. 92l |23 DT ang DTI2) THIS is not suppontsd NRLRI0E7S Desablea
- e at Directonies A P A e o
Uenicode Name Directary a3 [ 232 ¥ y,w‘m:, and le‘fl aily caled numoel In DL2 WPLR24273 Dizabied
om NCON TRO-BA
Interta dks ~
- Enginested Vakes pa[ ] 223 tage) Support for CLASS set with CLE LPA Cesablec
+ EMargency Senices o8] 235 Restrict Hands-froe funcsonalty for ol I <o lypes Desablea
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- Ca® Server PEFs 27 [ =01 Enables BING Tansler 1o 5 SE enapoint even I SiF UFDATE & not NFLRI00TO Enabied
Loadware PEFs =i SupPONed by the far end

5.8 CS1000 Agent Access Provisioning

This section is not intended to be prescriptive, but simply illustrates a sampling of defining Agent
access on the CS1000 in the sample configuration. Inbound IPTF numbers are mapped to the
Agent extensions (or skill queues) as shown in Section 5.6.

The following Directory Numbers (DNs) are defined. In the reference configuration an Agent 4014
is defined:
e 2003 - This is the Positional DN. It is associated with the Terminal Number (TN) defined
for an Agents phone (e.g., 96 01 17).
e 4012 — This is the Auto Call Distribution (ACD) number for the agent queue. All agents
share this queue. This number will appear on the Agent phone display.
e 4013 - This is the Control DN (CDN). It is used to define the connection between the
CS1000 and the Avaya Aura® Contact Center (see Section 8).
e 4014 —This is the Agents Single Call Ringing (SCR) number. This is the Agent’s “local”
extension independent of the Agent queue, and will also appear on the phone display. The
Agent logs in with this number.
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5.8.1 CS1000 IP Agent Phone

The following section shows information for an 1150E IP UNIStim Agent phone in the reference
configuration defined via AUCM.

5.8.1.1 General Properties

Step 1 — Select Phones from the menu The Search For Phones screen will open (not shown).. In
the Criteria field select Prime DN and enter a DN in the value field (e.g., 2003). Click on Search.
Step 2 — Click on the TN value displayed (e.g., 096 0 01 17). The Phone Details form will open.
Note that in this example the telephone type is an 1150 and that it is defined in Zone 3. A call
between this telephone and another telephone in Zone 3 will use a “best bandwidth” strategy (see
Section 5.4) and therefore can use G.711MU. If this same telephone connects to the PSTN via the
SIP trunk, the call would use a “best bandwidth” strategy, and the call would use G.729A.

C€S$1000 Element Manager

2
=~ Phone Details

| System. EN on cotat

cortar Fratirw Maps | Uwer ety Custom Vew: | A1 ¥

5.8.1.2 Features

Scroll further down the Phone Details form and locate the Features section of the form. In this
section various CS1000 telephone features are defined. The feature described below is found by
scrolling through this section.

Step 1 — For the SPV - ACD Supervisor/Agent field select ACD Agent.

SLKA T eatlre s eheaUlea Liectronic Loges creton Denied '~ — pe

SPID Supervisor Position ID

SPY ACD SupervisarAgent [ACD Agent v

38U Systam Speed Call List Number

SWA Call Waiting from a Station Denied v o
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5.8.1.3 Keys

Scroll further down the Phone Details form and locate the Keys section of the form.

5.8.1.3.1Key 0

Step 1 — For Key 0 select ACD — Auto Call Distribution
o For ACD Directory Number enter 4012
o For Numeric/D<space>ACD Position ID enter 0 2003

Key Mo. Key Type Key Value
ACD - Auto. Call Distribution v
0 ACD Directory Number 4012
CLID
% Mumeric/iD=space=ACD -
Position ID 02003 e
ANIE Entry

5.8.1.3.2 Key 3 - Single Call Appearance

Step 1 — For Key 3 select SCR - Single Call Ringing
o For Directory Number select 4014
o Check Multiple Appearance Redirection Prime(MARP)
o Enter aname (e.g., Agent2)

Step 2 — Click on Save (not shown).

- Single Call Ringi v
SCR - Single Ca ngm% e on funiher T

[] Muttipie Appearance Redirection Prime(MARP)

FirstName Last Name Display Format | Language

Agent2 First, Last ¥ | Roman

-~
.

v

5.8.2 Analog Fax Line

Following the same procedures shown in Section 5.8.1, an analog port is defined for use with a fax
machine; Directory Number 2779 using TN 000 1 10 00. No special Features or Keys are defined.

General Properties
"

Customer Number
Terminal Number

Designation: | ANALOG

Directory Number:. 2779 s

CLID entry
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5.9 Changing RFC2833 DTMF Telephone Event Type

The CS1000 uses RFC2833 DTMF Telephone Event type 101. The IPTF service recommends the
value 100 (see Section 2.2, Item 4). Therefore the CS1000 value is changed to 100 as follows:
Step 1 — From a CS1000 console connection, press the ctrl key and enter pdt. The system will
return:

PDT login on /tyCo/0
Username:

Step 2 — Enter the appropriate username. The system will respond with:

I Password:

Step 3 — Enter the appropriate password. The system will respond as follows:

The software and data stored on this system are the property of, or licensed to, Avaya Inc.
and are lawfully available only to authorized users for approved purposes. Unauthorized
access to any software or data on this system is strictly prohibited and punishable under
appropriate laws. If you are not an authorized user then logout immediately. This system may
be monitored for operational purposes at any time.

pdt>

Step 4 — At the pdt> prompt enter setRFC2833PT 100

| pdt> setRFC2833PT 100

The system will respond with the pdt> prompt.

| pdt>

The CS1000 will now use RFC2833 DTMF telephone event type 100.

Note — If the CS1000 is rebooted, this command will be cleared and the system will use
telephone event 101 again. This command must be re-entered.

5.10 Inbound Calls to Call Pilot®

PSTN callers may wish to access Call Pilot® to retrieve messages or other Call Pilot® features. In
addition to defining an entry in the CS1000 IDT table for routing calls to the main Call Pilot®
access number (e.g., 2090, see Section 5.6), the customers Billing Number (that the IPTF service
inserts in To headers, see Section 2.2, Item 9), must be defined to Call Pilot® as well. This is
required because Call Pilot® uses the contents of the To header for admission control.

Note — The provisioning of Call Pilot® is beyond the scope of this document. Refer to [5] for more
information.
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Step 1 — Log into the Call Pilot® manager GUI using the appropriate credentials.

> CALLPILOT MANAGER

Selactng m CalPtier Sarver: Heitex Warmser:

Seiect 3 wenew and KCaban Fon S el of preand Seeves. Or ardn £ Wi S

P o 10 addman The loeamon Sabd m aguand Say £ m3caad senw

Fn Pt Matiage Saviin (M) 11 e COe Srdar T v of The K amet A
oW pns ples (ea e [Legn]

-
Froast server Bec Dotes coda roamusly

Server
Locantze

Step 2 — Navigate to System => Service Directory Number

AVAyA CALLPILOT MANAGER
LOAP sarvac (ooalhost | Malibos Numbaer 000000
Home User = Syst ¥  Maint it M ging v  Tools v Help ~
Location * Home | Saeper Settings
Backup/Bastate o
rm
Alarm.Manitar
Welco! Event Browser
QM Conflguration
(> ﬁ [ Configuration Wizard
DRitectory Synchronization
I3 Add User 3 Application Bulldar
3 Download Player

Step 3 — Click on New (not shown). Populate the form as shown below, where 1234567890 is the
AT&T IP Toll Free customer Billing Number. Click on Save.

Locaticn % Syyiem % Servige Diecon Mymber % S0M Deisils

SON Details: 1234567890

Ganeral

Sanice DH- | 1234567380

Application Narme: ;Vuice Mess=ging |
Media Type: | Vaice ~
Minirrwm Channels: i]-

Maximum Channels: !E‘ ey

Remate Activation Password: |

Password Confimnation:

Comments:

Fing-back type
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5.11CS1000 Configuration Backup

Expand Tools - Backup and Restore on the left navigation panel and select Call Server. Select
Backup and click Submit to save configuration changes as shown below.

~Tncoming DIgi Transranon
- Phones

- Tempiates

- Reports

- Views Call Server Backup

- Lists

- Properties

;;ﬁlgrahon Action | Backup v| [(submit | [[Cancel ]
- s

- Backup and Restore

- Call Server

The backup process may take several minutes to complete. Scroll to the bottom of the page to
verify the backup process completed successfully as shown below.

Backing up reten.bkp to “Nvarfoptinontel/csfsicf2ibackup/single”
Database backup Complete!

TEMUZ07

Backup process to local Removable Media Device ended successfully.
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6 Configure Avaya Aura® Session Manager

This section illustrates relevant aspects of the Session Manager configuration used in the
verification of these Application Notes.

Note — The following sections assume that Session Manager and System Manager have been
installed and that network connectivity exists between the two. For more information, consult the
references in Section 12.

The following administration activities will be described:

e Define SIP Domain.

e Define Locations for CS1000 and for the Avaya SBCE.

e Configure the Adaptation Modules that will be associated with the SIP Entities for CS1000
and the Avaya SBCE.

e Define SIP Entities corresponding to CS1000 and Avaya SBCE.

e Define Entity Links describing the SIP trunk between CS1000 and Session Manager, and
the SIP Trunk between Session Manager and Avaya SBCE.

e Define Routing Policies associated with CS1000 and Avaya SBCE.

e Define Dial Patterns, which govern which routing policy will be selected for call routing.

Session Manager configuration is accomplished by accessing the browser-based GUI of System
Manager, using the URL http://<ip-address>/SMGR, where <ip-address> is the IP address of
System Manager. From the welcome screen enter appropriate User 1D and Password and press the
Log On button. Once logged in, Home screen is displayed.

Log On Cancet

From the Home screen, under the Elements heading in the center, select Routing.
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6.1 SIP Domain

Step 1 - Select Domains from the left navigation menu. In the reference configuration domain
customera.com was defined.

Step 2 - Click New (not shown). Enter the following values shown below and use default values for
remaining fields. Click Commit to save.

o Mome /6 s/ /1

Domain Management Commet | Cancel

6.2 Locations

Locations are used to identify logical and/or physical locations where SIP Entities reside. Location
identifiers can be defined in a broad scope (e.g., 192.168.67.x for all devices on a particular
subnet), individual devices (e.g., 192.168.67.10 for a devices’ IP address), or an all inclusive
Location may be defined where no IP address is specified. In the reference configuration an all
inclusive Location called Common is used.

Note — As described above, Locations may be defined in several ways, depending on the CPE
environment. The method used in the reference configuration should not be viewed as
prescriptive.

Step 1 - Select Locations from the left navigational menu. Click New (not shown).
Step 2 - In the General section, enter the following value:
e Name: Enter a descriptive name for the location (e.g., Common).
Use default values for remaining fields.
Step 3 — Verify that in the Location Pattern section, the IP Address Pattern field is blank
(default). Let all other fields default.
Step 4 - Click Commit to save.

JF:Reviewed Solution & Interoperability Test Lab Application Notes 42 of 86
SPOC 8/17/2015 ©2015 Avaya Inc. All Rights Reserved. CS76SM63SBC63TF



o Wome [ A lmnents [ Reuting [ Lecstsns

Locatioe Detabs Zaternt Cancel

* Momo:  Comemen

Notew.

Dlal Bl Haparency In Survivabde Mod

Frabled:

Listed Dienciory Mumbar:

Assacisted O S Emtity:

L

Maneged Bandwiith Usita:  Moe/ie
Telal Sandwidth:
Maltiremdia Randwidthc

Asstic Calls Com Take Multimedia Sandwidth:

Moxioum Weltimofia Sandwidth (Tire-Location ) 2000 kML Sec
Mectimum Maltissodia Sandwidth ( Lnter-Location ). 2000 KL Sex
© Miaimun Maltimeda Bandwadth: B4 Kbt/ S
© Defau® Ao Randwidth 8 hiise -
| e
Owvwrall Marm Thrusheld 0 -
Maltimedia Marm Thresheld, 5 -l
* Latwecy balomm Overall Alsr Trigger- E Mivartin
* Lotency Setore Multimedia Alarw Trigger 5 Mimgtes
Patte
Al | Reowore
D Barw o

1P Adderss Fallem

6.3 Configure Adaptations

Session Manager can be configured to use Adaptation Modules designed to convert SIP headers
into formats used by other Avaya products and endpoints, as well as formats required by Service
Providers. In the reference configuration the following adaptations are used:
e CS1000Adapter — This adaptation is used to provide translation between various CS1000
generated headers, into formats used by other Avaya products and endpoints.
e DigitConversionAdapter — This adaptation modifies digit strings in the Request-URI.
While this adaptation is not specified specifically in the reference configuration, its
functionality is included as part of all other adaptations.

In addition, Module parameters MIME=no (to remove unnecessary CS1000 MIME headers), and
fromto=true (to modify the From and To headers) are specified.
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6.3.1 Adaptation to the CS1000
Step 1 - Select Adaptations from the left navigational menu. Click New (not shown). In the
General section, enter the following values and use default values for remaining fields.
e Adaptation Name: Enter an identifier for the Adaptation Module.
e Module Name: Select CS1000Adapter from drop-down menu (or add an
adapter with name CS1000Adapter if not previously defined).
e Module Parameter Type: Select Name-Value Parameter
e Click on Add and the Module option fields will open. Enter the following:
o Inthe Name field enter fromto.
o Inthe Value field enter true.
e Click on Commit.

« Homu / Ehaments / Snwtiog / Adagtetoms

Adaptation Detais Comemst || Cancel

¥ Adegtation Neme: ATT 1o
Module Meme:  C520004d4 00w

Module Parametes Type:  MNams Yaue Paamater =

Epress UNE Paramtorns:

Notes

Step 2 — In the Digit Conversion for Incoming Calls to SM section, click Add to configure
entries for calls to the CS1000.

e The CS1000 may insert local extensions in the PAI headers of responses or Relnvites.
Session Manager will replace the local extension with its corresponding IPTF DID access
number in the PAI header (see Section 2.2, Item 6). Enter the following:

o Matching Pattern  Enter a CS1000 extension (e.g., 4013).

o Min Enter minimum number of digits (e.g., 4).

o Max Enter maximum number of digits (e.g., 4).

o Phone Context Leave blank.

o Delete Digits Enter 4, to delete the extension.

o Insert Digits Enter IPTF access number associated with the extension (e.g.
7325554301).

o Address to modify  Enter both.

o Repeat for all CS1000 extension/IPTF number associations.

e The CS1000 may insert IPTF DNIS digits in the PAI headers of responses or Relnvites.
Session Manager will replace the IPTF DNIS digits with its corresponding IPTF DID access
number in the PAI header (see Section 2.2, Item 6). Enter the following:

o Matching Pattern  Enter an IPTF DNIS number (e.g., 0000011051).

o Min Enter minimum number of digits (e.g., 10)
o Max Enter maximum number of digits (e.g., 10)
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o Phone Context
o Delete Digits
o Insert Digits

Leave blank.
Enter 10, to delete the extension.
Enter IPTF DID access number associated with the DNIS

number (e.g., 7325554301).
o Address to modify Enter both.
o Repeat for all CS1000 extension/IPTF number associations.
Step 3 - Click Commit (not shown) so save changes to the form.

Filter: Ecable

S00001 1053 TATE%ELI0Y

Selact 1 All, Nons

Note - No Digit Conversion for Outgoing Calls from SM entries were required. Incoming IPTF
calls have the inbound DNIS digits converted to their associated local extensions in the CS1000
Incoming Digit Translation table (see Section 5.6), so those digit conversions are not needed here,

6.3.2 Adaptation for calls from the CS1000 to AT&T

Some messages sent by the CS1000 may contain a MIME Multipart message body containing the
SDP information expected by AT&T, but also containing “x-nt-mcdn-frag-hex” and “x-nt-epid-
frag-hex” application parts that are not processed by AT&T. The Module Parameter MIME=no is
used to remove these headers.
Step 1 — Repeat the steps from Section 6.3.1 with the following changes:

e Adaptation Name: Enter an identifier for the Adaptation Module.

e Module Name: Select DigitConversionAdapter from drop-down menu (or add

an adapter with name DigitConversionAdapter if not previously defined)
e Module Parameter: Enter the following three parameters separated by spaces.
o Enter MIME in the Name field, and no in the value field.

Step 2 — Click on Commit (not shown).

* adaptation Name;
Module Naime:

Module Parameter Type:

Egress URT Parameters:

Motes:

CS1K_bo_ATT
DegConversionAdapter  [=)

Name-Value Parameter [=]

Add | Remove |
Hame value
MIME

Select @ All, Mone
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Note — Neither Digit Conversion for Incoming Calls to SM or Digit Conversion for Outgoing
Calls from SM Digit were required in the reference configuration.

6.4 SIP Entities

SIP Entities are added for CS1000 and Avaya SBCE. A SIP Entity is created for Session Manager
as part of the Session Manager installation. Its configuration is shown for completeness.

6.4.1 SIP Entity for the CS1000

Step 1 - Select SIP Entities from the left navigation menu.
Step 2 - Click New (not shown). In the General section, enter the following values and use default
values for remaining fields.

e Name: Enter an identifier for the SIP Entity (e.g., CS1K).
e FQDN or IP Address: Enter the TLAN IP address of the CS1000 SIP GW.
e Type: Select Other.
e Adaptation: Select the Adaptation Module defined in Section 6.3.1.
e Location: Select the Location defined in Section 6.2.
Step 3 - In the SIP Link Monitoring section:
e SIP Link Monitoring: Select Use Session Manager Configuration.

Step 4 - Click Commit to save the new SIP Entity.

AP T abthet

Moton:

Sdapivies; AT CRIE
Loioten; Cowmanv]

Timse Zemer

S39 Thwwer B/F e yecoads]: 4
Credertis mome:
Cot Detald Recordien: none =
Coowmiealle Type Prefeonce:

Lo Dot (3om Made: 00

NP Lk MARRONBE LB Seaiin Maiage Lorgu B .

Sppoets Coll Adwision Controb

St B kT Makn ot

Primery Sevsien Manwger Dondakdd fasoclysen:
Bk Sexsten Masaoor Bandwidh kysockyiee:

Owerride Part & Trawsonoet with DHS $30:
Karnie

Flter: Erakh

[

3 tewm

Benpawse Cade & Govpen Mrnse

i

Note - Once the Entity Links are provisioned for each Entity (see Section 6.5), the Entity Link
information will also be displayed on the Entity forms.
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6.4.2 SIP Entity for the Avaya SBCE
Repeat the steps in Section 6.4.1 with the following changes:

e Name:

A-SBCE.

e FQDN or IP Address: Enter the private side IP Address of the Avaya SBCE.

e Type:
e Adaptation:
e Location:

Select Other.
Select the Adaptation Module defined in Section 6.3.2.
Select the Location defined in Section 6.2.

519 Eatity Detally

Ik

* Name:
* FQDN or 1P Address:
Type:

Notes:

Adaplation:

Location: C

Time Zone:

* SIP Timer B/F (I seconds ):
Crodential name:

Call Detadl Recording:  ror

CommProfile Type %ﬂm.(n.

Loop Delection Mode: O

SIP Link Monftoring:

Supports Call Admission Costrol;

Shared Bandwidth Manager:

Primary Sedsion Masager Bandwidth Association:
Backup Session NManager Bandwidth Assaciation:

Ovarride Port & [ramsport with DNS SRY:

A-SBCE
192.168.70.120

Other

CSIK_to _ATT
oMo -
AmercaNaw_York

4

Use Sesaon Manasper

Comme  Canced

Configration «

Ada Paireve
Fiter; Ecals

Sefect 1 2, N

R S

0ltems Fiten Enabis

Respomse Code & Reasen Phrase :;’:v Notas
Up/Duan
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6.4.3 SIP Entity for Session Manager
As mentioned above, the SIP Entity for Session Manager is created during the Session manager
installation process, but is shown here for completeness.

SIP Entity Details Comme | Cancel

General

* Name

* FQDN or 19 Addrass:

b )

192.168.67.47

Type:  Sesnion Manager
Notes:
Location: Common [+

Outbound Proxy:
Time Zone:

AmencaNew_York

-

Credentiol name:

SIP Link Monitoring: Use Session Manager Configuration =

Fétor: Enabin

Mame S1F Entity 1 Protocel  Port SIF Emivy 2 Port Conmection Policy Dany Mew Service
[t A ™ Page 1 (I O |
TCP Failover port:
[TLS Follover port:
Add Remove
FiRker: Enable
Port - Protocol | Defaul Domasn Notes
3062 10 [3]  customera.com v
[Sadect 1 A, None
RIP Responses to an OFTTONS Request
Add | | Remove
0 ltams O Filtee: (1atne
Mark
Response Code & Reason Phrase Entity Notes
Up/Oown
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6.5 Entity Links

The SIP trunk between Session Manager and CS1000 is defined by an Entity Link, as is the SIP

trunk between Session Manager and Avaya SBCE.

Note — As mentioned previously, Entity Links created for the CS1000 and the Avaya SBCE will
appear on their corresponding CS100E and Avaya SBCE SIP Entity forms. In addition, they will

also appear on the Session Manager SIP Entity form.

6.5.1 Entity Link to CS1000 Entity
Step 1 - Select Entity Links from the left navigation menu.

Step 2 - Click New (not shown), and enter the values shown below.

Step 3 - Click Commit to save the Entity Link definition.

o Maemw [ Elervmerts { Basstiny S Ottty Lnihe

Fetiry Links Carme

10em 2

6.5.2 Entity Link to the Avaya SBCE
Repeat the steps in Section 6.5.1 using the values shown below.

o Womw [ Elomemsitn [ Wasliong / Fadity |k

. Eotiy Links Comere

i s

v
New  maee
Servicn
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6.6 Routing Policies

Routing policies describe the conditions under which calls will be routed by Session Manager to
CS1000, or the Avaya SBCE.

6.6.1 Routing Policy to the CS1000

Step 1 - To add a new routing policy, select Routing Policies. Click New (not shown). In the
General section, enter the following values:

e Name: Enter an identifier to define the routing policy.
e Disabled: Leave unchecked.
e Notes: Enter a brief description. [Optional].

Step 2 - In the SIP Entity as Destination section, click Select. The SIP Entity List page opens
(not shown). Select the SIP Entity associated with CS1000 (see Section 6.4.1) and click Select.
The selected SIP Entity displays on the Routing Policy Details page.

Step 3 - In the Time of Day section, add an appropriate time of day. In the sample
configuration, time of day was not a relevant routing criteria, so the 24/7 range was chosen.
Step 5 - Use default values for remaining fields, and click Commit.

Note — The Dial Pattern portion of this form will be populated when the Dial Patterns in Section
6.7 are defined.

(VI S

Ol o

[ b et Feey e

6.6.2 Routing Policy to the Avaya SBCE

Repeat the steps in Section 6.6.1 with the following changes:
e Name: Enter an identifier to define the routing policy (e.g. A-SBCE).
e Select the SIP Entity associated with Avaya SBCE (see Section 6.4.2).
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6.7 Dial Patterns

Dial patterns are used to route calls to the appropriate routing policies, and ultimately to the
appropriate SIP Entities.

Note - The dialed AT&T DID numbers may not be the same as the AT&T DNIS numbers sent in
the SIP Request-URI headers. The DNIS numbers used in the Request-URIs are the numbers to be
defined here in the Pattern fields. As mentioned previously, in the reference configuration, the
IPTF service sent 10 digit DNIS numbers with the format 00000XXxXX.

Inbound calls to the CS1000

Step 1 - To define a dial pattern, select Dial Patterns from the navigation menu and click New
(not shown).

Step 2 - In the General section, enter the following values and use default values for remaining
fields.

e Pattern: Enter dial pattern for calls to the CS1000 (e.g., 00000).
e Min: Enter the minimum number of digits (e.g., 10).

e Max: Enter the maximum number of digits (e.g., 10).

e SIP Domain: Select All.

e Notes: Enter a brief description. [Optional].

Step 3 - In the Originating Locations and Routing Policies section, click Add.
Step 4 - The Originating Locations and Routing Policy List page opens.
¢ Inthe Originating Location list, select the location defined in Section 6.2.
¢ In the Routing Policies table, select the Routing Policy defined for CS1000 in Section
6.6.1.
e Click Select to save these changes and return to Dial Pattern Details page.
Step 5 — Click on Commit.

* Routing « HMome | Elements | Roiuting / Mal Pathems 3
m ial Paltirs Dulails .LMII.'|‘. Lillul.l
[ =S| —
[ vt raies | e
Emerpncy et
S ——
S1F Dumain: | -5l =]
Muoles: [PTF
i 1 Lo t Pol
dd Ramaye
Filter; Enabl
= driginating Locabicn Routing Policy Rank Rouling Policy Routing Policy Rauting Palicy
kkkkkk Hamin THasblad Dsstinasion Rt
Carmmen To 51 i [=-11.4

Sedact = All, bor

Dended Originating Locations

."'M _Illrnl.'w

0 lbems Filtes: Enable

Orkgnaging Lorstan Kabes
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7 Configure Avaya Session Border Controller for Enterprise

Note: Only the Avaya SBCE provisioning required for the reference configuration is described in
these Application Notes.

Note: The installation and initial provisioning of the Avaya SBCE is beyond the scope of this
document. Refer to [10 and 11] for additional information.

IMPORTANT! — During the Avaya SBCE installation, the Management interface of the
Avaya SBCE must be provisioned on a different subnet than either of the Avaya SBCE
private and public network interfaces (e.g., Al and B1). If this is not the case, contact your
Avaya representative to get this condition resolved.

As described in Section 3, the reference configuration places the private interface (Al) of the

Avaya SBCE in the Common site, (192.168.70.120), with access to the Main site. The connection

to AT&T uses the Avaya SBCE public interface B1 (10.10.10.10).

The follow provisioning is performed via the Avaya SBCE GUI interface, using the “M1”

management LAN connection on the chassis.

Step 1 - Access the web interface by typing “https://X.X.x.X”” (where x.x.x.x is the management IP
address of the Avaya SBCE).

Step 2 - Enter the Username and click on Continue.

AVAYA =

Session Border Controller
for Enterprise

Step 3 - Enter the password and click on Log In.

ovcyo Log In

Pasoword

Session Border Controller 0 S 8 T T (5 S S S e
for Enterprise eagvold v nrviomfocksm o patamoyrban
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Step 4 - The main menu window will open. Note that the installed software version is displayed.
Verify that the License State is OK. The SBCE will only operate for a short time without
a valid license. Contact your Avaya representative to obtain a license.

Note — The provisioning described in the following sections use the menu options listed in the left
hand column shown below.

Session Border Controller for Enterprise

Dastiboara Dashboard
R T —

BachupFosstors

System Time 11 5247 AM EDT
System Management | |
Vergioe 631208041 e
Giobal Paramelers - SECE
Ghobal Prodies Sadd Datn

The Age 2 065138 EOT 2015

PPM Senwces [ Cconse Stae o ov]

Coman Pokcies Asoreous Lictmieg Oviages. 0
TLS Manapement

5 Peak Licenang Ovango Count 0
Device Specfc Setings

SECE. Max forwards Excesfed

Hone foond

7.1 System Management/Status

Step 1 - Select System Management and verify that the Status column says Commissioned. If
not, contact your Avaya representative.

Note — Certain Avaya SBCE configuration changes require that the underlying
application be restarted. To do so, click on Restart Application shown below.

Dashboard System Management

Admmirestrabion

Bachup/Ressore

System Management Orvices | Updatos | | SSLVPN | Liconsing |
Global Paramesers Uewce Hove

Maagormont #
Gobal Profies S8CE 132 168 63 64 6324065
PPM Services

Step 2 - Click on View (shown above) to display the System Information screen.
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System Information: SB

- Ganeral Configuration — r Device Conliguration -7 License ANocation

Applance Mame  SBCE HA Madn Ho || Sandwd Sessans

Box Type SF Two Sypass Made  No ‘

|| Adwexiad Ssanons
Degloymam Mode Feoxy J

Encrypeon

Scopa Video Sossins
]

¢

92 168 70 120 192 168.70 120 265 256 2650 192163 701
10.10.10.10 10.10,10,10 265 266 255 240 10.10,10.1
DNS Configuration =1 1 Managument Wx) —

Primary I¥5 1321683 675 L 192 168.63 84

Sacondary (NS
DNS Location otz

ONS Cleme P 192182 70.120

7.2 Global Profiles

Global Profiles allow for configuration of parameters across the Avaya SBCE appliances.

7.2.1 Server Interworking — Avaya

Server Interworking allows users to configure and manage various SIP call server-specific
capabilities such as call hold and T.38 faxing. This section defines the connection to Session

Manager.

Step 1 - Select Global Profiles = Server Interworking from the left-hand menu.

Step 2 - Select the pre-defined avaya-ru profile and click the Clone button.

Dashboard Interworking Profiles. avaya-ru
menistrabon
Admanistrab Add Chme
BackupRestore
Meeworng Frot s
System Management 118 sl fecormmabeied 1 sl the tatauls Try clonmny or ading & Hiw piofie ntead
~ cs2100 X T I
Global Paramaters Guneeal || Timers | | US Manip Hoader Maaip ]
« Gicba! Profies avays (v
n DoS Goewd
Doman DoS g S
X OCSEdge-Senver Held Suppen HONE
Fingemant
Colo-Com
Server Interworking 180 Handing None
Pnone keecworking bl 141 Handlnn Henw

Step 3 - Enter profile name: (e.g., Avaya_Trunk_Sl), and click Finish.

Prefile Mame vy
Clong Mamea Bwazya_Trunk S
[ Fimsh ]

Step 4 - The new Avaya_Trunk_SlI profile will be listed. Select it, scroll to the bottom of the

Profile screen, and click on Edit (not shown).
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Dashboard Interworking Profiles: Avaya_Trunk_Si
Admunistration e
Bachup'Restore ;
System Mar\agemem Chick here to 200 2 dezcnption
82100
Global Parameters General | Times l l“ﬂlwm I l Heoder um; | Advenced l
i, e - Gewal |
Doman DoS 5
F QCS-Edge Saner Hold Support NONE
ingerpont
ciLocom
Server Interworking 180 Handing Hone
Phane Interworking o 181 Handing Mo
Meaa Forking OCS FroctEnd Server 182 Handing Nore
Routing Avaya Trunk_Si 183 Handing Mooe
Server Configuration = -
ar Hand o
T y Hiding detadt anding

Step 5 - The General options screen will open.
e Check T38 Support. All other options can be left with default values, and click Next.

* Nene
Hold Supgent RFC2S43 . ¢=0 0 0.0
RFCIA - a=sendonty

187 Handbng & Nene S0P No SDF
161 Hansing * Nene 0P Mo S0P
1682 Hanndng * None > Mo 809
163 Handing * NHeoe S0P Ho S0P
Feler Handhrg

URE Growp

Seod Mokt
Txx Hansing

Ovtsion Huder Suppent
Owtagme SOE Handing
Re e Handing
T 38 Suppen v
Ui Schems - 9 TEL ANY

* RFCIM

Vis Heacet Formee AALED
AFC2543

| Newt

Step 6 - On the Privacy/DTMF window, select Finish to accept default values.
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Pracy Esatied
User Name
PAssened dentty
P Profened dentty
Pesacy Heath

OIMF

* Yo
DIV Suppert SP NOTFY
SR INFO

Back Finigh

Step 7 - Returning to the General screen, select the Advanced tab shown in Step 4, and accept the
default values. Click Finish.

Editing Profile: IPO_SI X
_,A None
Record Routes Single Sicda
© Both Sides
Topology Hidng. Change CaibID
Call-Info NAT
Change Max Forwards i

Inchude End Pont IP for Context Lockup (V!
0OCS Extensions
AVAYA Extansions UL
RORTEL Extensions
Dwversson Manipulation
Owersion Header URS
Motasvaich Extensions
Reset on Talk Spunt
Reset SRTP Context on Session Refresh
Has Remole SBC )
Route Response on Via Poat

Cisco Extensions

Finish
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7.2.2 Server Interworking — AT&T
Repeat the steps shown in Section 7.2.1 to add an Interworking Profile for the connection to AT&T
via the public network, with the following changes:

e Click on Add and create a new profile for AT&T (e.g., ATT_Trunk_SI).

e On the General screen check T38 Support.

e All other options can be left as default.

e Accept default values for the Privacy/DTMF, SIP Timers/Transport Timers, and

Advanced screens.

7.2.3 Signaling Manipulation

Note — The use of Signaling Manipulation scripts demands higher processing requirements for
the Avaya SBCE. Therefore, the use of Signaling Rules (Section 7.3.3) is the preferred method
for header/message manipulation. Signaling Manipulations should only be used in cases where
the use of Signaling Rules does not meet the desired result. Refer to [10] for information on the
Avaya SBCE scripting language.

Signaling Manipulations are SigMa scripts the Avaya SBCE can use to manipulate/remove SIP
headers/parameters. In the reference configuration Signaling manipulations are used to perform
the following:

e Remove the Telephone Event 111 sent by the CS1000 (see Section 2.2, item 4).

e Modify AT&T Maxptime=30 to Ptime=30 (see Section 2.2, item 1).

e Remove Remote-Address headers added by the Avaya SBCE (see Section 2.2, item 3).

7.2.3.1 Remove Telephone Event 111

Step 1 - Select Global Profiles from the menu on the left-hand side.

Step 2 - Select Signaling Manipulation.

Step 3 - Click Add Script (not shown) and the script editor window will open.

Step 4 - Enter a name for the script in the Title box (e.g., CS1K_remove_111). The following
script is defined:

Title CSIK_remove 111 Save

e

rw
W W &
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Step 5 - Click on Save. The script editor will test for any errors, and the window will close. This
script is applied to the Session Manager Server Configuration in Section 7.2.4.

7.2.3.2 Modify Maxptime and Remove Remote-Address

Repeating the steps in Section 7.2.3.1, create the following script to convert the AT&T
Maxptime=30 to Ptime=30, and remove the Remote-Address header added by the Avaya SBCE.

Signaling Manipulation Editor AVAYA

Tele CSIK_meaptima_Remote _Adde Save
//Baplace mazptine:I0 with ptime:30 3n calls to CEIX. Apply =a AT4T zide

withan seseion “ALL"

act o reguest wvhere (DIRECTION="IMNOUND" and VINTOY POINT="3RK_BOUTING®

SEDPI1]. Teges_teplace( "A=marptime: 3O, “aAvptime:107);

/4 Temove Rancte-Address header added by FERCE. Appiy ¢ ATAT ride
within sezziom “ALL
L wessage whera SDIDECTION="OUTEOUND* wnd SENTRY_POINT=*POST_ROUTING®
renove (\EEADEIRE | "Fenote-Addrese | 111} ;

This script is applied to the AT&T Server Configuration in Section 7.2.5.

7.2.4 Server Configuration — Session Manager

This section defines the Server Configuration for the Avaya SBCE connection to Session Manager.

Step 1 - Select Global Profiles = Server Configuration from the left-hand menu.

Step 2 - Select Add Profile and the Profile Name window will open. Enter a Profile Name (e.g.,
SM_Trunk_SC) and click Next.

Add Server Configuration Profile

Profla Mams SM_Trunk_5C

Ment |

Step 3 - The Add Server Configuration Profile window will open.
e Select Server Type: Call Server.
IP Address: 192.168.67.47 (Session Manager network IP Address).
Supported Transports: Check TCP.
TCP Port: 5060.
Select Next.
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Edit Server Configuration Profile - General

Sarver Type can not b changed while iz Servar Configuration profile iz associated to a Sanver
Flaw ' . .

Server Type

IP Address | FQON Tranzpont

19216867 47 5060 TCP .

Step 4 - The Authentication and Heartbeat windows will open (not shown).
e Select Next to accept default values.
Step 5 - The Advanced window will open.
e Select Avaya Trunk_SI (created in Section 7.2.1), for Interworking Profile.
¢ Inthe Signaling Manipulation Script field select the script defined in Section 7.2.3.1.
e Select Finish.

Note — Since TCP transport is specified in Step 3, then the Enable Grooming option
should be enabled.

Edit Sesver Configuration Profile . Advanced
0

Enable DoS Protection

Enable Grooming J

Intervorkong Profile Avays_Trunk_S| -
TLS Client Profile AvayaSBCClient «
Sagnaling Manipolation Scopt CS1K_remove 111
Cannection Type SUBID -

Finish

7.2.5 Server Configuration — AT&T

Note — The IPTF service may provide a Primary and Secondary Border Element. This section
describes the connection to a single (Primary) Border Element. See Addendum 1 for information
on configuring two IPTF Border Elements (Primary & Secondary).

Repeat the steps in Section 7.2.4, with the following changes, to create a Server Configuration for
the Avaya SBCE connection to AT&T.
Step 1 - Select Add Profile and enter a Profile Name (e.g., ATT_SC) and select Next.
Step 2 - On the General window (not shown), enter the following.
e Select Server Type: Trunk Server.
e [P Address: 10.10.10.11 (AT&T Border Element IP address).
e Supported Transports: Check UDP.
e UDP Port: 5060.
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e Select Next.
Step 3 - On the Advanced window, enter the following.
e Select ATT_SI (created in Section 7.2.2), for Interworking Profile
e Inthe Signaling Manipulation Script field select the script defined in Section 7.2.3.2.

Edit Server Configuration Profile - General

Senjet Type can nal be changed whils this Sener Configuration profle 16 gssaciated (o & Server
Flow

Server Type

Add

IP Address / FQDN

121341314 5060 ubp -
Edit Server Configuration Profile - Advanced X

Enable DoS Protection

Enable Grooming

Interworking Profile ATT_Twmk S| v
Signaling Mamipulation Scrpt CSIK_maxptime_Remote_Addmss «
Connecton Type SUBID -

7.2.6 Routing — To Session Manager

This provisioning defines the Routing Profile for the connection to Session Manager.
Step 1 - Select Global Profiles = Routing from the left-hand menu, and select Add (not shown).
Step 2 - Enter a Profile Name: (e.g., SM_RP) and click Next.
Step 3 - The Routing Profile window will open (not shown). Keeping all the default values, click
on Add to define a next-hop address for Session manager. Enter the following values:

e Priority/Weight = 1.

e Server Configuration = SM_Trunk_SC (from Section 7.2.4).

e Next Hop Address = Select the 192.168.67.47:5060 (TCP) entry from the drop down

menu (Session Manager IP address). Also note that the Transport field is grayed out.
e Click on Finish.

Profile : SM_RP . Edit Rule X
UR! Group 1 - Time of Day default «
Load Balancing Prionty *  NAPTR
Transport N Next Hop Priority v
Next Hop in-Oialog gnore Route Headar

Pnonty / Weight Server Configuration Next Hop Address
1 SM_Trunk_SC v 139216867475060 (TCP) -
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7.2.7 Routing — To AT&T
Repeat the steps in Section 7.2.6, with the following changes, to add a Routing Profile for the
Avaya SBCE connection to AT&T.
e Add anew profile (e.g., ATT_RP).
e On the Next-Hop Address window populate the following fields:
e Priority/Weight = 1.
e Server Configuration = ATT_SC (from Section 7.2.5).
e Next Hop Address: Verify that the 10.10.10.11:5060 entry from the drop down menu is
selected (AT&T Border Element IP address).
e Use default values for all other parameters.

Profile : ATT_8P . Edit Rule

LRI Gesup v - Time of Day dufuall ~

Lsad Bslancing Prosty *  NAPTR
Transport Hext Mop Priarty
Haxt Hagp InDiakeg e Roua Heade

1 ATT_SC - 10.10,10.11:5060 {UDP)

Finan

Fingarprint *  Routing Profiles: ATT_RP

Sarver Interworking Add Renama Clone | Dalete |
Phone intensorkmg
Wedia Forking

defaul
Routing Routing Profile

. ATT_RP . i i
Senver Configuration [ Update Prioity Add

Topalogy Hiding SM_RP
Signaling
Maniputation

Routing Profiles

Click here to add & description.

UR Time af Load

Erianty Graup Dy Balancing

Mext Hop Address Transpart

LRI Graups 1 . defaul  Pricity 10.10.10.11 UDP  Edi Delete
PM Services
amain Folicies

7.2.8 Topology Hiding — Avaya Side

The Topology Hiding screen allows users to manage how various source, destination and routing

information in SIP and SDP message headers are substituted or changed to maintain the security of

the network. It hides the topology of the enterprise network from external networks.

Step 1 - Select Global Profiles = Topology Hiding from the left-hand side menu.

Step 2 - Select the Add button (not shown), enter Profile Name: (e.g., Avaya_TH). Click Next.

Step 3 - The Topology Hiding Profile window will open. Click on the Add Header button
repeatedly until no new headers are added to the list, and the Add Header button is no
longer displayed.
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RequastLing »! IPDoman || Awo -

Back Faush

Rapiace Action Ormrwte Voke
RoquestLing =] PDoman  [=] Ao [+
From ~| IFDomain [¥] Ado -
to | IPOoman =] Asto |-
Flecord-Rauto =] WPOoman [=] Ao [«
va +] (PDaman =] Ao =]
sSOP v] IPooman [+] Awe =
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Retored By *] POoman (=] Awo .
Bock Finish

Step 4 - Populate the fields as shown below, and click Finish (not shown). Note that
customera.com is the domain used by the CPE (see Sections 5.5.1 and 6.1).

Header Replace Action Cwerwmite Value
Rslar-To = IRDoamain = Creamwris = CuElGeIErE. GG Dusl izl
S0P = PDamain L1115 - Iedate
Recoed-Raule =  PiDomain = Aul - Dislais
Wi = PDoman o« Al - Dielate
Te = PiDomain = Owanwrds +  cushomera.com Selate
Refered-By = IPDomain  * Cronrie *  customera.com Cielate:
Raguast-Ling = IPDomain = Creanwris +  cushonara, com Sedabs
Frami = |PDiomain = Creonwribe *  cushomera.com Cicdate

7.2.9 Topology Hiding — AT&T Side

Repeat the steps in Section 7.2.8, with the following changes, to create a Topology Hiding Profile
for the Avaya SBCE connection to AT&T.

e Enter a Profile Name: (e.g., ATT_TH).

e Use the default values for all fields and click Finish (not shown).

Edit Topelogy Hiding Profile

Criteria Replace Action Owvervarite: Valus
ReferTo = IP/Domain +  Aulo - Delete
500 = IPfDomain - Auto - Dieleta
Renard-Route = IPfDomain ~ Auto - Dalatn
Via = IPDomain o+ Aubo - Dalets
Ta = IP/Domain +  Auls - Dalate
Refamad-By = IPDomain o+ Auto - Dalata
RequastLing = IP/Domain *  Aubo - Dolete
Fram = IPDomain + Auto - Dialeta
JF:Reviewed Solution & Interoperability Test Lab Application Notes 62 of 86

SPOC 8/17/2015 ©2015 Avaya Inc. All Rights Reserved. CS76SM63SBC63TF



7.3 Domain Policies

The Domain Policies feature allows users to configure, apply and manage various rule sets
(policies) to control unified communications based upon various criteria of communication sessions
originating from or terminating in the enterprise.

7.3.1 Application Rules
Step 1 - Select Domain Policies > Application Rules from the left-hand side menu (not shown).
Step 2 - Select the default-trunk rule (not shown).
Step 3 - Select the Clone button (not shown), and the Clone Rule window will open (not shown).
e Inthe Clone Name field enter SIP-Trunk_AR.
e Click Finish (not shown). The completed Application Rule is shown below.

Cashboard Appication Rules: SIP_Trunk AR

Admansyation r 5e 0
Akl Fide: By Dwvce - Soarume Chane D

B bupRestone
_ ston Ffen y
Systern Marogement s (A1) Povn to 039 4 3251190

3 . e 1
Hoby Parameters Appilcaman foude

Global Profies Ol e

M Servces

7.3.2 Media Rules
Media Rules are used to define QOS parameters. The Media Rule described below will be applied
to both directions, and therefore, only one rule is needed.
Step 1 - Select Domain Policies = Media Rules from the left-hand side menu (not shown).
Step 2 - From the Media Rules menu, select the default-low-med rule.
Step 3 - Select Clone button (not shown), and the Clone Rule window will open.
e In the Clone Name field enter Avaya-low-med_MR.
e Click Finish. The newly created rule will be displayed.
Step 4 - Highlight the Avaya-low-med_MR rule just created (not shown):
e Select the Media QOS tab (not shown).
Click the Edit button and the Media QOS window will open (not shown).
Check the Media QOS Marking field is Enabled.
Select the DSCP box.
Audio: Select EF from the drop-down.
e Video: Select EF from the drop-down.
Step 5 - Click Finish (not shown). The completed Media Rule screen is shown below.
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Secunty Rules

7.3.3 Signaling Rules
In the reference configuration, Signaling Rules are used to filter various SIP headers.

7.3.3.1 Avaya — Signaling Rules

Step 1 - Select Domain Policies = Signaling Rules from the left-hand side menu (not shown).
Step 2 - The Signaling Rules window will open (not shown). From the Signaling Rules menu,
select the default rule.
Step 3 - Select the Clone button and the Clone Rule window will open (not shown).
e Inthe Rule Name field enter CS1K_SR.
e Click Finish. The newly created rule will be displayed (not shown).

7.3.3.1.1 Avaya — Signaling Rule - Request Headers Tab
The following Signaling Rules remove SIP headers sent by CS1000 SIP requests that are either not
supported or required by AT&T.
Step 1 - Highlight and the CS1K_SR rule created in Section 7.3.3.1, select the Request Headers
tab, and enter the following:
e Select the Add In Header Control button (not shown). The Add Header Control window
will open.
Select the Request Headers tab (not shown).
Click the Edit button and the Edit Header Control window will open.
Check the Proprietary Request Header box.
In the Header Name field, enter P-Location.
From the Method Name menu select All.
For Header Criteria select Forbidden.

e From the Presence Action menu select Remove Header.
Step 2 - Click Finish
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Edin Header Control

Propnstary Request Haadar

Hoader Name P-Locabon
Method Name ALL -
& Fortadden
Header Critena Mandatory
Optional

Remove haader «
Prasence Action
y Het

Fresh

Step 5 - Repeat Steps 1 & 2 to create a rule to remove the following headers:
Alert-Info, (Proprietary = No).
History-Info, (Proprietary = No).
Remote-Party-1D, (Proprietary = No).
AV-Global-Session-1D, (Proprietary = Yes).
P-AV-Message-1D, (Proprietary = Yes).
P-AV-Message-1D, (Proprietary = Yes).
X-nt-e164-clid, (Proprietary = Yes).

The completed Request Headers form is shown below. Note that the Direction column says “IN”.

Dashboard
Admensiraton
BackupFiestore
System Manageman
Global Paameters
Global Proties
PPM Servces

* Domun Polcies

Aphah0n Rudes
Bonder Rules
Meacia Rudes
Securty Rues
Signaiing Rules
T of Day Rules
End Port Policy
Croups

Session Poloes

Signaling Rules: CS1K_SR

Fiter Sy Deview -

| Gosarat | Boguasts | Fospsases | uies londers || Aaapoase Hoaders || Sigealing QoS | VGO
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ATT_ER

SIX

e

AN-Oluted Sesnon ALL FoSdden
Abet irdy ALL Fortadden
3 Hisary o AL Foroden
4 FAN Messago b ALL Fortsdden
Plocsine ALL Fortackder
L Temate-Faetyp i ALl Fortadden
wot-o %A ALL Fotadder

G hwe by ik 4 Sencigdin

Addn Headw Corteed | Acdt Out Husder Comul

Ramosw Heade
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Romows Hoader
Ramos Heate
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7.3.3.1.2 Avaya — Signaling Rule Response Headers Tab

The following Signaling Rules remove headers sent by CS1000 SIP responses (e.g., 1xx and/or
2000K) that are either not supported or required by AT&T.

Step 1 - Highlight the Avaya_SR rule created in Section 7.3.3.1, and using the same procedures
shown in Section 7.3.3.1.1, remove the following headers:

P-Location header from 1xx responses:
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Select the Response Headers tab (not shown).
Click the Edit button and the Edit Header Control window will open.
Check the Proprietary Request Header box.
In the Header Name field, enter P-Location.
e From the Response Code menu select 1xx.
e From the Method Name menu select Invite.
e For Header Criteria select Forbidden.
e From the Presence Action menu select Remove Header.
e Click Finish.
e P-Location header from 2xx responses.
e From the Response Code menu select 2xx.
e Click Finish.
Step 2 — Repeat Step 1 to remove the following header for 1xx and 2xx responses:

e P-AV-Message-1D, (Proprietary = Yes).

e AV-Global-Session-1D, (Proprietary = Yes).
e Remote-Party-ID, (Proprietary = No).

e History-Info, (Proprietary = No).

The completed Response Headers form is shown below. Note that the Direction column says “IN”.

Dustrbasnd Signaiing Rues CS1K_SR
Adrrurwitodnn pa— o <

e By Dwace . Harmrw Cone Lawts
HacupSesiore

(50K hote 10 0488 4 esotmies

tanagemart

I
Pasamneizrs x jnset (e Lupenns] Regestiinaders) | Resparne hadors | L Sinaiing 0of) LIRCE,

Profkies To-Lastert TrzeLh

LT Adddin Hasder Comml || Add Ot Hewser Comel
PPN Services a7 R

4 Doman Pokcies

Appicabon Rukes
Border Rudes

Neda A

g : T "
f PAlocaen m AL F aroevar - Vien ]

2 ™ ‘. \ o ™
1 Sernte-PatyD " . Mowder b n

Rarow

W AevcteLaty nx Ml ¥ prmamer e

" L0

Step 2 - Highlight the Avaya_SR rule, select the Signaling QOS tab and enter the following:
e Click the Edit button and the Signaling QOS window will open (not shown).
o Verify that Signaling QOS is selected.
e Select DCSP.
e Select Value = EF.
Step 3 - Click Finish (not shown).
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7.3.3.2 Signaling Rule Request Headers Tab

The Remote-Address header inserted by the Avaya SBCE is removed prior to sending it to AT&T
(see Section 2.2, Item 3). Repeat the steps in Section 7.3.3.1.1 to remove the Remote-Address
header. The completed Request Headers form is shown below. Note that the Direction column says
GCOUT)’.

Oashboard Signaling Rules: ATT_SR

Admrestraton Add Filer By Dovce - Rename | Clone Dl
BackpRestore

Clich dre 20 atid 2 destmhion

Systern Management
detast

Glabal Parsrneters | Gegerol | | Requests || Rosponmes | | equest Hesders | | Respon | | Signaling QoS | LCID
Global Profiles Na-Comtent-Typa-On

Add In Hesdse Cortrol Add Qut Hesde Cortiol
PPM Services ATT SR

Wathed Mame Haade Cittera

4 Domam Polcies . =
C3 & 2 K A Ao chian = . ; 1
Acgiic alion Rudes 1 Remels-Addiens ALl Forttathde Reram Headal Yos o

Rordor Budoc

Note - No Response Header manipulation is required.

Step 1 - Highlight the ATT_SR rule, select the Signaling QOS tab and repeat Steps 2 & 3 from
Section 7.3.3.1.

ing QoS | | UCID |

Ede

7.3.4 Endpoint Policy Groups — Avaya Connection
Step 1 - Select Domain Policies from the menu on the left-hand side.
Step 2 - Select End Point Policy Groups.
Step 3 - Select Add.

e Name: Avaya_default-low_PG.
Application Rule: SIP_Trunk_AR (created in Section 7.3.1).
Border Rule: default.
Media Rule: Trunk_low_med_MR (created in Section 7.3.2).
Security Rule: default-low.

e Signaling Rule: CS1K_SR (created in Section 7.3.3).
Step 4 - Select Finish (not shown). The completed Policy Groups screen is shown below.
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7.3.5 Endpoint Policy Groups — AT&T Connection

Step 1 - Repeat steps 1 through 4 from Section 7.3.4 with the following changes:
e Group Name: ATT_default-low_PG.
e Signaling Rule: ATT_SR (created in Section 7.3.3).

Policy Group

Apphcation il e Mads Secunity Synaling |

7.4 Device Specific Settings
7.4.1 Network Management

Step 1 - Select Device Specific Settings = Network Management from the menu on the left-hand
side.

Step 2 - The Interfaces tab displays the enabled/disabled interfaces. In the reference configuration,
interfaces Al (private) and B1 (public) interfaces are used.

] Netwerk Maragament S3CE
AdTerasreEn
D fesiore

Sysom Narogerere L e SIEE T

Gotel Pararmeders Ado VLA

ot Pres 2 T
28 - a1

A

Hatwors
Maraganent

Step 3 - Select the Networks tab to display the IP provisioning for the Al and B1 interfaces. These
values are normally specified during installation. These can be modified by selecting Edit;
however some of these values may not be changed if associated provisioning is in use.
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| Inmtarfaces | MNetworks

Gateway Subnet Mask

Network_A1 192168 701 255 2552550 Al 192 168 70 120

Network_B51 10.10.10.1 255 255 255 240 a1 10.10.,10.10

7.4.2 Advanced Options

In Section 7.4.3, the media UDP port ranges required by AT&T are configured (16384 — 32767).
However, by default part of this range is already allocated by the Avaya SBCE for internal use
(22000 - 31000). The following steps reallocate the port ranges used by the Avaya SBCE so the

range required by AT&T can be defined in Section 7.4.3.

Step 1 - Select Device Specific Settings = Advanced Options from the menu on the left-hand

side.
Step 2 - Select the Port Ranges tab.

Step 3 - In the Config Proxy Internal Signaling Port Range row, change the range to 42000 —

51000.

Step 4 - Scroll to the bottom of the window and select Save (not shown). Note that changes to these

values require an application restart (see Section 7.1).

Dusttrwe Agvanced Options: SBCE
Admnsiranon
Backug/Restors r ; .
& ot Natesihd TN | o ivimg | dmetern Cavtmat | | 59 Opmesa | | tenwock Optnns ||V Hangun | SICH Muiaring
- Set
(ohal Pararatens CHuvger fs e antheps Swom opeprw w AppE b ineiet betes fberg sfact ApTmtany rratats tae e ienand ben Sgreen
Gobal Frofies Mgt
220 “aebys
Domy
X Sy Don large 18000
TLS Massagément
* Dewice Speolc Semngs Config Paaxy twral Segratng Fon g a0 s1o00
Pistwark Mansgameart
Py it w
Sgnaling Intatace Usint Port Range ENN) s
End Pownt Flows
Ses=on Flows
s HITE Per Harge W - 1T
T Sarvees
TURN/STUN Earvce
StNP QCS T Ligwn Pant m’ amn =
Syshig Managerment
Adeanied Oprons OCS Axarvats FTF Lswn Font Range 1
Troubtleshoutng ~—
.
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7.4.3 Media Interfaces

As mentioned in Section 7.4.2, the IPTF service specifies that customers use RTP ports in the
range of 16384 — 32767. Both inside and outside ports have been changed to this range, but only
the outside is required by the IPTF service.
Step 1 - Select Device Specific Settings from the menu on the left-hand side (not shown).
Step 2 - Select Media Interface.
Step 3 - Select Add (not shown). The Add Media Interface window will open. Enter the
following:

e Name: Inside_Trunk_MI.

e IP Address: 192.168.70.120 (Avaya SBCE Al address).

e Port Range: 16384 — 32767.
Step 4 - Click Finish (not shown).
Step 5 - Select Add (not shown). The Add Media Interface window will open. Enter the
following:

e Name: Outside_Trunk_MI.

e IP Address: 10.10.10.10 (Avaya SBCE B1 address).

e Port Range: 16384 — 32767.
Step 6 - Click Finish (not shown). Note that changes to these values require an application restart
(see Section 7.1). The completed Media Interface screen is shown below.

7.4.4 Signaling Interface
Step 1 - Select Device Specific Settings from the menu on the left-hand side (not shown).
Step 2 - Select Signaling Interface.
Step 3 - Select Add (not shown) and enter the following:
e Name: Inside_Trunk_SlI.
e IP Address: 192.168.70.120 (Avaya SBCE Al address).
e TCP Port: 5060.
Step 4 - Click Finish (not shown).
Step 5 - Select Add again, and enter the following:
e Name: Outside_Trunk_SI.
e IP Address: 10.10.10.10 (Avaya SBCE B1 address).
e UDP Port: 5060.
Step 6 - Click Finish (not shown). Note that changes to these values require an application restart
(see Section 7.1).
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7.4.5 Endpoint Flows
Endpoint flows combine the previously defined Device Specific Settings for both the CS1000 and

AT&T.

7.4.5.1 Endpoint Flows — For Session Manager

Step 1 - Select Device Specific Settings = Endpoint Flows from the menu on the left-hand side.
Step 2 - Select the Server Flows tab.

Step 3 - Select Add, and enter the following:

Name: SM_Trunk.
Server Configuration: SM_Trunk_SC (Section 7.2.4).

URI Group:

*

Transport: *
Remote Subnet: *
Received Interface: Outside_Trunk_SI (Section 7.4.4).
Signaling Interface: Inside_Trunk_SI (Section 7.4.4).
Media Interface: Inside_Trunk_MI (Section 7.4.3).
End Point Policy Group: Avaya_default-low_PG (Section 7.3.4).

Routing Profile: ATT_RP (Section 7.2.7).

Topology Hiding Profile: Avaya TH (Section 7.2.8).

Let other values default.

Step 4 - Click Finish (not shown).

r Critaria

View Flow: SM_Trunk

r Profile

Flow Name

SM_Trunk

Senver Configuration  SM_Trunk _SC

URI Group
Transport
Remcte Subnet

Recered merface

Outside_Trunk_ S

Signaing Intesface
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End Portt Policy Geoup

Roting Prodle
Topology Hiding Profie
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7.4.5.2 Endpoint Flows — For AT&T

Step 1 - Repeat steps 3 and 4 from Section 7.4.4.1, with the following changes:

e Name: ATT.

Server Configuration: ATT_SC (Section 7.2.5).

URI Group: *

Transport: *

Remote Subnet: *

Received Interface: Inside_Trunk_SI (Section 7.4.4).
Signaling Interface: Outside_Trunk_SI (Section 7.4.4).
Media Interface: Outside_Trunk_MI (Section 7.4.3).
End Point Policy Group: ATT_default-low_PG (Section 7.3.5).
Routing Profile: SM_RP (Section 7.2.6).

Topology Hiding Profile: ATT_TH (Section 7.2.9).

- Crtwcia -1 Profile —
]
Flew Harw ATT | Svprating tecsrtace Outsise_Tausk_3
Serew Combguraton  ATT_SC ‘ Weda Miaftacs Outnete_Taser M4
URI Grg . . ) ATT_getait
End Fram Pakcy Gaoap Jow P
Trnepen
Rty Frofe M _RP
Aemote Sutos
Topeegzy Hakey Profde AT_TH
Avcuved wluface Inade_Tamb S
| 1| Pie Tranater Frobi Nare
Segrabing Markpedsion Sonpt Noso
Retwie Boweh Offcr Avy

The completed End Point Flows screen is shown below.
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8 Configure Avaya Aura® Contact Center

In the reference configuration, Avaya Aura® Contact Center is used to manage Agent
functionalities and integrate these functions to the CS1000.

Note - In the reference configuration, Application Module Link (AML) protocol is used between
the CS1000 and Avaya Aura® Contact Center. The provisioning and establishment of the AML
connection between Avaya Aura® Contact Center and the CS1000 is assumed to be completed.
However, SIP based connections are also supported.

Note — The installation and initial provisioning of Avaya Aura® Contact Center is beyond the scope
of this document (see [12-14] for more information). Only the Agent provisioning supporting the
AT&T IP Toll Free solution testing is shown below.

8.1 Create Avaya Aura® Contact Center Agent
Step 1 — Log into the Avaya Aura® Contact Center Manager web interface.

A o — - % T

AVAYA Contact Center - Manager

Step 2 — On the Launchpad page, select Contact Center Management.

) .- - b e -

AVAYA Contact Conter - Managor
[ladintetpegp — ————————————————————————]

Launchpad

and Quatty Monsoring o Mulrmedis

Step 3 — In the left hand column, expand the name of the Avaya Aura® Contact Center (e.g., a-cc),
right click on appropriate supervisor (e.g., Default Supervisor), and select Add Agent.

A\ Contact Cantar - Managar - Contact Cantar Managam. .. [ -

AVAYA Contact Center Mlanagement

View/edit Add Status Lounchpad Halp
= LJCCM Sarvers (Supesrvisorn:
- ) 800
Lo rout unandil
o

Suparvisar Detalle ontact Center Management
Lelote Supervisor

Add Many Users
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Step 4 — On the Agent Details page, enter the information as shown in the example below. In the
example, agent2 has a login ID of 4014 (see Section 5.8), is a Voice Contact, and is assigned as a
priority 1 contact for skill set two (SK2).

Agent Detalls: agent2 agent2 Server: a.cc
v UsarDetalls N
Iv\V
Firat Name agent2 User Type. Ageni v
Last Name: agent2 Login ID 4014 |
Thie Paraonal DN
Department ACD Gueue
Language English v
Comment ACD Queue Error
[¥] Create CCT Agent
CCT Agent Login Detalls &9
Domain A-CC
User Name agent2
P Associste User Account
w Agant Infarmation
Primary Superyisor Default Supervisor Call Presantation Cagi\_::enlm_.Mmlnlv,!rmor v
Agent Kay Threshold Agart_Template
Login Status Logged Out Tn Name [
w Contact Types

[ Contact Type ~ I
Predictive_Outbound

Scanned_Document

S5
Volce

EHEISERSEIE

Voice_Mail [
Web_Communications i P
v Skliizats
| Skillset Name (2) ~ Contact Type Priority I
Default_Skillwet Voice 5 v
| SK2 Voice | v | |

» Asslgn Skillsats

b Partitions

Step 5 — Click Submit (not shown). Repeat Steps 1-5 for additional Agents/Skills.

8.2 Verify Control DN (CDN) and Agent Connection Status

8.2.1 CDN Connection status

The Avaya Aura® Contact Center/CS1000 CDN connection status can be verified as follows.
Step 1 — Connect to Launchpad as described in Section 8.1.

Step 2 — Select Configuration.

Step 3 — From the left hand menu select CDNs (Route Points). The connection provisioned on
Avaya Aura® Contact Center to the C$1000 will be displayed. Verify the status is Acquired.
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8.2.2 Agent Connection status

Step 1 — Connect to Launchpad as described in Section 8.1.

Step 2 — Select Configuration.
Step 3 — From the left hand menu select Phonesets and Voice Ports. The provisioned agents will
be displayed. Verify the status is Acquired.
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G5 remitet pert2 it o) WV kel
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9 AT&T IP Toll Free Service

The IPTF service provided DID/DNIS numbers for the reference configuration. The DNIS
numbers terminated to the CS1000 location via the IPTF service. Any DID and DNIS numbers
shown in these application notes are examples. Customers will be assigned DIDs by AT&T. It
should be noted that the DID numbers dialed, and the DNIS numbers inserted into SIP headers may

not be the same digit strings.

The IPTF service also provides a network border element IP address for the reference
configuration. Customers will be assigned a border element IP address by AT&T.
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10 Verification Steps

The following steps may be used to verify the reference configuration.

10.1 General

e Place an inbound call an agent or telephone, answer the call, and verify that two-way talk
path exists. Verify that the call remains stable for several minutes and disconnect properly.

e Place an inbound call to an agent queue with no available agent. Verify that the call covers
to Music On Hold, and that the call is connected when an agent is available.

10.2CS1000 Verifications

This section illustrates verifications that may be performed using the CS1000 Element Manager
GUIL.

10.2.1 IP Network Maintenance and Reports Commands

Step 1 - From Element Manager, navigate to System = IP Network = Maintenance and
Reports as shown below.

UTH Wetwork Servces Twasrs LRI Tsemass acon
- Home Tysten o P Netw

WO » Mo Warmenance and Repoms I

Node Maintenance and Reports

Faadde e 1001 ROGe P 172386110 Tl memanms

Hasmame ELANIF T ™

Hogt ang Route Taties

Step 2 - In the resultant screen on the right, click the Gen CMD button. The General Commands
page is displayed as shown below.

= UCM Network Sereoes Veragng HII25.00 Ussmare asre
- Mo Sywiom o F Sinta et « Nose Uardessrce 302 Regerty » Gevers C
Unks

-y Tmminals General Commands

Element P - 10212010  Exment Type - Signadng EenerE0 X300

Qe and AN A GIoup — W | mun |

A variety of commands are available by selecting an appropriate Group and Command from the
drop-down menus, and selecting Run.

For example, to check the status of the SIP Gateway to Session Manager in the sample
configuration, select Sip from the Group menu and SIPGwShow from the Command menu.
Click Run. The example output below shows that the Session Manager (192.168.67.47, port 5060,
TCP) has SIPNPM Status as Active.
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\General Commands

[Eament P 19212010  Element Type : Signaling Saver-1BM X306M

Group | S v Command | SR GwShow w! | Sk ~ | RUN l
IP adacress | 192 120 100 Numbet of pings 3 | PING |
A
F adazean T+47
_
P TCP
IF s0a3Tesa ]
~

10.2.2 System Maintenance Commands

A variety of system maintenance commands are available by navigating to System -
Maintenance using Element Manager. The user can navigate the maintenance commands using
either the Select by Overlay method or the Select by Functionality method.

Hanageg 107561 Usermame: admm

System » Hanisnance

Maintenance

(@ Select by Overigy O Seiect by Functionaity

The following screen shows an example where Select by Overlay has been chosen. The various
overlays are listed, and the LD 96 — D-Channel is selected.

Maintenance
=) Select by Overlay

Seiect by Functionality

«Sedod by Overlap

D-Channel Diagnostcs!
LD 30 - Network and Signabng MSOL Diagnoshcs
LD 32 - Network and Peripherat Equpmaent TMD! Dsagnostics

LD 34 - Tone ang Deglt Swilch

LD 36 - Trunk

LD 37 - Input/Cutpant

LO 38 - Conderance Circuit

LD 39 - Intergroup Swilch and System Clock
LD 45 - Background Signaling and Sesichung
LD 45 - Mullitrequency Sencer

LD 48 . Link

LD 54 - Mullirequency Signaiing

LD 80 - Dugital Trunk inlerface and Primary Rate Inlertace
LD 75 - Degital Tronk

LD 80 - Call Trace

LD 86 - D-Channel

ton and Alarm Managemaent
Lo nimon EQuipment

o1 Core inputOutput

LD 14) - Ceniralized Software Upgrade

When D-Channel Diagnostics is selected on the right menu above, a screen such as the following
is displayed. D-Channels 15 (Sip GW) and 20 (SIPLine), show as established (EST) and active
(ACTV).
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10.3Avaya Aura® Session Manager
Session Manager configuration may be verified via System Manager.

Step 1 — Using the procedures described in Section 6, access the System Manager GUI. From the

Home screen, under the Elements heading, select Session Manager.

Step 2 — The Session Manager Dashboard is displayed. Note that the Test Passed, Alarms,

Service State, and Data Replication columns all show good status.

In the Entity Monitoring Column, Session Manager shows that there are 0 (zero) alarms out of

the 2 Entities defined.

Session Manager Dashboard
|
e = ul
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Step 3 - Clicking on the 0/2 entry (shown above) in the Entity Monitoring column, results in the
following display:

All Entity Links for Sesslon Manager: sm6G3
Status Detalls for the selectod Sesshon Manager:

Sumesary Vies

S5 Eaoty Name S5 Eatity Resovea 1P Pare Proca. Deay Roasen Coos Link Suams

_ ASBCE 192 168.70.120 1050 ™ FALSE up 405 Nethod ot UP
Alowad

L, LSIK 172.10.0,110 2080 o FALSE up 200 CK ue

Note the A-SBCE Entity from the list of monitored entities above. The Reason Code column
indicates that Session Manager has received a SIP 405 Method Not Allowed response to the SIP
OPTIONS it generated. This response is sufficient for SIP Link Monitoring to consider the link up.
Also note that the Avaya SBCE sends the Session Manager generated OPTIONS on to the AT&T
IPTF Border Element, and it is the AT&T Border Element that is generating the 405, and the
Avaya SBCE sends it back to Session Manager.

Another useful tool is to select System Tools = Call Routing Test (not shown) from the left hand
menu. This tool allows specific call criteria to be entered, and the simulated routing of this call
through Session Manager is then verified.

10.4Avaya Session Border Controller for Enterprise

10.4.1 System Status

Step 1 - Log into the Avaya SBCE as shown in Section 7. Across the top of the display are options
to display Alarms, Incidents, Logs, and Diagnostics. In addition, the most recent Incidents are
listed in the lower right of the Dashboard screen.

Session Border Controller for Enterprise AVAYA

Dashboare Dashboard
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10.4.2

Protocol

Traces

The Avaya SBCE can take internal traces of specified interfaces.

Step 1 - Navigate to Device Specific Settings = Advanced Options - Troubleshooting - Trace
Step 2 - Select the Packet Capture tab and select the following:

Select the desired Interface from the drop down menu (e.g., All).

Specify the Maximum Number of Packets to Capture (e.g., 5000).

Specify a Capture Filename (e.g., TEST.pcap).

Unless specific values are required, the default values may be used for the Local Address,
Remote Address, and Protocol fields.

Click Start Capture to begin the trace.

Note — Specifying All in the Interface field will result in the Avaya SBCE capturing traffic
from both the Al and B1 interfaces defined in the reference configuration. Also, when
specifying the Maximum Number of Packets to Capture, be sure to estimate a number large
enough to include all packets for the duration of the test.

4 Troondeshostng

Detugony

Trace

D08 Lasarning

The capture process will initialize and then display the following In Progress status window:

Trace: SBCE
Coll Trace | #achet Capture || Coptaes |
| Status In Progress i
ILB:.:‘I'Mrn“
Hu:::‘lu'n\‘."d"‘(:i"n
Protoced
Maximum Humber of Packets to Capture
Cnuu:u .Fl:n.{un: : - Rk
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Step 3 — Run the test.

Step 4 — When the test is completed, select Stop Capture button shown above.

Step 5 - Click on the Captures tab and the packet capture is listed as a .pcap file with the date and
time added to filename specified in Step 2.

Step 6 - Click on the File Name link to download the file or use Wireshark to open the trace.

Trace: SBCE

Packet Capture | | Captures |
SBCE
LastModified » Descending »

File Name File Size (bytes) Last Modified

‘IJEESH'I':IEW 6, 2015 9:56:11 AM Delete

| TEST_20150106085556 peap | 94,208

11 Conclusion

As illustrated in these Application Notes, Avaya Communication Server 1000 7.6, Avaya Aura®
Session Manager 6.3, and the Avaya Session Border Controller for Enterprise 6.3 can be
configured to interoperate successfully with AT&T IP Toll Free service via either AVPN or MIS-
PNT transport, within the constraints specified in Section 2.2.

Testing was performed on a simulated AT&T IP Toll Free service circuit. The reference
configuration shown in these Application Notes is intended to provide configuration guidance to
supplement other Avaya product documentation. It is based upon formal interoperability
compliance testing as part of the Avaya DevConnect Service Provider program.
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13 Addendum 1 — Redundancy to Multiple AT&T Border
Elements

The IPTF service may provide multiple network border elements for redundancy purposes. The
Avaya SBCE can be provisioned to support this redundant configuration. Given two AT&T border
elements 10.10.10.11 and 10.10.10.12, the Avaya SBCE is provisioned as follows to include the
backup trunk connection to 10.10.10.12.

13.1 Configure the Secondary Border Element Server Configuration

Step 1 - Repeat the steps in Section 7.2.5, using the parameters shown below, to create a Server
Configuration for the connection to the AT&T secondary Border Element.
Step 2 - On the General tab:

e Enter the IP address of the AT&T Secondary Border Element (e.g., 10.10.10.12).

E

Step 3 - On the Heartbeat tab:

e Check Enable Heartbeat.
Method: OPTIONS.
Frequency: As desired (e.g., 60 seconds).
From URI: secondary@customera.com
To URI: secondary@customera.com

Ganeral | | Authantication | | Heartbeat Advanced

Ennble Heartheat
Meathod OPTIONS
Freguency E0 seconds

From URI socondanpcustomens com

To USRS secondarydcusionera com

Step 4 — Configure the Advanced tab as shown in Section 7.2.5, and click on Finish (not shown).

General || Authentication Heartbeat — Advancad |

Enable DoS Protection

Enable Groomng

JF:Reviewed
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Step 5 — Select the Sever Configuration for the primary AT&T Border Element (ATT_SC) created
in Section 7.2.5, and populate the Heartbeat tab as follows:

e Check Enable Heartbeat.

e Method: OPTIONS

e Frequency: As desired (e.g., 60 seconds).

e From URI: primary@customera.com

e To URI: primary@customera.com
Step 6 — Click on Finish (not shown).

13.2 Add Secondary Border Element IP Address to Routing

Repeat the steps in Section 7.2.7, using the parameters shown below, to add a Routing Profile for
the AT&T secondary Border Element.

Prodie : ATT_RE . Edie Rule

JR) Geag ‘ - Time of Day cotan -
Load Balmcing Poorty -  NNFTR

Transpan Naxt Hop Prisvey

Yoot Hog in Oy grere Rode Hasder

Fleet Hap Addbwas

ATT_SC - 10,3010 11:5060 (LOP

ATT_Secondary_SC . 10.10,10.12:50%0 {UDP

Fomh

13.3 Configure Secondary AT&T Border Element End Point Flow

Repeat the steps in Section 7.4.5, using the parameters shown below, to add an Endpoint Flow for
the AT&T secondary Border Element.

Edit Flow: ATT_Secondary

Flow Name ATT _Secondary
Server Configuration ATT _Secondary SC =
URS Group . -
Transpont ® -
Ramots Sutnet
Recened Interface nside_Tunk_S| v
Sigreatog meriacs Oulside_Tnnk St -
Media Intertace Outside_ T nnk_Mi -
End Pomt Polcy Group ATT _defaultiow PG -
Routing Profils SM_RP
Topalogy Hiding Profile ATT_TH -
Fila Transfer Protée None ~
Signabng Manipulation Scnpt None -
Remote Branch Office Any =
Fnigh
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| Subscriber Flows | ["Seever Frows |

r~ Server Configuration: ATT_Primary_SC

1 ATT ' Ingode_Trunk _SI  Owesede_Trunk_Si " © BM_RP

- Server Configuration: ATT_Secondary_SC

End Poit

Sgnalng Imerface

ATT_datma-
o e SM_RP

1 ATT_Sacendary Inwide_Truek 51 Oxesacs_Thank_Si 5

Server Configuration: SM_Trunk_SC
| Wpdate |

Signaling

Receaed Intedace dort

1 SM_Trunk Outside_Trunk_Si  Inside_Trumk_SI f;vn)gcod:ut- ATT_RP

"
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property of their respective owners. The information provided in these Application Notes is subject
to change without notice. The configurations, technical data, and recommendations provided in
these Application Notes are believed to be accurate and dependable, but are presented without
express or implied warranty. Users are responsible for their application of any products specified

in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the full
title name and filename, located in the lower right corner, directly to the Avaya DevConnect
program at devconnect@avaya.com.
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