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DHCP/DNS Management with Avaya IP Telephones and
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Abstract

These Application Notes describe the procedures for configuring the Lucent Technologies
VitalQIP DNS/DHCP IP Management software, Lucent Technologies DHCP Server, and
Lucent Technologies DNS Server to manage DHCP and DNS services in an enterprise
network containing Avaya Communication Manager and Avaya 4600 Series IP Telephones.
VitalQIP centralizes the administration of IP names and addresses across Lucent and third-
party DHCP/DNS servers in the enterprise network. During compliance testing, a VitalQIP-
managed Lucent DHCP server successfully assigned IP and Avaya-specific parameters to
Avaya 4600 Series IP Telephones in both VLAN and non-VLAN network configurations. In
addition, a VitalQIP-managed Lucent DNS server successfully resolved DNS queries for
hostnames and IP addresses of Avaya Media Servers. Information in these Application Notes
has been obtained through compliance testing and additional technical discussions. Testing
was conducted via the DeveloperConnection Program at the Avaya Solution and
Interoperability Test Lab.

RL; Reviewed: Solution & Interoperability Test Lab Application Notes 1of 32
SPOC 5/26/2006 ©2006 Avaya Inc. All Rights Reserved. LucentVitalQIP.doc



1. Introduction

These Application Notes describe a compliance-tested configuration comprised of Avaya 4600
Series IP Telephones, Lucent Technologies VitalQIP DNS/DHCP IP Management software, a
Lucent Technologies DHCP Server, and a Lucent Technologies DNS Server. VitalQIP
centralizes the administration of IP names and addresses across Lucent and third-party DHCP
and DNS servers in the enterprise network. Specifically, the definition of DHCP address scopes,
DHCP options, lease times, and other DHCP parameters, as well as DNS administration, is
performed centrally in VitalQIP and pushed down to the managed DHCP and DNS servers.
DHCP clients, such as PCs and Avaya IP telephones, acquire IP address information from the
VitalQIP-managed Lucent DHCP Server. Similarly, DNS queries are sent to and resolved by the
VitalQIP-managed Lucent DNS Server.

Figure 1 illustrates a sample configuration consisting of a pair of redundant Avaya S8710 Media
Servers, an Avaya G650 Media Gateway, Avaya 4600 Series IP Telephones, PCs, a Lucent
VitalQIP Enterprise server, and a Lucent VitalQIP Remote server. The Lucent DHCP Server
and Lucent DNS Server run on the VitalQIP Remote server.

In Figure 1, the PCs and Avaya IP telephones reside on separate VLANs. VLANs 51 and 61 are
the native (untagged) VLANSs while VLANSs 53 and 63 are tagged VLANSs. Under normal
circumstances, the PCs transmit and receive untagged frames on the untagged VLANS, and the
Avaya IP telephones transmit and receive tagged frames on the tagged VLANs. However, when
an Avaya IP telephone requests new DHCP parameters, the telephone first uses the untagged
VLAN to exchange DHCP messages with the VitalQIP Remote server. From this initial
exchange, the Avaya IP telephones leases an IP address on the untagged VLAN and more
importantly, learns of the tagged VLAN that it is supposed to use via DHCP Option 176. The
Avaya IP telephone then releases the leased IP addresses and issues a new DHCP request on the
tagged VLAN. From this second exchange, the Avaya IP telephone receives an IP address valid
for the tagged VLAN, as well as H.323 registration and file server information.
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Figure 1: Sample Configuration.
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2. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration

provided:
Equipment Software/Firmware
Avaya 4600 Series IP Telephones 2.3 (4602SW)
2.3 (4610SW)
2.3 (4620SW)
2.5 (4625SW)

Avaya S8710 Media Server

Avaya Communication Manager
3.1 (R013x.01.0.628.6)

Avaya G650 Media Gateway

HW12 FW30

TN2312BP IP Server Interface
TN799DP C-LAN Interface HW1 FW17
TN2302AP IP Media Processor HW20 110
Lucent Technologies VitalQIP running on 6.2 Build 36
Windows 2003 Server Service Pack 1
Lucent Technologies DNS Server running on 4.0 Build 15
Windows 2000 Server Service Pack 4
Lucent Technologies DHCP Server running on 5.4 Build 21
Windows 2000 Server Service Pack 4
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3. Configure Lucent Technologies VitalQIP

3.1. Global Parameters

The steps in this section define domain names, networks, and DHCP and DNS servers in the
managed network.

Step Description

1. | From the Windows Start menu on the VitalQIP Enterprise server, click on All Programs -
Vital QIP = VitalQIP and log in with the appropriate credentials.

2. | From the QIP MANAGEMENT SYSTEM main window menu bar, select Infrastructure -

Domain.

\'?JIP MANAGEMENT SYSTEM - YITALQIP:[YitalQIP Drganization ; gipman] = | [m] ﬂ
File Policies Infrastructure Import Management Mebwork Services Reports Yiew Help |
AL |(DaBdId @ Ddf g% |AdsBL 200800 [aaaae’
“RBRA|x ¢ ce EEE|[233223 3 AR RE20A |8 B

EFE= I
[}-wm YitalQIP Diganization Sl
::' Domaing INama j
ﬁ Metworks
35‘1 OSPF Areas —Fange
@g Subnet Organizations IDbiBCt j
Elﬁ Subnets
rSub-Range—————
| [~
—Search Sting——————————————————
| =
(% Exact match
 Begins with
" Contains
ok | Cancel |
h Q QIP Hierarchy DHCF Servers ] @E DMS Servers | & User Defined I
Ready [ mom [ psEsrm 4
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Step

Description

Select “Add New Domain” and click on “OK?”.

\'E.JDomain DOption = Add

— Dptiok - Search
7 Select Daornain
* &dd Mew Domain

" Delete Domain Search |

€ Wodify Domain

Existing D'omain List

Cancel |

A

In the Domain Profile tab, enter the Domain Name and click on “OK?”.

ﬂ
Dromain Profile I Primary/Secondary Servers | Resource Records I Zone Options | User Defined Fields |
Domain Mame: Idevcunnecl com Zone Email &ddress: Imy-emai\@devcunnecl.cum
Drarnain Expire Time [Sec): IEU4BDU Damain Refresh Time [Sec): |21 B00
Default TTL [Sec): IBB4DD Domain Retry Time [Sec): IBBUU
*Megative Cache TTL [Sec): IBDD
*Only applies to Bind 9% and Lucent 4.% servers.
— —
&
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Step Description
5. | Click on “Continue” in the warning pop-up window. A DNS server will be assigned to this
domain in Steps 11 — 13.
|_guestion N x|
\il) EI;i;tliZI)-loun;?ain has not been assigned a DS Server,
Cancel |
6. | The next task is to enter the DHCP and DNS servers to be managed by VitalQIP. From the QIP
MANAGEMENT SYSTEM main window menu bar, select Infrastructure = Server.
7. | Select “Add New Server” and click on “OK”.
IEEServer Profile Option il
' Modify Server
Existing Server List
Server .. / | Diomain | Class | Type | Address |
Cancel
A
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Step Description
8. | The Server Profile : Add window appears. Configure the following:
e Server Class — set to “DHCP”
e Host Name — set to the hostname of the VitalQIP Remote DHCP server.
e Domain Name - set to the domain name configured earlier in Steps 2 - 5.
e Server Type —setto “LUCENT DHCP 5.4”.
The Parameters/Values section must be customized according to customer requirements. At a
minimum, the Default Directory, DHCP Template, and Ping Delay (not shown) must be
configured. Consult the VitalQIP documentation for further details. Click on “OK?”,
IZEEE_':JServer Profile : Add S|
Server Class: lm Server Type: lm
Host Name: W Server Address: I_l_l_l_
Domain M ame: Idevcnnnect com J
P tersAvalu
Marme Walue ;I
 Doat e ety L
i DIHCP Template general
i Accept Client Mames True
o Additional Policies
= Clent Clazz
ebug Infarmation
- Debug Al
DebugFile chepd.log
i V""'lMakE)ebuglﬁleSize IQDDQQDD B ﬂ
—Walue
 True
(% Fake
Cancel |
A
9. | Repeat Steps 6 — 7 to enter the DNS server.
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Step

Description

10.

The Server Profile : Add window appears. Configure the following:

Server Class — set to “DNS”

Host Name — set to the hostname of the VitalQIP Remote DNS server.
Domain Name — set to the domain name configured earlier in Steps 2 — 5.
Server Type —set to “LUCENT DNS 4.X”.

The Parameters/Values section must be customized according to customer requirements. At a
minimum, the Default Directory, Email address for local and reverse zones, and RNDC Key
must be configured. Consult the VitalQIP documentation for further details. Click on “OK”.

(G)5erver Profile : Add

Server Class: IDNS 'I
Host Mame: Idevconne-gmerf vl

Drarmain Mame: Idevconnect.com |

F. ters M alu

Server Type: ILLIEENT DS 4% ‘I
Semver Address: |192 |45 |52 101

Mame

| Walue

- Default Dirgctory

i Email address for local and reverse zones
RMDC Key

RMDLC Path

Create "mdc.conf

o Secure DNS Updates

- RR Set Drdering

W alu

chgiphhamed
email@devconnest. com
Austflocal/shin

False

False

Usze Server Value

ch\giptnamed

Cancel |

A

11.

The next task is to assign the DNS server entered in the previous two steps to the domain defined
earlier in Steps 2 — 5. From the QIP MANAGEMENT SYSTEM main window menu bar,

select Infrastructure = Domain.
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Step Description

12. | Select the domain defined earlier in Steps 2 - 5 and click on “OK”.

I‘;J Domain Option : Modify x|

r— Optioh Search
) Select Domait I
" Add New Domain

" Delete Domain Seach

" Modify Domain

E xisting Domain List

‘{i devconnect.com

Cancel

4

13. | Select the Primary/Secondary Servers tab. In the Existing DNS Server(s) List, select the
DNS server specified earlier in Steps 9 - 10 and click on “Add Primary” and then “OK”.

Domain Profile: Modify x|
Dromain Profile | Primary/Secondaty Servers I Resaurce Records I Zone Options | User Defined Fields |
Exizting DMS Server(s) List
Name Address I Create DNS Server
devconne-gmbprf. devconnect. com 192.45.52.101
Add Secondary
Selected DNS Server(s) List
DHS Server Walues
Delete |
Yl
oK | Cancel |
A

14. | The next task is to specify the networks on which DHCP and DNS servers and DHCP clients
reside. From the QIP MANAGEMENT SYSTEM main window menu bar, select
Infrastructure = Network/Reverse Zone.
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Step Description

15. | Select “Add New Network” and click on “OK?”.

x|
 Modify Netwark
Esisting Metwork List
Network Address | Metwork Mame |
P

16. | The Network Profile window appears. Specify the Network Address, enter a descriptive
Network Name, and set Reverse Zone Server to the hostname of the VitalQIP Remote server.
Click on “Apply”.

(5)Network Profile : Add x|

Network Profile | Network Warning | Address Ranges |

NetworkAddress:|192 ) |45 ) |52 |0 Metwork Mame : INet-52

Support CIDR : ™ Reverse Zone Server: |JEENERiniaaisas -~

Contact E-mail Address : Ie-mall@davcnnnecl Corm

—Managed Subnet:
Subnet Address | Subnet M azk | Subnet Status |

Add,.

Delete... |
Hadify... |
SplitAlair.. |
Eraperties. |
Azsign DHS Semver.. |

Ok I Cancel | Apply |

17. | Click on “OK” in the informational pop-up window.

IP Management ll
1 ": Metwork "192.45,52,0" added,
-
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Step Description
18. | In the Network Profile window, click on “Add” to invoke the Subnet Calculator : Add New
Subnets window. Click on the button next to Domains to invoke the Subnet Calculator :
Managed Domains window.
(iz) Subnet Calculator : Add New Subnets X[
— Subnet Properti —awallable Subnets——————————————
i s IE - IE - lﬁ IU— (E;t::tso Caleulate © User Define
. [—| ]_ """" Subret
el IT ’7 Calculate I Y alidate I ‘
Hosts Per Subnet : |254
Default Domain : I
Domaing :
Check Betare Aszign : lm
Shiow Used Only: [
Subnet Warning : [~ Wisual I~ Email
[ zFu
Apply | Cancel |
2
19. | Add the domain configured in Steps 2 - 5 to the Managed Domain List and click on “OK”.
@;Isuhnet Calculator : Managed Domains LI
E wisting Diomain List : tanaged Diamain List :
A& devconnect.com default-» | devconnect.com
<=Delete |
oK | Default | Cancel |
A
20. | Back in the Subnet Calculator : Add New Subnets window, set Length to “24” and click on
“Calculate” to list the possible subnets for the network given the subnet mask length. For a
subnet mask of 24, there is only one subnet. Select the subnet and click on “Apply”.
I:EET?ESuhnEt Calculator : Add New Subnets 1'
— Subnet Propertie: Awailable Subnets ————————————
Subnet Mask : lE . lﬁ . lE . IU_ (E:ptiz:tso_ Calculate © User Define
Lorath | 1 A FUEZT:ZHB vaidate |
Hostz Per Subnet : |254
Default Dornain : W
Dromains : _I
Check Befare Azsign : lm
Show Used Only : [~
Subnet Warning: [ Visual [ Emai
[ zFu
v
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Step

Description

21. | In the Network Profile window, click on “OK?”.

22. | Repeat above Steps 14 — 21 to specify other networks.

23. | Inthe QIP MANAGEMENT SYSTEM main window, expand Subnets and double-click on the

subnet on which the VitalQIP Remote server resides.

I'?_"IP MANAGEMENT SYSTEM - ¥ITALQIP:[¥italQIP Organization ; gipman]

File Policies Infrastructure Import Management Mebwork Services Reporks Wiew Help

=0l x|

AE L ||[Meenaddt| Dl 2%

|reissadnrBBos aaaae’

|

%“ABE - ® ¢ EEE|232722233 )3 [ERa8 REE08 S0 8
=l =

T =l
[} o YitalQIP Organization Ll
‘ﬁ:b Domains INama j
ﬁ Networks
& 0SPF Areas PR
gﬁ Subnet Organizations IDbiect j
E}Ehnf Subnets
Faub e
| i
—Search Sting————————————————
'ﬁ 1592.45.100.0/255.255.255.0 I j
' Exact match
" Begins with
" Contains
ok | Cancel |
N Qar Hierarchy DHCP Servers I @EDNS Servers | & User Defined I
Ready [ wom [ ooz M 4
RL; Reviewed: Solution & Interoperability Test Lab Application Notes 13 of 32

SPOC 5/26/2006

©2006 Avaya Inc. All Rights Reserved.

LucentVitalQIP.doc




Step

Description

24,

Find the IP address of the VitalQIP Remote server and double-click.

ject Management : All Objects o ]
Ele Edt Yew Options
Search Pattern : |1D1 Pattern found.
IP Address £ | Object Mame | MALC Address | Objgct Cl... | Status | Domain | Dbj_ectDescr..l Metwork ... |;|
D 192455285 - e Unused = e e
O 192455286 - e e L
O 192456287 e e e T
Q@ 192455288 - e e Unused = e e
D 192455288 - e e Unused = e e
O 192455290 - e e L J
L= e LY e — Unused — —
Q192455292 - e e Unused = e e
Q192455293 - e e Unused = e e
O 192455284 e e e L
@ 152455298 -~ Unused  — e e
Q192455298 - e Unused = e e
Q152458297 - e e Unused = e e
O 192455298 e e e L
Q192455298 - e e Unused = e e
Q1524552100 e e e Unused = e e
Unuzed LI
Befresh | Exit |
A
25. | Select the Object tab, and configure the following:
H 113 1]
e Object Class — set to “Server”.
e Object Name — set to the hostname of the VitalQIP Remote server.
I M k 13 7
Click on “OK”.
bject Profile : Add x|
Resouce Records I Routers | Mail Servers I ‘wiiting HUB I
Obiect Aliazes I Azset I General I Uzer-Defined Fields | Lzers I zage Biling
Object Class : ISewer 'l Object Mame : Idevconne-gmerf
Daormain Mame : Q) J IP Address : [192.45.52.101
Dynamic Configuration : |<NDNE> 'l Object Description : I
Application I 'l ™ Time Server I~ Titp Server
Dual Pratocal : |<NDNE> 'l Subnet Mame : I
Subnet Address : |192.45.52.D Subnet Mask : |255.255.255.U
MAL Address I ..... Time to Live [TTL) : I
¥ Mame Services Dwnamic DMS Updates :
W & [Host IPvd) ¥ & [Host IPvd) ¥ CNAME [Canorical Mame)
¥ PTR [Painter] ¥ PTR [Pointer] W M [Mai Exchanger]
ok I Cancel Skip
RL; Reviewed: Solution & Interoperability Test Lab Application Notes 14 of 32
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Step Description
26. | Click on “OK” in the informational pop-up window.
x
"'-, Cbject "devconne-gmeprf added.,
- Address - 192.45.52.101
Subrnet Mask - 255,255, 255,10
Default Router -
Diomain - devconneck. conm
Billing Services - OR
RL; Reviewed: Solution & Interoperability Test Lab Application Notes 15 of 32
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3.2. DHCP Option Configuration and Address Scopes

An address scope needs to be defined for each subnet/\VLAN on which DHCP clients reside.
Each address scope includes the subnet IP information (network address, subnet mask, and router
addresses), as well as any DHCP options to be applied to the subnet. Specifically, DHCP Option
176 must be specified in the address scopes for both the untagged VLANS (“data” VLANS) and
the tagged VLANS (“voice” VLANS). For the “data” VLANS (e.g., VLANs 51 and 61 in the
sample configuration), DHCP Option 176 is used to instruct Avaya IP telephones to turn tagging
on and inform the telephones of the “voice” VLAN ID. PCs and other DHCP clients ignore
DHCP Option 176. For the “voice” VLANS (e.g., VLANs 53 and 63 in the sample
configuration), DHCP Option 176 is used to pass gatekeeper information (i.e., C-LAN or
Processor Ethernet IP address and RAS port), and the file server IP address to the Avaya IP
telephones.

Step Description

1. | From the QIP MANAGEMENT SYSTEM main window menu bar, select Policies 2>
DHCP/Bootp Template - Class/Option Setup.

2. | Inthe DHCP Template window, click on “Add Class”.

() DHCP Template : Classes and Dptions Setup X

Mame Data Type I Code I Key I
+}423 Packet Cable Options

+}- [ RFC 1497 Verdor Extersions

]--D IP Layer Parameters per Host

[

[

[

[+ IP Layer Parameters per Interface
[}-[:I Link, Layer Parameters per Interface
[+}-C0 TCP Parameters

[]--D Application and Service Parameters
[+}-C0 DHCP Extensions

[+}- 3 Newell Options

[+}-Z0 RFC 2563 Options

[+}-[C0 SLP Pratocol Options

[#}-C0 User Authentication Protocol Dptions
[+}-C0 RFC 3337 Option

CRddbass | | Addbphon | | Delere | modiy | g

3. | Enter a descriptive Template Class Name and click on “OK”.

IZE.}DHEP Template Class : Add x|
Template Clazs Mame
{ |IP Phored
Corcel_|
4
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Step Description

4. | Inthe DHCP Template window, select the Class created in the previous step and click on “Add

Option”.
[EEE_‘:}DHEP Template : Classes and Options Setup 5'
MNarme Data Type I Code I Key I
[#}-(C Packst Cable Dptions
[+}-C3 RFC 1497 Vendor Extersions
[+}- 20 IP Layer Parameters per Host
[]--D IP Layer Parameters per Interface
[#}-C3 Lirk Layer Parameters per Interface
[+ TCP Parameters
[+ Application and Service Parameters
[+}-[C] DHCP Extensions
[#}-Z0 Novell Options
[+}-C3 RFC 2563 Options
[+}-Z3 SLP Protocol Dptions
[#}-[C0 User Authentication Protocol Options
[+}-(Z] RFC 3397 Option
[+}23 IP Phones
Add Class | Delete | todify | Cloze |
A

5. | Enter a descriptive Option Name, set Option Code to “176” and Data Type to “text”, and click

on “OK”.
(&)DHCP Template Dption : Add x|
Otion Name IDpliDn1TB
Option Code: I‘I?B
Tag Key. I01
Data Type Itth j
] coneel |
4

6. | Inthe DHCP Template window, click on “Close” in the DHCP Template screen.

7. | The next task is to define several DHCP Option Templates. One DHCP Option Template will be
defined for each untagged (“data”) subnet/\VVLAN, in order to convey the appropriate VLAN
tagging information to the Avaya IP telephones. A single DHCP Option Template will be
defined for all “voice” VLANS, in order to convey the gatekeeper and TFTP server information
to the Avaya IP telephones.

From the QIP MANAGEMENT SYSTEM main window menu bar, select Policies -
DHCP/Bootp Template = Option Template.
RL; Reviewed: Solution & Interoperability Test Lab Application Notes 17 of 32
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Step

Description

— Optian
" Add Mew Option Template

" Delete Option Template

= Madify Option Template

Eisting DHCP Option Template List

ienel
microsoft_clients
mlticast

Cancel |

I';J DHCP Dption Template x|

A new DHCP Option Template may be created, or an existing DHCP Option Template may be
modified and saved as a new template. For the latter, select the “general” template from the
Existing DHCP Option Template List, and click on “OK”.

A

Value as follows:

for the sample configuration, enter

Add the Option 176 configured earlier in Steps 4 - 5 to the Active Options list. Configure

e If this DHCP Option Template is to be defined for an untagged VLAN, specify the Layer 2
tagging setting and the VLAN ID of the “voice” VLAN. For example, for untagged VLAN
51 in the sample configuration, enter “L2Q=1,L2QVLAN=53". Similarly, for untagged
VLAN 61 in the sample configuration, enter “L2Q=1,L2QVLAN=63".

e If this DHCP Option Template is to be defined for voice VLANS, specify the C-LAN or
Processor Ethernet IP address and RAS port and the TFTP server IP address. For example,

“MCIPADD=192.45.100.144,MCPORT=1719, TFTPSRVR=192.45.51.112".

IE}DHEP Option Template - Modify : general ll
Avvailable Classes/Options: Active Options:
Marne I;I M arne I WValue I
D AFC 2563 Options ¢ Subnet Mask [1,5m) Same &z in Su..
-3 SLP Frolacol Opiions add= || Router Bl Same asin Su..
[:l User Awthentication Protocal Options P | . girm”:: :::: a';'\;:][s.ds] ::rmﬂ: :z :: g:
(0 AFE 3357 Opion " Dlption 176 [176,01) L20=1,L20v
-3 IP Phones
2] Option 176 [176,a1) =l
—Walu
"L20=1 L20WLAN=53"
Cancel |
v

Note that the enclosing double quotes above are required

for Value. Click on “OK”.

RL; Reviewed:
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Step Description

10. | A window appears prompting the user to use the existing template name or enter a new template

name. Enter a new Template Name and click on “OK”.
(i) DHCP Template x|
Template Name: IW
i Ok I Cancel |
2

11. | Repeat Steps 7 — 10 as necessary to create the other DHCP Option Templates.

12. | From the QIP MANAGEMENT SYSTEM main window menu bar, select Policies = Object
Classes.

13. | In the QIP:Object Classes window, click on “Add”. Enter a descriptive Object Class Name
and set Device Type to “Host”. The Default Naming Policy provides default name assignments
for objects of this class that do not have hostname, for example IP telephones. Consult the
VitalQIP documentation for guidance. Click on “OK”.

B
Object Classes IDevice Type |Naming Example I =
Bridge Bridge bgp000001 bgs
Dynamic_Allacation Dynamic Allacation dep000001 dys
External External edp000001 edu
Gateway Gateway gtpl000001 gts
Legacy System  Host |sp000001 ks
Others Host otp00001 ot
Partially_Managed Partially Managed pmp000001 pros
FC Host pop000001 pos
Printer Frinter prp00000T prs
Fiaouter Fiouter 000001 s
Server Server srp00000T zrs
Switch Switch stp000007 ste
Temminal_Server  Terminal Server  tspO00007tes
Test_Equipment  Host tep00000Ttes
Undefined Hast udp000001 uds
wiring_HUB ‘wiring Hub whp000001 whs —
oktsen Hot 00w -

add Moy Delete | g |
—Add
Object Class Mame: [IP_Phone
Device Type: | Host vl
Detault Maming Policy

Prefix: IIF'F'
Instance Length: IB_

Suffiv: IIPF‘|

Ok Cancel |
4
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Step

Description

14.

In the QIP MANAGEMENT SYSTEM main window, expand Subnets and double-click on a

subnet on which DHCP clients reside.

I'?J IP MANAGEMENT SYSTEM - YITALQIP:[¥italQIP Organization ; gipman]

File Policies Infrastructure Import Management Network Services Reports Miew Help

=0l x|

A% L BRI BEIE DB | %

|hls L a8DLBH0 AdeeE

J

“mBR(- ¢ ce 203372230 peee Reann|(s8 |8
2l =]

x|

" Q aiP Hisrarchy [ B5 DHCP Servers | @ADNS Senvers | @ User Definad |

[-wh ¥italQIP Organization [ Teee
‘{i Domains IName j
ﬁ Metworks
G} 2% OSPF Arcas [FHRER
gﬁ Subnet Drganizations IDbiBCt j
E}EE Subnets
) 50 FoubfRange——
Bl 19245 52.0/255.255. 2550 | =
E‘ﬁ 1592 45.53.0/255.255.255.0
... ¥y 132 4561.0/255.265. 2550 - 9earch Sting————————————
Eﬁ 152 45 63.0/255 255.255.0 I j
E‘ﬁ 192 45.100.0/255.255.255.0
" Exact match
" Begine with
" Cortains

ok | Cancel |

Ready

[ o T orids P g

15.

Find the IP address of the default gateway on the subnet and double-click.

Object Management : All Dbjects = IEllil
File Edit Wiew Options
Search Pattern :
IP Address Object Mame MAC Addiess Status D omnain Object Descr.. | Metwark .. |
O 19245512 Unused
Q9245513 e e e Unused o e e
Q19245514 e e e Unuged o e e
Q19245516 e e Unused  we e e
Q19245516 - e e Unused o e e
Qgzasm7 e e Unused oo e e
[ T e Y — Unged  —
Q3245519 e e e Unuged o e e
Q192455110 e e e Unused o e e
Q192455111 e e e Unused o e e
Q192455112 e e e Unuged o e e
B 1924585113 e Unused == e e
Q132455114 e e e Unused o e e
Q12455118 e e Unused oo e e
[ T e Y 1 Unged  —
Q132455117 e e e Unuged o e e =
Refresh | Exit |
4
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Step

Description

16.

Select the Object tab, and set Object Class to “Router”. Click on “OK”.

\E}ﬂhiect Profile : Add x|
Usage Biling I Resource Records | “wiing HUB |
Object I dliases | Asset | Geneal | UserDefinedFields | Users

Object Clags : - Object Name : W
Domain Name : |deveonnect com J IP Address : |182.45.51 1

Dipnamic Canfiguration : lm Object Description : l—

Application : I—LI

Dual Protocal : m Subnet Name : I—

Subnet Addiess : IW Subnst Mask : IW

MACAddess: [ - . . - . Tmewlwerro: |

Group Name : lﬁ

¥ Mame Services Dynamic OMS Updates :
¥ & Host [P4) ¥ & (Host [Pv4) ¥ CNAME [Cananical Mame)
¥ FTR [Pointer) ¥ FTR [Pointer) ¥ b [Mail Exchanger)

0K | Cancel | sk |

17. | To define an address scope on the subnet, select the first IP address in the scope, hold down the
Shift key, and then select the last IP address in the scope. Right-click on the highlighted range
and select Add = Dynamic.

(Z)0bject Management : All Dbjects =lol x|
File Edit ‘ew Options

Search Pattern : I

IP Address [ | Object M ame | MAC Addiess | Object Cl | Status | Daomain | Object Descr | etwork |:|

Q192455145 e e Unused  we e e

D 192455146 - e e Unused o e e

Qigzasm a7 e e Unused oo e e

[ T e Y L e — Unged  — J

D 192455148 e e e Unuged o e e

Q1924551850 e e Unused o e e

o T

=l q2asmi52 e Umsed e e

Sl 192055052 e Unsed e e

=li2a55154 — e Unmed e

Sl 152055155 e Umsed e e

"]

a

a

a

=] s2a55060 e Umsed e e

2ueamse - e e Umed e =
BRefresh | Exit |

4
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Step Description

18. | In the Dynamic Allocation : Add window that appears, set Object Class to the object class
created earlier in Steps 12 - 13 and set Dynamic Configuration to “Dynamic DHCP”. Click on
the button next to Dynamic Configuration.

I.]E?{.JDynamic Allocation : Add x|
Objact Class : [IP_Phone | Dynamic Configuration : [Dyramic DHCP =] [52]
Dromain hame : Idevconnect com J Device Subnet : |192.45.51 .0
Location : J Contact : J
Number of Devices : |1 1]
Start Addiess : |1 92.45.51.51 End Address : |182.45.51 .60
Application : |<NDNE> VI Autharization Mame : I
¥ Mame Services Dynamic DMS Updates :
¥ & (Host [P+d) ¥ & [Host IPv4) ¥ CNAME [Canorical Mame)
¥ PTR [Pointer] v PTF [Pairter) ¥ 1, [Mail Exchanger)
oK | Cancel |

A

19. | In the Dynamic Configuration window that appears, select the General tab and set DHCP
Option Template to the appropriate DHCP option template created earlier in Steps 7 -11. For
example, for VLAN 51 in the sample configuration, use the DHCP Option Template with Value
“L2Q=1,L2QVLAN=53". Similarly, for VLAN 61, use the DHCP Option Template with Value
“L20Q=1,L2QVLAN=63". For VLANSs 53 and 63, use the DHCP Option Template with Value
“MCIPADD=192.45.100.144 MCPORT=1719,TFTPSRVR=192.45.51.112". Define the Lease
Time according to customer requirements; the 15 minute lease time below was used for testing
convenience only. Click on “OK”.

I.]ET?;.JDynamic Configuration : DHCP Setup 1'

General I Falicies |

DHEP Server: Idevcunne-gmﬁprf.dl 'I DHCF Subrnet Palicy Termplate : I
Wendor Class : I vl DHCF Option Template : IAvaya\u"D\F‘51 'l
DHCP Scope Policy Template : I Vl

User Clags[eg] Setting
User Clags{es) List:

User Class ————————
_lﬁ Add = |
IV—v -
<= [elete

Lease Time : ¢ Uplimited

& Limited [0 = Month [0 = Day Eﬂnur 15=H Min |0 =4 Sec

Cancel |

RL; Reviewed: Solution & Interoperability Test Lab Application Notes 22 of 32
SPOC 5/26/2006 ©2006 Avaya Inc. All Rights Reserved. LucentVitalQIP.doc




Step

Description

20. | In the Dynamic Allocation : Dynamic DHCP window that appears, click on “OK”.

ynamic Allocation : Dynamic DHCP

IF &ddress Obiject Name
55

1.51 IPPO0 IFF
1592 4551.62 IPPOOO0EZPP
132.45.51.53 IFFPOO00G4IPP
192.4551.54 |PPOOO0GSIPP
192 4551.55 |PPOOO0EEIPP
132.45.51.56 IPPOO00GEFIPP
1592 4551.67 |PPOOOOEEIPP
192 45.51.58 IPPOOODESIPP
132.4551.53 IFPOOO07OIPP
1592.45.51.60 IPPOOOO7TIPP

MAL Address

— Change Object Infarmation

Obiject Mame : IIPPDUDDEZIPP
MACAddress:l s s

Cancel |

21.

Click on “OK” in the informational pop-up window.

IP Managemenkt

L E 10 Dyynamic objecks added,
L

X

22. | In the Object Management window, select “Exit”.

Object Management : All Dbjects

File Edit ‘ew Options

=0l

Search Pattern : I

D 1924551 65

IP Addiess i | Object Mame | MAC Addiess | Object C... | Status | D ornain | Dbj_actDescr...l Metwark ... |:|
Q192455150 - e e Unused e e e
B 1324551 51 IPPODO0E2IPP e IP_Phore  D-DHCP  deveonne.. - -
0 132455152 IPPOOO0B3IFP e IP_Phore  DDHCP  deveonne.. - -
B 132455153 IPPODO0B4IPP e IP_Phore  D-DHCP  deveorne.. - - J
B 132 4551 54 IPPOOOOBSIFP e IP_Phore  D-DHCP  deveonne.. - -
B 132455155 IPPODOOBEIFP - IP_Phore  DDHCP  deveorne.. -——  —
B 132455155 IPPODO0ETIPP e IP_Phore  D-DHCP  deveonne.. - -
@ 132455157 IPPOOOOBEIFP e IP_Phore  DDHCP  deveonne.. - -
B 132455158 IPPOOO0GIIPP e IP_Phore  D-DHCP  deveonne.. - ==
B 132455159 IPPOOOOFOIPP e IP_Phore  D-DHCP  deveonne.. - -
0 132 4551.60 IPPOOOOTTIFP e IP_Phore  DDHCP  deveonne.. - -
Q132455181 e e e Unused = e e
Q19zas51E2 e e e Unused e e e
[ T oy e — T e —
@ 1aza5564 o e Unused = e e
Q192455165 e e Unused o e e
--------------- Unused
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Step

Description

23. | Repeat Steps 14 — 22 for the other subnets on which DHCP clients reside.

3.3. DNS Configuration
The steps in this section enter the hostnames and IP addresses of the Avaya Media Servers into

VitalQIP.

Step

Description

1. | Inthe QIP MANAGEMENT SYSTEM main window, expand Subnets and double-click on the
subnet on which the Avaya Media Servers reside.

RL; Reviewed:
SPOC 5/26/2006

©2006 Avaya Inc. All Rights Reserved.

IZE-_%IP MANAGEMENT SYSTEM - YITALQIP:[¥italQIP Organization ; gipman] = IEIIiI
File Policies Infrastructure Import Management Metwork Services Reports Yiew Help
AL |[Daohdde Ddd|es||AdsBL a0 B800 |[aaee
“RBAx ¢ ce EEE 257223 (0| raee Reann|s8 (R
=l x| = =l
E|.'. ¥italQIP Organization Sl
[+ £ Domains [ame =
ﬁ Metworks
&, OSPF Areas (TR
@g Subnet Drganizations IDbiBCt j
E}ﬂg Subnets
...®h 192 4551.0/255 255 2550 [} SubFianos
Bl 19245 52.0/255,.255. 2550 | =
E‘ﬁ 192 45.53.0/255.255.255.0
: E‘ﬁ 1592.45.61.0/255.255.255.0 — Search String
¥ 19246 B3.0/265.255.255 0 | =l
&+ Exact match
= Begins with
 Contains
oK | Cancel |
- Q Qlp Hierarchy DHCP Servers I @EDNS Seners | & User Defined I
Ready [ [hom 12i05 FM |
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Step

Description

Find the IP address of the Avaya Media Server on the subnet and double-click. The entry

selected below is the logical IP address of the Avaya S8710 Media Server.

bject Management : All Dbjects =lol x|
File Edit ‘iew Options
Search Pattern : |
IP Addiess [t | Object Mame | MAC Addiess | Object Cl... | Status | Domain | Dbj_ectDescr...l Metwork ... |ﬂ
Q19245100132 e e T T —
B 19245100133 — T e —
B 13z45100134 - e e Unused = e e
Q19245100135 e e Unused o e e
Q13245100136 - e e Unused = e e
Q@ 13z45100137 - e e Unused = e e
B 19245100138 - e e Unused == e e
B 13z45100129 - e e Unused = e e
[=}192 45100140 e Unused = e J
B 19z45100040 Unused - e e
B 13z45100142 - e e Unused = e e
O 19245100143 e e Unused o e e
Q13245100144 - e Unused = e e
Q13245100145 - e Unused = e e
B 19245100146 e e Unused == e e
B 13245100147 - e Unused = e e
Q19245100148 e e Unused e e e El

Refresh | Exit |

2

Select the Object tab, and set Object Class to “Server” and enter the hostname for Object

Name. Click on “OK”.

bject Profile : Add x|
Usage Billing | Resource Records | Mail Servers | Routers | *Witing HUE
Obiect | Aliases I Asset I General | Uszer-Defined Fields I Users

Object Class : m Object Mame : W

Domain Name : Wd |P Address : IW

Dwnamic Configuration : Im Object Description : l—
Application : I 'l I~ Time Senver ™ Thp Server

Dual Pratocal : lm Subnet Mame : I—

Subnet Addiess : IW Subnet Mask : IW

MACAddess: [ - - - - :  Tmewlwerto: [

¥ Mame Services Dynamic OMS Updates :
¥ & [Host IPyvd) ¥ & (Host IPyvd) ¥ CNAME [(Canorical Mame)
¥ PTR [Painter] ¥ PTR [Pointer] ¥ M [Mail Exchanger)
Cancel Skip
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Step Description
4. | Click on “OK” in the informational pop-up window.
5I
"j ibject "devoon3s” added,
= Address - 192,45, 100, 140
Subnet Mask - 255,255,255.0
Default Router -
Domain - devconnect. conm
Billing Services - OW
5. | Repeat Steps 2 — 4 as necessary to enter the hostnames and IP addresses of the active and
standby Avaya S8710 Media Servers into VitalQIP.
6. | Inthe Object Management window, select “Exit”.
bject Management : All Objects =1Olx|
File Edit Wiew Options
Search Pattern : I
IP Addiess A | Object Mame | MAC Addiess | Obiject Cl... | Status | D ormain | Dbj_actDescr...l Metwark .. |ﬂ
@ qgz45100132 - e e Unused = e e
Q19245100133 e e Unused = e e
@ 1gz45 100134 e Unused = e e
@ 1gz45100138 - e e Unused = e e
Q159245100136 e e Unused = e e
@ 1gz45100137 - e e Unused = e e
Q19245100138 e e Unused = e e
Q1245100139 e Unused - e
B 13245100140 devconds 0 - Server Static devconne.. - - J
B 19245100141 deveon3ds-1 Server Static deveonne.. - -
B 192 45100.142 deveonds-2 0 Server Static deveconne.. - -
Q9245100143 e e Unused = e e
Q19245100144 e Unused = e e
@ 159245100145 e e Unused = e e
@ 19245100146 e e Unused = e e
Q19245100147 e Unused - e
Q19245100148 - e e Unused o e e =
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3.4. Push Configuration to DHCP and DNS Servers

After the DHCP and DNS configuration is complete on the VitalQIP Enterprise server, the
DHCP address scopes and DNS settings must be pushed down to the VitalQIP Remote servers.

Step Description

1. | From the QIP MANAGEMENT SYSTEM main window menu bar, select Network Services

- DHCP Generation.

2. | Select the VitalQIP Remote server from the DHCP Server List and set Push Type to “Server”.

Click on “OK”.

DHCP Generation

DHCP Server List

Verify that the Push Directory matches the Default Directory configured in Section 3.1 Step 8.

Server Mame

dev ~LUCENT DHCF 5.4

—Push Typ

" Screen f* Server = Debug

Push Directory
’7 Directory: cgiptdhcp

3. | Click on “OK” in the informational pop-up window.

IP Management

X

\il) DHCP Files For "devconne-gmaprf. devconnect. com” generated successfully,

4. | From the QIP MANAGEMENT SYSTEM main window menu bar, select Network Services
-> DNS Generation.
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Step Description

5. | Select the VitalQIP Remote server from the DNS Server List and configure the following:
e Type —setto “Update”.

e Target Zones — set to “All Zones”.

e Destination — set to “Server”.

Verify that the Destination Default Directory matches the Default Directory configured in
Section 3.1 Step 10. Click on “OK”.

Il DNS Generation x|

DNS Server List

Mame /
.

Server Address

~Tvp

= Configuration & Data {* Update
— Target Zon

f* Al Zones " Changed Zones Only " Selected Zones Only
—Destination

(" Screen i Lacal % Server

Diefault Directany: |c:'\qipthamed

6. | Click on “OK” in the informational pop-up window.

Il IP Management |

\il_) DS Files For "devconne-gmeprf . devoonnect. com” generated successFully,
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4. Configure Lucent Technologies DHCP and DNS Servers

The Lucent DHCP Server and Lucent DNS Server configuration is performed during installation
and is beyond the scope of these Application Notes. Please see reference [3] for further details.
The only information required from these Application Notes for the installation is the IP address
of the VitalQIP Enterprise server.

5. Configure Avaya 4600 Series IP Telephones

Step Description
1. | With the telephone powered and on-hook idle, press the MUTE button and then press the
following keys in sequence on the dialpad: 73738# (RESET#).
2. | When prompted to “Reset Values?”, press the # key. This will reset any previously assigned

values. When prompted to “Restart Phone?”, press the # key. The telephone will automatically
obtain configuration information from the DHCP and file servers.

6. Interoperability Compliance Testing

The interoperability compliance testing included feature and serviceability testing. The feature
testing evaluated the ability of Lucent VitalQIP, Lucent DHCP Server, and Lucent DNS Server
to provide DHCP and DNS services in an enterprise network containing Avaya IP telephones
and Avaya Media Servers. The serviceability testing introduced failure scenarios to see if
VitalQIP, Lucent DHCP Server, and Lucent DNS Server continue to provide DHCP and DNS
services after failure recovery.

6.1. General Test Approach
The main objectives were to verify that:

VitalQIP and the Lucent DHCP Server provide correct IP and Avaya-specific
information to Avaya IP telephones configured as DHCP clients on different subnets and
VLANS.

Avaya IP telephones successfully renew their leases from the Lucent DHCP Server after
lease expiration.

Avaya IP telephones successfully obtain new DHCP information from the Lucent DHCP
Server after moving to a different subnet or VLAN.

VitalQIP and the Lucent DNS Server correctly resolve DNS queries for Avaya Media
Server IP addresses and hostnames.

VitalQIP, the Lucent DHCP Server, and the Lucent DNS Server continue to provide
DHCP and DNS services after recovery from failures such as cable pulls and device
resets.
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6.2. Test Results
The test objectives of Section 6.1 were verified.

7. Verification Steps
The following steps may be used to verify the configuration:

e From the VitalQIP Enterprise server, ping the VitalQIP Remote server and verify
connectivity.

e From each subnet/VVLAN, ping the VitalQIP Remote server and verify connectivity.

e On the VitalQIP Enterprise server and the Lucent DHCP Server, verify that the address
scopes and associated address ranges and options are specified correctly.

e On each subnet/VVLAN, power on an Avaya IP telephone and verify that the telephone
acquires the correct configuration information.

e On the VitalQIP Enterprise server, verify the leased IP addresses.

e Verify that calls may be placed between the Avaya IP telephones.

e Verify that nslookups on the IP addresses and hostnames of the Avaya Media Servers are
resolved correctly.

8. Support

For technical support on Lucent Technologies VitalQIP products, consult the support pages at
http://www.lucent.com/support or contact Lucent Technologies customer support at (866) 582-
3688.

9. Conclusion

These Application Notes described the procedures for configuring the Lucent Technologies
VitalQIP DNS/DHCP IP Management software, Lucent Technologies DHCP Server, and Lucent
Technologies DNS Server to manage DHCP and DNS services in an enterprise network
containing Avaya Media Servers and Avaya 4600 Series IP Telephones. VitalQIP centralizes the
administration of hostnames and IP addresses across Lucent DHCP/DNS servers in the enterprise
network. During compliance testing, a VitalQIP-managed Lucent DHCP server successfully
assigned IP and Avaya-specific parameters to Avaya 4600 Series IP Telephones in both VLAN
and non-VLAN network configurations. In addition, a VitalQIP-managed Lucent DNS server
successfully resolved DNS queries for hostnames and IP addresses of Avaya Media Servers.
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10. Additional References

Product documentation for Avaya products may be found at http://support.avaya.com.

[1] Administrator Guide for Avaya Communication Manager, Issue 2, February 2006, Document
Number 03-300509

[2] Avaya 4600 Series IP Telephones R2.3 LAN Administrator Guide, Issue 2.3, November 2005,
Document Number 555-233-507

Product information for Lucent Technologies VitalQIP products may be found at
https://support.lucent.com.

[3] VitalQIP Installation Guide Release 6.2, Issue Number 1, June 30, 2005

[4] VitalQIP User’s Guide Version 6.2, Issue Number 1, June 30, 2005

[5] VitalQIP Administrator Reference Manual Release 6.2, Issue 1, June 30, 2005
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©2006 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DeveloperConnection Program at devconnect@avaya.com.
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