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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) Trunking on an enterprise solution consisting of Avaya IP Office 9.0 and Avaya Session
Border Controller for Enterprise 6.3, to interoperate with EarthLink SIP Trunking.

EarthLink is a member of the Avaya DevConnect Service Provider program. The EarthLink
SIP Trunking service provides customers with PSTN access via a SIP trunk between the
enterprise and the EarthLink network, as an alternative to legacy analog or digital trunks. This
approach generally results in lower cost for the enterprise.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.

MAA,; Reviewed: Solution & Interoperability Test Lab Application Notes 1of6l
SPOC 02/04/2015 ©2015 Avaya Inc. All Rights Reserved. EarthL_IPO9SBCE



1. Introduction

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
trunking between the EarthLink SIP Trunking service and an Avaya SIP-enabled enterprise
solution. The Avaya solution consists of Avaya IP Office Release 9.0, Avaya Session Border
Controller for Enterprise (Avaya SBCE) Release 6.3 and various Avaya endpoints.

The EarthLink SIP Trunking service referenced within these Application Notes is designed for
business customers. Customers using this service with this Avaya enterprise solution are able to
place and receive PSTN calls via a broadband WAN connection and the SIP protocol. This
converged network solution is an alternative to traditional PSTN trunks such as analog and/or
ISDN-PRI.

2. General Test Approach and Test Results

A simulated enterprise site containing all the Avaya equipment for the SIP-enabled solution was
installed at the Avaya Solution and Interoperability Lab. The enterprise site was configured to
connect to the EarthLink SIP Trunking service via a broadband connection.

The configuration shown in Figure 1 was used to exercise the features and functionality tests
listed in Section 2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Testing was performed with IP Office 500 v2 R9.0, but it also applies to IP Office Server Edition
R9.0. Note that IP Office Server Edition requires an Expansion IP Office 500 v2 R9.0 to support
analog or digital endpoints or trunks.
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2.1. Interoperability Compliance Testing

To verify SIP trunking interoperability, the following features and functionality were covered
during the interoperability compliance test:

Response to SIP OPTIONS queries.

Incoming PSTN calls to various phone types. Phone types included SIP, H.323, digital
and analog telephones at the enterprise. All inbound PSTN calls were routed to the
enterprise across the SIP trunk from the service provider.

Outgoing PSTN calls from various phone types. Phone types included SIP, H.323,
digital, and analog telephones at the enterprise. All outbound PSTN calls were routed
from the enterprise across the SIP trunk to the service provider.

Inbound and outbound PSTN calls to/from Avaya IP Office Softphones.

Inbound and outbound PSTN calls to/from Avaya Flare® Experience for Windows
softphones.

Inbound and outbound PSTN calls to/from SIP remote workers using Avaya Flare®
Experience for Windows softphones.

Various call types including: local, long distance national, long distance international,
outbound toll free and local directory assistant.

Codecs G.729A and G.711MU

G.711 Fax.

Caller ID presentation and Caller ID restriction.

DTMF transmission using RFC 2833.

Voicemail navigation for inbound and outbound calls.

User features such as hold and resume, transfer, and conference.

Off-net call transfer, call forwarding and twinning.

The following functionality was not tested or it was not supported in the test configuration:

Inbound toll-free, Operator (0) and Operator-Assisted (0 + 10-digits) calls were not
supported in the testing environment.
Emergency calls (911) were supported but were not tested as part of the compliance test.
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2.2. Test Results

Interoperability testing of the EarthLink SIP Trunking service was completed with successful
results for all test cases with the observations and limitations described below:

Outbound call to a PSTN number that is “Busy” - On outbound calls from an
enterprise extension to a PSTN telephone that is busy, the caller hears “busy” tone, but no
“486 Busy Here” error code is sent by EarthLink to the enterprise. This limitation had no
user impact during the test, it is listed here simply as an observation.

No matching codec on outbound call - On outbound calls using codecs that are not
supported by the service provider, EarthLink responds with “503 Service Unavailable”
instead of the expected “488 Not Acceptable Here”. This limitation had no user impact
during the test, it is listed here simply as an observation.

DTMF Tone Support — In the reference configuration, the Avaya IP Office was
configured to use RTP events for DTMF support, by selecting RFC2833 under DTMF
Support on the SIP Line/ VolP tab. During testing, it was initially observed that
depending on the particular PSTN carrier in which the call arrived to EarthLink,
incoming calls to the enterprise occasionally showed in their SDP attributes of “inband”
DTMF support, while in other occasions they showed DTMF support as RTP events.
This inconsistency was reported to EarthLink. and resolved by configuration changes on
the EarthLink side. After these changes were made, all calls arrived to the IP Office
showing DTMF support as per RFC2833, using RTP events, payload type 101.

Blind Call Transfer of PSTN call to another PSTN endpoint, using REFER - On
PSTN calls that are blind transferred (transfer before answer) back to the network,
EarthLink responded to the REFER sent by the enterprise with “202 Accepted” followed
by a "491 Request Pending" embedded in a Notify message. The calls were transferred
successfully; however both trunks remain connected to IP Office for the complete
duration of the call. Consultative transfer (transfer after answer) of similar PSTN calls
worked properly. In this case, EarthLink sent a Notify containing a "200 OK", and the
two trunks to the IP Office were released.

Fax — T.38 fax is not supported by EarthLink. Fax was successfully tested using G711
pass-through mode.

SIP Header Manipulation — During the compliance test, EarthLink included on inbound
messages the “Alert-Info” and “Organization” headers. These headers had no
significance to the Avaya IP Office, and they were blocked in the Avaya SBCE by using
a Sigma Script. The script was additionally used to remove the “Remote-Address” header
used by the Avaya SBCE from outbound messages to the service provider. This header
has local significance only and should not be propagated on the SIP trunk to the service
provider.

2.3. Support

For technical support and contact information on the EarthLink SIP Trunking service offer, visit
http://www.earthlinkbusiness.com/
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3. Reference Configuration

Figure 1 illustrates the sample Avaya SIP-enabled enterprise solution, connected to the
EarthLink SIP Trunking service.
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Figure 1: Test Configuration

Note that for security purposes, all public IP addresses of the network elements and public PSTN
numbers shown throughout these Application Notes have been edited so the actual values are not
revealed.

The enterprise site contains the Avaya IP Office 500v2 with analog and digital extension
expansion modules, as well as a VCM64 (Voice Compression Module) for supporting VolP
codecs. The LANL1 port of Avaya IP Office is connected to the enterprise LAN. Endpoints
include Avaya 1600 and 9600 Series IP Telephones (with H.323 firmware), Avaya 1140E IP
Telephones (with SIP firmware), Avaya 1408 and 9508D Digital Telephones, analog telephones
and PCs running Avaya IP Office Softphone and Avaya Flare® Experience for Windows.

The site also has a Windows PC running Avaya IP Office Manager to configure and administer
the Avaya IP Office system, and Avaya VVoicemail Pro providing voice messaging service to the

MAA,; Reviewed: Solution & Interoperability Test Lab Application Notes 5 of 61
SPOC 02/04/2015 ©2015 Avaya Inc. All Rights Reserved. EarthL_IPO9SBCE



Avaya IP Office users. Mobile Twinning is configured for some of the Avaya IP Office users so
that calls to these users’ extensions will also ring and can be answered at the configured mobile
telephones.

Located at the edge of the enterprise, the Avaya SBCE has two physical interfaces. Interface B1
was used to connect to the public network, while interface Al was used to connect to the private
enterprise infrastructure. All signaling and media traffic entering or leaving the enterprise flows
through the Avaya SBCE, in this way protecting the enterprise against any SIP-based attacks.
The Avaya SBCE also performs network address translation at both the IP and SIP layers.

Additionally, the reference configuration included the support for IP Office soft-clients in a
remote worker environment. This functionality was introduced with the software releases of
Avaya IP Office 9.0 and Avaya SBCE 6.2. A remote worker is a SIP endpoint that resides in the
untrusted network, registered to the IP Office at the enterprise via the Avaya SBCE. Remote
workers feature the same functionality as any other endpoint at the enterprise. The Avaya Flare®
Experience for Windows soft-client was used for this purpose. For security, remote workers used
Transport Layer Security (TLS) as the signaling protocol and Secure Real Time Protocol (SRTP)
for the media.

The configuration tasks required to support remote workers are beyond the scope of these
Application Notes; hence they are not discussed in this document. Consult [10] in the Additional
References section for more information on this topic.

In an actual customer configuration, the enterprise site may include additional network
components between the service provider and the Avaya IP Office system, such as routers or
data firewalls. A complete discussion of the configuration of these devices is beyond the scope of
these Application Notes. However, it should be noted that all SIP and RTP traffic between the
service provider and the Avaya IP Office system must be allowed to pass through these devices.
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Component | Version

Avaya

Avaya IP Office 500v2 9.0.400.965
Avaya IP Office Digital Expansion Module 9.0.400.965
DCPx16

Avaya IP Office Manager 9.0.4.0.Build 965
Avaya IP Office Voicemail Pro 9.0.400.18
Avaya Session Border Controller for Enterprise 6.3.000-19-4338
Avaya 1608 IP Telephone (H.323) 1.3 SP3

Avaya 9640 IP Telephone (H.323) Avaya one-X Deskphone Edition 3.2
Avaya 1140E IP Telephone (SIP) 04.04.14.00

Avaya Digital Telephone 1408 38.0

Avaya Digital Phone 9508 0.55

Avaya IP Office Softphone 3.2.3.49.68975
Avaya IP Office Flare Experience for Windows 1.1.4.23
EarthLink

Metaswitch Softswitch 7.4

Oracle SBC — Net-Net 4500 SCX6.3.0 MR-5 Patch 1

MAA; Reviewed:
SPOC 02/04/2015

Solution & Interoperability Test Lab Application Notes
©2015 Avaya Inc. All Rights Reserved.

7 of 61
EarthL_IPO9SBCE



5. Configure IP Office

This section describes the Avaya IP Office configuration necessary to support connectivity to the
EarthLink SIP Trunking service. Avaya IP Office is configured through the Avaya IP Office
Manager PC application. From the PC running IP Office Manager, select Start = Programs -
IP Office = Manager to launch the application. Navigate to File = Open Configuration (not
shown), select the proper Avaya IP Office system from the pop-up window, and log in using the
appropriate credentials.

[l Avaya IP Office Manager

File  Edt view Tools Help

LE-HIBEE A S22
IP Offices

ER WG] + select 1P Office: 9 [=] B3
[H-¢# Operator

Mame | IP Address | Type | Yersion | Edition |
Release 9.0

1PS00_2 (wSBCE) 10.5.5.150 IPS00YZ  9.0.4.0 buld 965 IP Office

Configuration Service User Login

1P Office: IPS00_2 (wWSBCE) - IP 500 Y2

Service User Hame I

Service User Password I

{o]¢ I Cancel Help

TCP Discovery Progress

Unit/Broadcast Address

10.5.5.150 < Refresh O I Cancel

A management window will appear similar to the one shown in the next section.

The appearance of the IP Office Manager can be customized using the View menu. In the
screens presented in this section, the View menu was configured to show the Navigation pane on
the left side and the Details pane on the right side. These panes will be referenced throughout the
Avaya IP Office configuration.

Standard feature configurations that are not directly related to the interfacing with the service
provider are assumed to be already in place, and they are not part of these Application Notes.
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5.1. Licensing

The configuration and features described in these Application Notes require the IP Office system
to be licensed appropriately. If a desired feature is not enabled or there is insufficient capacity,
contact an authorized Avaya sales representative.

In the reference configuration, IP500_2 (WSBCE) was used as the system name. To verify that
there is a SIP Trunk Channels License with sufficient capacity, navigate to IP500_2 (WSBCE) in
the Navigation pane and select License. Confirm that there is a valid license with sufficient
“Instances” (trunk channels) in the Details pane.

IP Offices

BOOTP (8)
Operator {3}
IPS00_2 (Ww3BCE)

License |REITIDtE Server |

PLDS Host 1D 1115

& “ System (1) Feature | License Ke: | Instances | Stakus | Expiry Date | SOurce | -
B Line (13) TPSec Tunneling OtxcaGo3EUIRvAPZWIWr. . 255 Valid Never A0 Nodal
[H--<2 Control Unit (4) Froactive Reporting tawWb VL Sd@glvHiEaspS... 255 Valid Never ADI Nodal
[#]--4 Extension (47) Report Yiewer Hwxd0IyvIvRIhd7ARsTAK... 255 WYalid MNewver ADI Nodal
- z User (49 IPS00 Voice Metworking Channels ynBHHUBREYGoIKrgpz0l... 255 Valid Mewer ADI Modal
| “ Group (1) IPS00 Voice Metworking Channels 4 Valid MNever ADIL Nodal
-8 Short Code (65) Wi Chan IMlgratlon I |

k Cha E T T

@ Service (1) TPS00 Universal PRI (Additional chan... nqWAZoSGtojwABE_WEC,., 255 Yalid Never ADI Nodal
ol RAS (1) RAS LRQ Support (Rapid Response)  olc2oPmvADImOgObKEm. .. 255 Yalid Never ADI Nodal
(- Incoming Call Route (4) 1P Office Dealer Support - Standard E... PX2D74gwlKebFHMaQUrr... 255 Valid Mever ADI Nodal
@ﬂ WAl Port (00 IP Office Dealer Suppart - Profession,..  FUMSFYmhLY_9na92GYM... 255 Yalid Mewer ADI Nodal
= Directary (0) IP Office Distributor Suppart - Standa,,,  6tlo8RSvAsPYngHsKM3A,.,, 255 Yalid Mewer ADI Nodal
Tine Profie (0) P OfficabDistributor Support - Profes... kGXNo\SqQN?XIcSV;EU,nQ‘.. 255 Va}is Newver ADL No:a}
» ) UMS Web Services 3UUSIPExDs9NVbabkOzl.,,, 255 Wi Newer ADI Modal
g g ;r:v;z!:g;de m Customer Service Agent FAMEQbS4gsall0pSiqyl_c... 255 Yalid Mewer ADI Nodal
Third Party APT YrHrbxBcAXggFbuYknMF.,, 255 Yalid Mewer ADI Nodal
#m Account Code (0] Software Upgrade 255 g4Coxrd@ds1 Zl2udkeoan, 1 alid Mever ADI Modal
-y, License (74) one-¥ Portal For IP OFfice LyahZn@pdvoMalM_k@ed,, 255 valid Never ADI Modal
& Tunnel (0} Avaya IP endpoints pryEWRmMIStzBDbwGgeM,,, 255 Yalid Mewer ADI Nodal
8 & 3 User Rights (8) Customer Service Supervisor démGkxoVQIdOGAIgERD.,, 255 Walid Mever ADL Nodal
- ARS (1) EsTent\ali:dltlon Additional Voicemail ... VtcmedngSQahSt‘;QErlw... 255 Va}ls Mever ADL No:a}
- Telewarker K ICosENMNSSHWb@gK,.. 255 ali Mewver ADI Nodal
" RAS Lacation Request (0) Mobile Warker Q¥agqCvtdDoUg¥rkGFe.,, 255 Yalid Never ADI Nodal
-5 Location {0 Prwer | lsgr AN FI ALZ3A7 WS o5 alid Heser ADT Mndal
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5.2. LAN Settings

In the sample configuration, the LAN1 port was used to connect the IP Office to the enterprise
network. To access the LAN1 settings, first navigate to IP500_2 (WSBCE) ->» System (1) in the
Navigation pane and select the LAN1 > LAN Settings tab in the Details pane. Set the IP
Address and IP Mask fields to the IP address and subnet mask assigned to the Avaya IP Office
LANL1 port. All other parameters should be set according to customer requirements.

IP Offices B IP500_2 (wSBCE)

B l{ BOOTP (82 ; Systern  LANL |LAN2 I DNS I Yoicemail I Telephaony I Directaory Services I Systemn Events I SMTP I SMDR I Twinning
# Operator (3

-2 IPS00_2 (wSBCE)
[+]--5=p Syskem (1)
-7 Line (19)

[+ Contral Unit (4}
[+]--4 Extension {47)
[
[4
[

LAM Settings |VDIP I Metwork Topology I

1P Address [ . 5 . 5 .m0

IP Mask. |255 255 .28 . 0

]ﬂ User (49 Primary Trans, IP Address ID .0 .0 .0

]15; Group (1)

@3¢ Short Code (55) RIP Maode INone j
@ SerViE:e)(D) ™ Enable AT
- alfg RAS {1
[]...Q Incaming Call Route (41 Mumnber CF DHCP IP Addresses |2DD 3:

) Whn Port (0) DHCP Made

--am Directary (0)

71 Time Profile {0) " Server  Clienk " Digin ' Disabled Advanced |

E]---@ Firewall Profile (1)

On the VolIP tab in the Details pane, the H323 Gatekeeper Enable box is checked to allow the
use of Avaya IP Telephones with the H.323 protocol, such as the Avaya 1600 and 9600 Series IP
Telephones present in the sample configuration. The SIP Trunks Enable box must be checked
to enable the configuration of SIP trunks on this interface. The SIP Registrar Enable box is
checked to allow the registration of Avaya 1140E Telephones and the Avaya Flare® Experience
and Avaya IP Office Softphones using the SIP protocol. On the Domain Name field, the local
SIP registrar domain name sil.miami.avaya.com was used. This domain name will need to be
configured on the SIP endpoints in order to register with the system. On the Layer 4 Protocol
section, the default UDP, TCP and TLS protocols and ports were used.

LAM Settings  ¥oIP |Netwnrk Topalogy |

W Hazs Gatekeeper Enable

[™ Auko-creake Extn ™| Auto-creats User " H323 Remate Extn Enable

¥ SIP Trunks Enable

o sip Registrar Enable

[ Auto-create ExtnfUssr " s5IP Remate Extn Enable

Domain Mame

Layer 4 Protocal

Challenge Expiry Time (secs)

Isil.miami.avaya.cnm

W Lpp T T |
W 1cp TPt [s0a 0 =
M 1s nsPort [sosr 0 =

Femate LIDP Port ISDE.D 3:
Remaote TCP Part |5|:|6|:| 3:
Remaote TLS Port |5|:|61 3:
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The RTP Port Number Range can be customized to a specific range of receive ports for the
RTP media. Based on this setting, Avaya IP Office would request RTP media be sent to a UDP
port in the configurable range for calls using LANL1.

Avaya IP Office can also be configured to mark the Differentiated Services Code Point (DSCP)
in the IP header with specific values to support Quality of Services policies for both signaling
and media. The DSCP field is the value used for media and the SIG DSCP is the value used for
signaling. The specific values used for the compliance test are shown in the example below.

All other parameters should be set according to customer requirements.

LAM Settings  YoIP |Network Topalogy |

—RTP

—Part Nurmber Range

Minimum |49152 5: Maximurm |53246 3:
—Port Number Range (MAT)
Minirnurn |49152 3: Maxirnurn |53246 3:
¥ Enable RTCP Manitaring an Paort S005
—keepalives
Scope IDisabIed j Periodic timeout ID
Initial keepalives IEnabIed
—DiffSery Settings
IBB 3: DSCP{Hex) IBB 3: Yideo DSCP{Hex) |FC DSCP Mask (Hex) |8 515 DSCP (Hex)

SPOC 02/04/2015
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On the Network Topology tab in the Details pane, configure the following parameters:

e Select the Firewall/NAT Type from the pull-down menu to the option that matches the
network configuration. Since no network address translation (NAT) was used in the
compliance test, the parameter was set to Open Internet. With this configuration, settings
obtained by STUN lookups are ignored. The IP address used is the one assigned to the
interface.

e Set Binding Refresh Time (seconds) to 300. This value is used to determine the
frequency at which Avaya IP Office will send SIP OPTION messages to the service
provider.

e Set Public Port to 5060 for UDP.

e Defaults were used for all other fields.

LAM 5ettings| yoIP  Metwork Topology |

— Metwork Topology Discovery

STUM Server Address [60.90. 168,13 STLIN Port |34—,-3 =]

Firewall/NAT Type IOpen Internet j

Binding Refresh Time (seconds) 300

Public IP Address ID 0.0 .0 Rum STLM | Cancel |
Public Park

LIDP |5|:|5|:| 32

TCP

LS

= =
an a0

™ Run STUM on skarbup
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5.3. System Telephony Settings

Navigate to the Telephony = Telephony Tab in the Details Pane. Choose the Companding
Law typical for the enterprise location. U-Law was used. Uncheck the Inhibit Off-Switch
Forward/Transfer box to allow call forwarding and call transfers to the PSTN via the SIP trunk
to the service provider.

= IP500_2 (wSBCE)

system | Lant | Lanz | DM | voicemail  Telephony |Directory Services | System Events | SMTP | sMOR | Twinning | veM | cor | Coders | accs |

Telephoriy |Park&Page I Tones & Music I Ring Tones I S I Call Log | TUI |

— Analogue Extensions Companding Law
Swikch Line
Default Outside Call Sequence INDrmaI j
Diefault Inside Call Sequence IRing Type 1 j & ULaw & UHLawline
Default Ring Back Sequence Ring Type 2 hd
g 4 I ekl J  Alaw  A-law Line
Restrict Analogue Extension Ringer Yoltage -

Dial Delay Time {secs) I Dss status

Dial Delay Count ¥ auko Hold

=
Default No Answer Time (secs) 15 ¥ | Dial By Ware

W
Hald Timeaut (secs) ¥ Show Account Code

Frih T (Eees 200 [ Inhibit OFF-Switch Forward/Transfer

™ Restrict Metwark Interconnect

oadal ol

Ring Delay (secs)

r Drop External Only Impromptu Conference
all Priority Promotion Time (secs)  |Disabled

r Wisually Differentiate External Call
Default Currency ush -

Drefault Mame Priority IFavor Trunk *I
IMedia Connection Preservation IDisabIed "l

r Unsupervised Analog Trunk Disconnect Handling
v High Quality Conferencing

™ strict 1P

v Digital/analogue Auto Create User
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5.4. Twinning Calling Party Settings

Navigate to the Twinning tab on the Details Pane. Uncheck the Send original calling party
information for Mobile Twinning box. This will allow the Caller ID for Twinning to be
controlled by the setting on the SIP Line (Section 5.7). This setting also impacts the Caller ID
for call forwarding.

IP500_2 (WwSBCE)

system | Lant | Lanz | oS | voicemail | Telephony | Divectory Services | System Events | sMTP | sMDR  Twinning | ycp

™ Send original calling party infarmation For Mobile Twinning

Zalling party information for I
Mobile Twinning

5.5. System Codecs Settings

Navigate to the Codecs tab in the Details Pane. The RFC2833 Default Payload field allows the
manual configuration of the payload type used on SIP calls that are initiated by the IP Office.
The default value 101 was used. The list of Available Codecs shows all the codecs supported by
the system, and those selected as usable. The Default Codec Selection area enables the codec
preference order to be configured on a system-wide basis. The buttons between the two lists can
be used to move codecs between the Unused and Selected lists, and to change the order of the
codecs in the Selected codecs list. By default, all IP (SIP and H.323) lines and extensions will
use this system default codec selection, unless configured otherwise for a specific line or
extension. Click OK (not shown) to save any changes made to any of the various System tabs.

B IPS00_2 (wSBCE)

System | Lant | Lanz | oms | voicemai | Telephony | Directory Services | System Events | sMTe | sMDR | Twinning | wom | oo Codecs |

RFC2833 Default Payload f101 =
— Available Codecs —Default Codec Selection
—Unused ————— —Selected
3,711 ULAW 64K @, 723.1 ek3 MP-MLQ 2 G711 ULAYW 64K
G711 ALAW 64K G711 ALAW B4R
D 5,727 64K 5.729(a) 8k C5-ACELP

5.729(a) 8K C5-ACELP
5.723.1 6K3 MP-MLO

<5

=

]

MAA,; Reviewed: Solution & Interoperability Test Lab Application Notes 14 of 61
SPOC 02/04/2015 ©2015 Avaya Inc. All Rights Reserved. EarthL_IPO9SBCE



5.6. IP Route

In the reference configuration, the IP Office LANL1 interface and the private interface of the
Avaya SBCE resided on the same subnet, so an IP route was not necessary. In an actual customer
configuration, these two interfaces may be in different subnets, and in that case an IP route
would need to be created to specify the IP address of the gateway or router where the IP Office
needs to send the packets, in order to reach the subnet where the Avaya SBCE is located.

To create an IP route, on the left navigation pane, right-click on IP Route. Select New (not
shown).

e Setthe IP Address and IP Mask of the subnet of the private side of the Avaya SBCE, or
enter 0.0.0.0 to make this the default route.

e Set Gateway IP Address to the IP Address of the default router in the IP Office subnet.

e Set Destination to LAN1 from the pull-down menu.

e Click OK (not shown) to save any changes.

E 0.0.00 - X[ v =

TP Reute |

IP Address ID .0 .0 .0

1P Mask: fo .0 .0 0

Gateway IP Address | m . 5 . 5 . 254

Destination fLan1 |

Metric o =
r Proxy ARP
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5.7. Administer SIP Line

A SIP line is created to establish the SIP connection between the Avaya IP Office and the private
interface of the Avaya SBCE. This line will carry outbound and inbound traffic between to and
from the service provider. The recommended method for configuring a SIP Line is to use the
template associated with these Application Notes. The template is an .xml file that can be used
by IP Office Manager to create a SIP Line. Follow the steps in Section 5.7.1 to create the SIP
Line from the template.

Some items relevant to a specific customer environment are not included in the template or may
need to be updated after the SIP Line is created. Examples include the following:

IP addresses

SIP Credentials (if applicable)

SIP URI entries

Setting of the Use Network Topology Info field on the Transport tab.

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary
after the SIP Line is created via the template. The resulting SIP Line data can be verified against
the manual configuration shown in Sections 5.7.2 - 5.7.5.

Also, the following SIP Line settings are not supported on Basic Edition:

e SIP Line — Originator number for forwarded and twinning calls
e Transport — Second Explicit DNS Server
e SIP Credentials — Registration Required

Alternatively, a SIP Line can be created manually. To do so, right-click Line in the Navigation
Pane and select New - SIP Line. Then, follow the steps outlined in Sections 5.7.2 —5.7.5.
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5.7.1. SIP Line From Template
Complete the following steps to create a SIP Line from the template associated with these

Application Notes:

1. Copy the template file to the computer where IP Office Manager is installed. Rename the
template file to US_EarthLink_SIPTrunk.xml. The file name is important in locating the

proper template file in Step 5.
2. Verify that template options are enabled in IP Office Manager. In IP Office Manager,
navigate to File = Preferences. In the IP Office Manager Preferences window that

appears, select the Visual Preferences tab. Verify that the box is checked next to Enable

Template Options. Click OK.

Ican Size ISmaII j

W mMultiline Tabs
¥ Enable Template Cptions

i# 1P Office Manager Preferences

Preferences | Cirectaries | Discowery  Yisual Preferences |5&curity| '-.-'aliu:lati-:unl

i)

CIE

| Zancel |

3. Import the template into IP Office Manager. From IP Office Manager, select Tools >

Import Templates in Manager. This action will copy the template file into the IP Office
template directory and make the template available in the IP Office Manager pull-down

menus in Step 5. The default template location where the template will be copied is
C:\Program Files\Avaya\lP Office\Manager\Templates.

IPS00_2 (wSBCE)
- |3

IP Office!

=& BOOTR (3)
H-ie Operatar (3)
JIPS00_Z {wSBCH
%0 Syskem (1)
9 Line (19)
“» Zonkrol Unit

[

Extension Renumber, .,
Line Renumber. ..

Connect To..,

ﬁ Avaya IP Office Manager IP500_2 (wSBCE) [9.0.400.965] [Administrator{Administrator)]

File  Edit  Wiew | Tools | Help

WSBCE) -

IPS00_2 (wSBCE)
Expart 3

I Woicemail I Telephorey I Direckory Services I System Events I SMTP

SCH Service User Management
Busy on Held Validation

M3M Configuration

|IP5|:||:|_2 {wWSBCE)

Print Bukton Labels

@ Extension §
: Lser (49)

Impaort Templates in Manager |

& Systerm under special control

:ﬁ Group 1)
[ @ Short Code (65)

Locale

Lacation
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In the pop-up window (not shown) that appears, select the directory where the template file was
copied in Step 1. After the import is complete, a final import status pop-up window (not shown)
will appear stating success or failure. Click OK (not shown) to continue. If preferred, this step
may be skipped if the template file is copied directly to the IP Office template directory.

4. To create the SIP Trunk from the template, right-click on Line in the Navigation Pane,
then navigate to New = New SIP Trunk From Template.

IP Offices PRI 24 {Universal) - Line 1

-

R BoOTP (8) PRI 24 Line IChanneIsl
¢« Operator (3)
IPS00_Z (wSECE) Line Mumber IUl Line SubType IPRI j

1 Mew '| H323 Line

R m ‘ i Chrs IP DECT Line min IIn Service

~ SIP Li
i Ext{ 52 Copy ChrC ne brvider ILocaI Telco

o§ Uss Paste el SiLine
il Grof SIP DECT Line
75 Delete Chrl+Del
\/

(-5

Validate Mews SIP Trunk From Template |

[H-adfy RAS Conmect To... Chrl+T

[+ Inc
_____ g Wa Mews from Template (Binary) a1 j

a8 Dire Change Universal PRI Card Line Twpe e j

{7 Time Prafie (0]

-y Firewall Profile (1) | Send Redirecting Mumber r

5. Inthe subsequent Template Type Selection pop-up window, select United States from
the Country pull-down menu and select EarthLink from the Service Provider pull-
down menu as shown below. These values correspond to parts of the file name created in
Step 1 (US_EarthLink_SIPTrunk.xml). Click Create new SIP Trunk to finish creating

the trunk.
il Template Type Selection M= E3
Lacale | Urited States [US English] =]
Countm
Service Provider IEarthLink j I Digplay Al
Create news SIP Trunk | Cancel

6. Once the SIP Line is created, verify the configuration of the SIP Line with the
configuration shown in Sections 5.7.2 — 5.7.5.
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5.7.2. SIP Line Tab
On the SIP Line tab in the Details Pane, configure (or verify) the parameters as shown below:

e Set the ITSP Domain Name to the IP address of the private interface of the Avaya
SBCE.

e Check the In Service box.

e Check the Check OOS box. With this option selected, IP Office will check the
responses to SIP OPTIONS messages sent to the service provider to determine the
operational status of the SIP Line.

e Set Send Caller ID to Diversion Header. With this setting, Avaya IP Office will include
the Diversion Header for calls that are redirected via Call Forward or Mobile Twinning
out the SIP Line to EarthLink.

e Check the REFER Support box. Select Always for both Incoming and Outgoing to
enable the IP Office to send REFER headers for transferred and forwarded calls that are
routed back to the PSTN.

e Default values may be used for all other parameters.

B SIP Line - Line 17
SIF Line |Transpc-rt| sP URL|vaIP | 738 Fax| StP Credentials|

Line Murmber Il? 33

ITSP Dormain Marne IlD.5.5.152 In Service I~
LIRI Type |1P =]

Prefix | Check 005 7

ational Prefix ID Call Routing Method IRequest LRI ﬂ
Crriginator number For

Country Code I forwarded and twinning calls I

International Prefix IDD Mame Priority ISystem Drefault j

Send Caller ID IDiversion Header j Caller ID from From header [

Association Method IBy Source IP address j Send From In Clear o
User-Agent and Server I
Headers
Service Busy Response |486 - Busy Here j
Action on CAC Location Limnit I.ﬂ.llow Yoicemail j

¥ REFER Support

Incoming IAIways j

Qutgoing I.ﬁ.lways ﬂ
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5.7.3. Transport Tab
Select the Transport tab and set the following:

e Setthe ITSP Proxy Address to the IP address of the private interface of the Avaya

SBCE.
e Setthe Layer 4 Protocol to UDP.
e Set Use Network Topology Info to LAN1 as configured in Section 5.2.
e Set the Send Port to 5060.
e Default values may be used for all other parameters.

SIF Line Transport |SIP URI|volP |T38 Fax|SIP Credentials|

ITSP Prowy Address [10.5.5.152

=) SIP Line - Line 17

Tebwwork Configur ation

Layer 4 Protacol 3 x| sendport [s0en =
IJse Metwork Topology Info ILP.N 1 j Lisken Port ISDED ﬁ
Explict DNSServers) |0 . 0 . 0 . 0 |0 .0 .0 .0

Calls Route via Registrar v

Separake Registrar I
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5.7.4. SIP URI Tab

A SIP URI entry needs to be created to match each number that Avaya IP Office and the service
provider will accept on this line. Select the SIP URI tab, click the Add button and the New
Channel area will appear at the bottom of the pane. In the example screen below, a previously
configured entry was edited to use the parameters shown below:

Set Local URI, Contact, Display Name and PAI to Use Internal Data. This setting
allows calls on this line that have a SIP URI that matches the number set in the SIP tab of
any user as shown later in Section 5.8.

Under Registration, select 0: <None> from the pull-down menu. EarthLink did not
require SIP trunk registration.

Associate this line with an incoming line group by entering a line group number in the
Incoming Group field. This line group number will be used in defining incoming call
routes for this line. Similarly, associate the line to an outgoing line group using the
Outgoing Group field. The outgoing line group number is used in defining short codes
for routing outbound traffic to this line. For the compliance test, a new incoming and
outgoing group 17 was defined that only contains this line (line 17).

Set Max Calls per Channel to the number of simultaneous calls to be allowed on the SIP
trunk using this SIP URI pattern.

R — . .
= SIP Line - Line 17
SIP Line| Transport SIP URL |u-:1P | 738 Fax|sP Credentials|

Channel | Groups | Wia | Local LRI | Contack | Display Mame | Pal | Cre &dd,,,

1 17 17 1. 0«

Remaove |
Edit. .. |

—Edit Channel
Wi f10.5.5.150 LI
Local URI s Internal Diata j LEE'I
Conkack IUse Internal Data j
Display Marme IUSE Internal Data j
pal IUse Internal Data j
Registration IEI: <Mone > j
Incoming Group Il?—
Dubgaing Group Il?—
Max Calls per Channel m
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Additional SIP URIs may be required to allow inbound calls to numbers not associated with a
user, such as a short code. These URISs are created in the same manner as shown previously,
with the exception that the incoming DID number is entered directly in the Local URI, Contact,
and Display Name fields, and only the Incoming Group needs to be associated to the SIP line.

5.7.5. VoIP Tab

Select the VoIP tab to set the Voice over Internet Protocol parameters of the SIP line. Set the
parameters as shown below:

¢ In the sample configuration, the Codec Selection was configured using the Custom
option, allowing an explicit ordered list of codecs to be specified. The buttons allow
setting the specific order of preference for the codecs to be used on the line, as shown.
During the compliance test, G729A and G711U, in this order of preference, were the
codecs supported by EarthLink.

e Set Fax Transport Support to G711.

e Setthe DTMF Support field to RFC2833. This directs Avaya IP Office to send DTMF
tones using RTP events messages as defined in RFC2833.

e Check the Re-invite Supported box to allow for codec re-negotiation in cases where the
target of an incoming call or transfer does not support the codec originally negotiated on
the trunk.

e Check the PRACK/100rel Supported box, to advertise the support for provisional
responses and Early Media to the service provider.

e Default values may be used for all other parameters.

B SIP Line - Line 17

SIP Line| Transport | s1p URI YoIP |T38 Fax| 5P cCredentials|
[ yoIP Silence SuUppression

™ Allow Direct Media Path

Codec Selection Cuskom A
I J ¥ Re-invite Supported
—dnused ——————————— —Selected -
G711 ALAW 64K ns G.729(a) Bk C5-ACELR Codec Lockdown

G.723.1 6K3 MP-MLQ G711 LLAW G4k

¥ PRACK/100rel Supparted
™| Farce direct media with phones

B [ G711 Fax ECAM

S

NIEIAEE

Fax Transport Suppork IG..'-"ll j
Locakion ICIoud j
Call Initiakion Timeouk (s) |4 5:
DTMF Support RFCo833 =l
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5.8. Users

Configure the SIP parameters for each user that will be placing and receiving calls via the SIP
line defined in Section 5.7. To configure these settings, navigate to User in the left Navigation
Pane and select the name of the user to be modified. In the example below, the name of the user
is Extn 1102dcp. Select the SIP tab in the Details Pane.

The values entered for the SIP Name and Contact fields are used as the user part of the SIP URI
in the From and Contact headers for outgoing SIP trunk calls. In addition, these settings are used
to match against the SIP URI of incoming calls without having to enter this number as an explicit
SIP URI for the SIP line (Section 5.7.4). The example below shows the settings for user
“Extn1102dcp”. The SIP Name and Contact are set to one of the DID numbers assigned to the
enterprise by EarthLink. The SIP Display Name (Alias) parameter can optionally be configured
with a descriptive name. Click OK (not shown) to save any changes.

IP Offices = Extn1102dcp: 1102
“_ System (1) d User | Yoicemail | DND I Shart Codes | Saource Murnbers I Telephony | Farwarding | Dial In | Yoice Recording
#-F7 Line (19
T ' Clz:t(rul Lnit @ Announcements  SIP Personal Directory
[zl Extension (47) SIP Name [sm0001 234
@ User (49)
i g MaUser SIP Display Mame (Alias) IExtnl 102dcp
Conkact |soB0001234
. § 1103 Extn1103dcp I &nenymous
LB 11nd Eviniing
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5.9. Incoming Call Route

Incoming call routes map inbound DID numbers on a specific line to internal extensions, hunt
groups, short codes, etc., within the IP Office system. Incoming call routes are defined for each

DID number assigned by the service provider.

In a scenario like the one used for the compliance test, only one incoming route was needed,
which allowed any incoming number arriving on the SIP trunk to reach any predefined extension
in the IP Office. The routing decision for the call is based on the parameters previously
configured for the SIP URI (Section 5.7.4) and the users SIP Name and Contact, already
populated with the assigned EarthLink DID numbers (Section 5.8)

To add a new incoming call route, from the left Navigation Pane, right-click on Incoming Call
Route and select New (not shown). On the Details Pane, under the Standard tab, set the
parameters as show below:

e Set Bearer Capacity to Any Voice.

e Setthe Line Group Id to the incoming line group of the SIP line defined in Section 5.7.
e Default values may be used for all other parameters.

IP Offices =

Standard |'u'l:|ice Recording | Destinations |

& & BOOTR ()

-5 Operator (3)
-3y IPSO0_Z (WSBCE)
[#]-5%0 Systemn (1)
[ Line (19)
[#-==» Contral Unit (4)
[+ Extension (47)
B-§  User (49)
[+ Group (1)
- short Code (65)

----- B Service (0

-4 RAS (1)

[]...e Incoming Call Route (4)
..... E8 wan Port (0)

----- @ Directory (0)

..... £ Time Prafile (0)

F-8) Firewall Profile (1)
+-Jll IP Route (3)

----- #m Account Code (0)

----- e License (74)

Bearer Capability

Line Group ID
Incoming Mumber
Incoming Sub Address
Incoming CLI

Locale

Priority

Tag

Hold Music Source

Ring Tone Cwverride

fany voice =]
|7 [
|
|
|
| I
f1-Law |
|
| svstem Source =l
frione |
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Under the Destinations tab, enter “.” for the Default VValue. This setting will allow the call to be
routed to any destination with a value on its SIP Name field, entered on the SIP tab of that User,
which matches the number present on the user part of the incoming Request URI.

Standard I Voice Recording  Destinations |

TimePrafile Destination Fallback Extension

3 Default Value . j j

Additional incoming call routes may be required to allow inbound calls to numbers not
associated with a user, such as a short code. These routes are created in the same manner as
shown, with the exception that the incoming DID number is entered directly in the Incoming
Number field on the Standard tap, and the specific destination (short code, etc.) needs to be
entered on the Default Value field of the Destinations tab. Click OK (not shown) to save any
changes.

5.10. Short Code

Avaya IP Office uses Automatic Route Selection (ARS) to route outbound traffic to the SIP line.
A short code is needed to send the outbound traffic to the ARS route. To create the short code
used for ARS, right-click on Short Code in the Navigation Pane and select New (not shown).
The screen below shows the creation of the short code 9N used in the reference configuration.
When the Avaya IP Office users dialed 9 plus any number N, calls were directed to Line Group
50: Main, configurable via ARS and defined next in Section 5.11

On the Short Code tab in the Details Pane, configure the parameters as shown below.

e Inthe Code field, enter the dial string which will trigger this short code, in this case 9N.
This short code will be invoked when the user dials 9 followed by any number.

e Set Feature to Dial. This is the action that the short code will perform.

e Set Telephone Number to N. The value N represents the number dialed by the user after
removing the 9 prefix.

e Setthe Line Group ID to the ARS route to be used. In the example shown, the call is
directed to Line Group 50: Main.

e Click OK (not shown).

IP Offices =] 9N: Dial =Ra= 1R,
=- & BOOTP (8) short Code |
..:.‘- Cperakor (3)
). #52p IPED0_Z (WSBCE) Code Jon
[#]-#%9 Syskem (1) "
&7 Line (15) Feature IDlaI j
(-2 Control Unit (4 Telephone Mumber IN
[#-r Extension (47)
: User {49) Line Group ID j
- Group {13
BB cort Coce (55) et I =
B Service (0) Force Account Code [
ol RAS (1)
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5.11. Automatic Route Selection

While detailed coverage of ARS is beyond the scope of these Application Notes, this section
includes some basic screen illustrations of the ARS settings used during the compliance test.

The following screen shows the ARS configuration for the route 50: Main. The example shows a
subset of the dialed strings tested as part of the compliance test. See Section 2.1 for the
complete list of call types tested. Note the sequence of Xs used in the Code column of some
entries, to specify the exact number of digits to be expected following the access code and the
first digits on the string. This type of setting results in a much quicker response in the delivery of
the calls by the IP Office.

- K BOOTP (8) IRS |
+-45 Operator (3)
.y IPS00_Z (wSBCE) ARS Route Id ISU ¥ Secondary Dialtone
-39 System {13
BT Line (19) Raute Mame IMaln ISystemTone =l
-+ Contral Unit {4)
[y Extension (47) Dial Delay Time Im V' Check User Call Barring
B : User (49)
- 1: Graup {1}
-8 Short Code (65) In Service [ Cut: of Service Route IcNUne> j
@ Service {0)
o RAS (1) |
Bl e Incoming Call Route (3)
Eﬁ) WARN Port () Time Praofile <Monez ¥ | m— QUL of Hours Route |<N0ne> j
-am Direckory (0)
17 Time Prafile (0) l
E g IF:eRv;iI:EZ;IIe w Code | Telephone Murber | Feature | Line Group ID :I add. ..
i Account Code (0} 1625 16N Dial 17
A License (74) LR, 1M Dial 17 Remave
i Tunmel (0} 411 411 Dial 17 .
B -§~‘ User Rights (5} 911 911 Dial Emergency 17
(=g AR (1) SOBKKRREKS S05M Dial 17
----- S 50: Main an; ar Dial 3K1 17 A
- RS Location Request (0) i
3 Location {0} 41 | »
|
Alkernate Route Priority Level lﬁ l
Albernate Route Wait Time ISD 3: —eee—  Albztniake Rioube |<None> j

For example, during the compliance test, to dial local calls the user dialed 9 plus the 10 digit
local number, starting with the area code 508 and then the remaining 7 digits.

Edit Short Code

Code [ GO
Feature IDiaI j

Canicel |
Telephone Mumber IEEIEN
Lire Group [D I'I 7 j
Locale I j
Force Account Code r
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5.12. Save Configuration

Navigate to File = Save Configuration in the menu bar at the top left of the screen to save the
configuration performed in the preceding sections.

The following will appear, with either Merge or Immediate selected, based on the nature of the
configuration changes made since the last save. Note that clicking OK may cause a service
disruption. Click OK to proceed.

MAA; Reviewed:
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Save Configuration
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—IP Office Setkings
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6. Configure Avaya Session Border Controller for Enterprise

This section describes the configuration of the Avaya SBCE. It is assumed that the initial
installation of the Avaya SBCE, the assignment of the management interface IP Address and
license installation have already been completed; hence these tasks are not covered in these
Application Notes. For more information on the installation and initial provisioning of the Avaya
SBCE consult the Avaya SBCE documentation in the Additional References section.

6.1. System Access

Access the Session Border Controller web management interface by using a web browser and
entering the URL https://<ip-address>, where <ip-address> is the management IP address
configured at installation. Log in using the appropriate credentials.

AVAYA =

Password
Session Border Controller This system s restricted solely to authorized users for legitimate
: businzss puroses only, The actusl or attempted unauthorized access,
for Enterprlse use or madifications of this system is strictly prokibited. Unautharized

users are subject to compary discipinary procedures and o criminal
and civil penatlies uncer state, federal or other appiicable domestic and
foreign laves

The use of thiz system may be montored and recorded for
administrative and security reasons. Anyone accessing this system
expressly canserts to such mari
thiat if t revesls possikle evidence of criminal activity, the evidence of
such aclivity may be provided to law enforcement officials.

Al users must comply with &l corporate instructions regarding the
protection of information asssts

@201 - 2013 Avaya Inc. Al rights reserved

Once logged in, the Dashboard screen is presented. The left navigation pane contains the
different available menu items used for the configuration of the Avaya SBCE. New in Release
6.3 of the Avaya SBCE is the License State field. In the example below, the status OK indicates
that a valid license is present.

Logs ~  Diagnostics  Users Settings ~  Help~  Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Systam Tirme 11:37:53 AM EST Refresh  EMS |
Administration v P ——
ersion 13-
BackupiRestore Micro_SECE
Systermn Management Build Date Fri Sep 26 09:14:23 EDT 2014
> Global Parameters License State Q0K
> Global Profiles Aggregate Licensing Overages 0
» PPM Serices Peak Licensing Overage Count 0
> Diomnain Policies
> TLS Management Alarms (past 24 hours) Incidents (past 24 hours)
» Device Specific Settings Mone found. Micro_SBCE: Target i neither a server nor a subscriber, Sending 403
Forbidden
icro_SBCE: Target is neither a server nor a subscriber, Sending 403
Forbidden
Mo notes found. =
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6.2. System Management

To view current system information, select System Management on the left navigation pane. A
list of installed devices is shown in the Devices tab on the right pane. In the reference
configuration, a single device named Micro_SBCE is shown. The management IP address that
was configured during installation is shown here. Note that the management IP address needs to
be on a subnet separate from the ones used in all other interfaces of the Avaya SBCE, segmented
from all VVolP traffic. Verify that the Status is Commissioned, indicating that the initial
installation process of the device has been previously completed, as shown on the screen below.

Dashboard
Administration
Backup/Restare

Bystem Management
G
> Global Profiles
> PPM Services

> Dormnain Policies

arameters

> TLS Management

> Device Specific Settings

Session Border Controller for Enterprise AVAYA

System Management

Devices H Updates H SSL VPN H Licensing |

Device MName hManagement [P Version Status

5.3.000
Micro_SBCE 192.168.10.75 -18- Commissioned  Reboot  Shutdown  Restart Application Edit  Uninstall
4338

To view the network configuration assigned to the Avaya SBCE, click View on the screen
above. The System Information window is displayed, as shown on the screen on the next page,
containing the current device configuration and network settings.
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Note that the Al and B1 interfaces correspond to the private and public interfaces for the Avaya
SBCE. The highlighted Al and B1 IP addresses are the ones relevant to these Application Notes.
Other IP addresses assigned to these interfaces on the screen below are used to support remote
workers and they are not discussed in this document. On the License Allocation area of the
System Information, verify that the number of Standard Sessions is sufficient to support the
desired number of simultaneous SIP calls across all SIP trunks at the enterprise. The number of
sessions and encryption features are primarily controlled by the license file installed.

System Information: Micro_SBCE X

General Configuration Device Configuration ————————1 License Allocation
Appliance Marne Wicro_SBCE HA Wode il Standard Sessions 500

Requestad: 500
Box Type SIF Two Bypass Mode Mo .

Advanced Sessions 100

Requested: 100
Deployment Mode  Proxy

Scopia Wideo Sessions
RequEsted: 100 100

Encryption ]

r Metwork Configuration

Fublic [P Metmask

Interface
|1D.5.5.152 10.5.5.152 265.255.25510 10.5.5.254 Al |
10.5.5.153 10.5.5.153 265.255.255.0 10.5.5.254 Al
|1?2.1E.15?.189 172.16.157.189 255255255192 172.16.157.129 B1 |
172.16.157 160 172.16.157 160 255.255.255.192 172.16.157.129 B1
r DNS Configuration Management IPis)
Prirnary DNS 192.168.216.122 P 192.168.10.75

Secondary DNS 192,168 153,242
DMS Lacation Dz

DMS Client IP 172.16.157 189
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6.3. Network Management

The network configuration parameters should have been previously specified during installation
of the Avaya SBCE. In the event that changes need to be made to the network configuration,
they can be entered here.

Select Network Management under Device Specific Settings on the left-side menu.

Under Devices in the center pane, select the device being managed, Micro_SBCE in the sample
configuration. On the Networks tab, verify or enter the network information as needed. Note that
the Al and B1 interfaces correspond to the private and public interfaces for the Avaya SBCE.

In the configuration used during the compliance test, IP address 10.5.5.152 was assigned to
interface A1, and IP address 172.16.157.189 was assigned to interface B1. Other IP addresses
assigned to these interfaces on the screen below are used to support remote workers and they are
not discussed in this document. See Figure 1 in Section 3.

Session Border Controller for Enterprise AVAYA

Backup/Restore 2l Network Management: Micro_SBCE

Interfaces Networks

System Management
> Global Parameters
> Global Profiles
» PPM Services

Micro_SBCE

> Darnain Palicies @ Gateway Subnet Mask Interface
+ TLS Management Netwark_A1 1055254 265,255, 256.0 Al 088152, Edit Delete
4 Device Specific Settings
Network Network_B1 172.16.157.129 255255255192 B1 11;5112 1 Edit Delete
Management .

Wedia Interface

On the Interfaces tab, verify the Status is Enabled for both the Al and B1 interfaces. Click the
buttons if necessary to enable the interfaces.

Network Management: Micro_SBCE

Devices Interfaces | Networks |
Micro_SBCE
- Adld WLAN |
Interface Mame WLAN Tag
Al Enabled
A2 Dizgabled
B1 Enabled
MAA,; Reviewed: Solution & Interoperability Test Lab Application Notes 31 of 61

SPOC 02/04/2015 ©2015 Avaya Inc. All Rights Reserved. EarthL_IPO9SBCE




6.4. Media Interfaces

Media Interfaces were created to specify the IP address and port range in which the Avaya SBCE
will accept media streams on each interface. Packets leaving the interfaces of the Avaya SBCE
will advertise this IP address, and one of the ports in this range as the listening IP address and
port in which it will accept media from the Call or the Trunk Server.

To add the Media Interface in the enterprise direction, select Media Interface from the Device
Specific Settings menu on the left-hand side, select the Micro_SBCE device and click the Add
button (not shown). On the Add Media Interface screen, enter an appropriate Name for the
Media Interface. Select the private IP Address for the Avaya SBCE facing the enterprise from
the IP Address drop-down menu. The Port Range was left at the default values of 35000-

40000. Click Finish.

Add Media Interface X

Mame
IP Address

Port Range

|Private_m ed

|1D.5.5.152 vI
|35IJDEI - |4DDEIIJ

Finish |

A Media Interface facing the public network side was similarly created with the name
Public_med, as shown below. The outside IP Address of the Avaya SBCE was selected from the
drop-down menu. The Port Range was left at the default values. Click Finish.

Add Media Interface X

Marne
IP Address

Port Range

[Public_media

|1?2.1E.15?.189 'l
ISEDDD - |4DDDD

Finish |

Once the configuration is completed, the Media Interface screen will appear as follows.

Media Interface: Micro_SBCE

Media Interface

Micro_SBCE

media interface will require an application restart before taking effect. Application restarts can
nent

Media IP
10.5.5.152

Port Range

Name

Private_rmed 35000 - 40000 Edit Delete

Fublic_media 172.16.157 189 35000 - 40000 Edit Delete
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6.5. Signaling Interfaces

Signaling Interfaces are created to specify the IP addresses and ports in which the Avaya SBCE
will expect the signaling traffic in the connected networks.

To add the Signaling Interface in the enterprise direction, select Signaling Interface from the
Device Specific Settings menu on the left-hand side, select the Micro_SBCE device and click
the Add button (not shown). On the Add Signaling Interface screen, enter an appropriate Name
for the interface. Select the private IP Address of the Avaya SBCE from the IP Address drop-
down menu. Enter 5060 for UDP Port, since UDP port 5060 is used for signaling traffic from
the IP Office in the sample configuration. Click Finish.

Add Signaling Interface X

Marne

IP Address

TCP Part

Leawe blank to dizable

UDP Part

Leave blank to disable

Enable Stun

TL=S Port

Leawe blank to dizable

TLS Profile

Enable Shared Control

Shared Control Port

IPrivate_sig

|1D.5.5.152 'I
|

5060

-

IAvayaSBCSemerj

-

|
Finish |
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A second Signaling Interface with the name Public_sig was similarly created in the service
provider’s direction. The public IP Address of the Avaya SBCE was selected from the IP

Address drop-down menu. Enter 5060 for UDP Port. Click Finish.

Add Signaling Interface X

Marre

IP Address

TCP Paort

Leawve blank to disable

UDP Part

Leave blank to dizable

TL= Part

Leawve blank to disable

TLS Profile

Enable Shared Contral

Shared Control Port

[Public_sig

I 172.16.157.184 'I

(5060

|NDne

-

|
Finish |

Once the configuration is completed, the Signaling Interface screen will appear as follows:

Signaling Interface: Micro_SBCE

Devices Signaling Interface

Micro_SBCE

ng interface will require an application restart before taking effect. Application restarts
nt.

Name Signaling [P -'l;:”'; TLS Profile
Private_sig 10.5.5.152 5060 Edit Delete
Public_sig 172.16.157.189 500 Edit Delete
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6.6. Server Interworking

Interworking Profile features are configured to facilitate the interoperability between the
enterprise SIP-enabled solution (Call Server) and the SIP trunk service provider (Trunk Server).

6.6.1. Server Interworking Profile — Avaya IP Office

Interworking profiles can be created by cloning one of the pre-defined default profiles, or by
adding a new profile. To configure the interworking profile in the enterprise direction, select
Global Profiles > Server Interworking on the left navigation pane. Under Interworking

Profiles, select avaya-ru from the list of pre-defined profiles. Click Clone.

Dashboard 21 Interworking Profiles: avaya-ru
Administration Add |
Backup/Restare -
Interwarking Profiles It is not recommended to edit the defaults. Try cloning or adding a new profile instead
System Management
cs2100
» Global Parameters General | Timers || URI Manipulation || Header Manipulation ‘ | Advanced
4 (lohal Profiles avaya-ru =
o 00s General
ormain Do Y -
: ) e el Hold Support NOME
Fingerprint
Server ClEco-cEm 180 Handling Mone
Interworking Gl 181 Handling Mone -
Fh Int kil
Pne Intenvorking OCS-FrontEnd-Ser. .. 182 Handling MNone
Media Forking
IP Office 183 Handling Mone
Routing
Server Configuration b Service Provider Refer Handling Mo
Topology Hiding URI Group MNone
Signaling Send Hold Mo
IManipulation

Enter a descriptive name for the cloned profile. Click Finish.

Clone Profile X

MAA; Revie

Profile Marme avaya-ru
Clane Name IIP Office

Finish |
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On the newly cloned IP Office interworking profile, verify the settings on the General tab:

General | ‘ Timers | | URI Manipulation | ‘ Header Manipulation | | Advanced |
General
Hald Support MOME
180 Handling Mone
181 Handling Mone
182 Handling Mone
183 Handling Mane
Reter Handling Mo
URI Graup Mane
Send Hold Mo
3xx Handling Mo
Diversion Header Support Mo
Delayed SODP Handling Mo

Scroll down to the bottom of the tab to see the rest of the settings. Click Edit (not shown) if
changes to any of the parameters are needed.

General | | Timers | | URI Manipulation | | Header Manipulation | | Advanced |

Re-Invite Handling Mo
T.38 Suppoart Mo
LRI Scheme SIP
Wia Header Farmat RFC3261

Privacy Enabled Mo
Uszer Mame
P-Azzerted-ldentity Mo
P-Freferred-Ildentity Mo

Privacy Header

DThF Support Mone

MAA,; Reviewed: Solution & Interoperability Test Lab Application Notes 36 of 61
SPOC 02/04/2015 ©2015 Avaya Inc. All Rights Reserved. EarthL_IPO9SBCE



The Timers, URI Manipulation and Header Manipulation tabs contain no entries.

The Advaced tab settings are shown on the screen below:

General ‘ | Timers ‘ | URI Manipulation ‘ ‘ Header Manipulation | | Advanced |
Recard Routes Buath
Topology Hiding: Change Call-ID Mo
Call-Info NAT Mo
Change Max Farwards Yes
Inciucle End Paoint (P for Context Lookup ez
QC3 Extenszions Mo
AW AY 8 Extensions Yes
MORTEL Extensions i}
Diversion Manipulation Mo
Metaswitch Extensions i}
Reset on Talk Spurt [illa]
Reset SRTP Cortext on Session Refresh Mo
Has Remate SBC Yes
Route Response on %is Port [illa]
Cizoo Extensions Mo
Edit
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6.6.2. Server Interworking Profile — Service Provider

A second interworking profile in the direction of the SIP trunk to EartLink was created, by
adding a new profile in this case. Select Global Profiles > Server Interworking on the left
navigation pane and click Add (not shown). Enter a descriptive name for the new profile. Click

Next.

Interworking Profile

Profile Mame

ISeNice Provider

Mext

MAA; Reviewed:
SPOC 02/04/2015

Hold Support

180 Handling

181 Handling

182 Handling

183 Handling

Refer Handling

URI Group

Send Hald

3xx Handling

Diversion Header Support

Delayed SDP Handling

Re-Invite Handling

T.38 Support

URI Scheme

“ia Header Faormat

On the General screen, all parameters retain their default values. Click Next.

General

Mone
RFC2543 - c=00.00
RFC3264 - a=zendonly

O e B

i

% mone 0 sDP 0 Mo SDP

 none 0 spP 7 Mo SDP

Hone =

=

O O o °a qa

@ ogp O TEL T ANy

% RFC3261
i RFC2543

Back Mext

Mame  SDP € Mo SODP

Mone © sDP O Mo SDP
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Click Next on the Privacy/DTMF and SIP Timers/Transport Timers tabs (not shown). Accept
all defaults in the Advanced Settings tab. Click Finish.

Interworking Profile X

Recard Foutes ' Single Sige
& Both Sides

Topology Hiding: Change Call-ID [

Call-Info MNAT [l

Change Max Forvwards I

Include End Point IP for Cortext Lookugp [l

OCS Extensions r

AN A 8 Extensions -

MORTEL Extensions r

Diversion Manipulation [l

Diverzion Header LR |
Metazwitch Extensions -
Re=zet on Talk Spurt |

Reset SRTP Context on Session Refresh [

Haz Remate SBC I
Route Response on Wia Port [l
Cisco Extensions r

Back Firish

MAA,; Reviewed: Solution & Interoperability Test Lab Application Notes 39 of 61
SPOC 02/04/2015 ©2015 Avaya Inc. All Rights Reserved. EarthL_IPO9SBCE



6.7. Signaling Manipulation

The screen below shows the finished Signaling Manipulation script named EarthLink created
during the compliance test. This script was used to remove the “Alert-Info” and “Organization”
headers arriving on inbound messages from EarthLink. These headers have no significance to the
Avaya IP Office. Additionally, the script was used to remove the “Remote-Address” header
from outbound INVITE and 200 OK messages. As mentioned in Section 2.2, this header is
generated by the Avaya SBCE and should not be propagated to the service provider,

To add a Signaling Manipulation script, from the Global Profiles menu on the left panel, select
Signaling Manipulation. Click Add to open the SigMa Editor screen, where the text of the
script can be entered.

System Management =l signaling Manipulation Scripts: EarthLink
> Glohal Parameters
Upload | Add Download | Clane | Delete |
4 (lobal Profiles
Darnain Do Shyredly Click here to add
Fingerprint EarthLink Signaling Manipulation
Server Interworking /4 Remove unwanted inbound headers -
. within session "All"
Phone Interworking 1
Media Forking act on request where %DIRECTION="INBOUND" and %ENTRY_POINT="PRE_ROUTING™
Routing remove(%HEADERS [ "Alert-Info™][1]);
%HERDERS [ 'Oy fzation"][17};
Server Canfiguration 1 remavel ["organization®][1])
. 1
Tapology Hiding //Remove Remote-Address header in outbound IWVITE and 208 Ok
Signaling within session “ALL™
Manipulation i " " " "
act on message where XDIRECTION="OUTBOUND" and XENTRY_POINT="PO3T_ROUTING
URI Groups
remove(BHEADERS [ "Remote-Address"][1]);
> PPM Services 1 ¢ l 1D
> Domain Policies ¥
> TLS Managemert _I Edit =

This script will be applied to the Sever Configuration profile corresponding to the service
provider, later in Section 6.8.2.

The details of the script used can be found in Appendix A of this document.
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6.8. Server Configuration

Server Profiles are created to define the parameters for the Avaya SBCE two peers, i.e., Avaya
IP Office (Call Server) and the SIP Proxy at the service provider’s network (Trunk Server).

6.8.1. Server Configuration Profile — Avaya IP Office

From the Global Profiles menu on the left-hand navigation pane, select Server Configuration
and click the Add button (not shown) to add a new profile for the Call Server. Enter an
appropriate Profile Name similar to the screen below. Click Next.

Add Server Configuration Profile

Profile Mame IF Office
Mext

On the Add Server Configuration Profile Tab select Call Server from the drop down menu for
the Server Type. On the IP Addresses / FQDN field, enter the IP address of the IP Office
LANL1, as defined in Section 5.2. Enter 5060 under Port and select UDP for Transport. The
transport protocol and port selected here must match the values used on the IP Office SIP line on
Section 5.7. Click Next.

Add Server Configuration Profile X

Server Type ICaII Sener 'I
Add
P Address ¢ FQDMN Transport
10.5.5.150 5060 UDP =l Delste
Back | M et |
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Click Next on the Authentication and Heartbeat tabs (not shown). On the Advanced tab, select

IP Office from the Interworking Profile drop down menu. Click Finish.

Add Server Configuration Profile - Advanced X

Enable Do> Protection
Enable Grooming

Interwarking Profile

Connection Type

-
-

| IP Office =l

Signaling Manipulation Script INDne vl

[sUBD ]
Back | Finish |

6.8.2. Server Configuration Profile — Service Provider

Similarly, to add the profile for the Trunk Server, click the Add button on the Server
Configuration screen (not shown). Enter an appropriate Profile Name similar to the screen

below. Click Next.

Add Server Configuration Profile

Profile Marme ISer\.r ce Provider
Mexd
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On the Add Server Configuration Profile Tab select Trunk Server from the drop down menu
for the Server Type. On the IP Addresses / FQDN field, enter 192.168.193.165, the IP Address
of the EarthLink SIP proxy server. Enter 5060 under Port, and select UDP for Transport, as

required by EarthLink.

Add Server Configuration Profile X

Server Type ITrunk Server 'I
IP Address / FQDMN Tranzport
192.168.193.165 (5060 UDF =| Delate
Back | st |

Click Next on the Authentication and Heartbeat tabs (not shown). On the Advanced tab, select
Service Provider from the Interworking Profile drop down menu. Under Signaling
Manipulation Script, select the EarthLink script created in Section 6.7. Click Finish

Add Server Configuration Profile - Advanced X

Enable DoS Protection r
Enable Grooming [
Interwarking Profile |Servi|:e Fravider j
Signaling Manipulation Script IEanhLink 'I
Connection Type ISUEHID 'I
Back | Finish |
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6.9. Routing

Routing profiles define a specific set of routing criteria that is used, in addition to other types of
domain policies, to determine the path that the SIP traffic will follow as it flows through the
Avaya SBCE interfaces. Two Routing Profiles were created in the test configuration, one for
inbound calls, with the IP Office as the destination, and the second one for outbound calls, which
are routed to the EarthLink SIP trunk.

6.9.1. Routing Profile — Avaya IP Office

To create the inbound route, select the Routing tab from the Global Profiles menu on the left-
hand side and select Add (not shown). Enter an appropriate Profile Name similar to the example
below. Click Next.

Routing Profile

Profile Marme IRDute to IFP Office

Mt

On the Routing Profile tab, click the Add button to enter the next-hop address.

Since only one next-hop is defined, enter 1 under Priority/Weight. Under Server
Configuration, select IP Office. The Next Hop Address field will be populated with the IP
address, port and protocol defined for the IP Office Server Profile in Section 6.8.1. Defaults
were used for all other parameters. Click Finish.

Routing Profile X

URI Group I* vl Time of Day Idefault 'I

Load Ealancing | Priority | NaPTR i

Transport INDne vl Mext Hop Priority 2

Mext Hop In-Dialog [ lgnore Route Header [
Add

Sener Configuration Mext Hop Address Transport
1 IP Cffice =] |1055.150:5060 (UDF) =l |Mone | Delete
Back | Finish |
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6.9.2. Routing Profile — Service Provider

Back at the Routing tab, select Add (not shown) to repeat the process in order to create the
outbound route. Enter an appropriate Profile Name similar to the example below. Click Next.

Profile Mame IFh:u ute to SP
M et

On the Routing Profile tab, click the Add button to enter the next-hop address.

Since only one next-hop is defined to the service provider, enter 1 under Priority/Weight. Under
Server Configuration, select Service Provider. The Next Hop Address field will be populated
with the IP address, port and protocol defined for the EarthLink Server Profile in Section 6.8.2.

Defaults were used for all other parameters. Click Finish.

Routing Profile X

URI Group I* 'I Time of Day Idefault 'I

Load Balancing [ Pricrity | MAPTR

Transport INDne 'I Mext Hop Priarity

Mext Hop In-Dialog - lgnore Route Header
Al

Server Configuration Mext Hop Address Transport
1 Service Provider ¥|  [192.168.133.165:5060 (UDF) | [More =]  Delete
Back | Finish |
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6.10. Topology Hiding

Topology Hiding is a security feature that allows the modification of several SIP headers,
preventing private enterprise network information from being propagated to the untrusted public
network.

Topology Hiding can also be used as an interoperability tool to adapt the host portion in the SIP
headers to the IP addresses or domains expected on the service provider and the enterprise
networks. For the compliance test, only the minimum configuration required to achieve
interoperability on the SIP trunk was performed. Additional steps can be taken in this section to
further mask the information that is sent from the enterprise to the public network.

6.10.1. Topology Hiding Profile — Avaya IP Office

To add the Topology Hiding Profile in the enterprise direction, select Topology Hiding from the
Global Profiles menu on the left-hand side and click the Add button (not shown). Enter a
Profile Name such as the one shown below. Click Next.

Topology Hiding Profile

Profile Marne IIP Office

W=

On the Topology Hiding Profile screen, click the Add Header button repeatedly to show the
rest of the headers in the profile.

Topology Hiding Profile X

Add Header |
Header Criteria Replace Action Crverwrite %alue
Fequest-Line j |IP}Dumain j |Aut0 j | Delete
Back | Finish |
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During the compliance test, IP addresses instead of domains were used in all SIP messages
between the IP Office and the Avaya SBCE. Note that since the default action of Auto implies
the insertion of IP addresses in the host portion of these headers, it was not necessary to modify
any of the headers sent to the enterprise. Default values were used for all fields. Click Finish.

Header Criteria Replace Action Overwrite Value
[PrequestLine =l [IFDomain x| |Auto =l Delete
[From =| [IPiDomain x| |Auto =l Delete
[To x| |PDomain =] |Auto =l Delete
| Fecord-Rioute x| [IFiDamain x| |Auto =l Delete
[via x| |PDomain =] |Auto =l Delete
[soP x| [IFiDamain x| |Auto =l Delete
|PeferTo x| |PDomain =] |Auto =l Delete
| Preferrad-Bry x| [IFDamain x| |Auto =l Delete

Back | Finish |

6.10.2. Topology Hiding Profile — Service Provider

A Topology Hiding profile named Service Provider was similarly configured in the direction of
the SIP trunk to EarthLink. Since IP addresses instead of domains were used in all SIP messages
between the EarthLink SIP proxy server and the Avaya SBCE, the default action of Auto was
also used in this profile. Note that even though both profiles used the same default settings, they
were separately defined with the purpose of allowing possible future changes to be made to the
profile in one of the directions, without affecting the settings in the other direction.

The screen below shows the Service Provider profile once the configuration was completed.

Dashhoard
Administration

|»

Topology Hiding Profiles: Service Provider

Fename | Clone | Delete |

Backup/Restore .
System Management L Click here to add a description.
> Global Parameters defautt Topology Hiding
 Global Profiles Header Criteria Replace Action Overatite Walue =
. cisco_th_profile
Daornain Do Recard-Route IP/Domain Auta
Fingerprint 1 IP Ofice )
. Via IP/Domain Auto
Server Intervwiorking Service Provider
. Ta IP/Domain Auta
Phone Interwarking Rerm Warkers .
Media Forking SDP IF/Domain Auto
Routing Refer-To IP/Domain Auto
Server Carfiguration Referred-By IP/Domain Auta
Topelogy Hidin
pology g Regquest-Line IFiDomain Auto
Signaling
Manipulation Fram IP/Damain Auto
URI Groups e
e v| Ecit | -
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6.11. Application Rules

Application Rules define the types of SIP-based Unified Communications (UC) applications to
be protected by the Avaya SBCE, as well as the maximum number of concurrent sessions
allowed to be processed by the device. A single new Application Rule was created, by cloning

the pre-defined default-trunk rule.

Select Application Rules under the Domain Policies menu on the left hand side, select the
default-trunk Application Rule and click Clone.

Dashhoard

Adrministration

Backup/Restare

Systern Management

> Global Parameters

> Glohal Profiles

> SIP Cluster

4 Domain Policies
Application Rules
Border Rules
Media Rules
Security Rules
Signaling Rules
Time of Day Rules

End Paint Palicy
Groups

Session Policies

|»

=

Application Rules: default-trunk

Addl [Fiter By Device...

Application Rules

default
default-trunk
default-subscrib...
default-subscrib...
default-server-low

default-serer-high

CDR Support
RTCP Keep-Alive

Miscellaneous

Mone

Mo

Edit |

Under Clone Name enter the new rule name. Click Finish to save.

Clone Rule X

Fule Mame

Clone Marma

default-trunk

Sasgions=500

Finish
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On the Application Rules screen, select the newly created rule and click Edit (not shown). For
SIP trunking, Maximum Concurrent Sessions and Maximum Sessions Per Endpoint should
have the same value. In the example below, they were set to 500, which is the number of

maximum simultaneous sessions supported on the Avaya SBCE Portwell CAD-0208 platform.

Click Finish.

Editing Rule: Sessions=500

Maximum Concurrent  Maximum =

Application Type Ot

Woice F F |00 500
Video r | |
IR | |
Miscellaneous
# Nane
COR Support ' COR w RTP
' COR wi RTP
RTCP Keap-Alive r
Finish
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6.12. End Point Policy Groups

End Point Policy Groups associate the different sets of rules under Domain Policies (Media,
Signaling, Security, etc) to be applied to specific SIP messages traversing through the Avaya
SBCE. In the reference configuration, the End Point Policy Groups used default sets of rules
already pre-defined in the configuration, with the exception of the new Application Rule defined
in Section 6.11. Please note that changes should not be made to any of the defaults. If changes
are needed, it is recommended to create a new rule by cloning one the defaults and then make the
necessary changes to the new rule.

6.12.1. End Point Policy Group — Avaya IP Office

To create an End Point Policy Group for the enterprise, select End Point Policy Groups under
the Domain Policies menu. Select Add.

Dashboard
Administration

|+

Policy Groups: default-low

Backup/Restare

Systermn Management

+ Glotal Parameters Sl

» Global Profiles default-low-enc

> PPM Services P Policy Group
< Domain Paolicies 5 |
_— default-rmed-enc ummarny
Application Rules ) Order Application pr—
Border Rules default-high :
|1— default default default-love-med default-low default Edit
Media Rules default-high-enc
Security Rules

0CS-default-high
Signaling Rules
Time of Day Rules avaya-deflow-enc
End Peint Policy 1 avaya-def-high-sub
Groups

avaya-defhigh-server

Enter an appropriate name in the Group Name field. Click Next.

Policy Group

Group Mame IIP Oifice
M et
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In the Policy Group tab, defaults were used for all fields, with the exception of the Application

Rule, where the Sessions=500 rule was selected. Click Finish.

Policy Group X

Application Rule |Sessions=50[l j !
Eorder Rule |default j
Media Rule |defau|t—|ov-rmed j
Security Rule Im
Signaling Rule Idefault j
Back | Finish |

6.12.2. End Point Policy Group — Service Provider

A second End Point Policy Group was created for the service provider, repeating the steps

described above. This is done with the purpose of allowing changes to be made to one of the
groups in the future if needed, without affecting the settings in the other group. The screen below
shows the Service Provider End Point Policy Group after the configuration was completed.

Add

Palicy Groups

default-low

default-low-enc

default-rmed

default-med-enc

Policy Groups: Service Provider

IFiIterByDevice... = Fename | Clane | Delete |

Click here to add a description.

Click here to add a row description.

Policy Group

Summary |

-

Cirder Application Border Media Security Signaling
default-high
|1 Sessions=500 default default-lovw-rmed default-low default Edit
default-high-enc
OCS-default-high |
avaya-def-low-enc
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6.13. End Point Flows

End Point Flows determine the path to be followed by the packets traversing through the Avaya
SBCE. They also combine the different sets of rules and profiles previously configured, to be
applied to the SIP traffic traveling in each direction.

6.13.1. End Point Flow — Avaya IP Office

To create the call flow toward the enterprise, from the Device Specific menu, select End Point
Flows, then select the Server Flows tab. Click Add (not shown). The screen below shows the
flow named IP Office Flow created in the sample configuration. The flow uses the interfaces,
policies, and profiles defined in previous sections. Note the Routing Profile selection, which is
the reverse route of the flow. Click Finish.

Edit Flow: IP Office Flow X

MAA; Reviewed:
SPOC 02/04/2015

Routing Profile

Flow Name [IP Office Flow

Server Configuration IIP Office j

LRI Graup m

Transpart m

Remote Subnet |*

Received Interface |Pub|i|:_sig j

Signaling Interface IPrivate_sig j

Media Interface IPrivate_med j

End Faint Palicy Group [ IP Office =]

IRDute to SP j

Tapalogy Hiding Profile [ IP Office |
File Transfer Profile INDne 'I
Signaling Manipulation Script INDne 'I

Finish |
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6.13.2. End Point Flow — Service Provider

A second Server Flow with the name SIP Trunk Flow was similarly created in the network
direction. The flow uses the interfaces, policies, and profiles defined in previous sections. Note
the Routing Profile selection, which is the reverse route of the flow. Click Finish.

Edit Flow: SIP Trunk Flow X

Flow Mame

Server Configuration
URI Group

Transport

Remate Subnet
Receved Interface
Signaling Interface
MWedia Interface

End Point Policy Group
Routing Profile
Topalogy Hiding Praofile
File Transfer Profile

Signaling Manipulation Script

[SIP Trunk Flow

|Servi|:e Prwiderj

| Frivate_sig j

[ Public_sig =

| Public_media =

|Servi|:e Provider

|F’ic:ute toIP Oﬁiu:ej

|Servi|:e Fravider j

INDne 'I
INDne 'I

Finish |

[
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7. EarthLink SIP Trunking Configuration

EarthLink is responsible for the configuration of the EarthLink SIP Trunking service in its
network. The customer will need to provide the IP address used to reach the Avaya SBCE at the
enterprise. EarthLink will provide the customer the necessary information to configure the SIP
trunk connection from the enterprise site to the network, including:

IP address, protocol and port used to reach the EarthLink SIP Proxy server.

Supported codecs and order of preference.

DID numbers.

All IP addresses and port numbers used for signaling or media that will need access to the
enterprise network through any security devices.

8. Verification Steps

The following sections include steps that may be used to verify the configuration of the Avaya IP
Office and the Avaya SBCE with the EarthLink SIP Trunking service.

8.1. Avaya IP Office

The Avaya IP Office System Status and Monitor applications are useful tools used for the
verification and troubleshooting of the SIP connection to the service provider via the Avaya
SBCE.

8.1.1. System Status

The Avaya IP Office System Status application can be used to verify the service state of the SIP
line. Launch the application from Start - Programs - IP Office > System Status on the PC
where Avaya IP Office Manager was installed. Under Control Unit IP Address select the IP
address of the IP Office system under verification. Log in using the appropriate credentials

Online | Offline

Logon

Control Unit IP Address: ERER-HE]

Serwvices Base TCP Port: [ileE)

Local IP Address: IS ELT

User Name:

Password:

Ml Auto reconnect
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Select the SIP line of interest from the left pane (Line 17 in the reference configuration). On the
Status tab in the right pane, verify that the Current State is Idle for each channel (assuming no
active calls at present time).

Abaout

Peer Damain Mame:
Resolved Address:

Lire Mumber:

Murnber of Administered Channels:

Mumber of Channels in Use:
Adrinistered Compression:
Silence Suppression:

Laver 4 Pratocol:

SIP Trunk Channel Licenses:

SIP Trunk Channel Licenses in Use:

SIP Device Features:

¥ Avaya IP Office System Status - IP500_2 {(wSBCE) {10.5.5.150) - IP500 ¥2 9.0.4.0 build 965

IP Office System Status

Alarms

M=] E3

SIP Trunk Summary

10.5.5.152
10.5.5.152

17

5]

i

G798, G711 Mu
OFf

LppP

Unlimited

@~
0

REFER {Incoming and Cutgoing), UPDATE (Incoming and Oubgoing)

Chan... U Cther Party  Direct... Round  Receive R
.. on Call Trip ... Jitker
1
2
3
4
2
&
Trace | Trace All | Pause | Ping | 5l Details | Print... | Save As... |

Cnline

Status  Ukilization Summary

te OF Error

IP Office System Status

Alarms | Reqistration

Alarms for Line: 17 SIP 10.5.5.152

Occurrences Error Description
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8.1.2. Monitor

The Avaya IP Office Monitor application can be used to monitor and troubleshoot signaling
messaging on the SIP trunk. Launch the application from Start = Programs => IP Office -
Monitor on the PC where Avaya IP Office Manager was installed. Click the Select Unit icon on
the taskbar and Select the IP address of the IP Office system under verification.

IH_ Avaya IP Office Sys™Monitor - [STOPPED]
File Edit Wiew Filkers Status Help

=8| »8|T| x|V = @<=

' RN

Start/Stop Trace Select
Trace Options  Unit

Click the Trace Options icon on the taskbar and select the SIP tab to modify the threshold used
for capturing events, types of packets to be captured, filters, etc. Additionally, the color used to
represent the packets in the trace can be customized by right clicking on the type of packet and
selecting to the desired color.

ATM | Cal | DTE | ECont | FrameRely | GOD | H323 | Intestace |
T | WFH | AN | 5CN | Jade
ISDMH ] Kﬂgﬂ.an‘pl Diluclur:,l] Media | PPP | A2 I R-:luling] Services Spslum
Everts
M Sip [Low =  STUN ™ SIP Dect
Packets
[~ SIP Reg/Dpt Rx [~ SIP Mizc Rx
[~ SIP Reg/Dpt Tx [~ SIP Misc Tx
W SIP Call Fx ™ Cra Natiiy iy
I+ [SIP Call T ™ Con Motily T
[# Sip Rx [~ hex IF Fiter [men.anr nne )
W+ Sip Tx ™ hes |
Dofault All|  ClearAl |  TabClearon | Tabsets ok | Cancel
Save File ] Load File | Select Fie ]
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8.2. Avaya Session Border Controller for Enterprise

There are several links and menus located on the taskbar at the top of the screen of the web
interface that can provide useful diagnostic or troubleshooting information.

Alarms: Provides information about the health of the SBC.

Alarms  Incidents  Status ~ Users

Logs ~

Diagnostics

fj Alarms - Internet Explorer, optimized for Bing and MSN
€| htps:(f192,168, 10, 75)sbc list

|20 certcate Emor | 2
AVAYA

Alarm Viewer

Alarms

Devices

EMS
Time

Details

Device I

Micro_SECE Mo alarms found for this device.

Clear Selacted | Clsar Al |

Incidents : Provides detailed reports of anomalies, errors, policies violations, etc

Help

8 contetetrar_
AVAYA

Alarms Statistics  Logs  Diagnostics Log Cut

ﬁ'lncident Yiewer - Internet Explorer, optimized for Bing and MSN

£ | https: (f192.168.10.75/shcflist

Incident Viewer

Refresh | Generate Report |

Device |All 'l CalegurylAII j Clear Filters

Displaying results 0 to D out of O

Time Device

Category

Mo incidents found.
I I (N

Diagnostics: This screen provides a variety of tools to test and troubleshoot the SBCE network
connectivity.

Incidents  Status ~ Diagnost

Logs ~

Alarms

ﬁ Diagnostics - Internet Explorer, optimized for Bing and MSN
€ | https://192.168., 10.75/sbcflist

[ confeare mor [ 1
AVAYA

Diagnostics

Full Diagnostic || Ping Test | | Application ‘ ‘ Protocol | l

-

Start Diagnostic i

Micro_SBCE

Task Description

EMS Link Check
SBC Link Check: A1

SEC Link Check: B1

0O 0 0 O

Ping: SBC (10.5.5.152) to
Ping: Gateway (10.5.5.254)
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Additionally, the Avaya SBCE contains an internal packet capture tool that allows the capture of
packets on any of its interfaces, saving them as pcap files. Navigate to Device Specific Settings
- Troubleshooting - Trace. Select the Packet Capture tab, set the desired configuration for
the trace and click Start Capture.

Session Border Controller for Enterprise AVAYA
» TLS Management 2l Trace: Micro_SBCE
4 Device Specific Settings
Metwork
Management Call Trace | | Packet Capture || Captures
Media Interface Micro_SBCE Packet Capture Configuration
Signaling Interface e e
End Point Flows Interface m
Session Flows
> DMZ Services h'uli'ildﬁddress m : I—
TURM/STUN Service Remote Address lx—
SNMP * *:For, IF IF:Fort
Syslog Management Frotocol Al =]
Advanced Cptions Maximurm Nurnber of Packets to Capture W
4 Troubleshooting
Debugging Ejr?;%r:: rEr‘neggEs existing capture will ovemite it I'ESLF'WF'
Trace _ |
DoS =l Start Capture | Clear | -

Once the capture is stopped, click the Captures tab and select the proper pcap file. Note that the
date and time is appended to the filename specified previously. The file can now be saved to the
local PC, where it can be opened with an application such as Wireshark.

Call Trace || Packet Capture | Captures

Retfresh |

File Mamea File Size (bytes) Last Modified
fest_20141201103347 pcap 118 784 December 1, 2014 103407 AM  polere
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9. Conclusion

These Application Notes describe the procedures required to configure SIP trunk connectivity
between Avaya IP Office Release 9.0 and Avaya Session Border Controller Release 6.3 with the
EarthLink SIP Trunking, as shown in Figure 1.

Interoperability testing of the sample configuration was completed with successful results for all
test cases with the exception of the observations/limitations described in Section 2.2.
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Product documentation for Avaya products may be found at http://support.avaya.com.
Product documentation for the EarthLink SIP Trunking service is available from EarthLink.
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11. Appendix A: SigMa Script

The following is the Signaling Manipulation script used in Section 6.7 of the Avaya SBCE
configuration:

// Remove unwanted inbound headers

within session "A11"

{
act on request where %DIRECTION="INBOUND" and %ENTRY_POINT="PRE_ROUTING"
{
remove (YHEADERS["Alert-Info"][1]);
remove (¥HEADERS["Organization"][1]);
}
}

//Remove Remote-Address header in outbound INVITE and 200 OK

within session "ALL"

{
act on message where %DIRECTION="OUTBOUND" and %ENTRY_POINT="POST_ROUTING"
remove (%HEADERS[""Remote-Address"][1]);
3
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