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Abstract

These Application Notes describe the procedures for configuring Fibrenoire Session Initiation
Protocol (SIP) Trunking with Avaya IP Office Release 9.1 and Avaya Session Border
Controller for Enterprise Release.

Fibrenoire SIP Trunking provides PSTN access via a SIP trunk between the enterprise and the
Fibrenoire network as an alternative to legacy analog or digital trunks. This approach generally
results in lower cost for the enterprise.

Fibrenoire is a member of the Avaya DevConnect Service Provider program. Information in
these Application Notes has been obtained through DevConnect compliance testing and
additional technical discussions. Testing was conducted via the DevConnect Program at the
Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the procedures for configuring Session Initiation Protocol (SIP)
Trunking between service provider Fibrenoire and an Avaya IP Office solution. In the sample
configuration, the Avaya IP Office solution consists of an Avaya IP Office 500v2 release 9.1, Avaya
Session Border Controller for Enterprise release 6.3 (Avaya SBCE), Avaya Voicemail Pro, Avaya IP
Office Softphone, and Avaya H.323, SIP, digital, and analog endpoints.

The Fibrenoire SIP Trunking service referenced within these Application Notes is designed for
business customers. The service enables local and long distance PSTN calling via standards-based
SIP trunks as an alternative to legacy analog or digital trunks, without the need for additional TDM
enterprise gateways and the associated maintenance costs.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using Avaya IP Office to
connect to Fibrenoire SIP Trunking service via the Avaya SBCE. This configuration (shown in
Figure 1) was used to exercise the features and functionality tests listed in Section 2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance Testing
is not intended to substitute full product performance or feature testing performed by DevConnect
members, nor is it to be construed as an endorsement by Avaya of the suitability or completeness of
a DevConnect member’s solution.

2.1. Interoperability Compliance Testing
A simulated enterprise site with Avaya IP Office was connected to Fibrenoire SIP Trunking service

via the Avaya SBCE. To verify SIP trunking interoperability, the following features and
functionality were exercised during the interoperability compliance test:

e Response to SIP OPTIONS queries.

e Incoming PSTN calls to various phone types. Phone types included H.323, SIP, digital, and
analog telephones at the enterprise. All inbound PSTN calls were routed to the enterprise
across the SIP trunk from the service provider.

e Outgoing PSTN calls from various phone types. Phone types included H.323, SIP, digital,
and analog telephones at the enterprise. All outbound PSTN calls were routed from the
enterprise across the SIP trunk to the service provider.

e Inbound and outbound PSTN calls to/from the Avaya IP Office Softphone.

e Inbound and outbound long holding time call stability.

e Various call types including: local, long distance, international, outbound toll-free, operator
service and directory assistance.

e Codec G.711MU.

e Caller number/ID presentation.

e Privacy requests (i.e., caller anonymity) and Caller 1D restriction for inbound and outbound
calls.
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DTMF transmission using RFC 2833.

Voicemail navigation for inbound and outbound calls.

Telephony features such as hold and resume, transfer, and conference.

Use of SIP REFER for call transfer to PSTN.

Fax T.38 mode.

Off-net call forwarding.

Twinning to mobile phones on inbound calls.

Remote Worker which allows Avaya SIP endpoints to connect directly to the public Internet as
enterprise phones.

2.2. Test Results
Fibrenoire SIP Trunking passed compliance testing.

Items not supported or not tested included the following:

Inbound toll-free is supported but was not tested as part of the compliance test.
Operator Call 0 and operator call assisted (0 + 10 digits) were not supported.

Local Directory Assistance Calls 411 was not supported.

Call redirection (i.e. Blind and Consultative Transfers) using REFER method was not
supported.

Fax G.711 pass-through mode supported but not tested.

Interoperability testing of Fibrenoire SIP Trunking was completed with successful results for all test
cases with the exception of the observations/limitations described below.

2.3. Support

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com.

For technical support on Fibrenoire SIP Trunking, contact Fibrenoire at http://www.fibrenoire.ca/en.
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3. Reference Configuration

Figure 1 below illustrates the test configuration. The test configuration shows an enterprise site
connected to Fibrenoire SIP Trunking service via Avaya SBCE through the public IP network. For
confidentiality and privacy purposes, actual public IP addresses used in this testing have been
masked out and replaced with fictitious IP addresses throughout the document.

Located at the enterprise site is an Avaya IP Office 500v2 with the MOD DGTL STA16 expansion
which provides connections for 16 digital stations to the PSTN, the extension PHONE 8 card which
provides connections for 8 analog stations to the PSTN as well as 64-channel VCM (Voice
Compression Module) for supporting VolIP codecs. The LAN port of Avaya IP Office is connected
to the enterprise LAN while the WAN port is connected to the public IP network. Endpoints include
an Avaya 9600 Series IP Telephone (with H.323 firmware), an Avaya 9508 Digital Telephones, an
Avaya Symphony 2000 Analog Telephone and an Avaya IP Office Softphone. A separate Windows
XP PC runs Avaya IP Office Manager to configure and administer the Avaya IP Office.

Mobility Twinning is configured for some of the Avaya IP Office users so that calls to these user
phones will also ring and can be answered at the configured mobile phones.
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Figure 1: Test Configuration for Avaya IP Office with Fibrenoire SIP Trunking Service
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For the purposes of the compliance test, Avaya IP Office users dialed a short code of 9 + N digits to
send digits across the SIP trunk to Fibrenoire. The short code of 9 was stripped off by Avaya IP
Office but the remaining N digits were sent unaltered to Fibrenoire. For calls within the North
American Numbering Plan (NANP), the user would dial 11 (1 + 10) digits. Thus for these NANP
calls, Avaya IP Office would send 11 digits in the Request URI and the To field of an outbound SIP
INVITE message. It was configured to send 10 digits in the From field. For inbound calls, Fibrenoire
SIP Trunking sent 10 digits in the Request URI and the To field of inbound SIP INVITE messages.

Fibrenoire SIP Trunking services are offered on private Fibrenoire networks only (Prioritized over
Internet or MPLS). It's only accessible via Internet for testing purpose.

Additionally, the reference configuration included remote worker functionality, introduced with
Avaya IP Office 9.1 with Avaya SBCE. A remote worker is a SIP endpoint that resides in the
untrusted network, registered to IP Office via the Avaya SBCE. Remote workers feature the same
functionality as any other endpoint within the enterprise. This functionality was successfully tested
during the compliance test, using the Avaya Communicator for Windows using TLS and SRTP. The
configuration tasks required to support remote workers are referenced in Section 11.

Note: Compliance Testing is applicable when the tested solution is deployed with a standalone IP
Office 500 V2 and also when deployed with all configurations of IP Office Server Edition without
T.38 Fax Service.
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4. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration provided:

Avaya Telephony Components

Enterprise (running on Portwell CAD-0208
platform)

Equipment Release
Avaya IP Office 500v2 9.1.0.437
Avaya IP Office Manager 9.1.0.437
Avaya Voicemail Pro for IP Office 9.1.0.437
Avaya Session Border Controller for 6.3

Avaya 11x0 IP Telephone (SIP)

SIP11x0e04.03.12.00

Avaya 9630G IP Telephone (H.323)

Avaya one-X® Deskphone Edition S3.2

Avaya Communicator for Windows 2.0.2.30
Avaya Digital Telephone (9508) N/A
Avaya Symphony 2000 Analog Telephone N/A
Fibrenoire SIP Trunking Service Components
Component Release
Broadsoft Broadworks 20spl
Sonus SBC 5100 4.0.7

QT; Reviewed:
SPOC 3/9/2015

Solution & Interoperability

©2015 Avaya Inc. All Rights Reserved.

6 of 65
FSIPTIPO91SBC63

Test Lab Application Notes



5. Configure IP Office

This section describes the Avaya IP Office configuration to support connectivity to Fibrenoire SIP
Trunking service through Avaya SBCE. Avaya IP Office is configured through the Avaya IP Office
Manager PC application. From a PC running the Avaya IP Office Manager application, select Start
- Programs - IP Office = Manager to launch the application. Navigate to File = Open
Configuration, select the proper Avaya IP Office system from the pop-up window, and log in with
the appropriate credentials. A management window will appear similar to the one shown in the next
section. The appearance of the IP Office Manager can be customized using the View menu. In the
screens presented in this section, the View menu was configured to show the Navigation pane on the
left side, the Group pane in the center, and the Details pane on the right side. These panes will be
referenced throughout the Avaya IP Office configuration. Proper licensing as well as standard
feature configurations that are not directly related to the interface with the service provider (such as
LAN interface to the enterprise site and IP Office Softphone support) is assumed to be already in
place.

5.1. LAN Settings

In the sample configuration, the DevCon IPO2 was used as the system name and the WAN port was
used to connect the Avaya IP Office to the public network. The LAN2 settings correspond to the
WAN port on the Avaya IP Office. To access the LAN settings, first navigate to System (1) =
DevCon IPO2 in the Navigation and Group Panes and then navigate to the LAN2-> LAN Settings
tab in the Details Pane. Set the IP Address field to the IP address assigned to the Avaya IP Office
WAN port. Set the IP Mask field to the mask used on the public network. All other parameters
should be set according to customer requirements.

IP Offices = DevCon IPO 2 ek -4 | X ||

@ R BOOTP (9) Codecs | ACCS
¢~ Operator (3 = > S ¢ A ? 7
it DeDvCon I;O) 5 System | LANL | LANZ |DNS | Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR | Twinning | ¥CM | CCR |
=7 System (1) | LAN Settings I YoIP | Metwork Topology
% DevCon IPO 2 [ - = = —
&Y e 9y IP Address |10 10 93 113
& <= Control Unit (4) '
255 255 255 @ 224
#-4@ Extension (42) 1 asc L
o User (44) Primary Trans. IP Address o .0 .0 0
+-5¢ Group (7) : ‘
& @3 Short Code (67) Firewall Profile <Mone> |
@ Service {0) ‘-I\.I 3
- RAS (1) RIP Mode |None |
= Incoming Call Route {11) [] Enable NAT
P2 - )
D1 Humber OF DHCP IP Addresses |1 <
g 23 DHCP Mode
22 = a:
@ O server (O client O Dialin (& Disabled [ Advanced
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Select the Vol P tab as shown in the following screen. The H323 Gatekeeper Enable box is checked
to allow the use of Avaya IP Telephones using the H.323 protocol, such the 9600-Series IP
Telephones used in the sample configuration. The SIP Trunks Enable box must be checked to
enable the configuration of SIP trunks to Fibrenoire. The SIP Registrar Enable box is checked to
allow Avaya IP Office Softphone usage. The RTP Port Number Range can be customized to a
specific range of receive ports for the RTP media. Based on this setting, Avaya IP Office would
request RTP media be sent to a UDP port in the configurable range for calls using LAN2. The
specific values used for the compliance test are shown in the example below. All other parameters
should be set according to customer requirements.

+ R pooTe(9) Vo3® Security 0 prkes
v Operator (3) ~ = = = — = =
1 - L:'-":n P02 System | LANI DAS Voscemal | Tedephorry | Dewsclory Services - System Events  SMTP  SMDR | Twinning  YOM Codecs
= S System (1) LA Settngs Htveork, Topokogy
W DevCon 70 2 — A
TN, [[i H3Z3 Gatebsmper Enable ]
4 Cortrol Uit (4) [7] &sto-ceste £xtn Ako-creare Lisar [] H323 Remcte Extn Enable
+ 4 Extengon (42)
+ f Use(s4)
+ 39 Grow (1)
49X <h . (67) [ StP Trunks Enatie
@ se X2 v 8P Regetrar Ensble
+ o, RAS(1) 9 2
# @ Incoming Call Route (12) L] eto-creste Extnfliser [ 5P Remote Extn Enchle
@ waN Port (0)
Domain Name
o Daactory (0}
| T Profie (0) M) uwe LOP Port  [S060 —
+ @ Frowsl Profie (1)
+ ¥ Rouss (2) Leyer 4 Erotocol ] e TCP Bort 5060 -
&% Accourt: Code {0) — - -
W Ucanss (42) | s LS Poee 5061 -
B Tuneed (0)
C x Y (secs) 10 >
2 ‘. User Righes (8] Chalerge Expry Time (secs)
i as(a)
S Locabon (0) RTF
R Athorlzation Cods (0) ot Noameme @ angs
“raem w52 2 fAsamm 53246 $
Poct Number Range (NAT)
Minaram sz S M 5346 S
[#] Enable RTCP Monkarng on Port 5005
RTCE cobector 1P address for phones
recpates
Scope RTP ¥ | Penodc tmecut &)
Indial beepaives Ensbied v -
I:] -
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On the Network Topology tab in the Details Pane, configure the following parameters:

Select the Firewall/NAT Type from the pull-down menu that matches the network

No firewall or network address translation (NAT) device was used in the

compliance test as shown in Figure 1, so the parameter was set to Open Internet. With this

STUN will not be used.

Set Binding Refresh Time (seconds) to 60. This value is used as one input to determine the

frequency at which Avaya IP Office will send SIP OPTIONS messages to the service

[
configuration.
configuration,
[ ]
provider.
e Set Public IP
set to 5060.
[ ]

IP Offices

- & BOOTP(9)
+-¢7 Operator (3)
=}-%=y DevCon IPO 2
=39 System (1)
“= DevCon IPO 2
-4 Line (9)
-2 Control Unit {4}
#- 4 Extension (42)
® ﬁ User {44)
g Group (7)
- 8% Short Code (67)
B service (0)
#-af; RAS (1)
) @ Incoming Call Route {11)
@ WanPort {0)
@ Directory (0)
£ Time Profile (0)
@ Firewall Profile (1)
-l 1P Route (2)

& Account Code (0)

Address to the IP address of the Avaya IP Office WAN port. Public Port is

All other parameters should be set according to customer requirements.

DevCon IPO 2° & | v | < | >

|{Lan2 ‘DNS Yoicemail | Telephony | Directory Services | System Events | SMTP | SMDR || Twinning | ¥CM | CCR | Codecs

System | LANI

LAN Settings | ¥oIP Metwork Topology ||

Metwork Topology Discovery

STUN Server Address [10.10.10.10 STUNPort  [3478 &

Firewall/NAT Type |Open Internet

Binding Refresh Time (seconds) ;60 | 3‘

Public IP Address 10. 10 %8 113 Run STUN Cancel
Public Port
I UDP 5060 =
TCP 0 v
=
v

TLS

E] Run STUN on startup

In the compliance test, the LANL1 interface was used to connect the Avaya IP Office to the enterprise
site IP network. The LANL1 interface configuration is not directly relevant to the interface with
Fibrenoire SIP Trunking service, and therefore is not described in these Application Notes.
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5.2. System Telephony Settings

Navigate to the Telephony - Telephony Tab in the Details Pane. Choose the Companding Law
typical for the enterprise location. For North America, ULAW is used. Uncheck the Inhibit Off-
Switch Forward/Transfer box to allow call forwarding and call transfer to the PSTN via the
service provider across the SIP trunk.
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Control Lk (4)
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§ User(d9)
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# 8% Shoet Code (67)
@ service (0)

& A RASQL)

+ [rcomiog Cabl Routs (12)
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R we

au Dvectory (O)
. Te Profile (0)
& @ Frewal Profie (1)
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&m docount Code (0)
W Licarss (42)
W& Turrel (0)
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5.3. Twinning Calling Party Settings

When using twinning, the calling party number displayed on the twinned phone is controlled by two
parameters. These parameters only affects twinning and do not impact the messaging or operation of
other redirected calls such as forwarded calls. The first parameter is the Send original calling party
information for Mobile Twinning box on the System=>Twinning tab. The second parameter is the
Send Caller ID parameter on the SIP Line form (shown in Section 5.4).

For the compliance testing, the Send original calling party information for Mobile Twinning as
shown below was unchecked. This setting allows Send Caller 1D parameter that was set in Section
5.4 to be used. IP Office will send the following in the “From” header:
e On calls from an internal extension to a twinned phone, IP Office sends Calling Party
Number of the originating extension.
e On calls from the PSTN to a twinned phone, IP Office sends Calling Party Number of the
originating PSTN party.

DevCon IPO 2 e - X | vl < |5

IP Offices

®=- K BOOTP (7)
[#-¢7 Operator (3)

[=-%%7 DeyCon IPO 2
=52y Calling party information for |
%y DevCon IPO 2 Mobile Twinning L

System | LAM1 | LANZ | DNS | Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR | Twinning f € »

ID Send original calling party information for Mobile Twinning I
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5.4. Administer SIP Line

A SIP line is needed to establish the SIP connection between Avaya IP Office and Fibrenoire SIP
Trunking service. The recommended method for configuring a SIP Line is to use the template
associated with these Application Notes. The template is an .xml file that can be used by IP Office
Manager to create a SIP Line. Follow the steps in Section 5.4.1 to create the SIP Line from the
template.

Some items relevant to a specific customer environment are not included in the template or may
need to be updated after the SIP Line is created. Examples include the following:

e |P addresses.

e SIP Credentials (if applicable).

e SIP URI entries.

e Setting of the Use Network Topology Info field on the Transport tab.

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary after
the SIP Line is created via the template. The resulting SIP Line data can be verified against the
manual configuration shown in Section 5.4.2.

Also, the following SIP Line settings are not supported on Basic Edition:
e SIP Line — Originator number for forwarded and twinning calls
e Transport — Second Explicit DNS Server
e SIP Credentials — Registration Required

Alternatively, a SIP Line can be created manually. To do so right-click Line in the Navigation Pane
and select New = SIP Line. Then, follow the steps outlined in Section 5.4.2.

5.4.1. Create SIP line from Template

1. Copy the template file to the computer where IP Office Manager is installed. Rename the
template file to CA_Fibrenoire_SIPTrunk.xml. The file name is important in locating the
proper template file in Step 5.

2. Verify that template options are enabled in IP Office Manager. In IP Office Manager,
navigate to File = Preferences. In the IP Office Manager Preferences window that appears,
select the Visual Preferences tab. Verify that the box is checked next to Enable Template
Options. Click OK.

id P Office Manager Preferences E]E|

Preferences | Directaries | Discovery || Visual Preferences i security | Yalidation

Icon Size | Small -
Mulkiline Tabs
Enable Template Options
Enable Template Creation

i) Ok, H Cancel H Help
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3.

Import the template into IP Office Manager.

From IP Office Manager, select Tools = Import Templates in Manager. This action will
copy the template file into the IP Office template directory and make the template available
in the IP Office Manager pull-down menus in Step 5. The default template location is

C:\Program Files\Avaya\lP

Office\Manager\Templates.

i Avaya IP Office Manager DevCon IPO 2 [9.1.0.437] [Administrator(Administrator)]

View

File  Edit Tools | Help
IR ES-HIE

i DevConIPO 2

IP Offic

- & BOOTP (9)
[#-¢7 Operator (3)

Extension Renumber...

Line Renumber. ..

Connect To...

Export »

SCN Service User Management

olP | T38 Fax| SIP Credentials|SIP Advanced! Engineering

DevCon IPO 2 Busy on Held Yalidation 119 =l In Service
[=)*=7 System (1) p s
& DevCon) MSN Configuration |avayalab.com Check 005
=1 Line (9) Print Button Cabisls (5P . . & Session Timers
1 - ke .
-2 Import Templates in Manager l ‘Cloud v Refresh Method

3

SIP Line - Line 19 ek -¥ [ X|wvl<]|>

| Auto

v |
—

In the pop-up window that appears(not shown), select the directory where the template file

was copied in Step 1. After the import is complete, a final import status pop-up window will

appear (not shown) stating success or failure. Then click OK (not shown) to continue. If
preferred, this step may be skipped if the template file is copied directly to the IP Office

template directory.

IP Offices

Trunk from Template.

SIP Line - Line 19

To create the SIP Trunk from the template, right-click on Line in the Navigation Pane, then
navigate to New = New SIP

gf - X | v <>

K BOOTP (3) SIP Line |Transp0rt SIP URI|\YalP ||T38 Fax||SIP Credentials | SIP &dvanced |Engineering
{# Operator (3)
=% DevCon IPC 2 Line Mumber 19 " In Service
[=-5p Sy
ﬁ ] Mew L |avayalab.com | Check OOS5
=15 ]  Mew SIP Trunk from Template | |SIF‘ v | Sessionjlim=rs
' ﬂ Create SIP Trunk Template |C|0ud 2 | Refresh Method |P.ut0 v
: & Cu Chrl+% Tirner (seconds) |On Demand E
w53 Copy Chrl+C
) | | Forwarding and Twinning
S |
:: 75 Delete Chri+-Del | | Originator number | |
wy o Yalidate | | Send Caller ID |Diversi0n Header A4 |
2y C
& E | | Redirect and Transfer
a D Mew From Template (Binary)
: Incaming Supervised REFER. |Never R |
u Gl Export as Template (Binary) |System Defaul: £ |
B Shaort Code (677 IT [ ] Qukgoing Supervised REFER |Never v|
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5. In the subsequent Template Type Selection pop-up window, select Canada from the
Country pull-down menu and select Fibrenoire from the Service Provider pull-down menu

as shown below. These values correspond to parts of the file name
(CA _Fibrenoire_SIPTrunk.xml) created in Step 1. Click Create new SIP Trunk to finish

creating the trunk.

™ Template Type Selection

Locale

Service Provider | (BRI tai=mee (SRS v| Dizplay &l

[ Create new SIP Trunk ] [ Cancel ]

6. Once the SIP Line is created, verify the configuration of the SIP Line with the configuration
shown in Sections 5.4.2.
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5.4.2. Create SIP Line Manually

To create a SIP line, begin by navigating to Line in the left Navigation Pane, then right-click in the
Group Pane and select New - SIP Line. On the SIP Line tab in the Details Pane, configure the
parameters as shown below:

Set ITSP Domain Name to the enterprise domain so that IP Office uses this domain as the
host portion of SIP URI in SIP headers such as the From header.

Set Send Caller ID to Diversion Header. For the compliance test, this parameter was
ignored since Send original calling party information for Mobile Twinning is optioned in
Section 5.3.

Check the In Service box.

Set URI Type as SIP for SIP trunk to service provider via Avaya SBCE.

Check the Check OOS box. With this option selected, IP Office will use the SIP OPTIONS
method to periodically check the SIP Line.

Default values may be used for all other parameters.

e Click OK as shown.

The area of the screen entitled Redirect and Transfer is used to enable/disable SIP REFER for call
transfers. In the compliance test, REFER method is not supported by Fibrenoire. Therefore, the value
“Never” is selected from the drop-down menu for Incoming and Outgoing Supervised REFER.

IP Offices

+- K BOOTR (90

#-¢% Operator (3)

=% DevCon IPC 2
=30 Systern (1)

2 Dewi—on PO 2

y, 23
+-2e Control Unik (4)
44 Extension (42)
#-f User (44)
+ -,a Group (7}
+ @ Short Code (67)
B service (1)
ol RAS (1)
+ e Incoming Call Route {12}
H2 WaN Part (0
am Directory (0)
(f‘ Time Profile {0)
£ I Fireall Peofil= (1Y

Line Mumber

19

-~
-

SIF Line |Transport| SIPURI| VoIP || T38 Fax |SIP Credentials | SIP Advanced | Engineering

B SIP Line - Line 19 e -EIxX|vi<l>

ITSP Domain Mame

avayalab,com

In Service

Check 003

URI Type

sIP

Lacation

Prefix

Mational Prefix
Inkernational Prefix
Country Code
Marne Priority

Description

Cloud

Systern Default

Session Timers
Refresh Method
Timer {seconds)

Forwarding and Twinning

Qriginator number

Auta v

On Demand

4

Send Caller ID

Diversion Header F

Redirect and Transfer

Incoming Supervised REFER

Qutgoing Supervised REFER

Mewver b

Mewver A4

Send 302 Mowed Temporarily
(Outgoing Blind REFER.

[

Wi
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Select the Transport tab. The ITSP Proxy Address is set to internal IP Address of Avaya SBCE.
As shown in Figure 1, this IP Address is 10.10.97.174. In the Network Configuration area, UDP is
selected as the Layer 4 Protocol, and the Send Port is set to the port number of Avaya SBCE. The
Use Network Topology Info parameter is set to LAN 2. This associates the SIP Line with the
parameters in the System - LANZ2 - Network Topology tab. Other parameters retain default
values in the screen below.

IP Offices

A 8IP Line -Line 197

E’F'fﬂ[X[J[<;>

# & BOOTP(9) stP unélp URI|voIP | 738 Fax|SIP Credentials
{7 Operator (3) T —————
%% DevCon IPO 2 | 175P Proxy address [10.10.57.174 |
{=)-#%%7 System (1)
%2 DevCon IPO 2 Metwork Configuration
=% Line (9 — ——— —
= ; '"181( ) Layer 4 Protocol ‘UDF‘ i Send Port  |S060 ?,J
2 Use Network Topology Info |Lan 2 v 3
(o, 17
=18 Explicit DNS 5 [ w0 walwbe || D wa s
xplicil erver(s) ‘
(g 20 Calls Route via Registrar
g 21
Ly, 22
g, 23 Separate Reqgistrar
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A SIP URI entry must be created to match each incoming number that Avaya IP Office will accept
on this line. Select the SIP URI tab, click the Add button, and then New Channel area will appear
at the bottom of the pane. To edit an existing entry, click an entry in the list at the top, and click the
Edit... button. In the example screen below, a previously configured entry is edited. For the
compliance test, a single SIP URI entry was created that matched any DID number assigned to an
Avaya IP Office user. The entry was created with the parameters shown below:

Via field is pre-populated by IP Office.
Set Local URI, Contact, Display Name and PAI to Internal Data. This setting allows calls

on this line which SIP URI matches the number set in the SIP tab of any User as shown in

Section 5.6.

e For Registration, select None.

e Associate this line with an incoming line group in the Incoming Group field. This line
group number will be used in defining incoming call routes for this line. Similarly, associate
the line to an outgoing line group using the Outgoing Group field. For the compliance test, a
new incoming and outgoing group 19 was defined that only contains this line (line 19).

e Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed using
this SIP URI pattern.

e Click OK.

The following capture is the SIP URI entry for Channel 1.

IP Offices B SIP Line - Line 19 ek - [ X[ v <>
#- K& BOOTR (9 SIP Line| Transport | SIF LRI fvoIP || T35 Fax |SIP Credentials| SIP &dvanced| Engineering
+-4s Operator (3)
-3y DevCon IPO 2 Channel | Groups Via  Local URT | Contact | Display Mame — PAI &dd. ..
== System (1) 1 19 19 1o
w2y DevCon TPO 2 z 19 1% 1... 514864... S5148... Remove
=T Line (3) -
- 1 Edit...
a2
g, 17
., 18
Edit Channel
N
wy, 21 Yia 10,10,98.113
:. 23 Local URI Use Internal Data v
#-<2 Contral Unit (4) Conkack Use Internal Data w
+- 4y Extension (42)
+-§  User (44) Display Mame Use Internal Data “
+ ﬂ Group (73
Use Ink | Dak
@ Shart Cade (67) Pal se Inkernal Data iv
@B service (0) Reqistraticn 0: <Mone -
ol RAS (1)
+ e Incoming Call Route (12) Incaming Graup 19
B wan Port (0) _ 5
am Direckary (00 utgoing Group
gL .
t", Tirne: Profile (00 Max Calls per Channel 10 =
+- {8} Firewall Profile (1)
+-J§ll IP Route (2)
am Account Code ()
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SIP URI entry Channel 2 was similarly created for incoming calls appropriately to pre-define DID
numbers 5148640435 to access to Feature Name Extension 00 (FNEQO. The Short Codes for FNEOO
was defined in Section 5.5 to provide Dial Tone and Mobile Callback for mobility extension.

The Channel 2, as shown in the screenshot below, was configured with following parameters.
e Setthe Local URI and Contact fields to pre-define DID number 5148640435 appropriately

for Channel 2.

e Associate Incoming Group and Outgoing Group to SIP Line 19.

e Set the Max Calls per Channel field to 10.
e Other parameters retain default values.

Click OK to commit.

The following capture is the SIP URI entry for Channel 2.

IP Offices

- R BOOTR (9
+-{# Operator (3)
=% DevCon IPO 2
—I-#50 Syskem (1)
“zp DewiCon IPO 2

1

- 2
w, 17
15
oy, 20
oy, 71
oy, 72
Wy, 23
+-2 Contral Unit (4)
+- 4y Extension (42}
+ i ser (44)
+ ﬂ Group (7D
+- 8% Short Code (67)
B Service (0)
-l RAS (1)
+- Incaming Call Route (12)
E8 winh Port (0]
a4 Directory (0)
f.“‘ Time Profile {0}
+ @ Firewall Profile (13
+-Jill 1P Route (23
@ Account Code (0)
W |jcense (420

SIP Line - Line 19

g -8 [ X[ vl<]>

SIF Line| Transport | 2IF URI fyalIP | T35 Fax||SIP Credentials| SIP Advanced| Engineering

Channel  Groups

Wiz Local URI  Contack

1 19 19 floaa

2 19 19 1. 514864,.. 5143...
Edit Channel

Via 10,10.98,113

Local URI 2148640435

Caonkact 3145640435

Display Mame IJse Inkernal Data

PAI Use Internal Data

Reqgistration
Incoming Group
Oukgoing Group

Max Calls per Channel

0 <Mone:

19

19

10

ik

&dd...

Remowve

=

!

Zancel
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Select the VoI P tab to set the VVoice over Internet Protocol parameters of the SIP line. Set the
parameters as shown below:

e The Codec Selection can be selected by choosing Custom from the pull-down menu,
allowing an explicit ordered list of codecs to be specified. Select G.711 ULAW codec which
is supported by the Fibrenoire SIP Trunking service, in the Session Description Protocol
(SDP) offer.

e Set Fax Transport Support to T.38 from the pull-down menu.

e Setthe DTMF Support field to RFC2833 from the pull-down menu. This directs Avaya IP
Office to send DTMF tones using RTP events messages as defined in RFC2833.

e Uncheck the VoIP Silence Suppression box.

e Check the Re-invite Supported box.

e Default values may be used for all other parameters.

IP Offices B SIP Line - Line 19 IR 2R
- R BOOTF (9] SIP Line| Transport | SIP LRI T35 Fax| SIP Credentials | SIP Advanced| Engineering
#-gee Operator (3)
=29 DewCon IPO 2 [ valIP Silence Suppression

=57 Syskem (1)

Re-invite Supported

20 DewCon IPO 2 4 et |
- b
5 7 Line (9) Codec Selection Cuskam |:| Coder Lockdown
ol Pis=d pelocted Allow Direct Media Path
e 2 G711 ALAW B4 > G.711 LILAW G
y, 17 G722 64K Force direct media with phones
3, 729(a) 5k C5-ACELP
G.?ZSF?)ﬁKS ML [ PRACK/100rel Supported
., 20 e G, 711 Fax ECAM
., 21
Ny, 22
oy, 23

+-<=x Contral Unit {4)
+ -4 Extension (42)
+ = User (44)
+- 53§ Group (7) Fax Transport Support | T38 v
+--@% short Code (67)
B service (0) DTMF Support RFC2833 v
ol RAS (1)
T e Incoming Call Route (12) Madia Security Disabled L
B2 Wil Part (0) < 3
s Directory (0)

(I,\ Time Profile {0)
%D Firevoall Profile (1% H

x>
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5.5. Short Code

Define a short code to route outbound traffic to the SIP line. To create a short code, select Short
Code in the left Navigation Pane, then right-click in the Group Pane and select New. On the Short
Code tab in the Details Pane, configure the parameters for the new short code to be created. The
screen below shows the details of the previously administered “9ON;” short code used in the test
configuration.

e Inthe Code field, enter the dial string which will trigger this short code, followed by a semi-
colon. In this case, 9N, this short code will be invoked when the user dials 9 followed by any
number.

e Set Feature to Dial. This is the action that the short code will perform.

e Set Telephone Number to N”@avayalab.com”. This field is used to construct the Request
URI and To headers in the outgoing SIP INVITE message. The value N represents the
number dialed by the user. The host part following the “@” is the domain of the service
provider network.

e Setthe Line Group Id to the outgoing line group number defined on the SIP URI tab on the
SIP Line in Section 5.4. This short code will use this line group when placing the outbound
call.

e Set Locale to United State (US English).

IP Offices Short Code B SN;: Dial
K BOOTP (7) Code Tulephiones Numbsr ™~ *
v Operator (3) WX AGENS N !
= " DevCon IPO 2 L AR ] Code 9N;
wr Systam (1) Px70102 " 4 |
14 Line (9) wxan; N"@havayalab, com” l | Faatura Dial ]|
Control Unit (4) WXFNEOD oo [ Telaphone Number N"@avayalab, com
A Extension (42) e a0 1 | - -
& vser (44 O3 va1 1 f Line Group 1D 19 |
Group (7 ( \
W Short Codm (67 :: ::?3‘ i : Locals LUnited States (LIS English) ~
&9 Service (0) O g = P Force Account Code (.
o RAS (1) %
B Incoming Call Route (11) || PH4S*NE N ' Force Authorization Code  []

For incoming calls from mobility extension to FNE features hosted by IP Office to provide Dial
Tone functionality, Short Code FNEOO was created. The FNEOO was configured with the following
parameters.

¢ Inthe Code field, enter the FNE feature code as FNEOQO for Dial Tone.
e Set the Feature field to FNE Service.
e Set the Telephone Number field to 00 for FNEOQO.
e Setthe Line Group ID field to 0.
e Retain default values for other fields.
Short Code E= FINEOO: FNE Service
Code Telophone Number -~
o= 7S102 T
Jru.—m_m.wm koo el caSO60 Code FNEoo
S ENECO ~ Mt e | e Sarvice < |
> I
Telophone Number 00
| ] Line Group 1D o ~
| Locale | -~ |
Force Account Code =1
| Force Authorization Code =1
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5.6. User

Configure the SIP parameters for each user that will be placing and receiving calls via the SIP line
defined in Section 5.4. To configure these settings, first select User in the left Navigation Pane, then
select the name of the user to be modified in the center Group Pane. In the example below, the name
of the user is “H323-29225”. Select the SIP tab in the Details Pane.

The values entered for the SIP Name and Contact fields are used as the user part of the SIP URI in
the From header for outgoing SIP trunk calls. They also allow matching of the SIP URI for incoming
calls without having to enter this number as an explicit SIP URI for the SIP line (Section 5.4). The
example below shows the settings for user H323-29225. The SIP Name and Contact are set to one
of the DID numbers assigned to the enterprise from Fibrenoire. The SIP Display Name (Alias)
parameter can optionally be configured with a descriptive name. If all calls involving this user and a
SIP Line should be considered private, then the Anonymous box may be checked to withhold the
user’s information from the network.

IP Offices E Extn29225: 29225 g -0 | X v ]|« =

E ;’_“*_'55"5'5?"“)(1) A1 |user | vaicemail | DMD | Short Cades || Source Mumbers | Telephol orwarding || Dial In | Yoice Recording || Button Pragramming
#T4 Line (3 . - ) . R

5% Cantrol Unit (4) Menu Programming || Mobility | Group Membership | Announcements _i Personal Directory || Web Self-Administration

+--4f Extension (42) SIP Marme 5148640431

Mollser SIP Display Mame (alias) |H323-29225
RemateManager
i 29225 Extn29225 Cantact 5148640431
{2920z Extnzoz0z
]
1 29203 Extn29203
L 29204 Extniz9z04
L 29205 Extnz9z05
L 29206 Extnz9206 |:| [ﬁHelp
f20on7 Futnrozn —

One of the H.323 IP Phones at the enterprise site uses the Mobile Twinning feature. The following
screen shows the Mobility tab for User H323-29225. The Mobility Features and Mobile Twinning
boxes are checked. The Twinned Mobile Number field is configured with the number to dial to
reach the twinned mobile telephone, in this case 916139675279 including access code of 9. Other
options can be set according to customer requirements.

B Extn29225: 29225 ek - | X | v | < | >]

Button Programming | Menu Programming Mobility Group Membership il announcements | SIP Personal Directory: R

Mobility Features
Mobile Twinning

Twinned Mobile Number lo6139675279 l
including dial access code) |

Twinning Time Profile | =None> ~

Mobile Dial Delay (secs) 72

Mobile Answer Guard {secs) |0 =

[] Hunt group calls eligible For mobile bwinning
[] Forwarded calls eligible For mobile bwinning

[] Twin When Logged Out
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5.7. Incoming Call Route

An incoming call route maps an inbound DID number on a specific line to an internal extension.
This procedure should be repeated for each DID number provided by the service provider. To create
an incoming call route, select Incoming Call Route in the left Navigation Pane, then right-click in
the center Group Pane and select New. On the Standard tab of the Details Pane, enter the
parameters as shown below:

e Set the Bearer Capacity to Any Voice.

e Setthe Line Group Id to the incoming line group of the SIP line defined in Section 5.4.
e Set the Incoming Number to the incoming number on which this route should match.

e Set Locale to United State (US English)

e Default values can be used for all other fields.

IP Offices E 19 5148640431 k- X v <>

#- R BOOTR (3) Standard | woice Recording | Destinations

+-¢# Operator (3)

=|-*=p DevCan IPO 2
H-%ay Syskemn (1) Bearer Capability Any Woice w
+-T Line (3) _
<= Control Unit (43 Line Group ID 19 w
#-4 Extension (42} Incoming Mumber 51486404351
w-§  User (44
+ ﬂ Group (7) Incoming Sub Address
+- @ Short Code (67)
@ Service (0} Incoming CLI
+-aly RPAS (1) . "
Locale United States (U5 English w
| =-§3 Incoming all Foute (12} { alish)
@ 2l Priority 1 - Low w
@1
Tag
Hold Music Source System Source ~
Ring Tone Crwerride Mone w

=1 o il

On the Destinations tab, select the destination extension from the pull-down menu of the
Destination field. In this example, incoming calls to 5148640431 on line 19 are routed to extension
29225.

IP Offices E 19 5148640431 g -2 | X | wl<]>

I ing Call Route (12 . y —
-‘:F. ogwllng all Route (12) Standard || Voice Recording
@ 1 TimeProfile Destination Fallback Extension

Dz |> Default value 79225 Extn29225 | v v

Pz
P
1=

1]
2 19 5148640431

5.8. Save Configuration

Navigate to File = Save Configuration in the menu bar at the top of the screen to save the
configuration performed in the preceding sections.
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6. Configure the Avaya Session Border Controller for
Enterprise

This section covers the configuration of the Avaya SBCE. It is assumed that the software has already
been installed. For additional information on these configuration tasks, see reference [4] and [5] in

Section 10.

The compliance testing comprised the configuration for two major components, Trunk Server for the
service provider and Call Server for the enterprise. Each component consists of a set of Global
Profiles, Domain Policies and Device Specific Settings. The configuration was defined in the Avaya
SBCE web user interface as described in the following sections.

Trunk Server configuration elements for the service provider - Fibrenoire:

e Global Profiles:

o

o O O O

o

URI Groups

Routing

Topology Hiding
Server Interworking
Signaling Manipulation
Server Configuration

e Domain Policies:

@)
©)
@)
©)
@)

Application Rules
Media Rules

Signaling Rules
Endpoint Policy Group
Session Policy

e Device Specific Settings:

o

o O O O

Network Management

Media Interface

Signaling Interface

End Point Flows - Server Flows
Session Flows

Call Server configuration elements for the enterprise - IP Office:
e Global Profiles:

@)
©)
@)
@)
©)

URI Groups

Routing

Topology Hiding
Server Interworking
Server Configuration

e Domain Policies:

o

o O O O

Application Rules
Media Rules

Signaling Rules
Endpoint Policy Group
Session Policy
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e Device Specific Settings:
o Network Management

O O O O

Media Interface

Signaling Interface

End Point Flows = Server Flows
Session Flows

6.1. Log into the Avaya Session Border Controller for Enterprise

Use a Web browser to access the Avaya SBCE Web interface, enter https://<ip-addr>/sbc in the
address field of the web browser, where <ip-addr> is the management IP address.

Enter the appropriate credentials then click Log In.

for Enterprise

AVAYA

Session Border Controller

Log In

Username: L

Password esssssssssssse

I Log In |

This system s restricted solely to authorized users for legitimate
business purposes only. The actual or attempted unauthorized access,
use or modifications of this system is strictly prohibited. Unauthorized
users are subject to company disciplinary procedures and or criminal
and civil penatties under state, federal or other applicable domestic and
foreign laws.

The use of this systam may be monitorad and recorded for
administrative and security reasons. Anyone accessing this system
expressly consents to such monitoring and recording, and Is advised
that if it reveals possible evidence of criminal activity, the evidance of
such activity may be provided to law anforcameant officials

All users must comply with all corporate Instructions regarding the
protection of nformation assets

@ 2011 - 2012 Avaya Inc, All rights reserved,

The Dashboard main page will appear as shown below.

Dashboard
JAdministration
Backup/Restore

System Management

> Global Parameters

> Global Profiles

> PPM Services

> Domain Policies

> TLS Management

> Device Specific Settings

Dashboard

Application DEBUG level log messages are currently enabled on one or more subsystems. Leaving this log level

enabled for extended periods of time may cause severe performance degradation.

; 03:26:09 = EMS
System Time AM CST Refresh
= mSBCE
Version 6.3.000-19-4338
- Fri Sep 26 09:14:23
Build Date EDT 2014
License State @ 0OK i

Aggregate Licensing Overages 0
Peak Licensing Overage Count 0

Alarms (past 24 hours)

Session Border Controller for Enterprise AVAYA

>

Incidents (past 24 hours)

None found. mSBCE: Max forwards Exceeded
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To view system information that has been configured during installation, navigate to System
Management. A list of installed devices is shown in the right pane. In the compliance testing, a
single Device Name mSBCE was already added. To view the configuration of this device, click the
View as shown in the screenshot below.

Session Border Controller for Enterprise AVAYA

[Dashboard System Management

JAdrmenestration

Backup/Restore

Fystem Management ]
Giobal Parameters
Global Profiles

PPM Services

(o] (] 3 ]

Dewce

Managemeant
Name P

mSBCE 10109870

Version Status

6 3000-194338 Commissaned

The System Information screen shows Network Settings, DNS Configuration and
Management IP information provided during installation and corresponded to Figure 1. The Box
Type was set to SIP and the Deployment Mode was set to Proxy. Default values were used for all
other fields.

System Information: mSBCE X

Device Configuration

General Configuration
Appliance Name mSBCE HA Mode Mo Standard Sessions 0
Box Type SIP Two Bypass Mode Mo

e Ve Advanced Sessions 0
Deployment Mode  Proxy FELUESEC

- License Allocation

Scopia Video Sessions

Requested: 0
Encryption
r Network Configuration
Public IP Netmask Gateway Interface

10.10.97.174 10.10.97.174 265265255192 10.10.97.129 Al
10.10.98.106 10.10.98.106 265255255224 10.10.98.97 B1
10.10.97.173 10.10.97.173 265255256192 10.10.97.129 Al
10.10.98.102 10.10.98.102 255.265.255.224 10.10.98.97 B1

r DNS Configuration r Management IP(s)
Primary DNS 10.10.98.60 1P 10.10.98.70
Secondary DNS
DNS Location DMz
DNS Client IP 10.10.97.174
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6.2. Global Profiles
Global Profiles allows for configuration of parameters across all Avaya SBCE appliances.

6.2.1. Uniform Resource ldentifier (URI) Groups

URI Group feature allows user to create any number of logical URI groups that are comprised of
individual SIP subscribers located in that particular domain or group. These groups are used by the
various domain policies to determine which actions (Allow, Block, or Apply Policy) should be used
for a given call flow.

For this configuration testing, “*” is used for all incoming and outgoing traffic.

6.2.2. Routing Profiles

Routing profiles define a specific set of packet routing criteria that are used in conjunction with other
types of domain policies to identify a particular call flow and thereby ascertain which security
features will be applied to those packets. Parameters defined by Routing profiles include packet
transport settings, name server addresses and resolution methods, next hop routing information and
packet transport types.

To create a Routing profile, select Global Profiles & Routing then click on the Add Profile button
(not shown).

In the compliance testing, Routing profile SP-RP was created to be used in conjunction with Server
Flow (see Section 6.4.4) defined for IP Office. This entry is to route outgoing calls from the
enterprise to Fibrenoire.

On the opposite direction, Routing profile EN-RP was created to be used in conjunction with Server
Flow (see Section 6.4.4) defined for Fibrenoire. This entry is to route incoming calls from Fibrenoire
to the enterprise.
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6.2.2.1 Routing Profile for Fibrenoire

To display Edit Routing Rule dialog of Routing profile SP-RP, select Global Profiles & Routing:
SP-RP. As shown in the screenshot below, if there is a match on the SIP domain of the “To” header
with the URI Group “*” defined in Section 6.2.1, outgoing calls will be routed to the Next Hop
Server 1 as defined as 192.168.104.164 which is the IP address of Fibrenoire Trunk Server, on port
5060. As shown in Figure 1, Fibrenoire SIP Trunking was connected with transportation protocol
UDP. The other options were kept as default.

Profile : SP-RP - Edit Rule X

URI Group g ' v Time of Day default «
Load Balancing Priority ¥  NAPTR

Transport None Next Hop Priority ¥]

Next Hop In-Dialog [ Ignore Route Header ]

Priority / Weight Server Configuration MNext Hop Address Transport
1 SP-SC - 192.168.104.164:5060 (UDP) - None Delete
| Finish

6.2.2.2 Routing Profile for Avaya IP Office

Similarly, Routing profile EN-RP was created to route incoming calls to the Next Hop Server 1 as
defined as 10.10.98.113 which is the IP address of IP Office, on port 5060 if there is a match on the
SIP domain of the “To” header with the URI Group “*” specified in Section 6.2.1. As shown in
Figure 1, IP Office was connected with transportation protocol UDP.

To display Edit Routing Rule dialog of Routing profile EN-RP, select Global Profiles > Routing:
EN-RP then click Edit (not shown).

Profile : EN-RP - Edit Rule X

URI Group i v Time of Day default «
Load Balancing ' - NAPTR
Transport None Next Hop Priority

Next Hop In-Dialog (] Ignore Route Header [

Priority / Weight Server Configuration Next Hop Address Transport
1 EN-SC ~  10.10.98.113:5060 (UDP) v |/ None Delete
| Finish

Note: The Routing Priority based on Next Hop Priority was checked to use the default settings.
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6.2.3. Topology Hiding

Topology Hiding is a security feature of the Avaya SBCE which allows changing certain key SIP
message parameters to ‘hide’ or ‘mask’ how the enterprise network may appear to an unauthorized
or malicious user.

To create a Topology Hiding profile, select Global Profiles > Topology Hiding then click on the
Add Profile (not shown).

In the compliance testing, two Topology Hiding profiles were created: SP-TH and EN-TH.

6.2.3.1 Topology Hiding Profile for Fibrenoire

Topology Hiding profile SP-TH was defined for outgoing calls to Fibrenoire to:
e Mask URI-Host of the “Request-URI” and “To” headers with service provider SIP domain
fn-voip.com to meet the requirements of Fibrenoire.
e Mask URI-Host of the “From” header to service provider SIP domain fn-voip.com.

This implementation is to secure the enterprise network topology and also to meet the SIP
requirements from the service provider.

The screenshots below illustrate the Topology Hiding profile SP-TH.

Session Border Controller for Enterprise AVAYA

Dashboard Topology Hiding Profiles: SP-TH

Administration

Add Rename ” Clone ” Delete ]

Backup/Restore

Topology Hiding

Click here to add a description.

System Management Profiles

»_Global Parameters default Topology Hiding
4 (Global Profiles |
- SP-TH Header Criteria Replace Action Overwrite Value
Domain DoS Refor T P/Domai A
efer-To /Domain uto —
Fingerprint To_IPO_14
Server Interworking To_SP3 Via IP/Domain Auto -
Phone Interworking Record-Route IP/Domain Auto
Media Forking Request-Line IP/Domain Owerwrite fn-voip.com
Routing Referred-By IP/Domain Auto
Server Configuration
Topology Hiding To IP/Domain Cwerwrite fn-voip.com
Signaling Manipulation SDP IP/Domain Auto
URI Groups From IP/Domain Owerwrite fn-voip.com
> PPM Services
Edit
: Dnmain Policiss
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6.2.3.2 Topology Hiding Profile for IP Office

Topology Hiding profile EN-TH was defined for incoming calls to IP Office to:
e Mask URI-Host of the “Request-URI”, “To”, and “From” headers with the enterprise SIP
domain avayalab.com.
e |eave the “Record-Route”, “Via” headers and SDP to default Auto.

The screenshots below illustrate the Topology Hiding profile EN-TH.

Dashboard
JAdministration
Backup/Restore
System Management

Session Border Controller for Enterprise

Topology Hiding Profiles: EN-TH
Add

Topology Hiding Click here to add a description.
Profiles

AVAYA

[ Rename ” Clone H Delete ]

> Global Parameters default Topology Hiding
4 | Global Profiles
EN-TH Header Criteria Replace Action Overwrite Value
Domain DoS -
g " Refer-To IP/Domain Auto -
Fingerprint
Server Interworking Via IP/Domain Auto —
Phone Interworking Record-Route IP/Domain Auto -
Media Forking Request-Line IP/Domain Overwrite avayalab.com
Rouing Referred-By IP/Domain Auto -
Server Configuration
o To IP/Domain Overwrite avayalab.com
Topology Hiding
Signaling Manipulation SDP IP/Domain Auto i
URI Groups From IP/Domain Overwrite avayalab.com
> PPM Services
> _Domain Policies
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6.2.4. Server Interworking

The Server Interworking profile features are configured differently for Call Server and Trunk Server.
To create a Server Interworking profile, select Global Profiles = Server Interworking then click
on the Add Profile button (not shown). In the compliance testing, two Server Interworking profiles
SP-SI and EN-SI were created for Fibrenoire (Trunk Server) and IP Office (Call Server).

6.2.4.1 Server Interworking Profile for Fibrenoire

Server Interworking profile SP-SI was defined to match the specification of Fibrenoire. The
General and Advanced tabs were configured with the following parameters while the other tabs
Timers, URI Manipulation and Header Manipulation were kept as default. General settings are
being set as shown in capture bellow. Others are left as default.

Editing Profile: SP-5I

| @ Mone |

Hold Support RFC2543 - c=0.0.0.0
0 RFC3264 - a=sendonly

180 Handling @ MNone | SDP ) Mo SDP
181 Handling @ PMone | SDP O Mo SDP
182 Handling @ Mone | SDP ) Mo SDP
183 Handling @ MNone | SDP ) Mo SDP
Refer Handling [

URI Group Mone

Send Hold
3x¢ Handling

Diversion Header Support
Delayed SOP Handling

Re-lnvite Handling

ﬁmm K

T.38 Support
LRI Scheme O TEL O ANY
Wia Header Format
) RFC2543
Mext
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Advanced settings are being set as shown in capture bellow and others are left as default.

Editing Profile: SP-5SI X

) Mone
Record Routes ) Single Side
| ® Both Sides |

Topology Hiding: Change Call-ID
Call-Info NAT

Change Max Forwards

Include End Point IP for Context Lookup
OCS Extensions

AVAYA Extensions

MORTEL Extensions

DDDDDEDH

Diversion Manipulation

Diversion Header URI

Metaswitch Extensions [l
Reset on Talk Spurt [
Reset SRTP Context on Session Refresh  [[]
Has Remote SBC
Route Response on Via Port ]
Cisco Extensions [l

Finish
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6.2.4.2 Server Interworking Profile for IP Office

Server Interworking profile EN-SI shown in the screenshots below, was similarly defined to match
the specification of IP Office with the exception of the support for Avaya Extensions was enabled.
General Settings are being set as shown in capture bellow and others are left as default.

Editing Profile: EN-5I X

General
@ Mone

Hold Support ) RFC2543 - c=0.0.0.0
) RFC3264 - a=sendonly

180 Handling @ MNone | SDP ) No SDP
181 Handling @ Mone | O SDP O No SDP
182 Handling @ None | SDP ) Mo SDP
183 Handling @ MNone | SDP ) Mo SDP
Refer Handling ]

URI Group Mone

Send Hold
Jx¢ Handling [

Diversion Header Support

Delayed SDP Handling [
Re-Invite Handling =
T.38 Support
URI Scheme @ SP| O TEL O ANY
Via Header Format q RFC3261

0 RFC2543

Mext
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Advanced settings are being set as shown in capture below and others are left as default.

Editing Profile: EN-5I X

) Mone
Record Routes ) Single Side
| @ Both Sides |
Topology Hiding: Change Call-ID
Call-Info NAT (]
Change Max Forwards
Include End Paint IP for Context Lookup [
OCS Extensions [l
AVAYA Extensions
NORTEL Extensions O
Diversion Manipulation [l
Diversion Header UR
Metaswitch Extensions O
Reset on Talk Spurt [l
Reset SRTP Context on Session Refresh  [[]
Has FRemote SBC
Route Response on Via Port [
Cisco Extensions [l
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6.2.5. Server Configuration

The Server Configuration screen contains four tabs: General, Authentication, Heartbeat, and
Advanced. These tabs are used to configure and manage various SIP Call Server specific parameters
such as TCP and UDP port assignments, heartbeat signaling parameters, DoS security statistics and
trusted domains.

To create a Server Configuration entry, select Global Profiles > Server Configuration then click
on the Add Profile button (not shown).

In the compliance testing, two separate Server Configurations were created, server entry SP-SC for
Fibrenoire and server entry EN-SC for IP Office.

6.2.5.1 Server Configuration for Fibrenoire

The Server Configuration SP-SC was added for Fibrenoire, it is discussed in detail below. The
General and Advanced tabs were provisioned. The Heartbeat tab, however, was disabled (default)
to allow the Avaya SBCE to forward the OPTIONS heartbeat originated from IP Office to
Fibrenoire, to query for the status of the SIP Trunk. The Authentication tab was also kept disabled
(default). The General setting for Server Configuration SP-SC is being set as shown in the
following capture.

Session Border Controller for Enterprise AVAYA
Server Configuration: SP-SC
Domain DoS Add ’ Rename ” Clone ” Delete ]
Fingerprint

Server Interworkin |Genera| ||| Authentication | | Heartbeat | | Advanced | | DoS5 Whitelist | | DoS Protection |
g

Phone Interworking

PO
Media Forking

Routing

Server Type Trunk Server

IP Address / FQDN Transport
192 168.104 164 5060 uppP

| Server Cnnfiguratiunl

The Advanced setting is being set as shown in capture. Where the SP-SI Interworking Profile is
selected as defined in Section 6.2.4.1.

Session Border Controller for Enterprise AVAYA
4 Global Profiles | Server Configuration: SP-SC
Domain DoS Add [ Rename ] [ Clone ] [ Delete ]
Fingerprint . . o .
. General | | Authentication | | Heartbeat ||l€\dvancedl|| DoS Whitelist | | DoS Protection |
Server Interworking
; IPO
Phone Interworking Enable DoS Pratection
Media Forking SP-5C _
Routing Enable Grooming ]
Server Configuration Interworking Prafile
Topology Hiding Signaling Manipulation Script Mone
Signaling Manipulation Connaction Type SUBID
LIC3]
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6.2.5.2 Server Configuration for Avaya IP Office

The Server Configuration EN-SC was similarly created for IP Office. It is discussed in detail below.
Only the General and Advanced tabs required provisioning. The Heartbeat tab was kept disabled
(default) to allow the Avaya SBCE to forward the OPTIONS heartbeat from Fibrenoire, to IP Office,
to query for the status of the SIP Trunk. The General setting for Server Configuration EN-SC is
being set as shown in the following capture.

Session Border Controller for Enterprise AVAYA
Dashboard Server Configuration: EN-SC
PemiiStation [ Rename H Clone H Delete ]
Backup/Restore
) |Genera| "| Authentication I | Heartbeat l | Advanced l
4 Global Profiles e -
Domain DoS Server Type Call Server
Fingerprint =
' Address / FQDN Port Transport
Server Interworking
: 10.10.98.113 5060 UDP
Phone Interworking
Media Forking 10.10.98.113 5060 TcP
Routing
lServer Configuration I

The Advanced setting is set, as shown in the following capture. The EN-SI Interworking Profile is
selected as defined in Section 6.2.4.2.

Session Border Controller for Enterprise AVAYA
Dashboard Server Configuration: EN-SC
PAdministration Add [ Rename H Clone H Delete ]
Backup/Restore
General ' | Authentication ‘ | Heartbeat | I Advanced ] I
System Management
EN-SC

> Global Parameters Enable DoS Protection [El
[ Global Profiles =

Domain DoS Enable Grooming i

Fingerprint Interworking Profile EN-SI

Server Interworking Signaling Manipulation Script None

Phone Interworking Connection Type SUBID

Media Forking

Routing

| Server Configuration ]
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6.3. Domain Policies

The Domain Policies feature configures various rule sets (policies) to control unified
communications based upon criteria of communication sessions originating from or terminating at
the enterprise. These criteria can be used to trigger policies which, in turn, activate various security
features of the Avaya SBCE security device to aggregate, monitor, control and normalize call flow.
There are default policies available for use, or a custom domain policy can be created.

6.3.1. Signaling Rules

Signaling Rules define the action to be taken (Allow, Block, Block with Response, etc.) for each
type of SIP-specific signaling request and response message. When SIP signaling packets are
received by the Avaya SBCE, they are parsed and “pattern-matched” against the particular signaling
criteria defined by these rules. Packets matching the criteria defined by the Signaling Rules are
tagged for further policy matching.

To clone a signaling rule, navigate to Domain Policies = Signaling Rules, select the default rule
then click on the Clone Rule button (not shown).

In the compliance testing, two Signaling Rules were created for Fibrenoire and IP Office.

6.3.1.1 Signaling Rule for Fibrenoire

Cloning the Signaling Rule default with a descriptive name e.g. SP-SR and click on the Finish
button (not shown). Verify that General settings of SP-SR with Inbound and Outbound Request
were set to Allow, and Enable Content-Type Checks was enabled with Action and Multipart-
Action were set to Allow (not shown).

On the Signaling QoS tab, select the proper Quality of Service (QoS). The Avaya SBCE can be
configured to mark the Differentiated Services Code Point (DSCP) in the IP packet header with
specific values to support Quality of Services policies for signaling.

The following screen shows the QoS value used for the compliance testing.

Session Border Controller for Enterprise AVAYA

Global Parameters

Global Profiles
SIP Cluster Add Filter By Device.. [ Rename ||| Clone || Delete |

b Domain Policies Signaling Rules Click here to add a description.

Signaling Rules: SP-SR

icati SP-SR

iR General H Requests || Responses | ‘ Request Headers | | Response Headers ’ I Signaling QoS |
Border Rules
Media Rules Signaling QoS ™
Security Rules QoS Type DSCP

> . | DSCP EF
Time of Day Rules
End Point Policy  Edit
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6.3.1.2 Signaling Rule for IP Office

Cloning the Signaling Rule default with a descriptive name e.g. EN-SR for IP Office and click on
the Finish button (not shown). Verify that General settings of EN-SR with Inbound and Outbound
Request were set to Allow, and Enable Content-Type Checks was enabled with Action and
Multipart-Action were set to Allow (not shown). Similarly the Signaling QoS rules are set as
shown in Figure below.

Session Border Controller for Enterprise AVAYA
Dashboard Signaling Rules: EN-SR
Administration Add Filter By Device... [ Rename H Clone H Delete ]
Backup/Restore
System Management
: i EN-SR

4 Domain Policies -GAMTJ_J l Requests ‘ l Responses J l Request Headers I i Response Headers l | ISlgnallng QoS ||

Application Rules ucip

Border Rules e e

' Signaling QoS ¥

Media Rules

Security Rules QoS Type pscp

Signaling Rules DSCP EF

Time of Day Rules

Edit
End Point Policy
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6.3.2. Endpoint Policy Groups

The rules created within the Domain Policy section are assigned to an Endpoint Policy Group.
The Endpoint Policy Group is then applied to Server Flow defined in Section 6.4.4.

Endpoint Policy Groups were separately created for Fibrenoire and IP Office.

To create a policy group, navigate to Domain Policies = Endpoint Policy Groups and click on the
Add Group button (not shown).

6.3.2.1 Endpoint Policy Group for Fibrenoire
The following screen shows SP-PG created for Fibrenoire.

Set Application Rule to default-trunk.

Set Media Rule to default-low-med.

Set Signaling Rule to SP-SR which was created in Section 6.3.1.1.
Set Border and Time of Day rules to default.

Set Security rule to default-high.

Dashboard

Administration

4 Domain Policies
Application Rules
Border Rules

Session Border Controller for Enterprise AVAYA

Policy Groups: SP-PG

Filter By Device... ad [ Rename H Clone ][ Delete ]

Policy Groups Click here to add'a description

Hover over a row to see its description.

Media Rules 4‘

Security Rules Hoiey Neen

Signaling Rules

Time of Day Rules Order Application Border Media Security Signaling

End Point Policy = = S

Groups |1 default-trunk default lo.,m“:eri default-high SP-SR | Edit
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6.3.2.2 Endpoint Policy Group for IP Office
The following screen shows policy group EN-PG created for IP Office.

e Set Application Rule to default-trunk.
e Set Media Rule to default-low-med.
e Set Signaling Rule EN-SR which was created in Section 6.3.1.2.
e Setthe Border and Time of Day rules to default.
e Set the Security rule to default-high.
Session Border Controller for Enterprise AVAYA
Dashboard Policy Groups: EN-PG
/B\drT:(iniS/tl;atiOﬂ ‘Fil'terBy Device... v [ Rename H Clone H Delete ]
st
preotins
e omain Folicies
Border Rules —]
Media Rules i
Security Rules
Signaling Rules Order Application Border Media Security Signaling
Do of Day Rk 1 default-trunk default ﬂj\fa:flid default-high EN-SR Edit
End Point Policy e
Groups
, Reviewea: olution nteroperapility 1est Lal pplication Notes 0
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6.4. Device Specific Settings

The Device Specific Settings feature allows aggregate system information to be viewed and various
device-specific parameters to be managed to determine how a particular device will function when
deployed in the network. Specifically, it gives the ability to define and administer various device-
specific protection features such as Message Sequence Analysis (MSA) functionality and protocol
scrubber rules, end-point and session call flows, as well as the ability to manage system logs and
control security features.

6.4.1. Network Management

The Network Management page is where the network interface settings are configured and enabled.
During the installation process of the Avaya SBCE, certain network-specific information is defined
such as device IP address, public IP address, subnet mask, gateway, etc. to interface the device to the
networks. This information populates the various Network Management tabs which can be edited as
needed to optimize device performance and network efficiency.

Navigate to Device Specific Settings = Networks, under Networks tab and verify the IP addresses
assigned to the interfaces and that the interfaces were enabled. The following screen shows the
private interface was assigned to Al and the public interface was assigned to B1 appropriate to the
parameters shown in the Figure 1.

Session Border Controller for Enterprise AVAYA

* Global Parameters Network Management: mSBCE

> Global Profiles

» PPM Services

> Domain Policies Interfaces | ||Ne“""°"°5 ||

» TLS Management Add

“ Device Specific Settings Name Gateway Subnet Mask Interface IP Address
Network 10.10.97.174, .
Management Network A1  135.10.97.129 255255255192 A1 ey 7e  Edit Delete

Media Interface 1010
Signaling Interface Network B1  135.10.98.97  255.255.255.224 BA 10.13.98.10%. Edit Delete
10

End Point Flows

QT; Reviewed: Solution & Interoperability Test Lab Application Notes 40 of 65
SPOC 3/9/2015 ©2015 Avaya Inc. All Rights Reserved. FSIPTIPO91SBC63



On the Interfaces tab, enable the interfaces connecting to the inside enterprise and outside service
provider networks. To enable an interface, click on “Disable” Status. The following screen shows
interface Al and B1 were Enabled.

Session Border Controller for Enterprise AVAYA

System Management Network Management: mSBCE
> Global Parameters

» (lobal Profiles

> PPM Services Devices |Interfaces | Networks|

> Domain Policies mSBCE Add VLAN
»_TLS Management Interface Name VLAN Tag Status
4 Device Specific Settings A1 Enabled

Network _

Management A2 Disabled

Media Interface | B1 Enabled |

6.4.2. Media Interface

The Media Interface screen is where the media ports are defined. The Avaya SBCE will open
connection for RTP traffic on the defined ports.

To create a new Media Interface, navigate to Device Specific Settings = Media Interface and
click on the Add Media Interface button (not shown).

Two separate Media Interfaces are needed for both the inside and outside interfaces. The following
screen shows the Media Interfaces InsideMedia and OutsideMedia were created for the compliance
testing.

Note: After the media interfaces are created, an application restart is necessary before the changes
will take effect.

Session Border Controller for Enterprise AVAYA
Dashboard Media Interface: mSBCE

Administration

Backup/Restore .

System Management Devices

* (Global Parameters

Maodifying or deleting an existing media interface will require an application restart before taking

> (Global Profiles effect. Application restarts can be issued from System Management.
> PPM Services
> Domain Palicies

MName Media IP Port Range

> TLS Management

[+ Device Spectic Setings | InsideMedia 10.10.97.174 35000 - 40000 Edit Delete
Network Managerment OutsideMedia 10.10.98.106 35000 - 40000 Edit Delete
InsideMediaRW 10.10.97.173 35000 - 55000 Edit Delete
Signaling Interface OutsideMediaRW/ 10.10.98.102 35000 - 55000 Edit Delete
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6.4.3. Signaling Interface

The Signaling Interface screen is where the SIP signaling port is defined. The Avaya SBCE will
listen for SIP requests on the defined port.

To create a new Signaling Interface, navigate to Device Specific Settings - Signaling Interface
and click on the Add Signaling Interface button (not shown).

Two separate Signaling Interfaces are needed for both inside and outside interfaces. The following
screen shows the Signaling Interfaces InsideSIP and OutsideSIP were created in the compliance
testing with TCP/5060 and UDP/5060 respectively configured for inside and outside interfaces.

Session Border Controller for Enterprise AVAYA
Dashboard Signaling Interface: mSBCE

Administration

Backup/Restore — —‘ -

System Management — Signaling Interface

» Global Parameters mSBCE

> Global Profiles taking effect. Application restarts can be issued from System Management.
> PPM Services
> Domain Policies

Modifying or deleting an existing signaling interface will require an application restart before

TCP UDP TS

> TLS Management Name Signaling IP Pot Pot Por TLS Profile
|+ Device Specific Settings | InsideSIP 10.10.97.174  — 5060 —  None Edit Delete
Network Management OutsideSIP 10.10.98.106 5060 5060 — None Edit Delete
Media Interface
|Signa|ing Interface | InsideSIPRW 10.10.97.173 5060  — Naone Edit Delete
End Point Flows OutsideSIPRW 101098102 = = 5061 AvayaSBCSemwer Edit Delete

6.4.4. End Point Flows - Server Flow

When a packet is received by the Avaya SBCE, the content of the packet (IP addresses, URISs, etc.) is
used to determine which flow it matches. Once the flow is determined, the flow points to a policy
which contains several rules concerning processing, privileges, authentication, routing, etc. Once
routing is applied and the destination endpoint is determined, the policies for this destination
endpoint are applied. The context is maintained, so as to be applied to future packets in the same
flow. The following screen illustrates the flow through the Avaya SBCE to secure a SIP Trunk call.

*Call Server* -
Policy Group
: /! “Call Server®
G Call Server
-—

- “Trurk Y
Serwe” Policy
/ Growp .
“Trunk"Policy -
le"
|
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In the compliance testing, two separate Server Flows were created for Fibrenoire and IP Office.

To create a Server Flow, navigate to Device Specific Settings = End Point Flows, select the
Server Flows tab and click on the Add Flow button (not shown). In the new window that appears,
enter the following values while the other fields were kept as default.

e Flow Name: Enter a descriptive name.

e Server Configuration: Select Server Configuration created in Section 6.2.5.1 which the
Server Flow associates to.

e URI Group: Select ”*”.

e Received Interface: Select the Signaling Interface created in Section 6.4.3 which is the
Server Configuration is designed to receive SIP signaling from.

e Signaling Interface: Select the Signaling Interface created in Section 6.4.3 which is the
Server Configuration is designed to send the SIP signaling to.

e Media Interface: Select the Media Interface created in Section 6.4.2 which is the Server
Configuration is designed to send the RTP to.

e End Point Policy Group: Select the End Point Policy Group created in Section 6.3.2.1.

e Routing Profile: Select the Routing Profile created in Section 6.2.2.2.

e Topology Hiding Profile: Select the Topology Hiding profile created in Section 6.2.3 to
apply toward the Server Configuration.

e Use default values for all remaining fields. Click Finish to save and exit.
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The following screen shows the Server Flow SP-SF for Fibrenoire.

Edit Flow: 5P-5F X

Flow Name SP-5F

Senver Configuration SP-5C -
URI Group * -
Transport * -

Remote Subnet

Received Interface InsideSIP -

Signaling Interface OutsideSIP -

Media Interface OutsideMedia -

End Paint Palicy Group SP-PG -
Routing Profile EMN-RF -
Topology Hiding Profile SP-TH -

File Transfer Profile Mone -

Signaling Manipulation Script Mone -

Finish
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Similarly, the following screen shows the Server Flow EN-SF for IP Office.

Edit Flow: EN-SF X

Flow Name

Server Configuration
URI Group

Transport

Remote Subnet
Received Interface
Signaling Interface
Media Interface

End Point Policy Group
Routing Profile
Topology Hiding Profile
File Transfer Profile

Signaling Manipulation Script

EN-SF

EN-SC

*

QutsideSIP

InsideSIP

InsideMedia

EN-PG

SP-RP

EN-TH

None ~

None

| Finish

6.4.5. Session Flows

The Session Flows feature allows defining certain parameters that pertain to the media portions of a
call, whether it originates from the enterprise or outside the enterprise. This feature provides the
complete and unparalleled flexibility to monitor, identify and control very specific types of calls
based upon these user-definable parameters. Session Flows profiles SDP media parameters, to

completely identify and characterize a call placed through the network.

A common Session Flow SP-SF was created for both the Fibrenoire and IP Office.

To create a Session Flow, navigate to Device Specific Settings = Session Flows then click on the
Add Flow button (not shown). In the new window that appears, enter the following values while the

remaining fields were kept as default.

QT; Reviewed:

Flow Name: Enter a descriptive name.

URI Group #1: Select the URI Group ”*”.
URI Group #2: Select the URI Group ”*”.
Session Policy: Select the Session Policy SP-SP, which is clone from default (not shown), to

assign to the Session Flow.
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e Click on the Finish button.

Note: A unique URI Group is used for source and destination, since it contains multiple URIs
defined for the source as well as for the destination.

The following screen shows the Session Flow named SP-SF.

Edit Flow: SP-SF X

Flow Name SP-SF
URI Group #1 * v
URI Group #2 ¥ ' -
Subnet #1 *
Ex; 192.168.0.1/24

SBC IP Address ’ v
Subnet #2 *
Ex: 192.168.0.1/24

SBC IP Address * v
Session Policy SP-SP v

]

Has Remote SBC

| Finish |

7. Fibrenoire SIP Trunking Configuration

Fibrenoire is responsible for the configuration of Fibrenoire SIP Trunking service. The customer will
need to provide the IP address used to reach the Avaya IP Office at the enterprise, this address will
be the outside interface of the Avaya SBCE. Fibrenoire will provide the customer the necessary
information to configure the Avaya IP Office SIP connection to Fibrenoire. The provided
information from Fibrenoire includes:

e |P address of the Fibrenoire SIP proxy.

e Supported codecs.

e DID numbers.

e |P addresses and port numbers used for signaling or media through any security devices.
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8. Verification Steps
The following steps may be used to verify the configuration:

e Use the Avaya IP Office System Status application to verify the state of the SIP connection.
Launch the application from Start = Programs = IP Office = System Status on the PC
where Avaya IP Office Manager was installed. Select the SIP line of interest from the left
pane. On the Status tab in the right pane, verify that the Current State is Idle for each
channel (assuming no active calls at present time).

AVAYA IP Office System Status

Help Snapshot LogOff Exit About

K System

B & Atarms (10) Status | Utilization Summary Alarms

K Extensions (27)
B Trunks (9)

SIP Trunk Summary

Line: 1 Peer Domain Name: avayalab.com
[BIE Resolved Address: 10.10.97.174
Line: 17 .
EiretE Line Number: 19
» m Number of Administered Channels: 30
Line:20 Number of Channels in Use:
Line: 21 Administered Compression: G711 Mu, G729 &
Line: 22 Silence Suppression: Off
_I_me: = Layer 4 Protocol: UppP
Active Calls . -
Ff Resources SIP Trunk Channel Licenses: Unlimited Q 0%
K Voicemail SIP Trunk Channel Licenses in Use: 1}
K IP Networking SIP Device Features: REFER {Incoming and Outgoing)
Locations a0
i E Timein Remote Ca... Conne... CallerID Other Patty on Direction Round Receive Receive Transmit Transmit
State Media A... or Dial... Call of Call  TripD... Jitter Packet... Jitter Packet. ..
1 Ide |16:50:38 »
2 Ide [22:58:57 =
3 Idle |23:08:23
4 Idle |23:08:23
S Idle |23:08:23 .
[ Trace all ] [ Pause ] [ Ping ] Call Detalls [ Print... ] [ Save As... ]
10:43:35 M | | Online

e Select the Alarms tab and verify that no alarms are active on the SIP line.

AVAYA IP Office System Status

Help Snapshot LogOff Exit About

X System

5 ¥ Alarms (10) Status Utihzation Summary Alarms

& Extensions (27)

= Trunks (9)
Line: 1
Line: 2 Last Date OFf Error Qrcurrences Error Description
Line: 17
Line: 18
p:

Alarms for Line: 19 SIP avayalab.com

10:47:09 AM Online

e Verify that a phone connected to PSTN can successfully place a call to the Avaya IP Office
with two-way audio.

e Verify that a phone connected to Avaya IP Office can successfully place a call to the PSTN
with two-way audio.
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e Using a network sniffing tool e.g. Wireshark to monitor the SIP signaling between the
enterprise and Fibrenoire. The sniffer traces are captured at the public interface of the Avaya
SBCE.

9. Conclusion

The Fibrenoire SIP Trunking passed compliance testing. These Application Notes describe the
procedures required to configure the SIP connection between Avaya IP Office, Avaya SBCE and the
Fibrenoire SIP Trunking service as shown in Figure 1.
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10. Additional References

[1] IP Office 9.1 Administering Avaya IP Office Platform with Manager, Release 9.1.0, Issue 10.03,
February 2015.

[2] Administering Avaya IP Office™, Platform Voicemail Pro IP Office™ Platform 9.115-601063,
Issue 10c - (09 December 2014).

Additional Avaya IP Office information can be found at:

[3] http://marketingtools.avaya.com/knowledgebase/ IP Office Embedded Voicemail User Guide (IP
Office Mode), Document number 15-604067, Issue 9.0, 10 September 2013.

[4] Upgrading Avaya Session Border Controller for Enterprise, Release 6.3, Issue 5, October 2015.

[5] Avaya Session Border Controller for Enterprise Overview and Specification, Release 6.3, Issue
3, October 2014.

Product documentation for Avaya products may be found at http://support.avaya.com. Additional IP
Office documentation can be found at:
http://marketingtools.avaya.com/knowledgebase/

Product documentation for Fibrenoire SIP Trunking is available from Fibrenoire.
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11. Appendix — Remote Worker Configuration via Avaya SBCE

This section describes the process for connecting select remote Avaya SIP endpoints on the public
Internet to Avaya IP Office on the private enterprise network via the Avaya SBCE. The provisioning
builds on the reference configuration described in previous sections of this document.

For more information, refer to Chapter 15 of reference [1].

Note — This Remote Worker configuration is based on provisioning the Avaya SBCE. It is not to be
confused with “native” Avaya IP Office Remote Worker configurations.

In the configuration for the compliance test, Avaya Communicator for Windows was used as the
Remote Worker SIP endpoint.

The reference configuration for the compliance test, including the Remote Worker endpoint, is
shown in Figure 1 in Section 3. Internet access by the Remote Worker endpoint is through a
Router/NAT/Firewall/Default Gateway provided by the Bell Internet Service located between the
Remote Worker private LAN and the public Internet. The Bell router also provides DHCP
functionality in the private space. Note that the use of the Bell router is for functionality testing only
and is not prescriptive.

Provisioning of the Bell router is beyond the scope of this document.

11.1. Provisioning Avaya SBCE for Remote Worker

Provisioning of the Avaya SBCE to support Avaya IP Office SIP connection to the service provider
is described in Section 6. The following sections build on that provisioning.

11.1.1. Network Management

This section shows the Network Management configuration of the Avaya SBCE to support Remote
Worker. For this purpose, the Avaya SBCE is configured with a second outside IP address assigned
to physical interface B1, and a second inside address assigned to physical interface Al.

The following IP addresses were used on the Avaya SBCE in the configuration used for the
compliance test:
e 10.10.97.174 is the inside address previously provisioned on the Avaya SBCE for SIP
Trunking with the service provider (see Section 6.4.1).
e 10.10.97.173 is the new inside address for Remote Worker.
e 10.10.98.106 is the outside address previously provisioned on the Avaya SBCE for SIP
Trunking with the service provider (see Section 6.4.1).
e 10.10.98.102 is the new outside address for Remote Worker.

1. On the Network Configuration tab, select Add to create an entry for 10.10.97.173 on interface
Al, then select Save.
2. Repeat step 1 for adding an entry for 10.10.98.102 on interface B1.
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Session Border Controller for Enterprise AVAYA

* Global Parameters Network Management. mSBCE

> Global Profiles

> PPM Services

> Domain Policies Devices Interfaces | ||Ne“""°’k5 ||

> TLS Management Add

“ Device Specific Settings Name Gateway Subnet Mask Interface IP Address
Network 10.10.97.174 -
Management Network A1  135.10.97.129 255255255192 A1 Edit Delete
Media Interface 10.10.98.1
Signaling Interface Metwork_B1  135.10.98.97 255255255224 BA | ggg%_%:‘ Edit Delete

End Point Flows

11.1.2. Signaling Interfaces

Two new Signaling interfaces were created for the inside and outside IP interfaces used for Remote
Worker SIP traffic. Interface OutsideSIPRW supports TLS, while interface InsideSIPRW supports
TCP.

1. From Device Specific Settings on the left-hand menu, select Signaling Interface. Click on the
Add button to create Signaling Interface OutsideSIPRW.
e Signaling IP = 10.10.98.102

e TLS Port =5061
e Select TLS Profile AvayaSBCServer from the drop down menu

2. Repeat step 1 to create Signaling Interface InsideSIPRW
e Signaling IP =10.10.97.173

e TCP Port =5060

Session Border Controller for Enterprise AVAYA

Dashboard Signaling Interface: mSBCE
Administration
Backup/Restare

Devices Sj ling Interf
System Management fgnaling Intertace
SBCE
> Global Parameters

> Global Profiles taking effect. Application restarts can be issued from System Management.
> PPM Services
> Domain Policies

Modifying or deleting an existing signaling interface will require an application restart before

TCP UDP TS

> TLS Management Name Signaling IP - TLS Profile
| 4 Device Specific Seftings | InsideSIP 10.10.97.174  — 5060 —  None Edit Delete
Network Management OutsideSIP 10.10.98.106 5060 5060 — None Edit Delete
Media Interface : _
|Signa|ing Interface | InsideSIPRW 10.10.97 173 5060  — - Naone Edit Delete
End Point Flows OutsideSIPRW  10.10.98.102 — = 5061  AvayaSBCSewer |Edit Delete
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Signaling Interface InsideSIPRW is used in the Remote Worker Server Flow (Section 11.1.10.2).

Signaling Interface OutsideSIPRW is used in the Remote Worker Subscriber Flow (Section
11.1.10.1), and in the Remote Worker Server Flow (Section 11.1.10.2).

11.1.3. Media Interface

Two new Media interfaces were created for the inside and outside IP interfaces used for Remote
Worker SIP traffic.

1. From Device Specific Settings on the left-hand menu, select Media Interface. Click on the Add
button to create Media Interface InsideMediaRW using the parameters shown below.

2. Repeat step 1 to create Media Interface OutsideMediaRW.

Session Border Controller for Enterprise AVAYA
Dashboard Media Interface: mSBCE
Administration
Backup/Restore ;
System Management
Global Parameters

Modifying or deleting an existing media interface will require an application restart before taking

Global Profiles effect. Application restarts can be issued from System Management.

[»
[»
> PPM Services
> Domain Paolicies
Name Media [P Port Range
> TLS Management
- p - InsideMedia 10.10.97.174 35000 - 40000 Edit Delete
4 Device Specific Settings |
Network Management QOutsideMedia 10.10.98.106 35000 - 40000 Edit Delete
Media Interface InsideMediaRW 10.10.97.173 35000 - 55000 Edit Delete
Signaling Interface OutsideMediaRW 10.10.98.102 35000 - 55000 Edit Delete

Media Interface InsideMediaRW is used in the Remote Worker Server Flow (Section 11.1.10.2).

Media Interface OutsideMediaRW is used in the Remote Worker Subscriber Flow (Section
11.1.10.2).

11.1.4. Server Profile for Avaya IP Office
TCP transport protocol (which is required for the Remote Worker connection between the Avaya
SBCE and Avaya IP Office) needs to be added to the existing EN-SC Server Profile (see Section
6.7.1).
1. From Global Profiles on the left-hand menu, select Server Configuration
2. Select the existing EN-SC profile and click on Edit.
3. In the Edit Server Configuration Profile - General window, perform the following additional
configurations:

e Supported Transports: Check TCP

e TCP Port: 5060
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Session Border Controller for Enterprise AVAYA
Dashboard Server Configuration: EN-SC
N Add [ Rename I[ Clone H Delete ]
Backup/Restore
) IGeneraI Ill Authentication I | Heartbeat l ‘ Advanced ]
4 Global Profiles ST
Domain DoS Server Type Call Server
Fingerprint
. IP Address / FQDN Port Transport
Server Interworking
. 10.10.98.113 5060 UDP
Phone Interworking
Media Forking | 10.10.98.113 5060 TCP |
Routing Edit
IServer Configuration l
11.1.5. Routing Profiles

Two new Routing Profiles are required to support Remote Worker.

1. From Global Profiles on the left-hand menu, select Routing.

2. Select the Add button to create Routing Profile EN-RP-RW, select Next (not shown).

3. Enter the following:
e URI Group = * (default)
e Next Hop Server 1 =10.10.98.113 (IP Office LANZ interface defined in Section 5.1)
e Verify Routing Priority based on Next Hop Server is checked.

e Select TCP.
URI Group * - Time of Day default -
Load Balancing Priarity * MNAPTR
Transport MNone Mext Hop Priority
Mext Hop In-Dialog O Ignore Route Header =

Priority / Weight Semver Configuration Mext Hop Address Transport
1 EMN-5C - 10.10.98.113:5060 (TCP) - MNone Delete
Finish

4. Select the existing default Routing Profile and click on the Clone button, and name it
default_RW, then select Next (not shown). Keep all the default values.
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Profile : default_RVV - Edit Rule X

URI Group * - Time of Day default ~
Load Balancing DMS/SRV ~ MNAPTR
Transport Mone Mext Hop Priarity =
Mext Hop In-Dialog ] Ignore Route Header =
Add
Click the Add button to add a Next-Hop Address.

The Routing Profile EN-RP-RW is used in the Remote Worker Subscriber Flow (Section
11.1.10.1). The Routing Profile default_RW is used in the Remote Worker Server Flow (Section
11.1.10.2).

11.1.6. User Agent

User Agents are created for each type of Remote Worker endpoint used. In the configuration for the
compliance test, the Avaya Communicator for Windows SIP softphone was used, and its
configuration is shown below.

1. From Global Parameters on the left-hand menu, select User Agents.
2. Select the Add button to create a new User Agent.
3. Enter the following:

e User Agent = Avaya Communicator

e Regular expression = Avaya Flare Engine.*

In this expression, “Avaya Flare Engine.*” will match any software version listed after the user
agent name.

Session Border Controller for Enterprise AVAYA

Dashboarng User Agents
Admunatration

BacugRestoes
User Agants

* Giobal Parameters r - Add
RADIUS Mame Rogular Exprozcien
oS/ DDaS | Avaya Cammunicater Avaya Flare Engloa *
Strubber
User Agents |
Gobal Profiles

The Avaya Communicator User Agent is defined in the Remote Worker Subscriber Flow (Section
11.1.10.1).
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11.1.7. Application Rules
Application Rule AppRule_RW is created for Remote Worker. Use default-trunk rule.

11.1.8. Media Rules

Two Media Rules are defined. Rule SRTP-RW is defined to enable the use of SRTP between the
Avaya Communicator for Windows Remote Worker (which also uses TLS for transport; see Section
11.3.1) and the Avaya SBCE. Rule RTP-RW is created for the Remote Worker connection from the
Avaya SBCE to Avaya IP Office.

1. From Domain Policies on the left-hand menu, select Media Rules

2. To create the SRTP-RW rule, select the default-low-med and click on the Clone button.

3. Enter a name (e.g., SRTP-RW) and click Finish (not shown).

4. Edit the created Media Rule to populate the fields in the Media Encryption tab as shown below.

Media Encryption X

Audio Encryption

Freferred Format #1 SRTP_AES_CM_123_HMAC_SHAT_30 - I
Preferred Format #2 MNOMNE -
Preferred Format #3 MNOMNE

Encrypted RTCP [

MK O

Lifetime 2n

Leawve blank to match any valus.

Interworking

Wideo Encryption

Preferred Format #1 RTP -
Preferred Format #2 MOME -
Preferred Format #3 MOME

Encrypted RTCP

MK
Lifetime on
Leswve blank to match any valus.
Interworking =
Miscellaneous
Capability Megotiation =
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Create the Media Rule RTP-RW from cloning the default-low-med again. The screen below shows
the rule’s Media encryption tab.

Media Encryption

Audio Encryption

Preferred Format #1 RTP -
Preferred Format #2 MNOMNE -
Preferred Format #3 MNOMNE

Encrypted RTCP

MK

Lifetime a0

Leave blank to match any value.

Interwarking

Video Encryption

Preferred Format #1 RTP -
Preferred Format #2 MNOMNE -
Preferred Format #3 MNOMNE

Encrypted RTCP
MR

Lifetime a0

Leave blank to match any value.

Interworking [

Miscellaneous

Capability Megotiation [

Finish

Media Rule SRTP-RW is assigned to the End Point Policy Group RW-SRTP-PG (Section 11.1.9).

Media Rule RTP-RW is assigned to the End Point Policy Group RW-RTP-PG (Section 11.1.9).
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11.1.9. End Point Policy Groups

Two new End Point Policy Groups are defined for Remote Worker. Group RW-SRTP-PG is
defined for the SRTP connection and RW-RTP-PG is defined for the RTP connection.

1. From Domain Policies on the left-hand menu, select End Point Policy.

2. Select Add button to create a new End Point Policy Group.

3. Enter a name (e.g., RW-SRTP-PG), and click on Next (not shown).

4. The Policy Group window will open. Enter the information as shown in capture bellow.

Edit Policy Set X

Application Rule
Border Rule
Media Rule
Security Rule

Signaling Rule

REW-AR

default

SRTP-EW

default-low

default

-

5. End Point Policy Group RW-RTP-PG is similarly created as shown in capture bellow.

Edit Policy Set X

Application Rule
Border Rule
Media Rule
Security Rule

Signaling Rule

RW-AR

default

RTP-RW

default-low -

default

| Finish |

End Point Policy Group RW-SRTP-PG is used in the Subscriber Flow (Section 11.1.10.1).

End Point Policy Group RW-RTP-PG is used in the Server Flow (Section 11.1.10.2).
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11.1.10. End Point Flows
A Subscriber Flow and a Server Flow are created for Remote Worker.

11.1.10.1  Subscriber Flow

A Subscriber Flow is defined as follows:
1. From Device Specific Settings on the left-hand menu, select End Point Flows. Click on Add and
the Criteria window will open (not shown).

e Enter a name (e.g., Communicator_RW)

e URI Group = * (default)

e User Agent = Avaya Communicator

e Source Subnet = * (default)

e Via Host = * (default)

e Contact Host = * (default)

e Signaling Interface = OutsideSIPRW (Section 11.1.2)

2. Click on Next (not shown) and the Profile window will open (not shown).
e Source = Subscriber
e Methods Allowed Before REGISTER: Leave as default

e Media Interface = OutsideMediaRW (Section 11.1.3)

e End Point Policy Group = RW-SRTP-PG (Section 11.1.9).
e SIP Cluster Flow: unchecked

e Routing Profile = EN-RP-RW (Section 11.1.5)

e Topology Hiding Profile = None

e Phone Interworking Profile = Avaya-Ru

e TLS Client Profile = AvayaSBCClient

e Radius Profile = None

e File Transfer Profile = None

e Signaling Manipulation Script = None
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The Subscriber Flows tab shown below displays the finished Subscribe Flow Communicator RW:

N Incidenss
Session Border Controller for Enterprise AVAYA
Dashbostd End Point Flows: mSBCE
Administration
Baciap/Restors = e — '
Systen Mansgament '?“h‘(' s T‘mn} L ~!~_’§_
W SBCE
Giohal Parameters A

Global Profiles
PPM Services
v o u LI

Doman Paloes SHERVTORRT OPTER S e T)

ol Point Policy
Group

TLS Management

Priadly Flow Namw Uit Agure

Avoys RW-SRTPPS  [View|

1 Commmunicator RW P4 Commumcator :

Meda Imetace

Sgnalng Interface
End Point Flows |

Clicking on the highlighted View link brings up the following View Flow window.

View Flow: Communicator RW X

- Criteria - Optional Settings
Flow Name Communicator_RW Topology Hiding Profile None
URI Group x Phone Interworking Profile Avaya-Ru
User Agent Avaya Communicator TLS Client Profile AvayaSBCClient
Source Subnet % RADIUS Profile None
Via Host ¥ File Transfer Profile None
Contact Host * Signaling Manipulation Script None
Signaling Interface  OutsideSIPRW

~ Profile
Source Subscriber

Methods Allowed Before REGISTER

User Agent Avaya Communicator
Media Interface OutsideMediaRW
End Point Policy Group RW-SRTP-PG
Routing Profile EN-RP-RW

Presence Server Address -
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11.1.10.2  Server Flow
The following section shows the new Server Flow settings for Remote Worker.

1. From Device Specific Settings on the left-hand menu, select End Point Flows, then the Server
Flows tab.

2. Select Add (not shown), and enter the following:
e Name = EN-SC-RW
e Server Configuration = EN-SC (Section 6.2.5).
e URI Group = * (default)
e Transport = * (default)
e Remote Subnet = * (default)
e Received Interface = OutsideSIPRW (Section 11.1.2)
e Signaling Interface = InsideSIPRW (Section 11.1.2)
e Media Interface = InsideMediaRW (Section 11.1.3)
e End Point Policy Group = RW-RTP-PG (Section 11.1.9)
e Routing Profile = default. RW (Section 11.1.5)
e Topology Hiding Profile = default
e File Transfer Profile = None (default)

View Flow: EN-SC-RW X

- Criteria - Profile
Flow Mame EN-SC-RW Signaling Interface InsideSIPRW
Server Configuration EMN-3C Media Interface InsideMediaR\VW
URI Group * End Point Policy Group RW-RTP-PG
Transport * Routing Profile default RW
Remote Subnet * Topology Hiding Profile default
Received Interface CutsideSIPRW File Transfer Profile Mone

Signaling Manipulation Script  Mone

QT; Reviewed: Solution & Interoperability Test Lab Application Notes 60 of 65
SPOC 3/9/2015 ©2015 Avaya Inc. All Rights Reserved. FSIPTIPO91SBC63



If this Remote Worker server flow is listed ahead of the flow for SIP Trunking (EN-SF as created in
Section 6.4.4), enter 2 in the Priority box at the start of the Remote Worker flow entry and click the
Update button under the server name. The completed flow should show up in the Server Flows tab
as below.

Session Border Controller for Enterprise AVAYA
Dashboard * End Point Flows: mSBCE
Adrminestration
e |
Uances |
Systern Management R Lw FQWGI Fiows I —
Global Parameters RAEI [“Add | E
Globai Profiles 1 Click hnte fo 094 @ row dascription
PPM Serwces
2 - Server Configuration: EN.SC
Doman Policies AR
TLS Management pane
4 Device Spectic Settngs | Pradty  Flow Name :"’L' F,“,','J“_d i
Network .
Management 1 EN-SF OutsideSIP insideSIP  ENPG SPRP
Media interface lz ENSCRW *  OusideSIPRW InsdeSIPRW RW.RTPPG  defaut RW ]
Signaling nterface -
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11.2. Remote Worker Endpoint Configuration on Avaya IP Office

The Remote Worker Avaya Communicator for Windows endpoint is added to the Avaya IP Office
User and Extension configuration.

11.2.1.

Extension and User Configuration

No special configurations are required to create the Remote Worker extension and user in Avaya IP
Office. Follow the same standard procedures for creating a local extension and user for Avaya
Communicator for Windows.

The Remote Worker user provisioned is shown below. Note that since the Remote Worker endpoint
used in the reference configuration is Avaya Communicator for Windows, the Enable Softphone
and Enable Communicator (not shown) options are selected.

Note — Do not check the Enable Remote Worker option. This is only enabled for Avaya IP Office
“native” Remote Worker configurations, not for Remote Worker configurations utilizing the Avaya

SBCE.

IP Offices

| 5§ User (44) |

A

' Mollser

29203 Extnza203
29204 Extniza204
29205 Extnz9205
29206 Extnz9206
29207 Extn29207
29208 Extnze9208
29209 Extn29209
29210 Extnzg210
29211 Extn29211
29212 Extnzaz12
29213 Extni20213
29214 Extnzaz14
29215 Extni29215
29216 Extnzaz16
29217 Extniza217
29218 Extn29218
29219 Extnze9z19
29220 Extn29220
29221 Extnzez21
29222 Extri29222
29223 Extnzd9223
29224 Extri2o224
b 20225 Extnz9225
e 20226 EXEN29226
b 20227 Extnz9227
e 20233 Extri29233
b 20234 Extn29234
b 20235 Extn29238

Menu Programming | Mobility || Group Membership | Announcements || SIP
voicemail | DHD

Password

Confirm Password
Conference PIN
Confirm Conference PIM
Account Status

Full Mame

Extension

Email Address

Locale

Priarity

System Phone Rights

Profile

Enabled
PM29238

29238

5
Mone
Pawer Lser

|:| Receptionist

Enable Softphane
[] Enable one-x Portal Services

Enable one-X TeleCommuter

I [] Enable Remate Warker I

=] Extn29238: 292338 k- X[ wvl<]s

Personal Direckory | Web Self-Administration

Short Codes | Source Mumbers | Telephony | Forwarding | Dial In | Yoice Recording | Button Programming
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The SIP tab for the Remote User is configured the same way as with a local IP Office user (see

Section 5.6).

IP Offices

=] Extn29233: 29233 S -¥ X wvl<]>

g User(a4) 55 User || Yoicemail || DMND Short Codes || Source Mumbers | Telephony | Forwarding || Dial In | Woice Recording | Button Programming

g Molser ) " ; s ) T —
RemoteManager Menu Programming | Mability | Group Membership nnnouncements! |;|Pers-:nal Directory | Web Self-Administration
29236 Extri29238 | SIP Mame |514864D435 |
29202 Extn29202

ﬁ 29203 Extn29203 SIF Display Mame (Alias) |Extn29238 |

} 29204 Extnz9204

) 29205 Extn29205 Sontset 5148640435 |

} 29206 Extnz9206

} 29207 Extnz9z07 [ Anonymous

} 29208 Extn29203

} 29209 Extnz9209

} 29210 Extnz9210 Help

11.2.2. Incoming Call Route

Follow the same procedures described in Section 5.7 for defining an Incoming Call Route to the

Remote Worker.

IP Offices

I =P Incoming Call Routs (12)'
19 5148640431
@ 195148640432

B 19 5148640435 -2 K| v < |

Standard | Voice Recording ||Destinations ||

TimeProfile

Destination Fallback Extension

#m Directory (0)

@ 195148640433 P | Defauk value 29238 Extriz9z38 | = v
19 5148640434
19 5148640435
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11.3. Remote Worker Avaya Communicator for Windows

The following screens illustrate Avaya Communicator for Windows administration settings for
Remote Worker as used in the reference configuration.

11.3.1. Settings — Server Screen

After opening the Avaya Communicator for Windows application, select the Settings icon , select
Server from the Settings menu, and enter the following:
e Server address = 10.10.98.102 (the IP address of Remote Worker outside interface Blon
Avaya SBCE (see Section 11.1.1).

e Server port = 5061 (note that the Transport type will automatically change to TLS).

e Domain = IP Office SIP Registrar domain name (avayalab.com was used for the

compliance test, and see the SIP Line screenshot in Section 5.4.2).

A Avaya Communicator

Not logged in

A Settings
Server
m‘ Server address 10.10.98.102
Dialing Rules Server port 5061
Enterprise Search
Contacts
" | Transport type ° TLSI TCP
Audio
. | Domain avavyalab.com
Video
Conference Presence server address
Language
Window
About
Support

OK Cancel

Note: - For this compliance testing, only audio calls were tested with SRTP media encryption (see
Section Error! Reference source not found.) for Avaya Communicator for Windows.
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
Program at devconnect@avaya.com.

QT; Reviewed: Solution & Interoperability Test Lab Application Notes 65 of 65
SPOC 3/9/2015 ©2015 Avaya Inc. All Rights Reserved. FSIPTIPO91SBC63



