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Avaya Aura® Communication Manager 6.2 and Avaya
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Abstract

These Application Notes describe the configuration steps required for OnviSource OnviCord
PRO to interoperate with Avaya Aura® Communication Manager 6.2 using Avaya Aura®
Application Enablement Services 6.2. OnviSource OnviCord PRO is a call recording solution.

In the compliance testing, OnviSource OnviCord PRO used Avaya Aura® Application
Enablement Services Device, Media, and Call Control interface to monitor contact center
devices on Avaya Aura® Communication Manager, and used the Single Step Conference
feature to capture the media associated with the monitored agents for call recording.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required for OnviSource OnviCord
PRO, herein referred to as OnviCord PRO, to interoperate with Avaya Aura® Communication
Manager 6.2 using Avaya Aura® Application Enablement Services 6.2. OnviCord PRO is a call
recording solution.

OnviCord PRO is software application that provides all the functionality and features required to
engage in quality call monitoring and recording. OnviCord PRO delivers simple, browser-based
access to a robust tool-set that provides tools needed to manage recorded call information
quickly and easily.

OnviCord PRO uses the Device Media and Call Control (DMCC) interface of Avaya Aura®
Application Enablement Services to monitor stations and obtain call events. OnviCord PRO also
uses the DMCC interface to register DMCC softphones with Avaya Aura® Communication
Manger, these softphones are used as recording devices. By combining media redirection from
Avaya Aura® Communication Manager with Single Step Conferencing, call recording can be
achieved without the use of physical connections to the OnviCord PRO server other than
standard network connections.

2. General Test Approach and Test Results

The general test approach was to validate correct recording of calls in a variety of call handling
scenarios and recovery from network interruption. Parties involved in calls, clarity of recording
and accurate call times and durations were verified. The resumption of call recording following
outages of various components of the solution was also checked.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

The interoperability compliance test included both feature functionality and serviceability
testing. The feature functionality testing evaluated the ability of OnviCord PRO to record calls in
different call scenarios to ensure good quality audio recordings of calls placed to and from
stations on Communication Manager. External calls were made to, and received from the PSTN.
The serviceability testing introduced failure conditions to see if OnviCord PRO could properly
resume recording calls after each failure recovery.
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2.2. Test Results

All functionality and serviceability test cases were completed successfully. The following
observations were made:

® Serviceability testing
¢  OnviCord PRO was able to resume recording of calls approximately 3 minutes
after disconnecting/reconnecting the Ethernet cable to OnviCord PRO server.
¢  OnviCord PRO was able to resume the recording of calls approximately 3 minutes
after restoration of network connectivity, and after resets of Avaya Enablement
Services.
¢  OnviCord PRO was able to resume the recording of calls approximately 5 minutes
after restoration of network connectivity, and after resets of Avaya
Communication Manager.
e (all Transfers, created two recording files.
e (alls answered by bridged appearances are not recorded; it will only be recorded if the
calling endpoint has been configured to be monitored.

2.3. Support

Technical support for OnviCord PRO can be obtained by contacting OnviSource at:

e  Phone: 1-800-388-8402
e Web: http://www.onvisource.com/support/
e  Email: support @ onvisource.com
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3. Reference Configuration

Figure 1 illustrates the configuration used to test the interoperability of the OnviCord PRO
solution with Avaya® Communication Manager and Avaya Aura® Application Enablement
Services. Endpoints include Avaya 96xx and 96x1 Series SIP and H.323 IP Telephones, and an
Avaya 1416 Digital Telephone. Telephone calls were placed intra-switch (endpoints on the same
switch), inter-switch (between sites) over SIP and H.323 Trunks, and outbound/inbound calls
to/from the PSTN.

Simulated PSTN

Avaya Aura® H.323 Trunk Avaya Aura®
Communication Manageron| | + =~ = T T T T T =TT T =TT == =SPTunk* = = == ===== | Communication Manager on
S8300D Server with G450 ! S8300D Server with G450
Media Gateway | : Media Gateway
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“ Frone Frone

.42 G450 .27 G430
} 41 Procr .72 Procr
| Avaya Aura® Application Enablement
: Server (AES)
|
|
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" | \>

10.64.21.0/24 Enterprise LAN 10.64.20.0/24
( D —+— 0
—_

A3 104
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Avaya 96xx and 96x1 Series -y - Avaya 96xx and 96x1 Series
SIP and H.323 Telephones OnviSource  OnwiSaurce SIP and H.323 Telephones
OnviCord Client OnviCord Server
Site 1 Site 2

Figure 1: Test Configuration for OnviCord PRO
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software Release/Version
Site 1
Avaya Aura® Communication Manager R6.2
on Avaya S8300D Server (R016x.02.0.823.0, Patch 20396)
G450 Media Gateway 32.26.0
Avaya Aura® Application Enablement 6.2

Services on Dell™ PowerEdge™ R610

(r6-2-0-18-0 Patch 1)

Avaya 1416 Series Digital Phone

Avaya one-X® Deskphones (SIP) 2.6.9 (96xx)
6.2.1 (96x1)
Avaya one-X® Deskphones (H.323) 3.2.0 (96xx)

6.2.3.13 (96x1)

OnviSource OnviCord PRO Server

running on Windows 7 Professional 64-bit 6.2
OnviSource OnviCord PRO Client 6.2
running on Windows XP Workstation )
Site 2

Avaya Aura® Communication Manager R6.2
on Avaya S8300D Server (R016x.02.0.823.0, Patch 20396)
Avaya G430 Media Gateway 32.26.0
Avaya one-X® Deskphones (SIP) 2.6.9 (96xx)

6.2.1 (96x1)
Avaya one-X® Deskphones (H.323) 3.2.0 (96xx)

6.2.3.13 (96x1)

Avaya 1416 Series Digital Phone }
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5. Configure Avaya Aura® Communication Manager

All the configuration changes in this section for Communication Manager are performed through
the System Access Terminal (SAT) interface. For more information on configuring
Communication Manager, refer to the Avaya product documentation, Reference [1].

This section provides the procedures for configuring Avaya Aura® Communication Manager.
The procedures include the following areas:

Verify License

Administer IP Codec Set

Administer IP Network Region

Administer CTT Link

Administer AE Services

Administer Stations (DMCC Recording Devices)

5.1. Verify License

Use the display system-parameters customer-options command to verify that the Computer
Telephony Adjunct Links customer option is set to y on Page 3.

display system-parameters customer-options Page 3 of 11
OPTIONAL FEATURES
Abbreviated Dialing Enhanced List? y Audible Message Waiting? vy
Access Security Gateway (ASG)? n Authorization Codes? y
Analog Trunk Incoming Call ID? y CAS Branch? n
A/D Grp/Sys List Dialing Start at 012 y CAS Main? n
Answer Supervision by Call Classifier? y Change COR by FAC? n
ARS? y Computer Telephony Adjunct Links? y
ARS/AAR Partitioning? y Cvg Of Calls Redirected Off-net? y
ARS/AAR Dialing without FAC? y DCS (Basic)? y
ASAI Link Core Capabilities? n DCS Call Coverage? y
ASATI Link Plus Capabilities? n DCS with Rerouting? y
Async. Transfer Mode (ATM) PNC? n
Async. Transfer Mode (ATM) Trunking? n Digital Loss Plan Modification? vy
ATM WAN Spare Processor? n DS1 MSP? y
ATMS? y DS1 Echo Cancellation? y
Attendant Vectoring? y
(NOTE: You must logoff & login to effect the permission changes.)
CDY; Reviewed: Solution & Interoperability Test Lab Application Notes
SPOC 8/5/2013 ©2013 Avaya Inc. All Rights Reserved. OnviSource AES62




5.2. Administer IP Codec Set

Use the change ip-codec-set n command, where n is the codec set number used for integration
with OnviCord PRO. For Audio Codec, enter the desired codecs. In the compliance testing,

G.711MU was used.

change ip-codec-set 1 Page 1 of
IP Codec Set

Codec Set: 1

Audio Silence Frames Packet
Codec Suppression Per Pkt Size(ms)
1: G.711MU n 2 20
23
3:
4:
5:
6:
74
Media Encryption
1: none

5.3. Administer IP Network Region

Use the change ip-network-region n command, where n is the network region number to be
used with the OnviCord PRO recording solution. Set the Codec Set field to the codec set value

administered in Section 5.2.

change ip-network-region 1 Page 1 of
IP NETWORK REGION
Region: 1
Location: Authoritative Domain: avaya.com
Name:
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 1 Inter-region IP-IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? n
UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.l1p Priority: 6
Audio 802.1p Priority:
Video 802.1p Priority: AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5

Ul oy

20
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5.4. Administer CTI Link

Add a CTTI link using the add cti-link n command where n is an available CTI link number.
Enter an available extension number in the Extension field. Note that the CTI link number and
extension number may vary. Enter ADJ-IP in the Type field, and a descriptive name in the
Name field. Default values may be used in the remaining fields.

add cti-link 1 Page 1 of 3
CTI LINK
CTI Link: 1
Extension: 58001
Type: ADJ-IP
COR: 1
Name: TSAPI Link 1 - AES 21 46

5.5. Administer AE Services

An AE Services link must be established between Communication Manager and Application
Enablement Services. Use the command change node-names ip and enter the node Name and
IP Address for Application Enablement Services in this case 10.64.21.46. Take a note of the
procr IP Address 10.64.21.41, it will needed in Section 6.3.

change node-names ip Page 1 of 2
IP NODE NAMES
Name IP Address
AES 21 46 10.64.21.46
CM_10_67 10.64.10.67
CM_20_40 10.64.20.40
CM_20_72 10.64.20.72
CM_21_40 10.64.21.40
IPO_21_64 10.64.21.64
IPO_21 67 10.64.21.67
IPO_21_638 10.64.21.68
SM_10_62 10.64.10.62
SM_21_31 10.64.21.31
SM_50_31 10.64.50.31
default 0.0.0.0
faxserver 10.64.21.200
procr 10.64.21.41
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Use the change ip-services command. On Page 1, configure the Service Type field to
AESVCS and the Enabled field to y. During the compliance test, the Local Node field is set to
the processor Ethernet interface procr which is the IP address of Communication Manager in
Site 1 as shown in Figure 1. The default port 8765 was utilized for the Local Port field.

change ip-services Page 1 of 3

IP SERVICES

Service Enabled Local Local Remote Remote
Type Node Port Node Port
AESVCS y procr 8765

On Page 3, enter the hostname of the Application Enablement Services server for the AE
Services Server field. Enter an alpha-numeric password for the Password field and set the
Enabled field to y. The same password will be configured on the Application Enablement
Services server in Section 6.3.

change ip-services Page 3 of 3
AE Services Administration

Server ID AE Services Password Enabled Status
Server
1: AES 21 46 XXXXXXXXXKXXXX y in use
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5.6. Administer Stations (DMCC Recording Devices)

This section provides the steps required for configuring stations on Communication Manager that
will function as recording devices for OnviCord PRO.

Use the add station n command where n is an available extension. Set the Type to a
recommended value for DMCC, in this case, 9630, and specify the Name. Specify the Security
Code, which will be used in Section 7.3.2. Set IP SoftPhone to y.

change station 53031 Page 1 of 5
STATION

Extension: 53031 Lock Messages? n BCC: O

Type: 9630 Security Code: 123456 TN: 1

Port: S00002 Coverage Path 1: COR: 1

Name: DMCC Softphone 1 Coverage Path 2: COS: 1

Hunt-to Station:
STATION OPTIONS
Time of Day Lock Table:

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 53031
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english Button Modules: 0
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? y

IP Video Softphone? n
Short/Prefixed Registration Allowed: default

Customizable Labels? y

Repeat this step for each DMCC recording device required for the configuration. During
compliance testing, 6 DMCC recording devices were administered to be able to record up to 6
calls simultaneously.
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6. Configure Avaya Aura® Application Enablement Services

Application Enablement Services enables Computer Telephony Interface (CTI) applications to
monitor and control telephony resources on Communication Manager. The

Application Enablement Services server receives requests from CTI applications, and forwards
them to Communication Manager. Conversely, the Application Enablement Services server
receives responses and events from Communication Manager and forwards them to the
appropriate CTI applications.

This section provides the procedures for configuring Application Enablement Services. The
procedures include the following areas:

Launch OAM Interface

Verify License

Administer Switch Connection

Administer TSAPI (Telephony Services API) link
Restart TSAPI Service

Obtain Tlink Name

Administer CTI User

Enable CTI User

Administer DMCC Unencrypted Port

6.1. Launch OAM Interface

Access the OAM web-based interface by using the URL https://ip-address in an Internet
browser window, where the ip-address is the IP address of the Application Enablement Services
server.

The Please login here screen is displayed. Log in using the appropriate credentials.

AVAYA Application Enablement Services

Management Console

Please login here:

@© Copyright ® 2009-2012 Avaya Inc. All Rights Reserved.
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The Welcome to OAM screen is displayed next.

Welcome: User craft
Last login: Tue Apr 9 11:16:55 2013 from 10.64.21,11

H H H Number of prior failed login attempts: 0
AVAyA Application Enablement Services i
S ¥ LIANCE

Management Console

Server Date and Time: Wed Apr 10 11:20:50 MDT 2013

Home Home | Help | Logout

» AE Services

Communication Manager Welcome to OAM

Interface
» Licensing . . . .

The AE Services Operations, Administration, and Management (OAM) Web provides you with tools for managing the AE Server. OAM spans the following administrative domains:

Maintenance .
& * AE Services - Use AE Services to manage all AE Services that you are licensed to use on the AE Server.
» Networking * Communication Manager Interface - Use Communication Manager Interface to manage switch connection and dialplan.

- o Licensing - Use Licensing to manage the license server.
» Security * Maintenance - Use Maintenance to manage the routine maintenance tasks.
} Status * Networking - Use Networking to manage the network interfaces and ports.
* Security - Use Security to manage Linux user accounts, certificate, host authentication and authorization, configure Linux-PAM (Pluggable Authentication Madules for Linux)

} User Management and so on.

Status - Use Status to obtain server status infomations.

User Management - Use User Management to manage AE Services users and AE Services user-related resources.
Utilities - Use Utilities to carry out basic connectivity tests.

Help - Use Help to obtain a few tips for using the OAM Help system

» Utilities
» Help

Depending on your business requirements, these administrative domains can be served by one administrator for all domains, or a separate administrator for each domain.

6.2. Verify License

Select Licensing > WebLM Server Access in the left pane, to display the Web License
Manager pop-up screen (not shown), and log in with the appropriate credentials.

Welcome: User craft
Last login: Tue Apr 9 11:16:55 2013 from 10.64.21.11

‘\VAyA Application Enablement Services Lt g e o 013161992013
HostName/IP: A 4.21.4
Y AL_APPLIA

Management Console

Server Date and Time: Wed Apr 10 11:26:44 MDT 2013

icensing Home | Help | Logou

b AE Services

Communication Manager Licensing
Interface

- 5
Licensing If you are setting up and maintaining the WebLM, you need to use the following:

WebLM Server Address + WebLM Server Address

WebLM Server Access
If you are importing, setting up and maintaining the license, you need to use the following:

Reserved Licenses

* WebLM Server Access

} Maintenance

If you want to administer TSAPI Reserved Licenses or DMCC Reserved Licenses, you need to use the following:
» Networking

* Reserved Licenses

» Security
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The Web License Manager screen below is displayed. Select Licensed products

—>APPL_ENAB - Application_Enablement in the left pane, to display the Licensed

Features in the right pane.

Verify that there are sufficient licenses for TSAPI Simultaneous Users and Device Media and
Call Control, as shown below. Note that the TSAPI license is used for agent station extension
and skill group monitors via DMCC, and the DMCC license is used for the virtual IP softphones.

AVAYA

WebLM Home
Install license
Licensed products
APPL_ENAB
~ Application_Enablement
View license capacity
View peak usage
Uninstall license
Server properties

Manage users

Shortcuts

Help for Installed Product

Web License Manager (WebLM v6.2)

Application Enablement (CTI) - Release: 6 - SID: 10503000 (Standard License file)

Help | About | Change Password | Log off

“ou are here: Licensed Products > Application_Enablement > View License Capaity

License installed on: August 6, 2012 3:22:37 PM -06:00

License File Host IDs: F0-4D-A2-0B-23-36

Licensed Features

Licens, Acquir
(Kevword) dme =t e
CVLAN ASAL t 16 o
(VALUE_AES_CVLAN_ASAI) permanen
Unified CC API Desktop Edition
(VALUE_AES_AEC_UNIFIED CC_DESKTQP) PErmanent 10000 0
AES ADVANCED SMALL SWITCH t 16 o
(VALUE_AES_AEC_SMALL_ADVANCED) permanen
CVLAN Proprietary Links
(VALUE_AES_PROPRIETARY_LINKS) permanent 16 0
SmallServerTypes:
£8300c;=83004d;icc; premio;tna400;laptop; CtismallServer
MediumServerTypes:
ibrm>3086;ibmx308m; dell1950;xen;hs20;hs20_8832_vm; CtiMediumServer
LargeServerTypes:
isp2100;ibmx305;d1380g3;d1385a1;dI385a2; unknown; CtiLargeServer
TrustedApplications: IPS_001, BasicUnrestricted, AdvancedUnrestricted,
DMCUnrestricted; 1XP_001, BasicUnrestricted, AdvancedUnrestricted,
DMCUnrestricted; 1XM_001, BasicUnrestricted, AdvancedUnrestricted,
Product Not DMCUnrestricted; PC_001, BasicUnrestricted, AdvancedUnrestricted, ot
(\'/iL‘:IE N%_T_ZSJ permanent  DMCUnrestricted; CIE_001, BasicUnrestricted, AdvancedUnrestricted, o ted
= DMCUnrestricted; OSPC_001, BasicUnrestricted, AdvancedUnrestricted, caunte
DMCUnrestricted; \VP_001, BasicUnrestricted, AdvancedUnrestricted,
DMCUnrestricted; SAMETIME_D01,
VALUE_AEC_UNIFIED_CC_DESKTOP,,; CCE_001, BasicUnrestricted,
AdvancedUnrestricted, DMCUnrestricted; CSI_T1_001, BasicUnrestricted,
AdvancedUnrestricted, DMCUnrestricted; CSI_T2_001, BasicUnrestricted,
AdvancedUnrestricted, DMCUnrestricted; AVAYAVERINT_001,
BasicUnrestricted, AdvancedUnrestricted, DMCUnrestricted;
CCT_ELITE_CALL_CTRL_001, BasicUnrestricted, AdvancedUnrestricted,
DMCUnrestricted, AgentEvents;
AES ADVANCED LARGE SWITCH t 16 o
(VALUE_AES_AEC_LARGE_ADVANCED) permanen
TSAPI Simultaneeus Users
| (VALUE_AES_TSAPI_USERS) permanent 10000 | 5
DLG
(VALUE_AES_DLG) permanent 16 !
Device Media and Call Control
cxice Media and Call Coni B—— .

(VALUE_AES_DMCC_DMC)
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6.3. Administer Switch Connection
This section provides the steps required for configure a Switch Connection. A Switch
Connection defines a connection between Application Enablement Services and Communication
Manager.

From the left menu, select Communication Manager Interface - Switch Connections. Enter
a descriptive name, in this case CM2141, for the Switch Connection and click Add
Connection.

Communication Manager Interface | Switch Connections

» AE Services
. Communication Manager Switch Connections
Interface
Switch Connections | cMz2141| Add Connection |

} Licensing ‘ @ cm2 ‘Yes ‘30 [

» Maintenance

[ Edit Connection ] [ Edit PE/CLAN IPs ] [ Edit H.323 Gatekeeper ] [ Delete Connection ] [ Survivability Hierarchy ]

» Networking

The Connection Details — CM2141 screen is displayed. For the Switch Password and Confirm
Switch Password fields; enter the password that was administered in Communication Manager
using the IP Services form in Section 5.5. Processor Ethernet fields need to be checked. Retain
the default value in the remaining fields. Click on Apply.

Communication Manager Interface | Switch Connections

» AE Services
-~ Communication Manager Connection Details - CM2141
Interface
Switch Connections Switch Password sEsEESEBEBEES
Dial Plan Confirm Switch Password sssssssssssss
} Licensing Msqg Period 30 Minutes (1 - 72)
» Maintenance SsL
» Networking | Processor Ethernet |
, Secay
} Status
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The following screen will be shown displaying the newly added switch connection, select the
connection and click on Edit PE/CLAN IPs in order to specify the IP address of procr, as noted
in Section 5.5.

Communication Manager Interface | Switch Connections

» AE Services
- Communication Manager Switch Connections
Interface

Switch Connections

Dial plan
» Licensing ® cmz ‘Yes ‘30
} Maintenance

. @ cm2141 “Yes ‘30

» Networking 1
» Security Edit Connection | Edit PE/CLAN IPs |[ Edit H.323 Gatekeeper ] [ Delete Connection ] [ Survivability Hierarchy

» Status

Next to Add/Edit Name or IP, enter the IP address of procr as shown below.

Communication Manager Interface | Switch Connections

b AE Services

~ Communication Manager Edit Processor Ethernet IP - CM2141
Interface
Switch Connections 10.64.21.41 Add/Edit Name or IF
oial lar

b Licensing —

} Maintenance

+ Networking

b Security

The following screen will now appear displaying the newly added IP address.

Communication Manager Interface | Switch Connections

» AE Services
- Communication Manager Edit Processor Ethernet IP - CM2141
Interface
Switch Connections 10.64.21.41 | Add/Edit Name or IP |
i
» Licensing [[10.64.21.41 |

» Maintenance Back

} Networking

b Security

Note: Repeat the same steps as above for Edit H.323 Gatekeeper adding procr IP address.
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6.4. Administer TSAPI Link
To administer a TSAPI link, select AE Services > TSAPI - TSAPI Links from the left pane
of the Management Console. The TSAPI Links screen is displayed, as shown below. Click

Add Link.

AE Services | TSAPI | TSAPI Links

CVLAN TSAPI Links
DLG : : :
DMCC
| Add Link || Edit Link || Delete Link |
SMS
TSAPI

= TSAPI Links
= TSAPI Properties

Configure the TSAPI Link using the newly configured Switch Connection as shown below and
click Apply Changes.

CVLAN Add TSAPI Links

DLG Link 1~

DMCC Switch Connection CM2141 =
SMS3 Switch CTI Link Number 1

TSAPT ASAI Link Version 4 v

= TSAPI Links _ Security Unencrypted -
= TSAPI Properties

TWS Apply Changes Cancel Changes

16 of 35
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6.5. Restart TSAPI Service

Select Maintenance - Service Controller from the left pane, to display the Service Controller
screen in the right pane. Check DMCC Service and TSAPI Service, and click Restart Service.

Maintenance | Service Controller

} AE Services

Communication Manager Service Controller
Interface

» Licensing Service _________|controller Status

. . Runni
~ Maintenance O] asar Link Manager unning

: DMCC Servi Running
Date Time/NTP Server ervice .
i O cvian service Running
Security Database _
[ pLG service Running

Service Controller _ .

[ Transport Layer Service Running
Server Data . )
TSAPI Service Running
» Networking

P For status on actual services, please use Status and Control

} Status

[ start || stop || Restart Service || Restart AE server || Restart Linux || Restart web server
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6.6. Obtain Tlink Name

Select Security - Security Database - Tlinks from the left pane. The Tlinks screen shows a
listing of the Tlink names. A new Tlink name is automatically generated for the TSAPI service.
Locate the Tlink name associated with the relevant switch connection, which would use the
name of the switch connection as part of the Tlink name. Make a note of the associated Tlink
name, to be used later for configuring OnviCord PRO.

In this case, the associated Tlink name is AVAYA#CM2141#CSTA#AES_21_46. Note the use
of the switch connection CM2141 from Section 6.3 as part of the Tlink name.

Security | Security Database | Tlinks

} AE Services

Communication Manager Tlinks
Interface

b Licensing Tiink Mame
} Maintenance ) AVAYAZCM10672CSTAZAES 21 46

» Networking L ANVAYAZCMIOGY2CSTA-SEAES_21_46

) AVAYA#CM12562#CSTA-S2AE 5_21_46

* Security

@ AVAYAZCM21412CSTAZAES_21_46

Account Management

Audit

L AVAYAZCMZ1412CSTA-SE2AES_21_46

Dielete Tlink

Certificate Management
Enterprise Directory
Host AA

PAM

Security Database

= Control

CTI Users

= Devices

= [Device Groups
= Tlinks

= Tlink Groups
= Worktops
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6.7. Administer CTI User

In this section a CTI user is configured for OnviCord PRO to communicate with Application
Enablement Services. Select User Management - User Admin - Add User from the left
pane to display the Add User screen in the right pane. Enter desired values for User Id,
Common Name, Surname, User Password and Confirm Password. For CT User, select Yes
from the drop-down list. Retain the default value in the remaining fields. Click Apply at the
bottom of the screen (not shown below).

User Management | User Admin | Add User

AE Services
Communication Manager Add User
Interface
) I
» Licensing Fields marked with * can not be empty.
= * User Id DevConnect
} Maintenance
* Comman Mame DevConnect
» Networking
= * Surname DevConnect
b Security
* User Password oL
¢ Status
* Confirm Password essssssssssss
* User Management
Admin Note
Service Admin
Avaya Role None -

User Admin
Business Category

= Add User
» Change User Password Car License
= List All Users CM Home
= Modify Default Users Css Home
= Search Users
T User Yes -
} Utilities —
Department Number
» Help _
Display Mame
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6.8. Enable CTI User

Navigate to the users screen by selecting Security > Security Database - CTI Users - List
All Users. In the CTI Users window (not shown below), select the user that was set up in
Section 6.7 and select the Edit option.

In the Edit CTI User window assign access rights and call/device privileges according to
customer requirements. For simplicity in configuration, Unrestricted Access was enabled during
compliance testing. If Unrestricted Access is not desired, then consult Reference [2] for
guidance on configuring the call/device privileges as well as devices and device groups. Click
Apply Changes.

Security | Security Database | CTI Users | List All Users

» AE Services
Communication Manager Edit CTI User
Interface
» Licensing User Profile: User 1D DevCennect
" Common Name DevConnect
» Maintenance
Worktop Name NONE -
b Networking . -
Unrestricted Access |
¥ Security
Account Management Call and Device Control: Call Origination/Termination and Device Status Mone
Audit
Call and Device Monitoring: Device Monitorin MNone
Certificate Management 2 =
Calls On A Device Monitoring Mone

Enterprise Directory
Call Monitoring

Host AA

PAM Routing Control: Allow Routing on Listed Devices Mone
Security Database Apply Changes ][ Cancel Changes

= Control

= CTI Users

= List All Users
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6.9. Administer DMCC Unencrypted Port

Select Networking = Ports from the left pane, to display the Ports screen in the right pane.

In the DMCC Server Ports section, select the radio button for Unencrypted Port under the
Enabled column, as shown below. Retain the default values in the remaining fields. Click Apply
Changes (not shown).

Metworking | Ports

» AE Services

Communication Manager Ports
Interface

} Licensing CWLAN Ports Enabled Disabled

T —— Unencrypted TCP Port 3999 @ ©

* Networking Encrypted TCP Port 9995 @

AE Service IP (Local IP)

DLG Port TCF Port 5673
Network Configure
Ports TSAFI Ports Enabled Disabled
TCP Settings TSAPI Service Port 450 @ O
} Security Local TLINK Ports
, Status TCP Port Min 1024
TCP Part Max 1039
b User Management Unencrypted TLINK Ports
» Utilities TCP Port Min 1050
» Help TCP Port Max 1065

Encrypted TLINK Ports

TCP Port Min 1066
TCP Port Max 1081
DMCC Server Ports Enabled Disabled
Unencrypted Port 4721 @
Encrypted Port 4722 s
TR/87 Port 4723 o @
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7. Configure OnviCord PRO

This section provides the procedure for configuring OnviCord PRO. The procedure includes the
following areas:

¢ Installation of IMA Service
¢ Installation of IMS Service
¢  OnviCord PRO Device Configuration
o Launch OnViews
o Administer Devices For Recording

7.1. Installation of IMA Service

To configure the IMA Service for use with Application Enablement Services and
Communication Manager, launch the IMA installer, IMA_ServiceSetupAvaya.msi provided by
OnviSource. For brevity purposes, all steps are not shown. Please contact OnviSource for full
installation instructions. The installer will guide you through the setup. Below is a description of
the fields that will need to be populated during the setup.

OnviCenter Database Location: This is the IP of your OnviCenter Data Server. Note: can be
localhost on a single box system.

IMS Server IP: This is the IP address of the recording server that you are installing the IMS on.
Note: Must be in IP address format, DO NOT use localhost. This is the IP address that Avaya
will stream audio to for recording.

Group Name: This is the group name you have predefined for this recording server and
associated device.

Capture Mode: Enter the capture Mode. Note: ONLY capture mode 3 is supported at this time.

Avavya Session User ID: Enter the User ID administered in Section 6.7.

Avava Session Password: Enter the Password administered in Section 6.7.

Avaya AES IP: Enter the IP address of the Application Enablement Services server.

Avaya Switch Connection Name: Enter in Connection Name administered in Section 6.3.
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{i& DnviNet Integra Media Adapter Service

Configure IMA Avaya Settings

Pleaze fill in the information below.

OrviCenter D atabaze Location:

|1cn: alhost

IMS Server [P [cannot be localhost]:

[10.64.21.104

[araup Mame:

[RECO1

Capture Mode:

3

IRININ

Cancel

< Back

Mext »

fi OnviNet Integra Media Adapter Service

Configure IMA Avaya Settings cont...

Pleaze fill in the information below,

Avapa Sezzion User D:

|De‘i.-'C onnect

Avapa Sezzion Paszword:

*_
IDEVCDI‘JIIECIIEE +—
AES Server I
|10.64.21.46 - M—
Avana Switch Connection Mame:
|ceM2141 S
Cancel < Back b et
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Output from the IMA_Services.exe file after the installation is complete.

My Settings -->

<add key="AvayaSessionUserName" value="DevConnect" />

<add key="AvayalserPassword" value="DevConnect123." />

<add key="AvayaServiceProviderIP" value="10.64.21.46" />

<add key="DataServerIP" value="localhost" /=

<!-- MedialP: Make sure this is set to the IP address of the machine  -->

<!-- where the Media Service is installed. Cannot be localhost. -

<add key="MedialP" value="10.64.21.104" />

<add key="DefaultAvayaSwitchName" value="CM2141" /=

<add key="GroupName" value="RECO01" />

<!-- CaptureMode (-None, 1-DisplayOnly, 2-MediaAndDisplay, 3-MediaOnly, 4-
SegmentRecordings-->

<!-- Shown in OnViews:IntergraDeviceManager-->

<add key="CaptureMode" value="3" /=

<add key="CtiLinkName" value="AVAYA#CM2141#CSTAH#AES 21 46 " />

7.2. Installation of IMS Service

To configure the IMS Service for use with Application Enablement Services and
Communication Manager, launch the IMS installer, IntegraMediaServiceSetup.msi provided
by OnviSource. For brevity purposes, all steps are not shown. Please contact OnviSource for full
installation instructions. The installer will guide you through the setup. Below is a description of
the fields that will need to be populated during the setup.

OnviCenter Database Location: This is the IP of your OnviCenter Data Server. Note: can be
localhost on a single box system.

Group Name: This is the group name you have predefined for this recording server and
associated device. Note: This should be the same group name that was used when during the
installation of the IMA service.

CDY; Reviewed: Solution & Interoperability Test Lab Application Notes 24 of 35
SPOC 8/5/2013 ©2013 Avaya Inc. All Rights Reserved. OnviSource AES62



i'é'l OnviNet Integra Media Seryice

Configure Integra Media Service Settings

Pleaze enter the information requested belaw.

OrwviCenter D atabaze Location:

|locathost +—

Graup Marme:

|RECO! —
Cancel < Back Mext =

Output from the IntegraMediaService.exe file after the installation is complete

?xml version="1.0" encoding="utf-8"7=
<configuration>
<appSettings>
<add key="DatabaselLocation" value="localhost" />
<add key="DatabasePassword" value="zBulDh42SHb5pr0mMtm5a81gM6TGZDI1p" /=
<add key="OnviCordAgentVersion" value="13" />
<add key="StopDelaySeconds" value="10" />
<add key="EnableBuffering" value="true" />
<add key="MinimumBufferSize" value="32768" />
<add key="EnableR TPHandling" value="true" /=
<add key="GroupName" value="RECO01"
/
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7.3. OnviCord PRO Device Configuration

The Integra Media Adapter (IMA) Manager provides access to data related to IMA service. The
IMA Manger runs as a plug-in to OnViews.

7.3.1. Launch OnViews

Launch OnViews by clicking the desktop icon. Log in by providing the appropriate User and
Password credentials and entering localhost or the IP address of the OnviCenter DB in the
Database field. Click Login.

. OnWiews

© File  ‘Window  Help

zer: ||

FPazzward: I

Databaze: ||D|:a|hl:|$t

Login
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7.3.2. Administer Devices For Recording

To configure extensions on the Integra Device Manager, click on the ADMIN icon in the upper
left corner. Click on Configure Extensions.

_@ Cirtfiews

File  Status Views  Tools  Méndow  Help

a:! integraDevicebdanager EI@

Wiew Call Azzociation Logs

Configure Extenzions

\

The Integra Device Manager dialog box, similar to the one below appears.

Integra Device Manager

E =tension Pazsword Group Mame Capture Mode kedia E stengion Switch Mame
B300z 23455 RECO b edia Only 53034 Chi2141
I B3003 123456 b edia Oy
123456 edia Only
123456 kedia Only

123456 edia Only
123456 edia Only

Cloze. . |

=. Mew. .. | Modify. .. | Remaowve
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Each row in the table represents a single extension defined within the database that controls the
behavior of the IMA/IMA service. To add a new extension, click the New button and provide the
following information:

Extension: Enter the extension to be monitored. Make sure that the specified value matches
an extension provisioned within the switch (i.e., Communication Manager). There is no harm
in specifying an extension that isn’t provisioned, but for the extension to be monitored, it
must be fully configured within the switch.

Password: Enter the password associated with the station extension, as configured on
Communication Manager.

Group Name: This is an arbitrary descriptive label. It is used to associate the extension with
a specific instance of the IMA/IMA service. Each instance of the IMA/IMA service has a
unique group name (defined in its configuration file). A given instance of the service only
monitors extensions having a group name equal to its own. This feature allows multiple
instances of the service to run simultaneously without interfering with each other’s
extensions.

Media Extension: Enter the extension number of the DMCC recording device, administered
in Section 5.6, used to capture audio media for calls to the primary extension.

Media Extension Password: Enter the password associated with the DMCC recording
device, as configured on Communication Manager.

Capture Mode: Media Only mode is currently the only option supported for Capture Mode.
This value should correspond to “mode 3” when installing IMA service from Section 7.1.

Dial string: Not currently supported, and should not be populated.
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Modify integraDeviceManager Extension Ed |

— Extenzion

E sterzion

Pazzword

Group Mame

tedia Estension

Media Extenzion Passward

Capture Mode

Switchtarme

Dhial String

{53103

123456

|HEcm

{53031

123455

|Medaﬂnw

[CM2141

Cancel

Click OKk to save changes.
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8. Verification Steps

This section provides the tests that can be performed to verify proper configuration of
Communication Manager, Application Enablement Services, and OnviCord PRO.

8.1. Verify Avaya Aura® Communication Manager

On Communication Manager, verify the status of the administered CTI link by using the status
aesvcs cti-link command. Verify that the Service State is established for the CTI link number
administered in Section 5.4, as shown below.

status aesvcs cti-link

AE SERVICES CTI LINK STATUS

CTI Version Mnt AE Services Service Msgs Msgs
Link Busy Server State Sent Rcvd
1 4 no AES 21_46 established 14 14

8.2. Verify Avaya Aura® Application Enablement Services

Verify the Switch Connection status by selecting Status - Status and Control - Switch
Case Summary from the left pane. Verify Conn State is Talking.

Status | Status and Control |[Switch Conn Summary Home | Help | Logout

» AE Services
Communication Manager Switch Connections Summary
Interface

} Licensing [Tenale page refresh svery 60 = saconds

} Maintenance

» Networking Active/

Processor Online/ Standby/ Num of TCI s51 Msgs To Msgs From
» Security Ethernet Offline Admin'd Conns Switch Switch
AEP Conns

¥ Status
Alarm Viewer ® CM1067 Talking Yes Wed Apr 3 15:33:41 2013 Online 1/0/1 2 Enabled 613 628 30
Logs

CM12562 Talking Yes wed Apr 3 15:33:46 2013 Online 1/0/1 2 Enabled 613 628 30
Status and Control
= CVLAN Service Summary @ CM2141 Talking Yes Fri Apr 5 11:45:04 2013 Online 1/0/1 2 Enabled 620 630 30
= DLG Services Summal
. " [_online ] [ offline | [ connection Details | | Per Service & Details
= DMCC Service Summary
= Switch Conn Summary
= TSAPI Service Summary
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Verify the status of the DMCC link by selecting Status = Status and Control > DMCC
Service Summary from the left pane. Verify that the User column shows an active session with
the user name from Section 6.7, and that the # of Associated Devices column reflects the
number of DMCC media extensions and endpoints being recorded.

Status | Status and Control |DMCC Service Summary Home | Help | Logout

}» AE Services
Communication Manager DMCC Service Summary - Session Summary
Interface

} Licensing [ enable page refresh every 60 = seconds

} Maintenance Session Summary Device Summary

» Networking ‘Generated on Wed Apr 10 16:53:16 MDT 2013

Service Uptime: 12 days, 0 hours 35 minutes
Number of Active Sessions: 1

} Security

~ Status Number of Sessions Created Since Service Boot: 30

Alarm Viewer Number of Existing Devices: 12

Number of Devices Created Since Service Boot: 213

Logs
(8 Joon>  uwr |sotictio [rare e o ssoiaod Dvices

Status and Control

[ ||150466E6F89706D50 4D9E3525045E6FF-31 |pevcannest  |1MA Service |10.64.21.104 'XML Unencrypted

= CVLAN Service Summary
= DLG Services Summary [ Terminate Sessions || Shew Terminated Sessions |
= DMCC Service Summary

= Switch Conn Summary

= TSAPI Service Summary

tem1-10f 1

8.3. Verify Recordings

This section provides the steps required to verify calls are being properly recorded.
1. Place a few test calls to be recorded.

2. Log into “OnviCord Web”. To log into “OnviCord Web” from the OnviCord Agent
application residing on a PC running OnviCord Client, double click on the OnviCord Web
icon residing on the desktop. To log into “OnviCord Web” from OnViews, click the
OnviCord Web icon from the left menu bar (not shown).

Note: Your OnviCord administrator determines which levels of “OnviCord Web” you may
access. Depending on your privileges, you may not have access to all areas of
“OnviCord Web”.

Login

User: ||

Password: I
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3. The “OnviCord Web” home window will be opened. Click Recent Recordings on the top of
“OnviCord Web” screen to display a list of recent recordings.

Home | Recent Recordings = Search | Reports !

Evaluate | Messages | Outbox | Manage

Welcome Administrator
Logged IP: 10.64.21.13
Password set March 13th, 2013

Personal settings

Photo: ||

First name:
Last name: .
Email:
Password:

Verify:

logout | help

Dates: | Month / Day / Year @~ 12 hour  ~

Names: LastName, FirstName v

System statistics for April 11th, 2013

ALL RECORDINGS

Total recordings: 7

Total time: 00:05:07
Average length: 00:00:44

1 MINUTE OR LONGER
Total recordings: 2

Total time: 00:02:34
Average length: 00:01:17

Copyright ® 2013 OnviSource, Inc.
Email info@onvisource.com

RECORDING HISTORY
Played recordings: 7
Notes added: 0
Evaluations completed: 0
Files attached: O

Color codes added: 1
Flags added: 2

Sent records: 0

OnviSource

4. Note, the first time you access Recent Recordings; you will be prompted to set preferences

indicating what records to view and how they are displayed. In the Recent options section,
use the drop-down box to view recent recordings within a specific time frame (a range
between five minutes and one week) or a fixed of recent recordings (a range between 10
recordings to an unlimited maximum).

Home iﬂecent Recordings | Search ! Reports | Evaluate | Messages | Qutbox | Manage logout § help

Recent options Users and channels

Time: 24 hours All users
avaya, crystal

Records: IUﬂ“lTlitEd . testing, avaya
User unknown
Refresh: |MNone

Default columns

Id: |U5er narme
Airst: |Date All channels -
Second: |E-egin time ggggg
v
Third:  |Lenath 53003
Display I Reset |
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5. The results page shows a list of recordings on the left. Details about the first call on the page
(which is highlighted) are shown on the right. Verify the details of the test calls are correct.

Home : Recent Recordings | Search | Reports | Evaluate | Messages | Outhox | Manage logout | help
Results 1-12 of 12. Toclbox... A DETAILS NOTES UII
Id Date Begin * Length
O 53004 04/05/13  01:15:39 PM 00:02:25 [[7] 53004
O sz002 04/05/13 01:15:39 PM  00:02:25 Date: April 05, 2013
[0 53003 | 04/05/13  01:14:06 PM 00:01:30 Time:  1:15:39 PM
. s Length: 00:02:25
O sz002 04/05/13 01:08:56 PM  00:01:41 Direction: Outbound
O s=o02 04/05/13 12:52:24 PM  00:00:05 Label: 53004
O sz004 04/05/13 12:52:24 PM 00:00:04 Dico
isplay:

O sz002 04/05/13 12:50:41 PM  00:01:38 Number: (53004
I:l 33004 04/05/13 12:50:41 P 00:01:37 Dialed: 53003
[ szo0z2 04/05/13 12:44:13 PM 00:00:03 Track #: Add tracking number
O szo04 D4/05/13 12:44:13 PM  00:00:03 Account:
O 53003 04/05/13  12:39:03 PM 00:06:46 Update Delete B
O sz003 04/05/13 12:33:04 PM 00:04:58

Recording history A

[ 1 |12 results . [ 11 1 04/05/13 - 53004 [Recording]
—

11N I Y

6. Click the headphones (or computer monitor) next to a recording to play the recording. For
each test call, verify the quality of the recording and that the entire call was recorded.

53004 IE::kr'larkE Ll Il-l-||E||I|II|I|||E||
L
L Speed [ [ (O] (o] (]
Apri5, 20132 01:15:48 PM 225 KB 00:02:23
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9. Conclusion

These Application Notes describe the configuration steps required for OnviCord PRO 6.2 to
successfully interoperate with Avaya Aura® Communication Manager 6.2 and Avaya Aura®
Application Enablement Services 6.2. All feature and serviceability test cases were completed
with observations noted in Section 2.2.

10. Additional References

This section references the product documentation relevant to these Application Notes.

Avaya product documentation can be found at http://support.avaya.com.

[1] Administering Avaya Aura® Communication Manager, Release 6.2, 03-300509, Issue 7.0
December 2012.

[2] Avaya Aura® Application Enablement Services Administration and Maintenance Guide,
Release 6.2, Issue 1, July 2012.

OnviSource product documentation can be obtained by using the contact details in Section 2.3.

[3] OnviSource OnviCord PRO, Installation and User’s Manual, 6.2.
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™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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