AVAYA

Avaya Solution & Interoperability Test Lab

Configuring Extreme Networks Summit X350-24t
Switch to support Avaya Server, Avaya Media Gateway
and Avaya IP Telephones — Issue 1.0

Abstract

These Application Notes describe the steps for configuring the Extreme Networks
Summit X350-24t switch to support an Avaya VolP solution consisting of Avaya Server,
Avaya Media Gateway and Avaya IP Telephones in network composed of both Extreme
Network switches, and Avaya Converged Stackable Switches. Information in these
Application Notes has been obtained through DevConnect compliance testing and
additional technical discussions. Testing was conducted via the DevConnect Program at
the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe a solution for configuring the Extreme Networks
Summit X350-24t switch to support an Avaya Voice over IP (\VolP) solution consisting
of Avaya S8500 Server, Avaya G650 Media Gateway, and Avaya IP Telephones in a
three-node network composed of Avaya C363T-PWR Converged Stackable Switch,
Summit X350-24t and BlackDiamond 12k.

The 3 switches are connected to each other in a full mesh topology. 802.1D spanning
tree protocol is configured in all three switches as a layer-2 loop avoidance mechanism.
Avaya S8500 Server and Avaya G650 Media Gateway are directly connected into a
switch within the cloud and an Avaya IP Telephones are connected to the X350 switch.

Microsoft Internet Authentication Service (1AS) is used to provide 802.1X RADIUS
authentications for Avaya IP Telephone and the PCs that are connected into the X350-24t
switch. The Avaya IP Telephone and PCs are individually authenticated through the
X350-24t switch by the IAS via the X350-24t’s per port multiple 802.1X supplicant
support.
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2. Configuration

Figure 1 illustrates the configuration used in these Application Notes. 802.1X
authentication is enabled on the X350 only. All IP addresses are obtained via Dynamic
Host Configuration Protocol (DHCP) unless noted. The “Resources” VLAN with IP
network 172.28.10.0/24, the “voice-G650” VLAN with IP network 172.28.10.0/24, and
the “data-G650” VLAN with IP network 172.28.11.0/24 are used in the sample network.
The X350-24t does not support Power over Ethernet (PoE), therefore the Avaya 4610 IP
Telephones are connected into the switch through a power supply not shown.
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Figure 1: Sample Network Configuration
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3. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration:

DEVICE DESCRIPTION

VERSION TESTED

Avaya S8500 Server with G650 Media Gateway

Avaya Communication Manager

R5.0
(R015x.00.0.825.4)
Avaya 9630 IP Telephone R15
Avaya 4610SW IP Telephone R2.8.3

Avaya C363T-PWR Converged Stackable Switch

SW Version 4.5.14

Extreme Networks Summit X350-24t

ExtremeXOS 12.0.3.16

Extreme Networks BlackDiamond 12804 ExtremeXOS 12.0.1.11
Microsoft Windows running 2003 Server Enterprise Edition
Active Directory Users and Computers 5.2.3790.1830
Internet Authentication Service 5.2.3790.1830
DHCP Server 5.2.3790.1830

4. Configure Extreme Networks equipment
This section describes the configuration for Extreme Network as shown in Figure 1.

4.1. Configure the X350-24t

This section shows the necessary steps in configuring the X350-24t as shown in Figure

1.

Step

Description

1. Connect to the X350-24t switch and log in using appropriate credential.

login: username
password: XXXXXX
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Step Description

2. Create VLANS on the switch. The IP address assignment is optional. All routing
is performed by the BlackDiamond 12k switch which has the IP address
172.28.10.1 and 172.28.11.1 for the voice-G650 and data-G650 VLAN
respectively. The “temp” VLAN is used as a temporary VLAN used for 802.1X
authentication.

Note: It is important to precede the voice VLAN name with “voice” as it is a
required keyword for Avaya IP Telephone to recognize the appropriate voice

VLAN.

X350-24t # create vlan voice-G650

X350-24t # config vlan voice-G650 tag 10

X350-24t # config vlan voice-G650 ipaddress 172.28.10.2/24
X350-24t # create vlan data-G650

X350-24t # config vlan data-G650 tag 11

X350-24t # config vlan data-G650 ipaddress 172.28.11.2/24
X350-24t # create vlan temp

3. Configure VLAN assignment for the ports.

Note: The VLAN assignment for the user port is dynamically assigned after
Avaya IP Telephone or user has been authenticated, therefore it is not necessary
to configure at this time.

X350-24t # config vlan default add port 1,2 untagged
X350-24t # config vlan voice-G650 add port 1,2 tagged
X350-24t # config vlan data-G650 add port 1,2 tagged

4, Configure a default route for the switch.

X350-24t # configure iproute add default 172.28.11.1 vr vr-
default

5. Configure spanning tree protocol. The sample network uses the default spanning
tree domain sO (stpd) which by default configured for 802.1d.

X350-24t # config stpd "s0" add vlan "'voice-G650" ports 1,2 dotld
X350-24t # config stpd "s0" add vlan "‘data-G650" ports 1,2 dotld
X350-24t # enable stpd sO
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Step Description

6. Enable and configure LLDP advertisement for the switch port. The call-server
and file-server configuration is used by Avaya IP Telephone to register with and
obtain setting information from.

X350-24t # configure Bldp port 15 advertise vendor-specific dotl
vlan-name

X350-24t # configure lldp port 15 advertise vendor-specific
avaya-extreme call-server 172.28.10.7

X350-24t # configure lldp port 15 advertise vendor-specific
avaya-extreme Ffile-server 172.28.10.12

X350-24t # configure 1ldp port 15 advertise vendor-specific
avaya-extreme dotlg-framing tagged

X350-24t # enable Ildp ports 15

7. Configure 802.1X authentication for the switch and user ports. The shared-secret
must match what is configured in IAS in Section 6.2, Step 3.

X350-24t # configure radius netlogin primary server 172.28.10.12
1812 client-ip 172.28.11.2 vr VR-Default

X350-24t # configure radius netlogin primary shared-secret
1234567890

X350-24t # configure netlogin vlan temp
X350-24t # enable radius netlogin
X350-24t # enable netlogin dotlx

X350-24t # enable netlogin ports 15 dotlx

8. Configure QoS profile for Avaya VolP traffic. The X350 switches only have gpl
and qp8 by default. The dotlp type should match the call control and Audio
802.1P priority settings set in the ip-network-region form in Section 9, Step 2.

X350-24t # create qosprofile QP6
X350-24t # configure dotlp type 6 qosprofile QP6

9. Save the above configuration.

X350-24t # save

4.2. Configure the BlackDiamond 12k

This section shows the necessary steps in configuring the BD12k as shown in the Figure
1.

Step Description
1. Connect to the X350-24t switch and log in using appropriate credential.

login: username
password: XXXXXX
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Step Description

2. Create the VLANS on the switch. The IP address assignment is optional. All
routing is performed another switch within the cloud which has the IP address
172.28.10.1 and 172.28.11.1 for the voice-G650 and data-G650 VLAN
respectively. The “temp” VLAN is used as a temporary VLAN used for 802.1X
authentication.

Note: It is important to precede the voice VLAN name with “voice” as it is a
required keyword.

BD12k # create vlan voice-G650

BD12k # config vlan voice-G650 tag 10

BD12k # config vlan voice-G650 ipaddress 172.28.10.1/24
BD12k # enable ipforwarding voice-G650

BD12k # create vlan data-G650

BD12k # config vlan data-G650 tag 11

BD12k # config vlan data-G650 ipaddress 172.28.11.1/24
BD12k # enable ipforwarding data-G650

BD12k # create vlan temp

3. Configure VLAN assignment for the ports.

Note: The VLAN assignment for the user port is dynamically assigned after
Avaya IP Telephone or user has been authenticated, therefore it is not necessary
to configured at this time.

BD12k # config vlan default add port 2:14-15 untagged
BD12k # config vlan voice-G650 add port 2:14-15 tagged
BD12k # config vlan data-G650 add port 2:14-15 tagged

4, Configure spanning tree protocol. The sample network uses the default spanning
tree domain s0 (stpd) which by default configured for 802.1d.

BD12k # config stpd "'sO0" add vlan "voice-G650" ports 2:14-15
dotld

BD12k # config stpd "'sO0" add vlan "data-G650" ports 2:14-15 dotld

BD12k # enable stpd sO

10. | Save the above configuration.

BD12k # save
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5. Configure the Avaya C363T-PWR Converged

Stackable Switch
This section shows the steps for configuring the Avaya C363T-PWR Converged

Stackable Switch.

1.

Log in to the Avaya C363T-PWR Converged Stackable Switch using the
appropriate credential.

Login: username
Password: XXXXXX

Create the VLANS on the switch.

Note: VLAN cl1 must be created in order for the EAPS ring to function
successfully.

C360-1(super)# set vlan 10 name voice-G650
C360-1(super)# set vlan 11 name data-G650

Configure VLAN assignment for the ports.

C360-1(super)# set port vlan 10 1/1-1/2

C360-1(super)# set trunk 1/1,1/2 dotlq

C360-1(super)# set port vlan-binding-mode 1/1,1/2 bind-to-
configured
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6. Configure Microsoft services

Active Directory Service and Internet Authentication Service are used in the sample
network. The following sub-section will shows the steps in configuring these two

services

6.1. Configure Microsoft Active Directory Service

This section shows the necessary steps in configuring the Microsoft Active Directory
server as shown in the Figure 1 to support the Avaya IP Telephones and PC.

Step

Description

Action

..f_«; Active Directory Users and Computers

<5 il

Wew  Window  Help

1. Invoke the Active Directory Users and Computers window under Administrative
Tools of a Microsoft Windows system. Configure the active directory domain
properties by highlighting the Active Directory domain then right click and select
Properties.

=10l x|

=181

e | am B EFRNBE 2

ol an

=@

@ Active Directory Users and Computer
D Saved Queries

O

Delegate Contral. .,

Find. ..

Connect ko Damain. ..

Connect o Domain Contraller. ..
Raise Domain Functional Level. .,
Operations Masters...

Teww 3
Al Tasks 3
View 3

Mew Window Fram Here

Refresh
Expart Lisk...

Properties

Help

interop.com 5 objects
Mame | Type | Description |
builtinComain
Container Default container For upgr...
rollers Organizational ... Default container For dom...
ityPrincipals Conkainer Default container for secu, .,
Container Default container For upar...

|0|:|ens property sheet For the current selection.
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Step

Description

Select the Group Policy tab in the properties window. Highlight the Default

Domain Policy then click Edit to display the Group Policy Object Editor.

interop.com Properties ilil

General I Managed By m

Toimprove Group Policy management i upgradeto the Group Policy
ki anagement Console [GRPHC]

™y
Current Group Policy Dbyect Linksz for interop

Group Policy Object Links | Mo Owvemde | [zabled |
Default Domain Policy

[Group Policy Objects higher in the kzt have the highest prionty.
Thiz lizt obtained from: zol inkerop.com

New [ add. || e U |
Dptionz... | Delete... | Properhez [y |

[ Block Policy inheritance

| (1] I Cancel Apply |
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Step Description
3. From the Group Policy Object Editor, Navigate to Computer Configuration ->
Windows Settings = Security Settings = Account Policies - Password
Policy on the left panel. Double click on Store passwords using reversible
encryption policy on the right, and change the setting to Enabled.
T Group Policy Object Editor =10/ %
Ele  Action  Wew Help
e = | Bmm|xEE 2
ZF Defauk Domain Faicy [sol.interon.com) Policy || policy_» [ Paolcy setting
=& g:mp.;ter(mf'gurdﬁm B]Enforce passward history 24 passrords rememhiened
=] Seftware Settings Efjrainum password age 42 days
= Windows Settngs E]inienum passeord age 1 days
= ;-‘_‘,,'ﬂr\r:in'rmm passeard lenghh S characters
=15 Securky Settngs Eflpassuord st mest complexdty requtements  Disabled
El @ Account Paloes
el Passward Policy
&3] Kerberes Pakcy
- == Local Polides
- =] Everit Lag
14128 Restriched Grouns
(41 [ System Sarvces
1 (L8 Registry
B8 File Systam
B Wireless Network ([EEE B02.11) Polities
-] Public Koy Falicies
-0 saftware Restriction Palides
18, TP Secwity Polices on Active Directory (nter
é ] Admintstratse Templatas
= Lisar Configuration
r W 1 Srfhusare: Setinns | Lrl 1| | d
| |
4. Click OK on the domain properties pop-up window to complete.
interop.com Properties ﬂil
Generall tanaged By Group Policy I
Toimprove Group Policy management : uparade:to the Group Palicy
i anagement Conzole [GPMC)
Current Group Policy Dbject Links for interop
Group Policy Object Links | Mo Override | Dizabled |
Drefault Domain Policy
Group Palicy Objects highet in the Bzt have the highest prionity.
Thiz list obtainad from: solintsrop.com
New | agd | x| |
O phiotz... | Delste | Properties | [t |
[ Block Policy inkheritance
| | Cancel | Apply |
AL; Reviewed: Solution & Interoperability Test Lab Application Notes 11 of 45
SPOC 6/4/2008 ©2008 Avaya Inc. All Rights Reserved. EXTR_X350-T



Step

Description

<% Active Directory Users and Computers

5. Create a new user ID for an Avaya IP Telephone user and a PC user. From the
Active Directory Users and Computers window menu, select Action - New -
User to begin creating a new user ID.

Ei Action  Yiew  Window  Help

=1olx|

JETES

Delegate Contral...

R 2 e@Lvaa

| Description

Find... =
| Users 29 obiects
Mew Computer | Type
i Al Tasks » Contack User
S Groy
Tew window From Here e User
. — —— Inet@rgPerson User
H Refresh M3MQ Queus Alias Lser
Export List. .. Printer Security Group ..

User Security Group ...
Security Group ...

Security Group ...

Froperties Shared Folder

Help [ €F cersvc_pcom_access

!ﬂDHCP Administrators Security Group ...
!ﬁDHCP Users Security Group ...
!ﬁDnsAdmins Security Group ...
@DnsUpdataProxy Security Group ...
!ﬂDDmain Admins Security Group ...

Domnain Computers
ﬁDDmain Cortrollers
!ﬂDnmain Guests
!ﬁDDmaln Users Security Group ...

Enterprise Admins Security Group ...

Group Palicy Creator Owners  Security Group ...

Security Group ...
Security Group ...
Security Group ...

ﬁGuest User
!ﬁHalpServicesGmup Security Group ...
s _wrG Security Group ...
€ 1sr_soL User

KN Mla T ¥

Built-in account For admiri...

Members of this group are. ..

Members who have admini...
Members who have view-..,

DMS Administrators Group

DMS clients whao are permi...
Designated administrators. ..
All workstations and serve. .,
All domain controllers in th...

All domain quests
Al domain users

Designated administrators...
Members in this group can...
Built-in account For guest ...
Group for the Help and 5u...

115 Warker Process Group

Built-in account far anomy.. .

|Create a new object...

New Object - User

6. For an Avaya IP Telephone, enter the phone’s MAC address as the User logon
name. The First name and Last name are for information only. Click Next to
continue.

Q Create in;  inkerop.com/zerz

First hame: ‘DDD4DDE43??9 it |

Laszt name: I

Full name: |uun4uDE43m

Izer logon hame:

|00040DE 43773 @interop.com =]

|Jzer logon name [pre-Windows 2000k

IINTEHDF"\ I[I]]-!l])EB?‘?S

I et » I

Cancel
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Step Description

7. Enter a Password for the user ID. For an Avaya IP Telephone, enter a numeric
password. Select the User cannot change password and Password never
expires fields. Click Next to continue.

MNew Object - User x|

g Create e interop.comelzers

Pazzword: ]-uuu-

LConfirm password: ]------

[ Uzer must change password at next looon

v Uzer cannot change password

¥ Pazaword never expines

[ Account iz dizabled

< Back I Mext = I Cancel

8. Click Finish to complete.

Mew Dbject - User x|

g Create in:  interop.comsUzers

Ywhen pou click Finizh, the following object wall be created:

Full name; O00400E 43773 ;I
Uzer logon name: DD0A00E43779 @anterop.com

The pazsword never expires.

K
< Back Cancel |
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Step Description
9. Repeat Steps 5-8 to create a user ID for the PC. Below is a screen capture for
user 1D “userl” used for the PC for log in.

Mew Object - User |

g Create in:  interop.comssers

Eirzt narme: uzer] Irutials: I

Lazt harne: I

Full narme: Iuser'l

|| zer logon name:

Iuser1| I {@nkesop.com j

|lzer logan name [pre-aindows 2000F
IINTEHEIF'H llum

¢ Back I Mext > I Canzel |

10. | After creating the user ID, begin editing its property by double clicking on the
user ID in the Active Directory Users and Computers window.

-.‘.'Enttlve Directory Users and Computers > .ﬂ_ﬂ]_ﬁl
<0 Ele  Adion Yiew Window Heb ISETES|
e~ B@E 0 XEFIB 2B TED
.':5 Active Directory Users and Computer | Users 30 cbhjecks
' Saved Queries Hame | Tvpe | Description -
=1 @ inkerop.com ¥ -
1#]- ] Builtin &
H ;.EII g?ﬁ;‘ s 7 U00400ECAD0S User
- i roller:
-] ForsignSacuribyPrincipals € administrabor User Bult-In zccount for adminl...,
B sere €7 andy leung User
fwaya PCs Security Group ...
Avaya Phones Security Group ...
chrt Publishers Securiby Group ... Members of this oroup are...
CERTSYC_DiCOM_alCESS Securiby Group .. i
DHCP administrators Security Group ... Members who have admini, ..
mDHCP Lisers Security Group ... Members who have view-..,
gDnsﬂd‘mins Security Group ... DNS Adminestrators Group
DinsUpdatePromy Securiby Group ... DS dients who are permi, .,
mﬂumuh Admins Security Group ... Designated admiristrators...
mnnmah Computers Security Group ... Al workstations and ssrve.. .
ﬂ}nomain Controliers Security Group ... A1 domain controlisrs inth,..,
b I I LI P namain Gunsts Serurity Groom ... & dAneosine noesks :J
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Step Description

11. | Select the Dial-in tab in the user properties window. Enable remote access by
clicking on the Allow access radio button. Click OK to complete. Repeat this
step for all Avaya IP Telephone and PC user IDs.

D0040DE43779 Properties 2l x|

General I Addrezs ] .ﬁ.cmﬂl Frofile I Telephones I [rganization
Remate contral ol Semices Prohle I COM+
b ember Of Diakiry Emvronment I Sezzionz

Femate Access Pemizsion [Diabn or YN

" Dery access

= Control access thiough Femote Access Policy

™ ety Ealler-I0;
Callback Options
i po Callback
£ et by Caller [Fiouting and Remote Access Service only|
£ Alwayz Callback to: I

™| Aizsign a Static P Address I

Apply Static Boutes

Define routes ko enable for thie Diskn e e e |
connection. =
| (1] % I Cancel | Apply |
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Step

Description

12.

Create a new user Group by selecting Action - New - Group from the drop-
down menu.

The use of a Group facilitates the assignment and management of additional user
IDs.

-:-; Active Directory Users and Computers ;Iglil
@ File | Action Miew ‘Window Help |;|i|1|
- Delegate Cortral... | R it vTva o
@ Activ T [ Users 29 obiects
EI@ ir Al Tasks »  Contact User
Mew Window From Here User
InetOrgRerson User Built-in account For admini...
Refresh M3MQ Queue Alias Lser
Expork List... Printer Security Group ...
S User Security Group ..
Shared Folder Secutity Group ... Members of this group are, ..
Help ] ECERTSVC_DCOM_ACCESS Security Group ...
ﬁDHCP Administrators Security Group ... Members who have admini...
ﬁDHCP Users Security Group ... Members who have view-..,
ﬁDnsAdmins Security Group ... DMS Administrators Group
ﬁDnsUpdateProxy Security Group ... DS dlients who are permi...
ﬁDomain Admins Security Group ... Designated administrators,.,
ﬁDomain Computers Security Group ... All workstations and serve..,
Domain Controllers Security Group ... Al domain controllers in th..,
!ﬁDomain Guests Security Group ... All domain guests
!ﬁDomain Users Security Group ... Al domain users
!ﬁEnterprise Admins Security Group ... Designated administrators.., =
ﬁGroup Policy Creator Owners  Security Group ... Members in this group can...
%Guest User Built-in account for guest ...
!ﬁHeIpServicesGroup Security Group ... Group for the Help and Su...
!ﬁIIS_WPG Security Group ... 115 Worker Process Group
] ] 7 A 7
|Create a new object... | |

13.

Create a group for Avaya IP Telephones. The sample network uses the name
Avaya Phones for this group. Click OK to complete.

New Object - Group x|

ﬁ Createin:  interop.comylisers

IStOUR NaME!

I Avaya Phones

Group name (pre-Windows 2000):

I Avaya Phones

EFOUR SCOpe Group type:

™ Domain lacal v Seourity
' Global " Distribution
= Wniversal

o]

Cancel
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Step

Description

14. | Repeat Steps 12 and 13 to create another user Group for the PC.

15. | After creating the user Group, begin editing its property by double clicking on
the Group in the Active Directory Users and Computers window.

#F Active Directory Users and Computers ¥ =10 x|
) Eie fdion Wew Window Heb [ISETES
v mmEs e XEFrE 2 kTS E
i kv Directory Users and Computer | Users 29 objacks
(20 saved Quanes Tame [ Tupe [ Gescripsion =
= B! nterop.com € oo0qn094F0s Liser
i1 Buitin € 00040DE437TS Lser
141 [ computers 17 ndministrator User Buill-in 2ccount For admini. ..
[#-(&H Domain Controllars € ardy leung Lser
[#-[2 ForegnaecuityPrincipals . . R
{3 Useis - =
i ConkPukbab e - Lt this group are....
P CERTSVC_DOOM_ACCESS  Security Group ...
ﬁDHCP Admristrakars Securty Group .., Members who have admini....
DHCP Users Security Group ... Members wiho hawve view-...
Disfudiing Security Group ... DNS Administralons Group
CnsUpdateProsy Sacurity Group .. DRS clients whio are permi..
ﬁDaman Admins Security Group ... Desgnated administrators...
Damain Computers Security Group ... Allweorkstations and serve...
%Dﬂmﬁn Cantralers Security Greup ... Al damezin cantralers inth...
Danan Euests Sacurity Group o, Alldomain guasts
ﬁmman Users Sacuvity Group .., Al domain users
§Erternri9e Admins Security Group ... Desgnated administrators... | |
Group Policy Crestor Owners Security Group ... Members in this group can...
GuEsk User Built-in 2ccount For guest ...
!Er—lsbﬁemcm\ol.p Sacurty Group ... Group For the Halp and Su...
ﬁ]IS_WPG Security Group ... 115 Worker Process Group
4 3 115R_sol Lser Buik-in sccaunt Far anony. .. :I
I | [ T— - - S

16. | Select the Members tab in the group Properties window. Click Add to continue.

Avaya Phones Properties 21x|
General Member l]f] Managed B_v]
Members:
I ame Active Di Folder
Add.. | Eemowve |
| 0K I Cancel Apply

AL; Reviewed:
SPOC 6/4/2008

Solution & Interoperability Test Lab Application Notes

©2008 Avaya Inc. All Rights Reserved.

17 of 45
EXTR_X350-T



Step

Description

17.

Enter the user ID that should be assigned to the Avaya Phones group. This
should be the user ID for the Avaya IP Telephone. Use Check Names to assist
in searching for the user ID. Click OK to complete.

Select Users, Contacks, or Computers e |

Select thiz object tpe:

ILlsers or Other objects Object Types... |
Erarn thiz location:
Iinteru:-p.u:u:um Locationsz... |
| 000400 E 43779 [00040DE 43773 interop. comll Check Names I
Advanced... | ] | Cancel |
4

18.

Repeat Steps 15-17 to add members to the PCs user group.

6.2. Configure Microsoft Internet Authentication Services (IAS)

Server

This section shows the steps for configuring the 1AS server to support 802.1X
authentication for an Avaya IP Telephone and a PC.

Step

Description

1.

Invoke the Internet Authentication Service window under Administrative Tools
of the Microsoft Windows system. Create a new RADIUS client by selecting
Action - New RADIUS Client from the drop down menu in Internet
Authentication Service window.

“s# Internet Authentication Service

File | Action “iew Help
"

New RADILS Cliert: |29 | @

e

-

& (Local) Friendly Name | Address | Pratacol | Clignt-Yendaor

Refresh
Export List. ..

There are noikemns to show in this view,

Help <sing

|New Client l_
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Step Description
2. Enter the name and IP address of the X350-24t switch to create a new RADIUS
client. This must match the IP address configured in Section 4.1, Step 7. Click
Next to continue.
New RADIUS Client |
Mame and Address
Twpe a friendly name and either an IF Addresz or DMS name far the client.
Eriendly name: Ix35|:|.24t
1ent adaress ar
|1?2.2s.11.z1 Werify. . |
< Back I MNewt > I Cancel
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Step Description
3. Enter the Shared secret that will be used for this client. This shared secret must

match the information configured in the switch in Section 4.1, Step 7. Click
Finish to complete.

New RADIUS Client ; x|

Additional [nfarmation

[f woL are Lzing remake access policies based on the clent vendar attnibute, zpecify the
wendor of the BADIUS clent.

Client-endar:

RADIUS Standard i
Shared zecret; |==========
Confirm zhared zecret: I========='|

[ Bequest must contain the Message Authenticator attnbute

« Back I Firizh I Cancel

4, Create a new access policy for the Avaya IP Telephones by clicking on Action
- New Remote Access Policy.

", Internet Authentication Service -18] x|

Ele | Action Wiew Help

s . v Femot s Policy

; In Mame | 0. ¢

C g Connections bo Microsoft Routing and Remote ... 1

@ Refresh C o :
Export List. .. &) Connections ko other access servers

= Help

Mew Remote Access Palicy
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Step Description
5. Click Next in the New Remote Access Policy Wizard.

MNew Remote Access Policy Wizard |

Welcome to the New Remote
m Access Policy Wizard
Thiz wizard helps pou zet up a remote access policy,

which is a set of condiions that determine which
connection reguests are granted access by this server.

To continue, chick Mext.

Caticel |

6. Select Set up a custom policy radio button and enter a Policy name. The
sample network uses the name Avaya Phone. Click Next to continue.

New Remote Access Policy Wizard x|
Policy Configuration Method /
The wizard can create a typical policy. or vou can create a custom policy. J.’

Howw do pou wank b st up this policy?

{7 I ze the wizard to zet up 2 hwpical policy for a common scenarnio

& Set up a custom policy

Type a name that dezcribes this policy.

Eolicy name: |A4vava Phone

Example; fLinenicate al YEN connechons.

< Back I Mext = I Cancel
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Step Description
7. Click the Add button to add a new policy condition.
New Remote Access Policy Wizard |
Policy Conditions ‘
To be authenticated, connection requests must match the conditions you specify. ﬁ
Specify the conditions that connection requests must match to be aranted or denied
ACCEEE.
Folicy conditions:
Ldd. Edit.. Bemove |
< Back Hext » Cancel |
8. Highlight Windows-Groups from the Select Attribute pop-up window. Click
Add to continue.
B Select Attribute 7| x|
Select the type of atinibuke to add, and then click the Add button,
Aftribute types:
i arne | Desciphion il
Called-Station-Id Specifies the phone number dialed by the un
Calling-Station-d Specihes the phone number from which the ¢
Client-Friendly-M ame Specihes the mendly name for the RADIUS ¢
Client-IP-4ddress Specifies the |P addrezs of the RADIUS clier
Client-4'endor Specifies the manufacturer of the RADIIS m
Dap-bind-Time-Restic...  Speciies the tme penods: and days of week
Framed-Pratocol Specihes the protocol that iz used.
b 5-RAS A endor Drescopbion ot pet defined
MaS-ldentifier Specifies the stning that identifies the NAS th,
MAS-IP-Address Specihes the P address of the MAS where th
MAS-Part-Type Specihes the type of phyzical port that iz uzes
Service-Type Specifies the vpe of service that the uszer ha
- Specifie: the unneling protocols uzed.
Specihes the Windows groups that the user t:
| o
Add. Carcel |
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Step Description
9. Click Add in the Groups pop-up window to add a windows group.

2%
T he following aroups ane cumenth in this condibion,
Groups
M arne |
Add. Eemoye
1] Cancel

10. | Enter the Active Directory user group created in Section 6.1, Steps 12-13. Use
Check Names to assist in searching for the user group. Click OK to complete.

Select thiz object wpe;

IEn:uups Object Tepes...

Erarn thiz location;

Iintern:-p.n::n:nm Locationsz...

i

Enter the object nlmes ho zelect [examplez|
Avana Phones Check Mames

Advanced... | ] | Cancel

P
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Step

Description

11. | Click OK in the Groups pop-up windows to complete.

d o4
The following groups are cumrently in thiz condibion.
Groups:
Mame
IMTEROP vava Phones
add... Bemowve
oK Cancel
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Step Description
12. | Once the windows user group has been added via Steps 8-11, click Next to
continue.

Mew Remote Access Policy Wizard |

Policy Conditions J
To be authenticated, connechon reguests must match the condibions pou specify. l’

Specify the conditions that connection reguestz must match to be granted or denied
AcCESE.

Folicy conditions:

Add.. Edi... Remove |

« Back I Mest > I Cancel
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Step Description
13. | Click the Grant remote access permission radio button. Click Next to
continue.

New Remote Access Policy Wizard x|

Permissions J
A remote access policy can either grant or deny access bo users who match the ’
specified conditions. I

|f & connection request matches the specified condibions:

£ Deny remote access pemmission

' [Grant remote access parmission

B coee |

14. | Click Edit Profile to configure the profile for this access policy. This will
display the Edit Dial-in Profile pop-up window.

New Remote Access Policy Wizard |

Profile J
“fou can make changes to the profile for this policy. J.’

&, profile iz a collection of settings appled to connechion requests that have been
authenticated. To review or change the default profile for thiz policy, click Edit Profile.

Edit Profile....

< Back

Cancel |
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Step

Description

Edit Dial-in Profile

Dialin Constraints | IF | Multilink:
Authentication [ Ercryption I Advanced

Select the authentication methods vou want to allow for this connection,

E&P Methods

[ icrozoft Enciypted Suthentication wersion 2 [MS-CHAF w2

I™ | Uzer can change password sftenit has expired
[ Microsoft Encypted Authenticstion [MS-CHAR)

I™ | Uzer can change password sftenit has expired
[ Encrpted authentication [CHAR)
[ Urencmypted authentication [FAP. SPAF]

15. | Select the Authentication tab in the Edit Dial-in Profile pop-up window.
Uncheck all Microsoft authentication protocols as shown in the screen capture
below. Click EAP Methods to continue. This will display the Select EAP

Providers pop-up window.

2=
|

— nauthenticated acoce

Allow chents bo connect wathout negobiabing an authentication
I riethiod.

]9 Cancel Apply
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Step Description
16. | Click Add in the Select EAP Providers pop-up window to add a new EAP type.

Select EAP Providers

EAF bppes are negotiated in the order in which they are lizted.

EAFR bipes:

b e Do

2lx
kove g |
[

Add. Edit.. Bem-:‘u-?l ok | Cancel

17. | Select MD5-Challenge in the Add EAP pop-up window. Click OK to continue.

2l x|

Authentication methods:

Smart Card or other certificate
Erobectad EAD [BEAD]

IMOE-Challenge

| 1] I Cancel
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Description

Step
18.

Select EAP Providers

Once the MD5-Challenge EAP type is added, Click OK to complete the EAP
authentication selection.

E4AP types are negotiated in the order in which they are lizted.

E4P types:
ove p |
e [Howr |

Cancel

i

19.

Select the Advanced tab in the Edit Dial-in profile pop-up window. Highlight
each existing attribute, and then click Remove to delete it. Click Add after all
existing attributes have been removed to enter a new attribute. This will display

the Add Attribute pop-up window.

Edit Dial-in Profile

| P | Multilink

Diakin Constraints
Advanced

Auithentication ] Encrypbion

Specity additional connection attnbutes o be retumed o the Remate
Arncess SErver

Abtribtes:

| Wendor I " alue

b
T

RADIUS Standard  Framed
RADIUS Standard PPP

ype
rotocol

ramed-F‘

Add...

Edi. || Bemove |

2=

| oK I Cancel Apply
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Step

Description

20.

Highlight the Vendor Specific attribute name from the list of attributes displayed
in the Add Attribute pop-up window. Click Add to continue. This will display
the Multivalued Attribute Information pop-up window.

Add Attribute - 2 x|

To add an atlribute to the Profile. select the atlribute. and then click Add.

To add an atiribute that i mot ksted, zelact the Wendor-Speciic attnbute.

Aftriguter
hame | Wendor | Dessiiption -
TurnelFagsword RADIUS Standard Specifies the password used for authenbicaling to a remoke
TurnelFreference RADIUS Standard Specilies the elative preference assigned to each unnel vl
TurnelPt-Gioup-D RADIUS Standaid Specilies the Group 1D for & tunneled session
TurnelServes-Aulhd D RADIUS Standaid Specifies the name used by the lunnel temminator during th
TurnelSetvesr-Endpt RADIUS Stardard Specifies the IP address of the server ernd of the tunnel,

5 e suppaort of propnetary MAS features.
Coeclias o Crecg i Bog UEH
Allowed-Certificate-010 bicrozoft Specifies the cerificate purpose o uzage object idertifiers
Gererzte-Clags-Athribute hicrozoft Specifies whether 145 automaticaly generates the clags 2
Gererate-5 ession-Timeout Microsoft Specifies whether 145 automaticaly generates the session
lgnore-User-Dialin-Fropatias Microsoft Specifies that the user's diakin praperies are ignored,
MS-Quarantive | FFiker Microzoft Specifies the IP raffic filter thal is used by the Routing anc
MS-Gualanlive-Session-Tineout Miciasoft Specifies the time (in seconds] thet the cannection can e
TurnelTag Miciasoft Dresciiption nat vel defined
USH-ALCCHK-Tywoe L5, Robolics, Inc. Dresciption not yel defined
USH-AT Caldnput-Filtes LS. Rabotics, Irnc. Diescnption not pet defined
LI?H.-AT-CaI-ﬂuIDut-FiIer L5, Rokotics, inc. Dezciption not vet defined _,ﬂ
4 »
add || Ceee |
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Step Description
21. | Click Add to enter a new Attribute in the Multivalued Attribute Information pop-
up window. This will display the Vendor-Specific Attribute Information pop-up
window.
Multivalued Attribute Information i |
Attribute name:
IVendDr-Specific
Attribute number:
|25
Attribute format:
IDctetString
Aftribube walues:
endar | W alus Mowve Up |
Move Down |
Bemowe |
Edi |
il |
K | Cancel
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Step Description
22. | In the Vendor-Specific Attribute Information pop-up window, click on the Enter
Vendor Code radio button, and enter string 1916 (Extreme Networks VVendor
Code). Click on the Yes, It conforms radio button. Click Configure Attribute
to continue. This will display the Configure VSA (RFC compliant) pop-up
window.
Yendor-Specific Attribute Information 2=
Attribute: nanme:
Wendor-S pecific
Specify nebwork, access server vendon
£ Select from list: IF ADILIS Standand j
¥ Erter Yendor Code: 11915
Specify whether the attribute conformes to the BADILUS RFC specification for
vehdor zpecific attibutes.
" s, It confoms,
£ Mo, It does not conform.
Configure Attribute.
| 1] I Cancel
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Step Description

23. | Enter the following field information in the Configure VSA (RFC compliant)
pop-up window. The Attribute value “Tvoice-G650” signifies that the port
should be configured as “Tagged” by the switch and the “voice” VLAN should
be assigned. The voice VLAN was created on the switch in Section 4.1, Step 2.
Click OK to complete.

Configure ¥5A {RFC compliant) [ 7] I

Wendor-azsigned attribute number;
|21 1

Attribute format;
I String LI

Attbute value:
|Tvoice-GES

| k. I Cancel
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Step

Description

Attribute name;

24. | Once all attributes have been entered in Steps 21-23, click OK to continue.

Multivalued Attribute Information E |

IUendDr-S pecific

Attribute number:

|25

Attribwte format;

|I:I|:tet5tring

Attribute values;

"Yendor I " alue

Plove Up

Yendor code: 1915 Tvaice-GES0

tove Down

Bemove
Edit

i

| ERERE

Cancel

25. | Click OK on all preceding pop-up windows to complete the configuration of this
access policy.
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Step

Description

26.

Repeat Steps 4-25 to create a separate policy for a PC. The sample network uses
the name User PC authentication policy for this new policy. Use the Udata-
G650 value in lieu of what is in Step 23. The Udata-G650 value indicates to the
switch the switch port should be assigned to the data VLAN as Untagged. The
data VLAN was created on the switch in Section 4.1, Step 2.

Configure ¥5A {RFC compliant) [ 7] I

Wendor-azsigned attribute number;

|211

Attribute format;

I String

Attnbute value:

|Llu:lata-I3 B850

o]

217.

Polices.

After completing the above steps, there should be a total of 4 Remote Access

9 Internet Authentication Service

File Action Wew Help

=0l x|

e BAm NE @

[ RADIUS Clienks

?3 Internet Authentication Service {Local)

G Remote Access Logging
& Remate Access Polices
F-{_] Connection Request Processing

Mame

'EF awaya Phones Authentication palicy

User PC authentication policy

Connections to other access servers

Connections ta Microsoft Routing and Remate ...

a2 wirnie|o
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7. Configure the PC

This section shows the steps for configuring authentication on the PC.

1. Open the properties window for the network adapter card in Windows. Under
the Authentication tab, check the Enable IEEE 802.1x authentication for this
network check box and select MD5-Challenge from the EAP type drop down
menu. Click Ok to complete.

L Test Bed 172.28.10.12 Properties E I

Generall Authentication | Advanced I

Select thiz option to provide authenticated netwark. access for
Ethemet networks.

¥ Enable [EEE 802.1% authentication for this netwark:

EAP type: | MDS-Challenge -l
AR

Pratected EAP [PEAP)

Smart Card or ather certificate

[ Authenticate az computer when computer information iz
available

[T Authenticate as guest when uzer or computer information iz

unavailable
k. I Cancel
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8. Configure the Avaya IP Phone

This section shows the steps for configuring the Avaya 4610 SW IP Phone connected into
the X350-24t switch.

Avaya IP telephones support three 802.1X operational modes:

e Pass-thru Mode — Unicast supplicant operation for the IP telephone itself, with
PAE multicast pass-through for the attached PC, but without proxy Logoff
(default)

e Pass-thru with logoff Mode (p-t w/Logoff) — Unicast supplicant operation for
the IP telephones itself, with PAE multicast pass-through and proxy Logoff for
the attached PC. When the attaced PC is physically disconnected form the IP
telephone, the phone will send an EAPOL-Logoff for the attached PC.

e Supplicant Mode — Unicast or multicast supplicant operation for the IP telephone
itself, without PAE multicast pass-through or proxy Logoff for the attached PC.

The operational mode can be changed by pressing “mute80219#” (“mute 8021x”) on the
Avaya 4600-Series IP telephones or “mute27237#” (mute craft) on the Avaya 9600-
Series IP telephones.

Since most 802.1X clients use the multicast MAC address for the Extensible
Authentication Protocol over LAN (EAPOL) messages, the IP telephone must be
configured to the pass-thru or p-t w/Logoff mode to pass-through these multicast
messages. It is recommended to use the p-t w/Logoff mode. When the phone is in the p-
t w/Logoff mode, the phone will do proxy logoff for the attached PC when the PC is
physically disconnected. When the X350-24t receives the logoff message, the PC will be
removed from the authorized MAC list.

1. Press the following key on the Avaya 4610SW IP phone.

Mute82019#

2. Press the “*” key on the key pad until p-t w/Logoff is displayed, then press “#” key to
complete the configuration.
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9. Configure Avaya Communication Manager

This section shows the necessary steps in configuring Avaya Communication Manager.
For detailed information on the installation, maintenance, and configuration of Avaya
Communication Manager, please consult reference [1], [2], [3] and [4]. The following
steps describe the configuration of Avaya Communication Manager.

Step Description
1. Add a new station for the Avaya IP Telephones to the Avaya Communication
Manager using the add station command. Configure the following fields.

e Extension: 33004 (Extension number for the
Avaya Telephone)

e Type: 4610  (Avaya Telephone type used
for this extension)

e Port: IP (Type of connection for the
Avaya Telephone)

e Security Code: 123456 (Security code used by the

Avaya Telephone to register
with Avaya Communication
Manager)

Direct IP-1P Audio Connections: y (Enable Shuffling)

The first two pages of the add station 33004 configuration are shown below.
Repeat this step for each station.

add station 33004 Page 1of 4
STATION

Extension: 33004 Lock Messages? n BCC: O

Type: 4610 Security Code: 123456 TN: 1

Port: S00003 Coverage Path 1: 99 COR: 1

Name: Ext-33004 Coverage Path 2: CoSs: 1

Hunt-to Station:
STATION OPTIONS
Time of Day Lock Table:
Loss Group: 19 Personalized Ringing Pattern: 1

Message Lamp Ext: 33004
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english Button Modules: 0O
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? n

Customizable Labels? y
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Step Description

2. Use the “display ip-network-region” command to display the 802.1P setting
configured in the Avaya Communication Manager. Both Call Control and Audio
802.1P priority are set to 6.

display ip-network-region 1 Page 1 of
IP NETWORK REGION
Region: 10
Location: Authoritative Domain:
Name:
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 1 Inter-region IP-1P Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? y
UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS RTCP Reporting Enabled? y
Call Control PHB Value: 46 RTCP MONITOR SERVER PARAMETERS
Audio PHB Value: 46 Use Default Server Parameters? y

Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 6
Audio 802.1p Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 1P ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5

10. Interoperability Compliance Testing

The interoperability compliance testing focused on assessing the ability of the X350s in
supporting Avaya Communication Manager, Avaya Media Gateway and Avaya IP
Phones in a network composed of both Extreme Networks and Avaya switches.

10.1. General Test Approach

Quality of Service was verified by injecting simulated traffic into the network using a
traffic generator while calls were being established and maintained using Avaya IP
Telephones. The objectives were to verify the X350-24t supports the following:

e 802.1D
e 802.1W
e LLDP advertisement & interoperability
e Dynamic VLAN assignment using Extreme RADIUS attributes.
e 802.1x authentication with multiple supplicant per port
e Quality of Server (QoS) according to 802.1p or DiffServ
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10.2. Test Results

The Extreme Networks X350-24t switches successfully achieved the above objectives.
Quality of Service for VolP traffic was maintained throughout testing in the presence of
competing simulated traffic. 802.1D and 802.1w spanning tree as well as EAPS correctly
converged when active link was disconnected or when bridging priority was changed.
LLDP also correctly reported the attribute of both Avaya 4600 and 9600 series IP
Telephones.

11. Verification Steps

The following steps may be used to verify the configuration:
e Use the “show port <port #> gosmonitor” command on the Extreme switch to
verify VolIP traffic is being transmitted by the correct priority queue.

X250e-48t.37 # show port 15 gosmonitor
Qos Monitor Req Summary Fri Apr 13 20:59:15 2007
Port QP1 QP2 QP3 QP4 QP5 QP6 QP7 QP8

Pkt Pkt Pkt Pkt Pkt Pkt Pkt Pkt

Xmts Xmts Xmts Xmts Xmts Xmts Xmts Xmts

15 308 0 0 0 0 5392 0 13

e Use the “show stpd <stpd domain>" command on the Extreme switches to verify
the operation of the spanning tree protocol.

X350-24t # show stpd sO

Stpd: sO Stp: ENABLED
Rapid Root Failover: Disabled
Operational Mode: 802.1D

802.1Q Tag: (none)

Ports: 1,2

Participating Vlans: data-G650,Default,voice-G650
Auto-bind Vlans: Default

Bridge Priority: 32768

BridgelD: 80:00:00:04:96:26:68:6b
Designated root: 80:00:00:04:0d:7d:d3:fF
RootPathCost: 19 Root Port: 3

MaxAge: 20s HelloTime: 2s
CfgBrMaxAge: 20s CfgBrHelloTime: 2s
Topology Change Time: 35s

Topology Change Detected: FALSE

Number of Topology Changes: 6

Time Since Last Topology Change: 1854s

Number of Ports: 2

Default Binding Mode: 802.1D

ForwardDelay: 15s
CfgBrForwardDelay: 15s
Hold time: 1s

Topology Change: FALSE
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e Use the “show radius” command on the X350-24t to verify whether RADIUS
setting such as IP address and Client address are correct. A successful log in by
an 802.1X client should show 2 Access Requests, 1 Access Accepts, and 1 Access
Challenges in the counter.

X350-24t # show radius

Switch Management Radius: enabled

Switch Management Radius server connect time out: 3 seconds

Switch Management Radius Accounting: disabled

Switch Management Radius Accounting server connect time out: 3 seconds
Netlogin Radius: enabled

Netlogin Radius server connect time out: 3 seconds

Netlogin Radius Accounting: disabled

Netlogin Radius Accounting server connect time out: 3 seconds

Primary Netlogin Radius server:

Server name :

IP address - 172.28.10.12

Server IP Port: 1812

Client address: 172.28.11.2 (VR-Default)

Shared secret : 3>:>?75<;5
Access Requests
Access Rejects
Access Retransmits:
Bad authenticators:
Round Trip Time

Access Accepts
Access Challenges :
Client timeouts
Unknown types

OORrPFr

QOOON

e Use the “show netlogin” command on the X350-24t to verify if 802.1X is enabled
or if the PC or Avaya IP Phone has successfully been authenticated. The output
also shows which VLAN the client is authenticated onto. Note that the Avaya IP
Phones (MAC address 00:04:0d:e4:37:79) is only authenticated in the voice
VLAN even though its MAC address is displayed in the data VLAN.

X350-24t # show netlogin

NetLogin Authentication Mode : web-based DISABLED; 802.1x ENABLED; mac-

based D
1SABLED
NetLogin VLAN : "temp™
NetLogin move-fail-action : Deny
NetLogin Client Aging Time : 5 minutes
Dynamic VLAN Creation : Disabled
Dynamic VLAN Uplink Ports : None

Web-based Mode Global Configuration
Base-URL . network-access.com
Default-Redirect-Page > http://www.extremenetworks.com
Logout-privilege : YES

Netlogin Session-Refresh : ENABLED; 3 minutes

Quiet Period : 60
Supplicant Response Timeout : 30
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Re-authentication period 3600

RADIUS server timeout 30

EAPOL MPDU version to transmit vl

Port: 15, VIlan: data, State: Enabled, Authentication: 802.1x, Guest Vlan
<Not Configured>: Disabled

MAC IP address Auth Type ReAuth-Timer User
00:04:0d:e4:37:79 0.0.0.0 No 0 00040DE43779
00:12:3F:25:26:60 0.0.0.0 Yes 802.1x 3593 userl

Port: 15, VIan: voice, State: Enabled, Authentication: 802.1x, Guest Vlan
<N

ot Configured>: Disabled

MAC IP address Auth Type ReAuth-Timer User
00:04:0d:e4:37:79 172.28.50.225 Yes 802.1x 3463 00040DE43779

e Use the “show lldp port <port#> neighbors detail” command on the X350 switch
to LLDP information.

X350-24t_110 # show I1ldp port 15 neighbors detailed

LLDP Port 15 detected 1 neighbor
Neighbor: (5-1)172.28.10.54/00:04:0D:E4:3C:05, age 3 seconds

- Chassis ID type: Network address (5); Address type: 1Pv4 (1)
Chassis ID : 172.28.10.54

- Port ID type: MAC address (3)
Port 1D : 00:04:0D:E4:3C:05

- Time To Live: 120 seconds

- System Name: ""AVAE43C05™"

- System Capabilities : "Bridge, Telephone™
Enabled Capabilities: "Bridge, Telephone

- Management Address Subtype: IPv4 (1)
Management Address : 172.28.10.54
Interface Number Subtype : System Port Number (3)
Interface Number S
Object ID String :"1.3.6.1.4.1.6889.1.69.1.7"

- IEEE802.3 MAC/PHY Configuration/Status
Auto-negotiation : Supported, Enabled (0x03)
Operational MAU Type : 100BaseTXFD (16)

- MED Capabilities: ""MED Capabilities, Network Policy,
MED Device Type : Endpoint Class 111 (3)

- MED Network Policy

Inventory"

Application Type : Voice (1)
Policy Flags : Known Policy, Tagged (0x1)
VLAN ID : 10
L2 Priority : 6
DSCP Value : 46
- MED Hardware Revision: "4610DO1A™
- MED Firmware Revision: "b10d01b2 8 3.bin™
- MED Software Revision: "al0d0l1b2 8 3.bin™
- MED Serial Number: "06N521006142"
- MED Manufacturer Name: "Avaya"
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- MED Model Name: '4610"

- Avaya/Extreme Conservation Level Support
Current Conservation Level: 0O
Typical Power Value : 4.0 Watts
Maximum Power Value : 6.0 Watts

- Avaya/Extreme Call Server(s): 172.28.10.7

- Avaya/Extreme IP Phone Address: 172.28.10.54 255.255.255.0
Default Gateway Address 1 172.28.10.1

- Avaya/Extreme CNA Server: 0.0.0.0

- Avaya/Extreme File Server(s): 172.28.10.12

- Avaya/Extreme IEEE 802.1q Framing: Tagged

e Use the “show dotlp” command on the X350-24t switch has the correct 802.1P to

QoS Profile assignment.

X350-24t # show dotlp
802.1p Priority Value QO0S Profile

QP1
QP1
QP1
QP1
QP1
QP1
QP6
QP8

N~NoOouhrWNEO

e Use the “show trunk” command on the Avaya C363T-PWR Converged Stackable

Switch to verify trunk setting.

C360-1(super)# set trunk

Port Mode Binding mode Native vlan
1/1 dotlq bound to configured vlans
1/2  dotlq bound to configured vlans
1/3 off statically bound
1/4 off statically bound
1/5 off statically bound
1/6 off statically bound
1/7 off statically bound
1/8 off statically bound
1/9 off statically bound

RPRWRRRPRRRERRRERER

1/10 dotlqg bound to configured vlans 1
1/11 off statically bound
1712 off statically bound
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12. Support

For technical support on the Extreme Networks product, contact Extreme Networks at
(800) 998-2408, or refer to http://www.extremenetworks.com

13. Conclusion

These Application Notes have described the administration steps required to configure
the Extreme Networks Summit X350-24t switch to support an Avaya VolIP solution
depicted in Figure 1 which composed of an Avaya Server, Avaya Media Gateway, and
Avaya IP Phones.
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Product documentation for Avaya products may be found at http://support.avaya.com
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[3] Administration for Network Connectivity for Avaya Communication Manager, Doc #
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[4] Avaya IP Telephony Implementation Guide, May 1, 2006

[5] Configuring Link Layer Discovery Protocol (LLDP) and 802.1X Protocol on Extreme
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1.1, Dec 18, 2006

Product documentation for Extreme Networks products may be found at
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[1] ExtremeXOS Concepts Guide, Software Version 12.0, Part number 100262-00 Rev.
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